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Abstract

We present a simple method 10 use an [ —d — L, ¢ + 1] code to consoet @ A-inpot, m-putput, {-resilient function with
degree d > m and pondinearity 2™ L _pr—[id+1)/2] —{m 1=l For aay fixed values of parameters », &, ¢ and , with
d = m, e aoslincarity ebtained by our comstruction is higher than the nonlineacity obteined by Cheon in Crypto 2001.
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1. Imiroduction

Resilient S-haxes were introduced by Chur o1 al. [3]
and Bermelt et al. [1). The study of other impostant
cryptographic properties of resiliemi S-boxes such as
high nonlinearity and algebraic degrae have been per-
formed in [2.8,7,2,121. In [2]. Cheon used an [ — o —
L.m. ¢+ 1] code to construct an #-inpat, m-cutput,
t-resilient S-box with degree d > m and nonlinear-
ity (271 — 2091 20| + 2"~4-?) The construc-
tion of Chean uses the algebraic strucmye uf linearized
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polynomials angd the nonlincarity calculation iz based
on the Hasse-Weil bound for hipher ganus curves.

In this paper we describe a simple construction of
nonlinear resilient S-boxes. Givenan [n —4 — 1, m, £]
code we Constrict an x-input, m-outpak, §-resilient
S-box with degree ¢ > m and nonlinearity 271 —
20=T+2] iy 4 132741 Further we prove that
for any fixed values of the parameters a,m, ¢ and 4
with d = m, the nenlincarity obtained by oor method
14 1n all cases higher than the nonlinearity obtuined hy
Cheon's method.

1.1, Work since the submicsion of this puper

Adter submitting this work to TPL, we continued our
study and applied more sophisticated techniques to ob-
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win higher nonHnensrity. These rasuits were recently
published in | 5] and to the hest of cur knowledge pro-
vides the currently best kmown nonlincarity.

The motivations for the curmat paper and |5] are
different. The paint of the currsmt paper i3 that simple
techmigues can give pood resuley. The point of [5]is 1o
otizin the best possible noulinearicy through the use
of saphisticated techniques. Fanber, the saln in non-
lit=aniy obizined in [3] over the carant papar is not
by a large smount, so thnt there is reafly a trade-off
berween simplicity acd gain in nonbingaricy,

2. Preliminnrics

Let o = GF(2) be the finitz feld of two clements.
We congider the domain of an s-varizhle Boolean
function to be the vector space (FT, &) over &y, whers
9r ia w3ed o denote the addition operator over bath Fa
and the vectou space £7 . The inner product of twy vec-
tors u, v € FI7 vill be denoted by (a0, v},

The Walsh tansform of an m-varable Boglean
function ¢ i an {nteger valned function W, : (0, 1) —
[=2™, 2] defimed Dy (see [8, p. 414} Wplu) =
Yo Fi.{—l}lf{“’]‘ﬁ'-“"'“?'. An sr-variable function is
called f-resiliens i Welu) = 0 for all & with 0 =
wi(e) = ¢ [11]. The nonlimegrire nl{ £} of an n-vari-
ahle Boolean function f, is defined as

Ify=2""—; Wil
nl(f) 1.?2%' 1]

A Boolean funeriem g can he oninnely represented
by a moltivaniaw: plynomizl over 5. The degres of
the polynomial is called the algebraic degree or simply
the degree of 3 and is denoled by degig).

An (a1, m) S-box (or vectorial function) i3 2 map
FUOR = (B 1™ Lat F:0,9)" = [0, 1} e
an 3-box and ¢: {0, 1j™ — [0, 1} be an m-variuble
Eoolean function. The compositim of & and £, de-
woted by g o f is an s-voriable Boolean function
defined by (g o f)ix) =g(f1x)). An {r,m) S-box
F iz said to be fresilient, if g o F is r-resilient Sor
every im-variable Iinear fimction g (s2e. for example,
[6]). By an (r, m. £) S-bax we mean ¢-resilient (n, m)
S-boz. Let F be an {n, m) $-box. Then nonlineanity of
£ denoted by nli f), is defined to be

nl{ {1 =min|[nl{g o f): g is a noscenstant
m-variable linear function).

Similarly the algebraic depree of F, denoted by
degt 7Y, is dafined (o be

degif} = min|degy » /): ¥ iy 2 nunconstan
m-variable lmear funmjun},

Bt i easy o see that if f is an (m, ) S-box, thep
eyl f) < nr By an (s, m, ) 5-box {or (1, mr, H-reg-
ient functon) we mean -resilieat (7, m) S-bax, Sij.
Uarly by an (¢, w2, 1, d) S-box (or (n, m, !, d)Tesiliem
function) we mean r-resilient 7z, m) 3-box with alge.
braic degree o.

We are interesled in S-buxes (a5 opposed o Bogl-
ean functions) and hemcc we will assume that m = 1,
Also we are interested in S-bones For which £ » 5
and for resilient S-boxes it is known [10] that g < s,
S0 the following condition holds: 1 = m < o < n, This
implies that for the S-boxes in which we are itileresied,
the minimm value of & is 4.

3, Conssruction of (a1, 2, 1-resllient 5-box with
depres arenter than m

Wi will be interesied in () S-boXes with max-
imem possible nonliveacicy. If & — mr, the S-hoxes
achieving the maximum possible nonlincadty are
called maximally nonlinear [4]. IC 7 35 oidd, then max-
imally nemlinesr S-hoxes have nonlineanty 277 —
20— %2 For even n, i1 is possible to construct {re, mh
5-buses with nonlinearity 2°~! — 2", though it is an
ope yocsiion whether this valze is the maximucn pos-
sible [41. The following reaul is we'l khown (Sec, for
example, [H])

Theorem A.1. Lt & be an [0, m,f + 1] binary iin
ear code. Tien we can consteuct an (1, m, -resilfen
Junction,

The follewing result is a slight zeperalization of
Theorem 5.1.

Lemma AL Fer £2[0, 117 = 0, 13 be an S-hax 2R
i J1 o f are the zomponent funciioms, Lel C be
alp, vt + 1] binary Mncar code. We can constracl &
foresibient S-box k0,17 78 — [, 11™ with compa-
new Jumctions by, B, .. by, whese 0l = 2°nl(f]
and algebraic degree of k(x) is same as algebraic de-
gree of f (x).
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Froof. A binary liveat ¢ode [p,m, s + 1] is a vector
space of dimensicn m aver F2. Let {C), Ca,..., Cpl
be a basis whers C; = {5, 60, .--.01,) € Ff. We
construet the S-bax k: {0, 1)"+* — [0, 1)™ as fol-
lows. Foe 1 < ¢ < m, we define,

HilX1y oo o Xnin Xk 1y oo o K p)
=.fl-(1rll'f"=xﬂ'.} EE":EE-{IHI:IH+2-1..,IH+P}},

Let A" be any nonzero linear combination of the
component functicns &), .. ., kw. S0 &' cin be written
as A =dif D Bdh, far Some NONZers vector
..., dm) € FI'. Hence

H=dfi B ®dn fu
ﬁw:ﬂl - ER @dmﬁ'm,(xw[....,x,.w)}
=difid - Bdyfu ‘B{D': [xn+l+a--1-‘-’n+.P}:|',

where ' = d(C, & ++- @ dyCp;. We have weight of
veetor O = 1+ 1 since Cisa[p. w, ¢ + 1] linear code.
Hence A" is r-resilient and so B(xy, ..., P S
Xy ) 15 £-resilient. As we are adding p new variables,
ml(A) =290l £). Clearty doglh) =deg{f). O

The next result provides a simple method o con-
struct a (d + 1, o) S-box with degres & and very high
nonlinearity.

Theorem 3.2, Ir ix pessible 1o construct a (d + 1. m)

S-box with degree d > m and nonlinearity vl(k) =
24 — sl o g 1),

Proof, Let F be a (d + L, d + 1) maximally nonlin-
ear 5-box whose component functions are fi, f2.....
far1- We construct a {4 + 1, #2) 5-box i with campo-
nent functions k|, k3, ..., by in the following marmer:
For | </ < m, defie

FTELE Rd+l] =X XX ] - T
and
X g = Rl X )

27T ESPUURND FIR

Ry construction algebraic degree of S-box # ; (&, 1)7H!
— {0, 17™ is 4. Ttiz known that ni( £) 2 2¢ — 2Me+172
[4l. We show that nl(k) =z nl{f) — {m — 1). Let
E; be the identity vector which has a one at the
ith position and zero elsewhers. Let 1 =(1,...,1}L

From the definition of i it is clear et Sup{ig) =
{{II:*--Q-IJ+|:I: H!{xl'l""!'td"'l} = 1] - {l.lﬂ-f".
A nonzero linewr combination &' of the component
functions f1,..., iy can be written as

K=f@ - Ofh0Wn o &u,
for some {iy. iz, ... .0 €11, 2,... ., m)

We have |/ Sup(p ) =1{L, e, ..., 8,} and 5o the
weight of the function g;, @ - - - @ ;, is at most r + 1.
Hence ni(k') 2 ni(f) = {r + 1}. Since r < m, it fol-
lowvs that nlh) 2 nl( £) — {m + 1) which gives us the
required result. O

Now we are ready to describe our construction
method,

Constructions1.

1. Input: Parameters n, m, ¢ and d with o > ar,
2. Ouput: An {p, m, ¢, d)-resibient fimction.

Proceduzre.

1. Comsmuct a (d + 1, m) 5-box using Theorem 3.2

2. LetiCbheafn—d—1,m,t+ 1] code. If no soch
code exists, then stop. The function cannot be con-
sucted using this mathod.

3. Apply Lemuma 3.1 on / amd C to construct the re-
quired 5-box g

Theovem 33 ffan [ — 3 — 1, m. 5 4 1] code exises,
then Comstruction-f constructs an (n,m,t, d) S-box
J 4 w.:'rfh nonlinegrity 27~ — -Id+1N2 _ (o 1) .
a1 '

Proof. By Theorem 3.2, ni(h) = 24 — U2
{m + 1) and degq(h) = 4. By Lemma 3.1, g is #-resil-
jent, nig) = 24 Tnighy = 2%71 . -T2l _
fm 4+ 1324791 ond deg(g) =deg{i) =d. O

4. Comparison

n [2, Theoram 5], Cheon proved the following re-
sult,

Theorem 4.1. For any non-regative integer d, if there
exists fm—d —1,m, ¢ + 1] linear code then there exists
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d {n; th, £)-restitent function with degree d and nomiin-
earity (221 = 210k JR | g pimdty

The toulimearity calewlation in the above theo-
rem is based on Hasee-Weil bound for higher penus
carves. Till daete, thia is the anly consmyetion which
peovides (n, ., £) nonlinear resilient S-boxes with de-
gree greater than . [n (he nexi dhecrem we prove thar
poulingarity cbtained by Construction-T is higher than
penlinearity obtained by Cheon's constraction. First
we peed the fullowing result,

Temma 41, Fornzd+4 and 2 Sm<d « n we
avg |2%2) > § 4 (m 4 1) 2LubH0/3),

Froof. We have to show
12°2] > 4+ (m L) 4 22 {1}

Simce li""zj 2 2T L and 8 -2 > zl[d-l-lflﬂj’
Ea. {1) bwolds if

2"-"?—1}%+Em+ Iy 20+ (23
Since mm < d, we bave m £ d — 1 and Eq, {2) holds iF
2 ol L~ 1 1) 4 2 (3)
Again since n = d + 4, we have that Eq. (3) bolds if
WL 34 g i,
Thus, Bg. (1) holds if
204 - VT = 3+ d. (5)

Clearly, Eq. (5} holds for all d 3 2. Hence iy
poof. O

4

Thearern 4.1, Let f be an (v, m. 1, d)-vesitlient fune-
fon f with d = m and noxlinearity ny construcred by
Cheon'’s methad. Then it iy possible to constrieet an
{n,m. ¢ d)-resifient function y with nonlinearity o
witrg Crmstracton-f. Further nq = n,.

Prool. As (1, m i)-resibem fopction Finconatructed
by Cheon's method, there exists an |n — a — L m,
¢ + 1] code. Comstmiction-1 can be applied to obrain an
{r,m, f)-resilient function g with degree o and non-
linzarity

Alg) = gy = 30—t _ r—[id-ia] _ {m 4 1727~

It remains bo show that ra > ny, which wa ghy
now. Recall gy = 2%=1 — 25— |/ | gi=d-7
RANINNN possible degree of an 5-box is (n ~ 1), ¢
den=-1Fed=n— l,n—ﬂﬂmln—:!ﬂ‘ﬂruy]imd
codes are [, s, 0 4+ 1], [1, m, t + 1] and 12, m, £+ 1).
Since 2 g m (sa2 Section 2, last paragraph) the firs
two codes do not exist and sa Cheen's method cannt
be applied ford == s = | and n —2_The third code ey
ists unly <or ;=2 and r = 0, in which case the code
jea2, 2 1] code. Tnthis case, n — 4 — 1=2,m=12,
d 23 and soon 6. Also. for this case. R = a, if
4w ¢[202] — 2l B2)y) 5 14 This condition helds
forn z6 Henee, ny »n foxd =n— 3.

Now we consiver the case J < i — 4, We Lave n; —
n| = _En—r[d+l],-'2'-_|_2n—d—l L_._."'zprJ' —1n da—‘l_{m_i_
D21 Thus we have ny = my if 224|207 ..
2= W2 04T G 152790, The Last eon-
ditiom holds if and enly if |277] = L4 gn—1)+
N2 Singe 2 m < d < 1 (see Section 2. it
paragraph) and v 2 & +4 we sapply Lemma 4.1 and sy
nz = |, This completes the. proof of the result. 7

Remark. We note that Cheon's mnethad does tol pro-
vide any nonlinearity for 4 £ % whereas Consoe-
tion-I provides pokitive nonlinearity for 4 = 2,

3, Conrbsion

In thiy puper, we have presentel 1 simple constr;-
tion of nonlinear resitient S-hoxes with algebrac de-
gree greater tmn m. We proved that for awy Jxed
values of the parapelers #. m, ¢ and J, with & = .
the ponlineunity obtained hy oor simple construction
5 higher than (e nonlinearity obtained by the moee
complicated algebraiv censtmetion of Cheon [2] in
Crypto 2001,
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