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Abstract

Whe aim of the project is study the methods in DNA cryptology and to present an attack on n

cryptosystem based on propositional logic which is presented in [10] and shown to be optlimal
in the sense thal auy cryptanalytic attack against it can be used to break other cryplosysiems
i owoll, Such a cryptanalytic mothod could also bo nused to solve polynomial time, the
mentborship problem of any language in NPNCo-ND, |

Tom Head [6] has given an elegnut and simple DNA algorithm to solve the SAT and
other hard problems. Artificial plasmids are created, which are clreular double-stranded DNA
molecules, The DNA computation is done by initindizing with this single moleenlay viriety
combining the operations of cut and paste into a single compound operation.
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Chapter 1

Introduction

'Fhe history of computing is not. new; il started muceh before the advent. of electronic computers.
Though clectronic computers have revolutionized the field of computing, it also has itg limitation
tlictated by the laws of nature. Al some point in bare thig limits will be reached. To break
down this barrier, one possible way is to go to molecular level. In this respect Adleman was
-Ef;the first to show that DNA molecules could be used to perform computation.

Hardly eight years have gone by since Adleman introduced [1] the revolutionary idea of
making use of DNA computations to solve difficult combinatorial problems. Lipton adopted
a similar mcthod and showed that SAT as well as other NP-hard problems could be solved
using molecular compulations [14]. These opened a new way of solving many problems in
different fields, including cryptology. Efficient design of steganographic systém, one-time-pad
cryptosystem has he discussed in [5]. The problem of attacking the widely used Data Encryplion
Standard (DIS) iy addressed in [2, 4] and DNA computing is shown to have wide application
in cryptography [3]. Application of the sticker model for the eryptannlytic attack on the DISS
is discussed and described in detail in [16]. Attacking NTRU with the help of DNA computing
showed Lhal not only hrute Torce atback hut other eflicient atiack can also be implemented in
this paradigm.

In ¢hapter 2 we discuss the steacture of DNA molecute and deseribe the various operabions
Lhal make DNA computing so powerful, Different subsets of these operations give rise to various
models of DNA computation which has their own merits and demerits, We deseribe some of
the models which are importait for DNA eryptology in chapler 3. Chapler 4 14 a siitvey of the
existing methods in DNA eryptology. In chapter 5 we desceribe the DNA algoritlhim for breaking
a propositional logic based eryptosystem [24].




Chapter 2

DNA Computing: An Intrbduction

2.1 Structure of DNA Molecule

DNA(deoxyribonucleic acid) is the master molecnle in whose structure is encoded all the in-
formation needed to eronte and direct the chemical machinery of life, "Though the existence of
DNA molecule was confirmed much before, it was not until April 25, 1953 that the exact three
dimensional double helix structure of DNA was known. 'This fine job was done hy Watson and
Crick. DNA is a polymer which is strung together from monomers called deoxyribonucleotide
or simply nucleotide. Each nucleotide consists of three distinct chemical subunits: a five-carbon
sugar, acidic phosphate and a nitrogen-rich base(B). The five carbones are named 1° to 5’ as in
Figure 2.1, |

Migure 2.1; Schemalic dingram of Nucleotide.

Thete are four types of bases: adenine, thymine, guanine, eytosine. Based on which hase is
present, o nueleolidae is reforred Lo as AT, G, C.

Nucleotides ean Huk in two dilferent. ways:

1) Through a strong covalent phosphodiester bond which joins a 5’-phosphate group of one
nucleotide to a 3'-hydroxyl group of another nucleotide Figure 2.2.
~2) Through a weak hydrogen bond between two base from two nucleotides Figure 2.3, Bul
pdenino(A) con pair with only thymine('F) and cytosine(C) can pair with only guanine(G). This
paring principle is called Watson-Crick complementarity or WC complementarity.,
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Figure 2.2: &) A phosphodicsier bond. b) A schematic dingram of single strand DNA molecnle.
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[Figure 2.3: Hydrogen honds between bwo hases.



Using only phosphodicster bond we get single strand DNA molecule IFigure 2.2 b, The b'-
phoaphate group and 3-hydroxyl gronp induces an orientation in the DNA moleeitlo Fignre 2,2
N, which i ealled n 53" moleeitle i wo start from the H'-phosphate group nnd go townrds
A'=hydroxy! group or 0 3-5" moloenlo I we gtart from 3'-hydeoxy! and go towards B'-phosphade
Kroup.

Il two single strands sabisfy WO complementarily and they arve opposite in orientation(i.e.,
pno in H'-3' orientation and the other in 3-05" ovlentadion) then the two steand ean give o double
itrand DNA molecule Ifigure 2.4, Bul this molecule is not linear in structure; the two single
strands arc wound around each other to form the famous double helix.
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I'igure 2.4: a) Donble strand DNA molecule, b) Schematie Piagram.

2.2 Molecular Operations

DNA molccule can be manipulated in various ways, The dilferent chemieal operations serves
as the tool kit for DNA computation.

2.2.1 Melt and Anneal

A double strand DNA moleenle can be separated into two single strands by varying (he Lems-
pecature and pll of the solution. In this process the hydrogen bond hetween the bases hreaks.
g:;liﬂ is called melling, The reverse proeess is ealled anncaling. In annealing two single strandd
which satisfly WC complementarity and they are opposile in orientation could be combined to
;lmll n double strand DNA molecule, 'This in adso adlected by vaorying the temperaline and pll
of the solution which reestablishes the hydrogen bonds between the bases,
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Figure 2.5: Anncaling and Mclling

2.2.2 Polymerize

We can forin the WC complement of a single strand DNA molecule using an enzyme called DNA
polymerase. The strand whose complement is to be made is called template. For this purpose,
n short sequence of nucleotide, called the primer is atlached at one end of the template. The
enzyme polymerase then extends the sequence by adding nucleotide one by one o form the
lotal WC complementary sequence, |
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Figure 2.6: Polymerization : Fxlension occurs from 3° 10 5° of the template.

2.2.3 Extract

In this process all sirands containing a given substrand = ean be extracted from a solution of
different. DNA molecules. "T'his could he done using biotin-avidin affinity purification as in [1].
First copics of T (i.e., the WC complement, of x), called the probes, are formed and they are
abtached to biotin molecules, which in turn will be anchored to an avidin bead matrix. 16 we

then melt the strand in the solution and pour them over the matrix, strane contniing @ will
be ntdnchad Lo the probes, Fhe othor steand ave slinply wanhod oul.,
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2.2.4 Synthesis

Any shorl sequence of nucleotide can be gynthesized in the lab. Longoer random sequence are
available in the DNA pool of various organisima.

2.2.5 Gel Electrophoresis

DNA molecules can be separated based on the lengths of the molecules. To do this some of Lhe
DNA solution, strained with ethidium bromide, is placed in a container filled with agrose gel.
The container is then kept in an electric field. As the DNA mojecules are negatively charged,
they starts moving in the gel due to the clectric field. The smaller molecules move a grealoer
distance than the heavier molecules. Thus they form separate bands on the gel which ean be

viewed or can be separated to get the strands in the bands. With agrose gel strands ciffering
in length one ean also ba separated [16),

2.2.6 Amplification Through PCR

With the technique called polymerize chain reaction(PCR) a strand can be replicated very
efliciently and clegantly. Supposc we want to amplify a double strand molecule a with known
borders b and ¢, First a solution containing a, the two primers b and ¢, polymerase enzyme and
plenty of nucleotides is prepared. The strand o is then melted with the application of heat to
form two complementary single strand a, and a, Figure 2.7. When the solution is cooled down
the primers attaches at the ends. As in polymerization th primers then extends to form the

whole sbrand due Lo the effect of polymerase. If we repead the process we ean amplily strand o
exponentinlly,

by b
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Figure 2.7: Steps of PCR
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2.2.7 Detect

Given a test tube with a solution we can easily detect whether the test tube contains any
strands or not using regents.

2.2.8 Cut and Ligate

There nre enzymos thad cnn enb DNA miolecutles fn varlous ways. lindonnelease(S] endonnelense)
ean il a double strand(resp. a single strand); but they are not site specifie, 1.e., the they ean
“cut anywhere in the molecule. There is a class of enzymes called restriction enzymes which can
ettt double strand at specific sites having definite sequence of nucleotides. As an example we the
“action ol IicolRl Igure 2.8, IeoRI acts on site having sequence GAATTC. This action is called
~splicing. Two separated strands can be with reunited by removing the restriction enzyme and
adding enzyme called ligase. The general action of ligase is to create a phosphodiester bond.
‘Two partial double strand with complementary overhanging sequence of nucleotide, called the
“sticky end, can be joined by applying ligase. This process is called ligation.

5’ a 3’
GAATTC
I s e oo a :
L CTTAAG |
3 5 5
EcoRI
5 3’ 5 3
G MATTC
a . b
3 5 ¥ 5

[Figure 2.8: Splicing with IlecoRI, a,b € {A, G, T, C}’

2.2.9 Sequencing

In this process an unknown DNA strand can be read to know the exact sequence of nucleotide,
Butt sequencing i8 a costly affair and effort should be made to avoid this.

2.3 Some Points in Favour of DNA computing

1. DNA strand has the capability of processing inlormation due to its chemical properties.

2. DNA strand can store an incredible amonnt of data in a very small volumne.
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3. 1t is massively parallel. This gives DNA computing very high apeed,

1. Various complex structure like living organism is the result of applying few simple oper-

ation to an initial DNA sequence. This makes us believe that DNA can bhe potentin
tool for computation.

"2.4 Issues to be settled

- DNA cotnputing has some pitfalls which has to be settled before we can get a practical DNA
“computer, Errors in DNA computing may occur due to the fmet that the intended DNA oper-
“ation does not, take place always. For example, one steand mny nnnenl to some olther strand in
" way making a projection like bubble. Likewise, extraction may not always be perfect, 1T the
error rate 18 not kept within limit, the whole computation may be wrong or the volume required
may be huge. As a demonstration, in Adleman’s method of breaking DES if the error rate is
104, the volume required will be only a fow grams of DNA to perform the whole operation.
In contrast if the error rate ig 12 the volume required will be more than 23 larth masses

{16]. Although some results has been obtained to make DNA computation crror resistant, lot
of work is yet to be done.



Chapter 3

Models of DNA Computation

There are various models of DNA computation. Some of the them are mathematical models
capturing the real world situation, some of which are purely mathematical whose experimental

feasibility remains unresolved. Here we describe three models which has been used for the
purpose of DNA cryptology.

3.1 Sticker Model

This model introducaed in [22], was used [4] for breaking the widely nsed Data Eneryption
Btandard. The model is based on WC completnentarity. This model uses twé kinds of strands
relerred to as memory sirands and sticker strands or simply stickers. A memory strand is a n
eucleotide long single strand consisting of k non-overlapping substrands (which are usually of
equal length m). Each nuclcotide of the memory strand may not be of a part of any of the
k-substrands. Thus n > mk. Any two of the k-substrands differ in several base positions. A
sticker 18 just the WC complement of exactly one of the k-substrands.

GATTA[CAACTACTGATAAAG

e e e

[ T T —_——

Memory Strand

[cT A AT G a Al

_____

TG ACT ATTTC

Stickers

[Figire 3.1: Sticker Model: Memory strand and Stickers,

Il 0 sticker i altached to Bw matehing substend on the memory strand the particnlar
substrand is said to on. Otherwise it is off. Tor n = 20, k = 4 and m = 5 we show how to
represent. 0000, 0101, 0110 i Figare 3.2,



GATTAICAACTACTGAI|ITAAAQG

= mdem oyl —riwS o 7 1

[GATTACAACTACTGA TAAAG
GTTG A ATT TC
- .

1

lGA'I‘TA(':AAC'I‘AC'I‘G'A TAAAG

[RTTT R T

CITTGA[TGACT

- — e gy T B T E——TE— . L

C

Figure 3.2: Memory complex representing a) 0000, b) 0101, ¢) 0110

J.1.1 Operation on Sticker model

Before specifying the operations on sticker model we define a fest tube to be a multiset containing
the memory complexes. The general operations on the metnory complexes in a test tube are
merge, separate, set, and clear. |

merge: Two test Lthor are combined into ono, "Thig 18 just mixing, thie solation of Lwo Leat.
tubes.

separate: Given a test tube T and an integer 4, 1 < 4 < k this produces two test tube
+(T,1) and —(T, 1) where 4-(T, 1) (—(7',7)) contains all memory complexcs whose i** substrand
“is on (resp. off). |

set: Given a test tube T and an integer 4, 1 < i < k this produces another test tube
set(T, 1) where each memory complex has its i*® substrand on.

clear: Given a test tube T and an integer 7, 1 < 7 < k this produces another test tube
clear (T, 1) where cach memory complex has its i** substrand off.

The input or initial test tube will be a library of memory complexes, In particular a (k,{)
library, | <1 <k, consists of memory complexes with & substrands, the 1ast & - [ substrands
are on whereag the first [ substrands are on and ofl in all possible ways. Thus, o (k, 1) library
containg 2! different memory complexes.

3.2 Splicing System

Splicing system was proposed by Tom Head [8]. Splicing system captures mathematically the
two molecular operation cut and ligate introduced in Chapter 2. The mathematical model was
introduced and studied before Adleman’s experiment. Many results inclnding universality of
splicing system was obtained in [7, 19, 201, In several organisms the DNA present, is civenlar, 1f
both cireular and linear DNA strands are present the mathematioal analysis beecomes much more
complicated bheeause then several different possibility must be handled. Despite of that various

1 ()



result concerning cirenlar splicing has been obtained i 125, 21]. In Chapter b we deseribe a
special type of cirenlar gplicing introduced in [kn:head], which has been used 1o solve various
“combinatorial problems. From practical point of view this gplicing seems feasible because of
sonsy availability of the partienlar type of cirenlar DNA strands and the simple operations on
~At. This splicing has been used in 24] to break a public key eryptosystom.

3.3 Algorithmic Self-Assembly

Introduced in [29], self-assembly secms to be a powerlul tool for DNA computing paradigm.
Apari from creating the building blocks, sell-nssembly only involves annealing and ligation for
computation. The building blocks are various complex nanoscopic structure of DNA molectles.
Bome of the nanoscopic structure has been studied and crenated by Sceman ot al. Winfree
showed that sell nasembly haa the power of universal computation in [29),

~In [15] it has been shown that nanoscopic structure using DNA could be made whicly in
“turn serves as the building block of self-assembly. This gives greater flexibility while retaining
- the advantage of massive parallelisin inherent in DNA computing. This nanoscopic structure
~can act like Wang tiles [28). The wang tiles are squarces with colored cdges. If the Wang tiles
are allowed to cover the plane according to an additional rule that only edges of snme color
can [ace each other, then the Wang tiles can simulate Turing machine. Thus it has the power
of universal computation. The DNA Wang tiles are " Double Crossover” or ” Triple Crossover”
tiles made up of several interwoven DNA strands to form a square body with sticky ends coming
out of the sides or corners. This tile has been used to compute Xor in [12], multiplication and
cirentar convolution in {18, "The problem of nbtaeking the eryptosystem NTRU and erenting
DNA one-time-pad has been nddressed in [18] and [5H] respectively, ‘The gtability and error
resistance of DNA tile scems promising for DNA compuling,

i
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:Chapter 4

‘A Brief Survey on DNA Cryptology

“In this chapter we discuss the application of DNA computing in cryptology. We show how the
- Job of cryptography and cryptanalysis can immensely be helped using DNA computing.

4.1 Cryptography
4.1.1 DNA Steganography

Steganography is the method of hiding some message in some apparent. innocent looking infor-
mation. As an example, we can state the microdot method of steganography where the qmulvr
sends a message by fivst taking a photograph of thie message and then reducing it to a size of
& [ull stop. This greatly reduced photograph can be pasted in a letter in the place of a full
stop and can be sent to the receiver. As DNA molecules can serve as an extremely compact
-storage medium(few grams of DNA can contain all the stored data in the world), DNA can be a
‘potential tool for steganography and this has been shown first in [27] by Celland ct. al.. In their
‘method a DNA strand of the form prpy is formed, where pyym,py € B and L = {A, G, T, C}.

pr and p, are the keys which also serves the purpose of primer in PCR in the decryption process.
The message is encoded/enerypted in the DNA strand . The strand pyonp, is then mixed
with several other DNA strands which are physically similar to pymmpy. The resulting collection
of strands can be send as a microdot. The receiver just uses the primers(key) for PCR. and
amplifics the particular strand pynpy. Then by gel electrophoresis the actnal strand could. be
obtained. Even if tho adversary knows the presence of the microdot then also ho has to gtioss
the primers to do the PCR. If the primers are of length 20 basc pair then he has to try the
PCR with more than 10% primer pairs {27).

In [6] Gehani et. al. shows the limitation of the above steganographic method by an entropy
based analysis. They also proposed some improvement over the system.

Another method of steganography was proposed in [L3]. 11 is almost similar except, that the
primers are same for the redundant strands. The redundant, strands as a collection (ealled the
dummy pool), serves the purpose of the key. To decrypt, the receiver does PCR on the dummy
pool(i.e., not containing the message strand) and on the received solution. These two PCR. give
two dillerent, result, on gel electrophoresis. Then by a method enlled graphical subtraction on
‘the gel plates the strands containing message could he obtained.

12



4.1.2 DNA Cryptosystem Using Random One-Time-ad

In random one-time-pad cryptosystein first a codebook which consists of a large number of
random keys are generated. The keys are nsed to enerypt the message. No key is used more
“than once. If the generated keys arc truly random and no key is used more than once then

this type of system is perfectly sccure [26]. Gehani et. al. gave two methods for implementing
one-time-pad system in [5] which are described bellow.

DNA cryptosystem Using Substitution

For these system encryption occurs hy ﬂnhshituting cach plaintoxt DNA word by a correspond-
tng DNA chiper word, "The substitation i done by Laking a long dna strand which is partitioned
into dilferent regions, Each region consists of three parts: 1) one sequence word, € from the
ael of chiper or codebook matehing words, 2) one sequence word 1% from the sel of plaintext,
words, 3) n stopper sequence. Then ench WO comploment, of plaintext % i used as primer
in polymerization. The stopper sequcence stops the extension of the polymerization any fur-

ther. The polymerization produces plaintext-chipertext pair, which is cut thereafter in between
paintext word and chipertext word.

‘Application of Substitution one-time-pad in DNA Cryptosystem for 2D images

In [5] it has been shown how to use the above substitution one-time-pad for practical purposc.
The method proposed in [5] encrypts a 2D image of pixel values 0 or 1. For this pUrposc a
'DNA chip is required. DNA chips contain an array of pixels. Actually, each pixel is optically
addressable and there aro technigues 1o grow known secuience ol DNA sbrands al a given nddress.

A is assumed that both sender and the receiver have copies of same DNA chip and knows the
codebook,

; | 5 Anncalcd DNA

N

Photo cleavable base

3 3 3'{ Immobile DNA

5 sty 5
-._-i_—‘— Glass

Figure 4.1: A DNA Chip.

lor eneryplion, plaintexi-chipertest. word-pair is formed ns in secltion 4,02, 'Phede are
then annealed Lo their sequence complement, sl nnique pixels on the DNA chip. "The image is
translormed Lo a photo mask which 8 transparent at pixels where the itage pixel vatlue is 1 and
opague at pixels where the image pixel vatue is 0. Following n light-flash of the mask protected
chip, the word-pair bencath the transparent portion are cleaved(cut) at photo-liable positions.
These cleaved portions are collected and sent to the receiver. The receiver does a PCR with the
same codebook using the strands sent as primers to retrieve the word-pairs. These word-pairs

13



are then allowed to anneal in the pixels of the recoiver copy of the DNA chip. They will anneal
“at same location of the chip where from they were cleaved. If the strands are fluroscent, the
‘Teceiver can ger back the image.

.;'-DNA Vernam One-Time-Pad

Vernnm one-time-pad uses a sequenco S of Roantformly distributed random hits, S serves nu n
.codebook which is known o both sender and the recelver, 'The bits in S are used sequentially
‘and no bits are used twice. Suppose the first 1. bits hasg already been used. Let Py,..., P,
‘be the sequence of plaintext to be encrypted. The i bit in plaintext is encrypled Lo obtain
chipertext, Cy ns follows: |

Ci = Py@® Spq4, Vi = l,...,n.

The decryption is done similarly,

]J: = .':fi 1 SIL_H,V?: = 1, caey T
This is beeanse Cy @ Sy, = P @ Sti4D Sy
. 'Phe DNA cryptosystem in 6} implements the Xor using the Wang tile a8 deseribed in 112].
“The strand encoding the Xored values are sent to the receiver, The receiver again does the Xor
‘with DNA Wang tiles and get backs the plaintext.

4.2 Cryptanalysis

In this section we review two attacks on Data Encryption Standard(DES) and an attack on
public key cryptosystern NTRU,

DES is a cryptosystem based on Feastal Network. L takes a 64 bit plaintext. M and a 66
bit key & to produce a 64 bit chipertext ¢ = DES(M, k). DES works in 16 rounds Figure 4.2.
My, and M, are the higher and lower order 32 bits of M respectively,

‘The P-boxes permutes its input. 2 to get output ¢ 02 = i Lthen it s just a permntation. If
z > y then P-boxes outputs a subset of the bits in z in some order. If 2 < ¢ then the P-boxes
replicates some of the bits in input. P-boxes simply change the order of the bits that arige
during computation. When going through P-hoxes there is no need Lo physicnlly change the
order of hits in the DNA strands. Fhins, P-boxes are insignificant, if we can keep track of the
bits in DNA sirand. The S-hoxes in DES are boolean function that takes 48 bit input and gives
a 32 bit outpul. Actually it divides 48 bits in 8 groups of 6 bits and to each group a hoolean
[unciion is applied (o get a 4 bit oulput,
~ Both the DNA computing attacks on DES are chosen chiper text attack. Both the attacks
se only one given pair (M, C) of plaintext and chipertext., The idea of these attacks is Lo
~construct all ordered pair (k, DES(M, k)) encoded in DNA strands for a the given M and all
‘possible key k. As the key is 56 bit long, there will he 258 different strands of DNA encoding

bl the pairs. The next step is Lo find the key k for which the given chipertext €' is equivalent
o DEES(M, LK),

4.2.1 Attack on DES by Boneh et. al.

élll [1] Boneh el. al. used only extract, polymerize and PCR for breaking DES. 'l'o construct
the ordered pairs (k, DES(M, k)) they followed the following steps:
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1) Construct an initial solution encoding all 56 bit strings,

2) Tovalunte DES cirenit by tagging on their value, Ifor example, if al some round the i
and ' bits are Xored then the Xor value is appended at the end of the string.

3) livaluate the DES gates one by one. At the end the DNA strands will take the form
kxDES(M, k), where k is an encoding of the key k, x is the encoding of the intermediate
calenlation and DIES(M, k) is the encoding of the ontput,

Boneh ef.. al. calculated that the number of steps required for the evaluation of DIES cirenit,
I8 16 extract operation which can be nccomplished within 4 months, The also suggested some

improvement, over this method which requires 664 steps.

4,2.2 Attack on DES by Adleman et. al.

In [2] Adleman et. al. gave another method for breaking DES which uses sticker model(chaptor
3). "Uhis method for has the added advantago that the DNA strands does not become too long
mnking the moloculo unstablo, The method {8 also orror resistant,

The initial test tube is a (579,56) library. The substrands in the memory complexes will be
oligonucleotides of length 20. Thus the memory strands will be of length 11580 base pair. The
procedure follows three steps:

1) Constrict the initial (579,56) library encoding all 2°¢ keys.

2) On ench memory complex, compute the chipertext oblained by enerypting the known
plnintext by the key represented by the memory complex,

3) Seleet the memory complex whose cryptotext matches the known eryptotext and read
its key. ’

Al inleresting feature of this method is that they used probabilistic teehnigue Lo represent,
the key in the initinl test tube. In this technique approximately 63% of the keys nre represented
ot an nverage. This percentage can be increased upto 95% by taking three times the previous
voulme. It was ealculated that the number of stepa reguired 18 6655, With the help of a robotic
arrangement eflicient in performing the sticker model operations it will take approximately one
tday to break the system.

4.2.3 Attack on N'I'RRU

The atiack proposed in. [18] to break the cryptosystem NTRU differs atleast in two respect,
rom the previous two aliacks: 1} it is an altack on a public key eryplosystem and 2) it is not
n bruie force allack. The main disndvantage of the atiack is that it is not Tully supported by
physical experiments and the Wang tiles that are use for the atlack to form 3D sell-asseinbly
has yet not been made practically. But from the work of Sceman in DNA nanostructure it
seems {easible to construct these tiles,

Before deseribing the eryplosystem el us define Lhe eyelie convolution produet * of two
polynominls f(z) = XY izt and g(x) = LY 'gix!, both of degree N-1. 'The cyclie convoliution
product is defined as follows: |
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where

k N—1
hy = Zfigk-i + E JigN 4k—i = Z J193
(=0

irek-t | (1 J=k mod N,
6(F<N

Pellctier et. al. has proposed in [18] a method for computing the cyclic convolution product
modulo sotne integer q. :

The public kay eryptosystem NTRU proposed in [9] is based on o ving It - Zx)/ (N -1,
three integers (N, p, ), and Tour subset, Lrp, Ly, L, Ly of R anch that ged(p, q) -
constdernbly largor thin g The multiplieation tn (e ring I8 eyclie. convotution produet..

l'or koy crontion two polvnominl [ @ Ly nnd g € L, are choson such that, S s o coellicients
of value L and N — d coeflicient of value 0, and g has cocflicient in {0,...,9 - 1}. st fq and
h is computed such that fq L= f~Ymod g and h = fq,‘”l * 9. The private key is f and the public
key is h.

Lhe chipertext e of m € £, ise = (rxh + m)mod ¢, where r is a random element fromn Lo

The decryption could be done as follows:

, q is

m = (f~Ynod p) * a mod q

where a == [+ e mod g and the coeflicients of a are chosen it the interval --¢/2 to q/2.
Lhe attack on NTRU is based on the meet-in-the-middle nlbnek strategy, Moot-in-the-middle
ablack strategy for N'I'RU waa proposed in 23] which guesses the privale key [ in the form

(Sill)2), where ([illf2) 18 the coneatenation of Ji and fo. The attack involves computation of
eyclic convolution product modulo some integer and it is this part, that ing been shown to be
done efliciently using DNA Wang tiles which effectively breaks the Hyslem,
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Chapter 5

DNA Algorithm for Breaking a
Propositional Logic Based
Cryptosystem

T. Head proposed an algorithin for 3-SAT. In 124], a modified algorithin which solves SAT in

gencral is presented and it has been used for a cryptanalytic attack on a cryptosystem based
on propositional logic.

0.1 The Cryptosystem

6.1.1 Description

The crypltosystom introdueod by J, I{ark [10) conslats of two linite disjoint sets X and Vool
propositional variables, ce a truth value nssigniment of varinble set X and po and pp Lwo propo-
sitional statements with the variables X UY. The propositional statememnts po and p; are such
that py is false and p, is true for every truth assignment of the variables in YV (with X having
the same pre-assigned truth assignment o) i.c., for o : X — {true, false} the same truth

assignment chosen in advance and any arbitrary 8 : ¥ — {true, false}, py is false and py is
true,

The public keys are pg and py and the private key is the secrot assignment o of X,

0.1.2 Encryption Procedure

ATl imessages are assumed (o be iy binary nnd Lhe cncryplion is done in a bit-hy-hit fashion,
To encrypl a bit (0 or 1) any troth assignment 8 of the variables in Vs chosen first. With this
nssignment of Y owo got. propositional formnlne Py and py from py and py respectively, which
contain varinbles from X only. 'To enerypt bit 0 (bit 1), pl, (! respeetively) is Lnken and shutlled
using the following sct of rules:
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~Irue -y Palse ~lalse ~ True
(Truevp) - True (False Ap) - False
(TrueAp) — p (FalsevVp) — p
(pVg) = (qvp) (nAg) = (gAp)
PV @vr) - ((pva)vr) A@AT) = ((pAg) AT)
(nVp) = p nAp) — p
(PV =p) — True (PA-p) = False

Here p — ¢ means any occurrence of p could be replaced by ¢ (1, q,7 are arbitrary stabe-
ments). The shullling does not. change the trath value of the statements. A sequence of hits is
merypled g n segquoence of propositionnl statements separntoed by a Hpeeind minrker,

6.1.3 Decryption Procedure

l
To decrypt the cryptotext, the secret truth assignment o of the varinbles of X is applied and
rue’ (‘lnlse’) is intorproted as 41’ (‘0" respectively).

The simplest method of breaking the cryptosystem is to find the secret assignment o, But,
Lhis essentially means solving a particular instance of SAT problem, which is NP-complete.

Tom Hend has given a very sitnple and elegnnt, algorithm based on circular DNA to solve the
SA'T probien |6]. |

!

0.2 DNA Plasmid and Molecular Operations

The fundamental data structure for this computation is an artificial plasmid, constructed as
follows for a selected finite set of restriction enzymes. First, an artificial circular double-stranded
DNA plasmid or Delphic plasmid containing a segment of the form |

QCISICYCySyCly v CpS5C5 oy 18 O (O 8C

18 constructed in such a manner that:

1} to every subsegment C;, called a site, there corresponds a restriction enzyme I?;, that can
cut, the plasmid,

2) each subsegment S;, called a station, is chosen in such a way that no other subscgment,
of the plasmid has the same basc pair sequence,

3) the subsegment () is a special sequence of base pairs such that no other subsegment of
the plasmid has the same base pair sequence.

To present an algorithm for the cryptanalytic aitack, we mnke nse of moleenlar operations
such as DELIFTE(sialion_ name), DROP(condition_ on_ station nimmber) and DIVIDI(k) as
in [6]. |

The key compntational operntion consista of (he removal of one stadion, say S by the
restriction ongymo 1y, from » (chrenlnr) plasindd followed by retirn of Lhe resnlting (linear)
moleede wo e (eirenlar) plasmid apndn by adding lipnne, "Thisn operation 8 done ns fullows:
1} 1y in ndded to the sohittion cotntadting the phaanid, This ents e plnsinid into two o
picces, n long picce and a shord pece. The shorl, picce is Just. the station S, with a frangment,

19



f

of Cy ut one ond. 2) 1 and the short piece are removed from the solution. 3) Lignse is adldded
o the solution to clrenlnrize Lhe long pleee to form (civeular) plasmid again. This compotind
biochemical deletion process is expressed by DELETE(S;) in the algorithin, where S; is a
station. If DELIFTIE(S;) is operated on a plasmid, the net change in the plasmid is a new
“plasmid that is identical with the original plasmid, except for the ommision of station S; and
the equivalent of one of the adjncent, 1 gites O,

There are standard laboratory techniques such as gel separation, that allow DNA molecules

‘to be separated into sets that have the same length as measured in bps. Such separation pPro-
cedures allow the selection of those molecules that specify specific conditions, from a mixtire
of DNA molecules. Such a compound selection process is expréssed by DROP(condition_ on_

molecule. lengths) or cquivalently DROP(condition. on_ station. number). Thus, DROP(condition_

on. station_ number) will remove all plasmnids that satisfy the condition.

The algorithm requires the contents of a single test tube to be divided into a number of cqunl
parts in differont test, tubes and this is done by DIVIDE(K). In other words, in Lhe procedire

DIVIDIS(k)
DELIET(S,)
DELIETE(S,)

lllll

" UNITE

the plagmids are divided into k new Lesl fubes, Then in the first test, tube, Sy is deleted, in the
second fest tubo Sy is deleted, in the third test tihe Sy 18 deleted and 8o on. These Abeps ean
bo doue in parallel or in any desired sequential order. The contents of these & test, tubes are
then mixed inlo a single now test, Lube, Su, al the end of the above procedure there will be no
plasmid containing all stations S;, 1 = 1,2,... k.

9.3 The Cryptanalytic Attack

The idea of the attack ig a8 follows: 1) Generate the set I' of all truth assigninents of X that
make py false and p, true, irrespective of any truth assignment of Y. 2) Generate the sot 17
of all truth assignments of X that satisfy the propositional formula 1%, the encryption of the
i bit of the plaintext. 3) Find ' I, If P is derived from Po with some truth assignment
of ¥, then the trith assigninents of X that satisly I must not match with any of the truth
assigninents in I'. This is becanse all the assignments in I' make py false whatover may be the
bruth assigmment, of V7, Similarly, if I is derived from i then ad least, one assignment, namnely

try must be presont In both tho sets T and 1Y) Thas, Py Y - () implies 1% I8 the encryphtion of

0 and 'V P # 6 implies P is the encryption of 1.

5.3.1 Construction of I1nitial Solution

With the public keys p, and p1, we form propositional formula

P = “Po APy
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Let P be the conjunctive normal form (CNF) of the propositional statement . Let v T2y 00ry T
ba the variables in 7 Trom the set X and =~a(, =g, ..., =, be their negabtions, With ench of
these 2 lilerals we associate a stabion in the plasmid. Let S be the station nssocinted with
varinble xy. ISy is the station associated with literal z;, then —=S; denotes the station associated
with —z;. We construct a plasmid that contains all the 2/ stations and a special station S. Lot
C' bo the sito attnched at both ends of S and R be the restriction cenzyme corresponding Lo site

O Wewill abways start with a single leal tube containing several coptes of the aame plaamad
It In Lo Do notlead that the base padr seguonce of ench plamindd 1s noclreulnr permntation of the
base pair sequience of another, We call this the initint solution.

0.3.2 Procedure 1

The following algorithin produces the set I, of all assignments of X that satisly I, irrespective
of any assighment of Y. |

1) Take some initial solution.
2(a) Remove contradictions.

forz =1 tom

{
DIVIDE(2)

DISLIETI(S,)
DELIETE(-S;)
UNITE
}

2(b){DROP (number_of_stations_associated_with_literals+ m)}
3) Let 8 be the number of clauses in the CNF P,

forz = 1to s

{

Let ry Vg Voo Vg be the g disjunctions in the i clause.
Let 74y, 70gy » « ¢, 172, be all the literals from X appearing in i,
Lo, {T:r.l sy Viggy ™ " ° 1T.ﬁ¢} = {rh yVigs " " riq} A {IIJI y 2y ey Ty LY ﬂ:}:bﬁ tevy '“1:]1.',"},
Lot S, be the station associnted with Tegy K= 1y f,
DIVIDIE(?)
fork=1tot

{

]
UNITE

DELETE(=S,, )

4) DROP (number_of stations_nssociated_with literals# mn )

At the end of Procedure 1, the test tube contains plasmids corresponding (o each clement
of 1°. The assigtments are present in the Torm of stations of the plasmids, Call Lhis test Lube
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T'l. "The vestriction enzyme 128 added Lo 7Y so that the station S gets deleted, Tinearizing the
(cireular) plasmids. The single sirands of the form

Q- Cy S, Ciy o CiySi,Cly o Ci Si Cy o

ten i

are extracted, with primer ¢ and the complementary parts discarded.

5.3.3 Procedure 2

Let P! be the formula encrypting the i** bit and P; its CNF form. Procedure 2 uses same initial

rolution and is gimilar to Procedure 1 but produces the set T of all the assignments that satisfy
A

1} Take some initial solution.
2(n) Remove contradictions.

- fori=1tom

{DIVIDE(Q)

DELETE(S;)
DELETE(=S;)
UNITE
}

2(0) { DROP (nmumbser_of glatlons nssocinted with ltevnds/ )}

1) Let s bo the numboer of clanses in GNP T,

for } == | to s
[.
Let 15, V 1y, VooV 1y, be the ¢ disjunctions in the j'™ clause of
and let S5, be the atation associated with vy, k= 1,...,1.
DIVIDE()
fork =1tot
{
DELETE(-S;,)
l
UNITE
}

1) DROP (humber ol stattons associnted with Htorals £ ).

The resntiant alter Procedore 2, enlled test tahe 172, coutnins plisibdg corresponding o
cach clement of IV, The restriction enzyme R is added to 72, This deletes station § and the
(cirenlar) plasmids in T2 are linearized. With primer Q, complementary parts of the strands

in T2 arc extracted, discarding the other parts. Now, T2 contains linear single strands of the
form

Q- Ci S, C;Ciy Siy Cag v oo+ - Ci. S

) i”‘l

Cifn e
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6.3.4 Breaking the Cryptosystem

The finnl sbep in brenking the eryplosystom 8 to show that i i porsible to decide whether 1
encodes UG or O, Chis s done an folfown. *1he contents of the ot tubos 2'1 wied 1% are POUFe
into & fresh test tube '3, I presence of a well-formed, fully double-stranded DNA is detectoed,
then 1% encodes bit 1, otherwise 1% encodes bit 0. To prove this, we note that since 7’1 and 7°2
wre obtained from tho saoe goluidon, i thero 18 a conmmon teath assigtiinend in P oand 17 the
corresponding plaginida are prosent. in 7'l and 72 al the end of Procedures 1 and 2. Tenes,
after linearization of the (cirenlar) plasmids in 7'1 and 7°2, the corresponding linear gbrands
are complementary. So, when the contents of 71 and 1'2 are wmixed in 1'3, the complementary
strands anneal to form well-formad, fully double-stranded linoar moleciulos,

65.3.6 Time Complexity

Both in Proceduro 1 and Procednro 2, romoval of conteacdictlons (step 2) dnken O(m) blosteps.
Il there are 8y clauses in P and in cach clause if there are a maximum of tmaz1 literals associated
with X, then step 3 of Procedure 1 takes O(31tmaz1) biosteps. Similarly, step 3 of Procedure 2
also takes O(92t,402) biosteps, where g, is the number of elanses in Py and 1,,,.2 18 the maxinmum
number of literals in oneh clavuse, Thus, the nunmber of biosteps required for hoth the prraceduregs
I8 of the order of the size of the formula P or P, as defined in {14]. As in {6, 14], we have not

avoided the initial construction of exponential numbor of molecules that, represents all possible
truth assigninents.
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Chapter 6

Conclusion

In this project the various methods of DNA cryptology has been studied. It has been shown
that in this paradigm the job of designing cryptosystems as well as attacking them could be well
accomplished. The potential of this particular approach in cryptology is promising. A simple
algorithm using circular DNA, to break the propositional logic based eryplosystem is presentecd.
I, i interesting since any attack to break the system will provide n maethod for breaking other
cryptosystems as well. Another intercsting feature is that it concerns all possible cryptanalytic
attacks on the cryptosystem. For other cryptosystems, it is usual that only some particular
cryptanalytic methods have been proved intractable. The algorithm itsclf is gsimple, and makes
usc of material that are easily available and well-known techniques and operations used in
molecular computing. | !

But DNA computing as well as DNA cryptology is a very new ficld and not much work has
been done in this field. Various questions regarding the implementation is yet to be resolved,
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