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Chapter 1

Introduction to Security in Sensor Network

In sensor network security, an important challenge is to design the protocols for secure commu-
nications of sensor key from a collection of sensor nodes, which may have been pre-loaded with
some secret information data but have no prior direct communication with each other. Also pro-
tocol should allow nodes deployed at a later time to join the network securely. The difficulty of
designing such protocols increases due to numerous limitations of sensor networks. We discuss
these limitations in detail in section 1.2. some of them are due to inability to utilize existing public
key cryptosystems (since the expensive computations involved could expose the power-constrained
nodes to a denial-of-service attack), the inability to pre-determine which nodes will be neighbours
after node deployment in sensor network, and the inability of any node to put absolute trust in its
neighbour (as nodes are not tamper resistant and are vulnerable to physical capture).

Wireless sensor networks and key distribution protocols have few requirement to fulfil due to
constrained on sensor nodes such as,

1. Scalability - WSNs and key distribution protocols must be able to support a larger network
and must be flexible against substantial increase in the size of the network even after node
deployment in sensor network.

2. Efficiency - Key distribution protocols must be able to fulfil storage, processing and commu-
nication limitations of sensor nodes.

3. Key connectivity - Probability that two (or more) sensor nodes are able to compute direct
communication key, gives connectivity in the network. Enough key connectivity must be
provided for a WSN to perform its intended functionality.

4. Resilience - key distribution protocols should be highly resistive against node capture. Usu-
ally higher resilience means lower number of compromised links.



1.1 Sensor network architecture

A typical sensor network has hundreds to several thousand sensor nodes. Each sensor node is typi-
cally low-cost, limited in computation and information storage capacity, highly power constrained,
and communicates over a short-range wireless network interface. Most sensor networks have a
base station that acts as a gateway to associated infrastructure such as data processing computers.
Individual sensor nodes communicate locally with neighbouring sensors, and send their sensor
readings over the peer-to-peer sensor network to the base station. Sensors can be deployed in var-
ious ways, such as physical installation of each sensor node, or random aerial scattering from an
air-plane.

In general, sensor nodes communicate over a wireless network. A typical sensor network forms
around one or more base stations, which connect the sensor network to the outside network.
The communication patterns within a sensor network fall into four categories:

1. Node to node communication,

2. Node to base station communication,

3. Base station to node communication and

4. Base station to base station communication.

Size of sensor network and deployment density of sensor nodes in the network depends on
application. In this report, sensor network under consideration is very large and nodes have high
connectivity in the network.

1.2 Limitations of WSNs

In the following paragraph, we will discuss the limitation of wireless sensor network in detail.
These limitations of sensor network makes it very difficult and highly challenging to design a
secure key establishment protocol for sensor network.

e Impracticality of public key cryptosystems - The limited computation, storage and power
resources of sensor nodes makes it infeasible and impractical to use public-key cryptosystem,
such as Diffie-Hellman key agreement protocol,and RSA signatures scheme.

e Vulnerability of nodes to physical capture - In many applications, sensor nodes need to be
deployed in hostile environment that may cause various types of attacks on sensor nodes.
Furthermore, the large number of sensor nodes that are deployed in the network makes it im-
practical and uneconomical that each sensor node are tamper-resistant. This exposes sensor
nodes to physical attacks by an adversary. And an adversary may obtain the keying material
stored in the node.



e Lack of a-priori knowledge of post-deployment configuration - If a sensor network is de-
ployed via random scattering (e.g. from an air plane), the sensor network protocols cannot
know beforehand which nodes will be within communication range of each other after de-
ployment.Even if the nodes are deployed by hand, the large number of nodes involved makes
it costly to pre-determine the location of every individual node. Hence, a security protocol
should not assume prior knowledge of which nodes will be neighbours in a network

e Limited storage resources - Storage memory of sensor node usually includes flash memory
and RAM. Flash memory is used for storing downloaded application code and RAM is used
for storing application programs, sensor data, and intermediate computations. The amount
of available key-storage memory in sensor nodes is usually low. it does not possess enough
resources to establish unique keys with every one of the other nodes in the network.

e Limited bandwidth and transmission power - Typical sensor network platforms have very
low bandwidth. Therefore, low transmission reliability makes communication of large blocks
of information data very expensive. Also communication range of sensor nodes is limited
by the need to conserve energy.

e Over-reliance on base stations exposes vulnerabilities - In a sensor network, base stations
are very less in numbers and expensive. so it may be tempting to rely on them as a source
of trust. However, this invites attack on the base station and limits the application of the
security protocol.

o Limited Computation Power - The processors embedded in sensor nodes are usually not as
powerful as those in nodes of a wired or ad hoc network. So these less powerful processors
cannot be used for complex cryptographic algorithms in WSNs.

1.3 Attack Model in Sensor Network

Sensor networks have many characteristics that make them more vulnerable to attack than con-
ventional computing equipment. In WSNSs, it is usually assumed that an attacker may know the
security mechanisms that are deployed in a sensor network. Attacker may be able to compromise
a node or even physically capture a node. It is economically infeasible to deploy tamper resistant
sensor nodes in sensor network, so generally, sensor nodes are non-tamper resistant. Also, once a
node is compromised, attacker is capable of accessing the key materials stored within that node.
Base stations in WSNs are usually considered as trustworthy. Most protocols focus on secure rout-
ing between sensors and the base station.

Attacks in sensor networks can be classified into the following categories:

1. Node capture attack - We assume that an adversary can have physical access on a sensor
node after it is deployed and can get secret information from its memory. Then adversary
can use this information to compute the secret stored in other sensor nodes or the secret key
used for secure communication by other non-compromised node.
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. Node replication attack - In this attack model an adversary can insert additional hostile

nodes into the network after getting some secret information (e.g. through node capture or
infiltration). This is a serious attack since the compromise of even a single node might allow
an adversary to populate the network with clones of the captured node to such an extent that
legitimate nodes could be outnumbered and the adversary can thus gain full control of the
network.

Outsider versus insider attacks - Outside attacks are defined as attacks from nodes which
do not belong to a sensor network. Inside attacks occur when legitimate nodes of a sensor
network behave in unintended or unauthorized ways.

Fassive versus active attacks - Passive attacks include eavesdropping on or monitoring pack-
ets exchanged within a WSN. Active attacks involve some modifications of the data steam
or the creation of a false stream.

. Mote-class versus laptop-class attacks - In mote-class attacks, an adversary attacks a sensor

network by using a few nodes with similar capabilities to the network nodes. In laptop class
attacks, an adversary can use more powerful devices such as a laptop to attack a sensor net-
work. These devices have greater transmission range, processing power, and energy reserves
than the network nodes.

1.4 Security Measure for a Key Establishment Protocol

The aim of security services in sensor network, is to secure the message information, keying ma-
terial and resources from attacks and misuse. The security requirements in WSNs include:

1.

Availability: This ensures that the desired network services are available even in the presence
of denial of service attacks.

Authorization: This security measure ensures that only authorized sensor nodes can be in-
volved in providing information to network services.

. Authentication: This security measure ensures that the communication from one node to

another node is genuine. That is, a malicious node cannot masquerade as a trusted network
node.

Confidentiality: This ensures that a given message cannot be understood by anyone other
than the desired recipients.

. Integrity: This ensures that a message sent from one node to another is not modified by

malicious intermediate nodes.

Non-repudiation: This security measure defines that a node cannot deny sending a message
it has previously sent.
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. Freshness: This ensures that the data is recent and ensures that no adversary can replay old
messages.

. Forward secrecy: This security parameter ensures that a sensor node should not be able to
read any future messages after it leaves the network.

. Backward secrecy: This security parameter ensures that a newly joining sensor node should
not be able to read any previously transmitted message.
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Chapter 2
Related Works

2.1 Kaey Pre-distribution in WSNs

In this report, we develop a key pre-distribution protocol to deal with the above problems. In
order to study the new key distribution protocol. We first present a few protocols for pairwise key
establishment,

1. Polynomial Based key Pre-distribution Scheme,
2. Polynomial Pool-Based Key Pre-distribution Scheme,
3. Grid-Based key Pre distribution Scheme, and

4. Multivariate Symmetric Polynomial base Key Pre-distribution Scheme.

2.1.1 Polynomial Based Key Pre-distribution

Here in this section, we briefly discuss the Polynomial-based key pre-distribution protocol of [2].
This protocol in [2] was developed for group key pre-distribution. We only discuss the pair-wise
key establishment protocol in the context of sensor networks.

To pre-distribute pairwise keys, the (key) set-up server randomly generates a bivariate t-degree
polynomial

flz,y) =S, Z;Zl a; ; x'y’ over a finite field F,

where q is a prime number and is large enough to accommodate a cryptographic key, also f(x,y)
is symmetric in x and y i.e.

flz,y) = f(y,z)

It is assumed that each sensor node has a unique ID.
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For each node i (i is the ID of sensor node), the set-up server computes a polynomial share of
f(z,y), thatis, f(i,y). This polynomial share is pre-distributed to node i. Thus, for any two sen-
sor nodes i and j, node i can compute the key f(i, j) by evaluating f(i,y) at point j, and node j can
compute the same key f(j,7) = f(i,/) by evaluating f(j,y) at point i. As a result, nodes i and j
can establish a common key f(, 7).

In this approach, each sensor node i needs to store a t-degree polynomial f(7,y), which occu-
pies (t + 1) log q storage space. To establish a pairwise key, both sensor nodes need to evaluate
the polynomial at the ID of the other sensor node. There is no communication overhead during the
pairwise key establishment process. The security proof in ref. [2] ensures that this scheme is un-
conditionally secure and t-collusion resistant. That is, a coalition of no more than t compromised
sensor nodes does not know anything about the pairwise key between any two non-compromised
nodes.

2.1.2 Polynomial Pool-based Key Pre-distribution

The polynomial pool- based key pre-distribution is inspired by the studies in refs.[3] and [4]. The
basic idea can be considered as the combination of the polynomial-based key pre-distribution and
the key pool idea used in refs. [3] and [4]. Polynomial pool- based key pre distribution scheme has
three phases to establishment pairwise key:

1. Setup,
2. Direct key establishment, and
3. Path-key establishment

The setup phase is performed to initialize the nodes by distributing polynomial shares to them.
Direct key establishment phase is performed if two sensor nodes need to establish a pairwise key.
Path-key establishment is performed if two sensor nodes are not able to establish direct key, then
they try to establish a pairwise key with the help of other sensor nodes.

e Phase 1: Setup - The setup server randomly generates a set F of bivariate t-degree poly-
nomials over the finite field F;,. To identify different polynomials, the setup server may
assign each polynomial a unique ID. For each sensor node i, the setup server picks a subset
of polynomials F; C F, and assigns the shares of these polynomials to node i. The main
issue in this phase is the subset assignment problem, which specifies how to pick a subset of
polynomials from F for each sensor node.

e Phase 2: Direct Key Establishment A sensor node starts phase 2 if it needs to establish
a pairwise key with another node. If both sensor nodes have shares on the same bi-variate
polynomial, they can establish the pairwise key directly using the polynomial-based key pre-
distribution. The main issue in this phase is the polynomial share discovery problem, which
specifies how to find a common bivariate polynomial, of which both nodes have polynomial
shares. For convenience, we say two sensor nodes have a secure link if they can establish a
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pairwise key through direct key establishment. A pairwise key established in this phase is
called a direct key.

o Phase 3: Path-Key Establishment - If direct key establishment fails, two sensor nodes
need to start phase 3 to establish a pairwise key with the help of other sensor nodes. To
establish a pairwise key with node j, a sensor node i needs to find a sequence of nodes
between itself and node j such that any two adjacent nodes in this sequence can establish
a direct key. Such a sequence of nodes is called key path (or simply a path), since the
purpose of such a path is to establish a pairwise key. Then either node i or j initiates a key
establishment request with the other node through the intermediate nodes along the path.
A pairwise key established in this phase is called an indirect key. A subtle issue is that
two adjacent nodes in the path may not be able to communicate with each other directly.
This framework assumes that they can always discover a route between themselves so that
the messages from one node can reach the other. The main issue in this phase is the path
discovery problem, which specifies how to find a path between two sensor nodes.

2.1.3 Grid-Based Key Pre-distribution

This scheme is based on a generalized Key Pre-distribution scheme in ref. [2], [12]. This scheme
consider that a sensor network has at most N sensor nodes. The grid-based pre-distribution scheme
constructs an m xm grid and generates 2m - bi-variate polynomials { f{(z, y), f/ (2, y) }izo.1.2....m—1,
where m = f\/ﬁ | . As shown in the Figure , each row i in the grid is associated with a polynomial
fi(x, y), and each column j is associated with a polynomial ff(z, y). The set-up server assigns
each sensor node in the network to a unique non-occupied (i, j) coordinate in this grid. For the
node at the coordinate (i, j), the set-up server distributes the polynomial shares of ff(z, y) and
I7 (x, y) to this node. As a result, sensor nodes can perform share discovery and path discovery
based on this information.

(x. 1

cL 5 )

fr(x. %) ! i fo(xy)
£ (x ) 9 m2 : L -2 fr(xn
17 1x. ) o Sl Y
1 x5~ —(7)
S - 1T
(x5 — flxy)2 —3 —8]
[ 1 ]
flx.y) £ —a —{a)
.

filxy)
faalx p)

]
iy
£y
£z
£l

(a) The grid (b) An example order of node assignment

The ID’s constructed from the coordinate (i, j) are represented as (i, j) . This schema works in
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three Phases:

1.

Subset Assignment

2. Polynomial Share Discovery

3. Path Discovery

Now we will describe these three phases in details in the following paragraphs.

Phase 1:

Phase 2:

Subset Assignment- The set-up server randomly generates 2m t-degree bi-variates sym-
metric polynomials {ff(z, y), f/(z, y) }i=0.1.2,..m—1, over F,. For each sensor node the
set-up server chooses an unoccupied coordinate (i, j) in the grid and assigns it to the node
with its polynomial share. So each sensor node with ID = (i, j) stores polynomial share

{]D7 fz'c(j> y)a f;(@v y) }

Polynomial Share Discovery- Let us consider that sensor nodes with ID’s (i, 7;) and
(19, 7o) want to establish pairwise key. So they check whether i; = i3 or j; = js.

Casel: If iy = iy = i(say) then both the sensor nodes have polynomial share ff(j;, y) and

[ (J2, y) respectively of the symmetric bi-variate polynomial f{ (x, y).
Then, sensor nodes can use the Polynomial-based key pre distribution scheme to estab-
lish the pairwise key directly between them.

Case2: If j; = jo then, similar to case 1, both the sensor nodes have polynomial share of

h (@, y).

J1
And sensor nodes can use the Polynomial-based key pre-distribution scheme to estab-
lish the pairwise key directly between them similar to case 1.

Case 3 : If neither iy = i, nor j; = j» then both the sensor nodes use path discovery to establish

Phase 3:

a pairwise key.

Path Discovery- Nodes (i1, j;) and (i3, jo) need to do path discovery if neither i; = is nor
J1 = Ja

Sensor nodes (i, j1) and (i1, jo) can establish a pairwise key using method similar to Case
1. Whereas node (i1, j») and (i, jo) can establish a pairwise key using method similar to
Case 2.

In other words, node (i1, js) can establish pairwise key with both the nodes (i, j;) and
(19, j72). Similarly the node (i5, j;) can also establish the pairwise key with them.

It is guaranteed that there exist at least one node that can be used as an intermediate node
between any two sensor node if there is no corrupted node in the network.
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2.1.4 Multivariate Symmetric Polynomial base Key Pre-distribution Scheme

This scheme is based on a t-degree multivariate symmetric polynomial in ref. [7] & [8].

A t-degree (k + 1)-variate polynomial is defined as

t t t t
. il iz ik ikJrl
f(xr, za, -+ xy, x(k+1)) = E E E E Qi i, viyipsr L1 Lo * " L Tpqyq

11=012=0 i, =0 ik+1:0

At first, every node should have k credentials, which are positive and pairwise different integers.
Suppose node u has credentials (u, us, ..., ux) and node v has credentials (vy, vg, ..., vx). Before
node deployment, setup server assign a polynomial share f(uq,us, ..., uy, T4 1) to u and another
share f(vy, v, ..., Uk, Tx11) to v. Assigning polynomial shares to sensor nodes means that the co-
efficients of t-degree uni-variate polynomials f(u, us, ..., U, Tpy1) and f(vy, va, ..., U, Tpyq) are
loaded into memory of nodes u and v, respectively.

If the credentials of node u and node v have only one element different, i.e.,
1. for some i € [1, k], u; # v; , and
2. forj=1,2,....k, j#i, uj =v; = c;j(say),

then node u and node v can have a shared key. Node u can take v; as the input to its own share
f(uy, usg, ..., ug, x11), and node v can also take w; as the input to its share f(vy,vs, ..., Vg, Tpy1)-
Due to the polynomial symmetry, the desired shared key between nodes u and v has been estab-
lished as

Kuv = f(cl7 Coy * vy Ci—1, Uiy Cig1 **+ y Ch, 'Ui)

= f(ch Coy * 0y Ci—1, U3y Cig1 vt 0y Ck, ul) (21)

Here, node u and v achieve the key agreement by a t-degree bi-variate symmetric polynomial,
1.e.,

fi(Izw Ik+1,) = f(Ch Coy =y Ci—1y, Ty, Cig1 * v * Ck, l‘k+1)

wherei € {1, 2, --- , k}
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Chapter 3

2-Dimensional Grid-Based Key
Establishment Protocol For WSNs

Now we will describe our key exchange scheme. This scheme uses trivariate symmetric polynomial
for share pre-distribution. Symmetric polynomial ensures extra connectivity in the network. Let
we consider a tri-variate symmetric t-degree polynomial given as

t t t
f(z1, xg, x3) = Z Z Z Qi g i T TH T, (3.1)
i1=0i5=0i3=0
where all the polynomial coefficients are chosen from a finite field F;, and g is either a prime
number or a prime power, large enough to accommodate a cryptographic key.
Here in this chapter unless otherwise stated, all the calculations are done over the finite field Fj,.
Now if we choose all the coefficients of the polynomial such that

(3.2)

iy sinsiz = Qig(1),ig(2)io)

for any permutation o of {1,2,3}, where o : {1, 2, 3} — {1, 2, 3} is a bijection, then we will
obtain the symmetric polynomial i.e.

f(xlu T2, x3) = f(xa(l)u x0(2)7 xd(?))) (33)

Let us consider that the sensor network has N sensor nodes. Also consider a two dimensional
grid with u rows and v column. where u and v are integers such that v - v = N, where u < VN
andv > Vv N.

The set-up server will assign each sensor node in the network to a unique non-occupied (i, j)
co-ordinate in this grid. where i and j are row and column number in the grid respectively, such
that 1 <7 <wand 1 < j < v. The ID of the sensor node associated with the coordinate (i,j) is
represented by (i, j) .
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Now consider a set of credentials (positive integers ) C, (usually, C' = {1, 2, --- , v}. Below
we will present a method to generate C) such that, C = {c, ¢, ...¢,} and |C| = v. We form a set
S from first u elements of C and another set Sy = C i.e.

Sl = {Cl, Co, Cu} and SQ = {Cl, Co, ...Cv}.
Consider that x; takes values from the set S; and x, takes values from the set S .

Now we will compute a bivariate symmetric polynomial for each row in the grid from the tri-
variate symmetric t-degree polynomial i.e. each row i in the grid is associated with a (k + 7).t -
degree bivariate symmetric polynomial { f(c;, o2, 23)}**+9, where k is a suitably choosen positive
integer, such that (k + 1).t > v and (k + ).t is not very large integer.

Each sensor node (i, j) in the sensor network has a pair of credential, which are positive in-
tegers and denoted by (¢;, ¢;), where (¢;, ¢;) € S1 x Sy. Before node deployment in the sensor
network, a polynomial share { f(c;, ¢;, v3)}**9 is distributed to each sensor node (i, j). By dis-
tributing the polynomial share to sensor node, we mean that for each sensor node (7, j) we store
the coefficient of (k + i).t - degree univariate polynomial { f(c;, ¢;, z3)}**%) into node memory.

Our key establishment schema works in Two Phases:

1. Polynomial Share Pre-distribution.
2. Key Establishment Mechanism

(a) Direct Key Establishment.
(b) Indirect Key Establishment.

3.1 Polynomial Share Pre-distribution

Polynomial Share Pre-distribution phase is performed prior to network deployment by a trusted
set-up server. The set-up server generates a global tri-variate symmetric t-degree polynomial and
a set C of credentials as described above. The set-up server will use this global polynomial and set
of credentials to calculate the polynomial share for each sensor node.

Since each sensor node (i, j) has a pair of credentials (c;, ¢;), which are positive integers such
that,

(ci,cj) € S1 xSy, where Sy ={c1,¢0,¢3, ...,¢,} and Sy, =C
The elements of set C can be preloaded into sensor nodes before deployments but it causes
extra memory overhead. Therefore,we will generate the credentials by using a bijection ¢ between

nodes ID’s and credentials. So that credentials can be derived from the node ID’s. The function ®

20



is defined as,
$:{1,2 3, ...,v} — {c,c, 3 0,6}
s.t. ¢ = i)
= u+1 (3.4)
where u and v are the row and column number in the grid respectively. Therefore each node needs

to store only u instead of the pair of credentials.

Note : In the definition of function ®, if we consider v = 0 then ¢; = ¢ and then we do not
need to store u also in each sensor node.

Now each sensor node (i, j) in the sensor network has a pair of credential (c;, ¢;) = (u +
i, u + j) and the polynomial share assigned to it by set-up server is computed as follows :

{flci, ¢, w3) Y5 = {f(u+1, u+ j, z3) )
t t t
= 0D i k) R} @B
11=0122=01i3=0

Therefore, every node in the sensor network is storing a (k + i).z-degree univariate polynomial
having ((k + i).t + 1) coefficients over the finite field F,. Before nodes deployment these coeffi-
cients are preloaded in the sensor nodes and are used for computing communication key during
key establishment process.

3.2 Key Establishment

After node deployment in the sensor network two nodes can establish a communication key using
their polynomial share. In our model there are two ways to establish a communication key between
sensor nodes.

1. Direct Key Establishment.
2. Indirect Key Establishment.

Now we will present these two key establishment methods in details in following paragraphs.

3.2.1 Direct Key Establishment :-

Let us consider that sensor node (i1, j;) wants to establish a communication key with the sensor
node (is, jo). These two nodes can establish a direct communication key if they have a com-
mon credential. The credential associated with sensor nodes (i1, ji) and (i, j2) are (¢;,, ¢j, ) and
(¢iy, cj,) respectively.

We divide direct key communication process in two cases.
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e Case 1 - Both sensor nodes (i1, j1) and (i, jo) are in same row of the grid i.e. i; = iy,
therefore ¢;;, = ¢;, = c(say).

Sensor nodes (i1, ji) and {4y, j») has polynomial share { f(c, ¢;,, x3)}*+%) and { f(c, c;,, z3)}*+1)
respectively. So sensor node (i, j;) calculates the credential ¢;, and communication key K
as follows,

Cj, = (I)(]é):U‘i‘jz
Ki = {f(c, cjp, cjp) o (3.6)

Similarly, sensor node (is, j2) calculates the credential ¢;, and communication key K> as
follows,

¢, = OU1)=u+ns
Ko = {f(c, ¢, cjy) T (3.7)

Since f(z1, z2, x3) is a symmetric tri-variate polynomial, therefore, from equation (3.6) &
(3.7), we have

{f(c, Cj15 Cj2>}(k+i1) = {f(c, Cias Cj1)}(k+il) = K, = Ky = K> (Say)

Now using this key K sensor nodes (i1, 71) and (is, jo) can communicate with each other
securely.

e Case 2 - Both sensor nodes (i1, j;) and (is, jo) are from different rows of the grid i.e.
11 # 1o, therefore, ¢;; # c;,. We further divide this case in three sub-cases.

1. Case 2.1 - Both sensor nodes (i1, j1) and (i, j2) are from same column of the grid i.e.
il 7& ig, but jl = jg, therefore Ciq 7é Ci,, but Cj, = Cj, = c(say).

Sensor nodes (i1, j;) and (is, j») has polynomial share { f(c;,, ¢, z3)}¥+") and { f(cy,, ¢, 3) }*F+2)
respectively. So sensor node (i1, ji) calculates the credential ¢;, and communication
key K as follows,

Ciy = (I)(ZQ) =u+ i
K:/l = {f(ci17 C, Cig)}(k+i1)
K = {K{}(k—“ﬂ = {{f(cin ) Ciz)}(k+i1)}(k+i2)
= {f(cil’ c, ci2>}(k‘+i1).(k+i2) (3.8)
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Similarly, sensor node (i5, j») calculates the credential ¢;, and communication key K>
as follows,

¢, = O1)=u+1i
Ky = {f(cy, ¢, cp) )
Ky = {K}" = {{f(ci, ¢, ¢;,) T2}
= {f(ci, ¢, ¢, p TR (3.9)

Since f (1, w9, x3) is a symmetric tri-variate polynomial, therefore from equation (3.8)
& (3.9), we have

{F(eins e e }EFEHE) = { ] (e, ¢, 0, EFRHET
— Ki = Ky, = K, (say)

Now again as in case 1, using this key K sensor nodes (i1, j;) and (i2, jo) can commu-
nicate with each other securely.

. Case 2.2 - Sensor nodes (i1, j1) and (iy, jo) are such thati; # iy, but iy = jo, =
¢, # ¢, but ¢, = ¢;, = c(say).

Sensor nodes (i1, j1) and (iz, jo) has polynomial share { f(c, c;,, 23)}*+¥%) and { f(c;,, ¢, 3)}F+?2)
respectively. So, sensor node (i1, j;) calculates the credential ¢;, and communication
key K as follows,

Ciy = (I)(ZQ) = U+ 1
Ki = {f(C, Cjy s Cig)}(k+i1)
K, = {Kjp+e) — {{f(C’ o ¢y, ) YT Y (i)
{F(e, ¢y, i) ) (3.10)

Similarly, sensor node (72, j2) calculates the credential ¢;, and communication key K5
as follows,

¢y = ®U1)=u+5
Ké = {f(ci27 C, le)}(k+i2)
K, = {Kj}k+) — {{f,(%’ c le)}(kJriz)}(kJril)
= {flci, ¢, cj) i)k (3.11)

Since f(x1, xo, x3) is a symmetric tri-variate polynomial, therefore, from equation
(3.10) & (3.11), we have

{f(cv Ci1s Ci2>}(k+i1).(k+i2) = {f(ci27 ¢, le)}(kJriQ)'(kJril)
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— K; = Ky = K, (say)

Similar to case 1, using this key K sensor nodes (i1, 71) and (is, jo) can communicate
with each other securely.

. Case 2.3 - Sensor nodes (i1, j;) and (is, jo) are such that i; # iy, but j; = io,
therefore ¢;, # ¢;, but ¢;, = ¢, = c(say).

Sensor nodes (i1, j1) and (iz, jo) has polynomial share { f(c;,, ¢, x3)}**1) and { f(c, ¢;,, x3)}F+?2)
respectively. So, sensor node (i1, j;) calculates the credential ¢;, and communication
key K as follows,

¢, = P(2) =u+jo
Ky = {flei, ¢ )
K, = {K|}k+e) — {{f(ci“ c Cjz)}(kJril)}(kJrig)
= {f(ci, ¢, cjp) pET)-(kFE) (3.12)

Similarly, sensor node (is, j2) calculates the credential ¢;, and communication key Ko
as follows,

Ké = {f(c’ Cj27 Cil)}(k+i2)
Ky = {K}*H) = {{f(e, e, e =300
{f(C, Cjas Cil)}(k+22)‘(k+“) (313)

Using symmetric property of the polynomial f(z1, 23, z3) , and equation (3.12) &
(3.13), we have

{F(eis e )} = {f (e, ¢, )}
— K; = Ky = K, (say)

Similar to case 1, using this key K sensor nodes (i1, 71) and (i2, jo) can communicate
with each other securely.

. Case 2.4 - Sensor nodes (i1, j1) and (is, jo) are such thati; # iy, but i; = jp, and
J1 = 19, thereforec; # ¢;, but ¢;, = ¢;, and ¢;, = c,.

This case is an special case of Case 2.2 and Case 2.3, therefore, using either method
sensor nodes (i1, 71) and (is, jo) can establish the communication key for secure com-
munication.
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3.2.2 Indirect Key Establishment :-

Let we consider that sensor node (i1, 7;) wants to establish a communication key with the sensor
node (is, jo) Where i; # s, i1 # j2, j1 7 42, and j; # jo. Therefore, sensor node (i1, j;) cannot
establish a direct key with sensor node (is, j2) . So sensor node (i, j1) search for some other
sensor node (¢’, j') in the sensor network such that sensor node (i1, j1) and sensor node (is, j2)
can directly communicate with the sensor node (i’, j'). Therefore, using sensor node (i’, j') as an
intermediate node, the two sensor nodes (i1, 71) and (io, j») can establish a communication key.

It is easy to show that if there is no compromised node in the network then for any pair of
sensor nodes there will always exist at-least one intermediate node for indirect communication.
We will show that there are eight nodes for any pair of sensor nodes which can be used as an in-
termediate node. And if there are compromised nodes in the network then by using more than one
non-compromised intermediate nodes, it is always possible to establish a communication key.

Now we determine the condition on a sensor node (i, j') for playing the role of intermediate
node for sensor nodes (i1, j1) and (is, jo).

1. Eitheri, = ¢, ori; = j',orj; = ¢,orj; = j/, and

2. Eitheriy, = i/, 0oriy = j',0or jo = i',0r jo = j'.

Corresponding to each of the four choices in condition (a), there are two choices in condition
(b). Therefore, there are total eight choices for intermediate nodes between sensor nodes (i1, j1)
and (iz, ja)-

If node (7', j') satisfies one of the conditions given in (a) then sensor node (i’, j') can directly
communicate to sensor node (i1, 71) using method for direct key establishment. Similarly if node
(i', 7') satisfies one of the conditions given in (b) then node (i’, ;') can directly communicate to
sensor node (i, jo) using method for direct key establishment. Therefore sensor node (i’, j') can
be used as an intermediate node for sensor node (i1, j;) and (is, jo).

3.2.3 Network model

Our key agreement protocol is a deterministic key agreement model i.e. using deterministic
method, it can establish a communication key between any pair of sensor nodes. And not only
that, using deterministic method a sensor node can determine the ID’s of other sensor nodes to
which it can directly establish the communication key. There are pairs of sensor nodes in the
network that cannot compute direct communication key. So if two nodes in the network cannot
calculate direct key, then they search one intermediate node to establish an indirect key. If no node
of the sensor network is corrupted then it can be guaranteed that for each pair of sensor node there
is at-least one intermediate node. Here we assume that the underlying routing protocol can cor-
rectly route key establishment messages over multi-hop paths between peer nodes.
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In fact even if there are some corrupted node in the network then also using more than one
intermediate node, any non-corrupted pair of sensor node can establish an indirect communication
key.

3.2.4 Adversary Model

In a sensor network, radio communications are of broadcast type in nature. So an adversary can
easily tamper any message broadcast over the air between the sensor nodes. Also adversary may
have easy physical access to the sensor network. In that case an adversary can capture sensor
nodes in the network and tamper the nodes polynomial share. Though it is possible to use tamper
resistant hardware for storing polynomial share to reduce the risk, but this increases the cost and
energy consumption of each sensor node. Therefore, it is infeasible and un-economical to use tam-
per resistant hardware to secure the polynomial share for each sensor node. Even if we use tamper
resistant hardware then also it may not provide perfect security.

An adversary can use the information obtained from a compromised node to compute other node’s
shares. Therefore, node compromise attack is not avoidable. So our aim is to reduced the im-
pact of node compromised attack. For this we will try to reduced the probability of exposing the
polynomial share of non-compromised nodes when some nodes have already been compromised.

3.3 Security Analysis and Choice of Parameters

In this section we will analyze the security performance of our model and compute memory cost
for each sensor node, node resilience, compromise attack, in the network and computation energy
cost.

3.3.1 Node Compromise Attack

Because of hostile nature of deployment area, sensor nodes may have to face wide variety of
malicious attack. Also if an adversary gets physical access to sensor nodes then he/she may tamper
the node and may get the share information of that node. Using this share information he/she may
try to discover the secret communication key of other pair of sensor nodes. Here we will analyze
the effect of node compromise attack at row level, column level and network level.

Row Level Node Compromise Attack

Let us consider row level compromise attack in the network. Any pair of nodes in row i can
establish communication key by a symmetric bi-variate polynomial of degree (k + i).t.

{f(Ci, T2, $3)}(k+i)7

where ¢; is the common credential between the pair of nodes.
Now to compromise the pairwise key without compromising the pair of nodes from ith{i =
1,2, 3, -+, u} row adversary needs to compromise the shared polynomial {f(c;, z2, z3)}**%
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between the nodes. Also, {f(c;, z2, 3)}* is a (k + i).t-degree bi-variate symmetric polyno-
mial, therefore, an adversary needs to compromise at-least ((k + i).t + 1) nodes. And each row in
the grid holds v nodes. So to ensure that pairwise key between any pair of nodes from any row is
unsolvable by other (v - 2) nodes from same row, degree of the polynomial must satisfy,

0< (0—2) < (k+1).t (3.14)

Now we consider that in a row level attack an adversary may compromises all v sensor nodes

v.(v+1)
2

'h row. So, adversary can construct —

of ¢ equations, given by

{f(% C1, Cl>}(k+i) = Ki,(l,l)
{f(% C1, 02)}(k+i) = Ki,(1,2)

{f<ci7 1, Cv)}(k+i) = Ki,(l,v)

{f(civ Ca, Cz)}(kﬂ') = Ki, (2,2)
{f(% Ca, 03)}(k+i) = Ki, (2,3)

{f<ci7 (1, CU)}(k+i) - Ki» (2,v)

{f(ci7 Cy, Cv)}(k+i) = Ki, (v,v)9

where K;, (J1, Jo) s.t. J1 # Jy is secret communication key between node J;, and Jo of ith

v.(v+1)
2

row of the grid. By solving these — equations, an adversary may determine the bi variate

polynomial share { f(c;, x5, x3)}*+9 for first row of the grid i.e. i = 1, where as for other values
of iie. fori > 1, we have, 0 < (v — 2) < (k + i),t so adversary cannot compute the bi-variate
symmetric polynomial share associated with i** row s.ti > 1,

But to get the base polynomial share f(c;, T2, x3) by the adversary. He/She must have to find
(k + Z')th root of the polynomial { f(¢;, xo, xg)}(kJri)’

Column Level Node Compromise Attack

Now we will consider column level compromise attack in the network. Each sensor node in 7

column is from different row of the grid, so each sensor node in i** column has polynomial share
from different bi-variate symmetric polynomial.

Example : consider the sensor nodes (i, j) and (is, j) from j* column of the grid. Node
(i1, j) has polynomial share from bi-variate polynomial { f (z;,, ¢;, x3)}*+) whereas, node (is, 5)
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has polynomial share from bi-variate polynomial { f(z;,, ¢;, z3)}*+%2) .

Therefore, compromising some nodes in a column adversary cannot affect the pairwise key for
the other non-compromised pairs of nodes from the same column.

Now if an adversary compromises one node in j** column (say) (i, j) then he/she can construct
v equation given by,

{flci ¢y )} = K,
{flci, ¢j, )} = K (9

{f(cﬂ Cj’ CU)}(k+Z) - Kiv(jﬂv)’

where K (; ;) s.t. j # ji1 is the direct key between sensor nodes (i, j) and (i, ji). Using
these equations, he/she may form the uni-variate polynomial {f(c;, ¢;, x3)}**9. But he/she can-
not determine uni-variate polynomial f(c;, ¢j, x3). As to construct the uni-variate polynomial
f(ci, ¢;, 3), he/she has to compute (k + )" root of the polynomial {f(c;, c;, x3)}*). If we
assume that adversary can compute the (k + )™ root of the polynomial then also he/she has to
compromise all the node of i, row of the grid in order to get bi-variate polynomial f(c;, zo, x3).

Also if we consider that adversary has captured all the nodes of one column then he/she can
u.(2v —u+1)

construct equations. But since these equation are from u different bi-variate shared

polynomials, therefore, adversary cannot determine them.

t+2
The number of distinct coefficient of a t-degree bivariate symmetric polynomial is < —; ) .

So to compute those u bi-variate symmetric polynomial adversary need to compute on an average

(k4 [u/2]).t +2 (k4 [u/2]).t +2

) coefficients, i.e. adversary needs u( ) equations, so

2 2
we will choose the variables k, ¢ and u are such that
k 2Nt +2 2U — 1
(( - M/QD + ) . % 3.15)

Network Level Node Compromise Attack

Now we will consider network level node compromise attack. Consider that an adversary can
compromises all the nodes of the sensor network. Total number of sensor nodes in the network is

N =uw (3.16)
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Therefore, total number of equation 7 that an adversary can construct is,
v.(v—1) u.(2v —u+1)
U. 5 + v. 5
- %(3U—u+2) (3.17)

Using these equation adversary needs to construct u- bivariate symmetric polynomial share namely,

T. =

{f(cia T, :L‘S)}(k+i), v@ = 17 2 cee LU
isti i ivari - L. [t+2
The number of distinct coefficient of a r-degree bivariate symmetric polynomial is L

Therefore, to find these u -bivariate symmetric polynomial share, adversary needs to find the

(k+ [u/2]).t + 2)

coefficient of these polynomials. So on an average adversary has to find u. ( 5

distinct coefficients.

(k+ [u/2]).t +2
2
polynomial shares. Therefore, for the security of these u bivariate symmetric polynomial shares,

we will choose parameters k, ¢, u and v such that,

So, adversary need u. equations to compute all those u -bivariate symmetric

u‘((k+(u/2ﬂ).t+2) . %(31)—“2)
:((k+(u/221).t+2) > %(3v—u+2)

= ((k+ [u/2])t +2).((k + [u/2])t+1) > v.(3v —u+2),

so we will choose parameters k, t, u and v such that,
(k+ [u/2])t)* > 3.2° (3.18)

3.3.2 Choice of parameters k, ¢, u, and v

In this protocol we have considered the parameters k, f, u, and v. where u and v are such that

u-v= Nalsou < vN andv > v/ N. We will do analysis for possible values of these parameters.
Security requirement for the protocol and storage limitation imposes following restriction.

1. Sensor nodes corresponding to first row of the grid are storing a uni-variate polynomial of
degree (k + 1).t. So from equation (3.14) we have 0 < (v —2) < (k + 1).t

2. Sensor nodes corresponding to last row of the grid are storing a uni-variate polynomial of
degree (k + u).t. So we need to choose u, k and ¢ such that (k + u).t should not be very
large.

Using these restriction we will choose the values of u, v, k and 7 such that they fulfill the
security and storage requirements.
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1. If we choose u# and v such that v - v = N also u < \/N and v > \/N Then it can be shown
that,
u-+v > 2.\/N

as, if u # v, then
(Vu—+)? >0
— u+v—2-/uv >0

— (u+v) > 2 /uv = 2VN
2. The secrecy of the bi-variate polynomial {f(c;, zo, v3)}**Y requires that, 0 < (v — 2) <
(k + 1).t, therefore, we will choose k and 7 such that

(k+1)

k+1)t >0 = t>] 1~ (%1 (3.19)

3. We will choose u and k such that, u = k = O(v/N) i.e. if we choose u = k = [g}
where C (4 < C < 8) is a small integer. Since u.v = N, therefore, v ~ C/N and t ~ C2.
By choosing the parameters as described above, we have

(a) The security of the bi-variate polynomial { f(c;, x5, 23)}*+1 is ensured by,

(k+1)t >wv

(b) Maximum storage requirement is bounded above as follows,

(k+u)t = (k+u).(%1 < (k+u).(%+1)

= v—l—u—];)—i-(k—i-u)

< (v+%)+(2.\/ﬁ) as, u=k < VN

N
Since, (v + E) < N, asif

N N
—) > N > N——
(U+k) > == v > -
1 1
= v > N(l_E> = u.v(l—E)
1
— 1 > u.(l—%) since, u, k > 2

— 1 > g>1
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N
Which is not possible, therefore (v + E) < N, Hence,

(k+u)t < N+ (2VN) (3.20)

This equation (3.20) shows that maximum storage requirement for a sensor node is of
order O(N).

3.4 Performance Evaluation

3.4.1 Memory Cost

Each sensor node in the *" row of the grid is storing the partial information of the bi-variate sym-
metric polynomial {f(c;, z2, 23)}**9 its node ID and the integer u to compute the function ®.
In other words, each node (i, j) stores the uni-variate symmetric polynomial { f(c;, c;, x3)}*+9,
where degree of this polynomial is (k + 7).t. So each node is storing ((k + ).t + 1) coefficient of
the polynomial.

The coefficients of the share polynomials are from the finite field . So, each coefficient needs
log, ¢ bits of storage. And each node is storing ((k +14).t 4 1) coefficients of the polynomial share,
So total storage requirement for polynomial share is ((k + ).t + 1). log, ¢ bits per node.

Sensor node ID has two coordinates. First coordinate requires logou bits at max, and second
coordinate requires logyv bits at max. So total number of bits required for node ID is

logou + logov = logou.v = loga N bits per node,
Therefore, total storage requirement for a sensor node is
((k+1i).t+1).logy q + logaN + logau bits,

Sensor nodes are capable of determining the ID’s of those sensor nodes to which they can establish
a direct communication key. Therefore, we do not need to store the ID’s of these sensor nodes.
Also it is possible to determine the IDs of intermediate nodes for indirect key establishment.

3.4.2 Computation Overhead for Sensors

Our scheme is based on symmetric key cryptography. Here a #-degree tri-variate symmetric poly-
nomial is used to distribute a polynomial share. Each sensor nodes associated with i*" row of the
grid can calculate the communication key using ((k+i).t)-degree uni-variate polynomial, which is
derived from the share of the global polynomial. To calculate the communication key each sen-
sor node needs to compute (2.(k+i).t - 1) modular multiplication over F,. Where ((k+i).t - 1) for
2%, T3, -, T((ktiye) and (k+i).0) for by.z, bo.x?, b3.a3, -+ | by * DY and then again on

an average 7 modular multiplication.
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Chapter 4

Extension to 3-Dimensional Grid-Based Key
Agreement Protocol

Let we consider a 4-variate symmetric t-degree polynomial given as

t t t t
flan, @, s, 2a) = Y Y 0 iy i i aFaf (4.1)

i1=0 i2=0 i3=0 i4=0

Where all the polynomial coefficients are chosen from a finite field F;, and q is either a prime
number or prime power, large enough to accommodate a cryptographic key.
Here in this chapter unless otherwise stated, all the calculation are done over the finite field F,.
Consider that the 4-tuple permutation is a bijection and can be defined as,

o:{1,2, 3,4} — {1, 2, 3, 4} 4.2)
Now if we choose all the coefficients of the polynomial such that

ai17i2’i3>i4 = aio‘(l)vio'(2)7irr(3)7ia(4) (4'3)

for any permutation o of {1, 2,3, 4}, then we will obtain the symmetric polynomial i.e.

[z, w2, 13, 24) = f(To(1), To(2), To(3)s To(4)) 4.4)

Let we consider that the sensor network has N sensor nodes. So we will consider a three di-
mensional grid with dimension u x v x v . where u and v are integers such that v - v = N

The set-up server will assigns each sensor node in the network to a unique non-occupied
(1, 7, k) coordinate in this grid. where i , j and k are such that 1 < ¢ < u,1 < j < v and
1 < k < v. The ID of the sensor node associated with the coordinate (i, j, k) is represented by
(i, j, k) .
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Let we consider a set of credentials (positive integers ) C(usually, C' = {1, 2, --- , 2v}. In
upcoming section Polynomial Share Pre-distribution we will present a method to generate C) such
that C = {cy, ¢9, ... c2,} and |C| = 2.v. Now we form three sets, first set S; from first u elements
of C, the second set S5 from first v elements of C and the last set S5 from last v elements of set C i.e.

Sl = {Cl, Co, ... Cu} , SQ = {Cl7 Co, ... CU} and 53 = {C(U+1), Cv42), ...Cg.v}.

Consider that x; takes values from the set S; , x5 takes values from the set S, and x3 takes
values from the set S; in the 4-variate symmetric polynomial f(z1, z2, o3, 24) .

Now we will compute a uni-variate polynomial share for each cell in the grid from the 4-variate
symmetric t-degree polynomial i.e. each cell (i, j, k) in the grid is associated with a (k +14).t - de-
gree uni-variate polynomial share { f(c;, ¢;, ¢y, x4)}*T). Where  is a suitably choosen positive
integer.

Each sensor node (i, j, k) in the sensor network has three credential, which are positive in-
tegers choosen from set C and denoted by (c¢;, ¢;, ¢;;) where (¢;, ¢, ;) € Sy x Sy x Ss. Before
node deployment in the sensor network, a polynomial share {f(c;, ¢;, cx, 74)}**9 is distributed
to each sensor node (i, j, k). By distributing the polynomial share to sensor node, we mean that
for each sensor node (i, j, k) we store the coefficient of (x + 7).t- degree uni-variate polynomial
{f(ci, ¢j, cr, £4)}*9) into node memory.

4.1 3-Dimensional Grid-Based Key Establishment Protocol For
WSNs

Now we will describe our key exchange scheme. This scheme uses tri-variate symmetric polyno-
mial which ensures extra connectivity in the network. Our schema works in Two Phases:

1. Polynomial Share Pre-distribution.
2. Key Establishment Mechanism

(a) Direct Key Establishment.
(b) Indirect Key Establishment.

4.1.1 Polynomial Share Pre-distribution

Polynomial Share Pre-distribution phase is performed prior to network deployment by a trusted
set-up server. The set-up server generates a global 4-variate symmetric t-degree polynomial and a
set C of credentials as described above . The set-up server will use this global polynomial and set
of credentials to calculate the polynomial share for each sensor node.
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Since each sensor node (7, j, k) has three credentials (c;, ¢;,c;) . Which are positive integers
such that

(Cz'7 Cj,Ck) c Sl X SQ X Sg, Where Sl = {Cl, Co, Cu} , SQ = {Cl, Co, ...CU} and Sg =
{C(v+1)> Clv+2)y - CQ.U}.

The elements of set C can be preloaded into sensor nodes before deployments but it causes
extra memory overhead. Therefore we give a method to derive the credentials from node ID’s by
using a bijection ¢ between node ID’s and credentials. So that credentials can be derived from the
node ID’s. The function @ is defined as,

®:{1,2,...,u} x {1,2,...,0} x {1,2,...,v} +—— S; XSy xS3
s.t. (Ci7 Cj7 Ck) = (I){(Z7 j7 k>}

C (i ptjptvtk) @45

Since each node can compute the value of credentials used for computing the polynomial share,
so there is no need to store the credentials (c;, ¢;, ¢i) in the sensor nodes, but each node needs to
store p in order to compute P.

Note : In the definition of function @, If we consider ;1 = 0 then (¢;, ¢, ¢x) = (4, J, v + k)
and then we do not need to store j in each sensor node.

Now Each sensor node (7, j, k) in the sensor network has a three credentials (c;, ¢;, ¢x) =
(u+i, o+ 7, n+ v+ k) and the polynomial share assigned to it by set-up server is computed as
follows :

{£(ci ¢jy ey )Y = {f(u+i, p+j, p+v+k, 24}
t t t t
= D20 XD mnnaaadq eyt @)
11=0122=013=0i4=0

Therefore, Every node (i, j, k) in the sensor network is storing a (x + i).t-degree univariate poly-
nomial having ((x + 7).t + 1) coefficients over the finite field F,. Before nodes deployment these
coefficients are preloaded in the sensor nodes and are used for computing communication key
during key establishment process.

4.1.2 Key Establishment

After node deployment in the sensor network two nodes can establish a communication key using
there polynomial share. In our model there is two ways to establish a communication key.

1. Direct Key Establishment.

2. Indirect Key Establishment.
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Direct Key Establishment :-

Let we consider that sensor node (i, j1, k1) wants to establish a communication key with the
sensor node (is, jo ko). These two nodes can establish a direct communication key if they have
a common credential. The credential associated with sensor nodes (i1, ji, k1) and (i, jo ko) are
(Ciys Cjy» Cky) and (ci,, Cjy, Ci,) respectively.

We divide direct key communication process in two cases.

e Case 1 - Both sensor nodes (i1, j1, k1) and (is, jo, ko) are in plane x3 = k of the grid i.e.
ki = ko = k(say),socg, = cx, = ¢ (say).
In this case, sensor nodes can use 2-dimensional grid based key establishment method for
establishing communication key between them.

e Case 2 - Both sensor nodes (i1, j1, k1) and (i, jo, ko) are from different =3 plane of the
gridi.e. ky # ko, S0 ¢k, # c,. We further divide this case in two sub-cases.

1. Case 2.1 - Both sensor nodes (i1, j1, k1) and (i, ja, k2) are from different x3 plane of
the gridi.e. ky # ko, but iy = iy = i (say) and j; = jo = j (say), therefore,
Chy # Ck, DUt ¢, = ¢, = ¢ (say) and ¢;, = ¢;, = ¢; (say).

Sensor nodes (iy, j1, k1) and (iz, ja, ko) has polynomial share { f(c;, ¢;, cp,, x4)}FF9
and { f(ci, ¢;j, Chy, x4) }+9) respectively.

Now sensor node (i1, ji, k1) calculates the credential k;, and communication key K

as follows,
(Ci27 Cjo s Ckg) - (I)<i27 j27 k2)
= (//L+227M+]27,U+'U+k2)
= Cpy = (M +v+ k2)
K1 = {f(ci, ¢, Cry, i)} 4.7)

Similarly, sensor node (i, jo, ko) calculates the credential ¢, and communication key
K5 as follows,

(Cip Cjis ckl) = (D(Z.la jla kl)
= (p+iy, p+j, p+v+k)
=, = (ptv+k)
Ky = {flci ¢j, ey, )} (4.8)
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Since f(z1, xo, x3, T4) is @ symmetric 4-variate polynomial, therefore from equation
4.7) & (4.8), we have

{f(ci7 Cjr Chis Ckz)}(n—i_i) = {f(cia Cjy Ckg) Ck1)}(’i+i)
— K; = Ky, = K, (say)

Using this key K sensor nodes (i, ji, k1) and (is, j2, ko) can communicate with each
other securely.

. Case 2.2 - Sensor nodes (i1, ji1, k1) and (i, jo, ko) are from different z3 plain of
the grid ie., k1 # ko, but i3 = jo,and j; = iy, S0, ¢, F i, but
¢, = ¢j, = ¢1(say) and ¢;, = ¢, = 2 (say).

Sensor nodes (i1, ji, k1) and (ia, ja, ko) has polynomial share { f(cy, ca, cx,, 74)} )
and {f(cz, c1, C,, 14)}"T%2) respectively.

Now sensor node (i, ji, k1) calculates the credential cx, and communication key K
as follows,

(Ci2> Cja)s Ckz) = q)(iQa j27 k2)
= (u+ig, pp+ Jo, p+ v+ k)
=, = (B+v+ky)
K{ = {f(ch C2, Cky, Ckg)}(fﬁ_il)
K, = {Ki}(kHQ)
= {{f(cla C2, Cky, CkQ)}(H+i1)}(k+i2)
= {f(cr, e, ey, gy JET ) (4.9)

Similarly, sensor node (is, jo, ko) calculates the credential ¢;, and communication key
K5 as follows,

(Ci17 Cijys Ck‘l) = CID(il, j17 kl)
= (ptin, p+j, ptv+k)
=y = (ptvtk)
Ky = {f(ca c1, Chy, ckl)}(n+i2)
Ky, = {KQ}(kJm)
= {{f(co, c1, Cpy, cg, ) TR}
= C2, C1, Ckys Ck (k+i1).(k+i2) 4.10)
2 1
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Since f(x1, 2, T3, x4) is a symmetric 4-variate polynomial,, therefore, from equation
(4.9) & (4.10), we have

{f(clv C2y Ciy,y Ck’2>}(k+i1).(k+i2) = {f(CQ’ C1; Cky, Ck1)}(k+il).(k+i2)
— K; = Ky = K, (say)

Using this key K sensor nodes (i1, j1, k1) and (s, j2, ko) can communicate with each
other securely.

Indirect Key Establishment :-

Let we consider that sensor node (i, ji, k1) wants to establish a communication key with the sen-
sor node (is, jo, ko) Where node ID’s are such that sensor node (i1, 71, k1) cannot establish a direct
key with sensor node (is, j2, ko) . So sensor node (i1, ji, k1) search for some other sensor node
(', 7', k') in the sensor network such that sensor node (i1, j;, k1) and sensor node (is, j2, ko) can
directly communicate with the sensor node (i’, j', k’). And hence, using sensor node (i, 7', k') as
an intermediate node the two sensor nodes (i1, j1, k1) and (is, jo, ko) can establish a communica-
tion key.

It is easy to show that if there is no compromised node in the network then a pair of sensor
nodes requires at max two intermediate nodes to establish communication key. And if there is no
compromised node in the network then there will always exist sensor nodes that can be used as
intermediate nodes for indirect communication. And if there are compromised nodes in the net-
work then by using more than two non-compromised intermediate nodes, it is always possible to
establish a communication key.

Sensor nodes (i1, j1, k1) and (s, jo, ko) requires only one intermediate sensor node if
1. Either both the sensor nodes are in same plane i.e. 7, = iy, Or j; = jo, OF k1 = ko.
2. Or there is an intermediate node (', j', k') such that,

(a) Either {i; = j', j1 =4, k¥’ = ky} and either j' = iy or i’ = jy,
(b) Or{iy = j', jo =4, k' =k} and either iy = j' or jo =7/,

If sensor nodes (i1, ji, k1) and (i, ja, k2) cannot establish a communication key using only
one intermediate then they use two or more intermediate nodes for key establishment.

Now we enumerate number of distinct paths between sensor nodes (i1, j1, k1) and (ia, ja, k2)
that use two intermediate nodes.
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1. Let us consider sensor node (i, j, k), such that sensor node (i, 71, k1) can compute direct
communication key and share two common credential values with this node. Also sensor
node (i, j, k), and (is, jo, ko) are in same plane. There are four distinct ways to choose
such sensor nodes, namely

(i1, J1, k2), (J1, @1, ka), (i1, Jo, k1), and (iz, ji1, k1)

2. Now we determine number of possible intermediate nodes between node (is, jo, ko) and
four possible choices of node (i, j, k),.

(a) Sensornode (is, j2, ko) and first two choices of node (i, j, k), i.e. (i1, j1, k2), and (ji, i1, k)
are in x3 = ko plane. So using two dimensional scheme, sensor node (is, jo, ko) can
establish a communication key with (i1, ji, k2), and (j1, i1, ko) using only one inter-
mediate sensor node. And there are eight such possible sensor nodes that can be used
as an intermediate node.

(b) Sensor node (i, jo, ko) and (i1, jo, k1) can communicate with each other using one
intermediate node. And there are three such possible intermediate nodes, namely

(ia, Ja, k1), (i1, Ja, ko), (jo2, i1, ko),

(c) Similar to previous case, sensor node (is, jo, ko) and (is, j1, k1) can communicate
with each other using one intermediate node. And there are three such possible inter-
mediate nodes.

So there are fourteen distinct possible paths by which sensor nodes (i1, j1, k1) and (i, jo, k2)
can establish communication key using two intermediate nodes. And there are four disjoint paths,
which do not share any sensor node with each others. If an adversary compromised nodes from
these four disjoint paths then sensor nodes can use more than two intermediate nodes to establish
the communication key.

4.2 Security Analysis and Performance Evaluation

In this section we will analysis the security performance of our model and compute memory cost
for each sensor node, node resilience, compromise attack, in the network and computation energy
cost.

4.2.1 Node Compromise Attack

Because of hostile nature of deployment area, Sensor nodes may have to face wide variety of
malicious attack. Also If an adversary gets physical access to sensor nodes then he/she may tamper
the node and may get the share information of that node. Using this share information he/she may
try to discover the secret communication key of other pair of sensor nodes. Here we will analysis
the effect of node compromise attack at plane level and network level, as analysis of row and
column level node compromise attack is similar to two dimensional case.

39



Node Compromise Attack in a Plane

Let we consider plane level node compromise attack in the network. A pair of sensor nodes in
plane x; = ¢ computes communication key from a (k + i).r-degree tri-variate polynomial.

{f(ciy Zo, T3, x4)}(ﬁ+i)

Where ¢; is the common credential between the pair of nodes.

Now to compromise the pairwise key without compromising all the nodes from x; = i, {i =
1,2, 3,---, u} plane adversary needs to compromise the shared polynomial { f(c;, 2o, 23, 24)}**+?
of degree (k + 4).t. It has been shown in [2] that a ¢-degree bi-variate polynomial is ¢-secure i.e.
coalition between less than (¢ + /) node holding shares of 7-degree bi-variate polynomial cannot
expose the polynomial. so adversary needs to compromise at-least ((k + i).t + 1) nodes in each
row j of the plane x; = 1,

And each row and column in plane x; = ¢, of the grid holds v nodes. So to ensure that pairwise
key between any pair of nodes from any row in the plane x; = i, is unsolvable by other (v - 2)
nodes from same row, degree of the polynomial must satisfy,

0<(v—2)<(k+1).t (4.11)
Now Suppose that in a plane level attack an adversary compromises all v? sensor nodes of "

v.(v+1)
2

plane. then adversary can construct 2.v.— equations. where total number of nodes in the

x1 = i, planeis v2. In order to expose the tri-variate symmetric polynomial { f(c;, 2o, 73, 24)}*+

).t + 3
of degree (k + ©).t, adversary needs to determine ((H * Z?)) * ) coefficients of the polynomial
{f(ci, wa, w3, 24) }"+9. So we choose k and ¢ such that
).t + 3
(v+1) < ((““; * ) 4.12)

Vi = 1,2,3,-,u,

Even if adversary gets the polynomial {f(ci, o, x3, 24)}**1) for first plane x; = 1, then
also to get the base polynomial share f(c;, xs, 3, x4), by the adversary . He/She must have to
find (k + 1) root of the polynomial {f(ci, o, o3, x4)}**V) , which is a hard problem in the

).t + 3
finite field F,, and v%.(v + 1) < ((“ Ti)t+

3 Vi > 1, so adversary cannot get the polynomial
{f(ci, 22, 23, 24) YD Vi > 1,

Network Level Node Compromise Attack

Now we will consider network level node compromise attack. We consider that an adversary may
compromise all the nodes of the sensor network. And total number of sensor nodes in the network
is

N = u2? (4.13)
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so, total number of equation 7, that an adversary can construct is,

T u.2’U2'<U +1) N Q.U.u.v(?)v —u+2)
2 2
= u.vz.(v+ 1+3v—u+2)
= wv?(4v —u+3) (4.14)

Using these equation adversary needs to construct u - tri-variate symmetric polynomial share
namely,

{f(ci> L2, I3, x4)}(k+i)7 Vi = 17 2. , U
. . . . L. (T3
The number of distinct coefficient of a t-degree tri-variate symmetric polynomial is 5 )

Therefore, to find these u -tri-variate symmetric polynomial share, adversary needs to find the

k 2)t+3
coefficient of these polynomials. So on an average adversary has to find u. (k+ Tu/ 3 i+ )

distinct coefficients.So we choose the values of &, ¢, u and v such that,

(k+1[ u/21 t+3> @.15)

wv(dv —u+3) < u. (
2

Vi = 1,2,3,-

4.2.2 Choice of parameters r, t, u, and v

In this protocol we have considered the parameters «, ¢, u, and v. where u and v are such that
u - v? = N. We will do analysis for possible values of these parameters.

Security requirement for the protocol and storage limitation imposes following restriction.

1. Sensor nodes associated to each row of the first plane #; = 1 of the grid are storing poly-
nomial share from a bi-variate polynomial of degree (x + 1).t. So from equation (4.11) we
have 0 < (v —2) < (k + 1).t

2. Sensor nodes corresponding to each row of the last plane x; = wu, of the grid are storing
polynomial share from a bi-variate polynomial of degree (k + u).t. So we need to choose u,
r and 7 such that (x + u).t should not be very large.

Using these restriction we will choose the values of u, v, x and ¢ such that they fulfil the
security and storage requirements.

1. Secrecy of the bi-variate polynomial {f(ci, ¢;, 3, 24)}*"*Y requires that, 0 < (v — 2) <
(k + 1).t, so, we will choose  and ¢ such that

(k+1)

(k+Dt >v = t>] | ~ [%1 (4.16)
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/N IN
2. if we choose u.v? = a.q/— o where o (4 < /a < 8) is a small integer. Then

N
u=ao, v=[4/— 1 also consider k = | \/ ] so that

t =

|
S
1

@

2=

= « (4.17)
By choosing the parameters as described above, we have
(a) Security of the bi-variate polynomial { f(cy, ¢;, z3, £4)}* ) is ensured by,
(k+1)t > v
(b) Maximum storage requirement is bounded above as,

(k+u)t = (k+a).

= (\/7 1+ a)a < \/g—i-l—i—a).a
= (\/7—#04—1-04) (4.18)

= (v+a+a?),

where « is a small positive integer. This equation (4.18) shows that maximum storage
requirement for a sensor node is of order O(V' N).

4.2.3 Memory Cost

Each sensor node in the i** plane of the grid is storing the partial information of the tri-variate
symmetric polynomial {f(c;, x2, x3, 24)}*™. In other words, each node (i, j, k) stores the uni-
variate symmetric polynomial {f(c;, ¢;, ¢y, 74)}"**9). And degree of this polynomial is (k + i).t,
so each node is storing ((k + ).t + 1) coefficient of the polynomial.

Since the coefficients of the share polynomials are from the finite field /7. Therefore, each
coefficient needs log, ¢ bits of storage. And each node is storing ((k + 7).t + 1) coefficients of the
polynomial share, So storage requirement for polynomial share is ((k + 7).t + 1). log, g per node.

Since sensor nodes are capable of determining the ID’s of those sensor nodes to which they can

establish a direct communication key. Therefore, we do not need to store the ID’s of these sensor
nodes. Also it is possible to determine the IDs of intermediate nodes for indirect key establishment.
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4.2.4 Computation Overhead for Sensors

Our scheme is based on symmetric key cryptography. Here a #-degree tri-variate symmetric poly-
nomial is used to distribute a polynomial share. Each sensor nodes associated with ' plane of the
grid can calculate the communication key using ((k+i).t)-degree uni-variate polynomial, which is
derived from the share of the global polynomial. To calculate the communication key each sen-
sor node needs to compute (2.(k+i).t - 1) modular multiplication over F;,. Where ((k+i).t - 1) for
2%, T3, -, T((ktiye) and (k+i).0) for by.x, bo.x?, b3.a®, -+ | bgeps).)-2* )Y and then again on
an average (k + «).a modular exponentiation.
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