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Abstract

Reputation systems play a very crucial role in establishing trust on line, especially
in e-commerce settings. In a reputation system user provides the feedback in the
form of ratings and reviews to other users. Feedback for a user is accumulated, which
becomes the reputation of the user. By using the reputation, a user knows about the
reliability of another user. In this work, we present an efficient scheme for anonymous
reputation system where every user is able to rate a product only once otherwise any-
one can detect the user who deviates from this property. Our scheme is based on
group signature scheme so a user stay anonymous while rating the product as long as
he rates only once. In this work, we present complexity analysis for our scheme and
compare our scheme with other schemes as well.

Keywords: Reputation system, anonymity, exculpability, traceability, linkability,
group signature.
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Chapter 1

Introduction

1.1 Backgrounds

Reputation systems are a major feature of every modern e-commerce website, helping
buyers to carefully choose their service providers and products. Nowadays reputation
systems are an increasingly popular tool to give providers and customers valuable
information about the previous transactions. Examples of reputation systems include
the systems used on eBay, Amazon or Shopzilla etc. These examples are based on
the centralized reputation system, which implies that their security relies on the
assumption that the underlying server is honest and secure. Some online services like
Yelp and Stack Overflow employ reputation systems to evaluate information quality.
For example in Yepl, users post their messages and give feedback on other users’ post
so a user reputation is decreased or increased based on the feedback.

A reputation system should allow the users to rate products that they purchased
previously. However, this rating affects the aggregate reputation of a provider. This
long-term linkage between a user and rating quickly de-anonymize users to hide their
true identities [32, 33, 34, 35]. For example, Minkus et al. [34] revealed eBay users
sensitive purchase histories by analyzing only pseudonyms transactions and feedback.
Since online users privacy has become a major concern, there is a need for an anony-
mous reputation system which hides the identity of the rater.

The design of an anonymous reputation system where the ratings are trustworthy,
reliable, and honest should also guarantee that customers rate products only once.
As long as they do so, they stay anonymous otherwise everybody should be able to
detect them deviating from the rate-products-only-once policy and the anonymity of
such dishonest users can be revoked by a system manager. To further increase trust
in the system, everyone even outsiders should be able to verify the validity of ratings.
In a reputation system, a user should be able to check reputation of any candidate to
know how much evaluations the candidate has obtained in the history of interactions.
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1.2 Owur Work

We present a scheme similar to “traditional” online marketplaces as these are the
centralized services. Our scheme has two entities: users and a group manager. A user
can be either a buyer or a seller. The target application of our reputation system will
be e-commerce: where a buyer buys the goods and rates them therefore a buyer is
called as rater and seller who receive theses ratings called as ratee. In our scheme,
there is no direct interaction between buyer and seller. Buyer and seller interacts
with each other through group manager.

Assumptions:
1. Group manager is an honest entity.
2. Every interaction between a user and GM takes place via secure channel.

We have designed a reputation system in which there can be many sellers who sell
the items of same or different item ids. First a buyer and seller has to be registered
with GM to take the advantage of scheme. Registration process gives a certificate
to the seller. Certificate contains the seller’s current reputation and current number
of ratings. Then a buyer who wish to buy an item of some item id can look for the
sellers’ reputation who sell the item of given item id. Then our scheme makes it easier
for a buyer to choose his products carefully. Then buyer asks to GM for the signing
key corresponding to the item requested by the buyer. GM provides the signing key
to buyer after verifying whether the buyer is the new user asking for the signing key
or he already possess the signing key for the corresponding item.

After buying the item, buyer gives rating and signature on this rating along with
seller id to GM. GM verifies the signature for the rating and then asks for the seller
whose id is given by the buyer. Then seller gives his certificate to GM. Then GM
updates the seller’s reputation and number of rating and then gives it to the seller.
The security of our scheme is based on Decision Linear Assumption and the q-SDH
Assumption in bilinear groups.

1.3 Owur Contribution:

We designed an efficient anonymous reputation system which provides anonymity,
public linkability, traceability and strong-exculpability. Anonymity means that signa-
ture of honest users are indistinguishable. Traceability means that any valid signature
can be traced back to its user. Strong-exculpability means that nobody can produce
signatures on behalf of any other honest user. Public linkability means that anyone
can tell whether two signatures for the same message is created by the same user or
not. computational complexity is less than the computational complexity of existing
schemes and our scheme gives a more realistic view of online marketplaces than the
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existing schemes. We provide a complexity analysis for each algorithm to demonstrate
the efficiency of our scheme and compare our scheme with existing schemes.

1.4 Thesis Outline

This thesis is organized as follows. We define some of the essential preliminaries
in Chapter 2. In Chapter 3, we review some of the existing works in the field of
anonymous reputation system. Chapter 4 outlines all the details of our proposed
scheme which reduces the cost when a user signs for items more than once and reduces
the cost if a user signs for some item which has already been signed by other user
previously. In Chapter 5, we provide the complexity analysis for our model. Chapter 6
compares our scheme with the existing schemes. In Chapter 7, we define the security
notions and security for our reputation system. Finally, in Chapter 8, we conclude
the thesis and also mention our future goals with respect to our scheme.






Chapter 2

Preliminaries

This chapter introduces some basic concepts and preliminaries used in our anonymous
reputation system. So below are the main building blocks for our reputation system.

2.1 Bilinear Maps

We follow the notations of [26] to review the bilinear maps:

Gy and Gy be two multiplicative groups of prime order p,
e ¢ is an isomorphism from G, to Gy,
e g1 be a generator of G; and gy be a generator of Go, with g; = 1(g2), and

e cis amap e: Gy X Gy — Gy which has following properties:
Bilinearity: Yu € G1,v € Gy and a,b € Z, : e(u®,v®) = e(u,v)™;
Non-degeneracy: e(g1,92) # lgr-

We say the group (Gy, Gs) are bilinear groups iff the group operations in G; and Gy,
the isomorphism v and the bilinear map e are efficiently computable.

2.2 Computational Assumptions

This section includes the computational assumptions which are used to prove the
security of our reputation system. Below are the assumptions which are used:

Definition 2.1 Deciston Linear Problem - D-Linearl:

Let G be a cyclic group of prime order p. Given arbitrary generators u,v,w € G and

u®, 0%, wr € G where o, B & Z,, the Decision Linear Problem is to decide whether
v=a+p.

13
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Definition 2.2 g-strong Diffie-Hellman Problem - q-SDH:

Let Gy, Gy be two multiplicative groups of prime order p (where possibly Gy, = G3), let
¥ be an efficiently computable isomorphism from Gy to Gy, let go € Go be an arbitrary

generator and let gy = 1(g2). Given a (q+ 2)-tuple (gl,gg,g;,gy?)), ........ L5 the
1

T+

q-Strong Diffie-Hellman Problem is to output a pair | g,z |, where x € Z,.

2.3 Group Signature

A group signature scheme is a method for allowing a member of a group to anony-
mously sign a message on behalf of the group. For example, a group signature scheme
could be used by an employee of a large company where it is sufficient for a verifier
to know a message was signed by an employee, but not which particular employee
signed it. Essential to a group signature scheme is a group manager, who is in charge
of adding group members and has the ability to reveal the original signer in the event
of disputes. A group signature scheme has following basic requirements.

e Anonymity: Given a message and its signature, the identity of the individual
signer cannot be determined without the group manager’s secret key.

e Traceability: Given any valid signature, the group manager should be able to
trace which user issued the signature.

e Unlinkability: Given two messages and their signatures, we can not tell if the
signatures were from the same signer or not.

e Coalition resistance: A colluding subset of group members cannot generate
a valid signature that the group manager cannot link to one of the colluding
group members.

2.3.1 Definition:

A group signature scheme is specified by four randomized algorithms : KeyGen, Sign,
Verify, Open:

KeyGen: This algorithm runs by group manager and takes a parameter n as input
where n is the number of group members. It returns the group public key gpk, private
key of group manager gmsk and private key of each group member gsk[i| where i
from {1,2,...... ,n}.

Sign: This algorithm runs by group member. Given a group public key gpk, a group
member private key gsk[i| and a message M € {0,1}*, Sign algorithm outputs a
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signature o for message M.

Verify: This algorithm runs by anyone in the group even by outsider also. It takes
group public key gpk, message M and signature ¢ and outputs 1 if ¢ is a valid sig-
nature, otherwise outputs 0.

Open: This algorithm runs by group manager for tracing a signature to the signer.
It takes as input group public key gpk, group manager private key gmsk, message M
and signature ¢ and outputs the identity ¢ of the user who created the signature o
for message M.

For the detailed construction of group signature refer [2].






Chapter 3
Related Work

In this chapter, we review some of the related work done in the field of anonymous rep-
utation system. Reputation Systems are always a popular research topic in economics
and computer science, see for example [4, 27, 28, 38, 39]. Many privacy-preserving
reputation systems have already been proposed in the literature. In the domain of
reputation system many centralized and decentralized schemes have been proposed.
In the centralized scheme, a system manager serves as a central authority or trusted
third party which controls over most of the operations while in decentralized setting
there is no trusted third party. Our scheme is a centralized scheme. So first we
present some of the centralized schemes and then we show some of the decentralized
schemes.

3.1 Centralized Schemes

Scheme [7] defines the models for secure and anonymous reputation systems and
gives a first construction of such a system based on dynamic group signature scheme
by Bellare, Shi and Zhang [11]. The construction provides anonymity, traceability,
strong-exculpability, verifier-local revocation, and public linkability. In this scheme
there are three entities : users (buyers), group manager and key issuer (provider)
and all of them interacts with each other. A user first register himself to group
manager and then if he wants to buy any item then he interacts with the key issuer
for obtaining the signing key for corresponding item. This signing key is used for
generating the signature on the rating given by the user for that item. However, in
our scheme key issuer and item provider are not the same party. The task of key
issuance is performed by group manager and a buyer and provider interacts through
GM in our scheme.

The work presented in scheme [8] proposes an anonymous reputation system
where the reputation of sellers are secret for even the reputation manager (RM). In
this model both buyers and sellers use some anonymous authentication scheme such
as anonymous credential scheme and the anonymous buyer submits his rating for the

17
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seller to the RM. Here seller anonymity is provided by the use of zero knowledge
proof and the certificate given by the reputation manager to the seller. This scheme
also provides the reputation unforgeability by the use of AHO signature [19, 20|, BB
signature [21] and accumulators [36]. In this scheme, the accumulated reputation of
the users are revealed via the range proof as adopted in [17] so anyone including RM
can not grasp the average of ratings.

An anonymous reputation system based on voting was also proposed in the work
of [22]. In this model, a rater votes on an item of any ratee and a ratee can anony-
mously and unlinkably produce the signature of the reputation including the votes on
his item. This protocol is very interesting and secure, we can only regret the mono-
tonic aspect of the feedback that allows an attacker to take advantage of his old good
reputation without being affected by any new dissatisfaction that his recent activity
might cause. There are some centralized schemes which are instances of pseudonym
based schemes. This type of work is presented in the schemes of [17] and [23].

3.2 Decentralized Schemes

Many related works are presented for the decentralized model of reputation system.
The works of Anceaume et al.[24] and LajoieMazenc et al. [25] are more decentralized,
the first one prevents Sybil attacks by charging a fee, and in the second one, accredited
signers are required to make resource heavy calculations for each rating of each service
provider.

In scheme [10] a reputation system is presented which is decentralized yet sceure
and efficient. Their protocol is based on Merkle trees [30], blind signatures [31] and
non-interactive zero-knowledge proofs. In this scheme there are three types of node:
Service Providers (SPs),Clients and Trackers which perform the operations like
reputation retrieval, transaction, sending feedback and feedback aggregation. Here
the users are able to retrieve the reputation score of a service provider directly from
it in a constant time, with assurance regarding the information obtained. In this
process, first client obtains the reputation value of a SP from the SP itself, and
verifies the trackers signature and then the transaction happens between client and
SP and client gets the a blind signature from the SP while paying for his purchase.
Then client generates a feedback which also contains a commitment and send it to
the SP who includes it into his next block. Then trackers sign the header of the
next block, containing the current aggregated reputation value, so that the SPs can
distribute it directly to the peers without any trust requirement between peers and
SPs.

Some related works which uses blockchain [37] to attain similar objectives are
also presented. Scheme [9] and [29] are also decentralized and uses blockchain.
Scheme [9] presents a decentralized anonymous marketplace “Beaver” which preserves
the anonymity of its customer and resistant against Sybil attacks on seller reputation.
It provides every user the same global view of reputation of other users through public
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ledger based consensus. Beaver builds on an anonymous payment system, consensus
protocol(e.g., Bitcoin “blockchain”) and various cryptographic primitives as linkable
ring signature etc. to provide a globally consistent view of the network to all of its
users As blockchain contains transactions in its blocks so Beaver uses a set of transac-
tions like payment, review transaction etc. It also includes fees for some transactions
which is used for incentivizing the miner for mining the block. This design provides
payment-review unlinkability and review exculpability.

A practical anonymous reputation system AnonRep [18] is also presented offering
the benefits of reputation without enabling long-term tracking. In this system there
are a smaller set of servers and a large set of client nodes each of them connected to
one of the third party servers. AnonRep users anonymously post messages, which they
can verifiably tag with their reputation scores without leaking sensitive information.
AnonRep reliably tallies other users feedback (e.g., likes or votes) without revealing
the users identity or exact score to anyone, while maintaining security against score
tampering or duplicate feedback. AnonRep operates in a series of message-and- feed-
back rounds. In each round clients post their messages anonymously by using their
one-time pseudonym. Then each client may then provide feedback (e.g., votes) on
other clients posted messages. Then in each round servers tally the feedback received
for each one-time pseudonym and update the reputation score.






Chapter 4

Proposed Scheme

4.1 Introduction

In this chapter, we present a new scheme for anonymous reputation system. Partic-
ipants of our system are user and group manager (GM). The users are sellers and
buyers. In this reputation system, there is no direct interaction between buyer and
seller. Every interaction between buyer and seller will be through reputation man-
ager. The idea behind our reputation system is every seller has some rating and
number of ratings associated with him, a user who wants to buy some product first
checks the rating of the sellers and based on the rating he will buy the product from
one of the sellers then the buyer gives the rating to that seller. For accomplishing this
task we have designed a set of protocols. We use the terms rating and message syn-
onymously. We give a brief description of the algorithms used in our scheme in terms
of their input/output specifications. We use the same notation for the authorities,
algorithms and security properties used in [7]. First we define all the tables used in
the algorithm which makes easier to understand the algorithms. Finally, we present
the detailed construction of the algorithms in our scheme and conclude this chapter.

4.2 List of Tables

In this section we define all the tables used in our construction. The descriptions are
as follows:

Reg: This is a registration table which stores the user id ¢ and corresponding public
key upkl[i] for each registered user. Thus each row in this table corresponds to a
tuple (i, upk[i]). When a user registers himself then GM makes an entry in this table.
So this table is maintained by GM and accessible to only registered users. A user
can only retrieve the values from Reg table but can not change any entry in this table.

21



22 4. Proposed Scheme

ItemList: This is an item registration table which stores item id item/d and corre-
sponding item-based public key ipk[itemId]. Whenever a seller registers a new item,
an entry is made to this table. This table is also maintained by GM and like Reg
table a user can only retrieve the values from this table but can not alter any entry
in this table.

SL;iemiqa : This is a seller list which stores the identities of the sellers who sell the
item corresponding to itemlId. Thus for each itemlId a table is maintained so When
a seller s registers any item corresponding to item/ld; then an entry is made to the
table S Litemrd, -

IL;erpq : This is an identification list which stores signing key for the specified
itemld and for the registered user . When a user buys some item then GM gives
a signing key which is used for giving the rating for that item. Thus for each
itemld say itemld; there can be many users who buy that item so if there are n
users iy, g, ....., i, who buy that item then entries in the table IL;,7q4, Will be like
(upkli], gskliy, itemIdy]), (upklis], gsklia, itemId,]), ........ , (upklin], gsklin, itemlId;)).
Thus GM maintains each table corresponding to each itemlId. These tables are pri-
vate to GM so no user can access these tables.

Rep: This is a reputation table which is maintained by GM and consists of seller id ¢
and corresponding current reputation as current rating repli] and current number of
ratings numli]. So an entry in this table is of the form (i, rep[i], num|i]). This table
is maintained by GM in which an entry corresponding to a seller ¢ is updated when
update algorithm runs by the seller. This table is not accessible to any user. This
table is used to show the seller ratings to a user when a natural join is performed
with itemList table by GM.

Awzx: This is a hash table where key is hash of itemId and the corresponding value
is a set of four bilinear pairing values. This hash table is privately maintained by GM
so the entries to this hash table is made only by GM. Any user or outsider can ask for
the value corresponding to a key (hash of some itemId) and then GM provides the
value for the given key. An entry to this hash table is made when a user j runs the
sign algorithm for giving the rating then first GM checks whether the user possess
the valid signing key gsk[j, itemId] for the itemId, if so then GM checks whether an
entry has already been made or not for the corresponding itemld in Aux table. So
GM checks the value corresponding to hash of itemlId as key. If there is some entry
then GM gives the value to user 5 and if there is no entry then user j computes all
the bilinear pairing values and gives it to GM then GM stores these values as a set in
the value field corresponding to the hash of itemId. Here GM asks for the possession
of valid signing key so that no one other than the valid user can make entry to Aux.



4.3. Algorithms 23

4.3 Algorithms

A reputation system can be defined as a tuple RS = (KeyGen, Register, View, Join,
Issue, Sign, Verify, Open, Link, Update) of polynomial-time algorithms. In the fol-
lowing algorithms St and M represents state and message (parameters) used in the
algorithm for corresponding entity. These algorithms are described as follows:

KeyGengy(A): This algorithm is run by group manager only once in the setup
phase and output of the algorithm is public key gmpk and secret key gmsk. The
secret gmsk contains elements which allow tracing of the group members. Here A is
a security parameter.

KeyGeng(2): This algorithm is run by group manager to provide user’s public key
and secret key pair (upkli], usk[i]). Input for the algorithm is userid 1.

KeyGen(i, itemlId): Input of this algorithm is itemId giene by the seller i to GM.
Then GM runs this algorithm to create item-based public key and secret key pair
(ipklitemId), isk[itemId]). The tuple (itemId,ipk|itemId)) is added to the ItemList
table, if already not there. Seller id ¢ is added to the S L;semrq table.

Registergy i (Stam, Mam), Registerg (Stg, Mp): This is an interactive protocol
run by GM and buyer who wants to become a group member. Buyer gives his id ¢
to GM then GM checks the entry in Reg table corresponding to id i. If there is an
entry then abort, otherwise GM runs KeyGeny () and add the tuple (i, upk[i]) to
the registration table Reg. After successful registration, buyer generates some user
specific secret parameters uspli|.

Registerqy i (Stam, Mam), Registerg(Sts, Mg): This is an interactive protocol
run by GM and seller. Seller gives his id i to GM then GM checks the entry in
Reg table corresponding to id ¢. If there is an entry then abort, otherwise GM runs
KeyGeny(¢) and add the tuple (i, upk[i]) to the registration table Reg. After suc-
cessful registration, GM gives a certificate to seller which includes initial reputation
and number of ratings.

View(itemlId): If a user wants to view the reputation of the sellers corresponding to
the itemId then user gives itemId to GM. Then GM performs natural join between
Rep and S Ljemq tables and gives the list of reputations for the sellers corresponding
to the given itemlId.

Join(Sty, My): This algorithm is run by buyer asking for the corresponding sign-
ing key for a given itemlId. User gives his public key upk[i], userid i and the item id
itemlId for which he wants the corresponding signing key:.
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Issue(Stam, Mam): GM runs this algorithm only if Join algorithm has already
been run. if Issue accepts, GM sends a personal signing key for the given item/Id as
gskli,itemlId] to the user and saves the tuple (upk[i], gsk[i,itemId]) in the identifi-
cation list I L;jemrq for the specified itemld.

Sign(itemlId, gmpk, ipk[itemlId], gsk[i,itemId], usk[i], usp[i], M, j): This
randomized algorithm is run by a buyer to create a signature for the specified itemId.
Given an item identifier as item/Id, the group manager’s public key gmpk, an item-
based public key ipk[itemId], the signing key for the given itemId of buyer i gsk|i,
itemld], the secret key of buyer i uskl[i], and a message M, Sign computes and out-
puts a signature ¢ on M under the given keys. Then buyer sends (M, o, j) to GM.

Verify (itemlId, gmpk, ipk[itemlId], M, o): This deterministic algorithm can be
run by any user, even by an outsider, having access to the public ItemList, the group
manager’s public key gmpk, a message M and a candidate signature o for M, to check
whether ¢ is a valid signature of M or not.

Open(gmpk, gmsk, M, o): This deterministic algorithm is run by the group man-
ager to open signatures. Given the group manager’s public key gmpk, the group
manager’s secret key gmsk, a message M and a signature o, output the identity of
the signer or failure.

Link(itemlId, gmpk, ipk[itemId], (M, ¢'), (M', ¢")): This deterministic al-
gorithm can be run by any user, even by an outsider, having access to the public
ItemList, the group manager’s public key gmpk and two message-signature pairs
(M',0"), (M",0"). This algorithm checks whether these two message-signature pairs
are publicly linkable or not.

Update(M, o, j): This is an interactive protocol runs between GM and seller to
accumulate the rating. GM first verifies the signature o for the given rating M and
for his provided itemlId. If he verifies then he asks for the certificate from the seller
7 and then accumulate the rating M with his previous accumulated rating and also
updates the current number of ratings in the updated certificate. Then GM gives the
updated certificate to seller and updates the entry in Rep table.

Figure 4.1 illustrates the interaction of the described parties and the algorithms in-
volved.
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i |
i 1.KeyGen :
| Open |
i Group Manager i
| 2 Register 2.Register |
| 3 View 5.1ssue 9.Update |
! 4. Join !
6.5ign
| [ Buyer } { Seller ] !
7 Verify
i 8.Link i

Figure 4.1: Interaction of the parties within our reputation system

4.4 Construction

In our reputation system, the seller publishes item for which the signature is created
by the buyer. Every user can create a single signature for every itemld without los-
ing anonymity. We assume the communication between users and the group manager
takes place via secure channels.

In the following definitions we consider bilinear groups G; and G, and two hash func-
tions modeled as random oracles: H : {0,1}"— Z, and H; : {0,1}"'— Ga.

KeyGengy(M):
The group manager’s key generation algorithm proceeds as follows:
1 1
1. Select w & Gi, &,&% & Z, and compute u := w& ,v = w. The values

(u,v,w) are the public key of the linear encryption, the values (&;,&;) are the
corresponding secret key.

9. Select d & Gy, ¢ & Z,, and compute d := w(cZ), h := d° as the basis for public
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linkability and revocation.

3. Set gmpk := (u,v,w,h,d, CZ) and gmsk = (£1,&2,() as the group manager’s
public and secret keys.

KeyGeny (2):
For user’s key generation, following steps occur:

1. User(buyer /seller) provides its id i to GM.

2. GM selects y; & Ly, set upk[i] := h¥ and uskl[i] := y; as the user’s public and
secret keys and gives it to the user.

KeyGen(i, itemlId):

In this algorithm seller provides its own id 7, item id itemid to GM and GM proceeds
as follows:

1. GM first checks whether item corresponding to this itemId has already been
registered from ItemList table. If yes, then GM retrieves corresponding item-
based public key and makes an entry in the SLjm,;q table for the seller i,
otherwise

2. GM select 92, item g GQ and set 91,item ‘= ¢(92,item)'

3. GM select Yitem & Zo, and set Witer, 1= g2 item ™.

4. GM adds the item id itemId and item-based public key ipk[itemId] := (g1 item.
92.items Witem ), to the ItemList and set isk[itemId] := 7jem as the item-based
secret key and adds i to the SLjiemra
Here item in the suffix of the keys represents the corresponding itemld.

Registergy (Stam, Mam), Registerg(Stg, Mg):
The interactive registration protocol between buyer and GM proceeds as follows:

1. The buyer sends his identity ¢ to the group manager.

2. The group manager checks if there already exists an entry Regl[i] in the regis-
tration table. If so, he declares failure and exit. Otherwise, the group manager
runs KeyGeny (i) algorithm to obtain the tuple (upk[i], uskl[i]), sets Regli] :=
(2, upkli]) and sends (upkl[i], usk[i]) and a certificate for upk[i] to the user i.
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3. After successful registration buyer chooses «, 3 & Z,, and computes T :=
u®, Ty := vﬁ, T} = w*tP and saves these parameters as user secret parameters
USP[Z] = (a7ﬁ7T17T27Té)'

Registergy(Staem, Mam), Registerg(Sts, Mg):

The interactive registration protocol between seller and GM proceeds as follows:
1. The seller sends his identity ¢ to the group manager.

2. The group manager checks if there already exists an entry Regl[i] in the regis-
tration table. If so, he declares failure and exit. Otherwise, the group manager
runs KeyGeny (i) algorithm to obtain the tuple (upk[i],usk[i]), sets Reg[i] :=
(i, upkli]) and sends (upkl[i], usk[i]) and a certificate for upk[i] to the user i.

3. After successful registration seller ask for an initial certificate cert, from GM
which includes initial reputation of seller as repy[i] = 0 and number of ratings
as numg[i] = 0.

View(itemlId):

Whenever a user wants to buy any item then first he checks the ratings of the sellers
who sell the items corresponding to itemlId. So user gives itemld to GM and then
GM returns the seller list and their reputations by using SL;emrise and Rep tables.
Now buyer selects a seller based on the reputation scores provided by GM.

Join(StU, MU):

The Join protocol proceeds as follows:

The buyer i looks up the public key corresponding to the used itemlId ipk[itemId] :=
(91.items 92,items Witem) in the ItemList and sends (¢, upk[i], itemId) and the certificate
for upkl[i] to the group manager.

Issue(StGM, MGM) .

After the join protocol, GM runs issue protocol as follows:

1. GM first checks whether any seller j sells item corresponding to itemlId from
S Litemrq table. If yes then proceed to next step, else result failure.

2. GM verifies the certificate for upk[i] and checks that buyer i is not in the posses-
sion of a signing key for the given itemld, i.e. there exists no entry (upk][il,...)
in I Lyemrqg. If the certificate is invalid or there already is a signing key in the
list, then GM declares failure and exits. Otherwise proceed to next step.
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$ . % .
3. GM selects @ jtem ¢ Zp, computes A;item = (g1 item-upk[i]) “iitem ™item - gives

gskliyitemId] := (Aiitem, Tiitem) t0 the user i as his signing key for the specified
itemlId, and saves (upkl[i], gsk[i,itemId]) in the identification list IL;eprq for
this itemid.

Sign(itemlId, gmpk, ipk[itemlId], gsk[i,itemlId], usk[i], usp[i], M, j):

The group signing algorithm proceeds as follows and run by the user(buyer):

2. Choose & Z, and compute T3 := A, jye,. T3, Ty = d", T5 = Y(f)

1. Obtain the value f € Gy by f = H,(itemld).

Pty
and

the helper values 0; 1= .2 jten, and 02 := B.2; item-

$
. Choosery,rg, 75,7y, Ty Ts,, 75, < ZLyp and compute

Rl =u'e
Ry :=v"8

For the computation of R3, buyer asks to GM for the value corresponding to
the itemlId in Aux table. Then GM computes the hash of the itemlId and for
that hash key it looks for the corresponding value in Aux table. If there is
some value then GM returns the value to the buyer. The value consists of a
set of four values e(w, Witem), e(w, g2.item ), €(h, g2,item) and e(g1, g2,item). If GM
finds no entry then GM checks whether the buyer possesses the valid item-
based signing key, if so, GM asks to the buyer to compute all these four bilinear
pairing values and sent it to him. Then GM stores these value in Aux. Now
the computation of R3 happens as defined below just by putting these values.

—Ty

RS = €(T37 g?,item)mc .6('LU, I/Vitem)irairl3 .€(’LU, g?,item)irél 2 'e(h7 g?,item)
Ry : =T\ u"
R5 = TQTI.Uir‘SQ

Rg = d

A\TrtTy

Ry = ¥(f)

4. Compute a challenge value c using H:

C = H(M7 'lt@m[d, T17 T27 T37 T47 T57 R17 R27 R37 R47 R57 R67 R7)
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5. Compute
So i =To + C.(x Sg:=7Tg+ c.p Sz =Ty + C.Zjitem Sy 1= Ty + CY;
Sy =1, +cp S5, = Ts + c.01 S5y 1= Tsy T c.09.

6. Output the signature o := (itemId, 11, T, T3, Ty, T5, ¢, Sa, S8, Szs Sys S S615 S55)-

7. Signer gives (M, 0,7) to GM where j is the seller id which sells the item corre-
sponding to itemld.

Verify (itemlId, gmpk, ipk[itemld], M, o):

The signature verification algorithm proceeds as follows:
1. Obtain the value f € Gy by f := H,(itemld).

2. The verifier computes
Ry i=u>T,"¢
Ry (=015

For the computation of Rj verifier fetches the value from the Aux table for
the corresponding item/d and then computes the value of R3 in the following
manner. If there is no value for the corresponding itemId then the signature is
invalid.

Ra = e(T37 gQ,item)sm 'e(w7 VVitem)_sa_SB .6(11), g2,item>_86l e 'e(ha gQ,item)_sy
3 - P —
(T, Witem)"-€(91, g2,item)

-~

4

G(Tg, g?,itemsz ~I/Vitem_c) .e(w, Witem)isaisﬁ ~€(wa g?,item)isél oo .G(h, g2,item)7sy -6(917 gZ,item)c

R4 = Tlsz.'u,is‘sl
Ry = T5° 075
RG = ds“.T4_c

Rr = ()" 1y



30 4. Proposed Scheme

3. Check the challenge c is correct:
c ; H(M7 Ztemlda T17 T27 T37 T47 T57 R17 R27 R37 R47 R57 Rﬁa R?)
If this holds then output 1, otherwise 0.

Link(itemlId, gmpk, ipkf[itemId], (M, ¢'), (M, ¢")):

The public linking algorithm proceeds as follows:

1. First check that o/, 0" are valid signatures for the messages M', M" respectively.
If not, output 0.

2. Obtain the value f € G, by f := H,(itemld).

~

3. Output 1, if e(%,c]) < e(%, f) holds and 0 otherwise.

Open(gmpk, gmsk, M, o):

The opening algorithm proceeds as follows:

1. GM checks that o is a valid signature of knowledge for message M. If not,
output failure.

2. GM computes A; jiem = T3.T 75T, 7% using the group manager’s secret key.
3. The group manager looks up the user index ¢ from the identification list I L;ernrq.
4. If there is an entry for A; jiem in I Ljjem1q then return ¢, otherwise return failure.

Update(M, o, j):

This algorithm works as follows:

1. GM first verifies o for the message M. If he verifies correctly then:

2. GM asks for the certificate from seller j which consists of j’s current reputation
and current number of ratings.

3. Seller j provides his certificate to GM. GM performs the following operation:
replj] .= replj] + M
numlj] := num[j] + 1

Where right hand side rep[j] and num/[j] are the current reputation and current
number of ratings of seller j in his certificate and left hand side rep[j] and num|j]
are the updated values in the updated certificate. Then GM gives the updated
certificate to seller j.

4. GM updates the entry corresponding to seller 7 in Rep table.



Chapter 5

Complexity Analysis

In this chapter we present the computational complexity of each algorithm of our
model. We will calculate the computations required by the users (buyer, seller)
and GM. First we will define all the notations used in different operations listed

in Table 5.1.

Notations Meaning

Ei/Es/Er Time required for an exponentiation in the group G;/Gs/Gr

M, /My /Mr Time required for a multiplication in the group G1/Gy/Gr

Sz, Time required for an addition/subtraction in Z,

Mgz, Time required for a multiplication in Z,

Ty Time required for group isomorphism

Ty/Th, Time required to hash using H/H,

P Time required for one pairing operation

T reg/ T rep Time required for one table lookup from Reg/Rep tables

Tirist/Trr Time required for one table lookup from ItemList/I Liemia

Tsr, Time required for one table lookup from SL;iemrqa

T A Time required to access a value from Aux table

J(z,y) Time required for natural join between two tables where x
and y are the number of entries in first and second table

| M| Size of message M

|G1|/|Gs|/|Gr| Size of group G1/Gy/Gr

TC(A) Computational Complexity for algorithm A

Table 5.1: Notations used for complexity analysis
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Remark 1 In the above notations Treg, Trep, Tirist; Tz depends on the number of
entries in the table. Thus these costs are not the same at each time. T 4., tncludes
the cost of sending the itemlId and the computation of hash of itemlId to generate the
key and T o < P as Aux is a hash table.

KeyGen: There are three algorithms for KeyGen. The analysis for these three al-
gorithms is as follows:

1. KeyGen algorithm for group manager runs only once and as the complexity of an
algorithm depends on the number of operations performed so now we encounter all
the operations occurred in this KeyGen algorithm.

e There are three exponentiation operations performed in the group G; so total
cost for exponentiation is 3E;.

e There is one isomorphism operation to generate some parameter in public key
which cost T.

o TC(KeyGengy ) = 3E; + Ty.
2. KeyGen algorithm for a user includes only one exponentiation operation in Gy so
TC( KeyGeny ) = E;.
3. KeyGen algorithm for each item includes the following operations:

e One exponentiation operation in Go, one group isomorphism and two table
lookups.

o So TC( KeyGeny g ) = Tirist + Tsr + Eo + Ty

Registration: For the complexity analysis of Registration algorithm, first we analyse
all the operation and then compute the total cost.

e GM performs one table lookup from Reg table.

e In registration process GM also runs KeyGeny(7) if user i is not registered yet.
So registration process also includes the cost of key generation which is equal
to E; as described above.

e TC( Registration ):
= total cost for Reg table lookup + total cost for KeyGen
= TReg + El
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View: This algorithm performs a join operation between SL;emrq and Rep tables.
As the cost of join operation depends on number of records in table SL;inmrq and
Rep. Thus if there are m and n number of records in SL;iemq and Rep table at a
given time then:

TC( View ) = J(m,n).

Join: In join algorithm user looks up the public key in the Itemlist for some itemId.
Thus TC( Join) = TiList-

Issue: There are many operations in Issue algorithm so first we analyse cost of all
the operations and then compute the total cost for this algorithm. The operations
used in this algorithm are as follows:

e This algorithm requires two table lookups, one from SL;;e.,;q and another from
ILitem]d‘

e Three mathematical operations are involved for the computation of signing key
for the given item id itemlId and for user ¢. These three operations are one
multiplication in G4, one addition in Z, and one exponentiation in G; so total
cost for these operation = My + Sz, + E;.

e TC(Issue):
= total cost for table lookup + total cost for signing key generation
= Tsy + Trp +M; + Sz, + E,

Sign: Sign algorithm performs various operations so first we encounter all the num-
ber of different operations and then conclude the computational complexity of this
algorithm. So Table 5.2 below is the description of all operations occurred in this
algorithm.

Operation Total Complexity
Hash Evaluation Ty + Ty,
Addition/Subtraction  16Sz,

Multiplication 10Mz, + 2M; + 3Mr
Exponentiation 10E, + 4Er
[somorphism 2T,

Table 5.2: Complexity analysis for sign algorithm

Based on the number of operations involved in the complexity computation, complex-
ity of sign algorithm can be categorised into two cases.
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Case 1. When Sign algorithm computes five bilinear pairing values.
TC(Sign ) :
=Ty + Ty, +16Sz, + 10Mgz, + 2M; + 3My + 10E, + 4E7 + 2Ty, + 5P

Case 2. When Sign algorithm computes one pairing value alongwith one Aux table
lookup.

TC( Sign ) :
— Ty + Ty, + 16Sz, + 10Mg, + 2M; + 3My + 10E; + 4B + 2Ty + P + T e

Verify: This algorithm includes many operations as Sign algorithm. So first we focus
on all the operations as described in Table 5.3 then compute the total complexity of
this algorithm.

For the computation of Rj, instead of 2 pairing computations in e(7T3, g2 iem)”™ and
e(Ts, Witem), verifier computes (T3, 95%cm -Witem) @8 (T3, Witer)® in the denomina-
tor part of R3 as per the construction.

Operation Total Complexity
Hash Evaluation Ty + Ty,
Addition/Subtraction  13Sz,

Multiplication 6M; + My + 4Mip
Exponentiation 12I€; + 2Eo + 4E+
Isomorphism T,

Pairing P

Table lookup T Ave

Table 5.3: Complexity analysis for verification algorithm
TC( Verify ) :
=Ty + Ty, +13Sz, +6M; + M, + 4Myp + 12E; + 2E; +4E7 + Ty + P + T gue

Link: Link algorithm runs two times verification algorithm, one hash evaluation and
computes two pairing.

TC( Link ) :
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= 2TC( Verify ) + Ty, + 2P
= 2(Ty+Ty, +13Sz, +6M; +My+4Myp+ 12, +2E; +4E7 + Ty +P+T aye ) +Th, +2P
= 2Ty + 3Ty, +26Sy, + 12M; + 2M, + 8Mp + 24, + 4E, + 8Ep + 2T, + 4P+ 2T 4,

Open: This algorithm includes the following operations:

e First it runs the verification algorithm so the total cost of open algorithm in-
cludes the cost of one verification.

e Computation of A;jiemrq requires two multiplication and two exponentiation
operations in G; which concludes the total cost of 2M; + 2[E;.

e In this algorithm GM performs one table lookup from I L;s,,;q4 table.
e TC(Open) :

= TC( Verify ) + 2M; + 2E; + Ty,
=Ty + Ty, +13Sz, +6M; + My + 4Myp + 12E; + 2Ky +4E7r + Ty + P+ T ys +
2M; + 2E, + Ty,

= Ty +Th, +13Sz, +8M; +My +4Myp + 14E; +2E; +4E7 + Ty +P+T g0, + T
Update: The complexity analysis for update algorithm is as follows:

e It includes one verification and two addition operations in Z, which costs 2S5z,

e GM stores the current reputation of the seller who runs this algorithm thus one
Rep table lookup is required.

e TC( Update) :
= TC( Verify ) + 2Sz, + Trep
=Ty + Ty, +13Sz, +6M; + My + 4Myp + 12E; + 2Ky +4E7r + Ty + P+ T us +
287, + Trep

— Ty + T, +15Sg, +6M; + My +4My + 12E; +2E; +4E7+ Ty +P+Taye +Trep






Chapter 6

Comparison

In this chapter we compare our scheme with other schemes which models anonymous
reputation system in centralized setting. We compare our scheme with scheme [7]
and scheme [8] as follows:

6.1 General Comparison

Property Our scheme | Scheme [7] | Scheme [8]
Direct Interaction between

Buyer and Seller: No Yes No
Seller Anonymity from GM: No No Yes
Reputation Computation: Yes No Yes

Table 6.1: General Comparison

6.2 Cost Comparison

Our scheme has less computational cost than the existing schemes. In our scheme
there are less number of pairing computations compared to other schemes. So it
reduces our cost significantly as cost of pairing is much more than the cost of other
operations occurred during cost computation.

Remark 2 Here L is the number of messages to be signed and then verified and sig-
nature computation and verification cost of scheme [8] is just one time AHO signa-
ture generation and verification cost which is used in various protocols of scheme [8].
TC( AHO Sign ) is same as the cost of signature computation defined in the next step.
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Algorithm Computational Complexity

Our Scheme: Tge, + Eq

Registration: [7): Theg + Eq
: Theg

Our Scheme: TH + THl + 16SZp + 10MZp + 2M1 + BMT + 1OE1
+4Er 4 2Ty + P+ Ty,

Signature
Computa— [7] TH + TH1 + 1782}7 + 10MZP + 2M1 + 3MT + 13E1 + 4ET
tion: + 2Ty, + 4P
8]: (2L +7) Eq+ (2L +4) Sz, + 4My, + 2LM,;
Our Scheme: Ty + Ty, + 13Sz, + 6M; + My + 4Myp + 12E,
+ 2Ey +4E7 + Ty + P+ Taue
Verification: | 7)., 4 Ty 4198, + 6M; + 5My + 12K, + 6B + T,

[8]: (2L +6) P+ (2L +4) My

Table 6.2: Cost Comparison

6.2.1 Complexity Comparison for verification:

In the complexity comparison, the most dominant operation towards the total cost
is pairing so we will plot the verification cost of each scheme based on pairing oper-
ation. Our scheme uses Type-2 pairing framework involving a pairing friendly BN
curve and one pairing operation takes approximately 1.53 milliseconds on a 2.5 GHz
Core i15-3210M processor. So we will calculate the cost of verification for each scheme
by computing the total cost incurred through total number of pairing operations.
Figure 6.1 shows the verification cost for each scheme.
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Figure 6.1: Cost Comparison for Verification step






Chapter 7

Security Analysis

This chapter includes all the security notions and adversarial games to prove the
security of our scheme. As our scheme possesses properties like anonymity, public
linkability, strong-exculpability and traceability. So here we show the adversarial
games for each of these properties and give some theorems to prove the security of
our scheme. For defining the security for each property, first we define some oracles

which will be used for proving the security of these properties.

These oracle are

defined in Table 7.1 as follows:

Oracle

Description

Hashyg

Adversary A makes hash oracle query to H and gets some

il Z,, as a result and the oracle ensures to respond identically
to repeated queries.

HZ‘:lShH1

Adversary A call this oracle with an item id itemlId as argu-

ment and receives f & G as output and the oracle ensures to
respond identically to repeated queries.

Add User

To add honest users to the group the adversary A call this
add user oracle with an identity ¢« € N as argument. Then
oracle runs register protocol for user i and returns upk[i] to
the adversary.

Add Item

To add items the adversary A runs this add item oracle by
giving itemld as parameter to this oracle. Then oracle runs
KeyGen protocol for this itemId and gives ipk[itemId] to the
adversary A.

Table 7.1: Oracle Description
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7.1 Anonymity:

For proving the security of anonymity, an adversary is asked to distinguish between
two group members who has signed a message for some itemlId where itemlId and
message is chosen by the adversary and these two users must be honest otherwise
adversary can link different signatures and find their identities.

Adversarial Game:

This game is played between GM and adversary A. Following is the brief description
of the game:

1. Setup Phase: GM runs KeyGengym(\) and gives gmpk to adversary A and
keeps gmsk with himself.

2. Query Phasel: A asks queries to GM. These queries are either secret key
extraction for users ¢ or signature extraction for (i, itemId, M). Then GM gives
secret key or the signature to A by running KeyGen algorithm for user ¢ and
asking for signature from user i respectively.

3. Challenge Phase: A gives two identities g, 71, one message M alongwith item
id itemlId to GM.

4. Query Phase 2: A again queries to GM which differs from the previous queries.

5. Response: GM asks for the signatures from iy, ¢; for message M and item/d.
GM runs Issue algorithm for issuing the signing keys for users ig, i, for itemlId
then user 7 and i; runs Sign algorithm to get the signatures oy and o; and

gives g, 01 to GM. Then GM chooses b & {0,1} sends o, to adversary .A.

6. A chooses b’ <& {0,1}. Thus if b = ' then adversary wins the game.

The above game is a CPA-anonymity game. As our scheme is based on short group
signature scheme. So anonymity of our scheme follows from the anonymity proof
of the group signature scheme. Following theorem given in paper [2] describes the
anonymity proof. For the proof refer section 5.1 of [2].

Theorem 7.1.1 If Linear encryption is (t’,€ )-semantically secure on Gy then our
scheme is (‘t, qu, €)-CPA-fully-anonymous, where € = € and t =t — qg.O(1). Here
qu 1s the number of hash function queries made by the adversary and n is the number
of members of the group.
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7.2 Public Linkability

Public linkability implies that if there is one signer who signed for same itemId twice
then these two signatures should be linked to the signer. Here we define an adversarial
game between GM and adversary.

Adversarial Game:

1. GM runs KeyGengy(A) and gives gmpk to adversary A and keeps gmsk with
himself.

2. Adversary A outputs n + 1 tuples of (M;, 0;) for the same itemId where i from
{1,2,....,n+ 1} and n is the number of users and gives it to GM.

3. GM verifies all the message-signature pairs by running verification algorithm
for all pairs.

4. If all signatures are verified correctly then GM runs Link algorithm for all
possible (M;, 0;, M;, 0;) pairs where i # j. If GM finds any 4, j such that Link
algorithm returns 1 then GM wins otherwise adversary wins.

Proof for the public linkability of our scheme is followed from the following theorem.
For the proof refer lemma 6.2 of paper [7].

Theorem 7.2.1 If ¢-SDH (t’,€')-holds in (G1,Gs), then our reputation system is
(t, €)-public linkable, where t =1 — Q.O(1) and € = qar./c.qu-(¢ — 1).€ + 1&5. Here

qu, qar are the number of hash function queries and add item oracle queries by the
adversary and c is a constant.

7.3 Traceability

In this proof an adversary has to output a valid message-signature pair for some
itemId which can not be traced back to a user. Thus if adversary wins then GM
would not be able to trace back the identity of the user.

Adversarial Game:

1. GM runs KeyGengy(A) and gives gmpk to adversary A and keeps gmsk with
himself.

2. GM has a set T' of previously queried signatures where 7' = {04 }+ — ¢ to n-

3. Adversary produces one message-signature pair (M, o) for some itemld and
gives (itemld, M,o) to GM.
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4. GM runs the Open algorithm which includes the verification of signature o for
message M. Open algorithm returns «.

5. If (itemld,i, M,o) € T then GM wins otherwise adversary wins.

Security proof for the traceability follows from the following theorem. For proof refer
theorem 5.3 of paper [2].

Theorem 7.3.1 [fSDH (q,t, € )-hard on (Gy, Gy), then our scheme is (t, qu, s, n, €) )-
fully-traceable, where n = q — 1,e = 4n\/2¢'q + @y and t = 6(1).t'. Here qy is the
number of hash function queries made by the adversary, qs is the number of signing
queries made by the adversary, and n is the number of members of the group.

7.4 Strong-exculpability

Strong-exculpability means no group member not even the GM can produce the
signature on behalf of other users. Thus, no user can be framed for producing a
signature he did not produce. A group signature scheme which is secure in the sense
of full-traceability also has the exculpability property. For the strong notion even the
GM should not be able to produce the signature on behalf of other user.

As in our scheme, for creating a signature, user-specific parameters are required
which is only available to user. Thus no user, outsider or GM can produce signatures
on behalf of other users which proofs our scheme has strong-exculpability. This
property follows from the following theorem. For proof refer lemma 6.4 of paper [7]

Theorem 7.4.1 If the discrete logarithm problem is (t', €')-hard in Go, then our sys-
tem z'.s (t, €)-strong exculpable, whfzre t= t’—Q.O(l) and € = qAU.\/c.qH.e’—i-‘fé‘—QUl. Here
qau s the number of oracle queries for adding the new user made by the adversary.

7.5 Sybil Attack

In general, a Sybil attack is an attack on distributed systems, where many nodes
controlled by a few real entities cause the system to misbehave. In reputation systems,
this attack concretely means that an adversary controls a large number of nodes and
uses them to (1) generate positive reviews for himself to boost his reputation, and
(2) leave negative reviews for others (e.g., his competition) to lower their reputation.

Our scheme is not resistant against sybil attack. In our scheme, an attacker
can register as a seller and as many buyers and then the attacker generates positive
ratings for himself by acting as buyers and boost his reputation. An economically
irrational adversary can leave negative reviews for other sellers by buying the products
from that seller. Economically irrational adversary can act as multiple buyer and buy
cheaper items from a seller and leaves negative reviews for that seller which affects the
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aggregate reputation of that seller, as in our scheme we have seller-wise reputation
not item-wise reputation. To design an anonymous reputation scheme resistant to
sybil attack is left as a future work.






Chapter 8

Future Work and Conclusion

Our objective was to design an efficient centralized anonymous reputation system
as most of the online marketplaces use the centralized reputation system. So we
designed an anonymous reputation system whose computational complexity is less
than the computational complexity of existing schemes. Our scheme is a realistic
scheme as in the online marketplaces buyer and seller does not interact with each
other and our scheme do so.

There are some open problems which are as follows:

e As our scheme computes only seller aggregate reputation, it will be better if
product-wise reputation will also be there in the system. So this will make
easier for the customers to choose their products.

e Mitigation of the Sybil attack is also a possible direction of work.
e Implementation of our scheme is also a future work.

e Mapping our scheme from the centralized one to decentralized is also a future
work. As paper [9] presents a decentralized anonymous reputation system which
uses blockchain. So finding all the transactions and then map it to the scheme
like Beaver [9] will give a better understanding of decentralized version of our
scheme.
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