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ABSTRACT

The indistinguishability security of a cryptographic construction refers to the maximum advantage of an
interactive adversary to distinguish between the real and ideal world, where in the real world it interacts with
the construction, and in the ideal world it interacts with its idealized counterpart. In the field of information-
theoretic provable security, we bound this indistinguishability advantage by the statistical distance between
the random variables representing the transcript of interaction in the real and ideal worlds, respectively. One
of the most popular techniques in bounding the statistical distance is the H-Coefficient Technique introduced
by J. Patarin, for which a set of transcripts is identified as good, and the probability of realizing such a
good transcript in the real world is lower-bounded. For numerous constructions in practice, lower-bounding
this real-world interpolation probability reduces to lower-bounding the number of solutions to a system
of equations and non-equations over a field. The theory of achieving optimum lower bounds to a system
of equations and non-equations is termed Mirror Theory by J. Patarin. Although several Mirror Theory
statements have been conjectured and profusely used in beyond-birthday bound analysis of a multitude of
constructions, the proofs of such statements are either non-existent or at least have significant non-verifiable
gaps.

In this thesis, we have presented the first simple verifiable proofs of several variants of Mirror Theory and
applied them to security analyses of various cryptographic schemes.

As our first contribution, we proved that the number of pairwise disjoint solutions to a system of bivariate
equations over n-bit variables, such that no two equations share any common variable, is at least the average
number of such solutions. This translates via the H-coefficient technique to the n-bit security for the sum of
permutations PRF constructions.

As our second contribution, we show that the number of pairwise disjoint solutions to a system of bivariate
equations over n-bit variables, which even has quite a large block-maximality, is at least the average number
of such solutions. Here block-maximality of a system of equations refers to the maximum number of variables
that get determined when one variable is assigned a particular value. Note that, in our previous simpler result
the block-maximality was just two. This translates via the H-coefficient technique to the n-bit security for
several PRF constructions, like XORP[w], 2k-HtmB-p2, and the PRP construction, six-round Feistel network.

As our third contribution, we have used a Mirror Theory statement in the tweakable permutation setting,
where the variables are partitioned into two sets and solutions need to be pairwise disjoint within the two
sets only, to prove 3n/4-bit security of the tweakable blockcipher construction paradigm, LRW+, proposed by
us, that includes as subcases the CLRW2 and 4LRW1 constructions proposed in the seminal paper of Liskov,
Rivest, and Wagner. The LRW+ paradigm was proposed to achieve beyond-birthday-bound security, as we
have given a birthday-bound attack on the TNT or 3LRW1 construction, disproving the long-held belief that
the latter is beyond-birthday-bound tweakable blockcipher.

Finally, as our fourth contribution, we have given a lower bound to the number of solutions (which are
pairwise disjoint within a partition of the variables) to a system of equations (need not be bivariate) where the
solutions are not allowed to take values in certain forbidden sets. We have used this variant of Mirror Theory
to prove optimal 3n/4-security of single key variants of double-block-hash-then-sum MAC constructions, like
1k-LightMAC+, 1k-PMAC+, and the PRF construction, sum of k Even-Mansour.

Several of the security proofs mentioned above are indeed tight.
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It is easy to acknowledge, but almost impossible to realize for long, that we are mirrors whose
brightness, if we are bright, is wholly derived from the sun that shines upon us. — C. S. Lewis
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NOTATION

WHAT IT DENOTES

Sets, {}
Tuples, &
Multisets.

zoldl

x|z
L, (i, 4)

At

PRl
24

VA

g {a}

A set is a collection of distinct objects. It is sometimes de-
noted as the enlisting of its elements enclosed by braces,
{.

A tuple is a sequence or ordered list of elements. It is
denoted by the ordered enlisting of its elements enclosed
by parentheses, (-).

A multiset is a modification of the concept of a set that,
unlike a set, allows for multiple instances for each of its
elements. It is denoted by an enlisting of its elements
enclosed by double braces, {-}.

The set {1,2,...,n}, defined for any n € IN.

The set {a,a+1,...,b}, defined for a,b € N, a < b. Thus
[1,n] = [n] are equivalent notations.

Number of elements in the set .Z".

The ordered g-tuple (z1,...,xq).

The ordered (b — a + 1)-tuple (zq, Ta+1,- - -, Tp)

For any permutation o : [¢] — [¢], 2719 denotes the
reordered tuple (241, %02, - ., Toq)-

The ordered (q + 1)-tuple (z1, ..., 24, ).

The binary v x 1 vector whose i-th and j-th bits are 1,
and the rest of the bits are 0.

The set containing the distinct elements in the g-tuple
(1, .., 2q)-

The multiset {z1,..., 24}

The set of all ordered tuples z¢ = (z1,...,24) : z; €
Z',i € [q]. We have | 27| = | 2|
The set of all ordered tuples z¢ = (z1,...,24) : z; €

X, x; # x; for distinct i, j € [q].

The collection of all subsets of 27, of size q.

Xix
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g fa}

Functions.  Func(Z", %)

Perm(Z2")

Perm(.7, 2)

Consistency a9 — y?
of Tuples.

x? < y?

21 & y?
Labeled ¢ =(V,E, L)
Graphs.

¢
u v

The collection of all multisets of ¢ elements (counting
duplicates) of 2"

The set of all functions f : 2~ — #. A function can
alternatively be thought of as a subset of 2" x % such that
for any pairs (z,y), (',y) € f, z1 =22 = y1 = y2.
The set of all permutations p : 2" — 2. Perm(2") C
Func(2°, 27). A permutation can alternatively be thought
of as a subset of 2" x # such that for any pairs
(z,y), (@,y) €p, x1 =22 <= y1 = yo.

Alternatively, Func(.7,Perm(.2")) is the collection of all
tweakble permutations with tweak space .7 and domain
2 .Forp € Perm(7, 2 ) andany t € 7, 5(t) € Perm(%)
is a permutation on 2.

This denotes that the pair of tuples (z7,y7) € 27 x
%1 is function consistent, i. e., there exists a function f €
Func(2", %) such that f(x;) = y; Vi € [g]. This can be
equivalently stated as: for i,j € [q], z; = z; = vy = y;.
This denotes that the pair of tuples (z7,y?) € 279 x 271
is permutation consistent, i.e., there exists a permutation
p € Perm(2") such that p(x;) = y; Vi € [¢]. This can be
equivalently stated as: for ¢, j € [¢], i = xz; <= yi = y;.
This denotes that the triplet of tuples (¢7,2%,y?) € T x
24 x %1 is tweakable permutation compatible, i.e., there
exists a tweakable permutation p € Iggrr/n(ﬂ , Z") such
that p(t;,z;) = y; Vi € [¢]. We can equivalently restate
this condition as: (t;, z;) = (tj,z;) <= (ti,v:) = (t5,95)-
Note that the tweakable permutation consistency of the
tuples can be equivalently denoted as (t7,z9) <> (7, y?).

The labeled undirected graph with vertex set 7/, edge set
& C ¥12} and the edge labelling function L : & — £,
for some label set .Z.

The labeled edge between vertices u and v having label /.
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AT,

A,fy7...

)\,f%...

xxi

We will use capital letters in script typeface font to label
sets.

We will use capital greek letters A and ~ to denote multi-
sets.

We will use bold greek letters A and 4 to denote a typical
sent belonging to the multiset A or I', respectively.

We will use normal greek letters A and v to denote the
elements of the set A and #, respectively.






Part 1

FOUNDATIONS

In the first two chapters we present the basic tenets of symmetric key cryptog-
raphy and describe some useful cryptographic primitives.






INTRODUCTION

Solving systems of equations is a cornerstone of modern computational tasks, deeply
embedded in numerous scientific, engineering, and technological applications. Its signifi-
cance lies in the broad impact it has across various fields: nuclear simulations in physics,
linear programming in operations research, backpropagation in neural networks, finding
maximum flow in network theory, protein structure prediction in computational biology,
econometric modeling and risk management in finance. A linear system of equations is
typically solved using the polynomial-time Gaussian elimination algorithms or its more
efficient versions. The situation does get much more complicated if we introduce non-
linearity, for example, even with only degree two equations, the Multivariate Quadratic
problem is NP-complete over any field!

In this dissertation we will deal only with linear systems of equations, however, with
quite a non-traditional twist: we will consider systems of equations and non-equations.
What we mean by a non-equation here is basically this: it specifies that a certain linear
combination of variables is not equal to a particular constant, e.g., aX + bY # c. There
are no generic results till date, even about the exact number of solutions to a system of
equations and non-equations. Jacques Patarin introduced the study of lower bounds to the
number of solutions to a system of equations and non-equations, motivated by the beyond
birthday bound security proofs of cryptographic schemes, more on this later. He coined the term
Mirror Theory [Pat1oa] for this class of combinatorial problems, which, according to him, is
inspired by the visual similarity of the inductive properties of the number of solutions of
such systems and the recursive pattern of mirror images.

The study of finding lower bounds to a system of equations and non-equations seems
very general in scope and very open-ended about its end-results. Before delving into the
intricate details of Mirror Theory, it is essential to elucidate why this problem merits our
interest and how it relates to practical, real-world applications. To understand why the
implications of this theoretical exploration goes far beyond the abstract, we look into the
field of cryptography.

1.1 THE SAGA OF CRYPTOGRAPHY

Cryptography, the art and science of “writing (greek: graphein) securely (greek: kryptos)”,
has a storied history that spans millennia. From its early uses in ancient civilizations to its
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pivotal role in the digital age, cryptography has continually adapted to meet the demands
of increasingly complex communication networks.

EARLY HISTORY OF CRYPTOGRAPHY. The earliest forms of cryptography date back to
ancient Egypt, where hieroglyphs were used to obfuscate messages. The Greeks utilized the
scytale, a tool that helped encode messages by transposing letters. Julius Caesar introduced
the Caesar cipher, a substitution cipher that shifted letters by a fixed number of positions,
enabling secure communication with his generals. The Vigeneére cipher, invented in the
16th century, used a keyword to shift letters, significantly increasing the complexity of the
cipher and making it more resistant to frequency analysis.

THE ADVENT OF MODERN CRYPTOGRAPHY. The field of cryptography underwent
a profound transformation in the 20th century, particularly around World War II. The
groundbreaking paper, "Communication Theory of Secrecy Systems", by Claude Shannon
[Shag9], laid the foundation for modern cryptographic theory. In this seminal paper,
Shannon introduced the concept of entropy as a measure of uncertainty or randomness
in a system. Entropy, in the context of information theory, quantifies the unpredictability
of a message or the information content. Shannon demonstrated that the security of an
encryption system is intrinsically linked to the entropy of the key used for encryption. This
gave cryptography the mathematical footing it needed. Shannon defined perfect secrecy
as a situation where the ciphertext provides no information about the plaintext. For an
encryption system to achieve perfect secrecy, the entropy of the key must be at least as
large as the entropy of the message.

Until 1976, the field of cryptography is limited to symmetric-key cryptography, where
both the encryption of messages and decryption of ciphertexts were done using the same
key. Thus the prevalent cryptographic schemes necessitated that the parties exchanging
messages should share a common secret key, and such a sharing requires a secure channel.
Thus perfect secrecy, where you need larger keys than messages, turns out to be too
impractical a goal to pursue. There were two apparent way-outs: remove the need of
sharing the same secret key, or come up with a more practical notion of security.

A pivotal moment in cryptography came in 1976 with the publication of "New Directions
in Cryptography" by Diffie and Hellman [DH76], which introduced the concept of public-
key cryptography, by proposing a cryptographic system where each user has a pair of keys:
a public key, which can be shared openly, and used by others to encrypt the messages they
want to send to the user, and a private key, which is kept secret, used to decrypt the sent
ciphertexts. Although this solved the key distribution problem, it turns out that public-key
algorithms are computationally more intensive than symmetric-key algorithms, and hence
is more expensive when applied to very large amounts of data. The hybrid workaround
is to use public-key cryptography for the secret key exchange and then using symmetric
cryptography with the shared key for communication.



1.1 THE SAGA OF CRYPTOGRAPHY

On the other hand, the search for a more practical approach than perfect secrecy led
to the concept of computational security, where the goal is to make it computationally
infeasible for an adversary to break the cryptographic system. Thinking in the abstract, the
ciphertext is a ‘scrambled” version of the message, created by ‘adding’ to the message the
randomness/entropy of the key. The idea is to assume certain bounds to the adversary’s
resources like time, memory, etc. (which is not that unreasonable), and the goal is to make
the scrambling look as close to random as possible, in the adversary’s constrained “view’.

Goldwasser and Micali, in their seminal paper, "Probabilistic Encryption & how to play
mental poker keeping secret all partial information" [GM82] (with a later improvisation
[GM84]), introduced the notion of semantic security, where the underlying model is an
interactive game between an adversary and a challenger. This formalized the above thought
process in the following manner: the adversary has oracle access to the challenger, that is
it can make queries and receive corresponding responses from the latter. The challenger
has two systems, the cryptographic scheme and a randomized counterpart of the scheme,
that has all the true randomness properties, the computational versions of which we want
our scheme to have. The challenger secretly tosses a coin and chooses which of the two
systems it is going to use for the interaction. The adversary sends several queries to the
challenger and the challenger sends back the output of the system chosen by him, on
input the received query. Based on the transcript of this interaction, which comprises of
the query-response pairs thus collected, the adversary has to make a binary guess about
which of the two systems the challenger has chosen secretly. The challenger is a stateful
probabilistic algorithm, where the state in which the challenger chooses the cryptographic
scheme is called the real world, and the state in which it chooses the idealized counterpart
is called the ideal world. The advantage of the adversary in breaking the claimed security
property of the scheme, is then any quantifier of how better the adversary is at guessing
correctly than just guessing randomly. The conventional practice is to take as the quantifier
the statistical distance between the probability distributions of the transcripts generated in
the two worlds. This formalization is a slight modification of the one presented in [GM82],
we have reshaped it for the purpose of this dissertation.

Note that the above definition of security is not specific to any particular cryptographic
goal like encryption. Thus we have a paradigm shift where we can formulate any crypto-
graphic randomness property, and check whether a scheme has said property, by finding
the advantage of any adversary, having the assumed bound on its resources, in distin-
guishing between the real and ideal worlds. Thus the scope of cryptographic goals has
expanded to address a wide range of security requirements like confidentiality, integrity,
authenticity, unforgeability, etc. We give a probabilistic function model (borrowed from
[JN22]) for the above interactive algorithms and give concrete definitions of security in
Chapter 2.
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WORKHORSES OF SYMMETRIC KEY-CRYPTOGRAPHY. Three very fundamental notions
at the core of symmetric key cryptography are the notions of a pseudorandom function
(PRF), a (strong) pseudorandom permutation ((S)PRP), a tweakable (strong) pseudorandom
permutation (T(S)PRP), where the names suggest the idealized counterparts being random
function, random permutation, and random tweakable permutation, respectively. Candi-
dates of the above notions are actively used as building blocks for various cryptographic
schemes: PRFs are used in designing message authentication codes (MAC), key derivation
functions (KDF), authenticated encryption (AE), signatures, pseudorandom generators
(PRG); PRPs in blockciphers, which is a very fundamental cryptographic primitive itself;
TPRPs in authenticated encryption with associated data (AEAD) schemes, etc. Later in
this dissertation, we will take certain candidates for PRF, PRP and TPRP, and “prove’ their
respective security. Note that a function (which we assume is not bijective in general)
can be only forward-queried, whereas a permutation or tweakable permutation can be
reverse-queried too, since it has an inverse. When an adversary only makes forward
queries, we call it a chosen-plaintext-attack (CPA), and the constructions secure from such
attacks are called CPA-secure: for a function, we will call it a secure PREF, for a permutation
we will call it a secure PRP, and for a tweakable permutation a secure TPRP. On the
other hand, when the adversary can make both forward and backward queries, we call
it a chosen-ciphertext-attack (CCA), and constructions secure from such attack CCA-secure:
for a permutation, we call it a strongly secure PRP (in short SPRP), and for tweakable
permutation, we call it strongly secure TPRP (in short TSPRP).

PROVABLE SECURITY. In general, a symmetric-key scheme consists of two main compo-
nents:

¢ Underlying primitives, such as the pseudorandom permutation AES (Adavnced
Encryption Standard) [Nato1], that works on short and fixed-length inputs.

¢ A suitable mode of operation, that produces a desired functionality from the underlying
primitives, e.g. the XORy, PRF construction [Blgg], that xors the two underlying
independent PRPs.

The typical method for proving the computational security of a symmetric-key scheme
involves two steps:

¢ Replacing the underlying primitives with suitable ideal counterparts. For example,
two independent instances of AES is replaced with two independent uniform random
permutations 7y and 7ry. This step relies on the computational indistinguishability of
the underlying primitive with respect to the ideal object. This approach is generally
heuristic and often depends on the confidence in a particular primitive. For example,
AES is considered a good PRP, as it has been extensively analyzed over a long period.

¢ Proving the security of the mode of operation using this ideal primitive. For example,
XORZ "™ (XOR instantiated with 1 and m5) is shown to be a secure pseudorandom
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function. This second step often proves information-theoretic indistinguishability
of the mode of operation, allowing the adversary unlimited computational time.
In other cases, the original security game can be reduced to some variant of the
indistinguishability game.

In this field of provable security, we primarily focus on the second step.

1.2 WHERE DOES MIRROR THEORY COME INTO THE PICTURE?

H-COEFFICIENT TECHNIQUE. Patarin formally introduced the Coefficient H technique
tool at SAC 2008 [Patog], though this technique had appeared in some of his earlier
works [Patg1a; Patgib; Patg8; Pato3]. Interestingly, it was Vaudenay who first exposed the
H-technique in his decorrelation theory [Vauos] properly attributing the technique was
initially described in Patarin’s PhD thesis [Patg1a], which was written in French. Separately,
Bernstein independently rediscovered a similar variant, known as the interpolation theorem
[Bergg], which Nandi later strengthened as the strong interpolation theorem [Nano6].
Subsequently, Chen and Steinberger provided a renewed interpretation of the H-technique
in their analysis of key alternating ciphers [CS14]. This modern interpretation indeed
popularized the H-technique, and as far as we know, recent applications have extensively
adopted this updated description. Finally in a survey paper on H-coefficient technique
[IN22], Jha et al formulated the functional viewpoint of an interactive algorithm, and made
a thorough exposure of the H-coefficient technique and its extended version, applying
them to achieve simpler, unified and optimal security analyses of various cryptographic
schemes. We adopt the methodology of [JN22] in this dissertation, and present it in Chapter
3.

In its simplest form, the H-technique asserts that the statistical distance between the
probability distributions of the ideal and real-world transcripts (which upper bounds the
distinguishing advantage of any adversary making ¢ queries) is bounded by one minus
a lower bound of the ratio of the probability that an attainable transcript can be realized in the
real world to the probability that it can be realized in the ideal world. A transcript is deemed
attainable if the probability of its realization in the ideal world is non-zero.

Example 1.1. Consider an adversary & trying to distinguish a uniform random function
p : D — D (the real world) from a uniform random permutation 7 : D — D (the ideal
world) by making ¢ queries. A typical attainable transcript for this distinguishing game
would be w = ((z1,y1), (z2,y2), ..., (24,y4)), where z; and y; denote the i-th query and
response, respectively. For an attainable transcript for the uniform random permutation,
we must have z; = z; & y; = y; for all i # j, i.e, 29 and y? should be permutation
compatible, also denoted as z? « y?. Without loss of generality, we may assume that
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x; # v, as & gains no advantage from duplicate queries. Let 8y and 8; be the transcript
random variables generated by &/’s interaction with 7 and p, respectively. It follows that

1
m(2n —1) .- (2" —q+ 1)

Prl8o = w] = Prlm(a1) = ya.... w(zg) = yg) =

and

1
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Thus, the ratio of these probabilities is lower bounded as
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Finally, the Coefficient H technique states that &/’s advantage in distinguishing p from 7 is
upper bounded by 2‘,{%. This is commonly known as the PRP-PRF switching lemma [BRo6].

The expectation method [HT16] is a generalization of the H-coefficient technique, where
instead of bounding the ratio of ideal to real-world transcript probability by some constant
for all attainable transcripts, the expected value of the ratio is taken as the upper bound on the
statistical distance. This generally leads to a tighter bound, since the contribution of every
transcript is taken into account, not only of the worst one as in the original H-technique.

ALGEBRAIC MANIFESTATION OF REAL WORLD-REALIZABILITY CONDITIONS. There
are certain restrictions for an attainable transcript to be real-world realizable. If we denoted
all the unknowns in the cryptographic design by variables, then the input-output variables
of any of the underlying primitives should have the functionality constraint of the respec-
tive primitive, e. g., if the concerned primitive is a PRP, and {(W1,Z1), ..., (Wy,Z,)} denote
its input-output variables for the ¢ queries, then we have the constraint of permutation
compatibility between the input and output tuples, W? <+ Z9. This is where we get a
system of non-equations, that the internal variables of an attainable transcript must satisfy
for it to be real-world realizable. Moreover, the mode of operation combines the inputs
and outputs across all primitives in a fixed way. The most common such combiner is linear,
which gives the additional constraints on the variables, that some linear combination
of variables corresponding to the i-th query is equal to the i-th response of the system
recorded in the transcript. This is where we get a system of equations that the internal
variables of an attainable transcript must satisfy for it to be real-world-realizable. Thus the
probability of obtaining a particular transcript in the real world is determined by the number of
solutions to the system of equations and non-equations in the internal variables of the transcript.
Thus to upper bound the real-to-ideal world probability ratio, we need a lower bound on the number
of solutions. Hence, Mirror Theory.
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Example 1.2. Let us revisit the XORy PRF construction: XORY "™ (z) = m1(x) @ w2 (). This
is the real world oracle. Since we will be interested in the PRF security of this construction,
the ideal world oracle is a uniform random function p. One can see that every transcript
{(z1,y1),...,(zq,yq)}, such that 27 — y%,i.e, z; = x; = y; = yj, is attainable. However
for an attainable transcript to be real world-realizable the internal variables Z; := m;(x;)
and W; := ma(z;), for i € [g], have to satisfy the system of equations: Z; ®W,; = y;, i € [q];
and the system of non-equations: Z; & Z; # 0", W; & W; # 0", i # j € [q].

THE BANE OF BIRTHDAY BOUND. Continuing the investigation of the PRF security
of a PRP (see Example 1.1), consider the naive adversary that queries the oracle until it
gets a collision in the responses. A collision is not possible in the real world where a PRP
is used. However, in the ideal world, where the adversary makes ¢ queries to a uniform
random function, the probability of getting a collision is 1 — (2") /2" ~ q?/2". Thus
if the naive adversary can make about 2"/? queries, it can distinguish between the real
and ideal world with advantage ~ 1. This is indeed a matching attack that proves the
tightness of the security analysis in Example 1.1. This typical class of attacks, having
O(2"/?) query complexity, that exploits some kind of collision to distinguish between the
two worlds, are termed birthday attacks. Modern adversaries have extensive computational
resources (e. g., using distributed computation, etc.) in a world with increased attack area
surface, since the volume of data processed and transmitted increases exponentially. This
necessitates the need for cryptographic constructions having beyond-birthday-bound (BBB)
security, constructions that remain indistinguishable from its idealized counterpart far
beyond 2"/2 queries. Cryptographic constructions that are secure up to O(2"/2) adversarial
queries are said to have n/2-bit security. For a construction having beyond-birthday-bound
security, we will say it is rn/(r + 1)-bit secure if it is secure against all adversaries making at
most O (2" ("+1)) queries. Finally, a construction secure even against adversaries making
O(2"™) queries is called n-bit secure.

1.3 CRYPTOGRAPHIC MOTIVATIONS FOR THE DIFFERENT VARIANTS OF THE MIRROR
THEORY PROBLEM

In this dissertation, we have included several cryptographic constructions, the security
analyses of which inspired the study of lower bounds to the number of solutions to different
classes of systems of equations and non-equations. We introduce the constructions here
and the consequent classes of Mirror Theory problems.

1.3.1  Constructing PRFs from PRPs.

Despite the PRF being a very valuable building block in symmetric-key cryptography,
practical candidates for PRF are very scarce. On the other hand, PRP or blockciphers are
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available in plenty in practice. One can consider a blockcipher to be a pseudorandom
function, but due to the PRP-PRF switching lemma, it comes at the cost of birthday-bound
security. Such a bound is acceptable when 7 is moderately large, e.g., 128 bits. However, due
to the ongoing trend of lightweight cryptography, several lightweight blockciphers have
been designed with smaller block sizes e.g., 64 bits. In such a situation, a blockcipher is not
considered to be a good PRF as birthday-bound security is not adequate with 64 bit block
size. Therefore, the natural question arises: Can we design a pseudorandom function out
of lightweight blockciphers that guarantees security beyond the birthday bound? It turns
out that over the past several years researchers have invested a lot of effort in designing
such pseudorandom functions [BKR98; HWKSg8; IMV16; CS16; GSWG19; Yas1o0a; Yasi1ia;
ZWSW12; Nai1ya; DDNPZ17; DDNP18; IM16]. We pick certain constructions that stand
out, in their near-optimal security properties and design efficiency.

THE XOR coNsTRUCTIONS. Out of several such designs, xor of two pseudorandom
permutations, XORa(z) := Ej, (z) ® Eg, (x) * [Blgg], and its single-keyed variant XOR; (z) :=
Ex(0]|z) ® Ex(1|lz), are the most popular ones. In a series of papers [Pato8b; Pat1oa; Pat13],
Patarin claimed that XOR construction (i.e., both XOR; and XOR3) is secure up to O(2")
queries, but the security analyses, done by H-technique, relied on conjectured lower
bounds [Pato3] on the corresponding systems of equations, the available proofs of which
[Patos] were sometimes incomplete were containing unverifiable claims. However, there
exists a proof of n-bit security of the XOR; construction using the x*-method [DHT17],
which is another novel way of bounding the statistical distance between real and ideal
world transcripts. Unfortunately, the x2-method, although being a very important tool, is
out of scope of this dissertation.

Our Contributions. In [DNS22] we have given the first verifiable proofs to Patarin’s con-
jectured lower bounds resulting from the security analyses of the XOR constructions,
confirming their n-bit security. The security analyses are reproduced in Chapter 13.

THE XORP coNsTrRUCTION. Now the XOR constructions, despite having the simplest
design along with full security, is a fixed output length PRF, XOR; maps (n — 1)-bit values
to n-bit values and XOR; maps n-bit values to n-bit values. For Thus to obtain a kn-bit
output, if we want to apply, say XORs PRF, we will need k£ many PRF calls, each requiring
2 underlying blockcipher calls, i.e., a total of 2k blockciper calls.

However, PRFs with larger outputs are crucial for certain constructions to achieve
BBB security. For example, consider the counter (CTR) mode of encryption, that xors
an encryption of the incremental counter to the message blocks to get the ciphertexts
in a stream, i.e., for a message (M, ..., M;), the CTR mode outputs (C,...,C;), where
C; = M; & Ei(ctr & i). This construction takes only k calls to the underlying blockcipher
E}, for a kn-bit output. However, as proved in [BDJR97], this construction is secure only

1 Here, Ei, and Ej, denote two n-bit independent pseudorandom permutations
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up to the birthday bound. It is known that the CTR mode would achieve BBB security if
the underlying blockcipher E is replaced with a PRE. Many designs [BKR98; HWKSgS§;
Lucoo; Blgg]tried to exploit this idea of first constructing PRFs from PRPs and then using
the PRF in the CTR mode. But all of them had either efficiency problems like re-keying
or using as many as 2k PRP calls as we discussed above. To remedy the situation Iwata
[Iwao6] proposed the CENC mode of operation that uses as the underlying PRF, the XORP
construction. To yield a kn-bit output, XORP function, takes a (n — log, (k + 1))-bit input,
concatenates (i), the log, k-bit binary representation of i € [k + 1], to the input to create
k inputs for the underlying PRP, and then outputting the vector of £ n-bit values, where
the i-th component is the xor of the (i + 1)-th PRP output and the first PRP output. This
construction uses only £ calls to the underlying PRP, avoids the re-keying problem, and
the key-stream for the CTR mode can be pre-computed.

L (| - —| -d—> Uk

Figure 1.1: The XORP PRF construction

A n-bit security proof of the XORP construction is given by Iwata et al. in [IMV16],
which vitally relies upon another Mirror theory conjecture by Patarin and needs to be
revisited.

Our Contribution. In [CDNPS23], we prove the said Mirror Theory conjecture (for a range
of parameters much higher than practical needs) and give an improved security bound
following Iwata’s analysis, presented in section 14.4.

SUM OF EVEN-MANSOUR. All the PRF designs discussed till now are blockcipher-based.
Since we are designing functions, only the forward direction matters, and that is why using
blockciphers for PRF constructions, seems superfluous to a degree, because blockciphers
have the extraneous property of being efficient in the backward direction too. Instead,
we could instantiate PRFs based on public random permutations, e. g., Keccac [BDPVA13],
Gimli [BKLMM+17], SPONGENT [BKLTVV11], etc., which are designed to be very fast
in the forward direction, but not necessarily in the backward direction. Public random
permutation-based constructions like keyed sponge [ADMA15; MRV15], Farfalle [BDH-
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PAK17], are variable length constructions. There is a scope of a more efficient/secure
design for short fixed-length messages.

In [CLM19] Chen et al. proposed the public random permutation-based PRF construction,
called the sum of Even-Mansour (SOEM?), where the idea is to instantiate the blockciphers in
the sum of permutations PRF construction, with the public-permutation based blockcipher
EM™(K,m) = w(K@® m) @ K. Chen et al. showed that the sum of two Even Mansour
constructions, SOEMZ . (K1, Kz, m) = EM™ (K, m) & EM™ (K2, m) is a 2n/3-bit secure
PRF only if 7 is independent of 75 and K is independent of K». Any weaker assumption
would restrict the security to birthday-bound. In [ST23], Sibleyras et al. showed that
post-adding the keys as in Even-Mansour is redundant, achieving the same security with
a more efficient design, keyed sum of permutations, KSoP, ~,(Ki,Ka,m) = w1 (K; & m) &
o (Ka @ m). The authors point out that the independence requirements between 1, 7o
and K1, Kq, remain the same, in order to achieve said security.

K1
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Our Contributions. In this dissertation, we consider the sum of » Even-Mansour ciphers,
which after removing the redundant post-addition of keys, is defined as
SOEMZ, &, (Ki,... Kpym) := @, mi(Ki & m). We show that this achieves rn/(r 4+ 1)-
bit PRF security in the presence of (p, ¢)-adversaries, by which we mean that adversary
can make total p queries to the public permutations in the offline phase, and can make
q queries to the construction oracle in the online phase. The security analysis is done in
Chapter 16 of this dissertation.

SINGLE-KEYED DBHTS MAC. A message authentication code (MAC) is a tag associated
with a message that is used to check the authenticity and integrity of the message. The
security requirement on MACs is that, any adversary querying the MAC oracle ¢ messages,
each message having at most ¢ blocks, such that total query size is o, has negligible (in the
parameters p = (g, ¢, o)) probability to guess the MAC for a message not already present
in the transcript of interaction. Such a MAC is called secure against existential unforgeability
under chosen message attacks, in short EUF-CMA secure. Note that it is more than enough
to investigate the PRF security of MAC constructions, as it is a stronger property than
EUF-CMA.
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Most common constructions of MAC are either based on blockciphers, e.g., CBC-
MAC [BKRoo], PMAC [BRoz], OMAC [IKo3], LightMAC [LPTY16], etc., or based on cryp-
tographic hash functions, e.g.,, HMAC [BCK9g6]. At a high level, these constructions come
under the umbrella of UHF-then-PRF designs, where first a message is compressed to a
short string by a universal hash function (UHF) and then a PRF is applied on this string to
generate the tag. However, due to the detectable collision property, that any collision among
the outputs of the UHF results in a tag collision, this design paradigm cannot overcome
the birthday bound. This becomes a problem when many MAC constructions have been
proposed with lightweight blockciphers, e.g.,, PRESENT [BKLPPRSVoy], LED [GPPR11],
GIFT [BPPSST17].

To go beyond the birthday bound, one possible way to improve upon the UHF-then-PRF
design is to replace the UHF by a hash function with double block output, such that
each block behaves like the output of a UHF and then apply the sum-of-permutations
PRF on the blocks, i.e., passing each block through a blockcipher, and the resulting
pair of outputs being xored to get the tag. Such a design idea is bolstered by the fact
that the XOR constructions are optimally secure. Dutta et al. [DDNP18] concretized this,
naming the design diblock hash-then-sum (DBHtS ). In this paper they proved that several
constructions falling under the DBHtS design paradigm, e.g., PolyMAC [Boeg3; BJKSg3;
Tay93], SUM-ECBC [Yas1ob], PMAC+ [Yas11b], LightMAC+ [Nai1yb] achieve 2n/3-bit
security. In [LNS18], Leurent et al. presented a 3n/4-bit attack against DBHtS schemes.
Finally, Kim et al. [KLL20] proved the 3n/4-bit security of the above constructions, closing
the gap.

Our Contributions. There remains one aspect where the DBHtS schemes can be made yet
more efficient. Note that in the general implementations of DBHtS , three keys are used, one
for all the blockcipher-calls corresponding to hash value evaluations, and one for each of
the blockciphers constituting the sum-of-permutations PRF. Since rekeying is an expensive
process, the obvious alternative is to use the same key for all the blockciphers, whether it be
a part of the hash or the PRF, the design being called the 1k-DBHtS . In [CEJNS24] we give a
3n/4 security bound for 1k-DBHtS , and showed that for its instantiations, 1k-PMAC+ and
1k-LightMAC+, the corresponding hash functions PHash and LightHash are diblock hash
functions having the desired properties. The security proofs are given in Chapter 17 of this
dissertation.

THE 2K-HTMB-P2 CONSTRUCTION. Now we take a look at the opposite issue. We
want to build variable input length (VIL) PRF constructions from PRPs. There are some can-
didates for BBB VIL PRFs, like SUM-ECBC [Yas1ob], PMAC+ [Yas11b], LightMAC+ [Nai17b],
all of which fall under the DBHtS design paradigm [DDNP18], as we discussed earlier. The
other more traditional way is to adopt the Hash-then-PRF mode, the main components
of which are: (a) a hash function with 2n-bit output, (b) a 2n-bit-to-n-bit PRF. The only
candidates for the second component, for which the construction achieves n-bit security,



14

INTRODUCTION

are: (1) the Benes and modified Benes (or mBenes ) constructions [AV96] or (2) the Feistel
networks of at least four rounds.

In [AV9g6], Aiello et al. proposed the Benes and mBenes constructions that uses, re-
spectively, 6 and 4 independent n-bit PRFs. The conjectured n-bit security for both the
constructions. In [Pato8a], Patarin proved that Benes is n-bit secure. Now if we intend to
use PRPs as our basic building block, then the PRF primitives of the Benes constructions
will have to be replaced by the XOR; construction, but as a consequence, we would need
12 and 8 PRP calls for Benes and mBenes constructions, respectively, which is no more
efficient than the choice of Fiestel networks. In [C]N20], Cogliati et al. proposed the Hash-
then-modified-Benes (HtmB in short) design where a sufficiently universal hash (in this
case DbACU,) is combined with the mBenes , yielding n-bit secure VIL PRFs. The types of
HtmB constructions proposed by them are:

® HtmB-pl - here among the 4 underlying PRF primitives of mBenes , two are replaced
by PRPs and the other two are replaced by the XOR, construction.

® HtmB-p2 - mBenes where all the four underlying primitives are PRPs.

Their n-bit security proof of HtmB-p2, the more efficient of the two designs, relied on a
Mirror Theory conjecture.

Our Contribution. In [CDNPS23] we proved a slightly better result than the conjecture, and
in light of this improved bound we revisit the security proof of 2k-HtmB-p2 in [CJN2o0].
The security analysis is presented in section 14.3.

1.3.2 Constructing PRP from PRF

The Feistel scheme is one of the two most widely used domain-extending permutation
schemes, the other one being substitution permutation networks (SPN). Feistel schemes
have been classically used to design many blockciphers (like DES [Des], Lucifer [Sor84] etc.),
which has the prime advantage over the alternative, substitution permutation networks, of
being invertible even if the round functions are not. The Feistel scheme has also been used
in format-preserving encryption, an important example being the Thorp shuffle [BMog],
which is but an unbalanced Feistel cipher [SKg6]. In [Pat10b], Patarin proved n-bit SPRP
security of the six rounds of Feistel network, by using a Mirror Theory conjecture.

Our Contribution. In [CDNPS23], we revisit this security proof by Patarin. The security
analysis is presented in section 14.4.

1.3.3 Tweakable Blockciphers

Tweakable blockcipher is another very important building block in symmetric-key cryp-
tography. It has been used in constructing encryption schemes [BLN18], MAC [IMPS17],
authenticated encryption [KR11; PS16], and leakage resilience [SPSCV22].
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Liskov, Rivest and Wagner, in their seminal CRYPTO 2002 paper [LRWo2] mathematically
formulated the tweakbale blockciphers and presented two design paradigms, named
after the authors as LRW1 and LRW2. Since then the design landscape of tweakable
blockciphers has taken two paths. One of them is of ad-hoc designs, that gained popularity
with the advent of TWEAKEY [JNP14] platform, e.g., the Deoxys-TBC [JNPS21], Skinny
[BJKLMPSSS16], QARMA [Ava1y], with their security bolstered by cryptanalysis. The other
one is provably secure designs, e.g., the original constructions of [LRWo2], LRW1 and
LRW2, XEX [Rogo4] and its extensions [CSo8; Mino6; GJMN16]. The security of provably
secure designs depends on the security assumptions on the underlying primitives. However,
the designs just mentioned have at most birthday-bound CCA security due to detectable
internal collisions.

Landecker et al. [LST12] first noticed that cascading two independent instances of LRW2
achieves beyond birthday bound security. Their proof of 2n/3-bit security of 2-LRW2
was later corrected by [Proi4]. [[N20] finally gave 3n/4-bit security proof for 2-LRW2,
improving upon the proof ideas of [Men18]. [Men18] also proposed a 3n/4-bit attack
against 2-LRW2, implying that the above security proof is tight. For the general r > 2-
rounds of cascaded LRW2 the best known security bound is rn/(r + 2)-bit security [LS13].

In [BGGS20], Bao et al. proposed cascading the LRW1 to achieve BBB security. They
showed that three rounds of LRW1, in short 3-LRW1, has 2n/3-bit security. Later it was
shown that 3-LRW1 also has 3n/4-bit CPA security. The 3-LRW1 is popularly known as
TNT, greatly appreciated for its efficient design and highly believed to be capable of
achieving even 3n/4-bit CCA security. For the general » > 3 rounds of cascaded LRW1 the
best known security bound is (r — 1)n/(r + 1)-bit security [ZQG23].

Our Contributions. In our paper [JKNS24], we have proposed a fully scalable birthday-
bound CCA attack on TNT a.k.a. 3-LRWL1. It is a matching attack since we also showed
that TNT and even its single-keyed version (where the three blockciphers that constitute
the underlying primitives of 3-LRW1 are not independent, but keyed by the same key) are
birthday-bound secure. Our attack disproves the beyond-birthday-bound security claims
by [BGGS20]. We identified the bug in the proof, where a random variable is erroneously
assumed to have uniform distribution, leading to the overestimation of security. Our attack
is explained in section 15.1 of this dissertation. We give the security analysis in section
15.2.

In [JKNS24] we also formulated the generalized view of the cascaded LRW paradigm:
naming it the LRW+ design, which consists of two blockcipher calls sandwiched between
a pair of tweakable universal hashes. We show that as long as the tweakable hashes are
sufficiently universal, the LRW+ construction is CCA secure up to 93n/4 queries. Note that
LRW+ encompasses both 2-LRW2 and 4-LRW1. Thus, as a direct side-effect of our analysis,
we have that 2-LRW2 and 4-LRW1 are CCA secure up to 2°"/* queries. In case of 2-LRW?2,
our bound matches the tight analysis in [JN20].
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1.3.4 The consequent classes of Mirror Theory problem

We will try to classify the systems of equations and non-equations obtained as the real-
world realizability criteria of the transcript obtained in the security games of the above
constructions. For the following discussion it is beneficial to understand the following
points:

¢ The scope of this dissertation covers only homogeneous systems of bivariate non-equations,
which contains non-equations of the form X; @ X; # 0", or in other words X; # X;.
So whenever non-equations are mentioned, we might very well narrow down our
gaze to these types of non-equations only.

¢ The block-maximality of a system is the maximum number of variables that gets
determined if one variable is assigned a value. To aid visualization, one could think
of a system of bivariate equations as a labeled undirected graph on the variables
as vertices, having an edge between two vertices X; and X; labeled J, if and only if
there is an equation in the system X; ® X; = A. Note that the block-maximality of a
system of bivariate equations is simply the size of the maximum component of the
corresponding graph. We often denote the block-maximality as {max-

¢ To prove beyond-birthday-bound security of a construction, we generally have to
show that the lower bound on the number of solutions to the corresponding system
of equations and non-equations is a very close approximation of the expected number
of solutions. What we mean by the expected number of solutions to a system of
equations and non-equations is the expected number of solutions to the system when
the constants on the r.h.s. of the equation are chosen uniformly randomly.

COMPLETE MIRROR THEORY PROBLEM. Consider the transcript {(z1,y1),. .., (zq,yq)}
obtained in the security game of the XORT construction. If we denote Yy;,_1 = 7 (0||z;)
and Yo; = m(1||z;), for i € [q], we get a bivariate system of equations Xo;—1 & Xo; = y;
with &max = 2, and a system of non-equations X; ® X; # 0" for all i # j € [g]. There is a
non-equation between any two variables, hence complete. In our paper [DNS22] show that
the number of solutions to the above system of equations and non-equations is at least as
much as the expected number of solutions, which (2"),, / 24! The proof is presented in
Chapter 6 of this dissertation. As an application of this result we show it implies that the
XOR; is a n-bit secure PRF.

Now consider the transcript {(z1,9}), ..., (4, y¥)}, obtained in the security game of the
XORP™ k] construction. Here y¥ = (y;1, ..., vix) denotes the i-th response of the real/ideal
oracle. Denoting the k + 1 outputs of the underlying primitive as Y; ; = w((j)||z:), j €
[k + 1], 1is easy to check, that the corresponding systems of equations will be

Yi1®PYi2 =911 Ye1©Yg2 =Yg
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Yi1@Y13=y12 Yq1®Yq3 = yg2

Yi1DYikt1 = Y1k Y10 Ygrt1 = Y1k

and the system of non-equations will be complete. Note that, the above system of equations
is bivariate but has block-maximality £ + 1. In our paper [CDNPS23], we showed the
following:

Theorem 7.1 (informal): For a wide range of {max (§max =~ O(2™*)) the number of solutions
to a system of bivariate equations and a complete system of non-equations is at least the expected
number of solutions, even if ¢ = O(2").

We present this proof in Chapter 7 of this dissertation. As we will show later the PRF
security game of 2k-HtmB-p2 and PRP security game of six-round Feistel construction
both yield systems of bivariate equations with & in the order of log, n. In Chapter 14,
we revisit the n-bit PRF security proofs of the XORP and 2k-HtmB-p2 and the n-bit PRP
security of six-round Feistel, using our revised bounds, as obtained in Chapter 7.

BIPARTITE MIRROR THEORY PROBLEM. As noted in Example 1.2, the security analysis
of XORy construction yields a system of bivariate equations, X; ®Y; = J\;, and non-
equations, where the non-equations are only between the X-variables or Y-variables, i. e.,
we can bipartition the variables into two sets, where all the variables in the same set have to
be pairwise-distinct. There is no non-equation between two variables belonging to different
sets. We name this class of Mirror Theory Problems, the bipartite Mirror Theory problem,
BMTP. As for the system of equations obtained due to XOR; security analysis, the size of
each component is 2. In [DNS22] we prove the following;:

Theorem 8.1 (informal): The number of solutions to a consistent BMTP problem with &{max = 2 is
at least (1 — ¢) times the expected number of solutions, where ¢ ~ O(q?/2%").

The lower bound analysis is given in Chapter 8.

T

!

Y

—— X Yy Av U =1
M—’Hl > 7T >D > 7o =H2 — C

Figure 1.2: The LRW+ construction.

Now consider the LRW+ design, see Fig. 1.2. We can see that the security analysis of
LRW+ will yield a system of bivariate equations Y; ®V; = A;, i € [q]. Now X? «+ Y4
and V¢ < U? Thus we cannot assume that all Y-variables are pairwise distinct or all

17
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V-variables are pairwise distinct because for that we need to guarantee that there is no
collision in X or U-variables, leading to birthday bound. Now if we allow for collisions
in the Y and V-variables, then we can basically club all the Y-variables colliding into one
variable and we end up with components more complicated than isolated edges, i.e., a
system of equations for which &,.x > 2. However, we can declare only those transcripts
to be good for which the components are of manageable structure, like star graphs, and
restrict our lower bound analysis to BUTP problems with this special graph structure only.
In [JN20], Jha et al. have shown the following;:

Theorem 9.1 (informal): The number of solutions to a BMTP problem, with only star graphs
as components, is at least (1 — ¢) x S, where is e ~ O(23"/*) and S > the expected number of
solutions.

S is chosen in a convenient manner so as to simplify the real-to-ideal world probability
ratio in the security proof of 2-LRW2. We present the lower bound analysis in Chapter 9.

RESTRICTED MIRROR THEORY PROBLEM. Let us consider the 1k-DBHtS construction.

xi
1 Ek
Yi
m —» b—> T
\£
~ B
Xy

Given a transcript of interaction and the hash evaluations corresponding to each query,
one can lower bound the probability that the transcript is realizable, by lower bounding the
number of pairwise-distinct solutions to the system of bivariate equations, Y{ @ Y4 = T
The main point of departure of this problem from the previous variants of Mirror Theory
is that none of the variables are allowed to take values in the forbidden set, consisting of
all the blockcipher input-outputs generated during the given hash function evaluations,
as o, w1 and 7y are domain-separated versions of the same random permutation. Note
that in this case, the system of non-equations is again complete. We call the Mirror Theory
problem with a system of equations (may not be bivariate) and non-equations (among
every two variables), such that none of the solutions can take values from a restricted set,
the complete restricted Mirror Theory problem, in short, CRMTP.

On the other hand, the security analysis of the public permutation-based construction,
the sum of r Even-Mansour, leads to ¢ equations, each having r-variables, one correspond-
ing to the output of each of the r underlying permutations, and non-equations between
only the output variables of same permutation. Since the adversary can query the public
permutations in the offline phase, the internal variables cannot be assigned any value from
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the set of responses the adversary obtained in the offline phase. This class of Mirror Theory
problems is called reqular partite restricted Mirror Theory problem, or in short RPRMTP.

In [CEJNS24] we show the following:
Theorem 12.1 and 11.1 (informal): Both the variants, CRMTP and RPRMTP, have number of
solutions at least (1 — €) times the expected number of solutions.

We give the lower bound analysis of CRMTP in Chapter 12 and that of RPRMTP in Chapter
11.
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DEFINING SECURITY

In this chapter, we present a unified mathematical formulation of any interactive game
between an adversary and a challenger in a typical security game considered in this
dissertation. We call it the probabilistic function model. It was formulated in [JN22] and we
adopt it here. We formally define all the assumptions about the adversaries considered in
this dissertation. Finally, we define all the security notions that we will explore.

2.1 PROBABILISTIC FUNCTION MODEL FOR INTERACTIVE ALGORITHMS

Definition 2.1 (probabilistic function). A probabilistic function from 2" to % is a function
f:QxZ — %, for some sample space Q). For the sake of brevity, we sometimes suppress the
underlying sample space Q and simply denote the above function as f : ' = %.

We can think of the probabilistic function f : QO x Z° — % as mapping z € Z
to the random variable f(W,z), where W <~ Q (popular choices are uniform or wor
sampling). Thus a probabilistic function induces a family of probability measures on %/,
2r =Ry 1 € 2}, defined as zy.(y) := Pry . (f(W,2) =y) for y € . For a
probabilistic function f : 2~ = %9, we can define its component probabilistic functions as
fi: 295 % such that f(W,z) = (f1(W,),..., f(W,z)) forz € Z.

Definition 2.2 (computationally bounded challenge function). A ¢g-bounded (2", %)
challenge function is a probabilistic function f : 29 = %9 such that f; is functionally
independent of 2 li+1-4],

Definition 2.3 (computationally bounded adversarial function). A ¢-bounded (2", %)
adversarial function is a probabilistic function f : %4 5 279 such that f; is functionally
independent of %'l-9). Moreover, it is called deterministic if the underlying sample space Q) is a

singleton, which can hence be ignored.

An interactive (probabilistic) algorithm can be viewed as an adversarial function & :
@1 % 279, where the underlying sample space is the space from which the algorithm
draws its random coins, R, that interacts with its oracle, which in turn can be viewed
as a challenge function, 0 : 29 X 9, whose random coins, R, are independent of R:
the interactive algorithm starts the interaction by querying z;, that depends only on the
random coin of &/, and the oracle replies with y; that depends on z; and the random coins
of 0. The adversary then queries z3 as a function of y; and random coins of the adversary,
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and the oracle replies with y,, which depends on z1, 22 and the oracle’s random coins,
and so on. The interaction of any interactive algorithm with query complexity ¢, is thus
modeled by g-bounded adversarial and challenge functions.

By definition of the adversarial and challenge function there exist functions </ : =1 %
2 and 0} : 2 5 %, such that ;(y?) = &!(y*") and O;(x7) = O(z").

Definition 2.4 (transcript of interaction). Let o/ and O be q-bounded (2", %) adversarial and
challenge functions. Then the transcript of interaction between of and O is a random variable
7(4%) := (X9,Y), where the random variables X; and Y; are defined sequentially as:

X; = d!(R,YY), Yy =6)(R, XY,
where R and R are the random coins of of and O, respectively.

The randomness of the transcript is entirely derived from the random coins. Thus fixing
R = r and R' = ¢/ yields a unique value (2%, y?) for the transcript, where 27 = o/ (r,y?)
and y? = O(r', 7). Thus it follows from the independence of R and R’ that

Pr (r(f7) = (2%,y7)) = Pr ((R,y?) = 27) - Pr (O(R",2%) = y?) = 2 ya (27) - 220,00 (")

Thus the distribution of 7(/?) is entirely determined by the family of distributions 72
and zp.

Definition 2.5 (extended transcript). Given a challenge function O, we define the .”-extended
challenge function as a probabilistic function © = (0,8) : Z'1 = %9 x .. For any adversarial
function of : X1 > 29, we define the extended transcript of interaction between of and O, as

(%) = 7(ad”) = (7(d”) = (X9, Y9),$(X9)) = (r(s”®)), S (R, 2°))

where R is the random coins of ©. The random variable S (W?) is called the supplement to the
challenge function O.

An .7-extended challenge function induces the family of distributions
2500 (y?,8) = Pr(0(27) = y?, 7 (27) = s)

Again by the independence of the random coins of & and 0, we have that the distribution
of the extended transcript is completely determined by the 2, and 225,

Pr(7() = (2%, y%,5)) = Rarya(27) - 25 44 (4", 5)

The extended challenge function models those oracles that might release some extra
information, depending on the queries of the interactive algorithm, after the interaction is
over, implying that the queries are independent of this extra information.
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2.1.1  Some popular oracles

In this dissertation we will quite frequently use the following oracles modeled as challenge
functions.

KEYED FUNCTION. A family of functions from 2" to %, indexed by a key space
H, F = {F; : k € &}, can be viewed as a function, F' : J# x & — %, defined as
F(k,z) := Fj(x). If we treat the key space as the sample space mentioned in the definition
of a probabilistic function, we get a challenge function, which we call the keyed function,

F(k,2?) = (F(k,x1),...,F(k,xq)), 27€ Z79.

KEYED STRONG PERMUTATION. If for every key k € ¢, F(k,-) is a permutation on .2,
then one should make provision for an interactive algorithm to query this oracle both in
the forward and backward direction. This motivates us to define the keyed function family,
F* = {FF: k€ #}, where

FE: {(+1,-1}x2 - %
(+1,2) — Fg(x)
(-La) = F ' (x)
The challenge function corresponding to the function F + denotes as F+, is called a keyed
strong permutation.
It is easy to see that the family of distributions induced by #* is completely determined
by the family of distributions induced by %, since for (07, z9,y%) € {—1,+1}9 x X9 x X9,
we have

Pr (F£(6%,27) = y?) = Pr(F(a?) = b9)
where (07, a%,b?) is the undirected representation of (89, z4,y?) defined as

(ai,b;) := { (ziyys)  if 6 =1

(yi,xi) lf 52 = -1

IDEAL ORACLES. We now define certain ideal challenge functions by specifying the
family of distributions it must induce:

Definition 2.6 (random function). A (2", %) challenge function p is called a random function
if for (x7,y?) € 29 x ¥4,

D~ ifat oyl
0 otherwise

Pr(p(z?) = y?) = {
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where d = |19},
A more direct way of describing a random function as a challenge function is to take Func(2", %)
as the sample space of the function, p : Func(Z , %) x X — %, such that p(f,x) = f(z).

Definition 2.7 (random permutation). A (2", 2") challenge function  is called a random
permutation if for (z9,y?) € 27 x 271,

/(1% )a  if x? <yt
0 otherwise

Pr (w(a) = y7) = {

where d = [{(}z7)].

A more direct way of describing a random permutation as a challenge function is to take Perm( Z")
as the sample space of the function, w : Perm( 2" ) x 2" — %, such that ©(p, z) = p(x).

We can similarly define a strong random permutation, 7 as the challenge function inducing
the following distributions: for (67, 2%, y9) € {—1,+1}9 x 29 x 279,

4 .
Pr (£ (0%, 29) = y?) = 1/(1)a ifa? b
0 otherwise

where (67,a%,b%) is the undirected representation of (69,27, y?) and d = |{(}a?)|.

Definition 2.8 (tweakable random permutation). A (.7 x 2", Z") challenge function 7 is
called a tweakable random permutation if for (t¢,2%,y?) € TIx X1 x ¥4,

T

1

. t4
] [Tt iar oy
Pr(#(1%,0%) = ) = {11 (1],
0 otherwise
where r = |19 and for t,, ..., t. being the distinct elements in t9, d; = |{x; : t; = t,}|.

The direct way of describing a tweakable random permutation as a challenge function is

to take :Ee\r_;7(9 x X, Z) = Func(T,Perm(Z")) as the sample space of the function, m :
Func(T,Perm( X)) x T x X — %, such that 7 (p,t,x) = p(t)(x).

2.2 DISTINGUISHERS AND DISTINGUISHING ADVANTAGE
A distinguisher of two (£, %) challenge functions 0; and 0, is defined as the tuple (¢, &),
and denoted as @/, where

* disa (2,%) adversarial function drawing its random coins from (), and

¢ B:Ox Z1x%1— {0,1} is a decision predicate,

such that output of &/, with random coins W < Q, is #(W, 7(/%)). Now we define the
advantage of oy in distinguishing between the challenge functions 0; and 0, as
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Ay, (01;03) =

Pr (gt — 1) —Pr (g2 — 1))

Let
A=8"11) = {(w,2,9?) € Qx ZIx W : B(w,z,y?) =1}
Then by Lemma A.2 we have

Ay (01;02) < A((W, 7(5)), (W, 7(457))) (2.1)

ASSUMPTIONS ON DISTINGUISHERS. In the method of analysis pursued in this disser-
tation we make certain assumptions about the nature of distinguishers we would consider
in our security definitions. These assumptions, instead of being restrictive, actually increase
the distinguishing advantage of the distinguishers considered. Hence the security proofs
can be looked upon as a kind of worst-case analysis.

1. TIME UNBOUNDED: We assume the decision predicate is &,,; defined as:

1 if Pr(W=uw,7(%) = (29,97)) > Pr (W = w,7(4%) = (29,y7))

0 otherwise.

ﬁopt(w7 $q7 yq) = {

Gopt is the optimum decision predicate in the sense that it achieves equality in
(2.1). &opt may not be efficiently computable. However, since we are interested in
information-theoretic security analysis we will consider time/memory-unbounded
distinguishers. To measure the distinguisher efficiency we will only consider its oracle
query complexity. Since we have fixed the decision predicate, here onwards we abuse
notation to simply denote a distinguisher by its adversarial function &, omitting &
from the suffix.

2. DETERMINISTIC: For any adversarial function we can find a deterministic adversarial
function that is a better distinguisher than the former. Suppose the adversarial
function & has a sample space (). Fix w € (). Let &/ be a deterministic adversarial
function that just executes &/ with the random coin w. Then we have A 4(01;0,) =
Ew (Agw(01;02)). Since there must exist wy € Q such that Ew (A w(01;02)) <
Ageo (013 03), we obtain a deterministic distinguisher &/“° such that

A (015 02) < Doy (01 02)
Hence, without loss of generality, we consider only deterministic distinguishers.

3. NO REDUNDANCY: Depending on the challenge function our distinguisher is interact-
ing with, we declare the following queries redundant. We will call the i-th query
redundant:



26 DEFINING SECURITY

* Keyed function: 3j <i:x; = x;

* Keyed strong permutation: 3j < i : (0;,z;) = (65,%;) V (6, zi) = (—;,y;), where
y; is the j-th response by the challenge function.

e Tweakable keyed permutation: 3j < i : (t; = t;) A ((0i, xi) = (85, 25) V (8, x:) = (=d5,y5)),
where y; is the j-th response by the challenge function.

In all these cases the response to the i-th query by the respective challenge function is
completely determined by the j-th query-response pair, and hence the distinguisher is
better off not making a redundant query. Thus we only consider those distinguishers
that never make redundant queries.

QUERY COMPLEXITY IN DIFFERENT SECURITY GAMES. In the formulation above we
consider a high-level adversary that has query complexity ¢, which in simpler terms means
the adversary can make ¢ oracle queries. However, the nature of the queries varies with
the underlying examples. We consider two such important cases because they are relevant
to this dissertation:

¢ Consider a construction where the underlying primitive, although still assumed to
be random, can be public, e. g., in the PRF construction, the sum of Even Mansour,
the underlying primitives are public random permutations. In this scenario, the
adversary can be stateful: in the offline phase it queries the public permutation and in
the online phase it queries the construction. We typically denote the bound on such an
adversary’s offline queries by p and the bound on online queries by ¢, as usual. An
adversary with query complexity (p, ¢) is called a (p, q)-adversary.

¢ Consider variable input length construction where the underlying primitives have
n-bit inputs. If a message of length m comes, it is typically broken into ¢ = [m/n]
blocks and then processed by the underlying primitives. In this case it becomes
necessary to parameterize the query complexity by the 3-tuple p = (¢,¢, c), where ¢
is the number of queries, / is the maximum length in blocks of any query, and o is
the total number of blocks queried. In such security games, the adversary having
query complexity p, is called a p-adversary.

2.3 SECURITY DEFINITIONS

Let O be a g-bounded (2, %) challenge function, and let &(g) be the space of all ¢-
bounded (£°,%') adversarial functions. Then we define the following distinguishing
advantages against O:
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PRF/(S)PRP/T(S)PRP distinguishing advantages

AdvY(q) = max Ay(0;p)

dedd(q)
AdvL®(q) = Ay (0 AdvP™P(q) = Ay (0F;m*
Yol = gy () ANGT) = g Aa0% )
Adv™(q) = Ag(0;7)  AdvyPP(q) = Ay (0% 7=
YO = oy SO AT = g Ba(05 )

This completes the discussion on security notions.
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In this chapter, we explore the H-coefficient technique, introduced by Patarin [Patog], and
its extensions, and how they bound the distinguishing advantage of an adversary.

3.1 BOUNDING DISTINGUISHER ADVANTAGE

The assumptions on the distinguishers imply that

Ag(01;05) = AW, 7(L%)), (W, 7(£2))) by definition of Zop

= A<T('Qf o )7 T(ﬂ 02 )) since « is deterministic

Thus to bound the advantage of a distinguisher, &, in distinguishing between the two
challenge functions 0;, 0>, we have to bound the statistical distance between the transcript
random variables corresponding to the interaction of & with either 0; or 0.

We first present a version of the expectation method proposed by Hoang et al [HT16], that
takes into consideration extended challenge functions. A similar version can be found in
[[N22] too. The reason why we present this theorem first is because the classic coefficients
H-technique exposed by Patarin in [Patog] and even the extended version of it [JN22], can
be derived from this generalized theorem.

expectation method

Theorem 3.1. Let Oy and Oy be two (2", %) challenge functions and 61 = (01,81), 09 =
(O3, 82) be .7 -extended version of them, respectively. Consider the random variables 8, =
7(A) and By = T7(H°2). Let QO = Supp(pe, ), and fix any subset Qpaq C Q. Let
e: Q) — [0, 1] be a function satisfying:

e ¢(t) =1forallt € Qpaqg
* €(t) > max{0,1 — e, (t)/ 720,(t)} forall t € Q\ Qpaq.
Then

A (01;02) < Eg, ((81)). (3-1)

The theorem statement follows from Lemma A.3.
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In the above theorem if the function taken is such that €(t) = € for all ¢t € Q \ Qpaq,
where ¢ € [0, 1] is a constant, then the right-hand side of the inequality Eq. (3.1) becomes
728, ((Mbaq) + €. Thus we have the extended H-technique [[N22], given as follows:

extended H-technique

Corollary 3.0.1.Let Oy and Oy be two (X,%) challenge functions and 0, =
(01,81),05 = (Oa,S2) be /-extended version of them, respectively. Consider the ran-
dom variables 8, = 7(A) and By = 7(A?). Let QO = Supp(ze, ), and fix any subset

Opag € QL If
YLD (t)
>1—c¢, Vit e O\ Oy
2o (1) Ao
then
Ay (01;02) < 720, (Qpaa) + €. (3-2)

All the distinguishers above were implicitly equipped with the optimal decision function
Bopt : A X XU x#9x .7 — {0,1} defined as

1 if Pr(r(o%) = (29,99),8(29) = s)
Bopt (w, 27,1, 5) = > Pr (1(2%2) = (29,y7), 8" (29) = s)
0 otherwise.

Now let us consider a distinguisher that instead uses the decision predicate

1 if Pr(r(&%) = (29,y7)) > Pr (r(%) = (29,y7))

0 otherwise.

ﬁ(waxqaqus) = {

which, as one can see, is functionally independent of .7, i. e., the distinguisher ignores the
supplements in the extended transcripts. Note that we have Ay (01;02) = Ay, (01;04) <
Ny, . (01;02). This observation leads to the coefficient H-technique [Patog].

coefficient H-technique

Corollary 3.0.2. Let Oy and O, be two (2", %) challenge functions. Consider the random
variables 81 = 7(A4) and 8, = 7(A4%). Let QO = Supp(pe, ), and fix any subset
Opaa € Q. If

720, (t)
720, (t)

>1—c¢, VtEQ\Qbad
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then

Ay (01;03) < 729, (Opaa) +¢. (3-3)

We present here a more fine-grained version of the expectation method as follows:

Fine-grained Expectation Method

Theorem 3.2. Let ) be the set of all transcripts. For some epaq > 0 and €patio : (2 = R,
suppose there is a set Oyaq C Q) satisfying the following conditions:

* Pr (80 € Opad) < €bads
® €atio 1S non-negative on Q0 \ Opaq,

Pr (91 = w)

* for any w & Opaq, w is attainable and m

>1- 6ratio("")-
Then for any distinguisher o trying to distinguish between 0 and Oy, we have the following
bound on its distinguishing advantage:

Ad(@ﬂ @2) < €pad T+ 1EE]Q (Xgooderatio) 5

where X good denotes the indicator function for O\ Opaq.

H-technique is the umbrella term that applies for all three methods (Theorem 3.1, Corol-
laries 3.0.1 and 3.0.2) defined above, and although the latter two methods are derivatives
of the expectation method, we will use them in security proofs of different cryptographic
constructions, according to suitability.

3.2 MIRROR THEORY AS A CONSEQUENCE OF H-TECHNIQUE: A TOY EXAMPLE

OPTIMAL PRF SECURITY OF THE XOR; consTrRUCTION. Consider the ({0,1}"~1,{0,1}")
challenge function © defined as 6(x) = = (0||z) ® 7(1||z) where 7 is a {0,1}" random

permutation, i.e., w & Perm({0,1}"). We want to find out the PRF security of the above
construction, i.e., we want to calculate Adv>™(¢) = max . 4(q) Dt (05 p), where p is a
({0,1}"1,{0,1}") random function. To bound Ay (6; p) via the coefficient H-technique
(Corollary 3.0.2). Consider the naive decision predicate, & : ({0,1}"71)? x ({0,1}")9 —

{0, 1}, defined as

1, ifJielq:y;=0.

0, otherwise.

Bz, y?) = {
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Note that for any adversarial function o/ € & (g), we have Pr (4(7(«%)) = 1) = 0, while
Pr (&(r(P)) =1) = q/2". Thus Ay, (0; p) = q/2". We will show soon enough that no
distinguisher can do any better than this naive distinguisher.

In this distinguishability scenario, all transcripts are attainable, in the sense that (2 =
Supp(T(&?)) = ({0,1}"71)4 x ({0,1}")9. We define the subset of bad transcripts as Qpaq =
{(2%,y?) : y; = 0forsomei € [q]} = Supp(7(«?))\ Supp(r(#?)), where due to the
last equality © and p are obviously distinguishable, as is also seen with above naive
distinguisher. Letting 8, := 7(«/?) and 8, := 7(«?), we have g, (Qpad) = ¢/2" and
70, (z9,y?) = 27", by definition of the random function (Definition 2.6). If we could
prove g, (x%,y?) > 27" for all (z?,y?) € O\ Opad, then by the coefficient H-technique
(here ¢ = 0, see Corollary 3.0.2), we have Ay (0; p) < ¢q/2", for any adversarial function
d € d(q), thus implying n-bit PRF security of 6.

Now, let us define the 2¢ random variables: Vg;_1 := 7 (0|z;) and Vg; := m(1|z;) for
i € [¢]. Consider the system of equations and non-equations given below, which must be
satisfied for the event, 6(x?) = y?, to hold:

(EQUATIONS). Vg1 & Vg = y; fori € [q].

(NON-EQUATIONS). V; # V;, which can be equivalently written as V; @ V; # 0, for
i,j € gl i # J.

If the number of solutions to the above system of equations and non-equations i. e., the

number of 2¢-tuples of n-bit numbers satisfying the above system, is at least IV, then we

have g, (29,y?) > N /(2")2,. Thus to show n-bit PRF security of 6, we need to show that

the number of solutions to the above system of equations and non-equations is at least (2")q,/2™1.

The italicized statement is in fact a particular case of Mirror theory, as we will introduce
next.



Part II

RESULTS AND PROOEFS

In the second part of the dissertation, we introduce the Mirror Theory Problem
in general, discuss some of its variants, claim lower bounds to the number of
solutions corresponding to each variant, and prove them using combinatorial
arguments.






THE MIRROR THEORY PROBLEM

The Mirror Theory Problem is a combinatorial optimization problem, specifically a lower-
bound analysis of the number of solutions to a system of equations and non-equations over a field.
A system of equations over a field is a well-defined algebraic notion, and the number of
solutions to such a system on discrete fields can be counted straightforwardly, by just
keeping in mind that given a solution, all other solutions can be found by translating
the kernel, of the coefficient matrix of the system, by the given solution. The size of the
kernel itself is determined by the rank of the coefficient matrix. However, when you
throw non-equations, like X; + - -- + X; # A, in the mix, the number of solutions is not yet
determined.

The Mirror Theory Problem

A particular problem in MTP(“¢™), the class of Mirror Theory problems with parame-
ters v, e,n € IN, representing the number of variables, equations and non-equations,
respectively, is instantiated by

* A vector space V over a finite field (F,+,-).

* a° = (ay,...,a.), with a; € F¥, denoting the coefficients of the i-th equation,
for all i € [e].

e b" = (by,...,b,), with b; € F, denoting the coefficients of the i-th non-
equation, for all i € [n].

* X = (Ag,...,\) € V¢ where ); is the constants of the i-th equation, for
i € [e].

® 0" = (6y,...,0,) € V", where 6; is the constants of the i-th non-equation, for
i € [n].

e V* CV, the set where the v variables can take values from.

This particular problem, denoted as MTP(a®, b", \¢, 0", V*), is to find the number of
solutions to the following system of equations and non-equations:

(EQUATIONS). @1 X1+ + @iy Xy = Aj, i € [e].
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(NON-EQUATIONS). b1 - X1+ -+ by Xy # 0;,0 € [n].

where Xy,...,X, are V*-valued variables . 2’ = (x1,...,x,) € (V*)" is called a
solution to the above system of equations and non-equations, if assigning the values
X; = x; the left-hand side and right-hand side of the equations match, and the
left-hand side and right-hand side of the non-equations do not match.

SIMPLIFICATIONS. Due to the challenging nature of the mirror theory problem in its
current state, we mitigate its complexity through substantial simplifications for the scope
of this dissertation:

¢ Since the dissertation is cryptographically motivated, we restrict ourselves to the
vector space FF3' over the binary field (IFF2, @, o), where & is the bitwise-xor operation
(involutive), and is bitwise scalar multiplication.

¢ The Mirror Theory Problem with non-homogenous system of non-equations is out
of the scope of this dissertation. Here we are only concerned with non-equations,
with 0 as constants. A bivariate non-equation with constant 0™, X; © X; # 0™ can
be alternatively written as X; # X;.

4.1 MIRROR THEORY WITH BIVARIATE SYSTEM OF EQUATIONS

Since xor-ing is essentially sequential in the summands, in this section we restrict ourselves
to bivariate systems of equations and non-equations, where every equation or non-equation has
exactly two variables that have to be xor-ed just once. This means that in the problems we
will consider wt(a;) =2, i € [e] and wt(b;) = 2,7 € [n].

Complete Homogeneous Bivariate Mirror Theory Problem
The complete homogeneous bivariate Mirror Theory Problem instantiated by
* a° = (ay,...,a.), with a; € F}, wt(a;) = 2, for all i € [e].
e X =(Ai,..., ) € (F5)e.

also denoted as CMTP(a®, \°), is to find the number of solutions to the system of
equations and non-equations:

(EQUATIONS). @1 X1 @ P a; Xy =\, i € [e].

(NON-EQUATIONS). X; # X; forall i,j € [v],i # j.
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If the variables are restricted to take values from V* C FF’, then the problem is
called restricted complete homogeneous bivariate Mirror Theory Problem, denoted as
RCMTP(a®, A%, V*). Of course, CMTP(a®, \°) = RCMTP(a®, \¢, F}").

Bipartite Homogeneous Bivariate Mirror Theory Problem

The bipartite homogeneous bivariate Mirror Theory Problem instantiated by

A bipartition (A, B) of [v], i.e. [v] = AU B.

e

* a®=(ay,...,a.), with a; € Fy, wt(a;|a) =1, wt(a;|g) =1, for all i € [e].

o X =(AL,...,\) € (FV)e.

also denoted as BMTP((A4, B), a®, \°), is to find the number of solutions to the system
of equations and non-equations:

(EQUATIONS). a;1X1 D B a; Xy =\, i € [e].

Xi#X;foralli,jeAi#j

(NON-EQUATIONS). .
Xi #Xjforalli,j € B,i#j

4.1.1  Graphical representation of a system of bivariate equations

Given a = (a1,...,a.), with a; € F3, wt(a;) = 2, i € [e], and \* = (A\1,...,\c) € (F")S,
we denote the system of equations

a1 X1® D a Xy =N\, i€ [e] (4.1)

as &(a°, \°). For any permutation o on [e], the set of all solutions to &(a®, \), denoted as
§(ac,\°) C (V*)?, is exactly same as & (a”[¢l, \7l¢]), the set of all solutions to & (a’l¢l, A7l¢]),
where a°l¢l = (ap1,a02,--.,04), and Mol = (Ao1, Ao2, - -+, Aoy ). In other words, the order
of the equations does not affect the solution set, and hence we are going to ignore it. Let
us define an equivalence relation between the system of equations (as defined in Eq. (4.1)),
as follows: we say & (a®, \°) ~ &(b°,~°) if b¢ = a’!¥l and ¢ = A\?!¢] for some permutation
o over [e]. Let us denote the equivalence class of &(a®, \°) under ~, as &[a®, \¢]. This
equivalence class can be thought of as an unordered system of equations, depending only
on the multiset of coefficient-constant pairs, {(a1,\1),..., (a@e, Ae)}. Let us denote the
collection of all these equivalence classes, each having v m-bit variables and e bivariate

equations, as EQC(:¢F2"),
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Now consider the following collection of graphs:
6o .= (([v],E,L) : |E| = e,L: E — FJ}

There is a one-to-one correspondence between EQc(ve¥3) and gc(veF5") defined as follows:
For an unordered system of equations & := &[a®, \°] € EQC("*F%), let

g(&):= {j1 Ai o aij, =aj,=11¢ [e]} € aelveFy)
Conversely, for any graph € = ([v], E, L) € GC("¢F%'), we define &(%) := &[a®, \°], where
for any ordering of the edges in F, say E1 = {ji1,k1},..., Ee = {je, ke},

a; = 1,(j1,j2); and \; = L(E;), i € [e].
We recall that 1,(j1, j2) € F} has only two non-zero bits, the j;-th and ja-th bits.

X1® Xy =\ "

X1 X3 = A2

Xy ® X5 = A3 N A A3
X3® Xg = Ay

Xe B X1 = As AL

Xy ® X7 = Xg

Figure 4.1: The system of equations on the left is equivalent to the labeled undirected graph on the
right.

4.1.2  Consistency conditions for CMTP and BMTP

CYCLES. Suppose ¥ = (x1,...,2,) € (V*)? satisfies the unordered system of equations
&.1If, €(&), the corresponding undirected edge-labeled graph, has a cycle

D YDV Ap—1 . A .
J1 J2 s S gy = 1,

then adding up the following equalities (which hold since x" is a solution to &),
Ty bx; = )\1,(1}]'2 Dxj, = Ao, .. - Tj, Dxj = )‘p

we get €D, Ai = 0™. Thus we have established that for a system of equations & to have a
solution, any cycle in the corresponding graph € (&) must have label-sum ™.
The above observation can be alternatively stated as follows: if some linear combination

of the coefficient vectors a, ..., ae is null, then the same linear combination of the constants
Aoy Aedsalsonull,ie, a;y @@ a;, =0" = A\ @---®\;, = 0™. This is because if
a;,,...,a;, sum to zero, then the edges corresponding to a;,, j € [p] (i.e., the edge {k1, k2}

if @;; = 1,(k1,k2)), form a cycle (or a disjoint union of cycles) in Z(&).
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PATHS. Now let ¥ be a solution to the system of equations & that also satisfy the

non-equation X; # X;. Now if there is a path between the vertices i and j, say ¢ A1

by Ap—1 . A . . e
2 ... el ip—1 —— j, then summing the equalities ; ® ;, = A\, z;, D xi, =

A2y Ty DXy = Ny, We get ¢ Dy = @ie[p} Ai, and hence, since z; # x;, we must
have @, Ai # 0™. This establishes that a system of equations has a solution satisfying the
non-equation X; # X; if and only any path between the vertices i and j in (&) has non non-zero
label-sum.

11

Definition 4.1 (consistent system). A system of equations and non-equations is called consistent
if it has at least one solution.

Lemma 4.1 (consistency conditions). The system of equations and non-equations in CMTP(a®, \¢)
is consistent if:

e Every cycle in € (&[a®, \°]) must have label-sum 0™.
* Every path in & (&[a®, \°]) must have non-zero label-sum.
The system of equations and non-equations in BUTP(( A, B), a®, \®) is consistent if:
e Every cycle in € (&[a®, \°]) must have label-sum 0™.
* Every even-length path in €(&[a®, \°]) must have non-zero label-sum.

The proof of this consistency lemma follows from the discussion above. For the second
part of the lemma, one should note that the graph, €(&[a®, X\¢]), for the BUTP((A, B), a®, \¢)
problem, is a bipartite graph with shores A and B, and the non-equations are between
variables indexed by the same shore, implying that any path between them would be of
even length.

4.1.3 Standard Form of a System of Equations

Note that, if indeed for some m-bit numbers A, ..., \,, we have @ie[p] A; = 0™, then for
any m-bit numbers, x1, ..., x),

T, Dxip] = N\ Vi € [p—l] = T, DT = Ap.

This implies that, given & has at least one solution, for any cycle, j; A1 J2 dp .. et

Jp J1 in €(&), one can simply drop one of the edges, say e.g., the edge j, 2
Jj1, or alternatively remove the equation corresponding to the edge, i.e., remove the
coefficient-constant pair (1,(j1,j2), Ap) from the multiset of coefficient-constant pairs of
& c EQcveF3") and obtain the reduced system of equations &’ € EQC(ve~LFS") such that
set of all solutions to & is exactly same as the set of all solutions of &’. In other words,

Ap
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Xi@®Xe =M\ "
X1 @ X3 =X\
X4 D X5 = A3 \ \ A3
6
X3@X6:/\4 ?
A
XeBXr=25 .
Xe® X7 = X

Figure 4.2: One can check in Fig. 4.1, that the graph has the cycle 1 22— 3 246 25 | which
implies that for this system of equations to have a solution we must have Ao Ay & A5 =
0™, in which case the equation Xg ¢ X1 = A5 becomes redundant.

linear dependency among the coefficient vectors leads to redundant equations. Thus we
can assume without of loss of generality that our collection of coefficient vectors is linearly
independent, or equivalently assume that (&) is acyclic.

Given an undirected graph &, consider the equivalence relation ~~ on the vertex set of
&, where u ~~ v is there if a path from u to v. Then the equivalence classes are called the
components of the graph. Let GC(":*F%":¢) be the class of graphs having vertex set [v], e edges
and an m-bit edge-labeling function, such that the graph has ¢ components. We define a
transformation Star : GC(*¢F5"¢) — gc(vv=¢F5') under which a graph € € Gc(v¢F5"¢) is
mapped to a graph & := Star(¢) € ¢¢(**=¢F"¢) such that each of the ¢ components of & is
a star*, and the set of all solutions to &(¥) is exactly same as the set of all solutions to & ().
The transformation Star is defined as follows: For a graph & = ([v], E, L) € GC(*¢F5"¢) let
[v]/ ~»={[vi] : i € ¢}, where v; is the representative of the i-th equivalence class, or, in
other words, v; is some arbitrary vertex of the i-th component, denoted as [v;]. Then

Star(¥) := |_| {’UZ' LPum) u:Vu € [vifl,u # vi}

i€[c]

where P,.., is any path from u to v, and L(P,..,) is the sum of the labels of the edges
of the said path. Note that, if a system of equations has at least one solution, then any
two paths between vertices u and v will have the same label sum, and hence the above
transformation is well-defined.

Also, note that the transformation depends on the particular choice of the vertices v;, one
from each component. Different choices of such representative vertices would have led to
isomorphic graphs having star components, albeit with different edge labels. The choice of
the representative vertices does not matter because the system of equations, corresponding
to each such graph, will have the same set of solutions.

A star of v vertices, contains a vertex with degree v — 1 (also called the center of the star), and all the other
vertices have degree 1.
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Xo® X1 =M\
Xa® X3 =M DA 4 z
‘e @ A3
Xo@®Xg =AM DAy D A4 =, & A6
@
X4@X5:A3 A z
Xe @ X7 = X

Figure 4.3: The system of equations given here is in the standard form and is equivalent to the
system of equations given in Fig. 4.1

Definition 4.2 (standard form). We say that a system of equations, &, is in standard form if
every component of € (&) is a star. For any system of equations &, we say that & (Star(€(&))) is
a standardized version of &.

As any system of equations, that has at least one solution, can be standardized, we
reformulate our Mirror Theory problems assuming that the corresponding system of
equations is in standard form. Since a system of equations has the exact same set of
solutions as its standardized version, such an assumption is without loss of generality.

4.2 MIRROR THEORY WITH GENERAL SYSTEM OF EQUATIONS

A general system of equations over FJ* can be represented as AX” = A°, where A € F5*”
is a e x v binary matrix, with i-th row the coefficient vector of the i-th equation, a;,
X" = (Xq,...,X,) is the vector of v variables, and A° = ()\1,...,\.) is the vector of
constant of the equations, as mentioned in the definition of the MTP problem. Note that if
A has a zero column then the variable corresponding to this column does not appear in
the system of equations and hence can be ignored. Thus we assume that A has no zero
column.

Of course, an equation having more than two variables cannot be represented by a graph
edge, but we can still borrow the ideas from the graphical representation of bivariate
systems and adapt it to the general case:

coMPONENTS. Consider the augmented matrix A|A corresponding to a system of
equations. We say that two rows a;|\; and a;|\; are adjacent, denoted a;|\; ~ a;|);
if and only if a; and a; share a common column index with non-zero entry. We say
that two rows a;|\; and a; are connected, denoted a;|\; ~~ a;|)\;, if and only if there
exists a (possibly empty) sequence of rows (ay,,...,ay,) such that a; ~ ay, ~ -+ ~
ayp, ~ aj. Then, ~~ is an equivalence relation on row(A|\), effectively partitioning
row(A[A) = A1|A U U A |A.. With a slight abuse of notations, we also write A;|\; to
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denote the e; x (v + 1) submatrix (also referred as a component) of A|X corresponding to

the equivalence class A;[A; = {a;, [\, ..., a;, |\, }, ie
aj |\,
Ailxi = : ;
@j, |Asy,

where ), e; = e. For each component A;|\; of A|X, let A; denote the column-reduced form
of A;, which is obtained by simply dropping all the zero columns from A,;. The rank of
A, is the same as the rank of A;. Let v; := |col(A;)| and Y, v; = v. For any i € [c], we say
that A;|); is isolated if g; = 1. By extension, A |\ is said to be isolated if A;|); is isolated
for all i € [¢].

Note that, both the relations, ~ and ~~, are independent of A. Accordingly, we often
view them as relations on row(A).

Definition 4.3 (Acyclic matrix). Any matrix A|X is said to be cyclic if and only if there exists:
* two rows a; and a; that share at least two non-zero column indices; or

* a sequence of three or more distinct rows a;, |\i,, @iy| Ny, Qig|Nigs - - ., @ji | Nj, such that
@i |[Aiy ~ @ig|Aiy ~ @i Xig ~ o~ ag A~ aq A
All other systems are called acyclic.
Definition 4.4 (Canonical Component Form). Let A1| A1 U --- U A¢|\. be the partitioning

of row (A |X) with respect to ~~. The component form (CF) of A|X with respect to an arbitrary
ordering (A [Ny, - .., Ai | Ni.) is defined as the block matrix

A, 0 - 0 X,

A, - 0 N\

CF(A[X) := S o
0 0 - A, A,

A|X can have several component forms. Unless stated otherwise, we always assume that
the system A | is in some component form, for if not, it can be placed in CF by swapping
of rows and columns.

CLIQUES OF NON-EQUATIONS. Note that a system of bivariate non-equations can
also be viewed as a labeled undirected graph, with one edge corresponding to each non-
equation. In CMTP we have dealt with non-equations with the corresponding graph being
complete, while in BMTP, the graph of the non-equations consists of exactly two cliques.
Here we generalize this notion so that the graph of the system of non-equations contains k
cliques.
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Restricted Mirror Theory Problem
The restricted Mirror Theory problem instantiated by

* An acyclic matrix in component form

Ay 0 - 0 X\
0 Ay, - 0 X

A= T 72T e pgx ety
0O 0 --- A, X\

with A; € F5 ;€ (FR)sx L3 r = e, > v = v.

* An equivalence relation ~ inducing the partition & := (Pi,..., P;) of [v], i.e.,
[v] =P U---UP.

* A family of sets Z = {R; C FJ'};c

also denoted as RMTP(A, X\, ~, &), is to find the number of solutions to the system
of equations and non-equations:

(EQUATIONS). AXY = A

Xi;ﬁXj for i,jEPkl,kIG [ki],

(NON-EQUATIONS).
X; Q Ry fori € P, k' e [k]

We will denote the number of solutions to RMTP(A, A, ~, &) as N (A, A, ~, R)

We are particularly interested in the following two cases:

e k=1,ie,foralli,j € [v], i~ j. In this case we call the RMTP problem complete,
also denoted as CRMTP(A, X, #), where % = { R} just contains a single set.

* For each row a; = (a1,...,ay) of A, if aj,a;; # 0, then j % j'. In this case
we call the RMTP problem partite. Moreover, it is called w-regular if each row
of A has weight w, i.e., a; = w for i € [e]. We denote a regular partite RMTP
problem as a RPRMTP(A, A, ~, #, w).

In the following chapters, we will study these different variants of the Mirror Theory
problem, give different lower bounds to the number of solutions to the different variants,
and apply the lower bounds in security analyses of various constructions using the H-
technique.
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TOYING WITH CMTP: SOME BASIC RESULTS

In this chapter we rearrange the system of equations of the CMTP problem, so that they can
be simply parameterized by a set-system. We present a probabilistic treatmeant of the CMTP
problem that will greatly help in proving the lower bounds. Since our basic proof strategy
will be inductive, we then toy around with the CMTP instance, by comparing the number of
solutions of the original instance with that of the reduced instance obtained by removing a
component or an edge.

We will recall certain notations first to smoothen the presentation of our proofs.

NOTATIONS. Consider a centered set-system I'. We ignore the exponent, for the time
being, which denotes the number of sets in the set-system. We can alternatively denote
this as |I'|. We denote by [[T'|| := >__r || the total number of elements in all the sets of
the set-system I' combined. ||I'||max := maxycr || denotes the size of the set in I that has
the maximum number of elements. For v € I' we denote by I'_, the set-system formed by
removing the set  from I'. For any set, v containing 0™, we denote by I' ., the set-system
formed by adding the set 7 to the set-system I'. Finally for any set v € I' and any other
set 7/ containing 0" we will denote by I'_ ./ the set-system formed by removing the
set 7 from and adding the set 7' to I'. For x € v € T, we denote by I'_,,, the set-system
L4 (\{z}) I- €., the set-system formed by replacing v by v\ {z}. For two set-systems I
and A, we say that I' C A if every set in I' is also in A. For I' C A we denote by A\ T the
set-system obtained by removing all the sets of I' from the set-system A.

5.1 REFORMULATION OF CMTP

For a system of equations, &[a®, \°], in standard form, the graph property that every
component of &(&[a®, \°]) is a star imposes a definite structure on the coefficient vectors
a®, which can be embedded into a rearrangement of the constants \°, such that given such
structured collection of the constants, one can deduce the coefficient vectors, thus lending
a’ redundant.

Let the size of the ¢ components of € (&) be &1, .. ., &, respectively. Instead of presenting
the constants as an ordered tuple A°, we reorder and group them according as they
appear as edge-labels in the star components of ¥(&). Consider the multisets X\, :=
{1, Nig—1}, @ € [¢], denoting the collection of edge-labels of the i-th component.
As it does not matter how the components are enumerated, we consider the multiset of
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multisets At} = ;... A }. Instead of characterizing the system of equations in terms
of the multiset {(a1, A1), .., (ac, Ae) }, we characterize a system of equations in standard
form by Afc}. Thus we will denote a system of equations in standard form as &[Afc}].

SET-sYSTEM. Note that if the system of equations, & of a CMTP problem is in standard
form, the non-equations force that (1) every edge-label of (&) is non-zero, i.e., Aij # 0™,
j € [&],1 € [¢], (2) edge-labels of the same component of & (&) are distinct, i.e., X; j # A; j7,
7,7 € [&],7 # 7',i € [c]. Thus in this case ); is a set (since it is a multiset with all
elements distinct). We will call a multiset of sets a set-system. If the system of equations
corresponding to a CMTP problem is in standard form then the problem, like its system of
equations, can be characterized by a set-system.

Reformulation of CMTP
NOTATION. 7; := & — 1, denotes the number of edges in the i-th component.

The complete homogeneous bivariate Mirror Theory Problem instantiated by the set-
system

A = A A = D JAigi—1t i 0™, 5 € [n],i € [d],

also denoted as cMTP(Afc}), is to find the number of solutions to the system of
equations and non-equations:
(EQUATIONS). X;0® Xi; = Aij, J € [ni],7 € [c].

(NON-EQUATIONS). X;; # Xy j for all j € [0..m;], 5" € [0..m],4,7" € [c],i # 7.

5.2 PROBABILISTIC TREATMENT OF THE COMBINATORIAL PROBLEM

We can generate solutions to any system of equations & as follows: Let (&) = ([v], E, L) €
gcveFs ) i e, it has ¢ components, and let [v]/ ~= {v; : i € [c]} be a collection of
representative vertices, one from each of the components, then, for every i € [c]|, we

uniformly and independently sample S,, & {0,1}™ and set S, := Sy, ® L(Py-y,) for any
u € [vi]l,u # v;. Note that S’ = (Sy,...,S,), as defined above, is a solution to &. However
this random solution may not satisfy any arbitrary system of non-equations. In fact, as
we define below, the system of non-equations specify an event subset of the sample space
(which is basically the set of all solutions to &) of the random variable S”.

Recall that the system of equations and non-equations corresponding to CMTP(Afe}) is
consistent if (1) \; j # 0™ for j € [n;],4 € [c], and (2) i j # A j for j, 7" € [m), 7 # j',i € [c].
While easy to manipulate, both conditions have to be handled in a different way, leading
to unnecessary complications. The simplest fix is to introduce an additional element 0™ to
each of the sets \;. Thus instead of considering the multiset, A;, of only the edge-labels
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of the i-th component, if we consider the multiset (X;)1om = {0, \i1,..., Aip, }} then
we can combine the two consistency conditions above and just say that (A;)4om is a set
for all i € [c]. If every set in a set-system contains 0" we call the set-system a centered
set-system. Thus if the system of equations and non-equations of CMTP(Af<}) is consistent,

then A%}g'n = {(A1)+40m, .-, (Ae)4om } is a centered set-system.

Complete Disjointness Event for a Set-System

Given a centered set-system A}, we say that the complete disjointness event,

CDE(A{C}}), holds, if for a random vector S¢ = (Sy,...,S.), where S; 3 {0,1}™
independently for each i € [¢], the translated sets, S1 & A1, ...,S. ® A, are disjoint.
We define the probability of the complete disjointness event as

~(AED) = g (CDE(ALD)),

Note that, every set in a centered set-system is non-empty because they at least contain
the element 0.

5.3 SOME RESULTS ON THE PROBABILITY OF CDE EVENT

As a first step we will compare the events CDE(A) and CDE(A_y ), thus obtaining a lower
bound on the ratio of z2(A) and z2(A_y), so that iterating this bound we can prove the
lower bounds via induction on ¢ := |A|, the number of sets in A.

Lemma 5.1. For oy € T', we have

A(0) = () (1- 12 iyl =1 (5.1

A0 = A (1- 230 iyl > 2 (52)

Proof. These relations are easy to verify by looking at the restriction imposed on S which
translates the set 4. Indeed let us assume I' = {v1,...,7.} is a centered set-system
containing c := |A| sets, and say y = 1. If S, ..., S, already satisfies CDE(T _y), then to
satisfy the event CDE(T'), we have to choose S; in such a way that S; @+, is disjoint from
the sets So @ v2,...,S. ® 4., or in other words, we should have,

S1dY#Si®yY Vyev,Y evyi# L

Hence, if || = 1, S1 has to be different from exactly ||I'|| — 1 values, while, if |y| > 1,
it has to avoid at most |y| - ||[I_,|| elements. The result now follows from the fact that

Sq & {0,1}™ and is independent of the random variables S, .. .,S.. O
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Note that for two centered set-systems A and I' with I' C A, we can apply the inequality
(5.2) repeatedly to obtain the following result:

Corollary 5.1.1. For centered set-systems I' C A, we have

rA) <1 Ak ||A|%nax>““
r(I) ~ 2m
The result follows directly from the observation that for any A € A, |A| < [|Al|max and
hence [|A]| < [A]- [[Allmax-

5.3.1 Link Deletion Equation

Now instead of removing an entire set from the set-system, let us just remove one element
from a set at a time.

Note that, for any set-system A, CDE(A) = CDE(A_jx). Now, for a centered set
system, A, let uniform random vector of m-bit numbers, SlAl = (Sa : XA € A), satisfy the
event CDE(A_yjx,) A “CDE(A), where let us denote by Sy the uniformly drawn m-bit
number corresponding to the set A. Then there must exist ' € A" € A_j, such that
Sa = A® XN @ Sy. Now CDE(A_j») implies that Sy @ (A\ A) is disjoint from Sy @ X'.
Thus to have Sy = A& X @ Sy/, we must have A \ \ is disjoint from X' & A @ \. Thus if we
define

IWA) ={QaNX):NeXecA_x, NarxaXN)n(A\\) =0}

then we have for (§,\’) € I(\, A), the following events are equivalent:
CDE(A,M)\) A (S)‘ =9 s> S)\/) = CDE(A@)\/)) A (S)‘ =94 5% S)\/),

where

A((g,)\/) = A_}\_}\/_;’_)\//, Wlth A// = (5 @ A/) |_| (A \ )\)

Combining we have
=CDE(A)v  \/  (CDE(A(s ) A(Sa=6®Sy))
(BN)EI(AN)
Note that the event (Sx = d & Sy/) occurs with probability 27" and is independent of the
event CDE(A s xy). Also the events (Sy = 0* ®Sy+) and (Sx = 6™ @ Sy++) for distinct
(0%, %), (0, X**) € I(\, A) are mutually exclusive. Hence, we have the link-deletion equation
for any centered set-system:
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Lemma 5.2 (Link-deletion lemma). Let A be a centered set-system, and A € A € A,
then

1
2N =AM~ 50 Y, r(Aex) (53)
(8A)EI(AN)

where I(X\, X) and A5y, for (3, X') € I(\, X), are defined as above.

Remark 5.1. The link-deletion lemma, Lemma 5.3.1, holds for all centered set-systems, and
not only for paired set-systems.

";" .
Aij
A
>
i
"{5 .
Aij
A_MA .
>
i
A((S,A/) .

Figure 5.1: Graphical depiction of the link-deletion operation. Here, we have represented graphs
corresponding to the three types of terms appearing in the link-deletion equation, with
T =X,y = X, 6 = M ®Aij, A = {A1,..., A1}, and X = ;. Central vertices
correspond to the Ry, ..., Ry, R random variables.

To get a bound on the ratio z2(A)/722(A_yx), our obvious next step will be to compare
2(A_xx) and z2(A(s ) for (6,X") € I(\ ). Note that for any centered set-system
translating one of the component sets will not alter the probability of the corresponding
complete disjointness event, i.e., 22(I') = 2(I'_q (cqq)) for any c € {0,1}™, Then denoting

AN :=A =2\ Ny :=00XNand T := ALAUW,, we have z(I') = z(A_y») and
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R(T_y g i1quy) = (A5 x)), Where y and 4/ are disjoint because (3, A’) € I(A, A). Thus
our task will be to compare 2(I') and 72 (T _y_y 14y ) for any set-system I' and disjoint
component sets 7y, € T.

To show that 22 (T') and 72(I'_,_/ ) are indeed very close we bound the ‘maximum
distance” between the two probabilities, by first proving an inequality between the distance
terms that is recursive in the size of the sets and set-systems involved, and showing that
particular terms of any sequence of numbers satisfying the inequality will be very small.
First we define the what we mean by maximum distance in this case.

Definition 5.1. For a particular set-system A let us define the differential term (in short,
D-term):

D(a,t) = max 12(F) = 2 (T gy iy |

where the maximum is taken over all sets y with |y| = £+ 1,4 € T_y C A disjoint from
7y, where [T _y| = ov.

For all ¢ < 0, we define D(«, ¢) = 0.

The above results and definitions will come in handy in proving optimal lower bounds
for the CMTP problem. We will adopt the proof strategy discussed above, and first do an
warm up exercise in proving a lower bound to the number of solutions to CMTP in the
&maz = 2 case in Chapter 6 and then move on to proving a lower bound for the general
&max case in Chapter 7. In both cases we will find out a recursive inequality in the D-terms
and give a recursive inequality bound.



WARM UP : CMTP FOR &pax = 2

In this chapter we prove an optimal lower bound for z2(A) when ||Al|max = 2. This is a
warm-up exercise before we move on to our next task of obtaining a lower bound for more
general set-systems. Specifically, we are going to prove the following theorem:

Main Result for &, = 2

Theorem 6.1. [DNS22, Lemma 2] Consider any natural number m > 12. Then for a
cenetered set-system N\ with ||A||max = 2 and 1 < |A| < 2™ /58, we have

(2™)
R(A) > 2m.||kh”

This result, that we prove in the next section, Section 6.1, although seems to be for the
most rudimentary case, has merits of its own, as we explore in Section 13.1.

6.1 PROOF OF THEOREM 6.1

Recall Lemma 5.1. Note that, if I” C T be the collection of all singletons in T, i.e., every set
in I is {0™} and every set in I' \ I has size 2, then by applying Eq. (5.1) repeatedly, we
have

2m _|IT\ TV ,
A() = a(r\T).- 2[1_”\r,” Dy (6.1)

If all the sets in a centered set-system has size 2, let us call it a paired set-system. Now if
we prove the following statement, then from Eq. (6.1) we will have Theorem 6.1.

Main Result for Paired Set-Systems

Theorem 6.1.A. Consider any natural number m > 12. Then for a paired set-system A
with 1 < |A| < 2™ /58, we have

2m
A(A) > (22n32,|\/|\
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Proof. We prove Theorem 6.1.A, subdividing it into two cases: (1) |A| < 22! — 1, in which
case it can be proven via induction on |A|, using inequality (5.2); and (2) |A| > 227! —1,
for which case, as we will find out, inequality (5.2) is no longer enough to achieve the
promised bound. In this case we will need a more sophisticated result, Lemma 6.1, where
instead of removing a set from the set-system as in Lemma 5.1, we remove a well-chosen
element from a set of the set-system. Thus here the induction is carried on [|A].

|A| <2271 — 1. For a paired system A, we have ||A|| = 2|A| since any set in A has
two elements. Then inequality (5.2) implies that

2(A) > a(A_y) (1 _ 44l _4) (62)

2T)’L
Note that if |A| < 22! — 1, then the inequality (x) holds in the following calculation

(1-240-2) (1 ZALYY AL (A2

Qm om om 22m
CAA[ -4 27— (2]A] - 2)(21A] - 1)

=1
Qm 22m
>0 (%)
§1—42!4 (63)

Thus, the inequalities (6.2) and (6.3), along with the fact that for any centered set-system,
I', containing just one set, i.e., with |I'| = 1, we have z(T') = 1, results in the follwoing
lower bound

w0 (-2 (- 242) (- 2) (- ) - S

as claimed in Theorem 6.1.A.

|A| > 227! —1. Unfortunately, in this case, the inequality (), used to derive (6.3),
will not hold, and similar algebraic trickery will not work. Thus instead of removing a
set, A = {0, \}, at once, from a paired set-system A, we remove the elements A and 0™
successively. This implies that the task of comparing 7z (A) and 72 (A_x) will now be done
in two steps : (1) comparing 722(A) and 22(A_yx), and then (2) comparing z(A_y ) and
7(A_y). The second step is to simply paraphrase Eq. (5.1) for paired set-systems,

2IA| -2
R0 = z(ao) (1- 2522 (64

Now to solve the first step we will present a crucial lemma, Lemma 6.1, the proof of
which will be deferred to the next section, Section 6.2. As a prerequisite, we will define the

multiplicity of m-bit numbers in a paired set-system as follows:
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Multiplicity of sets in a paired set-system

Definition 6.1. For a paired set-system A and a m-bit number X\, we define the multiplicity
of Nin A as

pa(A) =y € Aty = {0 AL
We define the maximum multiplicity of a paired set-system A as

M(A) := A
(A) AGIR%MMA()

Lemma 6.1 (Core Lemma for paired set-systems). Consider a paired set-system A with
|A] > 2m. Let X € {0, 1}™ be such that pip (\) = M (A) and consider any arbitrary X € A
such that X\ € X. Then we have

2(8) 2 28 (1- 2521

Note that for m > 12, we have 22 "' — 1 > 2m, and hence Lemma 6.1 is applicable in
the case |A| > 2271 —1.

We take one possible ordering of the sets in the set-system A, according to their mul-
tiplicity, say A1, ..., Aja|, such that A; = {0™, \;} and ua(Ai) > pa(N;) for all i < j. Note
that this implies pa (A1) = M (A). Also, the removal of the set with the highest multiplicity
preserves the ordering of the remaining sets, i. e., the ordering Az, ..., A, of the sets in
the set-system A_j,, has non-increasing multiplicity. Thus from Lemma 6.1 and Eq. (6.4),
we have

A(0) = (8 (1- 255

2m
2|A| -2 2|A| -1
Thus we remove sets, Aj, ..., Ay, until the size of the resulting set-system, A’ := A_»,_.._x,,

reduces it to the previous case, i.e., |A/| < om/2=1 _ 1 Of course, we should have
s = |A| —2m/271 4+ 1. Thus we have

r(A) > ﬂ(A’)—(zm ;jné\/‘)%

(2M)gan (27 =2IA"]), (2
= 92m|A/| ' 922ms T 92mlA]

Thus modulo the proof of Lemma 6.1 we are done. O
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6.2 PROOF OF CORE LEMMA FOR PAIRED SET-SYSTEMS

Now we will present a recursive inequality for the D-terms (Def. 5.1):

Lemma 6.2 (Recursive inequality for D-terms.). Let oo < |A| < %, ¢ > 0. Then fora
paired set-system A,

2|Al

D(a,f) < D(a, £ = 1)+ SmD(a—1,0+1) + 4-M(A)-r(A)

om (1 — 4|A|/2m)A-a

(6.5)

Proof. We fix a set vy with |y| = £+ 1, a set-system I' = A/, for some sub-set-system
AN C A with |A’] = @, and another set 4/ € A’ such that y N4 = (). We assume that these
are made in such a manner such that D(a, /) = |2(') — 2(I'_y—y 14Uy )| In the following
proof, let us denote I'" := I'__ yi.y. Now we prove the inequality in two cases:

CASE || = 1. In this case let ¥ = {7}. Then 2(T) = 2 (A’) - (1 —2a/2™), from Eq. (5.1).
Also T” Yy = A’. Hence from link-deletion equation Eq. (5.3),
1
r(I) =pnA) - om Z ﬁ(r,((s)\))

(0. A)€l(v)

where I(7) ;== {(y®z, A):z e AT, (A®y@x)N (YU \v) = 0}. Note that
Iy =AL, € Alis a paired set-system, implying that any A € I'_y.,y will be of
the form A = {0™, \}. Similarly, 4/ € A’ will also be of the form 4 = {0™,+'}. For
zeXel’, ., (v&z,A) & I(y) if and only if there exists z € 9/ and z & A € A such
that v @ z = A. The total number of such tuples (v @z, A) is 2|F_,yu,y | =2(a—1),and
those that do not belong to () is QMA’,,,/( v) + QMAL,,/ (v ) < 2up(v) + 2up (v @

v') = 2. Thus [I(v)| > 2« — 4M(A). Hence

20 1
D(a,0) = () -2 = |mrWN) -0 > »
(6.A)El(7)
1 AM

<Y a) - a2 4 )

(6,X)€l(7)
o) 1 AM(A) 72 (A
< om ‘P(A/)—ﬂ(rza,x))’ -~ ( )p(m)wﬂ

(N)El(y) 2m (1 —4[A[/2m)
()
<2 pa—1,1)+ AM(A)R(A)

om (1 —4|A|/2m) M=

where (x) follows from repeatedly applying Eq. (6.2), and (*x) follows from the fact

that I =TI

_ !
62 = T qiy—ar@anumny) = Aoyt @aauy:
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CASE |y| > 1. Fix v € «. By link-deletion equation Eq. (5.3), we have

1
2(T)=n(T_,) - om Z 2(T5n)
(6,X)€I(7)
1
2RI =2l ,L.,) — om Y. 2Ty
(6, X)€l’(v)

where

I {(vez,N):zexel,,(Aeydz)n(y\v) =0}
' ={(r@z,N):zexel_,,Aeyoz)n(yuy \v) =0}

It is easy to see that I'(y) C I(~). If (§,A) € I(y) \ I'(y), then

e either (§,\) = (y® z,%) for some z € 4/ such that (¢ @~) N (y\~v) = 0.* The
number of such tuples (d,4") will be at most 2.
corAel_, 4,0 =y®x, forz e A suchthat(Ad~)N(y\vy) =0and (Ady)N
7' # 0. The number of such tuples (3, ) will be 2ur () +2ur__, (v&7').
Thus very similar to the previous case it turns out that [I(y) \ I'(y)| < 4M (A). Thus
we have

D(e,t) = |n(T) - n(T")]

1
<RI ) — 2T L)+ o Z 12(Tsx) — 2(Tis0)]
(0. A)el’(y)
AM (A
2751 )ﬁ(r(m))

(%)
< D(a,0—1)+ 214

AM(A) ()
om (1 — 4|A|/2m)IA-a

where (x) follows from the following observations:

e |I'(v)] < 2|A| (because each set A) corresponds to the two tuples (v, ) and
(7 ® A, A), which may or may not be in I'(y).

* Repeated application of Eq. (6.2) to the last term.

e ConsideringI' = A’,,, fc‘)r N g A.Sol_,, = A, and /T’_ iy = A
(T—yiy)—y\y—y'+q/uy\y, implying that [2(T_,) — 2T, )| < D(a,f—1).
Similarly one can show |z (L5 x)) — p(r’(é A))| <D(a—1,0+1).

This completes the proof of the recursive inequality. O

1 Note that for any set A = {0, A}, A@z = Aif and only if z € A.

/ —
YU\ T
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To make things look less tedious we define the double sequence {aq ¢ }o<i<|a| ¢<2d—1 @S
follows

B
Qg = 52 (A) x D(|A| —d, ) (6.6)
where § = 2|A|/2™. This double sequence satisfies the following properties:

* Multiplying both sides of the recursive inequality for D-terms, Eq. (6.5), by 5¢/2z(A),
we have

< . L2MA) (B
Ade = Ado—1 T Ad+1,0+1 om 1—-283

e Also assuming I', 7,4’ are chosen as in the proof of the above lemma, we have 2z (I') <
2(N)sinceI' = Ay and 2(T—y—yiquy) < 2(A') since Ty gy = AL "
implying that D(a, ) = [2(T) = 2(T_y oy 1quy )| < 22(A) < 22(A)/(1—4|A[/2m)IM =,
from Eq. 6.2. This reduces to the following inequality for the a4 -terms:

6 d
i< (1255)

Now noting from the definition of 5 and the condition that |A| < 2 /58, we have that that
B/(1—23) < 1/4e, we see that our double sequence exactly fits into the criteria for the
following result, for C' = 2M (A):

Lemma 6.3 (Recursive Inequality Bound I). Suppose a4 > 0 such that a,qy, := 0 for
all k < 0 and for all 0 < d < 2n we have

1\
< - .
ad,e < < 4e> (6.7)
c (1)
age < ade—1+ aa+10+1+ 5| — (6.8)
2m 4e
for some C' > 0. Then
4C +2
ap,0 < .

2m

We prove this result in the following subsection, Subsect. 6.2.1. But first let us understand
the implication of this result for our double sequence, {a4}o<i<|a|¢<24—1, defined in Eq.
6.6. Let A be a paired set-system, and let A = {0™,\} € A. Then by the link-deletion
lemma, Lemma 5.3.1, we have that

1
7(A) =r(An) — 50 S r(Aga)
(B N)EI(AA)
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As observed earlier, denoting A’ := A a7 = A\ N 7Y =6dXNand T := ALA,JW,, we
have 2(T') = z(A_ya) and 2(T—y 4 1yy) = 2(A(5 ), where v and 4/ are disjoint

because (6, X’) € I(A\, A). Then

272(A—x)(BM(A_x) +2)
2m

A
D)

|2(A_xa) — 2(As )l < D(|A-AL0) <

2m
(1) 20M(A)72(A_yp)
m(1—2[A_x|/2™m)
LM (A)z(A_xn)
2m

IN

2
2

A
[A\+

where (§) follows from the recursive bound, Lemma 6.3, () follows from the fact that

M(X\) > 1, (f) follows from Eq. (6.4), and (1) follows from the fact that |A| < 2 /58.

Rearranging terms we have that

21IM (A
AN an) = 2(A_\A) <1 + 2,£)>
6.2.1  Proof of Recursive Inequality Bound 1

PROOF IDEA. The initial bound, i.e., Eq. (6.7) of a4, says that ago < 1. However, due to
the recursive inequality, i.e., Eq. (6.8), we show that ag ¢ has to be very small. The recursive

inequality gives us apo = a1,1 + O(27"). However, the initial bound ensures a;; < 1/4e.

Therefore, a single application of recursive inequality is not sufficient to conclude the
desired bound. However, if we apply the recursive inequality twice before applying the
initial bound, we have

app = a1p+az2+0(27")
=ag1 +az2+0(27") =2(1/4e)* + 0(27™).

So, we apply the recursive inequality several times before applying the bounds on a terms
and we get an upper bound of ag of the form M,/ (4e)? + O(27") for some M,. In the
detailed proof, we show that the constant term present in O(27") do not blow up and the
value of My/(4e)? = O(27™") for d = 2n.

PROOF OF LEMMA 6.3. We first state the following claim, which follows from iterated
applications of the recursive inequality. A proof of the claim is deferred to the end of this
section.
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N
2m
_l’_
c 1
3a21 A22 ammw - .
fra g em €1
‘0
v 0“ Y +
’0 C 2 2 1\’
Hmatem 5320)(5)
]:
~N- +

Figure 6.1: The proof idea of the Recursive Inequality Lemma. The white terms in the black squares,
in this pascal tree-like structure, are equal to zero. However, we keep them to achieve a
compact coefficient (d ) due to our condition on the double sequence.

Claim 1. For any 0 < dy < 2n, we have

a00<%:1( )am m%zlz ()( )j_ 6.9)

By plugging in the bound of each a-term from Eq. (6.7) into the right hand side of Eq. (6.9)
and bounding each of the binomial coefficients as (}) < m//j! < (em/j)’ < (2¢)/, for
Jj > m/2, we get the following bound for all d < 2n.

a0 < Z <2e 1>i %Z ZE} <2e )j.

Now by using the inequality } -, r® < -, we obtain

d—1
_ 2C i _ 4C
CL0,0§2'2 d/2+27m E 2 Z/2§2'2 d/2+27m.
1=0

By replacing d = 2n, we complete the proof of the lemma. O
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PrOOF OF THE CLAIM : We prove the claim by induction on dy. The result holds trivially
for dy = 1 (by applying d = ¢ = 0 in Eq. (6.8)). Now we prove the statement for do + 1,
assuming it is true for dy. Therefore, we have

s 3 (D i S () (3)

i=T%] =0 j-T4]
do i
d C 1
< ( ! (am do—1 Tt @it1,2i—do+1 + 5 om (4@) )

%]
EE T O

1/ Z
0 j= 5

(]

w‘é“

\ Q

For i < [(do +1)/2], 2i — (do + 1) < 0, and hence a; 5;_(4,+1) = 0. For i > [(do +1)/2],
the coefficient of a; 5;_(4,+1) in the above sum will be (i‘fol) + (do) which is same as (dOH)
(see Fig. 6.1 for the recursive growth of coefficients). For i = {%W , the coefficient of
a; 2i—dy—1 will be

(40) ifdg=1 (mod 2)

(f@l) + ("zo) ifdy=0 (mod 2).

In both cases, the coefficient of a; 2;—q4,-1 for i = {%W is at most (dojl). Using the above

observation in Eq. 6.10 the inductive step is proved. O

Remark 6.1. The similar result is also achieved when the initial bound (i.e., Eq. (6.7)) is
replaced by aq, < 5% for any constant 0 < 3 < 1. However, we need that Eq. (6.7) and
Eq. (6.8) hold for all d < 2n/ log(ﬁ).
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In this chapter we prove the following result, which is a generalization of Theorem 6.1 for
a system of equations with a wider range of &ax.

Main Result for general &«

Theorem 7.1. [CDNPS23, Theorem 1'] Let A be a centered set-system of elements
of {0,1}™ such that £pay = ||Allmax- If ||All < 272 or 2772 > €2 m + Enax, and
1< ||A|| <2m/12€2,, then

A > 2

The proof technique for Theorem 7.1 is very similar to the technique for proving Theorem
6.1. From a high level, the proof works in two steps:

1. if A is small (||A]| < 27/2), then simple calculations show that Theorem 7.1 holds;

2. otherwise, we prove that, for a well-chosen A € A € A, one has

A= (1- T80 2,

Clearly, applying point 2 repeatedly until |A| < 27/2 allows us to conclude the
proof of Theorem 7.1.

Intuitively, the element that we remove from one of the sets of A is the one that appears,
in the associated system of equations, with maximum multiplicity.

The notion of multiplicity of an element in any centered system, needs to be generalized
from the corresponding definition, Defn. 6.1, for paired systems.

Multiplicity of sets in a general set-system

Definition 7.1. Given z € {0,1}™\ {0™}, and a set \, we define ux(z) as the number of
2-subsets {\, \'} of X with \@® X = z. For a set-system A, we define

pa(z) == > ualz), M(A):= max jin(2).
AEA #€10.1
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Clearly, for any set-system A, M (A) > 1. Note that Defn. 7.1 reduces to Defn. 6.1 when

émax =2.
The underlying core lemma behind the second point of our proof strategy is the following
one.

Lemma 7.1 (Core lemma for centered set-systems). Let A be a centered set-system
with 2™/2 < ||A|| < 2™ /12€2,. where Ema = ||Allmax satisfies the bound given in

max

Theorem 7.1, i.e., 2™/2 > €2 m + Emax. Suppose the maximum M (N) is attained for
A® N with {\,\'} C X € A. Then,

A= (1- 150 2

Remark 7.1. Recall that, the crude bounds, Lemma 5.1, Corollary 5.1.1; and the link deletion
equation, Lemma 5.3.1, presented in the previous warm-up chapter, holds for all centered
set systems, and not only paired set-systems. So these results will be reused in the present
proof.

PROOF OF THEOREM 7.1. Let us write W; := (1 — i), so that [[} W; = (27), /27"
Now we claim that, for ||A| < 2/2,

Al-1

e e L | (7

i=[[As]|

and hence z2(A) > m(A_g) x H!ﬁﬂllgisll W;. After repeatedly removing an element one by

one, we have z2(A) > Hyﬂ‘fl W; which proves the theorem. Now we prove Eq. (7.1). It is
sufficient to show that

1W2@a»<1aﬂuﬁ
2m 2m 2m

where a + r < 2/2. This can be easily shown by induction on r. For r = 1, it is obvious.
Now by applying induction hypothesis for r, we obtain

() (1= ) (1) < (1 ) (12

< 1_ar+a_r(1_a(a+r)> < 1_ar—|—a.
2m 2m 2m 2m

For the last inequality we use the fact that a +r + 1 < 2™/2,
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For the next case, we assume that 2/2 < ||A| < 2™/12€2,,, i.e. |A]| is within the
required bounds for which Lemma 7.1 holds. We can create a sequence of nested set-
systems {A}7_, with

A=A, ATV =AY =1, Vie [0 1], A <27,

in the following manner: Let \;, A} C A; € A such that \; @ A; attains the highest
multiplicity in AD, M(A®). We choose one arbitrarily if there exists more than one choice.

We define AU+ .= A(—i)&-l)\i' Now for every i € [o — 1], if |\;| = 1 we apply Eq. (5.1), and
if |A;| > 2, we apply Lemma 7.1, to obtain

20 = 20 I (1= 1),
i=1

We already have shown the result for Al?) that z2(A(?)) > (2m)HA<g)”/2mHA(U)”, which
completes the proof. O

7.1 PROOF OF CORE LEMMA FOR CENTERED SET-SYSTEMS

PROOF STRATEGY. In order to prove Lemma 7.1, we will prove that [z2(Asx)) —
72(A_x)| is small enough in front of z2(A_yx), for all (6, \") € I(A, ). This will be done
in the following steps.

1. Upper bound the size of the set I(\, A) of the link deletion equation, Lemma 5.3.1
(in Lemma 7.2).

2. Establish a recursive inequality between the maximum difference between terms
of the form z(I'_,),), and terms of the form 2 (I'(.)), with [y C A, and v an
arbitrary set of some fixed size (in Lemma 7.3). This will be done by applying the
link-deletion equation to the two probabilities that maximize the difference term,
thus introducing new difference terms and an error term.

3. After applying this inequality a logarithmic number of times along with simple
bounds on the probability ratios, prove that remaining terms become sufficiently
small thanks to the geometric reduction offered by the recursive inequality bound 1II
(Lemma 7.4).

7.1.1 Size Lemma

Clearly, for all A € X € A, [I(A\,\)] < ||A]l. However, we establish an improved upper
bound for the size of I(\,A) where A and A are described in the statement of the Core
Lemma, Lemma 7.1.
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Lemma 7.2 (size lemma). For a given A € X € A as described in the Lemma 7.1, we have
LA M)] < IA] = M(A) = [A]/2.

Proof. Take any v € A_x. Note that there are j.y(a @ b) many 2-sets {v,7'} C v such
that @+ =a®band hence b=+ @ (a®v) € v® (a® 7). So, (a®,7) & I(\A). So,
TN < Yo (19— iy(@ @) = (JA] = [A]) = M(A) + jia(a®b) < A - M(A) —
IAl/2, as px(a®b) < |A|/2. Indeed, for every element, A € A, there exists at most one
element )\ in X such that A @ ) = a @ b. In the case where it exists, then neither A nor )\
can be part of a different 2-set. ]

Remark 7.2. Note that this is where we use the hypothesis that underlying group is of
exponent 2. We exhibit a simple counter-example when this is not the case. Take for
example & = Z/6Z, and A = {0,2,4}. Then one has u(2) = 3 = |A|. Note that, as we
will see later, that the condition px(a —b) < |A| —1 is required to conclude the proof
of Lemma 7.1. This hints that either the case where the exponent of & is greater than 3
is fundamentally different from our case, or that our current proof strategy can still be
tightened.

7.1.2  Recursive Inequality of the D-terms

The definition of D-terms, D(c«, ) for oo < ||A||,¢ > 0, Defn. 5.1, holds for any centered
set-system. Let us generalize the recursive inequality of D-terms to any centered set-system:

Lemma 7.3 (Recursive Inequality for the D-terms). Let o < |A| < 27—, £ > 0.

1262 .57
Then,
émax A 2M(A)£max : 7_2([\)
D(a,t) < D(a, £ —1) + >~ ZD(CM—laf+§i—1>+ Al
A 2m (1 — A& ax/2™)

(7-2)

Note, for ¢ < ||Al| < 2™ /1262, 2m(17|§\"|‘g§1‘m/2m) < (4¢eq)~ L. Denoting B := Emax /2™,

and age = %D(q —d, £) we have,

q
Qay < age—1+ > aa1ere, + BM(A) (de&maxq) 7,
i=1

where £; = & — 1.
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Proof. We fix A € A’ C A where |A'| = « and a set vy with || = ¢+ 1 disjoint with A. Let
[:= Ajyand I'" := T_5_,,(auy)  Looking back at Fig. 5.1, 7 and 7’ would correspond
respectively to the second and third graphs. We assume that A’, 4, A are chosen in such a
manner that |z2(T') — 2(I")] = D(«, ¢). Now we prove the inequality in two cases.

Case |y| = 1. In this case, let v = {y}. Then 2(T) = n2(A’) - (1 — ||A']|/2") from Eq. (5.1).

Also T” LAy = = A’. Hence from link deletion lemma, Eq. 5.3,

p(F/) = -2 Z 5>\'
(6,\"el
where I :=I(7,A) = {(6,X): 7@ € X € A”_,,N @4 is disjoint with A}. For 2/ € X' €
A, (v® 2z, X) & I if and only if there exists y € A and w € X such thaty®y = 2
w. Thus |I| > EXEALA <‘)\" — Y ex QMX(”yeBy)> = |A]| = A - D oyex 2uALA(’yEBy) >
| A = | A || max - 2M (A). Hence

A -
D(0,0) = [a() - 2() = | Dl a(a) 277 3 A,
(6 Nel
(%) o M (A || Ao - 72 (A

=2 Z |72(A) _ﬁ(r/(&)\'))| T . /3HA/ ! A (\A)\A/\

(O N)el om (1 _ W*llll)

N max / ! max ©
I8l 5 g1, ) 1) 2L e 2(A)

1‘\“"’
A\A||max Y |
A/GA/\A me (l — w)

where the last term in (x) is obtained from the initial condition, Cor. (5.1.1).

Case || > 2. Fixy € 7. By link-deletion equation, we have

2(T) =7n( ) - 50 Z
(6, \)e
1

r(I') = ﬂ(rl—y\)\uq) ~om Z ﬂ(rl(ag\'))a
(6,\)erl’
where
I:=1(v,y)={00,X):v®&de X e AN, Na&disdisjoint with v\ ~},
I''=I(y,AUy) ={(0,X) :v®d e XN e A, XN @disdisjoint with AUy \ ~}.
It is easy to see that I’ C 1. If (§,\") € I\ I, then,

e either X' = Aand § = 7@y for some y € A, such that A& (y & y) is disjoint with
v\ or
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e N eAN\Aand § =@ z for some z € X, such that X' @ (7 @ 2) is disjoint with 4\ v
but not disjoint with AL (v \ 7).

The first case can contribute at most |A|. The second case will happen if for some z,w € X,
and y € A\, z@w =vy@y. Thus

NI <A+ par (@ Y) < A imax - 2M (A).
YEA

Hence, we have the following:

D(a,t) = |»(T) = »(I")]

<Ry 2T ) +27 Y [2Tea) - 2T+ D 2(TEa)/2"
(6,\)erl (6,\)eI\I"

2M (A) || A [|imas - 2(A
S Y Dla— L+ N -1) + (W)IAY ﬂ<|A>\A,|.
New om (1 I a1

A/ max
< D(a,0—1)+ IAZ A

(7:3)
The last inequality follows from the observation that I'5 5y and F’( S
we take maximum to compute D(a — 1,/ + |X'| — 1). Moreover, from our initial condition
Cor. 5.1.1,

) are considered when

\Avwmwwwwmw'

AT < p(8) < p(a)/ (1- 128

Now, taking upper bounds of the total size terms, and adding some positive terms in
the middle sum, and noting that M (A") < M(A) *, the inequality, Eq. (7.3) can be easily
modified to the recursive inequality, Eq. (7.2). O

7.1.3  Final Wrap up of Proof

We can conclude the proof of the core lemma, Lemma 7.1, using Lemmas 7.2, 7.3, along
with the following result that will be proven in Subsect. 7.1.4.

Lemma 7.4 (Recursive Inequality Bound II). Suppose aq, > 0 such that: (i) aqy := 0
forall k <0, and (ii) for all 0 < d < E&mand 0 < ¢; < & —1 for i € [q], we have

aqe < (4€eq) —d (initial bound) (7.4)

1 Since A’ C A, we have Y 5 car pa(2) < Yaren ka (2) for every z € {0,1}", since every A € A’ is subset of
some A’ € A. So taking maximum over all z € {0, 1}", on both sides would give us M (A’) < M(A).
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q
age < age—1+ Z adgi1,04¢, + C- (4€eq)™®  (recursive inequality) (7.5)
i=1

for some C' > 0. Then, for every { € [§ — 2],

4
¢ < 27m+405‘

aop

’

Remark 7.3. Note that the initial bound ensures only that ag, < 1. However, the presence
of recursive inequality forces the value of ag to be very small.

Let A\, M, X, A be as in the statement of core lemma, Lemma 7.1, and let Ag = A_y. Note
that one has €2, . m < 2™/2 — €., < || Aol < 2™/12€2,... Moreover, let ¢ = |Ag|. Similarly,
one has &naxq > || Aol > €2,m, which means that ¢ > &.cm. We are going to apply
Lemma 7.4 to Ag as follows.

Let us take, £ = &nax, C = BM(A) = M(A)&max/2™ in the statement of the above
Lemma 7.3. From the definition of a;, = %D(q —d, ), we must ensure that ¢ > d in
order to apply Lemma 7.3. This can easily be seen to be true as ¢ > &ém and d < {ém. Then,
for (5, X") € I(\, ), we have

72(Mo)

o (A& +1).

8
|2(As ) — (A < D(g, A = 2) <2z(Ao)ag,a—2 <

Note that one has

R(A_\x) = 2 (Ao) <1 - HAO”'SH”‘) > 72(Ao) (1 - > > 71(/\0)%.

Thus, one has

2(AGa) < 8722(77/1\0) (M(A)E+1) +2(A ) < (872 (/\Q?T)L(J\;Eﬁ)j% +1)
< (28 W 1) mrn) = (T ) pia ),

where C' = 9(¢2,. + 1), as M(A) > 1. Using this bound in the appropriate link deletion
equation we have:

1
r(N)=r(An)—5n Y, 7(Apy) (FromEq. (53))
(8 N)EI(AA)

1
> 2(A_\a) — om Z R(A_\A) (14 C'M(A)/2™)
(5, N)ET(AN)

AL - U () O

> 72(A_\) (1 om om )) (From Lemma 7.2)

67
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> a(Ayn) (1 _lAl=1 M) <1 ReANE %(A) - 1)))

2m 2m 2

> 72(A\a) (1 L 1) :

2m

The last inequality follows as C’||A| < 2™, for ||A| < 2™ /12¢2,., which concludes our
proof of Lemma 7.1. O

7.1.4 Proof of Recursive Inequality Bound 1I, Lemma 7.4

Let us denote by an ordered tuple of integers from [q], as i* := (i1,-- ,ix) € [¢]*. Note
that, for all positive integer j, ¢/ > j ; and so 1/j! < (e/j)?, and we have

(?) < t—J, < (et/j)’. (7.6)
J J:

This inequality will be frequently used for the proof of this lemma. We also use the
following fact extensively: for r <1, ;77 < {=.

We state the following claim, which follows from iterated applications of the recursive
inequality.

Claim 7.4.1. Forany 0 < d < ¢&m, and 0 </ < £ — 1 we have

(o,¢ < Z () Z%HZ e-ﬂ”cz i: <>4€e . (7:7)

o] i e

PROOF OF THE CLAIM. We prove the claim by induction on d. The result holds trivially
for d = 1 (by applying d = ¢ = 0 in Eqn. (7.5)). Now we prove the statement for dp + 1,
assuming it is true for dy. Therefore, we have

do do—1 i
w0is 3 (V) Z oy t0X X (j)ac

lke[q ]:{ -‘

do
do _
< Z (k) Z ( Z Yot 1k+14 28 0 (dor1) T C - (48eq) k)

ikegl* \irpr1€lq]

* g;:q< > kez[: Pkt SRy 43— (do+1) +Cdozl [ZZ:W<> A¢e)”
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do+1 d
< Z (k_o1> Z Z%mz 1 b —(do+1)

k:[dozl—z" ik=lg[g]k—1ir€lq

do+1

T Z ( )Z%HZ E—d0+1+02 i ()456

e[z N ol el

The range of the first and second summations has deliberately been taken to start from
[(do+1—2)/€] < [(do—2¢)/&] + 1, because if k < [(dp+1—1¢)/&], then k + Z?Zl li; —
(do+1) < k§ — (do+ 1) < 0 and hence Ukt sk b, —(dot1) = 0. Now we can see that
the coefficient of } ;xc(,x @ FASE L ~(dot1) in the above summation is bounded by ( kdfl) +

(‘io) = (dolj 1). This concludes the proof of the claim. O

PROOF OF LEMMA 7.4. Let us take d = {m. In that case, Claim 1 becomes
&Em §m Em—1 7
apge < Z <k> Zak,ﬁz]le _gm—i—CZ <>4§e
e o] T el Y=l

We are going to upper bound both terms of the sum in subsequent turns. For the first term,
note that one has £ > m — f > m — 1 since ¢ < £ — 1 by definition. This implies that

(£)=(9) < (285) s

Hence, using the initial bound, one has

&m

§ . A )
Z <]Zn> Z ak,k+2§:1&j—§m§ Z (2€§)qu(4§eq) k§27m§271

fere) o fees

As for the second term, we make the following observation: For (kb < ¢ < £(k+ 1),
ke(n-1],j> (%] > k, and hence

()=(5) =(22) s

. N\ :
For0<i<{andj=>1,(j) < (%) < (e€)?. Thus, we are going to break the sum into two
parts:

TS (Juear-y 3 (a3 %04&
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Em—1

<&+ ZZ(eg (4e8) 7+ > Z (2e€)7 (4e€)~
=0 j=

i=E+1j=[i/§]-1

§+1 Em—1
SEH 14—+ 212(1/5
o

—

1)

< —(E+1)+2¢ g 4¢,

L >

where the last inequality follows from the fact that £ > 2.



BMTP FOR & hax = 2

In this chapter we analyse the simplest version of the BMTP((A, B), a?, A7) problem, where
any pair of coefficient vectors a; and a; are orthogonal. In this case the graph €(&[a?, \7])
consists just of isolated edges. Of course, the size of each component of this graph is 2,
hence &.x = 2.

However, first we present a reformulation of the general BMTP problem. The main reason
to do this is because this formulation will facilitate the proof of the {.x = 2 subcase.
Moreover, this formulation might motivate future direction and open problems that are
not in the scope of this thesis.

The graph, €(&), associated with the system of equations, &, of a BUTP((A, B), a®, \°)
problem, is a bipartite graph between shores A and B. While standardizing &, as #[Af<}] :=
& (Star(¢(&))), let us assume the convention that all the representative vertices, one from
each component of (&), used in the Star transformation (recall from Chapter 4), are
chosen from shore A. Then the collection of edge-labels of the i-th component can be
alternatively viewed as a pair of multisets, {X\; 4 ;== {X;j:j € [v,] NA}, Nip:={\j:j€
[vi] N B}}, where X, 4 (resp., A; g) denotes the collection of labels of the edges from the
center of the star to vertices in A (resp., B). For simplicity of notation we can relabel the
elements so that \; 4 = {)\fl, . )\fév“ —1}and A\ p = {)\fl, R )‘féB }, where §ZA (resp.,

¢P) are the number of A-vertices (resp. B-vertices) in [v;].

BISET-SYSTEM. Note that if the system of equations, &, of a BUTP problem is in standard
form, then the non-equations of the BMTP problem force the following two conditions on
the edge-labels of €(&): (1) label of any edge between two vertices in A is non-zero, i.e.,
AL # 0m forall j € [¢ —1],i € [c], (2) label-sum of a path between any two vertices
in A (resp. any two vertices in B) is non-zero, i.e., )\fj # )\{}j, and )\fk # )\fk, for all
3,3 € [¢A — 1],k k' € [¢P],i € [¢]. This implies both A; 4 and \; 5 are sets for i € [c]. We
call an ordered pair of set-systems, both containing equal number of sets, a biset-system. If
the system of equations corresponding to a BUTP problem is in standard form, then the
problem, like its system of equations, can be characterized by a biset system, (AECB', AECH),

where Agc} ={A1,4,..-, A4}t and A%‘:B’ ={AiB,-- s AcBl)-
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Reformulation of BMTP

NOTATION. 7' := &1 — 1, denote the number of edges between A-vertices in the
i-th component.

The bipartite homogeneous bivariate Mirror Theory Problem instantiated by the biset-
system

(AR ALY = (fana, - Al s Aap))) ¢

Aia = {1 Apat AL £ 0™ € [nf] i € [c]

i

)\i,B = {)‘517 B )\Z,ffg}7 1 E [C]

also denoted as BMTP(AEC}} , A]{;}}), is to find the number of solutions to the system
of equations and non-equations:

(EQUATIONS).
Xi 0@ X5 = Afj? JE [mA],i € [c].
Xio®Yi; = Afy j€l&llie[d.

(NON-EQUATIONS).

Xij # Xy forall j € [0.n7],5 € [0.m7],4,4" € [c],i # 4.
Yij # Yuy forallje[6f],5' € [6F),i,d € [d,i # 1"

Notation: We denote a the biset-system (AECH, AECH) as A%B}}. An element of Asp
is a pair of sets (A4, Ap), which will be denoted as A45. An element in A4 will be
typically denoted as A4, whereas an element in Ap will be typically denoted as Ap.

Recall that the system of equations and non-equations corresponding to BMTP(AE?)
is consistent if (1) )\fj # 0™ for j € [n; al,i € [c], and (2) )\fj #+ )\fj, for j,j' € [nial,j #
j' i € [¢], and Al # Al for j,j’' € [niBl,j # j',i € [c]. While easy to manipulate, both
conditions have to be handled in a different way, leading to unnecessary complications.
The simplest fix is to introduce an additional element 0™ to each of the sets A; 4. Thus
instead of considering the multiset, A; 4, of only the edge-labels of the i-th component,
if we consider the multiset (X; 4)4om := {0™, Xi1,. .., Ain:. )} then we can combine the
two consistency conditions above and just say that (A; 4)+om is a set for all i € [¢]. If
every A-set in a biset-system contains 0" we call the set-system a centered biset-system.
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Thus if the system of equations and non-equations of BMTP(AEC,;) is consistent, then

(Agg})wmm = {((A1,4)+0m, A1,B)s -, ((Aea)1om, Ae,B) } is a centered biset-system.

Bipartite Disjointness Event for a Biset-System

Given a centered biset-system Ach}, we say that the bipartite disjointness event,

BDE(Ai{fg), holds, if for a random vector S¢ = (Sy,...,S.), where S; & {0,1}™
independently for each i € [c], the translated sets, S1 ® A 4, ..., S. D A¢ 4 are disjoint,
and S1 @ A1 B,...,S:® A, p are disjoint.

We define the probability of the bipartite disjointness event as

r(ALD) = s (BDE(ALD)).

Note that, every A-set in a centered biset-system is non-empty because they at least

contain the element 0™.

THE {max = 2 CASE. Now we present the particular type of biset-systems that we will

come across the proof for the &,.x = 2 subcase of the BMTP problem.

Unistar and paired biset-systems

Consider a biset-system Agﬁ with A; 4 = {0™}, A\ip = {\;}, fori € [¢—1] and
0 > |Ag,Bl — [Aq,4] < 1. A biset-system with this property is called a unistar biset-
system. If |Ag 4| + [Ag,B| = ¢, we say Ayp is a unistar biset-system with a (-star.
Moreover if A, 4 = {0™} and Ay p = {\;}, then Agﬁ will be called a paired biset-
system.

Now we present our main result for paired biset-systems:

Main result for BMTP with &, = 2

Theorem 8.1. For m > 7 and any paired biset-system Af‘gﬁ with 1 < g < 2™ /17, we have

r(ald) > —

((2™)y) <1 _smd 19q2>.

22m B 22m

We first exploit the properties of the probabilities of the distinctness event between
related labels for independent permutations case through Lemma 8.1 and Lemma 8.2.
Similar to our CMTP proofs, we introduce the notion of the link-deletion operation and the
Link-Deletion Lemma (i.e., Lemma 8.3). These results together will allow us to state the

Core-Lemma (i.e., Lemma 8.4), which allows us to prove Lemma 8.1.
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Lemma 8.1. For a unistar biset-system Ag{g} with Ag 4 = {0™} and Xy p = 0, we have

2(AaB) = »(Aap \ AgaB) - <1 - C12—m1>

Proof. The result follows from the fact that

BDE(AL) — BDE(A4p \ Ag.as N (Sxgas € 10,13 \{Sxrams--»Sxy1a5})

E E’

and the fact that the events E and E’ above are independent. O
Lemma 8.2. For a paired biset-system, Ag‘g} and any of its paired biset-subsystem FE‘JB_d}} c
A ap, we have
2q d
r(TaB) < »(Aap)/ (1 - 2m>
Proof. BDE(T 4p) A -BDE(Aap) = For each Aap = ({0™},{A\}) € Aap \Tap (# =4d),

Saas € 1Sx,, 1 Aap €TaptU{Sx,, @N ®X: Ny = ({0}, {\'}) € Tap}

#=q—d<q #=q—d<q

The lemma follows by union bound and the independence of BDE(T 45) and Sy . for
Aap € Aap\TaB. O

ALTERNATE LINK DELETION. Let Af}r‘%}} be a unistar biset-system with [Ag 4| + |Ag,B| =
¢ > 1. We remove the elements alternately from A, 4 and A,  in the following manner:
If £ =0 (mod 2), then we remove a link element A € X\, 4, otherwise, we remove a link
element \ € A\, p.

For every A € Ay 4, we define the following set:
La(V) = {Nag) = ({071 V) € AR\ A ap s @ X & A, )
and for every A € A, B, we define the following set:

Is(\) = {Nag] = ({0}, (D) € AMI A A s Ao X ¢ Apa)
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Now for every A € A\, 4, and [Nyg] € I4()), we define
AB)[Nyp] - \PMAB) =N p=2XaB+A] 45 0.4 = (X4, Mg B
(Aap) := (AaB) " where A (A4, Mg BU{d})

and for every A € A\, 5, and (6, Xy5) € I5(\), we define

(AaB)x, ) = (AAB) X, ;- Agap+ 2! ., Where X up = (Aqa U {3}, Ag,p)

Note that if A 4p is unistar biset-system with a ¢-star, then (A B)[ Ny g] is a unistar system
with a (¢4 1)-star, for [Ny5] € I4,5(N).

Now we state our alternate link deletion lemma for unistar biset-systems.

Lemma 8.3 (Alternate link deletion lemma). Let Aiﬁ be a unistar biset-system with
|Agal +|Ag,B| = £ > 1. Then using the above notations:

1 .
7(Aap) = 2((Aap)ax, 4) — 5m > 2((Aap)py)), if £ =0 (mod 2)
Naplela(N)

1 .
2(AaB) :ﬁ((AAB)—)\|)\q7B)_27m > r((Aap)py), =1 (mod 2)
[Nyplels(N)

Proof. For (6,N,p) € I14(N), the following events are equivalent:
BDE((AuB)-Ax, ) N (Sagas = A® Sy, ) = BDE((AaB)xn, 1) A (Sa,as = A®Sx,,),
So it follows that,
BDE((Aup) a, 45) = BDE(Aap) V (BDE((Aap) _xa, 1p) A ~BDE(A4p))
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=BDE(Aap)V \/  (BDE((AuB)in, ) A (Sx,us = A®Sx,,))

Napl€la()

Note that the event (Sx, ,, = A@® Sy, ) occurs with probability 27" and is independent of
the event BDE((Aag)(x, ) Also the events (Sx, ,, = A®Sx: ) and (Sx, ., = A Sxs,)
for distinct [A% 5], [A45] € 14a(\) are mutually exclusive. This proves our result. O

Multiplicity of B-elements

Given a paired biset-system, Asp and x € {0,1}", we define

paap (@) = #{Aap € Aap: Ap = {z}}, M(Aap) = SR Has (x)

The core lemma for paired biset-systems goes as follows:
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Lemma 8.4 (Core lemma for paired biset-systems). For ¢ > 2m, and a paired biset-
system A%g}}, with Xg ap = ({0™},{\}), where X = argmax yip ,,(z). Then for all
z€{0,1}m
(Nagl € Is(N),
17TM(Ap
A8 ) ) < AAaw) ) (15755 )

We prove the core lemma in Sect. ??. But first we prove our main result, Theorem 8.1,
putting to use the above core lemma.

PROOF OF THEOREM 8.1. We prove the result in two steps. In the first step, we prove
that

m om - 2 8m3
Ay = 00 (150, ®)

and in the second step we prove that

ph = malit) e (1 BT 6
holds. Combining Eqn. (8.1) and Eqn. (8.2), we have our result,
anhy = (S (1) (15
First Step. For any ¢ < 2™~!, we take an arbitrary paired biset-system A;{{ﬁ. So
A = 2(Bam)a, ) (1- 58
= A(Aap)r) (1) (1 - %) L 6
Let us denote ((¢q) = %. Note that, ((¢) is an increasing function and (1 —

¢(¢q))? > 1—¢q-((q). Therefore, by multiplying Eqn. (8.3) for 1 < ¢ < 2m — 1, we get
(@) (| (m—1)3/2m
24mn (1—(2m—1)/2m)?

() (13m0,

— (2m)4m B 22m

(Al

v
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(2m—1)3/22m

where the last inequality holds because 1 — @ @m_1)/777

>1—8m?/22™ forn > 7.

Second Step. Now, let 2m < a < 2™/17, and let FE%H}} be a paired biset-system with
Ya+1,48 = ({0™},{7}), such that ur,,(v) = M(Tap). Let T’y 5 = <TAB>_70+1,AB‘ Then

2T ap 2m _ )2
A = Tt 8.4
B
holds, where n(«a) := L7a/ 22:: . Note that, n(«a) is a non-decreasing function, and (1 —
T—a/2 g

n(g—1))7 > 1—-(¢q—1)n(¢—1) > 1 —q-n(q). Moreover, for all ¢ < 2™/17, we have
17/(1 — q/2™) < 19. Therefore, by multiplying Eqn. (8.4) for all 2m < o < ¢ — 1, we have
Eqn. (8.2).

Let Ip(7) := {[V4g) : Yap = ({0}, {7'}) € I'y5 : v # 7'} be the set of all bisets v/, 5
for which ~ does not collide with ~. It is easy to see that |Ip(y)| = o — M (T'ap) + 1. By
applying Lemma 8.3 and Lemma 8.4, we can bound 22 (T 45) from below as follows:

A(Tan) = 2(Ta5) ) 5 2 2(Tan)ay,)

Naglels(v)
®) . .
> p((rAB)—’Y\'YaH,B) - 27m Z 72(<rAB)_’Y\7a+1,B) <1 + 17(27]13))
Naglels(v)
oa—M(T +1 17M (T
> 2((TaB) ~lyairs) (1 - (Wf‘B) <1 + 2(mAB)>>
) o 17c
> ﬂ((FAB)*WWM—l,B) <1 - 27m — 22m>
(k) , (2m . (1)2

> n(Thp)- T o2m (1=n(a))
where (x) follows from the core lemma, Lemma 8.4, (+x) follows from the calculation

a—M(Tap)+1 <1+ 17M(FAB)) _ a  17a_ M(Tap) -1 (1_ 17a>

n am - 9on 22m om 27771
a 1T«
< it om
and (%) follows from Lemma 8.1. O

Thus modulo the proof of the core lemma, Lemma 8.4, we are done.
8.1 PROOF OF THE CORE LEMMA, LEMMA 8.4

For a paired biset-system Ai{ﬂg}, we need compare 2((Aap) i, ) and z2((Aas)n, ),
where [N, 5] € I5()\). We define an operation on unistar biset-systems, so that when it
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is applied to (Aag)|x, ) it yields the biset-system (Aap)_y», - Our operation, denoted
as Op, is defined as follows: Let FEO];B’ be a unistar system and x € Ag 4,y € Ay, then
Op(Tap,z,y) = (F/AB){{aH}}r where 7:1,AB = ({0m},z@y), and 7:1+1,AB = (Yaya \
{2}, 7a.8 \ {1})-

Now we define the D-terms:

D-terms for unistar biset-systems

For a positive integer ¢, for all / > 0 and 1 < a < ¢, we define

D(a,?) := max |m2(Tap)— »(Op(Tap,z,y))|

FaB,z,y

where the maximum is taken over all unistar biset-systems FE%} with a (¢ + 2)-star,
and = € Ao, 4,y € Ao,B, such that (Op(Tap, z,y)) _y C (Aap)-a

a+1,AB — q,AB"

Next we prove a recursive inequality for D-terms:

Lemma 8.5 (Recursive inequality of D-terms). For any o < q and { > 0,

3M(Aap) . p((AAB)—Aq,AB)
om (1—2q/2m)a—a

D(a,0) < D(a,5—1)+2im.D(a—1,e+1)+

Proof sketch. We will give the proof sketch for ¢ = 0 (mod 2), The other case can be
proved using similar arguments. Take the unistar biset-system Fﬁ%} with a (¢ + 2)-star,
and * € Ao4,y € Ao, such that (Op(Tap,z,y))_y C (AaB)-x, 45, and such

a+l,AB
that D(o,¢) = |2(Tap) — 2(Op(Tap,z,y))|- Let I 5 = Op(Tap,z,y). We fix any v €
Ya,4 \ {z}. Then by the alternate link deletion lemma, Lemma 8.3, we have

1
R(TaB) = ﬂ((TAB)_th,A) ~om Z ﬂ((rAB)['y’B]>
['YLAB]GIA(V)

* * 1 *
r(Tp) = P((FAB)—W/;,A) ~om Z p((rAB)['ij})
Yapleli()

where

La(y) == {Va) : Yap = {07}, {7'}) € Ta \Ya,aB: 79 € Ya,B}

Ii(y) == A{[¥asl : Yap = (0"} {'}) € Tap \Yaplo +1],7@9" £ vpla + 1]}
Subtracting this and using [T () \ 7a(7)| < 3M (A ap), we obtain the result. O

Also note that, from Lemma 8.2, we can deduce

22((AaB)-xgu5)
(1—2¢/2m)—o

D(a,f) <
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Now let § = ¢/2™ and define the double sequence {a}o<i<qe<24—1 as:

B*D(a, 1)
27 ((AAB)*)\Q,AB)
Also for ¢ < 2™ /17, we have (3/(1 —28))? < (1/4e)?. Recalling that ¢ > 2m, we see that

the double sequence defined above satisfies all the conditions of Lemma 6.3, and hence we
have

Ady - —

8M (Aap)

ao,0 < om

The core lemma statement now follows:

|2((AaB) -Ax,5) — R((AaB)x, )] (2 16M (Ap) '712(T£LAAB))\%AB)

(

*%)
=) 17M (Asp)

< g R((Aap) -, 5)

where (x) follows from the fact that D(q,0) = a0 -22((AaB)-x, z), and (5x) follows
from using Lemma 8.1 and noting that 1 —¢/2™ > 16/17 for ¢/2™ < 1/17.
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BMTP IN TWEAKABLE PERMUTATION
SETTING

In this chapter we consider the BMTP((A4, B), a®, \®) problem, for which the corresponding
graph, € (&[a®, \°]) is of a particular structure.

Bipartite Star Graph

A bipartite graph (AU B, E) is called a bipartite star graph if every component of
the graph is a star. Thus every component of a graph is of one of the following
categories:

* the component consists of an isolated edge

¢ the component consists of more than one edges all incident at an A-vertex, we
call these components A-stars.

¢ the component consists of more than one edges all incident at a B-vertex, we
call these components B-stars.

A bipartite star graph is parameterized by (c1,ca, ¢g, 4, 4B, {max ), Where
* c1,c4,cp are the number of isolated edges, A-stars and B-stars, respectively,
* g4, qp are the total number of edges in the A-stars and B-stars

* &max is the size of the largest component.

Remark 9.1. Although the graph &, corresponding to a BMTP problem, is a bipartite graph,
Star(¥), which contains only star components (see Chapter 4), may not be bipartite. So
even if the above graph structure might look quite general, all BUTP problems cannot be
reduced to one, the corresponding graph of which will be a bipartite star graph.

Suppose the graph & corresponding to a BMTP problem be a bipartite star graph param-
eterized by (c1,ca, ¢B, qa, 4B, {max)- Since the ordering of the components of the graph
does not affect the number of solutions to the corresponding BMTP problem, for the
rest of the paper we fix a particular ordering of the components, in which the isolated
edges occur first, then the A-stars and then the B-stars. Let the number of vertices
and edges in the i-th component be denoted as & and 7, := & — 1, respectively. Here,
again the collection of labels of the edges of the i-th component can be viewed as a
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multiset A\; := {Xi1,..., Ay }. Now the non-equations of the BMTP problem force the
following two conditions on the edge-labels of €: label-sum of a path between any
two vertices in A (resp. any two vertices in B) is non-zero, i.e., \;; # \;; for all
7,5" € [ni],i € [c],c:= c1 4+ ca + cp. This implies A; is a set for i € [¢]. Thus in this case the
BMTP problem is instantiated by an ordered tuple of sets A® = (Aq,...,A.), where A; is a
singleton for i € [c1], correspond to the edge-labels of an A-star for i € [¢; +1,¢1 + c4], and
correspond to the edge-labels of an B-star for i € [¢; 4+ ca + 1, ¢]. Also, fiq 1 A = qa,
Zf:q reatl |\i| = ¢ and max;e () |Ai] + 1 = &max. We say that such a set-tuple is parame-
terized by (c¢,ca,cB,q4, 4B, Emax)-

Reformulation of BMTP with bipartite star graph

NOTATION. The bipartite homogeneous bivariate Mirror Theory Problem instantiated
by the set-tuple

A= (AL, .., A :

)\i - {AZ”I, ooy Aiy"h} = [C]

parameterized by (c, ca, ¢B, qa, 4B, Emax),

also denoted as BMTP(A€), is to find the number of solutions to the system of
equations and non-equations

(EQUATIONS).

Xi1®Yi1 = X1, i€ [al]
Xi1®Yi; = Xij, J€I[mlic€lc+1,cal
Xij®Yi1 = XNij, J€[ml,i€ler+ecatl,d.

(NON-EQUATIONS).
Xy # Xy forall (i), (i,5) e (AT eal D gy
U([er +ca+1,¢] x [m])

o o (el x {1 u (e + 1, ea] x [mi])
i il gl f 11 2,7),\2,
Yv] #YJ ora ( .7) ( J)E U([Cl+CA+1,C]X{1}), Z#’Ll

We denote the system of equations and non-equations corresponding to BMTP(A€)
problem as &4 [A€].
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Now we define the multiplicity of the equation constants in a way that suits our purpose.

Multiplicity of BUTP constants

Definition 9.1. For a set-tuple A® = (A1, ..., ), and an m-bit number )\, we denote the
multiplicity of X in A¢ as

pac(N) = #{i € [c] : X e A}
Moreover if ;e Ai = {A1, .., Aa}, then we define
pi := pipe(Ai)

to be the frequency of the i-th distinct element in A°. We associate the multiplicity vector
(1, ..., pa) with the set-tuple A°.

Equipped with this definitions, we are now going to present the BMTP result for the
tweakable permutation setting.

Main result for BMTP in tweakable permutation setting

Theorem 9.1 ([JNzol). Consider the set-tuple A = (A1,...,A.) parameterized by
(c1,¢4,¢B, A, 4By Emax ), With multiplicity vector (u1, ..., pa). Also let n; := |A;], i € []
and q := ¢1 + qa + qpB.

If  <2™/4and q - Emax < 2™ /2, then the number of solutions to the BUTP(A€) problem
is at least

1— 13(]4 _ ﬁ _ 47(12 CAE—’—EB 772 ) « (2m)81+CA+IIB (2m)01+QA+CB
23m 22m 22m — c1+1 1—[;1:1 (2m)ui

Theorem 9.1 has already been proved in [JN20], but for sake of completeness we redo
the proof below in our own terminology.

ADDITIONAL NOTATIONS. We introduce some additional notations to facilitate the
presentation of the proof. For i € [¢c+ ¢4 + ¢p]:

* 7); denotes the number of edges in the first i — 1 components.
* {4 <; denotes the number of A-vertices in the first i — 1 components.
* ¢B «; denotes the number of B-vertices in the first ¢« — 1 components.

* N, denotes the number of solutions to BMTP(A?), that is the number of solutions
to the sub-system of equations and non-equations instantiated by the sub-tuple
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= (A1,...,Ai). The graph corresponding to this sub-system consists of the first
i components of the graph corresponding to BMTP(A€). Note that we want a lower
bound for N¢, ¢ +cp-

e Hi:=N;- H 2™) i, where (ui, ..., uj ) is the multiplicity vector of A’. Note that
J
He veqtep / Nc1+c +cp 1S precisely the denominator of the lower bound in Theorem
9.1.

* Ji:= (27”)5/1’@_+1 . (2’”)53_’@#1. Note that J.yc,+¢p is precisely the numerator of the
lower bound in Theorem 9.1.

e We denote the system of equations and non-equations, consisting of E&[A°] and an
additional equation X; ; ® Yy ;s = A, as EN A x, ;av, ,=))-

e For i € [¢1] and j,k € [i], let N;(j,k,\) denotes the number of solutions sat-
isfying an additional equation X;; ® Y, = A along with the system of equa-
tions and non-equations of BMTP(AY), i.e., N;(j,k,\) is the number of solutions
to EN[A']{(x, ,evy,—r)- Note that

. N; if A=)\,
Nz(]vj7)‘) = ‘J’l
0 otherwise
That is for pp:(A) many j’s, N;(j,j,A) = N;. Moreover for j # k,
Nz(j, k, )\) =0if \ € {)\j71, )\k,l}‘

e Fori € [¢c1] and k € [i], we denote the number of solutions to BMTP(A1\F) by N [i]\e-

* Fori € [c1], k € [i] and 5, € [i] \ {k}, let Njj (4, ¢, ) denote the number of solutions
satisfying an additional equation X; 1 & Y, ; = A along with the system of equations
and non-equations of BMTP(Al\F),

Lemma 9.1 (Isolated edge deletion). For i € [¢c; — 1],

Nig1 = N;- (2™ = 2i + ppi(Nig1,1)) + Z Ni(4,k, Aig1,1)
(j,k)el

where I = I(Niv1,1) := {(4, k) € [i]* : Nivnn & {1, At}
Proof. Let S; denote the set of all solutions to the system of equations and non-equations

corresponding to BMTP(A?). We take any (z%,y‘) € S;. For any = € {0,1}", we have
(J,’IHIL’, yZHx D )\i+1,1) € Sit1 if and Ol’lly ifx ¢ (E{Z} U (y{z} D )\i+1,1)- Thus

1Siv1] = 1Si] - {0, 1} \ (21 U (91 ® Ais11))
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Now since (z7,3°) € S;, we have z; # x;, and y; # yi for j # k € [i]. Hence |2{] =
[yt @ Aiz1,1| = i. Now suppose z; = yj, @ \i+1,1. Then (2°,y°), besides satisfying the
system of equations and non-equations corresponding to BMTP(A?), also satisfies the
additional equation X; ® X;, = A;j;1,1. Thus

20yt @ M) = Z Ni(g, ks A =i+ 1,1) = ppi(Niv1,1) + Z Ni(d,k, Aiv11)
k€] (4,k)el

using the properties of N;(j, k, A). Combining the above arguments, we have our result. [

Remark 9.2. In the above proof, note that there is no special significance to which particular
isolated edge is removed. The same argument would imply that for i € [¢;] and & € [i],

Ni = N - (2™ =200 = 1) + pana, k) + D NG £ Aer)
(.0)el

where I = I(Ag1) := {(4,0) € ([{]\ k)?* : Me1 € {N\j1,\e1}}- As a consequence, we have
the following corollary.

Corollary 9.1.1. For i € [¢1] and k € [i],

(2™ = 2(i = 1)) Ny < Ni < (27 = (i = 1)) Npgje

Next we lower bound the N;(j, k, \)-term.

Lemma 9.2. For all A € {0,1}" and (j, k) € I(\),

2m — i+ 1 2m —2(i —2)

Proof. Suppose (zlI\k y[\F) satisfies &4 [AlI\E]. Then (2/17, /1), with (a/1\E 5yl =
(2N yli\k) and 2}, = 2; ® A @ A1 and g}, = x; ® A, will not satisfy %./V[Ai]Jr(Xj,l@yk,l:A),
if and only if, for some ¢ € [i] \ {j, k}, either ] = x; or y, = yy, or in other words if

TjDye = AB A1 DAy Or T Sy = A

In the first case (z[/\F, yl1\F) satisfies &4 [A[i]\k]+(Xj,l@Y£,1:)\@)\k,1@)\l,1)’ and in the second
case it satisfies &4 [A[i]\k]ﬂxj’l@y“:k).

Consider the system of equations &4 [A[i]\kh(xjyl@yg,lzx)- If we fix X; 1 = z;, then the
variables Y 1,Y,; and X, ; will get determined. Thus the number of solutions satisfying
EN[AIVF], 5 ey, - is at most the number of solutions satisfying &4/ [ANMEA], j e,
we have N[z]\k(]a f, )\) < NM\{,@(} Sirnilarly, N[z]\k(]a f, AP )\k71 @ )\(71) < N[z]\{k,é}
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Thus, combining, we have

Ni(j, B A) = N — Y. NG X)) = >0 Nl 2@ M1 @A)

telIN k) ek
>Nagw— . Nawwa— D, N
ce NGk} el

> Nigpg = (6= 2)Nap ey — (6= 2)Nip 01y

(%) 2(i — 2)
> . . - 7
= NM\k (1 om _ 2(i _ 2))

() _ N <1_22(¢—2) )

= om i1 m_9(j —2)

where (x) and (%*) follows from Cor. 9.1.1. O

Lemma 9.3 (A-star deletion). For i € [ca] and i’ := ¢1 + i, we have

J=1

n;
Ny > (2m —Eacit — B F D P ()\z",j)) “Ny—q.

Proof. Let Sy and Sy_; be the sets of solutions of BMTP(A?) and BMTP(A? ~1), respectively.
For any = € {0,1}", let y" 1= (x © Ay 1,..., 2 ® Ay, ). If (zta<i’ y*B.<i') € Sy_y, then
(254.< ||z, y*B.<' ||y ) ¢ Sy, if and only if, either x € gi8a<irt or yls.<irt My} £ (). Thus

i/
1S = |Syr—1] - [{0,1}™\ (m{ﬁA,Qf} U U (y{53,<i/} D Ai’,j))

=1

Now noting that

[ ] |x{§A,<'L/}’ — 5A,<7;/
[ ) ?il(y{53,<i’} @ AZ’,])‘ S ni’é.B,<i/
[ ]

zlfa<itn Ugil(y{gﬂﬂ’} ) Ai/,j)‘ > 307 ppw-1(Awj), since for each j € [ny] there

exists 11,1 (A ;) equations in &4 [A” 1] with constant \y ;.
we have our result. O

Similar arguments yield
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Lemma 9.4 (B-star deletion). For i € [cp] and i’ :== ¢1 + c4 + i, we have

n;
Nip > | 2™ =& <ir —niréa,<ir + Z ppi—1 (Air j) | - Nir—1.
=1

Now we prove a lower bound on the ratio of the H and J-terms. Theorem 9.1 directly
follows from this and the definition of the H and J-terms.

Lemma 9.5 (Ratio of H and J-terms). For ¢ < 2™ /4 and q - {max < 2™ /2, we have

Heyveptep >1_ 13¢* _ 27972 _ ﬁ ZC: n?
JC1 Yeatep - 923m 22m 22m Bt 7
Proof. We prove this in two steps:

sTEP 1. We show that, fori € [¢; — 1],

Hivi 13 20

Jipn — 0 2m 2w 91)

sTEP 2. Next we show that for i’ € [c; +1,¢],

Hy < 4q217~2,> Hiy—y
>(1-— ). (9-2)
Jy 22m Jir—1 9

Now Lemma 9.5 follows by multiplying Eq. (9.1) for all ¢ € [¢; — 1] and Eq. (9.2) for all
i' € [e1 + 1, ¢], and noting that H, = J; = 2*™.

PROOF OF EQ. (9.1). From Lemma 9.1 and Lemma 9.2, we have that for i € [¢; — 1],

. 1T (Nig1,1)] 2(i —2)
Njg1 > N;- 2™ -2 i(Ag — 1-— -
+1 2 ( Z—I—MA()\+1,1)+2m_Z+1 22— 2)

Recalling that I(Ai+171) = {(],k) € [2]2* : )\2'4_1’1 ¢ {Aj,la)\k,l}}/ we have |I()\H_1,1)| =
(¢ — pai (Nig1,1)) (G = pai (Nig,1) — 1).

In the following equations we abbreviate fi,: ()\z‘+1,1) as ., for the sake of presentation.

Now, for i € [¢; — 1], we have

N;
Hi S (2m—ﬂ)‘ Nt E
Jiv1 — (2m — i)2 J;
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(2™ — 1) (2m —2i4+pu+ (i_glﬁl(_i;fl_l) (1 - 2m2£15_(2232)>)

> H;
- (2m — i)2 J;
. M — ) (i—p) (i—p— i3
0 (=) 2+ ) T s g
= (2m )2 J;
(o (| Gi—p) + O - LR 4 360N
; (2= ;
(g (180 %\ H
- 23m 22m Ji

For (%), we have used thati < ¢; < ¢ <2™/2, (i —2),(i —p) < iand (2™ —pu), (2™ —i +
1) < 2™. (%) is obtained just by simplifying (x). For (x*x) we have used that (i — u), u <
and (2™ —i)? < 227,

PROOF OF EQ. (9.2). We prove Eq. (9.2) only for i = ¢; 4+ for i € [ca]. The same
arguments hold for ¢’ € [¢; + c4 + 1, ¢], and hence the proof for those ¢’ is omitted.
From Lemma 9.3 we have

it

> 2™ — A i —MiréB,<it T Z ppir—1(Air 5)
=1

Ny

Ny

In the following calculations we abbreviate .1 (A ;) as i for j € [ni]. Then we have

e IWLC" =) w5 He
Ji T (2" =8a<ir) (2" —&B<i),, Ji-
A
M3/ "3
[T =) <2m —acr =il + Y MZ)
- Jj=1 k=1 . Hy4
- (2™ —&a<) 2" —&B<i),, Jir—1
B

We bound the two terms A and B as follows:

it n;
A=TJe@™ ) <2’" —Eacr — kgt + Y u;)
j=1

k=1

M5 ;1
> [ 2m = = ) <2m —&acir — k< + Y M%)

j=1 k=1
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2

> oMl — gy 2™ —nuep 2 — [N ] ot

Since €4 <ir,€p.<i + Mir < ¢, and Emaxg < 2™ /2, we have B > 211 Also

= (2™ —&a<ir) (27 — gB,d,)W
(27— €4.c) (27 — )™

(2" = &a<ir) <2mm' — €p,<p 2™ Y + 1735%37<i,wm(m/—2)>
2

m 1) nirép,<i 2" + 77?/5129,@/ omimy—1) _ §a,<ir 2™ + Ui/fA,<i/fB,<i'2m(W—1)

IA A

IN

Combining the bounds,

A . B_A
B B

>1-— 5€h, <2 Y + miréa <o <2 Y (Zm 1#]) om(n;—1)

N gm(n;+1)—1

(;) 1_ ?71-2/q22m(77i'_1) _|_ ni/q22m(ni/_1) _|_ q22m(77i’_1)

N 2m(77ﬂ+1)—1

(%) 4772/

= 1= Qém

(%) follows from the fact that £4 <ir,&p <, Z?i 1 1 < q. () follows from the fact that
77i2,>17i/+1a577i/>2. O






PRELIMINARIES FOR THE RMTP PROBLEM

NOTATIONS. Recall that the RMTP(A, A\, ~, %) problem is parameterized by an acyclic
augmented matrix

A, 0 -+ 0 X\
0 A, -~ 0 A

A= T2 T P emyy,
0O 0 --- A, X\

with A; S F57", A € (F5') %> 30 e = e, ), v = v. Let us denote by e<; := )7, ¢j and

v<; = ) :_; v; the number of equations and variables involved in the first i components,

respectively. Let us denote the system of equations corresponding to the i-th component as
%i IXZ'X[GSFIJFI’GSZ'] = Al

Denoting the first : components as the submatrix

Kl 0 ... 0 )\1

0O A5 --- 0 )\ o (e
AcPhai=| | 7T TP e Ry,

0 o ... KZ A

we can express the system of equations corresponding to the first i components as
ggi : KSiX[eSi] = )‘Si

Consider a solution x” = (x1,...,x,) to the RMTP(A, X\, ~, R), then x"<i = (21,...,2,_,)
is a solution to RMTP(A<;, A<;,~, %), where by a slight abuse of notation, the relation
~ is actually the restriction of the equivalence relation ~ on [v] to its subset [v<;]. We
use the shorthand x<; to denote the vector x"<:. Now given the partial solution x<; to
RMTP(A <, A<i, =, &), let us define two new families of sets 9 (x<;) := {Pj(x<i)}jex) and
F<i = F(x<i) = {Fj(x<i)}jejr), where k is the number of equivalence classes of ~:

Pi(x<i) i={ay €x<i 1§ € P}, FI | i= Fj(x<i) = R; U Pj(x<y) (10.1)
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Let 7L, := |Pj(x<i)|, rj := |R;| for j € [k], which implies |Fj(x<;)| = r; + r(<j3 =: fg.).
We assume the convention that x<¢ is the empty vector, implying P;(x<¢) = 0 and
Fj(x<0) = R;.

If a component A;|\; contains just one row, we call the component is isolated, otherwise it
is called non-isolated. We analyze the isolated and non-isolated components separately. For
that purpose, we assume that all the isolated components appear before the non-isolated
ones in the CF representation of A|A. In particular we denote by i* the largest index of an
isolated component.

We denote the maximal multiplicity among the equations constants as

A)\i = In)E\LXH] € |>\1| : )\i,j = )\}|, Ay = I}\HZEGD}EA)\L

EXPECTED NUMBER OF SOLUTIONS. Under the assumption that A is chosen uniformly
at random, one would expect that the number of solutions to RMTP(A, A, ~, %) will be
approximately

k
E (AN~ %) :=2"" ][ (2" —|Ril) p,
=1

We want to show that the class of RMTP problems we consider the actual number of
solutions is very close to this value, E (A, X, ~, &).

10.1 CERTAIN LINEAR ALGEBRA RESULTS

In this section we state certain results that establish the acyclic and regularity assumptions
on our coefficient matrix in linear algebraic grounds, that is in terms of its rank and weight.

Weight of a matrix

Definition 10.1. The weight of any A € F5*" is defined as

wt(A) := min{wt(a) : a € rowsp™ (A)}

where rowsp™ (A) := {a1A1. D - B acAe. : (a1,...,a.) € F§\ 0}, A;. denoting the
i-th row of A.

The following fact relates the weight of a matrix and its components with its row rank.
Proposition 10.1. Suppose A € F5*" with weight wt(A) > w > 0. Then,

1. A has full row rank.
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2. Foreveryv' >v—w+1land 1 <iy < --- < iy < v, the matrix A’ = (Al ]A,)
has full row rank, where A .; denotes the i-th column of A.

3. v—w+1>e

Proof. 1 follows from the definition. For 2, suppose to the contrary that A’ does not have
full rank, i.e., there exists (ay,...,a.) € F§\ 0 such that a1 A, & --- @ a.AL. = 0. Then the
vector a = a1A1. @ - D acA.. € rowsp™ (A) has weight wt(a) < v—1v' < w—1, which
implies wt(A) < w, and we have arrived at a contradiction. Finally, 3 follows from 2. [

The following results provide an easy-to-check condition for determining the weight of
a matrix.

Proposition 10.2. For any w > 2, any w-reqular and acyclic A € F§*" has wt(A) = w.

Proof. The result trivially holds for a 1 x v matrix. Suppose the result holds for any
(e — 1) x v acyclic matrix. Then we show that the result also holds for a e x v acyclic matrix
A. Since A is acyclic, any row, say A.., shares at most one non-zero column index with
any other row®. Consider the matrix A’, that is obtained from A by deleting the row
A... Since A’ will also be acyclic and w-regular by induction hypothesis we have that
wt(A’) = w. Now assume to the contrary that wt(A) < w. Then by Proposition 10.1 there
exists a e x (v —w + 1) submatrix of A, say A" that does not have full row rank, i.e.,
there exists an non-zero vector (ay,...,a.) € F§ such that a = a;AY. & - - ®a Al = 0.
If ac = 0, then we have A", obtained from A” by removing the e-th row, A, is a
(e —1) x (v —w+ 1) submatrix of A’ that does not have full row rank, which contradicts
the fact that wt(A’) = w. So suppose a. # 0. If A” has a column, that has only one
non-zero entry, and that entry is in the e-th row then it contradicts the fact that a = 0.
Otherwise, suppose that the column with non-zero entry at the e-th row, also has another
non-zero entry at, say the j-th row (there can be exactly one such j # e). Then again
a; = 0, would contradict the fact that a = 0. So in this case we must have a; # 0. Note
that, by choice of A.., every other column in A” has a zero entry in their e-th row. Let
A™® be the matrix obtained from A” by removing the said column, and the e-th row. Then
again A*) constitutes a (e — 1) x (v — w) submatrix of A’ that does not have full row rank,
contradicting the fact that wt(A') = w. O

Proposition 10.3. For any e > 2 and any w > 3, let A € IF5*" be acyclic and w-regular. Then for
any e x (v —w) submatrix, A’, of A, we have

e—1, ifFjele]: A}, =0

e, otherwise

rank(A’) = {

1 This is because if every vertex of a graph has degree at least two, then the graph has a cycle.
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Proof. Let us consider the case when A’;, = 0. Let A" be the matrix obtained from A’ by
removing the j-th row, then rank(A’) = rank(A") < e—1. Also A, = 0 implies that A ;.
have non-zero entries only at column indices not included in A’. Also any other row can
share at most one non-zero column index with A ;.. Hence A" is also acyclic and at least
(w — 1)-regular. Thus by Proposition 10.2 we have wt(A") > w — 1, which by Proposition
10.1 implies rank(A’) = rank(A") > e — 1, which proves the first part.

In the other case every row of A’ is non-zero. Assume to the contrary that rank(A’) < e.
Then there exists (a1, ..., a.) € F§ such thata = 1A} . & --- Da.AL. = 0. Let A” be the
matrix consisting of those rows of A, A; ., such that a; # 0. Take a longest path in A" ie.,
choose distinct row indices, ji, ja, . . ., je such that A7 . ~ A’ ~ ...~ A7  and no other
row is adjacent to either A7 . or A’ .. Such a longest path will exist because A is acyclic.
Moreover, since A is w-regular there will be w — 1 columns, such that the only non-zero
entry in those columns occur at row index j; and there will be w — 1 more columns such
that the only non-zero entry in those columns occur at row index j, (since the first and last
row in the path each have degree 1). Thus even if we remove w rows from A", we will still
be left with w — 2 > 1 columns that have exactly one non-zero entry. However this implies
a # 0, contradicting our previous assumption. ]

10.2 SUM-CAPTURE LEMMA

For some w > 2, let o € FY, and &, %1, ..., %, C Fy', define

po (A A B, ..., By}) = {b:(bl,...,bw) Eﬁlx---x%w:@ai'bied}
i=1

In addition, for any p > 0, we define
WE(el p) =  max

B B
|B;|<p

)

k
{b:(bl,...,bk)E%lx---x%k:@ai-bied}

i=1

The following lemma is from [Jha24]. A similar result is also shown in [TZ21].

Lemma 10.1. Let G be a finite abelian group, and let 0 < q < N /2. For all but an O(N—1)
fraction of subsets of C G such that |&/| = q and any non-zero o € (F3*)*, we have

wt(a)
pE (o, p) < (% + 4p©ti)—t IH(N)(J> :

For a = (1,1,...,1), we use the shorthand p(of, B) for u. (A, B).



REGULAR PARTITE RMTP

In this section, we are going to prove the following lower bound to the number of solutions
to RPRMTP(A, A, ~, %) problem:

Main result for regular partite RMTP
Theorem 11.1. Let w > 2 and w(q + r) < 2™ /2. Then the RMTP problem, instantiated by

* an acyclic w-regular A with component form

A, 0 - 0 N\
0 Ay, --- 0 X

A= 2T P ergtty,
0O 0 --- A, X\

with A; € IF%iXUi,)\i S (ngl)inIQ 220 =G, ;i = v.

* An equivalence relation ~ over [v] that induces a partition (Py, ..., P,) of [v], with
respect to which A is partite.

o family of restricted sets B = {R;};c(,), with |R;| <7 forall j € [w].

has number of solutions N(A,X\,~, %) > (1 —¢)-E (A, X, ~, R), where

2u(X, R) | 2qAx glg+7)" | < Yig+r)  gg+r)v?
<
€= omw-1) " omw-1) gmw T Z omw o(w—1)
i=1*+1
Observe that
N(Agi,ASi,ﬁ,%) = Z N(K@,)\i,l’,g(xvgi_l)) (11.1)

x'<i—1

where the summation is over all possible partial solutions x"<i-! of the sub-problem
RMTP(A<;—1,A<i—1,~, #). Now let us fix x"<i-1. We define

-'S(ngi_l) e {y = (yv§i71+1, ce 7yvgi> S F[cl] X X F[ ] 1y )\z}
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where for all j € [v], Fj; = Fy(x"si-1) for the unique j' such that v<; 1 +j € Py
(uniqueness follows from partiteness). & (xV<i-1) is the set of all solutions to RMTP(A;, A;, ~
, F (x¥=i-1)), or equivalently, all tuples y such that x"<i-1||y is a solution to RMTP(A <;, A<, =~
,:%). Also let fm = |F[]]|

CRUDE BOUND. Since the A; is a ¢; X v; acyclic matrix having full row rank, implying
that the dimension of its null space is v; — ¢;, and noting that |F;(x"<i-1)| < r 4 ¢ for all

J € [v;] we have
2(”1’*%*1)7”(27” —vi(r+4q)) < |S(xPsi-1)| < 9(vi—gi)m

This inequality along with Eq. (11.1) implies

N(A<i, A<iy >, R) < 9vi—gi)m (11.2)

2(vi—q¢—1)m 2" i (r + <
( wlr+9) < N(A<i—1,A<im1,2,R) —

Now we give a finer analysis. We define

Sp = {y € (F3")" : Ajy = N\i}
Moreover, for each j € [v;], we define
Sy 1= S (X = SN ((JFE”)"*1 X By % (]FS”)”“”*J')
Then we have
Cg)(xvgi—1) =38p\ U c?{j}
J€vi]
Thus defining 8 := Nje 8¢5 for J C [vi], we have principle of inclusion and exclusion
N(AGAiy =, F (x=i1)) = [S(x=1) [ = Y (1))
JA£D

Choose any nonempty subset J C [v;] with |J| < w — 1. Then the ¢; x (v; — |.J|) submatrix,
A; g, of A; obtained by removing the columns with indices v<;—1 4 j : j € J, has full row
rank, ¢;, by Propositions 10.2 and 10.1. Thus if we fix the v<;_ + J indexed variables to be
y/ =(y;:j€J)eX jes Flj), we get a system of equations with coefficient matrix A, ;,
which will have exactly 2(vi=lJI=ai)m golutions. Thus, denoting f[ J = I jeJ f[j], we have
1Syl = flg 2wi=lTl=a:)m for all J C [v;], with |.J] < w — 1.

First we prove the lower bound for isolated components.
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Lemma 11.1. Take i € [i*], which means that the i-th component is isolated. Then for any
solution, =1, to RMTP(A <;_1, A<i_1,~2, &), we have
Proof. In this case we have v; = w and ¢; = 1. Then we have

- 2 Iy, f2)
|S( ];[ f<z 1 ( _W th=17<si-1
SHI= Y0 DPlssl= Y ()P 2m eI g (g, F ()

P F () - L

JC[w] JCw]
JAD JA0
=2 Z(—1)|J‘f[.l]2m(W7‘J|) H z 1 Hf<z L (=D u(N, F ()
JCw] Jj=1
J#0
-m - m j wom i— Hw: f(]l)—
=2 [er- Y+ (-1 (mi,g(x D T
[1Z, (2™~ g') 1) 2m ; | fg) 1
> S S 1 G [ F () - S
[T, 2m = f200)

H;}: 1 f éjl)_ 1

plns F (671) = L0

- om m(w—1)

> qu=1(2m - gi)—1) (1 - (2

|

where the second equahty follows from the definition of y, and the last inequality follows
from the fact that f<Z 1 <r+qg<2n/2 O

Lemma 11.2. Take i € [i*]. Then

M(Acs Aew ) > B = I200) (1- 20w 285, RS

om om(w—1) o om(w—1) o 9mw
N(Ac<i—1,A<im1,~, R)

Proof. From Eq. (11.1) and Lemma 11.1, we have
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— om w—1) om
Xt

w gom  ) T
> Z [T (2 fii) (1 B 2m(2 (s, F (1)) — [T feiy )

e, 2m - f9) )

>
Z om

2T Y

om N(A<i-1,A<i-1,~, %)

(N(A<i1» A<iz1,~, R)

- 2m(2w_1) Z M()‘iwo/"(xil))>

xi—1

Lemma 11.2 then follows by noting that fg)_l < 7+ ¢ and the following claim.
Claim 11.2.1.

2(r+q)v

Z (X, 97(xi_1)) < <M()‘iaf%) At om

xi—1

) N(A<i-1,A<io1,~, R)

PROOF OF CLAIM 11.2.1. We have

Z M(Alv g(xi_l)) = Z Z :u()‘la {PlvR[w]\I})

xi—1 xi—1 [g[w]

=Y ui {Pr, Ry}
IC[w]

wl xt—1

where P; = Xjer P and Ry,)\; = Xicqw\1 R;.

CASE 1. I = (). In this case:

Z (s Ryy) = p(Xiy ) - N(Agio1, A<io1, =, R)

xt—1

cAsE 2. I # (. Fix some al“I\l e R\ and define a® := @}, 7 aj, with a® = 0™
whenever I = [w]. Fix some b’ € P;. Then we have

> nhuxal V) = 3 (@ a® k')

xi—1 xi—1

The r.h.s. is the number of solutions of RMTP(A<;_1, A<;—1,~, %) that additionally
satisfies the equation .1 6 = A @ b®. Letabeal x v<;—1 binary vector, which
have non-zero entries only at the indices b € b’. If A’ is the matrix obtained by
adjoining the row o to A<;_1, and X is the vector obtained by adjoining the element
A; @ a® to A<;_1, then the r.h.s. is basically N(A’, N, ~, &).
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cAsE 2.1. A’has full row rank. Suppose for some j € [i — 1], A; has a non-zero entry

at the index b € b’. Let A\ jIA[i—1)\; be the matrix obtained from A<; 1|A<i—1
by removing the row A;|\;. Then using the fact that A" has full row rank, we
have

N(A/J A/7 =, ‘%) < 2m(w72)N(A[2]\]7 A[z]\]a =, ‘9?)
Moreover using the crude bound Eq. 11.2, we have
N(Acio1, Acim1,2,R) > (2" —w(r +¢)27 ) N (A, Ay = R)

Combining, we have

2
N(A’,)\/ ~ %) S QimN(ASi—17ASi—1727‘%)

)T

where we use the fact w(r + ¢q) < 2™/2. There are at most (m) choices of I

with size |I|, and for each such choice there are at most ¢!/lr*~Il choices for
b’,al*\, which finally gives

2 w
SO i AP Ry p}) < WN(A<i—17A<i—1,2,=%)

IC[w] xi—1

cAsk 2.2. A’ does not have full row rank. In this case, the adjoined row, o, must

be linearly dependent on the rows of A<;_;. But since all the rows of A<;_;
have weight w and their non-zero entries are at disjoint column indices. So we
must have, I = [w], and a = A; for some j € [i — 1], which also necessitates
that A; = ;. Since there are at most Ax_, , choices for such a j, N(A', N, ~
,9?) < A)‘i . N(Agi_l, )‘Si—la ~, %)

The claim then follows by combining all these cases. O

Finally, we move on to give a lower bound for the non-isolated components.

Lemma 11.3. Suppose i > i*, that is the i-th component is non-isolated. Then

where

S ()] 2

v (gm _ ! w w
ijl( S fSZ—l) (1 _ W — €<q,r,w))

2Qi(7“+q)w_1
e(g,r,w) = { T omw—1) for odd w

0 for even w
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Proof. Recall that |§(x"<i=1)[ = >~ jc(y,] (=1)I/l|§;|. First we consider the case when w is
T4
even. Then by using Bonferroni’s inequality, we have

sxsn > Y sy = Y (—nll ez
0<|J|<w—1 0<|J|<w—1

1 i — mv; w m'U w
> o | 22 DV R 7 gt R 7
JClwvi) JCwvi] JC[v4]
0<|T]<w—1 J=w | J=w

Vs

1 A .
g | LI =120 ot (r g2 )>

j=1

Y

— oamg; gmw

I e -9 <1_ 2v§”(r+Q)“’>

where the second last inequality follows from the fact that fi;; < (r + ¢)" for any J with
size w.
Now for odd w, again using Bonferroni’s inequality we have

Sz 3 OIS = Y (cyPlgzneie - 37 s

JC[v4] JC[vs] JC[vs]
0<|J|<w o<|J|I<w—-1 |J|=w

1 _ -
> S Z (_1)\J\f[J]2m(v@ 1) _ oma; Z Efl
JClvi] JClvi]
0<|J|<w |J|=w

v

1 .
2 oma; [Tem -y —2me 3 s
j=1 JC|v;)
[J]=w

H 1( f<’L ]_)
> 2= = St IR

- omg;
JClwv;]
[J]=w

Now we make the following claim:



REGULAR PARTITE RMTP 101

Claim 11.3.1.

D 1S < qilr 4 )t et g (p 4 g)romimema)

JC[vs]
|J|=w

The lemma now follows from the above claim. O

PROOF OF CLAIM 11.3.1. Take any J C [v;] with |J| = w. Let A’ be the matrix obtained
by removing the J-indexed columns from A;. Now using Proposition 10.3 we have two
cases:

cASE 1. For some row (A;);., all the non-zero entries of the row are exactly in the J-
column indices. Then by Proposition 10.3 we have rank(A’) = ¢; — 1. Let us denote
the collection of all J’s satisfying Case 1 as mcj, then we have

Z ‘(SJ| < qi(r+q)w—l2m(vi—w—qi+1)
Jeyg

cAsE 2. This is the complementary case. From Proposition 10.3, we know that in this case
rank(A’) = ¢;, and hence we have

>8] <ol gz
JClvi]
|J|=w,J&F

The sum of these two cases yeilds the claim. O

Since the bound in Lemma 11.3 is independent of x"<i~1, we have the following corollary.

Corollary 11.3.1. For i > i*,

w m (J)
C o (2m — S W w

x N(A<i—1,A<i-1,~, R)
where €(q,r,w) is defined as in Lemma 11.3.

Theorem 11.1 now follows from the recursive application of Corollary 11.3.1 for all 4
from ¢ down to i* 4+ 1 and then Lemma 11.2 from i* down to 1.






COMPLETE RMTP

In this chapter we consider the CRMTP(A, A, { R}) problem. Note that if a|0"™ € rowsp™ (A|\)
with wt(a) = 2, then N(A, X, {R}) = 0. In this case we call the CRMTP problem trivial,
otherwise, we call it non-trivial. We will prove the following lower bound to the number of
solutions to a nontrivial CRMTP(A, A, {R}) problem:

Main result for complete RMTP

Theorem 12.1. Let w > 2 and w(q+r) < 2™ /2. Then the non-trivial CRMTP problem
instantiated by

* an acyclic w-regular A with component form

Ai 0 -~ 0 X\
AN = 0 Ay -+ 0 A e FX(+),
0 0 - A. X

with A; € IngXUi,)\i S (P?)QiXI; Y G=6¢) ;U ="
* a restricted set R, with size |R| = r.

has number of solutions N(A,X,{R}) > (1 —¢)-E (A, X, {R}), where

2N %) | 2aM _ Ga(g+ )"  qu®

e <

— om(w—1) om(w—1) omw 922m
(&
(g+7m)%  qqg+r)ot o
+ Z < omw + 9(w—1) + 22Zm
i=1*+1

Here R is a family of sets containing w copies of R. Also, note that the expected number of
solutions for random X is defined as

E (Aa A, {R}) =27, (2m - ’RDU :

Consider an equivalence relation ~ on [v], inducing a partition (P, ..., P,), such that
A is partite with respect to ~. Also let # = {R;};c[,) be a family of sets containing
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w copies of R, ie., Ry = --- = R, = R, as defined in Theorem 12.1. Then we call the
RPRMTP(A, A, ~, %) problem a partite version of the CRMTP(A, X\, { R}) problem. Adapting
Eq. (10.1) of Chapter 10 for the CRMTP case, we define

F(x<i) == RUxg, f<i = |F(x<i)| (12.1)
We let F (x<;) = {F}j(x<i)};—}., denote the family of sets, with F} = --- = F}, = F(x<;)
Then CRMTP variant of Eq. (11.1) will then be
N(A<i, A< {R}) = Z N (A A, {F(x<i-1)}) (12.2)
X<i—1

where the summation is taken over all x<;_; satisfying CRMTP(A<;_1, A<;_1,{R}). Now
N(Ai, AZ', {F(Xgi_l)}) = |05)(X§i_1)’, where

S(x<i1) = {y € (F3' \ F(x<i-1))"" : Ajy = Ai}
As for done for the partite case, we now define
Sp = {y € (F3")" : Ay = Xi}, Spjy = SN ((FF) ™ x Flx<io1) x (F)"7) , j € [vi]
Moreover, for j; < j2 € [v;], we define
&Qj, 5, = {y € (F5")" : Ay = \i Ayj, = yjp}

Then we have

S(x<i—1) = S\ ((U 5{]}) ( U %@jm>>
J1<j2€[vi]

Thus
N(A;Xi, {F(x<im1)}) = [Spl — U Sil—| U &g
J1<j2€vi]
= N@ALXN,~F(xai) - | | &,
J1<j2€[vi]
N(X“ Ai, ~ g(xgi—l)) _ <1;Z> 2m(w—2—qz')
where in the second equality N(A;, A;,~, F (x<;—1)) denotes the number of solutions to
RPRMTP (A, A;, =, F (x<;—1)), the partite version of CRMTP(A;, A;, { F(x<;—1)}), and the last

inequality follows from the fact that |£@Q;, ;,| < om(vi=2-4i) ag wt(A) > w > 2. This gives
the following counterparts to Lemma 11.1, 11.2, 11.3 and Corollary 11.3.1, for the CRMTP
case:



COMPETE RMTP

Lemma 12.1. Take i € [i*], which means that the i-th component is isolated. Then for any
solution, =1, to CRMTP(A <;_1, A<i_1, {R}), we have
w2
o 22m

(2™ — f<i-)" (1 2

e

2m

S| = P, F (7))

om om(w—1)

Lemma 12.2. Take i € [i*]. Then

om(w—1) o om(w—1) omw T 92m

N(A<i, A<i, {R}) > W (1 C2u(MR) 2M 6(rtwg)” w? )

X N(A<i—1,A<i—1,{R})

Lemma 12.3. Suppose i > i*, that is the i-th component is non-isolated. Then

(27" — f<‘71)vi 2’1}1."(7n + wq)w o2
’CS—)(xSiil” - ng - 7IZWL—?U - E(Qa r, w)7221’m,
where
2q; (r+q)v 1
elqrow) =4 27D for odd w
0 for even w

Corollary 12.3.1. For i > i,

om _ i v W w ,2
N(A<i, A<, {R}) > (27]:51) (1 - w - E(q’“w);zt,,L)

x N(A<i-1,A<i-1,{R})
where €(q,r,w) is defined as in Lemma 12.3.

Now by recursive application of Corollary 12.3.1 from c to i* + 1, and then applying
Lemma 12.2 from 7* down to 1, gives us Theorem 12.1. The distinguishing terms between
the results above and their respective partite counterparts are marked in blue. They are
contributed by the additional €@ sets in the CRMTP case.
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Part II1

MOTIVATIONS AND APPLICATIONS

In the third part of the dissertation we present popular cryptographic con-
structions whose security analyses gave rise to the need of different variants of
the mirror theory problem, and how the lower bounds proved by us result in
optimal security bounds for the respective constructions.






APPLICATIONS OF COMPLETE AND BIPARTITE
MIRROR THEORY FOR {pax = 2

Xor of two pseudorandom permutations, XORy(z) := Ej, (z) @ Ex,(2) * [Blgg], and its
single-keyed variant XOR;(z) := E(0||z) ® Ex(1|/z), are the most popular candidates
among the PRP-based PRF constructions, as discussed in section 1.3.1. Both these construc-
tions result in systems of equations, the corresponding graphs of which have maximum
component size 2. In this chapter, we present the security bounds for both of these
constructions using Theorem 8.1 and 6.1, respectively.

13.1 XOR;] CONSTRUCTION: APPLICATIONS OF CMTP FOR &pax = 2

The security analysis of the XOR; construction using the H-coefficient technique is already
done in section 3.2. The only thing that remains to prove the n-bit security of XOR;
construction is to prove that the number of solutions to a bivariate system of g equations
having {max = 2, is at least (2"),, /2. This is exactly what Theorem 6.1 states for any
n > 12 and ¢ < 2™ /58. Thus we have,

Theorem 13.1. For any n > 12 and ¢ < 2" /58,

q

rf
Advyog, (g) < on

13.2 XOR92 CONSTRUCTION: APPLICATION OF BMTP FOR &y = 2

Consider the {0, 1}"-challenge function O defined as O(z) = m;(x) ® 72 (z) where 71, 72

are independent {0, 1}" random permutations, i.e., 7w, w2 & Perm({0,1}"). We want to
find out the PRF security of the above construction, i.e., we want to calculate Advgrf(q) =
MaxXyc g (q) A (0; p), where p is a {0,1}"-random function. To bound Ay(0; p) via the
coefficient H-technique (Corollary 3.0.2).

In this distinguishability scenario all transcripts are attainable, in the sense that () =
Supp(7(#?)) = ({0,1}")4 x ({0,1}")4. Letting 8; := 7(&/”) and 82 := 7(4?), we have

* g, (27,y7) = 279, by definition of the random function (Definition 2.6).

1 Here, Ei, and Ej, denote two n-bit independent pseudorandom permutations
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* g, (2%, y?) = N/((2") q)Q, where N is the number of solutions to the following
system of equations and non-equations (recalling from Example 1.2): The internal
variables are X; = my(x;) and Y; = wa(2;), ¢ € [q].

(EQUATIONS). X;®Y; =y; fori € [q].
(NON-EQUATIONS). X; ®X; #0,Y; ®Y; # 0, fori,j € [¢], i # j.

Now using Theorem 8.1, real-to-ideal world probability ratio turns out to be:

Roy (¢, y") _ | 19¢° 8n°

Ao (atyt) P

for any n > 7, and ¢ < 2" /17. Thus by H-coefficient technique (Corollary 3.0.1) we have:

Theorem 13.2. For n > 7 and q < 2" /17, we have

£ 19¢> 8n?
Advl));ORQ (¢) < 92n + 92n



CRYPTOGRAPHIC APPLICATIONS OF LOWER
BOUND FOR CMTP PROBLEM, THEOREM 7.1

In order to give an overview of how CMTP can be used, and to illustrate the importance
of Theorem 7.1, we provide security proofs for a diverse set of constructions. Note that
we focus on the parts of the proof that involve system of bivariate equations and omit the
other parts, for which we cite the relevant results in the literature.

14.2 THE XORP coNSTRUCTION

In [Iwao6], Iwata introduced CENC, a beyond-birthday-bound secure mode of operation
which uses an underlying permutation-based PRF dubbed XORP which is defined as
follows:

XORP[w] : {0,1}" — {0,1}"
x> [[iZym ((0)s]lz) & 7 ((i)s]|z)

where s = [logy(w + 1)], and 7 is a uniformly random secret n-bit permutation. Later,
Iwata, Mennink, and Vizadr [IMV16] made the link between XORP and Mirror Theory
explicit, and proved optimal security for the construction, using [Patioa, Theorem 6]. We
revisit their proof by applying Theorem 7.1 in order to demonstrate the following result".

Theorem 14.1. Let of be an adversary against the prf-security of XORP|w), which is allowed
at most q queries. If ¢ < 2" /12(w + 1)2, one has
2

rf wq w=q
Advg)(ORP[w](q) S on T o

Proof. We are going to rely on the H coefficients technique. Let us fix an adversary &
against the prf-security of XORP[w], which is allowed at most ¢ queries. We assume
without loss of generality that &/ is deterministic (as it is time-unbounded), never repeats
queries, and always makes exactly g queries. The transcript 7 of the interaction of & with
its oracle can be written as

T={(X1,Y11

Vi), (X, Youll - 1 Ygw) )

1 We do not claim novelty for this Theorem, but we present its proof for illustration purpose.
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where, for i = 1,...,¢gand j = 1,...,w, one has |Y; ;| = n. We say that an attainable
transcript 7 is bad if at least one of those conditions is satisfied:

e there exists (7,7) € (¢] x (w] such that ¥; ; = 0";
e there exists (i, 7,7') € (¢] x (w] x (w] such that j # j' and Y; ; = Y] ;.
The set Q2 \ (},,q consists of all attainable transcripts that are not bad. Since the Y; ; values

are uniformly random and independent in the ideal world, it is easy to see that one has

wqg — wq

Pr (T(&Y@ideal) € Qbad) < on =+ gntl’ (14.8)

Let us fix any good transcript 7. By taking X} ; = 7 ({j)s[|Xi), the event 7(o/ Oreal) = T can
easily be turned into the following system of bivariate affine equations:

Xjg@ X1, = Y1 Xiog®Xp1 = Ygu

Xi0®0X1, = Yiw X100 Xpw = You

Since 7 is a good transcript, the corresponding graph clearly has ¢ components, of size
w + 1, and the sum of labels of edges of any path in the graph is not 0". Let us denote
N the number of pairwise distinct solutions of this system. Then the probability that

Xi ;= ((j)s|Xs) for all pairs (i, j) is exactly 1/ (2"),,,),- Hence, one has

Pr (T(.Qf@real) = T) (2m)wa
Pr (T(,ng@idcal) = 7‘) = N(2n)(w+1)q

where the last inequality results from the application of Theorem 7.1. Combining Cor. 3.0.2
with Egs (14.8) and (14.9) ends the proof of Theorem 14.1. O

> 1, (14.9)

14.3 OPTIMALLY SECURE VARIABLE-INPUT-LENGTH PRFS

In [CJN20], Cogliati, Jha and Nandi propose several constructions to build optimally
secure variable-input-length (VIL) PRFs from secret random permutations. Those schemes
combine a diblock almost collision-free universal hash function with a finalization function
based on the Benes construction [AV96]. The most efficient variant, whose representation
can be found in Figure 14.1, relies on two independent permutations, and its security proof
[CJN20, Theorem 7.3] involves the use of Mirror Theory for a single permutation.

First, let us recall the necessary definition for keyed hash function. A (#, 2", % )-keyed
function H is said to be e-almost universal (AU) hash function if for any distinct X, X' € &,
we have

Pr (Hk(X) = Hk(X')) <e (14.10)
KF



14.3 OPTIMALLY SECURE VARIABLE-INPUT-LENGTH PRFS

Let us fix a non-empty set & C {0,1}*, and let H be a (#,Z, % )-keyed function that
processes its inputs in n-bit blocks. H is said to be (g, o, €)-Almost 0-Collision-free Universal
(or ACUyp) if, for every X7 € (X'), such that X7 contains at most o blocks, one has
Pro>g (<) ¢, where

C={(i,j) : 1<i<j<q Hg(X;) = Hg(X;)}]-

Finally, we say that a pair H = (H;, Hz) of two (#, X, % )-keyed hash functions H;, H; is
(q,0, €2, €1)-Diblock ACU, (or DbACU,) if H is (¢, 0, €2)-AU and H;, H» are (q, 0, €1)-ACU,.

Figure 14.1: Representation of the 2k-HtmB-p2[H] based on two uniformly random and indepen-
dent n-bit permutations 71, 7. In the figure 79 (z) := 7;(0||z) and 7} (z) := m;(1]z),
for i = 1,2. An edge (u,v) with label g denotes the mapping v = g(u). Unlabeled

edges are identity mapping. The inputs to the functions 7/ are first truncated before
the application of ;.

Having defined the required security notion for the underlying hash function, the following
result holds.

Theorem 14.2. For €1,e2,0 > 0, ¢ < 2"/12n?, and (q, 0, €2, €1)-DbACU, hash function
H instantiated with key K < %, the prf-advantage of any distinguisher o that makes at
most q queries against 2k-HtmB-p2[H| is given by

of 128¢>  136¢°> 8¢
Advgk—Hth—pZ(q) < 93n + >2n + on + €2 + 2¢3.

The complete proof of this result is exactly the same as the one of [CJN20, Theorem 7.3]
where [Patioa, Theorem 6] is replaced with Theorem 7.1.
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PROOF SKETCH. Let us denote with M;, fori =1, ..., ¢, the inputs from /. We introduce
several random variables: L, = H{(M;), R; = Hs(M;), X; = trunc,—1(m1(0||L;) & R;) and
Y, = truncn_l(w1(1||Ri) D Ll), so that

S; = TFQ(OHXZ‘) ) 7TQ(1HY¢).

Additionally, at the end of the interaction of &/ with its oracle, we release the values of
the L;s, R;s,X;s, and Y;;s. In the real world, we release the actual values, while in the ideal
world we simply draw uniformly random keys for H; and Hy, along with a lazily sampled
uniformly random 7. Note that this can only increase the advantage of an adversary, so
this can be done without loss of generality.

In order to apply Theorem 7.1, we need to make sure that the system (S) consisting of
the ¢ equations

Si = m2(0[|X;) @ ma(1]]Ys)

satisfies the initial conditions. We recall that an alternating trail of length k is a sequence
(i1,...,ik41) such that either X;, = X;, 11 orY;, =Y 41 for j =1,...,k, and consecutive
equalities do not involve the same family of variables (i.e. an equality in X should be fol-
lowed with an equality in Y). Moreover, an alternating cycle is a special type of alternating
trail of even length, such that i;; = ¢;. We say that a transcript 7 is bad if at least one of
the following conditions hold:

* 7 contains an alternating cycle;
* 7 contains an alternating trail (i1,...,ix+1) such that @?illSij =0
¢ the largest block of equalities contains at least n + 1 variables.?

In [CJN20], the authors prove that

, 128¢*>  136¢*> 8¢
Pr (T(:Q{@Ideal) - Qbad) S W —+ 27 —+ 27 —+ €9 -+ 261. (14.11)
Moreover, for any good transcript 7, one has

pr(rlafo =) s
A ) . (14.12)
P =) ~ @y

where s denotes the number of p.d. solutions to the system (S) of equations, and gx (resp.
qy) the number of pairwise distinct X; (resp. Y;) values, and the last inequality results from
the application of Theorem 7.1. Combining Cor. 3.0.2 with Equations (14.11) and (14.12)
ends the proof of Theorem 14.2.

2 We say that two variables are in the same block of equalities if there exists an alternating trail involving both

variables.



14.4 FEISTEL SCHEMES

14.4 FEISTEL SCHEMES

In [Pat1ob], Patarin introduced the study of beyond-birthday-bound security of balanced
and unbalanced Feistel schemes using Mirror Theory. Since our work has improved upon
the bounds conjectured by Patarin, we present here the proof sketch of security analysis of
six-round balanced Feistel scheme with our new improved bounds.

DEFINTION OF ¥*. Suppose Func(n,n) is the collection of all n-bit functions from
{0,1}" to itself, and Perm(2n) be the collection of all permutations on {0, 1}?". Then for
f € Func(n,n)n and L, R € {0,1}", ¢(f) € Perm(2n) is defined as follows:

V(F)IL, R := [R, L& f(R)]
In general, for f1,- -, fi. € Func(n), ¥*(f1,---, fr) € Perm(2n) is defined as,

VE(frs s o) == (fr) oo (1)

The permutation VE(f1, -+, fr) is called a balanced Feistel scheme with k rounds. When
fi, -, fr are randomly and independently chosen in Func(n,n), ¥*(f1,--- , fx) is called a
random Feistel scheme with k rounds.

To analyze the PRP security of k-round Feistel scheme via the H-coefficient technique,
given a transcript containing g query-response pairs

7= {([Li, R}, [Ss, T3]) : Li, Ry, S5, T; € {0,137, € [q]},

we would like to find out the probability of realizing this transcript in the real world,

H
Pr (T(ﬂ@real) = ’7‘) = (fIPrfk) (¢k(f1, .- ,fk)[Lz,R] [S,L,T] Vi € [ ]) ’FunClZf”Lzl)‘k
& Func(n,n)k
where,
Hi(r) i= [{(f1,-++  fi) € Func(n,n) s @5 (- f)[Li i) = (53T vi € [g))]

Note that, here, irrespective of whether the transcript was realized in the real or the
ideal world, we will have that [L;, R;],i € [q] are pairwise distinct, and [S;, T;], 7 € [¢] are
pairwise distinct. There are no bad transcripts in the following analysis.

In Fig. 14.2 we have denoted the outputs of the successive rounds as follows:

Lo R "I (R X0 B) 1xvi) P v, 2] MUY (2, 400 MY (4,80 YY) (s

Viewing 6-round Feistel as ¢5(f1,--- , f6) = ¥ (f1) o*(fa, -+, f5) o ¥(fs), we can write

Hg(r) = Z Hy(7") (14.13)

f1,fe€Func(n,n)

where

7 = {([Ri, Xi], [Ai, Si]) : Xi == Li ® f1(R:), Ai := T, © f6(Si),4 € [q]}
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X; Y; Z; Ay
R; T;
Li = A% U U = A% Si

Figure 14.2: Balanced Feistel scheme with 6 rounds

FRAMEWORKS FOR 9%,  To calculate Hy(7') we define a ‘framework’ as a collection of
equations of the form Y; = Yj or Z; = Z;. We will say that two frameworks are equal
if they imply exactly the same set of equalities in Y and Z. Let & be a framework. We
will denote by weight(F) the number of (;, Z;) € ({0,1}")%,i € [q] that satisfy F. If we
denote y# (resp., z&) the number of independent equalities of the form Y; = Y} (resp., of

the form Z; = Z;) in %, then obviously we have weight(#) = (2"),_, - (2"),_..

Note that, for a given framework #,Y; = Y; €¢ ¥ = f3(Y;) = f3(Y;), which is
equivalent to saying X; ® Z; = X; ® Z;. Similarly, Z; = Z, € ¥ = Y;® A, =Y; D A;.
Moreover, X; = X; = fo(X;) = f2(X;) which is equivalent to saying R; &Y; = R; §Yj.
Similarly, A, = Aj = Z;®S; = Zj ® Sj.

Let x be the number of independent equalities of the form X; = X;,¢ # j and a be the
number of independent equalities of the form A; = A;,i # j. Then by simple alegbraic
manipulation we have the following result.

Lemma 14.1 (exact formula for Hy(7")).

#Y9 satisfying (C1)] - [#Z9 satisfying (C2)]

on(4q—z—yg —zg —a)

Hy(r") = \Func(n,n)|4z [ (14.14)

where
.
X; :Xj - }/Z@Y] :Ri@Rj
| The only equations Y; = Yj,i < j, are exactly those implied by F
p
A; :Aj — Zi@ZJ’ :Si@Sj
(C2):0 Vi=VY,e€F = Zi®Z;=X;®X,
The only equations Z; = Z;,i < j, are exactly those implied by F

The summation on the r.h.s. of Eq. (14.14) is taken over all possible frameworks F .

A we can see (C) yeilds a system of difference equations in the variables Y%, and (C2)
a system of difference equations in Z?. To find the number of solutions to these systems of
equations using Theorem 7.1, we have to ensure: (1) the systems are p.d.-consistent, (2) the
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conditions specified in the theorem, like the bound on the maximum component size, and
that on the number of variables, is satisfied by the concerned systems.

Now the systems will be p.d. consistent if there is no cycle of non-zero label sum. To
be on the safe side, we eliminate the possibility of any cycle whatsoever. Note that, there
will be a cycle in the graph representing the system of difference equations in (C1) (resp.,
(C2)) only if there is a ‘circle in X, Z" (resp., ‘circle in A, Yz’), by which we mean that,
for some k > 3, there is a cyclic tuple of indices (i1, ,ix), with 1, -+ ,ix_1 pairwise
distinct and i, = i1, such that for all j € [k — 1], either we have Xi, = Xij
Zi; = Zi; ., € F. We define a circle in A, Yz similarly.

Followmg the same arguments there will be component of size £ in the graph represent-
ing the system of difference equations in (C1) (resp., (C2)) only if there is a ‘line in X, Zg’
(resp., ‘line in A,Yg") of length &, by which we mean that, there are £ + 1 distinct indices
i1, ,i¢r1 such that for all j € [¢], either X;, = X; ., or Z;, = Z;, € &. We define a line
in A, Yz similarly.

or we have

GOOD FRAMEWORK. We call a framework for ¢*, #, a good framework, if it does not
result in any of the following:

1. acirclein X, Z&
2. acirclein A, Y&
3. alinein X, Z# of length > n
4. alinein A, Yz of length > n

From elaborate probability calculations done in Appendix C of [Patiob] we have the
following result:

Lemma 14.2 ([Pat1ob)). For a realizable transcript 7 = {([Li, Ri], [S:, T3]) : ¢ € [q]}, when
f1, f6 & Func(n) and & is randomly chosen (i.e., with probability proportional to weight(F)),
then

Pr (% is a good framework) > 1 — %

If a good framework Z is chosen, then the systems of difference equations in (C'1) and

(C2) are p.d.-consistent and satisfy the conditions of Theorem 7.1 with {pax < 7. Now the

system of difference equations in (C'1) (resp., C2) has z + zg equations in ¢ — yg variables

(resp., a + yz equations in ¢ — zz variables) and hence by Theorem 7.1 has at least

(2"), s /2M#+27) solutions (resp., (2") 20 /2Ma+97) solutions) if ¢ < N/12(logy N)2.
Then from Eq. (14.13) and Eq. (14.14) we get that

|Func(n,n)|* *) |Func(n,n)[8 8q
H6(T) 2 24qn Z Z q yfi n)q—Zf% 2 22qn 1- 27

f1,f6EFunc(n,n) good F

weight(F)
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where (*) follows from Lemma 14.2 and the fact that )5 weight(%) = 2%¢". Thus, we have
a for a realizable transcript 7

1 8q
Pr[Tiea = 7]  220m < - 27) - 8¢ ¢
Pr[Lgea = 7] 1/(22), — 2n 22

Summarizing we have the following result.

Theorem 14.3. If ¢ < %, then for every CPCA-2 adversary * of with q adaptive chosen
plaintext or chosen ciphertext queries, we have

8¢ , ¢°
sSprp

Adv sy 1)@ < 50+ om
where fi1,--- , f¢ & Func(n,n).

a CPCA-2 adversary here means an adversary that adaptively queries Chosen Plaintexts and Chosen
Ciphertexts.



THE LRW+ PARADIGM:
APPLICATION OF BMTP, THEOREM 9.1

In the seminal paper [LRWoz], Liskov et al proposed the LRW1 and LRW?2 constructions for
tweakable blockciphers. Landecker et al [LST12] were the first to notice that cascading two
independent instances of LRW?2 results in BBB security. In [BGGS20], Bao et al, proposed
that the three round-cascade of LRW1, which they named TNT, is beyond birthday bound
CCA secure. In [JKNS24] we presented a birthday bound chosen ciphertext attack on TNT,
disproving the claims by [BGGS20]. This motivated our proposal of a generalized view
of the cascaded LRW design, in the same work [JKNS24], that encompasses both 4-LRW1
and cascaded 2-LRW2 constructions. In this chapter we prove the IND-CCA security of the
LRW+ construction up to 23"/4 queries. But first we give the birthday bound attack for
TNT, that inspired our investigation into LRW+ *.

15.1 BIRTHDAY BOUND CCA ATTACK ON TNT

We consider the TNT construction in an information-theoretic setting. Accordingly, we
instantiate TNT based on three independent uniform random permutations 7, 72, and
73 of {0,1}". Recall that, the TNT construction is defined by the mapping

(t,m) "L s (t @ o (t @ i (m))), (15.3)

For some non-zero § € {0,1}" and m € {0,1}", consider the function O; ,, : {0,1}" —
{0,1}", associated to each n-bit tweakable permutation 0 with n-bit tweak, defined by the

mapping
¢ 2omy o' (t®d, O(t, m)). (15.4)

We are only interested in 75, and TNT;,, where 7 is a tweakable uniform random
permutation of {0, 1}" with n-bit tweaks.

Suppose 75, is executed over ¢ distinct inputs (¢1,. .., ;). Observe that, for any valid
choice of (t1,...,t,), 7 is executed at most twice for any tweak ¢;. Thus, one can expect
75,m(+) to be almost uniform and independent, and thus, indistinguishable from a uniform
random function p : {0,1}" — {0, 1}" for a large range of ¢. In fact, as long as

7 (t;,m) # 7(tj,m) for all ¢ # j such thatt; =t; ® 0,

1 This is a bonus result, not directly related to Mirror Theory, and the following section can be skipped.
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75,m can be shown to be indistinguishable from p up to O(2") queries. More importantly,
as we show in the following discussion, one can easily show that the 75 ,, is almost
identical to p in terms of the number of output collisions.

TNTs,,, on the other hand, exhibits a rather peculiar and interesting property. Ap-
parently, TNT; ,,, is more prone to collisions as compared to 7;s,,, which results in a
direct IND-CCA distinguisher for TNT. A formal distinguisher with complete advantage
calculation appears later in section 15.1.2. We first demonstrate the biased behavior by
comparing the number of output collisions for TNT; ,,, and 75 ..

15.1.1  Comparing the Number of Collision Pairs in Ideal and Real Worlds

Fix some non-negative integer ¢ < 2". Fix a set 7 = {t1,...,t,} C {0,1}" of size ¢, an
m € {0,1}", and a non-zero § € {0,1}". Let O be a tweakable permutation (which is either
7 in the ideal world or TNT in the real world). We compute M, = 05 ,,,(¢;) by making
a forward query 0(t;,m) := C;, followed by a backward query M, = 6-1(t; & 6, C;). We
write COLL(0;,m) to denote the number of pairs (i, j), i < j such that M; = M.

ANALYZING COLLjq := COLL(7s,,): Forany i # j € [q], let x; ; denote the indicator
random variable corresponding to the event: M, = M;. Then, using linearity of expectation,
we have

E(colla) = Y E(xi;) = >, Pr(xiy), (15.5)

i<j€lq] i<j€lq]

where we abused the notation slightly to use x; ; to denote the event x; ; = 1. Let ~ be a
relation on [¢], such that for all i # j € [¢], i ~ j if and only if ¢; = ¢; & §. Note that ~ is
symmetric. Suppose there are v pairs (¢;,¢;), ¢ < j such that ¢; ~ ¢;. Clearly, v < ¢/2. Now,
we can split the right-hand side of (15.5) as follows:

> Pr(xig)= Y. PrOas)+ Y, Prixiy) (15.6)
i<j€lq] i<j€[q] i<,j7ée,[q]
i~vj ik

CASE ¢ # j: We must have {t;,t;} N {t; ®9,t; &} = 0. Thus, the two calls to 75,
corresponding to the i-th and j-th queries result in exactly 2 calls to 7 and 2 calls 7 *,
each with a distinct tweak than others. Hence, the outputs of 75, on inputs ¢; and ¢; are

mutually independent and uniformly distributed in {0, 1}". Thus, for any i + j, we have

1

277 (157)

Pr(xij) =
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which results in

> Prixi) = ((g) - V) 2%, (15.8)

i<j€lq]
ity
CASE i ~ j: Inthis case we have t; = t; & 0. Let F; ; be the event that 7(t;, m) = 7 (t;, m).
Then, we have M, = M;- = m. Since, t; # t;, Pr(F; ;) = 27". So, for any ¢ ~ j, we have

Pr(xij) = Pr(xi,; AFij) +Pr(xij; A =Fij)
= Pr(Fi;) +Pr(xij A —=Fij)
1
= o T Pr(xig A Fig),
which immediately gives

1 1

1 1
on < Pr(xi ) < on +Pr (xi; | -Fij) < on + 1 (15.9)

Note that the last inequality follows from the observation that given —F; ;, outputs of
7' (t; ® ) and 7' (t; @ §) are sampled independently from a set of size exactly 2" — 1.
This further results in

v 1 1
< L) < . .
i<j€[q]

n~]

Using (15.5), (15.6), (15.8), (15.10), and v < ¢/2 we have

g\ 1 q\ 1 q
(2) on = (collia) = <2> on ' on (15.11)

ANALYZING collye := COLL(TNTs,,): The analysis of COLL(TNTs,,) is a bit more
subtle and interesting. Fig. 15.1 gives a pictorial view of the i-th execution of TNTs ,,.
Clearly, the respective calls to 73 and its inverse cancel out each other, resulting in the
compressed view illustrated in Fig. 15.2.

Note that for any ¢, j € [¢], U; ® U; = t;  t;. Now, fix a pair of inputs (¢;,¢;) such that
there is a collision at the output, i.e.,

M =M)) — (I\A/I;:I\A/I;-) — (Ui U)=t;at;) «— (UiaU;=U;aU;),

and let x; ; denote the corresponding indicator random variable. Observe that TNT ,,,, has
the following interesting property:

UiaU;=0) = (VaU,=U;aU; =t at)),
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t; ti®o
~ o = 1 1| war
My U; Uiy G GGy Ui Vi y Mi—, ,
m —» 7T1 ) > 7T2 v ) > 7T3 > 7“3 '@ > 71'2 '@ > 7T1 —> MZ
Figure 15.1: The execution trace for TNT; ,,, on input ¢;.
li ) Lo
~ 0 1 / N/
M Ui Ui l Ui g U l Mi T ,
m —| 1 »D > T2 D > T, D > T _>|\/|Z,

Figure 15.2: The effective execution trace for TNT; ,,, on input ¢;.

which implies that there are two sources of collisions in TNT;,,. A collision happens
whenever

1. Gi@ﬁjzé,or
2. Uy Uj #dand Uy o U =t; & ¢,

From this one can easily get a good upper and lower bound on the expected number of
collisions in the real world. Using linearity of expectation, we have

E(colle) = > E(xij)= Y. Prixiy) (15.12)

i<j€lq] i<j€lq]

Further, from the above discussion, we have
Pr (Xi,j) = Pr (Xi,j VAN Uz D Gj = 5) + Pr (Xi,j VAN 01 D Gj #* 5)
=Pr (Ui@ﬂj :(5> + Pr (Oi@ﬁj 75(5)
xPr (Vo) =tot; | UiaU; #9)
S +(1- 1
S 2n — 1

x Pr (U;@U;:ti@mﬂi@ﬁj#é), (15.13)

Note that U; @ Gj # ¢ implies that U, U; ¢ {U;,U;}. Now, fix a valid choice for (U;, U;, U\i, Uj),
say (i, uj, U, uj). Then, the number of valid choices for (U}, U) that satisfy the equation
UioU: =t @t areall (z,2 ©t; © ;) pairs such that

z € {0, 1"\ ({ui, uj} U{w; & t; © tj,u; & t; St5})



15.1 BIRTHDAY BOUND CCA ATTACK ON TNT

But, observe that {u;,u;} = {u; ®t; ® tj,u; Dt; ®t;} by definition, for any valid choice of
(ui, u;). Therefore, the number of valid (z,z & t; © t;) is exactly 2" — 2. Furthermore, this
counting is independent of the choice of (u;, uj, u;, u;), whence it holds unconditionally.
Now, each such choice for (U, U?) occurs with at most 1/(2" —2)(2" — 3) probability, as
they are sampled from {0,1}" \ {U;, U;} in a WOR (without replacement) manner. Then,
using (15.13), we have

1 1 1
Pr(xis) = 2n—1+(1_2n—1> “on_3

1 1 1
- 2n—1+2n—3*(2n—1)(2n—3)

2 1 3 1

“on Tonn 1) T2n(2n—3) (27 1)(2" _3)

Using (15.12), we immediately have

_ (4 1 1 1 q\ 2
E (colle) = (2) <2n R T B CTSSIOT —3)) - <2>2n (15.14)

and on comparing this with (15.11), we can conclude that

E (collye) = 2 (collq) -

This clearly indicates that the occurrence of collisions in TNTs ,, is approximately twice
that of 75 .

15.1.2  The Collision Counting Distinguisher

Based on the observations from the preceding section, we now present a formal distin-
guisher, called &/*.

Fix a message m € {0,1}", aset 7 = {t1,...,t;} € {0,1}" of size ¢, and a § # 0™. Let
6(¢,n) be some non-negative function of ¢ and n, which will be defined later in the course
of analysis.

Let OF be the oracle &/* is interacting with. Then, &/* works by collecting M’ = G; ,,,(t;)
for all t; € I in a multiset .Z. As shown in the preceding section, this can be easily done by
a pair of encryption-decryption queries for each i € [g]. After this, o/* counts the number
of collisions in .# using any mechanism collCount, which we do not specify here (see
[JKNS24] for details). If the number of collisions is greater than 6(q, n), the distinguisher
returns 1, otherwise, it returns 0.

Note that the exact implementation of collCount is not relevant for the forthcoming
advantage calculation and hence skipped. However, it is amply evident that the space
complexity of the attack is O(g), i.e., dominated by the query complexity. Further, looking
ahead momentarily, one can implement collCount in such a way that it runs in time
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O(qlog, q). Other than this, &/* only makes 2¢ calls to 0, thus the overall time complexity
is also in O(qlogy q).

Define

(q\ 2 .__q1+q
Hre == 1o Jon Hid ==\ g Jon T on-

Then, from (15.11) and (15.14), we have that E (COLL(TNTs,,)) > fre > fida >
E (COLL(75,,,)), whenever ¢ > 3.

Theorem 15.2. For n > 4,10 < ¢ < 2", and 6(q,n) = (tre + iiq) /2, we have
n

tspr * 2
Adv' SR (oA*) > 1 3715

Specifically, for ¢ > 28 x 23, Adv'Sh® (o/*) > 0.5.

Proof. Recall that colliqy = COLL(7s,,) and coll,e = COLL(75,,). Let 02 := Var(colly), for all
s € {id, re}. In addition, whenever necessary, we also reuse the notations and definitions
from the expectation calculation given in section 15.1.1.

Now, we have

AdViRR (%) = [Pr(/*(TNT5,) = 1) — Pr(* (Fsm) = 1)
= |Pr (collye > 6(g,n)) — Pr (colliq > 0(q,n))|
4(o2, + o}

(Ure - Mid)2 ‘
where the last inequality follows from Proposition A.2. We make the following claim on
02, and o2,.

Claim 15.0.1. For n > 4, 10 < ¢ < 2", we have

> A4

11¢2
O'idg 2n 0'2 < q

re — 271

A proof of this claim is available in the Appendix A.3. Next, from (15.11) and (15.14),
we have

(ttre — p130)% > qifqifiQ
fre = Hid) =\ g )on ~\2)2n ~ 2n
2 2 4
g\~ 1 1 q
> — - — > 0. — .
_(2> 52n <1 q) _016222n (15.16)

where the last inequality follows from ¢ > 10. The result then follows from (15.15),
Claim 15.0.1, and (15.16). O
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ALMOST XOR UNIVERSAL HASH FUNCTION: A (7,n)-hash function family %, is a
family of functions {h : {0,1}" — {0,1}"}, keyed implicitly by the choice of h. A (7,n)-
hash function family # is called an e-almost XOR universal hash family (AXUHF) if for
allt #t' € {0,1}7, and X € {0,1}", we have

Pr (H EH HE)OHE) = A) <e (15.17)
For the special case of A = 0", # is referred as an e-AUHF.

THE LRW 4 CONSTRUCTION: Let % be a family of (7, n)-tweakable permutations, and
Z be a (,n)-hash function family. Let H = (%2 x ), (Hy,Hy, H) « KG (7/(7, and

T, T2 & Perm(n , where KG % ) is an efficient probabilistic algorithm that returns a
p &

random triple from 7.
The LRW+ construction is a (7,n)- tweakable permutation family, defined by the fol-
lowing mapping (see Figure 15.3 for an illustration):

(t,m) > H, (t.m (B @ m (B (£m)))). (15.18)

.
|

—— X Yy yAv U [=_1

|\/|—>:[-:|:1 > 7T > > 7o =H2 — C

Figure 15.3: The LRW+ construction.

15.2.1  Security of LRW+

We say that KG (@ is a pairwise independent sampling mechanism or PISM, if
(Hy,Hy, H) « KG (7;; ) is a pairwise independent tuple.

We say that I is an e-almost universal tweakable permutation family (AUTPF) if and
only if for all distinct (¢,m), (¢',m’) € {0,1}" x {0,1}",

Pr (ﬁ o H(t,m) = H(t',m’)) <e.
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Theorem 15.3. Let 7,n € IN, and €1, €2 € [0,1]. If?':;and F are respectively e;-AUTPF and
eo-AUHF, and KG (7?) is a PISM, then, for g < 272 we have

Ado R (q) < e(q,n),

where

4% 32¢%e; 13¢4 2¢°
on 1 2277, 23n + qQE% + q261€2 + QT’VL (1519)

e(g,n) = 2% +

15.2.2  Proof of Theorem 15.3

Note that we are in the information-theoretic setting. In other words, we consider com-
putationally unbounded distinguisher &/. Without loss of generality, we assume that </ is
deterministic and non-trivial.

15.2.2.1  Oracle Description

The two oracles of interest are: 0;, the real oracle, that implements LRW+; and, 0y, the
ideal oracle, that implements 7 <- I§e7r71(7, n). We consider an extended version of these
oracles, the one in which they release some additional information. We use notations
analogously as given in Figure 15.3 to describe the transcript generated by &/’s interaction
with its oracle.

Description of the real oracle, ©,. The real oracle 0; faithfully runs LRW+. We denote the
transcript random variable generated by &/’s interaction with @; by the usual notation 8,
which is an 11-ary g-tuple

(T4, M7,C7, X9, Y9, V9, U7, A7 Hy Hy H),
defined as follows: The initial transcript consists of (T9, M?, C?), where for all i € [g]:
T; : i-th tweak value M; : i-th plaintext value C;: i-th ciphertext value,

where, C7 = LRW+(T9, M?). At the end of the query-response phase 0; releases some
additional information (X?,Y%, V7 U? AY H;,Hy, H), such that for all i € [g]:

e (X;,Y;): i-th input-output pair for 7,
e (V;,U;): i-th input-output pair for s,

¢ A;: i-th internal masking, ﬁl, ﬁQ, H: are the hash keys.
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Note that X9, U9, and A? are completely determined by the hash keys H,,H,, H, and the
initial transcript (T?, M?, C?). We include them anyhow for the sake of convenience.

Description of the ideal oracle, ©y. The ideal oracle Oy has access to 7. Since O; releases some
additional information, Oy must generate these values as well. The ideal transcript random
variable 89 is also an 11-ary g-tuple

(Tq7 Mq7 qu Xq> an Vq7 Uq7 /\qa ﬁb ﬁ27H)7
defined below. The initial transcript consists of (T9, M?, C?), where for all i € [g]:
T;: i-th tweak value M;: i-th plaintext value C;: i-th ciphertext value,

where C? = 7(T9,MY). Once the query-response phase is over O, first samples
(Hy,Hy, H) & KG (?/i’?), and then computes (X?,U?, A7), as follows:

X?:=H;(T,M?)  UT:=Hy(T?,C7)  A?:=H(TY).

Note that the conditional distributions of (X9, Uq7Aq,ﬁ1,ﬁ2,H), given (T9,M?,CY) is
identical in both the worlds. This means that X%, U?, and A7 are~deﬁned honestly.
Given the partial transcript 8; := (T%,M?, C%, X9, U? A? H;, Hy, H) we wish to charac-

—~

terize the hash key H.= (Hy,Hy,H) as good or bad. We write #,.q for the set of bad
hash keys, and #good := # \ #paq- We say that the hash key H € 7,4 (or H is bad) if and
only if one of the following predicates is true:

1. Hy: 3%, € [¢] such that X; = X; AU; = U;.

2. Ha: 3%, j € [¢] such that X; = X; AA; = Aj.

3. Hs: 3%, 5 € [q] such that U; = U; AA; = A;.

4 Hat 3%,5,k, € € [q] such that X; = X; AUj = Uy A Xp = X,

5. Hs: 3%, 5, k, £ € [q] such that U; = U; AX; = X AU = Uy

6. He: Ik > 2"/2q, 301,49, .., i € [q] such that X;, = -+ =X,.

7. Hy: 3k > 2" /2q, F* 01,149, ... ik € [q] such that U;, =--- = U,,.

casE 1. H 1s BAD: If the hash key H is bad, then Y? and V? values are sampled
degenerately as Y; = V; = 0 for all i € [¢]. It means that we sample without maintaining
any specific conditions, which will almost certainly lead to inconsistencies.
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type-1 type-2 type-3 type-4

Figure 15.4: Enumerating all possible types of components of a transcript graph corresponding to
a good hash key: type-1 is the only possible component of size = 1 edge; type-2 and
type-3 are star components with center in A and B, respectively; type-4 is the only
possible component that is not isolated or star (can have degree 2 vertices in both A
and B). Note that the vertex-coloring is only for illustration purposes.

cask 2. H 1s coop:  To characterize the transcript corresponding to a good hash key; it
will be useful to study a random bipartite edge-labeled graph associated with (X9, U?,A?).

Definition 15.1 (Transcript Graph). A transcript graph € = (A, B, E) associated with
(X2,U4,A?), denoted ©(X?,U?, N), is an undirected bipartite graph, where A := {(X;,0) :
i € [q]} and B = {(U;,1) : i € [q]} are the two partitions of the vertex-set, and
E = {((X;,0),(U;,1)) : i € [q]} denotes the edge-set. We also associate the label N; with
edge ((X;,0), (U;,1)) € E.

For all practical purposes we may drop the partition markers 0 and 1, for each vertex
(X;,0) € A and (U;,1) € B, as they can be easily distinguished from the context and
notations. Note that the event X; = X; and U; = U;, although extremely unlikely, will
result in a parallel edge in €. Finally, each edge (X;, U;) € E corresponds to a query index
i € [g], so we can equivalently view (and call) the edge (X;, U;) as index (or query) i.

Consider the random transcript graph € (X?, U?) arising due to He 7?;00‘1. Lemma 15.1
and Figure 15.4 characterizes the different types of possible components in & (X9, U?).

Lemma 15.1. The transcript graph € (X9, U4, A7) generated by a good hash key H has the following
properties:

1. @ is simple, acyclic and has no isolated vertices.

2. & has no two adjacent edges i and j such that \; & \; = 0.

3. & has no component of size > 2" /2q edges.

4. € has no component such that it has 2 distinct degree 2 vertices in A or B.
In fact the all possible types of components in & are enumerated in Figure 15.4.

It should be noted that in [JN20], the authors do not explicitly address type-4 graphs.
Instead, they focus on two specific subclasses, namely, type-4 and type-5 graphs [JN2o0].
Fortunately, this omission does not significantly impact either the security bound or the
subsequent analysis.
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In what follows, we describe the sampling of Y? and V¢ conditioned on the fact that
He 7/(200(1. We collect the indices i € [¢] corresponding to the edges in all type-1, type-2,
type-3, and type-4 components, in the index sets .%, %, .73, and .4, respectively. Clearly,
the five sets are disjoint, and [¢] = 1 U S U S5 U Fy. Let F = 5 U S U Fs. Consider a
constrained system of equations

Z=YieVi=NA :iecJ},

with the constraint
p: XTI YINUTL & VI,

The solution space for Z, satisfying the constraint ¢, is precisely the set
S={w"v"):y” « X" rv” < U Ay @0’ =N}

Given these definitions, the ideal oracle 0y samples (Y?,V?) as follows:

. (Yf Va4 ) &8, ie, Oy uniformly samples one valid assignment from the set of all
valid assignments for Y7 and V.

* Let ¥\ €5 denote the subgraph of & after the removal of all type-1, type-2, and
type-3 components. For each component & of & \ € 5:

- Suppose (X;,U;) € € corresponds to an edge in €, where both X; and U; have
degree > 2. Then, Y; < {0,1}* and V; = Y; B A;.

- For each edge (X;/,Uy) # (X;,U;) € €, either X;; = X; or Uy = U;. Suppose,

Xy = X;. Then, Yy = Y; and Vi = Yy & Ay. Now, suppose Uy = U;. Then,
V;, =V;and Yy = Vi @ Ay

At this point, 8y = (T, M9, C?, X%,Y?, V9, U9, A9, ﬁl, ﬁz, H) is completely defined. In this
way we maintain both the consistency of equations of the form Y; @ V; = A; (as in
the case of real world), and the permutation consistency within each component, given
that H ¢ ?f;ood. However, there might be collisions among Y or V values from different
components.

15.2.2.2 Definition and Analysis of Bad Transcripts

Given the description of the transcript random variable corresponding to the ideal
oracle we can define the set of transcripts () as the set of all tuples w =
(t9,m, ¢4, 29,57, v9,u, X, hy, hy, h), where t9 € ({0,1}7)%; m%,¢?, 49,07 € ({0,1}")3;
h= (h1,ha, h) € %; 19 = hy (1%, m?); u? = hy(t9,c?); A = h(t?); and m4 gy

Our bad transcript definition is inspired by two requirements:
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1. Eliminate all 29, w9, and \? tuples such that both y? and v? are trivially restricted
by way of linear dependence. For example, consider the condition Hs. This leads
to y; = y;, which would imply v; = y; ® A\; = y; ® A\j = v;. Assuming i > j, v; is
trivially restricted (= v;) by way of linear dependence. This may lead to u? ¢ v? as
u; may not be equal to u;.

2. Eliminate all 29, u9, y9, v tuples such that 27 ¢ y? or u? ¢ v

Among the two, requirement 2 is trivial as 29 <+ y? and u? <+ v? is always true for real
world transcript. Requirement 1 is more of a technical one that helps in the ideal world
sampling of y? and v?.

BAD TRANSCRIPT DEFINITION: Throughout the discussion, we consider the transcript
W= (tqv mq7 qu xqv yqa qu uq7 )\qv h)

to characterize the bad transcripts.

We first designate certain transcripts as bad depending upon the characterization of
hash keys. Inspired by the ideal world description, we say that a hash key he %ad (or h
is bad) if and only if the following predicate is true:

Hi VHyVHsVHyVH;sVHgVH7.

We say that w is hash-induced bad transcript, if he bad- We write this event as BAD1, and
by a slight abuse of notations,> we have

7
BAD1 = U H;. (15.20)
i=1

This takes care of the first requirement. For the second one we have to enumerate all the
conditions which might lead to 29 ¢ y? or u? ¢ v9. Since we sample degenerately when
the hash key is bad, the transcript is trivially inconsistent in this case. For good hash keys,
if x; = x; (or u; = u;) then we always have y; = y; (res. v; = v;); hence the inconsistency
won't arise. So, given that the hash key is good, we say that w is sampling-induced bad
transcript, if one of the following conditions is true:

for some « € [4] and 8 € {«,...,4}, we have

L4 YCO”ag i€ Sy, j € f@, such that x; # 5 NYi = Yj, and

* Veollyg: i € Sy, j € I, such that u; # uj Av; = vy,

2 We use the notation H; to denote the event that the predicate H; is true.
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where .J; is defined as before in section 15.2.2.1. By varying a and 3 over all possible values,
we get all 30 conditions which might lead to 29 ¢ y? or u? ¢ v?. Here we remark that
some of these 30 conditions are never satisfied due to the sampling mechanism prescribed
in section 15.2.2.1. These are Ycolli1, Ycolli2, Ycollys, Ycollaa, Ycollas, Ycollss, Veollyq, Veollys,
Veolly3, Veollyz, Veollas, and Vceollgs. We listed them here only for the sake of completeness.
We write the combined event that one of the 30 conditions hold as BAD2. Again by an abuse
of notations, we have

BAD2 = U (Ycollys U Veollys) - (15.21)
acld],Be{a,...,4}

Finally, a transcript w is called bad, i.e. w € (p,q, if it is either a hash-induced or a
sampling-induced bad transcript. All other transcripts are called good. It is easy to see
that all good transcripts are attainable (as required in the H-coefficient technique or the
expectation method).

BAD TRANSCRIPT ANALYSIS: We analyze the probability of realizing a bad transcript
in the ideal world. By definition, this is possible if and only if one of BAD1 or BAD2 occurs.
So, we have

€pbad = Pr (BQ S Qbad) = 1;1‘ (BADl U BADZ)
o

< Pr (BAD1) + Pr (BAD2) . (15.22)
0 0

€h €s

Lemma 15.2 upper bounds e, to ¢%¢? + ¢®c1e2 + 2¢%e1® + 16¢*€,272" and Lemma 15.3
upper bounds ¢ to 4¢*€227". Substituting these values in (15.22), we get

16q%¢; 4q4e%

ebad < 076 + ¢’erea + 2¢7 e’ + 2an on

(15.23)

16q461

Lemma 15.2. ¢, < g€} + ¢erea + 2¢%€1” + S

Proof. Using (15.20) and (15.22), we have

7
en = Pr(H; UH UHg UH, UH5s UHg UH7) <> Pr(Hy).
i=1
H; is true if for some diitinct i,7both X; =Xj,and U; = U;. Now T; = T; = M; # M,.
Hence X; # X; (since H; is a tweakable permutation) and H; is not true. So suppose
T; # T,. Then, using the fact that # is an e-AUHF and KG is a PISM, for a fixed 1, j

we get an upper bound of €. Furthermore, we have at most (%) pairs of (,j). Thus,
Pr(H;) < ()€l
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Following a similar line of argument one can bound Pr (Hy) < ({)e1ez and Pr (H3) <

(Deres.
In the remaining, we bound the probability of Hy and Hg, while the probability of Hs
and H7 can be bounded analogously. Now, Hy is true if for some pairwise distinct ¢, j, &, ¢,

ﬁ1(Ti, M;) = ﬁl(Tja M;), ﬁ2(Tj,Cj) = ﬁQ(Tk,Ck), ﬁl(Tk7 M) = ﬁ1(Tz, My).

Again, using the fact that KG is a PISM, we have that the second equation is independent
of the other two equations. Using Lemma A.4, we have

Pr(H4) < ¢?el”.
For Hg, for some i1, ...,1i;, we have
Xil :Xig ::Xlk7

where k > 2" /2q. Since, (t;;,m;;) # (ti,,m;,) for all j # I, we can apply Corollary A.6.1 to
get

8q¢'e1
22n :

Pr(Hg) <

4¢' et
n
Proof. Using (15.21) and (15.22), we have

Lemma 15.3. ¢5 <

€ = Pr U (Yeollys U Veoll,s)
a€l4],Be{a,...,4}

<Y > (Pr(Ycollag) + Pr(Veollag)) .

acl4] Be{a,..., 4}

We bound the probabilities of the events on the right hand side in groups as given below:
1. Bounding 3 () sefa,.. 33 P1 (Yeollag) + Pr (Veollas): Recall that the sampling of Y and

V values is always done consistently for indices belonging to . = .%; U .% U .#3. Hence,

> Pr (Ycollys) + Pr (Veoll,g) = 0, (15.24)
a€(3],8e{a,...,3}

2. Bounding 3.5 Pr (Ycollas) + Pr (Veollas): Let’s consider the event Ycollys, which

translates to there exist indices ¢ € #; and j € % such that X; # X; AY; = Y. Since
j € 4, there must exist k, ¢ € 7, \ {j}, such that one of the following happens

Xj:Xk/\Uk:Ug
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Uj = U AXp =X,
Xj:Xk/\UJ':Ug.

We analyze the first case, while the other two cases can be similarly bounded. To bound
the probability of Ycoll;4, we can look at the joint event

E: Jies,3%,k, L e Fy, such that Y; :Yj /\Xj = X AU = Uy

Note that the event Y; = Y; occurs with exactly 27" probability conditioned on the event
Xj = Xi AUy, = Uy. Thus, we get

Pr (E) = Pr (31 € A,k L € Fy, such thatY; = YiANX; =X AU = Ug)

<> > Pr(X; =XpAUp=Up) xPr(Y; =Y, | X; = Xp AU = Up)
1€ES j<k<lETy

2

a\ €

< .
—q<3>2n’

where the last inequality follows from the AUHF property of I, the PISM property of KG,
and the uniform randomness of Y;. The probability of the other two cases are identically
bounded, whence we get

2
Pr (Yeolly) < 3¢ <q> iy

3/ 2n
We can bound the probabilities of Ycollas, Ycollss, and Vcollyy for all « € [3] in a similar
manner. So, we skip the argumentation for these cases, and summarize the probability for
this group as

3¢"e}
on

> Pr(Ycollos) + Pr (Veollay) <
a€(3]

(15.25)

3. Bounding Pr (Ycollys) + Pr (Vcollss): Consider the event Ycollys, which translates to
there exists distinct indices ¢, j € %4 such that X; # X; AY; =Y. Here as i, j € .74, there
must exist k,¢ € 74 \ {j} such that one of the following happens

X; =X AU = Uy
Uj:Uk/\Xk:Xg
Xj:Xk/\Uj:Ug.

The analysis of these cases is similar to 2 above. So, we skip it and provide the final bound

Pr (Ycolly) < 3¢/ £ it
44) = 99 3)on
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The probability of Vcolly4 can be bounded in a similar fashion.

gie
Pr (Ycollyy) + Pr (Veolly) < in : (15.26)
The result follows by combining (15.24)-(15.26), followed by some simplifications. O

15.2.2.3 Good Transcript Analysis

From section 15.2.2.1, we know the types of components present in the transcript
graph corresponding to a good transcript w are exactly as in Figure 15.4. Let w =
(t?,ma, et 29,y 07 ul, X Ry, b, h) be the good transcript at hand. From the bad tran-
script description of section 15.2.2.2, we know that for a good transcript m? & o1, 29 5 0,
v? < uf, and y? ! = N9,

First, we add some new parameters with respect to w to aid the remaining analysis.

For i € [4], let ¢;(w) and ¢;(w) respectively denote the number of components and the
number of indices (corresponding to the edges) of type-i in w. Further, let 2} (w) and 22 (w)
respectively denote the number of vertices from A and B in type-i components. Note that

o 2

o 2%(w) >2cy(w), for b€ {1,2},and z} + 22 = q4 — c4.

In addition, for a good transcript ¢ = Z?Zl ¢i(w). For notational convenience, let p; :=
z%—i—z%—l—z% =c1+co+gsand psy = z%—i—z%—kz% =c1+ ¢ +cs.

Let t7 be associated with the multiplicity vector (yi1, .. ., p14) and t” be associated with the
multiplicity vector (u}, ..., ;). We must have d < g and %, i; = ¢ while %, iif = |.7].

Let A7 be associated with the multiplicity vector (v1,...,vs ). Here we have d’ < |.7]|
and S>1, vy = .71,

For all these parameters, we will drop the w qualification whenever it is understood
from the context.

INTERPOLATION PROBABILITY FOR THE REAL ORACLE: In the real oracle, H «+
KG (9/?), 7 is called exactly p; + zj times and 79 is called exactly ps + 27 times. Thus, we
have

~ o~ 1 1
Pr(@; =w)=Pr(H=nh) x X . (15.27)
KG ( ) (2n)p1+zi (2n)p2+z§
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INTERPOLATION PROBABILITY FOR THE IDEAL ORACLE: In the ideal oracle, the
sampling is done in parts:

|. 7 sampling: We have

1

Pr (7 (t9,m?) = ¢7) < m

Il. Hash key sampling: This is identical to the real world, and simply given by
Prke (ﬁ = ﬁ)

1. Internal variables sampling: The internal variables Y? and V? are sampled in two stages.

(A). type-1, type-2 and type-3 sampling: Recall the sets .7, f», and #3, from sec-

tion 15.2.2.2. Consider the system of equations,
%:{Yi@vi:)\i : iEj}.

From Figure 15.4 we know that the graph corresponding to & is a bipartite
star graph with parameters (c1, ¢2, ¢3, G2, 43, Emax), With {nax < 2 /2¢, since the
transcript is good. So, we can apply Theorem 9.1 to get a lower bound on the
number of valid solutions for &. Using the fact that (Y, V”) & §(Z), and
Theorem 9.1, we have

I VY = (o o H?l:1<2n>”
Pr((Y7, V") = (y".v7)) < C(w)(2")py (27)p,

where
+c3 2
13¢" 2¢* (N o | 4g
C(W)Z<1—23n—22n— chm% oo |
=1

and 7; denotes the number of edges in the i-th component for all i € [¢; + ¢2 +
cs).

. type-4 sampling: For the remaining indices, one value is sampled uniformly for

each of the components, i.e., we have

Pr ((Y[Q]\J7v[q]\f) _ <y[q}\‘]7v[q]\f>) _ 1

oncy :

By combining |, II, lll, and rearranging the terms, we have

e 17, 2,
Pr(eo =) < Pr (B =) x g0y g S e 0529
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15.2.2.4 Ratio of Interpolation Probabilities
On dividing (15.27) by (15.28), and simplifying the expression, we get

Pr(8i=cw) (. iy (2
Pr (@0 = LU) Hg’il(zn)w(2n — D1 — c4)zi—04 2n— p2)22

(
Hd (Qn) H? 1(2”—/1;)‘%7“;
(

v

V=

((w)- -

Hz 1(2n)1/z(2n —DP1— C4)z —cy 2n _pz)zi
Hi:l(?”_ﬂi)ufug ) }A

2" —p1 = ca) 1, (2" — p2) 2

[V

S ¢(w). (15.29)

At inequality 1, we simply rewrite the numerator. Further, » > s, as number of distinct
internal masking values is at most the number of distinct tweaks, and {t”} compresses
to {\”}. So, using Proposition A.3, we can justify inequality 2. At inequality 2, for
i € {2,3,4}, ¢i(w) > 0 if and only if r > 2. Also, u; < ¢1 +c2+c3 < p1 < p1 + ¢4 and
similarly p; < po for alli € [r]. Furthermore, p; < ¢1 + c2 +c3 + 2¢4 < p1 + 2}, and similarly
i < pa + 23. Also, 2?21 Wi — s = q4 = zi + 23 — c4. Thus, A satisfies the conditions laid
out in Proposition A.4, and hence A > 1. This justifies inequality 3.

We define €atio : Q) — [0, 00) by the mapping

6ratio((f‘)) =1- C(w)

Clearly €rati0 is non-negative and the ratio of real to ideal interpolation probabilities is at
least 1 — €ratio(w) (using (15.29)). Thus, we can use the expectation method (Theorem 3.1)
to get

co+c3
oor 2¢°>  13¢* 4q 3
AdVF_SF}{)V\I/)_;_(Q) (Q) = 22n + 923n 22nIE (Z 7701+z + €bad- (1530)

Let ~1 (res. ~2) be an equivalence relation over [g], such that a ~1 3 (res. a ~3 ) if and
only if X, = Xg (res. U, = Ug). Now, each n; random variable denotes the cardinality of
some non-singleton equivalence class of [g] with respect to either ~1 or ~o. Let #{,..., 2}
and %%, ..., %% denote the non-singleton equivalence classes of [¢] with respect to ~; and
~s, respectively. Further, for j € [k] and j" € [K'], let n; = |2]] and mj» = |27 |. Then, we
have

co+c3 k'
(Z 1761_H><IE Zn + E Zmi,
=1

< 4q €]. (15.31)
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where the first inequality follows from linearity, and the second inequality follows from
Lemma A.6. Theorem 15.3 then follows from (15.23), (15.30), and (15.31). O






SUM OF »r EVEN-MANSOUR:
APPLICATION OF RPRMTP, THEOREM 11.1

In thus chapter, we consider the sum of » Even-Mansour ciphers, defined as
SOEMZ, . . (Ki,. ., Kp,m) := @;cp, i(Ki & m), where m; are independent random per-
mutations. We show using Theorem 11.1 that this public permutation-based construction
achieves rn/(r 4 1)-bit PRF security in the presence of adversaries making total p queries
to the public permutations in the offline phase, and ¢ queries to the construction oracle in
the online phase.

SUM OF 7 EVEN-MANSOUR. Foranyr >2,let (7y,...,7m,) < Perm(n)" be a tuple of r
permutations of {0,1}" and let (Ki,...,K,) € ({0,1}™)" be a r-tuple of n-bit strings.
One-round Even-Mansour construction is a keyed permutation of {0,1}" defined by the

mapping
T — Wl(l'@Kl) b K,

where K denotes the key.

m
-— K — Ko — K,
xlT .ZQT LL’TT
T Up) “ e Ty
@J
o T Yr
t

Figure 16.1: The m-SOEM" construction instantiated with key K = (K7,..., K;).

The r-sum of Even-Mansour construction, 7-SOEM" is a length-preserving keyed func-
tion of {0,1}" defined by the mapping

r
xr — @m(m@l{i),
=1
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where K = (Ki,..., K,) denotes the key. See Figure 16.1 for a pictorial illustration.
Notice that we skipped the post-permutation key masking. This is motivated by a similar
simplification [ST23] by Sibleyras and Todo who studied the » = 2 case. Thus, we study
the same problem for any arbitrary r > 2.

Theorem 16.2. Fix somer > 2, ¢ +p < ornloga(n) ppd o — (m1,...,7,) vl Perm(n)".
Then
1 16nq(2p) 2 N 20,/nq(2p + 2¢)" ! N 10q(2p + 2q)"

prf
Adv soeyr (P q) < on + on(r—1) on(r—1) 2nr

Proof. For the purpose of this proof let Fi () = w-SOEM(-), and let p <~ {0,1}". o/’s goal
is to distinguish between the real oracle (F, 7w+) and the ideal oracle (p, 7*), where Fy
and p are referred as the construction oracle and 7 is referred as the primitive oracle.
Fix a (g, p)-distinguisher &. Let

e (M!,T%) denote the i-th query-response tuple corresponding to the construction
oracle. Let M := {M? : i€ [g]}and T :={T% : i € [¢]}.

. (U;,V;'-) denote the i-th query-response tuple corresponding to the permutation
7;. Unless stated otherwise, we assume that all these queries are in the forward
direction. Let U; := {U% :4 € [p]}, V; := {V} i€ [p]}, U:= (Uy,...,U;), and
V= (Vi,...,V,).

* (X4,Y}) denote the input-output tuple to the j-th permutation, for all j € [r], within
the i-th construction query in the real world, i.e., X = M’ © K;. Let X' := (X} :j €
[r]) and Y := (Y} :j € [r]). Let X:= {X* : i € [¢]} and Y := {Y* : i € [q]}.

We study a modified game where the real oracle releases (X,Y) to & once the query-
response phase is over, but before & outputs. This obviously does not decrease &/’s
advantage.

IDEAL WORLD TRANSCRIPT EXTENSION: Naturally, in the ideal world, the sampling is
extended to generate this additional information. Let us define the set

k=1

such that x(T,V) = |$E(T,V)|. We define the predicate

LSC(T,V) := <M(T,V) > Q(;fy + 12(ep)’“1\/77q> :

The subsequent two-step sampling mechanism for (X,Y) in the ideal world is defined
under the condition that -LSC(T, V) holds:
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1. In the first step, a dummy key tuple is sampled uniformly at random, i.e., K <
({0,1}™)", which determines X; := M’ @ K;. Consider the following predicates:

KG(M, U, K) : 3i € [g], ji,.jr € [p] such that (vk € [r], X = UfF)
SC(M, T,U,V,K) : 3(4,41,72,---,Jr) € SE(T,V), k € [r], such that
(X # Ujt) and (VK # &, X}, = U}
Going forward we assume that =(KG(M, U,K) v SC(M, T, U, V, K)) holds. For each
i € [q]:
a) if there exists j € [p] and k € [r], such that Xi = U7, then define Y% := VJ;
b) let .7; = {j € [r] : X} ¢ U;} to be the set of permutation indices with fresh
input for the i-th construction query.

c) let ~ be a relation on [¢] defined as: iy ~ i2s <= J;, = 5,. Clearly, ~ is

an equivalence relation. Let @Eé? ... @gg; U@q)U...UQ) denote the corre-
sponding partitioning of [g], where @gé; ={ielq: 7 ={j}} ie, all queries

)

for which exactly one of the permutations have fresh input. Let |@Egg] = q(()j ,
9 = D jely] q(()j) and [Q(;)| = gi- Then qo + ;1 @ = ¢-
d) forall j € [r]and i € @Egg, define Y;'- = ®l€[r]\j Yi® T and

v = {Y;lea P YieT :jellic @((gg} .
le[r\j

This concludes the first step. We encourage the readers to verify that at the end of

this step Y; is undefined for exactly the indices in .% and |.%;| > 2. Furthermore,

due to =(KG(MU, K) v SC(M, T, U, V, K)), the partially defined (X,Y) is permutation-

consistent.

2. In the second step we formulate a RPRMTP problem with the yet unsampled input-
output variables of the random permutations and sample from the solution space of
this problem.

RPRMTP formulation: For each i € [c], let ;) = {j1,. .., i, } denote the set of permuta-
tion indices with fresh input for the i-th equivalence class Q(;)- Let r; = git;.

Now we define the RPRMTP problem instantiated by
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¢ an acyclic A with component form

AL 0 - 0 X\
0 Ay, - 0 A
Ax=| . 7 7
0O 0 --- A, X

with A; € F§™" \; € (F3*)%*1. Where the i-th component A;|]; is the aug-
mented coefficient-constant matrix of the system of equations:

e=cPvi=T P Vi

k€A K e[r\F) jean
In particular, A; is t;-regular, isolated.
e The equivalence relation ~ over [r| that induces a partition (P, ..., P.) of [r],

with respect to which A is partite.

e family of restricted sets V = {V,} ¢, with |V;| = p for all j € [r].

3. In the second step, we sample a solution for each of the ¢ constrained systems. Now,
for the i-th component:

o let I, =V;u{YE : ke @l U{Yh : keaquU.. U@, ) forall j € 1],
and let |ng]_1 = fg)_l <p+gq

o let 979’—1 = {ng]—l 1 j € j(z)}r and 9\%1'_1 = (Fé;—l T j € a?(z))

* let T = (T*@jcyz, Y7 ¢ Kk € Q) Then, [TV < g

o let YO = {Y¥ : ke @,,je F,} Then, YO =1,

We sample Y@ &g (A, Ni,~, F<i_1), where using Theorem 11.1, we have

n ()
. 2" — . )
H]E_f(i)( fngl)ch (1 _8(1))

N(A;, N, ~, Fein) > ona (16.1)
N 2u(TW Fiy 1) 2qiBa,_ 6qi(p+ q)ti
(i) « % s F<i—1 <i-1 i
€ - 277,(252’71) + 2n(t¢71) 2nt¢ (16'2)

Since the solution for each system is sampled in a consistent manner given a consis-
tent solution for the previous system, the cumulative sampling is also permutation-
compatible. This completes the second step.

At this stage the full transcript in the ideal world, i.e., 8 = (M, T,U,V,K,Y) is fully
determined.

Some Notations on Transcripts: For any wo € {re,id}, and 8y, = (M, T, U, V,K,Y), let:
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L}eoy denote the restriction of By, to the key K,

85" denote the restriction of By, to the construction query-response tuple (M, T),

PIM denote the restriction of By, to the key (U, V),

8"t denote the restriction of By, to the construction-specific primitive query-response
(X,Y).

BAD TRANSCRIPT DEFINITION AND ANALYSIS: A transcriptw = (M,T,U,V,K,Y) €
Q) is said to be bad if and only if LSC(T, V)V KG(M,U,K) Vv SC(M,T,U,V,K) holds.

Lemma 16.4.

1 4 n + r—1 2 + s
Pr (8 € Q) < o+ VIIPLDT 20t

Proof. We have

Pr (80 € Qpaq) = Pr (LSC(T,p+q) VKG(M, U, K) VSC(M, T, U, V,K))
< Pr(LSC(T,p+q)) + Pr(KG(M,U,K)) + Pr (SC(M, T, U,V,K) | -LSC(T,p +q))
s Lo alpta)

4(p+q)" /g
= 9n + W + onr + on(r—1)

i

where the first term on the right-hand side corresponds to Pr (LSC(T, p + ¢)) and follows
from Lemma 10.1, the second term corresponds to Pr (KG(M, U,K)) and follows from the
uniformity of K. The last two terms correspond to Pr (SC(M, T, U, V,K) | -LSC(T,p +q)).
To argue this, first notice that given -LSC(T, p 4 ¢), we have

q(p+q)"

T.V) <
wTV) < =5

+4(p+q)" /g

For each choice of k € [r], the predicate VK’ # k, X, = U}%' is satisfied with at most
2-("=1) probability. Now, we get the desired terms using union bound. O

Lemma 16.5.

1, 2qp" | 4p" /g
Pr (BO € Qbad) S 27 + orn + 2n(1”*1)

Proof. We have

Pr (80 € Opaq) = Pr (LSC(T,V) VKG(M, U,K) v SC(M, T, U, V, K))
< Pr (LSC(T,V)) + Pr (KG(M, U,K)) + Pr (SC(M, T, U, V,K) | =LSC(T,V))
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" | qp” ' /ng
- 2n + anr + gnr + 2n(r—1) ’

where the first term on the right hand side corresponds to Pr (LSC(T,V)) and follows
from Lemma 10.1, the second term corresponds to Pr (KG(M, U, K)) and follows from the
uniformity of K. The last two terms correspond to Pr (SC(M, T, U, V,K) | -LSC). To argue
this, first notice that given —LSC(T, V), we have

u(T,V) < q;

rfl\/n;q.

For each choice of k € [r], the predicate VK’ # k, X}, = Ui’f’ is satisfied with at most
g—n(r=1) probability. Now, we get the desired terms using union bound. O

GOOD TRANSCRIPT ANALYSIS: Letw = (M,T,U,V,K,Y) be a good transcript. Since
the transcript is good, —(LSC(T,V) VKG(M,U,K) Vv SC(M,T,U,V,K)) holds.

Before moving forward, recall the notations introduced while discussing the sampling
in the ideal world. We assume analogous notations for any arbitrary transcript.

We also ignore the probability computation of obvious events, such as: the message
tuple being realized.

Real World: In the real world, we have
Pr(8; = w) = Pr (e‘l‘ey = K,8"" = (U, V), 8l = (X,Y), 8" = (M,T))

— Pr (alfey - K) x Pr( g = (U,V)) x Pr (emt (X,Y) | 85, epmm>
— 1 1 t key Aprim
= 5 (g <P (e = (x.v) |}, 8p™),
where the first term on the right hand side follows from the uniformity of K, the second
term follows from the uniformity of w = (my,..., 7).
As for the last term, consider the partition imposed by ~ in an arbitrary order, and also
the associated notations introduced earlier. Then, conditioned on (Glfey , 8", we have

Pr (a‘m (X,Y) | 8k ep“m) = ﬁ T p) X H

=1 i€ld — 9 e
J'€H)
Indeed, the first product term corresponds to the query indices with exactly one fresh

primitive input, i.e. the ones in @( 7) for some j € [r], and the second product correspond
to the query indices with at least two fresh primitive inputs, computed using a simple
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application of chain rule over the partitions @), ..., Q). By combining everything, we
have

T

1 1
Pr(Eh:w):Wx(zn);le_[l( p) X H f<l 1) _ (16.3)
Jef

Ideal World: In the ideal world, we have
Pr (8 = w) = Pr (egey = K, = (U, V), 8™ = (X,Y),8" = (M, T))
= Pr (86" = K ) x Pr (8§ = (M,T)) x Pr ( b= (U, V)

x Pr (eglt (X,Y) | 85, @b eg"“)

1 1 1 k ri
= S X ng X @ x Pr (E]‘OHt (X,Y) | 8,7, 85" 88"“)

1 1 1 (i) i
BT TR T [P (Y =Y 9@—1)

i€c]

1 1 1 1

“ p @y U vm s =z
( )p i€lc] N(Ai7Ai7:7‘f§i—1)

where the first three terms are obvious. The fourth term corresponds to the indices in Q)
for all i € [¢]. Further, using (16.1), we have

111
Pr (8o =w) = 50 % 5o X o < [ ]
2 2me (20 i€[d] (1—e®) (2 f<z Dai

j'elr]

1 1 1
= onr X 9na0 n 7“ X H ’ (164)
2 2nee 2 ze[c] 1 — el ) ( f<z 1)

j'€lr]

ona;

where the equality follows from the fact that ¢ = qo Zie[c] G-
The Ratio: On dividing (16.3) by (16.4), we have

Pr ([‘31 = UJ) (4)
el et SV — '
Pr(8g = w) = e (1 £ ) (16.5)
>1—- Z e®
i€[c]
2u(TW, Feir) | 20iBaciy | 64i(p+q)"
- z[:] ( on(t;—1) on(ti—1) 2nti (166)
1€(C

€ratio (UJ)
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Now, we have

2,,,(?<i>,.o;~< E(Ax.,)
]E Xgooderatlo Z E (Xgood E']0 2n(ti—z + Z 2n (t;i—1) =
i€[d] €[]
(16.7)
6E (¢:) (p + @)"
+ Z ont;
€[]
2u(TW, F(;1y) 16nq(2p)"* | 64(2(p+4q))"
< Z E <Xgood(80) on ti—z)( ) + on(r—1) + onr
i€[c]
(16.8)

where the first equality follows from the linearity of expectation and the fact that E (xR) <
E (R) for any non-negative random variable R and indicator random variable x. The
second/third term in the second inequality follows from E (¢;) < gp" % /2"("=4) < ¢(p +
q) "t/ on(r=ti) ¢. > 92 and ¢ < 2".Additionally, due to the uniformity of T and ¢ < 2%,
E (Ax_, ,) < 4n. Now, for the first term, when t; = r, we have

2u(TO, Fey 2u(T,V
E(Xgood(eo) (T, F< 1>>< u(T.V)

on(r—1) = 9n(r-1)
24" (T,p +q)
— on(r—1)
2 "8 +q)!
- Q(l;;tQ) n \/nz(f(?r_lgz) | (16.9)

where the last inequality follows from Xgood(80) = 1. For, t; < r, let J6) = {1,y it}
[7’] \j(l) = {.717 s 7j1/”7ti}’ and

L ik kr—t; gl 7ol i )k
HSEEC ) = {(T ViV 52 € TX Vg X Fyy Xy = sz’l}

Jr—t;

Then, |‘%‘5)%(z)| = ,u(:I:(Z), 9\%1’71), and thus

Iz ‘ 2
E (Xgood(eo) 2n(ti_1_) ) < WE (Xgood(GO)L%S%(i)’)

2 (T, p+q)
= on(ti—1) on(r—t;)
2(p+a)" | 8y/nq(p+q)!

- on(r—1)

(16.10)
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where the second inequality follows from the uniformity of K, and the last inequality
follows from Xge0d(80) = 1. Using (16.9) and (16.10) in (16.8), we have

16nq(2p)" 2 N 16/nq(2(p+q))"! L 842+ a))

on(r—1) on(r—1) anr (16.11)

E (Xgood Eratio) <

Finally, using the fine-grained variant of the Expectation method (see Theorem 3.2) along
with Lemma 16.4 and (16.11), we have

1 16nq(2p)"%  20/nq(2p+2q)"~"  10q(2p +2q)"
+ 2n(r71) + 2n(r71) + anr ’

f
Advfrr.song (p7 Q) < 27

which completes the proof. O
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1K-DBHTS AND INSTANTIATIONS:
APPLICATION OF CRMTP, THEOREM 12.1

Here we investigate the diblock hash-then-sum MAC construction, where a diblock hash
function outputs two blocks, such that each block behaves like the output of a universal
hash function and then apply the sum-of-permutations PRF on the blocks, i.e., passing
each block through a blockcipher, and the resulting pair of outputs being xored to get
the tag. We are particularly interested in the single-keyed instantiations of 1k-DBHtS , like
1k-PMAC+ and 1k-LightMACH , where all the underlying blockciphers used to instantiate
the diblock hash and the ones applied to its output blocks are keyed by the same key. We
prove that these are optimally secure MACs using Theorem 12.1.

UNIVERSAL HASH FUNCTIONS. Forsome d >0, a (#,{0,1}*, %)-keyed function H is
called d-almost universal if and only if for all m # m’ € {0, 1}*, we have

Pr (Hk(m) = Hx(m')) <6,

where the probability is computed over K <~ %.

We often call the hash function H a diblock hash function, if we can write % as Z? for
some Z. For any diblock hash function H, we write (Hx (m), Hz(m)) := (z1, 22), where
21,20 € Z,and Hig(m) =y = (21, 22).

PERMUTATION-BASED HASH FUNCTIONS. A (#,{0,1}*, % )-hash function is said to
be permutation-based if # C Perm(n)” for some r € IN. For any such hash function H,
the block function, By : Perm(n) x {0,1}* — IN, is defined by the mapping:

(ﬂ-ra m) = B(ﬂ'”,m)v

where 7" = (mq,...,m;) and B(rr ,) denotes the minimum number of invocations® of 7
needed to compute Hy(m).
In this section, we fix r = 1, and make the following two plausible assumptions on [y:

1. Bp is functionally independent of the permutation, whence we drop the permutation
from the parameters.

2. Bu(m) = O ([|m|/n]) for any m € {0,1}*. In particular, we assume that there exists
a constant ¢ € N, such that S (m) < ¢[|m|/n] for any m € {0, 1}*. We refer to such
an H as a rate-c~! hash function.

Note that, there exists a circuit for H such that on every input, H makes (possibly) a large but bounded
number of black-box calls to 7w". Thus, Brr m is well-defined for any «" and m.
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Note that, 1 follows from 2. We state it explicitly for brevity.

We remark that the underlying hash functions in almost all the popular constructions,
including LightMAC , PMAC, LightMAC+ , PMAC+ , 3kf9, etc. are rate-1, and SUM-ECBC is
rate-2~!. Thus, the above assumption is indeed plausible, and ¢ < 2 in most applications.

17.0.1  Coverfree Hash Functions.

For any (%,{0,1}*,%?)-diblock hash function H, any r,s € N, and any
m = (my,...,mq) € ({0,1}"),, we define the following events

COLL1y(m): 3*i,j € [q] such that Hk(m;) = HE(m;);
COLL2y(m):  3*4,j € [q] such that HZ(m;) = HZ(m;);
APl (m):  F*iy,...,i, € [¢] such that
Hy (mi, ) = Hy(mi,), Hg (miy) = Hg(miy), ..., H(mi, ;) = Hy(mi,);
AP2%(m):  F*iy,...,i, € [q] such that
Hig(mi,) = Hg(miy ), Hi(miy) = Hy(miy), .. Hg(mi, ) = Hg(ms,);
[

MC1%(m):  3F*4y,...,is € [g] such that
MC2%(m):  F*4y,...,is € [g] such that

COLLy(m):  3*4,j € [q] such that Hx(m;) = Hg(m;).
where the randomness is induced by K < %.

Definition 17.1. For some €1,6 : IN? — [0, 1] and ez, e3 : N* — [0,1], a (K, {0, 1}*, % )-diblock
hash function H is said to be an (e, €2, €3,8)-Coverfree Hash or CfH if and only if for any
p=(q,¢,0) € N3 anym = (mi,...,m,) € ({0,1}*), containing at most o blocks and any
r,s € IN, it satisfies

Pr(COLLLy(m)) < e1(p), Pr(APT};(m)) < calp,r),  Pr(MCLy(m)) < cs(ps).
Pr(COLL2;(m)) < ei(p), Pr(AP2(m)) <ea(p,r), Pr(MC23(m)) <es(p,s),

and Pr (COLLg(m)) < d(p).
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Figure 17.1: The 1k-DBHtS , y construction.
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17.1 SECURITY OF SINGLE-KEYED DOUBLE-BLOCK HASH-THEN-SUM

Let w be a permutation of {0,1}". We define three injective functions 7,7, 72 :
{0,1}"2 — {0,1}" as follows:

mo(-) ;= w(00]-)  m():=w(01)  m():=w(10])

For 0 < j <2, we define .%; (n) := {m; : w € Perm(n)}.

Definition 17.2 (Single-keyed Permutation-based DBHtS ). For some permutation m
of {0,1}" and a permutation-based rate-c~* diblock hash function H : J(n) x {0,1}* —
{0,132 x {0,1}"~2, we define the single-keyed DBHtS , denoted 1k-DBHtS . ; construction
by the mapping:

m = 1 (Hoo (m)) © 72 (Horo (). (17.1)
The construction is illustrated in Fig. 17.1.

We drop the parameters w and H whenever they are clear from the context. We reem-
phasize here that the 7y,7,7, are all domain-separated versions of the same permutation
.

Theorem 17.2. Let ¢,q,{, 0 > 0 satisfying gf < o and & = co + 2q < 2"73. Suppose
H: F(n) x {0,1}* — {0,1}2"4is a rate-c™* (e1, €2, €3,9)-CFH. Then, for p = (q,¢, )
and p' = (2,¢,20), the PRF advantage of any p-distinguisher of against 1k-DBHtS » g
satisfies

Adv?SDBHtS ,,H(*Q{) <€ + e,

where

2 3 0
&1 :=2e2(p,4) + 8(p) + 1T 61(”;”“2” ) 4 26, (p,2"/47).

16¢°5%e1(p') | 84%e1(p)) | 3¢5 | 40q5°/? | AT + 16452 + 16¢°T
€2 = 92n R 93n/2 T o5n/2 93n :
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APPLICATION OF THEOREM 12.1 : IK-DBHTS

Proof. Without loss of generality assume that & is deterministic. Let

e M := (Mj,...,Mj ), denote the i-th query of the distinguisher, containing ¢; < ¢
blocks.

e T¢, denote the i-th response of the oracle.

In addition, the oracle releases additional information to the distinguisher, once the
distinguisher is done querying the oracle, but before it outputs its decision bit.

In the real world, the oracle releases:

o Xi:= (X!, X}) = Hyp,(M?), the (2n — 2)-bit internal hash output, or finalization input
corresponding to the i-th query.

o Yii= (Y YL) = (m(X]), m2(XY)), the 2n-bit finalization output corresponding to the
i-th query.

* R, the set of all image points sampled during the computation of Hr,(M?) for all
i € [q]. Since H is a rate-c~! hash function, r = |R| = co.

Thus, the full real world transcript can be described as
B, := (M, T X\, Y i € [q]), R).

In the ideal world, the oracle first samples a dummy random permutation #’, and then
computes X' := H,, (M*) for all i € [g]. In other words, X" is generated faithfully for all
i € [q]. Note that, R can be derived here as well, as the ideal oracle is faithfully generating
the hash outputs.

SAMPLING Y IN THE IDEAL WORLD: The sampling mechanism for Y? is on the other
hand a bit more sophisticated. The goal is to sample Y¥s in such a way that

1o Y b e Y5,
is satisfied for all i # j € [q]. We refer to this predicate as the permutation compatibility
condition.
For any i € [q], let (i); ;= min{j < i : X{ =XI}and (i)y := min{j <i : X = X}}. Let
v =1{(i)1,(i)2 : i € [¢]}]- The system of equations {Ygi)1 @Yéi)2 =T!:i€ [q]}, can be
treated as the system of equations in an instance of the the non-trivial CRMTP(A,x,, T,{R})
problem, where

A, 0 .- 0 Ty

0 Ay - 0 Ty gx (v+1)

AT = eF,

0 0 --- A. T,
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is the 2-regular, acyclic augmented coefficient-constant matrix of the system. Without loss
of generality we assume A has a component form (since any matrix can be transformed
into the component form by permuting the rows, which preserves the set of solutions),
such that all the isolated components appear before the non-isolated ones.

As long as the system is acyclic and non-trivial and satisfies the bound &4 (2¢ + co) <
2" /2, we can use the results developed in the previous section. Here Keeping this in mind,
we now define some bad predicates on the partial transcript ((M?, T*, X?: i € [q]), R):

A : 3,5, k1 € [q], X=X AXS =XEAXE =X,

Ay 3,5 € [q], X =XIAT'a&T =0".

As: Tk >2""2/(co+2q),i1,...,0p € [q], XP =X2=. =Xk

By: 3%i,4,k,1€[q], Xb = X3 AXI = XE A XE = XL,

By : 3,7 € [q], Xy =X,AT' T/ =0",

By : 3%k > 2"72/(co+2q),in,...,ir € [q], X§ =X2=. . =X

C: Fielq, T = 0"

D: 3,5 € [q], X4 =X AXE = X3,

E: 3%,k € [q], Xi=XIAX, =XEAT e TV @ TF = 0.

Define Cyclic := A; V By VD, Trivial := A3 VBs vV CAE, and Giant := A3V Bs. It is not
difficult to see that as long as Cyclic, Trivial, and Giant are false, A is acyclic and satisfies
€a(co+2q) <271 for (co + 2q) < 2%7/4, and CRMTP(A, T, {R}) problem is non-trivial.

Onwards we describe the sampling of Y conditioned on the fact that —(Cyclic V Trivial V
Giant) holds.

SAMPLING Y’ IN ISOLATED CASE: For the i-th isolated component, using Lemma 12.2,
the number of solutions conditioned on the forbidden set R and a compatible solution
Y<G-1 of CRMTP(A<;_1, TS {R}) is given by
4
~ g )

(2" — 1 —2i 4 2)? (1 2
We sample Y & §(A;, T, {F}), where F := F(YS"~1) = RUY{=~1} is defined analo-

2 (r+2i —2)?
2n 2n
gously as in Eq. 12.1, with |F| =r +2(i — 1).

2n

N(A;, T, {F}) > w(Ts, F) —

SAMPLING Y’ IN NON-ISOLATED CASE: For the i-th non-isolated component, using
Lemma 12.3, the number of solutions conditioned on the forbidden set R and a compatible
solution Y=i~! of CRMTP(A<;_1, TS""!  R) is given by

_ (2" — f<iq)¥i 27"1'2(7" +2¢)? Tz'2
N(sz Ti7 {F}) > ong; 1- 922n - 22n ) -
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We sample Y! & §(A;, T, {F}), where again F := F(Y'""!) = RUY{S1} and fe; 1 :=
|F| <r+2q.

This concludes the sampling in the ideal world, and finally the ideal world transcript is
given by

By == ((M\, T, X", Y i € [q]), R).

where the permutation compatibility condition is satisfied as long as —(Cyclic V Trivial)
holds; otherwise the transcript is defined arbitrarily.

(BAD) TRANSCRIPT DEFINITION AND ANALYsIS: The set of transcripts () is the set of
all tuples w = ((m%, ', 2%, y* : i € [q]), R), where m® € {0,1}*, ¢ € {0,1}", 2* € {0,1}?"2,
y' € {0,1}*" and R C ({0,1}")°, where o = >°%_, [|m|/n].

A transcript w is said to be bad, i.e. w € (y,,q if and only if it satisfies Cyclic VV Trivial v Giant,
and good otherwise.

Lemma 17.4. Suppose H is an (€1, €2, €3, §)-coverfree hash function. Then

q+2e1(p) + ea(p,3) 2" 2
p Qo) < 2e2(p, 4 2 o +20)
1 (B0 € Opaq) < 2e2(p,4) +6(p) + on TP co +2q

Proof. Let s’ = 2"~2/(co + 2q). We have

Pr (8p € Opag) = Pr (Cyclic Vv Trivial V Giant)
< Pr (Cyclic) 4 Pr (Trivial) + Pr (Giant)
<Pr (A1) +Pr(B1) +Pr(D)+ Pr(Az) + Pr(Bz) + Pr (C) + Pr(E)
+ Pr(As) + Pr(Bs)
Pr (COLL1;(M))

< Pr (AP1};(M)) + Pr (AP2};(M)) + Pr (COLL (M)) + 5
. Pr(COL;sz» . Pr (A;%(M))
+Pr (MCl;}(M)) +Pr (Mczg(M))

q+2e1(p) +e2(p, 3)
27’L

< 2e3(p,4) + 0 + + 2¢3(p, s'),

where the the first three (in)equalities follow from the definition and a trivial application of
union bound, the fourth inequality just maps the bad predicates to corresponding coverfree
hash events, and finally the fifth inequality follows from the coverfree bound of H. O

GOOD TRANSCRIPT ANALYSIS: Fix a good transcript w € Q) \ Qp,q. We will recycle
notations from the sampling phase.
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In the real world, 7 is sampled exactly r + v times (|R| = r and |[{(i)1, ()2 : i € [q]}| =
v). Thus, we have
Pr (6 ) ! (17-2)
r(0 =w)= .
(2n)r+v
In the ideal world, first T is sampled uniformly from a set of size 2™9, followed by R
which is sampled faithfully via 7r. Finally, Y is sampled. Let the first i* components of A|T
be isolated and the rest be non-isolated.

i*

1 1 1 1
Prieo =)= g, U@ vy L s ey

t'=i*+1
1 1 on ‘ onay
< — X X X
<o @, oo 1 aoe—m
where
2 f2iq| 4
i = 27 (Ti’ 9) - §2n - 277 (173)
202 (r+29)% 03
vy = + on” (17.4)
Continuing on we have
Pr(8) = w) S H X f[ L
-1 1_,Uz f<z 1) i1 (1_Vz)( f<z’ 1)
1 1 < 1
< x c N 7o 7 o (17.5)
On dividing (17.2) by (17.5), we have
Pr (91 [[=1 (2" — f<ima)™
11— Hi — vir | X == —
Pr (8 ( Z z‘/§+1 > (2%)r
(1 — Z i — Z y> . (17.6)
i =i*+1

To apply the Expectation Method, Theorem 3.1, we have to compute

E (i: /Lz> and E ( zc: I/il)
=1 i'=i*41
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First, let ~; (res. ~2) be equivalence relations on [q], such that i ~1 j (res. i ~2 j) if and
only if X{ = X] (res. X} = X3). Let €1,..., %} and €7,...,%?2 denote the non-singleton
equivalence classes of [ ] with respect to ~; and ~g, respectively. For i € [t1] and j € [t2],

let mc(1 |€!| and mc =87
: 2(r+2¢)2 1 .
e 3 w) = (U e ( 3 )
o =1*+1 i =i* 41

< (B ) o E ) ¢ X ()

< 1662 (r + 2q)%e1(2, £, 20) N 8¢%€1(2,¢,20)

< S2n om (17.7)
where the last inequality follows from Lemma A.6.
Second, using Proposition A.1, we have
- 2 - ov f<7, 1 = 4
i=1 i=1 i=1
2 a f<i71 4q
=—)>Y E T,F)——= —
2 < HT ) 2" ) " 2"
2 & 2 & 24| 4q
< o Var(u(Ti, F)) + 272 E (1u(Ti, 7)) §2n S+ o (178)
i=1 i=1
We claim:
Claim 17.4.1.
f2ia| _ 2r? +8q(r +29)? +8¢*(r +2q
E (u(T, ) - =it | < 24 Salr 20 S 4 20) (179)
= V2(r+2q)  20(r +2q)°/?
Var(u(T;, F)) < 72 53n/2 (17.10)
Theorem 17.2 then follows from Lemma 17.4 and Eq. (17.7)-(17.10). O

PROOF OF CLAIM 17.4.1. First consider ‘]E (u(Ti, F)) — f<’ 1’ We need both lower

and upper bounds on E (u(T;, #)). Let F = {i1,...,i,} be an arbitrary indexing of R and
F =1, o S1.71} denote the indexing corresponding to Y<i=1 Then, ¥ U ¥ gives an
indexing of F := F(YSi—1).
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Forall j,j' € # U 7, let x; ; denote the indicator random variable corresponding to the
event A; ® B;; = T;, where A;,B;s € F. Then, we have

E (u(Ti, #)) = Z Pr (x;,j) - (17.11)
JjFiesug
Now, we can have four cases depending upon where j and j' come from:

Case A: j,j' € #. In this case, for any pair of (j,j"), Pr(x;;) = 1/(2" — 1) and there
are at most (r — 1) such pairs, which results in

> Priyg) = re-1) (17.12)

L n — 1
J#jES

Case B: j € F Aj’' € 7. In this case, using the fact that there are at least (2" — r — 2q)
and at most 2" solutions for any equation, we have

2r(i — 1) 2r(i — 1)
jesj'es

Case C: j € S Nj' € #. This case is symmetrical to Case B above.

2r(i—1)
—on < Z Pr(x;;) < Tp— (17.14)
j'esjes

Case D: j,j’ € #. Using similar argumentation as above, we have

4(i—1)2—2(i—1 4(i—1)2—2(i —1)

)
5 < Z Pr(x;) < ST— (17.15)
J.J' €S
Recall that
20 (r+2(6-1))?
o on '

Then, (17.9) follows from (17.11)-(17.15).

Now, consider the second claim. We have to compute the variance of ;(T;, % ). First, using
the above formulation, we have

Var(u(T;, F)) = Var( Z Xj.i")

jjleTUg
= Z Var(x;,;7) + E , Cov(Xjy,jas Xjs.ja)
J.j'esug J1,J2,J3,J4€FUF

{51,923 #{ds.d4}
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< > EBOGa)+ D, CovlXas Xsa)

J.j'esuz J1,J2,33,J4a€FUEF
{1,923 #{js.ja}
<E (M(Ti, 97)) + Z COV(Xj17j27Xj3,j4) (17.16)

J1,J2,J3,4€FUF
{152} #{d3.54}

Now, from (17.11)-(17.15), we have

o 2(r + 2q)?
E (H(Tiwf')) < (2n)
All that remains is to bound the covariances for every choice of (j1,j2) # (43, ja). First, we
have

(17.17)

COV(Xj17j2a Xj37j4) =Pr (Xj17j2an37j4) — Pr (Xj17j2) Pr (Xj3,j4)

Given the above discussion on Pr (x; ;) for arbitrary j, j/, it is sufficient to upper bound
Pr (Xj1,jo1 Xjs,js), and use lower bound on Pr(xj, j,) (and Pr(xj,;,)) from the above
discussion. Depending upon j;, € .F or j;, € 7, for all k € [4], we can have 16 cases, that
we group into 5 supercases depending upon the size of {ji, jo, j3, ja} N 7. We will skip
most of the details of computation for each case, and instead discuss the most important
subcases.

Case A: [{j1, 2,73, ja} N F| = 4: In this case it is easy to see that Pr (x;, j», Xjs.js) <
1/(2"—1)(2" — 3), and thus

1 1
Z COV(Xj17j27Xj3,j4) < 714 ( — 2)
J1,J2,J3,J4€S (2n - 1)(2n - 3) (2n - 1)
{71,923 #{g3da}

1674
< o3 (17.18)

Case B: |{j1,j2,73,ja} NF| = 3: Wlog assume j; ¢ 7. Then, first Pr(xj,,) =
1/(2" —1) and Pr (xj,.jo | Xjs.js) < 1/(2" —r —2q) (since the j; variable is sampled
out of a set of size at least (2" — r — 2¢)). Thus, in this case, we have

1 1
Z COV(le g2 Xj3 j4) < 87“3(] ( — >
{j1,52,33,54}NF |=3 ( )( r Q) ( )
{31.52}#{ds.da}
32(r +29)%q
f(fﬁn)- (17.19)

Case C: [{J1, 2, 3, ja} NF| = 2: The most interesting subcase here is |{j1,j2} N | =1,
|{j3,ja} N F| = 1. Wlog assume ji, js € F and j2,js € F. Let Ry, R3, Y2, Yy denote
the corresponding values in %. We have two equations:

RieaYy=T,;
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RsadYy =T,

Now, if Y3 and Y4 come from different equations, then the above holds with at most
1/(2" — r — 2q)? probability as each of Y5 and Y, are sampled from a set of size at
least (2" — r — 2¢). The interesting case arises when they are from the same equation,
say (k). In this case the above equation holds if and only if R; ®R3 = T; & T(). Thus,
we have a modified system

RIOR; =T; o TH
RidYe=T,;

Now, once we fix ji1, j3 and (k) all other indices are fixed (remember, (i) is fixed
throughout). Thus, we have at most 2r2q choices and each choice holds with at most
1/(2™ —1)(2" — r — 2q) probability, which is less than the probability in other cases.
All in all, by taking the maximum probability, in this case we have

1 1
Z COV(leyj27Xj3,j4) < 247“2(12 ((2”—7‘—2(])2 — 22?1)
{41,42,33,44}NF | =2
{71,923 #{js.Ja}
96(r + 2¢q 3q2
= (an) (17.20)

Case D: |{j1,72,7J3,ja} NF| = 1: W.Lo.g. assume j; € .#. The most interesting case
here would be if j;3 and js correspond to the same equation index say (k), in
which case xj, j, happens if and only if T; = T(). But since T; is uniform and
independent of T(*), the overall probability in this subcase is still 1/2"(2" —r —2q) <
1/(2" —r —2q)(2" — r — 2q). Again by taking the maximum probability across all
subcases, we have

1 1
Z COV(XJ'IJ2,X]'3,J'4) < 487‘(]3 Tom o H\3 — oin
I{]17‘727]37]4}mj|:1
{1.d2}#{js.da}
192(r + 2¢q 2q3
= (23) (17.21)

Case E: [{j1, 2, j3, ja} NF| = 0: Using a similar argumentation as above, we have

1 1
4
o Z COV(le,jzan3,j4) < 16¢ ((271_7"_2(])2 — 22n>
[{71,42,73,j4}NF|=0
{1,923 #4434}

64(r + 2q)q*
< (Q?m) (17.22)
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A cursory look shows that the covariance across all the cases is in O((r + 2¢)°/23"). In
particular, after appropriate simplifications, we have

400(r + 2¢)°
Z COV(thjz’st,sz) < (23n) (17.23)
J1,42,93,J4a€FUF
{d1,923 #4394}
Then, (17.10) follows by taking square root on both sides of (17.16) after appropriate
substitutions from (17.17) and (17.23). O

17.2 INSTANTIATIONS OF COVER-FREE HASH FUNCTIONS.

For a diblock hash function H : % (n) x {0,1}* — {0,1}" x {0,1}" we can construct
the truncated diblock hash TH : % (n) x {0,1}* — {0,1}"72 x {0,1}""2 as TH(z) :=
(Trunc(Hi(x)), Trunc(Ha(x))), where Trunc : {0,1}" — {0,1}"~2 truncates the first two
bits of its n-bit input.

Now let us define the functions PHash : % (n) x {0,1}* — {0,1}" x {0,1}" and
LightHash : % (n) x {0,1}* — {0,1}" x {0,1}", as follows:

PHash, ‘ LightHash,

Input: m = m[1]||- - [m[k] € ({0,1}""2)% | Input: m = m(1]||- - [m[k] € ({0,1}~*)*

Ay < Trunc(m(0)) for i € [k],

Ay « Trunc(mo(1)) Z[i] = mo((i)s—2[lml[i])

for i € [k], [l Z[1|@ Z)2|® - & Z[K]
Wi] + mli] ®21- Ag @ 2% - Ay z[2] « 2. Z[1] @ 282 Z[2] - - @ Z[K]
Z[i] « wo(WTi]) return z := (z[1]||x[2])

z]l] «+ Z[1|® Z[2]--- ® Z[K]

z[2] «— Z[1]@2-Z[2]--- @2k 1 Z[k]

return z := (x[1]]|z[2])

Two instances of CfHs will be the truncated versions of the above hash functions, TPHash
and TLightHash, respectively. In fact, we have that 1k-PMAC+ = 1k-DBHtS Tppash and
1k-LightMAC+ = 1k-DBHtS TLightHash-

17.2.1  Affine bad events.

For a diblock hash function H, any x = (1, ...,24) € (Z)4 and ¢, c1,c2,c3 € {0,1}2, we
define:
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COLLS*(x) : 3*i,j € [q) such that Hg (z;) ® Hyc (x;) = (c1/|0™2, c2]|0"2)
COLL1S,(x) : 3*4,j € [q] such that Hj(x;) © Hi () = c[0" 2.
COLL2%;(x) : 3*4,j € [q] such that Hz (z;) ® Hx (2;) = c||0" 2.

AP13%(x) : 3%i,j,k, 1 € [g] such that

Hiye(2;) © Hy () = e1[|0" 2 A Hi (25) ® Hi (wx) = c2]| 0"
ANH(zp) ® Hi (1) = 3|02
AP27%(x) : 34,4, k,l € [g] such that
Hi () ® Hi () = 1[|0"7? A Hye (25) © Hye (1) = 2|0
N Hi(wy) © Hy (1) = e3]|0" 2.
AP27%(x) : 3"4,4,k € [¢] such that
Hi () ® Hi(2j) = 10" 2 A Hpe () @ Hie () = e[ 0772
MC1% % (x) : 3"4,4,k, 1 € [q] such that
Hic(2;) ® Hye(z5) = e1[|0" 2 A A Hpe (i, ) @ Hie (21,) = ¢ 0"
MC2%7(x) : 3*4,4,k,1 € [q] such that
Hi (2;) ® H(z5) = e1|0" 2 A A Hi (wi,_,) ® Hig (21,) = e[| 0" 7

One can readily check that

COLL1ry(x) = \/ COLL1%(x)

COLL2ry(x) = |/ COLL2%(x)

ce{0,1}2 ce{0,1}2
APLI(x) = \/ AP1%(x) AP ()= \/  AP2e(x)

(c1,c2,c3) (c1,c2,c3)

€({0,1}?)3 €({0,1}?)3
COLLry(x) = \/ COLLE™(x) AP (x) = \/  APL%(x)

(c1,¢2) (c1,¢2)

€({0,1}?)? €({0,1}?)3
MClEy() =\ MC1E™ () MC2ry () =\ MC2 " (%)

c(o112)° c({01)2)°

(17.24)
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Figure 17.2: 1k-PMAC+

17.2.2 TPHash.

Our bad event analysis heavily depends on the one presented in [KLL20]. We tailor their
bounds according to our needs while highlighting the main aspects of similarity and
departure between their results and ours.

Similar to the PMAC+ analysis in [KLL20] we define analogous auxiliary events as
follows: Let the i-th message be m’ = m’[1]|| - - - [|m’[¢;] € ({0,1}"=2)%, i € [q]. Fori # j €
lq], let £ = min{¢;,¢;} and ¢’ = max{{;,¢;}, then we can define the index set for which
m'[k] # m?[k] as

L= {kec[f]:mk] #mI[k]} U+ 1.0]

We define the following random variables: Dy := Trunc(m(0)), D; := Trunc(mo(1)), and
Wi = Wi[1]|| - |Wi[¢;], where Wi[k] = mi[k] @ 2% - Dy @ 22% - D;. We further define the
random index sets where W? and W/ collide as follows:

Iol = {(4,5) € ([q])2 : F*k, k' such that W'[k] = W/[K]}
Jeol = {(3,7) € ([g))2 : min{I;;} < ¢; and 3k such that W' [min{I;;}] = W’ [k]}

Then the auxiliary events are:

Auxi; : Dp=0vD; =0

Auxs @ Ji € [g], 3k, k' such that Wi[k] = W[K/].

Auxs : Ji € [q],k € [¢;] such that Wi[k] € {0,1, 7, (0)}.

Auxy @ |Icol| > s, where s = 2" /45.
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Auxs @ |Jeol| > & where s’ = {q
and let Aux = V5 Aux;.

Lemma 17.5. For m = (m' : i € [q]) and ¢, ¢1, c2,c3 € {0,1}2,

2

40
Pr (COLL%,:,?S,MO (m) A —\Aux> < 22%

252 4s 2 2v2¢2 8sq®  96¢2 8q¢*
e e V2G| Ssa” | 968 | Sq
22n on on 2377,/2 22n 22n 23n

Pr (APLE22 (m) A —Aux) <

Proof Sketch: First we note that, the following pairs of events, the left defined in [KLL20]
and the right defined in this paper, are equivalent in the single-key scenario:

Badi = COLLpy,q,, (M), Badz = APy, (m)
Analogous to Eq. (10) and (11) of [KLL20], we can write, for any ¢ € {0,1}?,

PHash,lTO (m") @ PHashirO (m?) =c)|0"? <= A;-Z[1]®-- @ Ay - Z[t] = ¢]|0" 2
PHashZ (m’) & PHash2 (m?) = c[|0"™? <= By -Z[1]& - & B - Z[t] = c[|0" 2

0

where, for (i,7) € ([q])2, {W[1],..., W[t]} := {Wi[1], ..., Wi[&]} U{WI[1],...,WI[¢]}, and
for k € [t], Z[k] := 7o (W[E]).

Thus, borrowing from the analysis of [KLL20], each of the events in the statement
of this lemma can be written as an event that a system of equations AZ = c¢ holds,
where Z is a vector with k-th component Z[k], and ¢ depends on the indices ¢, ¢1, c2, c3
of the corresponding event. If ¢ ¢ €(A), then this system of equations will hold with 0
probability. If ¢ € €(A) then the probability that this system of equations holds, depends
on the rank of A and not on ¢. So we have that

Pr (COLLEZ,  (m) A—~Aux) < Pr (COLLZL,,  (m) A —Aux) = Pr (Badi A —Aux)
Pr (APlCPlHC;Sij (m) A ﬁAux) <Pr (APlgﬂfshﬂo (m) A ﬁAux> = Pr (Bada A ~Aux)

Thus we can use the bounds on the corresponding bad events from [KLL20] to get our
result. O
The probability analysis of the events AP2§,1,4225fi0 (m) and APl‘F:},f;ShWO (m) are similar to

the analysis of the events APlEIHZZin (m) and COLLElljliihﬂO (m), respectively.

Lemma 17.6. For £ < 2"2, m # m’ € ({0,1}"=2)=f, and c € {0,1}2, we have
Pr (PHashy, (m) & PHashy, (m') = ¢[|0"%) < =~

Pr (PHash2, (m) @ PHash (m') = ¢[|0"%) < =~
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Proof. Let m € ({0,1}"2)¢ and m’ € ({0,1}"2)’". Note that the claim is trivial £ = 1 and
we ignore this case.

Let i be the maximum block-index where m and m’ are distinct, precisely,
P = l if ¢ >0
max{j < ¢:ml[j] #m'[j]}, ifl=1

Consider the random variables:

Do = trunc(=(0)), Dy = trunc(w(1)),
WIi] = m[i] ®2°- Do ® 2% - Dy, Z[i] = wo(W[i]), i€ [/
W/[i] = m/[i] © 2" - Do @ 2% - Dy, Z'[i] = mo(W'[4]), i€ [l

Let us define the following events:

E1 :Do =0

Ex: \/ (W[l =0vW[j]=1)v \/ (W[l =0vW][i]=1)
Jjeldg Jel']

Es: \/ (Wil = W[ v \/ (W[i] = W[j])
Jeld JEW]
j#i

Note that Pr (c- Trunc(m(a)) = b) = 4/2" for any a € {0,1}" and b,c € {0,1}"2 with
¢ # 0. Hence, for any a1, ...,a, € {0,1}"* and b, cy, ..., ¢, € {0,1}"2 with ¢, # 0, we have

Pr(cy - Trunc(w(a1)) ® -+ @ ¢ - Trunc(w(a,)) = b)

= Z Pr (Trunc(w(a,)) = V) Pr(w(a;) = b, Vi € [r —1])
s
e{0,1}™
all distinct

4
[ —
S+l

where b; = trunc(b)) and ¥/ = ;' (b&cy by - B cr_q - by—y). Similarly for any
ai,...,ar € {0,1}" and b, cy,...,c. € {0,1}"2 with at least one ¢; # 0, we have

1
PI‘(Clﬂ'(al)@@Crﬂ'(GT) :b) S m (1725)

This implies Pr(E;) = Pr(trunc(w(0)) =0) = 4/2", Pr(Es | E{) < 4¢-4/2", and
Pr(Es | ES AES) < (20—1)-4/2".

Now the event PHash}rO (m) ® PHash}TO(m’) = ¢||0"2, is equivalent to Z[1] & - - - ® Z[{] @
Z'[1])@®-- o Z'[l']| = c||0"2. Of course, if any two Z-random variables are identically equal
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then they cancel out. However, conditional on E§ A E§ A E§ we have Z[i] # Z[j],Z'[j'] for
any j € [m]\ {i},7’ € [m/] and Z[i] # 0,7 (0), 7 (1). Hence from Eq. (17.25), we have

Pr (PHashy, (m) @ PHashy, (m) = ¢[|0"2 | E{ A ES A ES)
1 <
—2r—(m—1)—-m/'—2 ~ 2n -2/

<2/2"

assuming ¢ < 272,
Since for any two events A and B, we have Pr(A) = Pr(AAB) + Pr(AAB¢) and
Pr(AAB) <Pr(A)and Pr(AAB) <Pr(A|B), we have

Pr (PHash}\.0 (m) ® PHashi‘.0 (m') = c[|0"?)
< Pr(E;) + Pr(Es | Ef) + Pr(E3 | Ef AES)

+ Pr (PHash,lm (m) ® PHash;.0 (m') = ¢||0" 2 | E{ AES A E§)
< 4 16/ 8¢ —4 2 < 26/

T TH TR T T

Same argument shows that Pr (PHashZ, (m) @ PHash’. (m') = ¢[[0"~2) < 26¢/2". O
Corollary 17.6.1.
. 136¢2 . 13(¢?
Pr (COLLlPHaShWO(m)> < —n Pr (COLL2PHash,,O(m)) S o
e 130¢> e 134>
Pr (MClg;,asv;"O (m)) < Pr (MC27§AIQ;EWO <m)) S S oon

The Corollary 17.6.1 follows from Lemma 17.6 by simple application of the Markov’s
inequality.
Finally, we bound the auxiliary events

Lemma 17.7. We have

3lq 2 (2q
Pr (AUX1 V AUX3) < on 9 + on Pr (AUXQ) < ont1
02> lq*

Pr (Auxg) < “on Pr (Auxs) < oo

Combining these bounds we have

(2480 22 (g

Pr (AUX> S 2n+1 s-2n s .9on

Combining Eq. (17.24), Lemma 17.5, Corollary 17.6.1 and Lemma 17.7 we have the
following result:
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(Ds—2llm[1]  (2)s—2llm[2] (O)s—2[m[l]  ——
. | | '
) ™0 0 ™1
Z[1] Z[2] Z[¢] H— ¢
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2@71-»? 2@72-»? 20-»? Yy
0" -0 - T -0
Figure 17.3: 1k-LightMAC+
Lemma 17.8. TPHashy, is a (€1, €2, €3, 0)-CfH where
264q> 164¢> 2% . 130¢> 164>
e1(p) = on e2(p,3) = 920 es(p, s) = T g.on (p) = o
25 ds | 2 2v2¢%  8s¢® | 96¢% | 8¢
ez(p,4):8-<‘§+s 2 2V2¢ Ssqt 960 Sq
922n on on 23n/2 22n 22n 23n
17.2.3 TLightHash.
As before, we let the i-th message be m! = mi[1]||---||m'[¢;] € ({0,1}"*)%, i € [q].

Note that, mi[k] # m/[k] <= Zi[k] # Z/[k] for any k € [max{¢;,(;}], where Z'[k] :
o ((k)s—2|/m'[k]). Moreover, Z'[k] # Z/[K'] for any k # k', i,j € [q]. Let us fix (i, 5) € ([q])2,
define {Z[1],...,Z[t]} := {Z'[k] : k € [;]} U{Z'[K] : k € [¢;]} and partition [t] := I; U
IZ} U Iﬁ’ where

L= {ket]: Z[k] = Z'K) # ZI[K), K € [max{¢;, ¢;}]}
Lzi={ke [t] : Z[k] = Z'[K') = Z7[K'], K’ € [max{¢;,¢;}]}
7= {ke[t]: Z[k] = Z[K] # Z'[F], K € [max{t; (;}]}

Then we have
LightHash}, (m') @ LightHashy, (m?) = ¢[0"2
= A Z[l]® - ® A Z[t] = c[0" 2
LightHashZ, (m') @ LightHashZ (m’) = c[|0"?
< B-Z[1]®---@ B - Z[t] = c[|0" 2

where
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e Ay, =1forke IE]- L IJ, A, = 0, otherwise.
e B;, = 20 for some g, if k € Ifj L IZ;, otherwise Bj, = 28 @ 27 for some £, 7.

Due to this similarity with PHash, the argument given in Lemma 17.5 also holds here,
giving us

IN

Pr (COLLE}é?tHash,,O (m))

Pr (API A, (m)

0,0
Pr (COLLLightHash,,O (m)>
0,0,0
r (AplLightHash,,O (m)>
0,0,0
r (AP2LightHashﬂ.0 (m)>

Lemma 17.9. Assume ¢ < 2" /4. Then in the ideal world,

<P
Pr (AP, (m)) <P

2 2
0,0 q
Pr (CO'—'-Lig,rhtHash,rO (m)) < Son

Proof. We fix (i,7) € ([g])2 as above, thus fixing {Z[1],...,Z[t|} and partitioning [t] =
Izj L I;j L IJ We can make the following observations about the index sets:

© ULz # () since otherwise m‘ and m’ will not be distinct.
. ’IEj L IJ\ > 2 because otherwise LightHash, (m?) # LightHash}, (m/).

If we consider the system of linear equations representing the events LightHash,lTO (m?) =
LightHash, (m7) and LightHashZ (m?) = LightHashZ (m/), respectively:

A Z[l] @@ Ay - Z[t) = 0"

By Z[1|®---@® B - Z[t] = 0"
then the above observations about the index sets imply that there are two distinct indices
kK € IEj L IJ such that A, = Ay = 1 and By, = 2°, By, = 27 for distinct 5 and ~. This

implies that the above system of linear equations has rank 2, and hence will be satisfied with
probability (27),_5/(2"); = 1/(2" —t+2)(2" —t+1) < (2" —2042)(2" — 20+ 1) < 4/2%"
for ¢ < 2" /4. Since there are q(q¢ — 1)/2 tuples (i,7) € ([¢])2, we have our result. O

Lemma 17.10. Assume that ¢ < 2™ /8. Then in the ideal world, one has,

4 2 2
0,0,0 q q 2 96q
Pr (AP]'L/ghtHash.,rO (m)> < 3. 23n + 2. 23n/2 + 27 + 922n
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Proof. Let us fix (4, 7,7, s) € ([g])4. We want to find the probability of the event

E(i,j,r,s): (LightHashi‘.0 (m') = LightHash,l‘.O (m?))
A (LightHash2, (m7) = LightHashZ (m")
A (LightHashy, (m") = LightHash), (m*))

Let {Z[1],...,Z[t]} = {Z![k] : k € [t]}U{ZI[k] : k € [¢;]} U{Z"[k] : k € [6,]} U{Z°[K] : k €
[¢5]}. Also let us partition [¢] in three ways as [t] = I, U UL ULy =I5 UL7 U5 U
L, =17, UL gUIFg UL where
I; o= {k: Z[k] = Z'K'] # 29[k, K € [max{l;, ¢}, 4, (s }]}
I7i={k: Z[k) = Z2[K'] # Z'[K'], K’ € [max{t;, £;,0r, 0s}]}
Iz = {k: Z[k] = Z'[K') = Z7[K'], k' € [max{t;,4;, 0, s }]}
L= {k:Z[k] # Z'[K'), Z[k] # Z7[K'], K € [max{t;,¢;, 4, 0s}]}
and the rest of the index sets are defined analogously.
Then the above event can be represented by the following system of equations

A Z[) e @A Zt] =07

By-Z[1]|®---@® B - Z[t] = 0"

Ci-Z[l]®---@aC-ZL[t] =0"
where

o A, =1ifkc Iij L IJ’ and A; = 0 otherwise.

e B, = 2P for some § if k € 137« ULz, By = 28 @27 for some 3,7 if k € I}F’ and

B = 0 otherwise.
e Cp=1ifk €Iy, UI 5, and C; = 0 otherwise.

As observed in the proof of Lemma 17.9, ‘IE]' L IJ’ > 2and |I7,UI,5| > 2. Let us call

the coefficient matrix of the above system of equations M ("77%), its first row as A(#7:7%),
second row as B("/"%) and third row as C("/7%), Let us write ([¢])4 as union of three
index sets, ([¢])s = J1 U J2 U J3, where J; are defined as follows:

31 :={(i, 4,7, ) : rank(M I 75)) = 3}

Jg = A{(i,j,r,s) : AWIms) = ¢lbdirs)yy

Jg:={(i,4,7,8) : BBI) = ¢ AGIT3) @ ¢, 0I79) for ¢y, ¢q # 0}
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For (i,7,r,s) € J1, the probability of the Z-variables satisfying the system of equations is
(27);—3/(2"); < 8/23" for £ < 27 /8, since t < 4¢. Thus we have

.. q
Pr !( \/ E(z,],r,s)] < 3 98n (17.26)

i,j,T,S)EJl

Now let us define the equivalence relation over ([q])2 as (i,j) ~ (r,s) if I;. U Iij =

Ir, ULz If (i,5) ~ (r,s), then AWIms) = C63m8) which implies LightHash;.0 (m?) =
LightHashy, (m/) <= LightHash} (m") = LightHash), (m®). Suppose the above relations
partitions ([g])2 into ¢ equivalence classes ([¢])2 = C1U---UC.. Fora =1,...,¢, consider

the events E, that LightHash, (m’) = LightHash), (m?) for every (i, ) € C,. Thus from Eq.

(17.25) we have that

1
< -
Pria] < o507

since |I;j L IJ| < 2( for all (i,7) € Cy. Now we have

i,4,7,8) a€lc] (4,5),(r,s)€Cq

Pr |: \/ E(i,j,r,s)] =Pr |: \/ \/ E(i,j,r,s)]
( €J2
< iPr { \/  E(i4r 3)]

(4,5),(r,s)€Cq

= ZPr[Ea] -Pr ( \/ LightHashZ (m’) = LightHashZ (m") | Ea)
a=1

(4,7),(r,s)ECq
- 1 : |Cal?
< [EE— —_rt-al
= ;Qn—2£+1 mln{2(2n—2£+1)’1}

where the last inequality follows from Eq. (17.25) and the facts that A(+77*) and B(:3:7)
are linearly independent, and that ’I} UIzU I}F’ < 2¢ for all (j,r) € C,. Note that
1/(2" —20+1) < 2/2" for £ < 2"/8. Subject to the condition that )7 _, |C,| = (), the sum
S min{|C,|?/(2(2" — 20+ 1)), 1} is maximized when ¢ = [(§)/2"/2] + 1, |C,| = 2/2
fora € [c—1] and |C| = () — (¢ —1)2"/2, in which case we have

N2 (|G, ¢ 2

c=1

Thus we have

2
. q 2
Pr [ \/ E(Z,],T,S):| < W—i_QTL (17.27)
(

i7j7T7S)€J1
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Finally we consider (i,7,7,5) € J3. In this case B/ = ¢; A(375) 4 ¢, 0(0375) This
linear dependence implies the following;:

e ¢, =20 and ¢y = 27 for some 3, 7.

. (IZj L IJ)A(I;S UI3) = I U I;7.2 Also By, k € I, are all distinct, and similarly,
By, k € 17 are all distinct

e (I- UI-)N(If,UI,5) = I-_. From the definition of the index sets, this reduces

17 1] ar
to 15NI5, = I If for k € L5 Z[k] = ZI[K'] = Z"[K'], then By, = 25—+ 4 26=F,
Since 2¢ + 2° = 2¢ + 2¢ implies either (a,b) = (c,d) or (a,b) = (d,c), and since in
this case for every k € IjF’ By, = 2% + 27, we have |I;F| =1
Thus the following assumptions made in proof of Lemma 4 of [KLL20] holds true:

e B(5375) does not contain the same entry more than twice.
o Bldr:9) contains at least two different non-zero entries.

e Each of A(&3:78) and C(497%) contains at least three ones.

The rest of the analysis is exactly the one presented in the proof of Lemma 4 of [KLL20],
except the ignorable fact that the coefficient of Z/[k'] is 2%~ (instead of 2 as in the
[KLL20]), which however makes no changes in the argument presented. Thus following
the proof of Lemma 4 of [KLL20], we have

. 244° 964>
P < < .28
' \/ (Girs)| = G D@ —at2) = o (17:28)
(l,],T,S)EJg
for ¢ <2m/8.
Combining Egs. (17.26), (17.27) and (17.28) we have our result. O
The probability analysis of the events AP2E}éf12tﬁzshﬂO (m) and APlE}éfftHashﬂo (m) are
similar to the analysis of the events AP1; /%5 o, (m) and COLL{ 4%, ho (m), respectively,

and we get the same probability bounds.

The exact same arguments given to prove Lemma 17.6 can be used to prove the following
statement, keeping in mind that we do not need to consider the events E; and E,, described
in the proof of Lemma 17.6, for LightHash:

Lemma 17.11. For £ < 2772, m # m’ € ({0,1}"2)=f, and ¢ € {0, 1}2, we have

1
Pr (LightHash), (m) & LightHashy, (m') = ¢/[0"?) < S—n
1
Pr (LightHash2, (m) & LightHashZ (m') = ¢/[0"?) < S—n

2 For two sets A, B, we denote their symmetric difference as AAB := (A\ B)U (B\ A)
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Corollary 17.11.1.

c 4&]2 c 48(]2
Pr (COLLlLightHash,,o (m)> < n Pr (COLLzLightHashﬂ.O (m)> < on
— Alg? S Alg?
Pr (MClLlightHash,,o (m)) S s.on Pr (MchlightHash,,o (m)) = 5. on
Thus we get our desired result:
Lemma 17.12. TLightHash, is a (1, €2, €3,6)-CfH, where
80q> 8¢ 25 . 44q? 8¢
él(p) = on 62(/)7 3) = 2%7 63(/)73) = 5-3n ) 5(/0) = 2%

4 2 2
q q 2 96q
e2(p,4) =8 <3'23n + 5oz +2n+22n>
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Part IV

REFLECTIONS

In this final part we summarize the dissertation and explore the possible future
directions that our works inspire.






CONCLUSION AND FUTURE DIRECTIONS

In this thesis we have explored different variants of the Mirror Theory problem, CMTP, BMTP,
CRMTP and RPRMTP, achieving optimal or near-optimal lower bounds on the number of
solutions in each of the cases, backing them up by mathematically rigorous and verifiable
proofs. We have also applied the respective bounds for beyond-birthday-bound security
analyses (tight in most cases) of different constructions, that have their own rich history
and importance in the symmetric cryptography landscape: PRP-to-PRF constructions,
like XOR1, XOR;5, XORP, 2k-HtmB-p2, sum of Even-Mansour, MACs like 1k-PMAC+ and
1k-LightMAC+ , the PRF-to PRP-construction six-round Feistel, and the TBC construction
like 4-LRW1 and 2-LRW2. In this dissertation, we have tried to paint an elaborate picture
of the variety and depth of the Mirror Theory problems, both as a theoretical pursuit and
a practical tool for tackling provable security analyses.

However, it is always good from a research perspective if you have more questions than
answers. Indeed, the works presented above opens up many unexplored alleyways and
unclosed gaps.

OPEN VARIANTS OF MIRROR THEORY. The Mirror Theory problem is a very general
one, and we have only dealt with very few very structured subclasses of it. So of course,
there remains many more problems to cover:

¢ In this dissertation we have only considered mirror theory problems where the system
of non-equations is both bivariate and homogeneous, i. e., the non-equations are of
the form X @ X # 0". However there are cryptographic constructions like the Feistel
network with permutations as underlying primitives (used for domain extension
of permutations), whose security analyses lead to a systems of non-equations that
are not homogeneous. Thus to find a tight lower bound to system of equations and
non-homogeneous system of non-equations is an important open problem.

* We have also restricted our attention to the binary field IF5' with its involutory
operation @. Also our proof strategy for CMTP inherently depends on the underlying
field being of characteristic 2. It will be interesting to extend the results to a different
tield, where the binary operation is not involutory.

OTHER OPEN PROBLEMS. In this dissertation we have presented a birthday-bound

attack on TNT and a 3n/4-bit security of the LRW+ paradigm. This leaves us with two
important research directions:
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¢ Is there any TBC construction using only three blockcipher calls, like TNT, that
achieves BBB security? We believe this will have a negative answer.

¢ The security bound for 4-LRW1 is not tight. So either we need to look for a matching
attack, or a tighter security analysis that results in more than 3n/4-bit security.
It is worthwhile to note that the the lower bound analysis for BMTP in tweakable
permutation setting, is not tight enough, since unlike the CMTP case, we have not
probed beyond the link deletion equation. We hope a tighter lower bound analysis
of BMTP in tweakable permutation setting would lead to better security bound for
4-LRW1.

BEYOND MIRROR THEORY. We would also like to note that we have proved n-bit
security of the XOR3, whereas the only attack against it, proposed by Patarin, requires
O(23"/2) queries. However the lower bound analysis of the corresponding BMTP problem
for &max = 2 seems to be tight enough and might not lead to better bounds. However, in
a recent work [Din24] by Itai Dinur, awarded the best paper in EUROCRYPT 2024, has
proved 3n/2-bit tight security of the XOR2 construction, introducing the novel strategy of
bounding (sums of) Fourier coefficients of the transcript distribution function. In fact they
proved that the xor of r independent permutations leads to ¢/2("~1/2)" single-user security
and \/UGmax /2" ~1/?" multi-user security. The results imply that this methodology might
be quite powerful, and worth looking into.
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APPENDIX

A.1 PROBABILITY THEORY

We present here a general overview of probability measures on any measurable space, and
then tailor it according to needs of this dissertation.

Definition A.1 (o-field). For a set Q, we call F C 22 a o-field if the following conditions are
satisfied:

e Nc ¥
e AcF < A°cF

e For any countable collection of sets, {A; : i € J}, such that A; € .F, Vi € F, we have
UiGJ Al € 7.

Definition A.2 (probability measure). Given a set ) and a o-field .F over O3, we call 2 : F —
[0, 1] a probability measure over .7, if the following conditions are satisfied:

* r(0)=0.
e n(Q) =1

e For a countable collection of mutually disjoint sets in .F#, {A; : i € F}, we have,
R (UieJ 4;) = Yicr R(Ai).

For a o-field .# over () and a probability measure 2 over .%, we call the triplet (Q), %, z2)
a probability space.

Definition A.3 (random variables/measurable functions). A function X : Q — () is called
(Z, F')-measurable, where 7 and F' are o-fields over Q) and (Y, respectively, if X1 (A) € 7,
VA € Z'. In probability theory we alternatively refer to a measurable function as a random
variable.

Definition A.4 (probability measure induced by a random variable). Let (Q), %, z2) be
a probability space, and let .F' be a o-field over (Y. A (F,.F')-measurable function (random
variable) X : QO — () induces a probability measure, denoted yx, on %', which is defined as

ax(A) = n(X"1(A)), VA e 7.
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In this dissertation we will only consider finite sample spaces, more specifically the most
commonly used one will be the space of all n-bit strings, i.e., 3 = {0,1}" for some n € N,
or some structured subset of it. Now if a o-field .7 over () contains every singleton subset
of O, i.e, {w} € .Z, Ywe Q, then F = 2. We most commonly use the probability space
({0,137, 2{01" '4,,), where the uniform probability measure ., is defined on the singleton
sets (also called atoms) as w,({w}) = 27", Yw € QL.

All random variables considered in this paper maps n-bit strings to m-bit strings for
some n,m € IN. Since we assume the convention that the respective power sets will be
considered as o-fields over the respective sample spaces, we stop mentioning the o-fields
with respect to which a function X : O — ()’ is measurable, since in this case any such
function will be trivially measurable.

Now consider the probability space ({0,1}",2{%1}" #,), and a random variable X :
{0,1}™ — {0,1}™, then the probabilty measure induced by X will be defined on the atoms
as ax({w'}) = {w € {0,1}" : X(w) = '} - 27" for all " € {0,1}"™. We also denote the
quantity zx({w'}) as Pr (X = w’).

For any probability measure z defined over (Q,2?), we define the corresponding
probability distribution, denoted by f, : Q — [0, 1], as the function that maps w — 2z ({w}).
We abuse notation and denote f, by z itself. This is because one is complete determined
by the other, due to the additive property of the probability measure. We define the support
of a probability distribution z as Supp(z) := {w € Q: m(w) > 0}.

Definition A.5 (expected value). Let X : (O — Q) be a random variable over a discrete probability
space (0,22, ), and f : Q' — Q) be a function. Then the expected value of f(X), denoted as
Ex (f(X)), will be defined as

Ex (f(X)) := > f(x)mx(z)
xe)

Definition A.6 (variance). Let X : QO — Q) be a random variable over a discrete probability space
(Q,2% ), and f : O — Q" be a function. Then the variance of f(X), denoted as Varx(f (X)),
will be defined as

Varx (f(X)) := Ex (£2(X)) = (Ex (f(X)))* = > f(2)*ax(x) - (Z f(w)Qﬁx(w)>

ze) xzeQy

The last equality may not hold in general for any real valued random variable X,

Varx (f(X)) = Ex (f2(X)) — (Ex (£(X)))".
A.1.1  Statistical Distance
Statistical distance is a metric defined over the space of probability distributions on a finite

sample space (). It is called the total variation in the statistics community. It is used to
define the distinguishing advantage and hence is the primary metric in cryptography.
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Definition A.7 (statistical distance). The statistical distance between two probability distribu-
tions zo and g1 on a ﬁnite sample space () as

A(z0, 721) Z |20 (w (w)]
wGQ

For two random variables X and Y, we abuse notaiton and define the statistical distnace between
them, as A(X,Y) := A(zx, 2y).

We state the metric properties of statistical distance in the following lemma, which
follows quite easily from the definition, and hence we skip proving it explicitly.

Lemma A.1. For any z1, p2, p3 € Z(Q)), we have
* A(y1, 22) > 0, the equality holds if and only if z1(w) = zm2(w) for allw € O
* Ami, m2) = A2, 1)
* Az rs) < Aai, re) + A7z, »3).
* Az, z2) < 1, the equality holds if and only if Supp(z21) N Supp(72) = 0.
The following lemma gives an alternate definition for the statistical distance:

Lemma A.z2. For pm, 21 € 2(Q), then
max(z0(4) = 21(4)) = z;maX{O, 70(w) — 21 (w)} = A0, 21)
we
The maximum is achieved when Qs C A C Q>, where
Qs i={weQ: m(w) > m(w)}
Os = {we O olw) > 1(w)}

Proof. Since for any w ¢ Q>, z20(w) — 21 (w) < 0, and hence obviously maxscq(720(A4) —
21(A)) is acheieved for Q> C A C O>. Now

A(70, 721) Z | 20(w (w)]
wEQ
S <m<w>-m<w>>+§ > (1)~ ()
wENS weOg
1

= §(ﬁ0(0>) —20(Q%) — (21(Qs) — 21 (Q2))
= 70(Q>) — 21 (Q>)
= 2 (o) = (@) = 3 max{0, mo(w) - 2 (w)}

OJEQ> we)
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Lemma A.3. Let X, Y : Q — Q) be two random variables defined over the same discrete probability
space (Q, 29, 7). Consider the function eop, : Q' — [0, 1] defined as eopt(r) = max{0,1 —
2v(x)/ax(x)}, and let € : QO — [0, 1] be any function such that e(x) > eqpt(z), Vo € (Y. Then
we can alternatively express the statistical distance as the expected value of €qp(X), and hence
bound it by the expected value of e(X):

A(7x, 7y) = Ex (€opt(X)) < Ex (e(x))

Proof.
Aax.av) = Y px(z) - zy(@) [ = {z €Q": ax(x) > rv(2)}]
zeQl
= > »x(@)-(1-av(@)/ax(r) = Ex (X))
zeQl

the last equality following from the fact that

_ av(z) . /
e(z) = Ty HTED
0, otherwise.

the inequality follows from the definition of expected value. O

Proposition A.1. For any real-valued random variable X, we have

E (X — E (X)) < y/Var(X).

Proof. We have

E(X—E(X)]) = /E(X-E (X))’
< VE((X~E(X))2) = /Var(X),

where the inequality also follows from Jensen’s inequality among others. O

Proposition A.2. Let Ry and Ry be two random variables with variances o} and o3, respectively,
and suppose their expectations follow the relation IE (Ro) > o > u1 > E (Ry), for some poy >
w1 > 0. Then, for = (uo + p1) /2, we have
4(02 + 0?)
Pr(Rg>p)—Pr(Ry >p)|>1—- 212
Pro =) = Pr =l = 1 G =

Proof. Let i := (uo — p1)/2. Then, we have

M= o — [ = [+ p1.



A.2 RESULTS USED IN THE SECURITY ANALYSIS OF LRW+ (SECT. 15.2)

Using Bienaymé-Chebyshev inequality, we have
Pr(Ro>pu) =1—Pr(Ry < p)

>1—Pr(Ro—po < —n)
Zl—Pr(RQ—IE(Ro)S—ﬁ)

g,

>1—Pr(|[Ro—E(Ro)| >7) > _fg (A.1)

and
Pr(Ry > u) <Pr(Ry > )
<Pr(Ri—p1 >n)
<Pr(Ri—E(Ri) >7)
2

gPr(\Rl—IE<R1>|>m§% (A-2)

The result then follows by subtracting (A.2) from (A.1). O

A.2 RESULTS USED IN THE SECURITY ANALYSIS OF LRW+ (SECT. 15.2)
A.2.1  Some Results From [[N20] on Hash Functions

Throughout this section, we fix t? = (t1,...,t,) € (7). Let # be a (7,n)-hash function
family with e-AUHF property. A pair of distinct elements ¢;,¢; € ¢19} is said to be colliding
for a function h € &, if h(t;) = h(t;). Then, for a randomly chosen hash function
H <~ 2, the probability of having at least one colliding pair in #7 is at most () - €. This is
straightforward from the union bound.

Independence of the hash functions implies the independence of the e-probability events
Hi(t;) = Hi(t;) and Ha(t;) = Ha(tx). Taking the union bound over (¢), pairwise distinct
tuples (7,7, k), we get

Pr (3%, j,k € [q], Hi(t:) = Hi(t;) A Ha(tj) = Ha(tr)) < q(qg—1)(g—2) - €%

Lemma A.4 (Alternating Collisions Lemma [JN2zo0]). Suppose H,, Hy are two uniformly and
independently drawn functions from an e-AUHF # and t9 € (T )q. Then,

Pr (H*i,j, k.l e [q], Hl(ti) = Hl(tj) A Hl(tk) = Hl(tl) A Hg(tj) = Hg(tk)) < q261'5.

Lemma A.5 (Alternating Events Lemma [JN2o0]). Let X? = (X,. .., X;) be a g-tuple of random
variables. Suppose for all i < j € [q|, E; j are events associated with X; and X, possibly dependent.
Each event holds with probability at most €. Moreover, for any distinct i, j, k,l € [q], F; j 11 are
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events associated with X;, X;, Xj, and X;, which holds with probability at most €. Moreover, the
collection of events (F; j 1) j ki is independent with the collection of event (E; ;); ;. Then,

Pr(3%,j,k,0 € [q],Eij A Exy A Fijrg) <@ e Ve

Let X? = H(t?). We define an equivalence relation ~ on [¢] as: & ~ 3 if and only if X, = Xp
(i.e. ~ is simply the multicollision relation). Let &1, %5, ..., %, denote those equivalence
classes of [¢] corresponding to ~, such that v; = |%;| > 2 for all i € [r].

Lemma A.6 ([JNz2o]). E (37, v;?) < 2¢°%.
Corollary A.6.1 ((IML19; JN20]). Let vmax = max{v; : i € [r]}. Then, for some a > 2, we have

2¢%€

_= 2

Pr (Vmax > a)
a

A.2.2  Two Useful Inequalities From [N2o

Definition A.8 ([JNzo]). For r > s, let a = (a;);c|y) and b = (b;) je|s| be two sequences over IN.
We say that a compresses to b, if there exists a partition S of [r] such that P contains exactly s
cells, say P, ..., Ps, and Vi € [s], b; = Zjeg;i aj.

Proposition A.3 ([JN2o]). For v > s, let a = (a;);c|y) and b = (b;) je|5 be sequences over N,
such that a compresses to b. Then for any n € IN, such that 2™ > >~"_| a;, we have [[;_,(2")q4, >

[T, (2"),. -

Proposition A.4 ([JN2o)). For r > 2, let ¢ = (c;);c|y) and d = (d;);c[y) be two sequences over
IN. Let ai,a2,b1,ba € IN, such that ¢; < aj, ¢; +d; < aj+bj foralli € [r] and j € [2],
and Y ;_, d; = b1 + be. Then, for any n € N, such that a; +b; < 2" for j € [2], we have
H2:1(2n - Ci)di Z (2n - al)bl (2n - a2>b2'

A.3 PROOF OF CLAIM 15.0.1 USED FOR BIRTHDAY BOUND ATTACK ON TNT

PRELIMINARIES ON VARIANCE AND COVARIANCE: Recall that for any two indicator
random variables x and X/, the variance Var(x) and covariance Cov(x, x’) are defined as:

Var(x) = Pr(x) — Pr (X)2 , Cov(x,X') =Pr(x-x)—Pr(x) -Pr(x),

and for any random variable X that can be be written as a sum of indicator random
variables ), x;, we have

Var(X) = Var(xi) + 3 Covlxi: x;)-

i7]
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A.3.1  Upper Bounding Var(colliy)

Using the fact that colliy = >_,_; xi,j, we have
Var(collig) = > Var(xi;) + > Cov(Xij: Xky) (A3)
i<j 0,7,k

where the summation is taken over i < j,k < ¢,{3, j} # {k, ¢} Suppose there are v pairs
i < j satisfying i ~ j, where we recall that i ~ j if and only if ¢; = t; © d.
COMPUTING VAR(x; ;). Recall that Var(x;;) = Pr(x;;) — Pr(xi;)°. We can have two
cases, depending upon ¢ ~ j, or not:

A. i o j: In this case, using (15.7), we have

1 1

Var(xij) = 5 = 53n-

B. i ~ j: In this case, using (15.9), we have

1 1 1
Var(xi,;) < on T on=1 " 9

By combining the two cases, we have

1 1
S Var() < (5) 55+ o~ (3) g (a4

1<j

COMPUTING COV(Xxi,j, Xke). Recall that Cov(xij,xkr) = Pr(xi;-xwe) — Pr(xi;) -
Pr (x#,¢). We can have two cases, depending upon the size of |{7,j} N {k, (}|:

A. |{i,j} n{k,£}| = 1: Without loss of generality assume j = k, and consider the
following subcases:

1. 3i}, i, € {i,7,¢} such that i{ ~ i,: Note that there can be only one such (7}, )
pair. We consider the case i ~ ¢, as the other two cases are relatively simpler
(due to the independence of x;; and x; (). Note that the event x; ;- x; is
equivalent to x; ; - xi,¢, where of course we have abused the definition a bit as
j > i. However, the meaning is still clear from the context. Now the events x; ;
and x; ¢ are independent, since the j-th query uses distinct tweaks (¢;,t; + 9).
Thus, using (15.7) and (15.9), we have

1

Cov(Xij» Xj,e) < m
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2. Wiy, i € {i,j,k}, iy + i The two events are independent and identically
distributed, as all six tweaks are different. Thus, using (15.7), we have

Cov(xij» xj.0) < 0.

Now, there are at most v(q — 2) < ¢*/2 triples (i, j, ¢) that can satisfy case A.1..
Thus, we have

2
> Covl(xigs xke) < ;ﬁ (A.5)
i<j
k<t

{é.5}n{k,e}=1

B. |{i,7} N{k,£}] = 0: We handle this case depending upon the number of (¢},4) €
{i,7,k, £} such that i} ~ i,. Let r be the number of such pairs. Note that r cannot be
greater than 2. Thus, we have the following subcases:

1. 7 = 0: In this case, the two events are independent and identically distributed,
as all eight tweaks are distinct. Thus, using (15.7), we have

Cov(xij Xke) < 0.

2. r = 1: First, suppose (i},i,) € {(i,7), (k,£)}. Without loss of generality let
(19,15) = (4,7). Since {ty,to, tp ®,te B I} N{t;,t;} = 0 and k £ ¢, using (15.7)
and (15.9), we get

1 2

COV(Xi,j»Xk:,ﬁ) < m < 520

Next, suppose (i},15) € {(4,7), (k,£)}. Without loss of generality, let (¢,4,) =
(i, k). Note that {t;,ts,t; ®d,t, ® 0} N {ti,tx} = 0. Then, by conditioning on
the value of (M}, M}), the event ; ; - X% holds with probability 272", whence
using (15.7), we get

Cov(Xi,j» Xke) < 0.
3. r = 2: Since there are at most v < ¢?/4 choices for such quadruples, even a

loose bound on the probability of Pr (x;,; - xx,¢) will suffice. In particular, we
simply use Pr (x; ;). Using (15.9), we have

1 1 1
COV(Xi,j7Xk,Z) < on + on 1 920
Finally, since there are v¢? < ¢®/2 quadruples that satisfy B.2. and v? < ¢*/4
quadruples that satisfy B.3., we get

3¢ ¢ g
Z COV(XW" Xk:,f) < on+2 + 22n B 22n+2 (A6)
i<j
k<t
[{#,5}N{k,£}|=0
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From (A.3)-(A.6) and 2 < ¢ < 2", we have

4 2
Var(colliy) < L (A7)

2TL
A.3.2  Upper Bounding Var(coll.)

The internal variables arising in the execution of TNT; ,, are represented by the notations
from Fig. 15.2. In particular, we have M = 71 (m), Uy = M@ t;r, Uy = w2 (Uy), U, = Uy @9,
U, = w1 (U,), M, = U}, @ty, and M), = 7 *(M),), for all &' € [q].

We have coll.e =}, _ jelg] Xir where Y; ; is the indicator random variable corresponding
to the event M/ = I\/I;» in the real world. Recall that, for any i # j € [g], we have

1 1 1
P i) = _
ris) = it e s T @@ o)

2 1 3 1

on  on(2n —1)  2m(20—3) (20 —1)(27 —3)

For simplicity we write p := Pr (;,;). We will often employ the following inequalities

2 7

2
Z<p< o A.
on SP= o0 T (A-8)
Now, we have
Var(colle) = > Var(xi;) + >, Covl(xij Xks) (A.9)
i<j 1<j

k<(
{i,53#{k, 0}

COMPUTING VAR(Y; ;). By definition, we have Var(x; ;) = p—p?, forany i < j € [q].
Thus, using (A.8), we have
2 2
| 2
ZVar(Xm-) < —+4 2% (A.IO)

= on
1<j

coMPUTING COV(Xi,j, Xk,e). We have

Cov(Xijs Xke) = Pr(xij - Xke) — Pr(xij) - Pr(xue)

4
=Pr(Xij Xke) —P° < Pr(Xij Xue) — 7on (A.11)

where the last inequality follows from (A.8). So, from now on, we only have to handle the
joint event x; j k¢ = Xi,j * Xk,¢-

For the sake of simplicity, we perform the analysis, by conditioning on some arbitrary
value of 1 (m), say m. Looking ahead, the final bounds will be independent of this choice,
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so the bounds hold unconditionally, and we take this fact for granted. Let uy = m @ t;, for
all i/ € [q]. Then, Uy = u;.
As has been established before, the event x; ; occurs, if and only if:

Ei,: Ui@aj =§,or
Fij:UidUj#dand U@ U = t; @t;.

Let B} ;. o, EFijre FEijre and F?;, , denote the joint events (E;; NEge), (EijNFre),
(Fij NEky), and (F;; NFy ), respectively. Then, it is clear that x; j ¢ is a union of these
four events.

The way we move forward is to count the number of all valid choices (or assignments), de-
noted by (u;, Uy, Uy, Ug, wj, uf, uy, uy) for (Uz, Gj, U, Uy, Uz, U}, Uy, U) that satisfy the event
in focus. Then, the probability of the event is simply this count times 1/(2"),, where « will
denote a lower bound on the number of distinct elements in {u;, u;, ux, ue, u;, u;, uy, up}
for the event in focus.

Now, we can have two cases depending upon r := |{i,j} N {k, (}]:

A. r = 1: Without loss of generality assume j = k. Then,

Pr(xij,j.) = Pr(E}; ;s UEF;; ;e UFE; ;¢ UF; ;)

i
< Pr(E}; ;) +Pr(EF; ) +Pr(FE; ) +Pr(F;;,)
= Pr (EFZ'J,]‘,[) —+ Pr (FEZ‘J‘,]‘,g) + Pr (Fzz,j,jj) (A.IZ)

where the last equality follows from the fact that ¢; © 6 = t; = t, ® 0 if and only if
t; = tg, which is impossible. We handle the three summands one by one:

!

1. Probability of EF; ; ; ;- Any valid choice (u;, uj, 0j, Uy, uj, v’;, u';, uj) must satisfy

> Y0
* (u;,uj,uy) is pairwise distinct,

u; @’/U,\j =dand uy ¢ {al',’l/t\j},

(u27 u;) = (ujv ui)/

uy = u; Dt dt ¢ {u;,u;-,w} = {u;, uj, ue},

* (u;,uj, up) is pairwise distinct.

The first three conditions are obvious. In the fourth condition, uj, # u, follows
from 6 # 0". Now, u; has 2" choices, u; = u; ® 6, and u; ¢ {u;, u;} has obviously
(2" — 2) choices. Once we fix (u;, uj, ur), wy is fixed. Thus, there are at most
2" (2" — 2) choices. Further, from condition 3, we have |{u;, u;, us, u;}| = 4. Thus,
each valid choice occurs with at most 1/(2")4 probability, as at least 4 variables
are sampled in a WOR manner from {0, 1}". Thus, we have

1
@ -DE -3

Pr (EFi’j’j’g) S
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< (gt 140
= 22n 2n —1 o —3

1 8 12
S QTn + ﬁ + ?Tn (A13)

2. Probability of FE; ; j ;- By symmetry, we have

1 8 12
Pr (FE; ;) < gon Ve T om (A.14)

3. Probability of Fi ;.;.0¢ Any valid choice (Wi, Uy, Uy, g, uf, vy, uy, uy) must satisfy

* (u;,uj, uy) is pairwise distinct,

o ai@aj # § and aj@ag #£ 90,

U= u; Dt dt; & {us,uj}l,

* uy = u; Sty Pty & {uj,ue},

* (uj,uj,up) is pairwise distinct.
Now, @; @ t; = 0 (which is possible) a valid assignment would have (u}, u)) =
(ur, u;). But, this implies that this assignment also satisfies E; ;. Accordingly, we
refine the objective as

2 2 2
PI“ (F’L,j,j,e) S PI“ (FZ,],‘LZ ﬂ EZ,@) + PI“ (F'L,j,j,e ’ _\EZ,Z)

For the first summand we have at most 2"(2" — 2) valid assignments, each
occurring with at most 1/(2"), probability, and for the second summand we
have at most 2" (2™ — 1) (2" — 3)(2" — 4) valid assignments, each occurring with
at most 1/(2")¢ probability. Thus, we have

) 2 26 92

1590 < 5om T ogn T omm (A.15)

Pr (F — 22n 23n 24n

On combining (A.11)-(A.15), we get

¢ 2043
ZCOV(Xi,j7Xk,Z) < o3n + odn (A.16)
i<j
k<t
r=1

B. r = 0: In this case we have

Pr (xijxe) = Pr(E ;5 UEFi jre UFEi j ke UFY ;1 0)
§ﬁPr(Ez$kj)%—Pr(EF@ij)%—Pr(FE@mkf)%—Pr(FiLkI) (A.17)

We handle the four summands one by one:
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1. Probability of EZ% ; k¢t Any valid choice (Wi, Wy, U, U, uz, ufy, up, uy) must satisfy
o (u;,uj, uy, ur) is pairwise distinct,
L ﬂi@ﬁ\j =dand up DUy, = 6,
s (U;, u;‘a uﬁw Ué) = (u]> U, Uy, uk:)r
Now, (u;, uj;, Uy, U¢) can be fixed in at most 2™ (2" — 2) ways, as fixing u; fixes
uj, and fixing (u;, u;) leaves (2" — 2) choices for 4y, and this fixes @,. With this
the full assignment is fixed. Further, each such assignment holds with at most
1/(2™)4 probability. Thus, we have

18 12
2
Pr(Eijne) < g + 33 + ot (A.18)

2. Probability of EF; ; . : Any valid choice (u;, i, uy, U, u}, u’;, uj,, wy) must satisfy
e (u;,uj,uy, up) is pairwise distinct,

o ﬂi@ﬁjzéandﬂk@m#é,

(“{w u;) = (uj’ ui)l

o uy =y Dl Dty & {ug, uj, ug, ue},

uy & {ui, uj, up, u},
o (uj,u}, up, up) is pairwise distinct.

The fourth condition follows from § # 0", uy # § @ uy, and the fact that uj, = u;
(res. uy = u;) would imply 4y &0 = uj = u; B (res. g0 = u; = U; H0),
which is impossible. Similar argument holds for condition 5. Thus, in this case,
6 distinct values are sampled in a WOR manner from {0, 1}". There are at most
2™(2" — 2)(2" — 3)(2™ — 4) valid choices, each holding with at most 1/(2")g
probability. Thus, we have

1 12 20

Pr (EFi,j,k,é) < 2% + ﬁ + W (A-19)

3. Probability of FE; ; 1 ¢: By symmetry, we have

1 12 20

Pr (FEZ‘7]‘7]€74) < 2% + 237 + % (A.ZO)

4. Probability of Fi ikt Any valid choice (i, Uy, Uy, g, uj, uly, uy, uy) must satisfy
e (u;,uj, uy, ur) is pairwise distinct,
U ﬁi@ﬁj =% and u @ Uy # 9,
o ui=uidt; Oty & {wi,u;},
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A.3 PROOF OF CLAIM 15.0.1 USED FOR BIRTHDAY BOUND ATTACK ON TNT

uy = ©t; Ste & {uj, ue},

u%; ¢ {uk‘a Ug},

P N _—
i> Wy U uy) is pairwise distinct.

Further, a valid choice also satisfies one of the following seven conditions:

1.
ii.
iii.
iv.
V.
Vi.

Vii.

U; B 6 = Uy, W; P06 = Uy,
u; © 6 = Ug, Uj B 6 = Uy,
W, 0 = U, uj B # Uy,
u; © 0 # U, u; B = Uy,
U; 6 = g, U; D6 # Uy,
Ui B0 # Uy, Uy B = Uy,
{w;i®d,u; ® 0} N {uy, e}

Now, we can have one of the two subcases based on whether A :=t; ©t; © ¢, ©
ty = 0™, or not:

a.

A = 0": Observe that, in this case, conditions iii-vi are not satisfiable. For
instance, suppose u; & d = uy. Then, u; =U Dt Dty =up Dty Bty = wg

which implies u; ® § = 4. Thus, only conditions i, ii, and vii are possible.

Now, if condition i (res. condition ii) satisfies then we must have u, =
uy, (res. u; = ug), u; = uy (res. u; = ug). Thus, in both the cases fixing
(Ui, wj, ug, ug) fixes the whole assignment. Further, (u;, uj, x, Ur) can be
fixed in at most 2™ (2" — 2) ways, and each such assignment holds with at
most 1/(2")4 probability. On the other hand, if condition vii satisfies then
fixing (u;, uj, Uk, U, u}, uy,) fixes the full assignment. So, in this case we have
at most (2")g choices, and each such choice holds with at most 1/(2")g
probability. Thus, when ¢; ®t; = t;, ®t;, we have

Pr(F) < g (20
A # 0™: Contrary to case a., it can be easily verified that condition i and ii
are not satisfiable in this case. Now, if condition iii-vi is satisfied, then there
are at most 2"(2" — 2)(2" — 3) valid choices, each holding with at most
1/(2")¢ probability. On the other hand, if condition vii is satisfied, then
there are at most (2")g valid choices and each choice occurs with 1/(2")g
probability. Thus, when ¢; ®t; # t;, ®t;, we have

1 58 168
2
Pr(F7jne) < 5on + 330 + 5am (A22)
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To summarize the above computations, we have

> Cov(Xij xke) = Y, Cov(xis Xue) + Y CoviXiy Xie)

1<J 1<j 1<J
k<t k<t k<t
r=0 r=0 r=0

A=0 A#0

Using (A.11), (A.17)-(A.20), and (A.21), we have

2¢°  6¢°  9¢°
> Covlxigxne) < 3on + 53 + i
L p2n g3 )
1<)
k<t
r=0
A=0

and using (A.11), (A.17)-(A.20) and (A.22), we have

4¢*  10¢*
E COV(Xi,janl) < 93 + 5in
i<j
k<t
r=0
A£0

On combining (A.9), (A.10), (A.16), and (A.23)-(A.25), we have

2 2 3 3 3 4 4
q 2q 13¢q 29q 2q 4q 10q
Var(COHre) < on + 920 + 93n + odn + 221 + 23n + oan

The result follows from ¢ < 2", and n > 4.

(A.23)

(A.24)

(A.25)

(A.26)
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