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Abstract

This thesis conducts a comprehensive security analysis of cryptographic prim-
itives within the context of blockchain technology, focusing on MD5, Elliptic
Curve Cryptography (ECC), and digital signatures.

The first objective was to evaluate the security of MD5. The analysis re-
vealed that MD5, once widely used, is vulnerable to collision attacks, leading
to its deprecation in favor of more secure hash functions like SHA-256 for
blockchain applications.

The second objective focused on the security and e�ciency of ECC. While
ECC demonstrates strong security features and e�ciency, the study identi-
fied potential vulnerabilities related to curve selection and possible attacks.
The importance of secure implementation practices to fully leverage ECC’s
benefits in blockchain was emphasized.

The third objective was to examine the role of digital signatures in blockchain.
Digital signatures are crucial for ensuring transaction integrity and non-
repudiation. The analysis highlighted challenges such as key management
complexities and the necessity for robust algorithmic implementations to en-
hance security.

In conclusion, this thesis provides valuable insights into the security land-
scape of cryptographic primitives in blockchain. It underscores the need to
implement robust cryptographic standards to mitigate identified vulnerabil-
ities in MD5 and ECC, improve digital signature algorithms and key man-
agement practices, and continuously monitor and adapt to emerging threats
and advancements in cryptographic technology for sustainable blockchain
development.

Keywords: Hash functions, MD5, SHA256, Public-key cryptography,
Elliptic curve, Digital Signature

iv



Contents

Certificate ii

Acknowledgments iii

Abstract iv

1 Introduction 1
1.1 Background of Blockchain Technology . . . . . . . . . . . . . 1
1.2 Importance of Cryptographic Primitives in Blockchain . . . . 1
1.3 Structure of the Thesis . . . . . . . . . . . . . . . . . . . . . 2

2 Cryptographic Primitives in Blockchain 4
2.1 Hash Functions: Definition and Properties . . . . . . . . . . 4

2.1.1 Definition . . . . . . . . . . . . . . . . . . . . . . . . 4
2.1.2 Properties of Hash Functions . . . . . . . . . . . . . 4
2.1.3 Applications in Blockchain . . . . . . . . . . . . . . . 5
2.1.4 Examples . . . . . . . . . . . . . . . . . . . . . . . . 6

2.2 Digital Signatures: Definition and Properties . . . . . . . . . 7
2.2.1 Definition . . . . . . . . . . . . . . . . . . . . . . . . 7
2.2.2 Properties of Digital Signatures . . . . . . . . . . . . 7
2.2.3 How Digital Signatures Work . . . . . . . . . . . . . 8
2.2.4 Applications in Blockchain . . . . . . . . . . . . . . . 8
2.2.5 Example: ECDSA (Elliptic Curve Digital Signature

Algorithm) . . . . . . . . . . . . . . . . . . . . . . . 9
2.3 Public Key Cryptography: Definition and Properties . . . . 9

2.3.1 Definition . . . . . . . . . . . . . . . . . . . . . . . . 9
2.3.2 Properties of Public Key Cryptography . . . . . . . . 9
2.3.3 How Public Key Cryptography Works . . . . . . . . 10
2.3.4 Applications in Blockchain . . . . . . . . . . . . . . . 11

v



CONTENTS

2.3.5 Example: RSA (Rivest-Shamir-Adleman) Algorithm . 11
2.3.6 Example: Elliptic Curve Cryptography (ECC) . . . . 11

3 Security Analysis of Digital Signatures: A Case Study
on ECDSA 13

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
3.2 Related Nonce Attack on ECDSA . . . . . . . . . . . . . . . 13
3.3 Implementation and Analysis of Related Nonce Attack on

ECDSA . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
3.4 Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

4 Security Analysis of Public-Key Cryptography 18
4.1 Security Analysis of Elliptic Curve Cryptography (ECC) . . 18
4.2 Attacks on Elliptic Curve Cryptography (ECC) . . . . . . . 18

4.2.1 Baby-step Giant-step Method . . . . . . . . . . . . . 18
4.2.2 Pollard’s Rho Algorithm . . . . . . . . . . . . . . . . 21

4.3 Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

5 Security Analysis of Hash Functions 24
5.1 Security Analysis of Hash Functions, with Focus on MD5 . . 24

5.1.1 MD5 Hash Function . . . . . . . . . . . . . . . . . . 24
5.1.2 Wang’s Attack on MD5 . . . . . . . . . . . . . . . . 25
5.1.3 Analysis . . . . . . . . . . . . . . . . . . . . . . . . . 25

6 Discussion 26
6.1 Summary of Key Findings . . . . . . . . . . . . . . . . . . . 26

6.1.1 MD5 . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
6.1.2 Elliptic Curve Cryptography (ECC) . . . . . . . . . . 26
6.1.3 Digital Signatures . . . . . . . . . . . . . . . . . . . . 26

6.2 Implications for Blockchain Security . . . . . . . . . . . . . . 27
6.3 Recommendations for Future Research . . . . . . . . . . . . 27

7 Conclusion 28
7.1 Restate the Objectives . . . . . . . . . . . . . . . . . . . . . 28
7.2 Summarize the Main Findings . . . . . . . . . . . . . . . . . 28

7.2.1 MD5 . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
7.2.2 Elliptic Curve Cryptography (ECC) . . . . . . . . . . 28
7.2.3 Digital Signatures . . . . . . . . . . . . . . . . . . . . 29



CONTENTS

7.3 Concluding Remarks . . . . . . . . . . . . . . . . . . . . . . 29

References 29

A Appendix: Supplementary Material 31



Chapter 1

Introduction

1.1 Background of Blockchain Technology

Blockchain is a decentralized and distributed digital ledger that records trans-
actions in a secure, transparent, and tamper-proof manner. It consists of a
chain of blocks, where each block contains a list of transactions. Each trans-
action is grouped into a block, cryptographically linked to the previous one,
forming an immutable chain. Key components of blockchain include dis-
tributed ledgers, consensus mechanisms like Proof of Work (PoW) and Proof
of Stake (PoS), and cryptographic hash functions. Beyond cryptocurrencies,
blockchain technology is being explored for use in supply chain management,
healthcare, finance, and voting systems, highlighting its potential to revolu-
tionize various industries by enhancing trust, e�ciency, and transparency.

1.2 Importance of Cryptographic Primitives
in Blockchain

Cryptographic primitives are the fundamental building blocks that ensure
blockchain technology’s security, integrity, and functionality. These primi-
tives include hash functions, digital signatures, elliptic curve cryptography,
etc.

1. Hash Functions

(a) Data Integrity and Immutability: Hash functions generate
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1.3. STRUCTURE OF THE THESIS

a fixed-size hash value from input data, ensuring that any alter-
ation in the input will produce a completely di↵erent hash. In
blockchain, each block contains the previous block’s hash, creat-
ing a secure link that makes it computationally infeasible to alter
the data without detection.

(b) E�cient Data Verification: Hash functions enable quick and
e�cient data verification, which is essential for the consensus mech-
anisms and the overall operation of blockchain networks.

2. Digital Signatures

(a) Authentication and Authorization: Digital signatures, based
on asymmetric cryptography, provide a way to authenticate the
identity of participants and authorize transactions. In blockchain,
users sign transactions with their private keys, which can be ver-
ified by others using the corresponding public keys.

(b) Non-Repudiation: Digital signatures ensure that a transaction
cannot be denied by the signer once it has been submitted and
included in the blockchain, thus providing accountability.

3. Public-Key Cryptography

(a) Secure Transactions: Public-key cryptography underlies the se-
curity of digital signatures and the confidentiality of transactions.
It enables secure communication between parties in the blockchain
network without the need for pre-shared secrets.

(b) Key Management: Each user in a blockchain network has a pair
of cryptographic keys (private and public). Public-key cryptogra-
phy ensures that users can securely generate, store, and manage
these keys, which are essential for signing transactions and access-
ing blockchain resources.

1.3 Structure of the Thesis

This thesis begins with an introduction to blockchain technology, highlighting
its decentralized and transparent nature for securely recording transactions.
It underscores the pivotal role of cryptographic primitives—hash functions,
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digital signatures, and elliptic curve cryptography (ECC)—in ensuring data
integrity, authentication, and non-repudiation within blockchain networks.
The subsequent section delves into each primitive, detailing hash functions’
function in generating unique data identifiers and facilitating e�cient verifi-
cation. Digital signatures are explored for their role in authenticating trans-
actions and providing non-repudiation guarantees, crucial for maintaining
operational integrity. ECC is examined for its e�cient encryption capabil-
ities and secure key exchange mechanisms, essential in protecting sensitive
information and transactions.

A comprehensive security analysis follows, evaluating vulnerabilities and
strengths of these primitives in blockchain contexts. Hash functions are scru-
tinized for susceptibility to collision attacks and scalability issues, while dig-
ital signatures face assessment regarding forgery risks and key management
complexities. ECC is analyzed for curve selection vulnerabilities and ef-
ficiency trade-o↵s. The discussion section synthesizes findings, comparing
strengths and weaknesses across primitives and addressing emerging chal-
lenges like quantum computing threats. The conclusion underscores the ne-
cessity of robust cryptographic standards to mitigate vulnerabilities, propos-
ing future research directions for enhancing security and scalability in blockchain
applications.



Chapter 2

Cryptographic Primitives in
Blockchain

2.1 Hash Functions: Definition and Proper-
ties

2.1.1 Definition

A hash function is a mathematical algorithm that transforms an input (or
’message’) into a fixed-size string of bytes, typically in the form of a hex-
adecimal number. The output, known as the hash value or digest, is unique
to each unique input. Hash functions are fundamental components of many
cryptographic protocols and play a crucial role in ensuring data integrity and
security in blockchain technology.

2.1.2 Properties of Hash Functions

• Deterministic: A hash function must always produce the same output
(hash value) for the same input. This consistency ensures that the hash
value can reliably represent the input data.

• Fast Computation: The hash function should be able to quickly
process an input and generate the hash value. E�ciency is important
for practical applications, especially in blockchain networks where large
volumes of data are processed.

4



2.1. HASH FUNCTIONS: DEFINITION AND PROPERTIES

• Pre-image Resistance: Given a hash value, it should be computa-
tionally infeasible to find the original input. This property ensures that
even if an attacker knows the hash value, they cannot reverse-engineer
it to discover the input data.

• Small Changes in Input Produce Large Changes in Output
(Avalanche E↵ect): A slight change in the input data should result
in a significantly di↵erent hash value. This property is crucial for de-
tecting any alterations in the input data, as even a minor change will
produce a completely di↵erent hash.

• Collision Resistance: It should be computationally infeasible to find
two di↵erent inputs that produce the same hash value. This prop-
erty ensures the uniqueness of the hash value for each unique input,
preventing hash collisions that could compromise data integrity.

• Second Pre-image Resistance: Given an input and its hash value,
it should be computationally infeasible to find a di↵erent input that
produces the same hash value. This property prevents an attacker
from finding an alternate input that results in the same hash, ensuring
data authenticity.

• Fixed Output Length: Regardless of the size of the input, the hash
function should always produce a fixed-length output. This uniformity
is essential for consistency in cryptographic applications and data stor-
age.

• Uniform Distribution: The hash function should produce hash val-
ues that are uniformly distributed across the output space. This prop-
erty minimizes the likelihood of collisions and ensures a balanced rep-
resentation of input data.

2.1.3 Applications in Blockchain

• Data Integrity: Hash functions ensure the integrity of transactions
and blocks in the blockchain. Each block contains the hash of the
previous block, creating a secure and tamper-evident chain.
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• Proof of Work (PoW): In PoW consensus mechanisms, miners solve
complex mathematical puzzles based on hash functions to validate
transactions and create new blocks.

• Digital Signatures: Hash functions are used in conjunction with dig-
ital signatures to ensure the authenticity and integrity of transactions.

2.1.4 Examples

1. SHA-256: The SHA-256 (Secure Hash Algorithm 256-bit) is a widely
used cryptographic hash function in blockchain technology, particularly
in Bitcoin. It generates a 256-bit (32-byte) hash value from an input
of any length. SHA-256 exemplifies the properties of a secure hash
function, making it suitable for ensuring the integrity and security of
blockchain data.

2. MD5 Hash Function: The MD5 (Message Digest Algorithm 5) hash
function was once widely used for ensuring data integrity and producing
unique hash values. However, MD5 is no longer considered secure for
cryptographic purposes due to several vulnerabilities:

• Collision Vulnerability: MD5 is prone to collision attacks, where
two di↵erent inputs produce the same hash value. This vulnerabil-
ity compromises the uniqueness and reliability of the hash value,
making MD5 unsuitable for security-sensitive applications.

• Pre-image and Second Pre-image Attacks: Advances in
computational power and cryptographic analysis have shown that
MD5 is vulnerable to pre-image and second pre-image attacks.
These attacks undermine the hash function’s ability to prevent
reverse-engineering of the input data and ensure data authentic-
ity.

• Weak Security for Modern Applications: The 128-bit out-
put size of MD5 is no longer su�cient to provide robust security
in the face of modern computational capabilities. More secure
hash functions like SHA-256, with a 256-bit output, o↵er better
protection against brute-force attacks.

Due to these limitations, MD5 is not used in blockchain technology,
where security and data integrity are paramount. Instead, more secure
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hash functions like SHA-256 are preferred to ensure the robustness and
reliability of blockchain systems.

2.2 Digital Signatures: Definition and Prop-
erties

2.2.1 Definition

A digital signature is a cryptographic mechanism that provides a way to verify
the authenticity and integrity of a digital message or document. It involves
the use of asymmetric cryptography, where a pair of keys (a private key and
a public key) is used to create and verify the signature. The digital signature
serves as a digital equivalent of a handwritten signature or a stamped seal,
but it o↵ers far more inherent security.

2.2.2 Properties of Digital Signatures

• Authentication: Digital signatures verify the identity of the sender.
When a document is signed with a sender’s private key, the recipient can
use the sender’s public key to confirm that the signature was indeed
created by the sender. This ensures that the message comes from a
legitimate source.

• Integrity: Digital signatures ensure that the content of the message or
document has not been altered since it was signed. Any modification to
the signed data will invalidate the signature, thus alerting the recipient
to the tampering.

• Non-repudiation: Once a sender has signed a document, they can-
not deny having signed it later. The unique properties of the digital
signature, tied to the sender’s private key, provide undeniable proof of
the sender’s involvement.

• E�ciency: Creating and verifying digital signatures should be compu-
tationally e�cient, enabling their use in real-time applications without
significant delays.
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• Unforgeability: It should be computationally infeasible for an at-
tacker to forge a valid digital signature without access to the signer’s
private key. This ensures that only the legitimate owner of the private
key can create a valid signature.

2.2.3 How Digital Signatures Work

1. Key Generation: The signer generates a pair of cryptographic keys
– a private key and a public key. The private key is kept secret, while
the public key is shared with anyone who needs to verify the signature.

2. Signing: To sign a message, the signer creates a hash of the message
using a cryptographic hash function. The hash value is then encrypted
with the signer’s private key to create the digital signature.

3. Verification: The recipient of the signed message uses the signer’s
public key to decrypt the digital signature and obtain the hash value.
The recipient also generates a hash of the received message. If the two
hash values match, the signature is verified, confirming the authenticity
and integrity of the message.

2.2.4 Applications in Blockchain

• Transaction Verification: In blockchain technology, digital signa-
tures are used to verify the authenticity of transactions. Each transac-
tion is signed by the sender’s private key, ensuring that it was autho-
rized by the owner of the cryptocurrency.

• Smart Contracts: Digital signatures are essential in executing and
validating smart contracts. Parties to a smart contract sign the con-
tract terms, ensuring that the agreement is authentic and has not been
tampered with.

• Consensus Mechanisms: Some consensus mechanisms, like Proof of
Stake (PoS), use digital signatures to validate the identities of valida-
tors and ensure that only legitimate nodes participate in the consensus
process.
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2.2.5 Example: ECDSA (Elliptic Curve Digital Signa-
ture Algorithm)

ECDSA is a widely used digital signature algorithm based on elliptic curve
cryptography. It o↵ers high security with shorter key lengths compared
to other algorithms like RSA, making it e�cient and suitable for use in
blockchain technology. ECDSA is used in Bitcoin and other cryptocurren-
cies to sign transactions and verify their authenticity.

2.3 Public Key Cryptography: Definition and
Properties

2.3.1 Definition

Public key cryptography, also known as asymmetric cryptography, is a cryp-
tographic system that uses pairs of keys: public keys, which can be dissem-
inated widely, and private keys, which are known only to the owner. This
method is used to secure data, provide digital signatures, and establish se-
cure communication channels. The security of public key cryptography relies
on the computational di�culty of certain mathematical problems.

2.3.2 Properties of Public Key Cryptography

• Asymmetry: Public key cryptography uses two di↵erent keys—a pub-
lic key for encryption and a private key for decryption. This asymmetry
allows secure communication even if the public key is widely known.

• Public and Private Key Pair: The public key can be shared openly
and is used to encrypt data or verify digital signatures. The private key
is kept secret and is used to decrypt data or create digital signatures.
The keys are mathematically linked, but it is computationally infeasible
to derive the private key from the public key.

• Confidentiality: Messages encrypted with the recipient’s public key
can only be decrypted by the recipient’s private key. This ensures that
only the intended recipient can read the message.
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• Authentication: A message signed with a sender’s private key can
be verified by anyone using the sender’s public key. This provides
assurance that the message was indeed created by the sender and has
not been tampered with.

• Non-repudiation: Public key cryptography provides non-repudiation,
meaning that a sender cannot deny sending a message they signed with
their private key. The digital signature uniquely identifies the sender.

• Integrity: Public key cryptography ensures the integrity of a message.
Any alteration to the message will invalidate the digital signature, alert-
ing the recipient to potential tampering.

• Scalability: Public key cryptography scales well for large networks,
as public keys can be distributed freely and used to establish secure
communications without the need for a shared secret key.

• Key Management: Managing keys in a public key infrastructure
(PKI) involves creating, distributing, storing, and revoking keys. The
infrastructure must be secure to ensure the authenticity and integrity
of public keys.

2.3.3 How Public Key Cryptography Works

1. Key Generation: The user generates a pair of keys—a public key and
a private key. The public key can be shared openly, while the private
key is kept secure.

2. Encryption and Decryption: To send an encrypted message, the
sender encrypts the message using the recipient’s public key. The re-
cipient then decrypts the message using their private key.

3. Digital Signatures: To sign a message, the sender creates a hash of
the message and encrypts the hash with their private key. The recipient
can verify the signature by decrypting the hash with the sender’s public
key and comparing it to a hash of the received message.
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2.3.4 Applications in Blockchain

• Transaction Security: In blockchain technology, public key cryptog-
raphy ensures that transactions are securely encrypted and can only be
accessed by authorized parties.

• Identity Verification: Public key cryptography is used to verify the
identity of participants in the blockchain network, ensuring that only
legitimate participants can create and validate transactions.

• Digital Signatures: Public key cryptography underpins digital signa-
tures used in blockchain transactions. Each transaction is signed with
the sender’s private key and verified with the sender’s public key.

• Smart Contracts: Public key cryptography enables secure and ver-
ifiable execution of smart contracts. Parties to a contract can sign
the contract with their private keys, ensuring authenticity and non-
repudiation.

2.3.5 Example: RSA (Rivest-Shamir-Adleman) Algo-
rithm

The RSA algorithm is one of the most widely used public key cryptosystems.
It relies on the mathematical di�culty of factoring large composite numbers.
RSA keys are typically 2048 bits or longer, providing strong security. RSA
is used for secure data transmission, digital signatures, and key exchange.

2.3.6 Example: Elliptic Curve Cryptography (ECC)

Elliptic Curve Cryptography (ECC) is a form of public key cryptography
based on the algebraic structure of elliptic curves over finite fields. ECC o↵ers
equivalent security to traditional public key cryptosystems like RSA but with
much smaller key sizes, resulting in faster computations and reduced storage
requirements. This makes ECC particularly attractive for use in resource-
constrained environments such as mobile devices and embedded systems.

How ECC Works

1. Key Generation: A user generates a private key (a random integer)
and a public key (a point on the elliptic curve obtained by multiplying
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the private key with a generator point on the curve).

2. Encryption and Decryption:

• To encrypt a message, the sender uses the recipient’s public key
and an ephemeral private key to generate a shared secret, which
is then used to encrypt the message.

• The recipient uses their private key and the sender’s ephemeral
public key to generate the same shared secret and decrypt the
message.

3. Digital Signatures:

• To sign a message, the signer generates a signature using their
private key and the message hash.

• To verify the signature, the verifier uses the signer’s public key
and the message hash to ensure the signature is valid.

Properties of ECC

• Smaller Key Sizes: ECC achieves the same level of security as RSA
with significantly smaller key sizes. For example, a 256-bit key in ECC
provides comparable security to a 3072-bit key in RSA.

• E�ciency: Smaller key sizes lead to faster computations, reduced
bandwidth usage, and lower storage requirements.

• Security: ECC is based on the elliptic curve discrete logarithm prob-
lem, which is currently considered hard to solve, providing strong se-
curity guarantees.

Applications in Blockchain

• Cryptocurrency Wallets: Many cryptocurrencies, including Bitcoin
and Ethereum, use ECC (specifically, the ECDSA algorithm) for gen-
erating public-private key pairs, signing transactions, and verifying sig-
natures.

• Smart Contracts: ECC is used in smart contract platforms to secure
contract execution and ensure the integrity of transactions.



Chapter 3

Security Analysis of Digital
Signatures: A Case Study on
ECDSA

3.1 Introduction

Digital signatures are crucial for ensuring the authenticity and integrity of
messages in blockchain technology. The Elliptic Curve Digital Signature
Algorithm (ECDSA) is widely used for this purpose due to its e�ciency
and strong security properties. However, like any cryptographic algorithm,
ECDSA is vulnerable to certain types of attacks if not implemented cor-
rectly. One such attack is the related nonce attack, which can compromise
the security of ECDSA.

3.2 Related Nonce Attack on ECDSA

A nonce in ECDSA is a random value used during the signature generation
process. The security of ECDSA relies on the randomness and uniqueness
of this nonce. If nonces are reused or related in any way, an attacker can
potentially recover the private key. The paper ”A Novel Related Nonce
Attack for ECDSA” discusses an advanced method to exploit related nonces,
demonstrating the critical importance of proper nonce generation.

13
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3.3 Implementation and Analysis of Related
Nonce Attack on ECDSA



3.3. IMPLEMENTATION AND ANALYSIS OF RELATED NONCE
ATTACK ON ECDSA



3.4. ANALYSIS

3.4 Analysis

The above implementation demonstrates how related nonces can be exploited
to recover the private key in ECDSA. This highlights the critical importance
of generating secure, random, and unique nonces for each signature. The
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related nonce attack can compromise the entire security of a cryptographic
system if nonces are not properly managed.



Chapter 4

Security Analysis of Public-Key
Cryptography

4.1 Security Analysis of Elliptic Curve Cryp-
tography (ECC)

Elliptic Curve Cryptography (ECC) is widely used in blockchain and other
cryptographic applications due to its e�ciency and strong security proper-
ties. However, like any cryptographic system, ECC is susceptible to various
attacks if not implemented or used correctly.

4.2 Attacks on Elliptic Curve Cryptography
(ECC)

4.2.1 Baby-step Giant-step Method

The Baby-step Giant-step method is an algorithm used to solve the discrete
logarithm problem e�ciently. In ECC, this problem involves finding k given
Q = kP , where P is a point on the elliptic curve and Q is the result of
multiplying P by k.

The Baby-step Giant-step method is a classic algorithm used to solve the
discrete logarithm problem e�ciently. In the context of ECC:

• Description: The algorithm divides the problem into two phases:

18
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– Baby steps: Precompute a table of m points P, 2P, 3P, . . . , (m�
1)P .

– Giant steps: For each i, compute iP and check if iP = Q for
some i.

• Complexity: The time complexity of the Baby-step Giant-step method
is O(

p
n), where n is the order of the curve’s group. This makes it fea-

sible for moderate-sized groups but impractical for large groups like
those used in modern ECC implementations.

• Security Implications:

– ECC curves with large prime orders make the Baby-step Giant-
step method computationally impractical due to the high

p
n com-

plexity.

– E↵ective mitigation involves choosing ECC parameters (curve and
base point) with large prime orders, ensuring the discrete loga-
rithm problem remains di�cult to solve using such methods.
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Implementation of Baby-step Giant-step Method

Python code snippet for implementing the Baby-step Giant-step method.
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4.2.2 Pollard’s Rho Algorithm

Pollard’s Rho algorithm is another method for solving the discrete logarithm
problem, particularly e↵ective when the prime factors of the curve’s order
are small.

• Description: The algorithm uses a random walk in the group of points
on the curve:

– Randomly generate points and iteratively apply a function until
a collision is detected.

– Use the detected collision to infer properties about the discrete
logarithm.

• Complexity: Pollard’s Rho algorithm has a time complexity ofO(
p
n),

similar to the Baby-step Giant-step method. It is e↵ective when factors
of n are small but becomes less e�cient as n increases.

• Security Implications:

– Similar to the Baby-step Giant-step method, the security of ECC
against Pollard’s Rho depends on the size of the group’s order n.

– Choosing curves with large prime orders and regularly updating
ECC parameters mitigate the risk of attacks using Pollard’s Rho.



4.2. ATTACKS ON ELLIPTIC CURVE CRYPTOGRAPHY (ECC)

Implementation of Pollard’s Rho Algorithm

Python code snippet for implementing Pollard’s Rho algorithm.



4.3. ANALYSIS

4.3 Analysis

These implementations demonstrate the application of the Baby-step Giant-
step method and Pollard’s Rho algorithm for attacking the discrete logarithm
problem in Elliptic Curve Cryptography. Understanding these algorithms
and their potential vulnerabilities helps in designing ECC systems resilient
against such attacks.



Chapter 5

Security Analysis of Hash
Functions

5.1 Security Analysis of Hash Functions, with
Focus on MD5

5.1.1 MD5 Hash Function

MD5 (Message Digest Algorithm 5) is a widely used cryptographic hash
function designed by Ronald Rivest in 1991. Over time, vulnerabilities have
been discovered that compromise its security for cryptographic applications.

• Description: MD5 produces a 128-bit hash value from an input mes-
sage of arbitrary length. It operates by repeatedly mixing data in
512-bit blocks and performing a series of modular additions and rota-
tions.

• Vulnerabilities:

– Collision Vulnerability: MD5 is vulnerable to collision attacks,
where two di↵erent inputs can produce the same hash value.

– Preimage Vulnerability: It is also susceptible to preimage at-
tacks, where an attacker can find an input that hashes to a specific
output.

– Speed: MD5 hashes can be computed very quickly, making it
susceptible to brute-force attacks.
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• Security Concerns: Due to these vulnerabilities, MD5 is no longer
considered secure for cryptographic applications such as digital signa-
tures or certificates.

5.1.2 Wang’s Attack on MD5

Wang Xiaoyun and Hongbo Yu discovered significant weaknesses in MD5,
leading to their attack in 2005.

• Description: Wang’s attack exploits the structure and vulnerabilities
of MD5 to find collisions e�ciently.

• Implementation: Let’s implement Wang’s attack to demonstrate how
collisions can be generated in MD5.

5.1.3 Analysis

MD5, once widely used, is now deprecated due to its vulnerabilities, in-
cluding susceptibility to collision attacks demonstrated by Wang’s attack.
Understanding these weaknesses is crucial for choosing secure hash functions
in cryptographic applications.



Chapter 6

Discussion

6.1 Summary of Key Findings

This chapter summarizes the key findings related to MD5, ECC (Elliptic
Curve Cryptography), and digital signatures within the context of blockchain
security. Each cryptographic primitive is analyzed for vulnerabilities, strengths,
and implications for blockchain technology.

6.1.1 MD5

MD5, once widely used for hashing, is now deprecated due to vulnerabil-
ities such as collision attacks demonstrated by Wang’s attack. Its impact
on blockchain security highlights the need for stronger cryptographic hash
functions like SHA-256.

6.1.2 Elliptic Curve Cryptography (ECC)

ECC o↵ers strong security with smaller key sizes, making it ideal for resource-
constrained environments in blockchain. However, concerns about curve
selection vulnerabilities necessitate careful implementation and ongoing re-
search into secure elliptic curves.

6.1.3 Digital Signatures

Digital signatures ensure transaction authenticity and non-repudiation in
blockchain. Analysis of digital signature algorithms like ECDSA reveals their
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robustness but underscores the importance of secure key management prac-
tices.

6.2 Implications for Blockchain Security

The implications of MD5 vulnerabilities, ECC strengths and concerns, and
digital signature functionality impact the overall security posture of blockchain
systems. Recommendations include phasing out MD5, enhancing ECC im-
plementations, and improving digital signature key management to bolster
blockchain security.

6.3 Recommendations for Future Research

Future research should focus on addressing the identified limitations and
advancing the state-of-the-art in cryptographic primitives for blockchain se-
curity. Areas for exploration include post-quantum hash functions, secure
elliptic curve design, and advancements in digital signature algorithms and
key management practices.



Chapter 7

Conclusion

7.1 Restate the Objectives

This thesis aimed to conduct a thorough security analysis of cryptographic
primitives, focusing on MD5, ECC (Elliptic Curve Cryptography), and digi-
tal signatures within the context of blockchain technology.

7.2 Summarize the Main Findings

The findings from this thesis highlight significant insights into the security
of cryptographic primitives in blockchain:

7.2.1 MD5

MD5, once widely used, was found to be vulnerable to collision attacks,
necessitating its deprecation in favor of more secure hash functions like SHA-
256 in blockchain applications.

7.2.2 Elliptic Curve Cryptography (ECC)

ECC demonstrated strengths in security and e�ciency but raised concerns
about curve selection vulnerabilities and potential attacks. Secure implemen-
tation practices are essential for leveraging ECC’s benefits in blockchain.
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7.2.3 Digital Signatures

Digital signatures play a crucial role in ensuring transaction integrity and
non-repudiation in blockchain. Challenges identified include key management
complexities and the need for robust algorithmic implementations.

7.3 Concluding Remarks

In conclusion, this thesis provides valuable insights into the security land-
scape of cryptographic primitives in blockchain. Moving forward, it is imper-
ative to: - Implement robust cryptographic standards to mitigate vulnerabil-
ities identified in MD5 and ECC. - Enhance digital signature algorithms and
key management practices to strengthen blockchain security. - Continuously
monitor and adapt to emerging threats and advancements in cryptographic
technology for sustainable blockchain development.
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Appendix A

Appendix: Supplementary
Material

1. Cryptographic primitives in blockchains

2. A Novel Related Nonce Attack for ECDSA

3. A Study of General Attacks on Elliptic Curve Discrete Logarithm Prob-
lem over Prime Field and Binary Field

4. A Meaningful MD5 Hash Collision Attack
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