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Abstract

Through the distribution of secret key information among several parties, threshold cryptography
improves the security of cryptographic systems by preventing any one entity from possessing the
entire secret key and requiring a threshold number of participants to carry out cryptographic
operations. This paradigm not only mitigates single points of failure but also ensures fault

tolerance in the presence of compromised or unavailable parties.

The Distributed Symmetric-key Encryption (DiSE) framework, introduced by Agrawal et
al., realizes Threshold Symmetric-key Encryption (TSE) by requiring interactive participation
from a threshold subset of servers for each encryption or decryption operation. While DiSE
and similar TSE schemes provide strong security guarantees, they become inefficient for large
datasets, as each encryption or decryption requires a separate round of server interaction, leading

to significant computational and communication overhead.

To address these scalability challenges, Christodorescu et al. proposed Amortized Threshold
Symmetric-key Encryption (ATSE), which allows a privileged client to encrypt a large collection
of messages with a single interaction with the key servers. Importantly, decryption still requires
threshold server participation for each ciphertext, ensuring that all clients receive the same level
of privacy and authenticity as in DiSE. The ATSE framework is built upon the novel primitive of
Flexible Threshold Key-derivation (FTKD), enabling the interactive derivation of pseudorandom

keys in a threshold-secure manner.

This dissertation extends the ATSE paradigm to tabular data, presenting a new scheme that
enables efficient and secure encryption of entire tables. Unlike traditional TSE schemes, which
incur high overhead by requiring server interaction for each data cell, our construction allows a
privileged client to encrypt an entire table with a single round of interaction, while maintaining
strong security guarantees for individual decryptors. This advancement significantly improves

the practicality and scalability of threshold encryption for modern, data-intensive applications.
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Introduction

The proliferation of sensitive tabular data in enterprise and cloud environments has underscored
the need for robust, scalable cryptographic protection. Threshold Symmetric-key Encryption
(TSE) [AMMRI18, CGMS21, DMSS24] schemes, such as DiSE [AMMR18, WH20], distribute key
material across multiple servers and require a threshold of server participation for each encryp-
tion or decryption operation, thereby mitigating single-point compromise and supporting strong
access control. However, these schemes incur significant communication and computational over-
head when encrypting large datasets, as each cell or row must be processed through a separate
round of server interaction. This limitation is especially acute in contemporary data-intensive

applications, where high throughput and low latency are critical.

The Amortized Threshold Symmetric-key Encryption (ATSE) [CCMS21, dS22, VSB21], in-
troduced by Agrawal et al. [CGMS21], addresses this bottleneck by allowing a privileged client
to encrypt an entire batch of messages with a single round of server interaction, while ensur-
ing that decryption for each ciphertext still requires threshold participation. This approach
preserves the privacy and authenticity guarantees of traditional TSE, but achieves up to lower
latency and higher throughput compared to parallelized DiSE, especially when encrypting large
groups of messages [CGMS21]. The core innovation is a new primitive called Flexible Thresh-
old Key-derivation (FTKD) [CCMS21], which enables interactive, threshold-based derivation of
pseudorandom keys for each message in a batch, leveraging bilinear pairings and distributed
constrained PRFs [BW13].

The original ATSE scheme by Agrawal et al. [CGMS21] is designed for message vectors: a
privileged client interacts once with the key servers to derive a set of pseudorandom keys, each
used to encrypt a single message in the vector. The security of the scheme relies on the FTKD
protocol, which ensures that the derived keys are indistinguishable from random and cannot be

reconstructed without threshold participation.

In this dissertation, we extend the ATSE framework to efficiently encrypt tabular data, i.e.,
matrices, which are the predominant data structure in modern databases and analytics pipelines
[CGMS21]. Our scheme allows a privileged client to encrypt an entire table (matrix) in a single
protocol round, while each cell is protected with a unique, locally derived key. Specifically, the

construction employs:
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- Dual group commitments: Each row and column of the matrix receives a unique group
commitment, binding the data in two dimensions and strengthening authenticity guaran-

tees.

- Row and column key derivation: Using FTKD, servers collaboratively derive row-specific
group keys, which are then combined with column commitments to compute a unique whole

key for each cell.

- Efficient encryption and auditability: Each cell is encrypted with a pseudorandom key
derived from its row and column, and the ciphertext includes both commitments and

opening information, enabling fine-grained access control and verifiability.

This design generalizes and strengthens the vector-based ATSE scheme: while the original con-
struction only amortizes over a single dimension (message vector), our tabular ATSE scheme
achieves amortization over both rows and columns, further reducing interaction overhead and

enhancing scalability for large datasets [CGMS21].

Outline. Chapter 2 introduces the foundational notations, standard cryptographic tools such
as bilinear pairings and Shamir secret sharing, and formalizes the algorithmic conventions used
in security game abbreviations used throughout the dissertation. Chapter 3 presents the main
Amortized Threshold Symmetric-key Encryption (ATSE) scheme for message vectors, follow-
ing Christodorescu et al. (2021), beginning with its core building blocks—Flexible Threshold
Key-derivation (FTKD) and Merkle tree group commitment and culminating in the formal con-
struction of the ATSE scheme. Chapter 4 details our extension of ATSE to the tabular data
setting, describing the construction, security definitions, and proofs tailored for efficient and

secure threshold encryption of large-scale tabular datasets.

1.1 Related Work

Enterprises today deal with large amounts of (tabular) data on a regular basis, which must be
safely protected from attackers. These data must be encrypted, which requires a lot of encryption
keys. To safeguard encryption keys on behalf of the apps, they rely on specialized key manage-
ment systems. Three primary components make up a typical deployment: a storage service that
houses encrypted data, a group of [HAP18, BSAT25] that house the key material, and one or
more encrypting clients. Additionally, additional non-encrypting clients (like application servers)
might regularly use the storage service to decrypt particular data when needed. Among these,
Hardware Security Modules (HSM) [SHS, NB23] frequently support the key management server.
Replicated HSM deployment for high availability (three nodes are advised) raises expenses and
complicates matters, which puts enterprises with limited resources at a disadvantage. Strict ro-
tation, hierarchy, and deletion rules are necessary to prevent performance bottlenecks caused by
storage constraints in HSMs, such as maximum tokens or session keys. While hybrid infrastruc-
tures have challenges with uneven key management across several cloud platforms, shared HSMs
in cloud environments run the danger of illegal cross-tenant access in the event that provider

software is compromised and are vulnerable to hardware side-channels [?].

Utilizing Threshold Cryptography to Address HSM Limitations. Threshold cryptography has
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become a strong substitute for Hardware Security Modules (HSM) in order to solve security and
scalability issues. By dividing secret keys into shares that are dispersed over several commodity
servers, this method makes sure the key is never entirely rebuilt while being used. As long
as attackers breach fewer servers than this threshold cryptographic [SY23, VM16] procedures

require cooperation from a certain number of servers.

Both standardization initiatives and commercial adoption of threshold cryptosystems have
been fueled by their advantages. For example, companies like Hashicorp Vault, Coinbase Cus-
tody, and Unbound Tech use the technology for data security and HSMs replacements, and the
U.S. National Institute of Standards and Technology (NIST) is actively striving to standardize
it. By utilizing commodity technology, these systems may scale to enterprise workloads at a
reasonable cost[Nat22, KS22, Has24].

Meanwhile, by managing keys and encrypting data while it’s at rest, programs like Keywhiz,
Knox, and Hashicorp Vault [Has24, Ham23] automate secret management in cloud environments
[Urm17]. A serious flaw still exists, even though some employ secret sharing during initializa-
tion: after keys are rebuilt in memory, they frequently remain unencrypted until the system
is restarted. This weakness is immediately addressed by threshold cryptography, which makes
sure that keys are never completely put back together, even during encryption and decryption.
This characteristic highlights its expanding relevance in contemporary key management systems,

together with scalability and compliance support.

Threshold Symmetric-key Encryption. We concentrate on threshold symmetric-key encryp-
tion (TSE) with an eye toward the use case of protecting enterprise data. To encrypt or decrypt
any data in a symmetric-key setup, the application must communicate with the KMS. This al-
lows us to verify the integrity of the encrypted data and implement fine-grained access control
rules. Public-key encryption systems, on the other hand, let anybody encrypt data, leaving
the application vulnerable to assaults like data poisoning and corruption. Current TSE sys-
tems [AMMRI18, CGMS21, Ebr24, Muk20, MGBT24, DWZ123, LLWL23, ZLA*23] adhere to a

fundamental schemata:

Setup A threshold secret-sharing of the private key is established during the setup phase. This
configuration can be used as a distributed key generation mechanism or as a ceremony in
which a trustworthy administrator or group of administrators allot a share to every KMS

server.

Encryption The client application communicates with a threshold number of KMS servers in
order to encrypt a record. The KMS servers use the aforementioned shares to evaluate a

(variant of) DPRF and determine a unique key that is associated with that record.

Decryption Using a portion of the ciphertext as input to the DPRF function to derive the
same key material (as in the encryption phase above), the client application must once

more communicate with a threshold number of KMS servers in order to decode any record.

DiSE. The first formal treatment of TSE in DiSE was recently published by Agrawal et al.
[AMMRI18], who also offered a construction based on DPRF. The construction process basically

goes like this: in order to encrypt a message m, the client locally generates a commitment
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of m and transmits it to the servers, who, after authenticating the client, return the PRF
(partially) evaluated over the commitment (using their key-shares); the client then combines a
predetermined number of responses to create a message-specific key that the client uses to locally

encrypt m.

Amortized Symmetric Key Encryption. ATSE is a cryptographic scheme designed to effi-
ciently secure large-scale enterprise data by leveraging threshold cryptography and amortized
operations, allowing a privileged client to encrypt a large group of messages with a single in-
teraction with key management servers, rather than requiring one interaction per message as in
traditional schemes like DISE[AMMRI18]. ATSE introduces the FTKD primitive, enabling the
derivation of both group-specific and message-specific keys in a secure, threshold-based way, so
that encryption is efficiently amortized while each decryption still requires server interaction,
preserving strong privacy and authenticity for individual records. This approach is especially
beneficial for enterprise scenarios where a trusted application ingests and encrypts large volumes
of data, and later less trusted applications decrypt individual records as needed, resulting in sig-
nificant improvements in latency and throughput and supporting scalable, cost-effective, secure
data management in distributed deployments [CGMS21].



Preliminaries

2.1 Notation

Let N denote the set of positive integers, and for any n € N, let [n] represent the set {1,2,...,n}.
We use k to denote the security parameter. Unless explicitly stated, all algorithms are assumed
to take k as an implicit input, and all definitions hold for sufficiently large x € N. Throughout,
we use the symbol L to indicate invalidity; specifically, if an algorithm outputs L, it signifies

that the execution failed or encountered an error.

The symbol negl denotes a negligible function; that is, a function f : N — N is negligible if,
for every positive polynomial p, it holds that f(n) < 1/p(n) for all sufficiently large n. We write
D(z) := y or y := D(x) to denote the output y produced by a deterministic algorithm D when
evaluated on input z. Similarly, the notation x := var signifies the assignment of the value of
var to the variable z. For randomized algorithms, we write R(x) — y or y < R(x) to denote
the evaluation of R on input x, producing output y. The randomness used by a randomized

algorithm R can be made explicit as R(z;r) := y, where r is the random string utilized by R.

A sequence of values (z1,22,...) is denoted in vector form as x, with its i-th element rep-
resented by x[i]. The length of the vector x is denoted by |x|. A list is treated as an ordered
collection, and its i-th element is similarly denoted by L[i]. In this work, lists and vectors are
used interchangeably. The concatenation of two strings a and b is denoted either by (al|b) or
(a,b). If a variable x takes a value from the set {a, b}, then T denotes the complementary value

in this set; specifically, if © = a (respectively, x = b), then & = b (respectively, Z = a).

We denote the possession of a private value x by party j using the notation [j : z]. For a
protocol 7, the notation [j : 2'] «+ m([i : (z,y)],[j : 2], c) indicates that party ¢ holds private
inputs x and y, party j holds a private input z, no other parties hold private inputs, c is a public
input, and upon completion, party j receives a private output z’. The notation [i : 2;]vies or,

equivalently, [x]s is used to denote that each party ¢ € S holds a private value z;.

On our communication model and protocol structure. All protocols in this work are executed

over secure and authenticated channels. Each protocol proceeds in two rounds: an initiating
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party (typically called the client for that execution) sends messages to a set of other parties
(referred to as the servers); each server processes its received message and returns a response to
the client in the second round; the client then aggregates these responses to compute the final
output. It is important to note that servers do not engage in direct communication with each
other during a protocol execution. Nonetheless, the definitions and protocol notation presented
here are sufficiently general to accommodate alternative communication patterns and protocol

structures.

2.2 Security games and oracles

In describing the security games, we adopt a concise and structured pseudocode notation based
on a simple command set. We use standard if--then--else statements for branching, and for

to denote loops, with nested branching indicated through consistent indentation for readability.

The command set is employed for initializing, updating, or assigning values to variables,
while run is used to invoke or execute a specified algorithm or protocol. Random sampling is
denoted using the uniform command; for instance, uniform m indicates that a uniform random

element from the domain of m is sampled and assigned to m.

To impose conditions on previously defined variables, we use the require command. If the
specified condition holds, the execution proceeds further; otherwise, the experiment aborts at
this point. For brevity, such aborts are left implicit in our algorithm descriptions but can be

made explicit by incorporating suitable flags or control mechanisms when needed.

Finally, all variables—including counters, flags, and lists—initialized within the security game
are considered global. This allows them to be accessed and modified by any oracle or subroutine

invoked during the execution of the experiment.

2.3 Well Known Tools

Here, we present two fundamental tools in cryptography, specifically within the context of thresh-

old cryptography.

2.3.1 Bilinear Pairing

The scheme we discussed in this dissertation is built upon the notion of bilinear pairings. Adopt-
ing the conventions from [PBC], we consider three cyclic groups Go, G1, G, each of prime order
p, along with an efficiently computable bilinear map e : Gy X G; — Gp. This pairing is assumed

to be bilinear and non-degenerate.

We base the security of our construction on the Bilinear Decisional Diffe-Helman (BDDH)
assumption. Specifically, given generators go € Gj and g € GF, and elements g2, g¢, g5, g¢ for

randomly chosen exponents a, b, c € Z,, it is computationally infeasible to distinguish the value
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abc

e(go, g1)**¢ from a uniformly random element in Gr.

2.3.2 Secret Sharing

We employ Shamir’s threshold secret sharing mechanism in our construction.

Definition 2.3.1 (Shamir’s Secret Sharing). Let p be a prime number. An (n,t,p, s)-Shamir

secret sharing scheme is a randomized procedure SSS that, given parameters n,t,p,s where

0 <t<n<pand s € Z,, produces n shares s1,...,s, € Z, satisfying the following properties
for any subset of indices {iy,...,i¢}:
— If ¢ > t, there exist fixed (i.e., input-independent) coefficients A1,...,\¢ € Z,, known as

Lagrange interpolation coefficients, such that:

¢
Z Ajsi;, = s (mod p).
j=1

- If £ < t, the tuple (s, ..,s;,) is uniformly distributed over Zfﬂ revealing no information
about s.
In practice, the scheme operates by selecting random coefficients a1, ...,a;_1 & Z,, and

defining a polynomial f(x) = s+ a1 +agz® + -+ +a;_12t7!

as f(4) for i € [n].

over Z,. Each share s; is computed
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Literature Survey

In this chapter, we provide a comprehensive review of the Amortized Threshold Symmetric-
key Encryption (ATSE) scheme as introduced by Christodorescu et al. (2021). We begin by
examining the fundamental building blocks underpinning ATSE, namely the Flexible Threshold
Key-derivation (FTKD) primitive and the Merkle tree-based group commitment mechanism.
Section 3.1 presents the formal definitions and construction of the FTKD primitive, establishing
its role in enabling threshold-based key derivation within the scheme. Section 3.2 introduces
the concept of group commitment, followed by a detailed exposition of the Merkle tree group
commitment scheme, which serves as a critical component for efficient and secure aggregation
of commitments. In Section 3.3, we first outline the overarching cryptographic framework that
contextualizes the ATSE construction. Subsequently, we describe the detailed construction of

the ATSE scheme itself and provide its security guarantees.

3.1 Flexible Threshold Key Derivation

Here we discuss the framework of FTKD. First, we give formal definitions in Section 3.1.1. Next,
we present a bilinear pairing construction in Section 3.1.2 and contend that it meets our def-
initions. Motivation FTKD emerged from the need to securely manage cryptographic keys in
distributed environments, particularly as organizations faced the challenge of encrypting massive
datasets without relying on a single trusted party. Traditional threshold cryptography allowed se-
cret keys to be split among multiple servers, requiring collaboration for cryptographic operations,
but these approaches often involved heavy communication and computation overhead for each
operation, limiting scalability and efficiency[CGMS21]. The motivation for FTKD was to enable
more efficient, scalable, and flexible key management, allowing parties to derive pseudorandom
keys in various modes and granularities, such as deriving group-specific or message-specific keys,
while maintaining threshold security guarantees| CGMS21]. This flexibility is crucial for modern
enterprise KMS, where different clients may need to derive keys with different access rights or
levels of granularity, and where no single party should hold the entire key at any time. FTKD
draws on concepts like Distributed PRFs and constrained PRFs[BW13], extending them to allow
threshold-based, interactive key derivation that supports both privacy and authenticity.

11
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3.1.1 Definition

The Flexible Threshold Key-derivation (FTKD) framework enables clients to derive crypto-
graphic keys at different levels of granularity: either a complete key associated with the full
input or a partial key linked to a subset of the input. In this construction, a partial key can be
combined with the complementary portion of the message to locally reconstruct the same full

key.

This concept can be interpreted as a distributed analogue of the left /right constrained pseu-
dorandom function (PRF) model introduced in [BW13]. Specifically, for any input pair x|y, it is
possible to generate constrained keys kg« and k., such that k.. (respectively, k.,) can be com-
bined with y (respectively, with z) to compute the value PRF}(x|y). Furthermore, the function
PRFy(z,-) remains pseudorandom as long as queries involving inputs 2’ # x are made, even in

the presence of a constrained key k...

We now formalize the main definition of the FTKD scheme, presenting it as a system com-
prising both interactive protocols and non-interactive algorithms. In particular, the notation for
the DKdf protocol is designed to ensure that only a designated party obtains an output. Within
this framework, a party—acting as the client during a protocol execution—may issue three types
of queries: a complete input z||y, the left segment x, or the right segment y. The DKdf key-
derivation protocol operates according to the nature of the client’s query. Depending on the
query type, the recipient parties, acting as servers in this context, perform appropriate compu-
tations. Upon receiving their responses, the client can aggregate them to derive either a partial
key or the complete key, subject to the requirement that a minimum threshold of participating

parties (including the client) contribute until the protocol concludes.

Definition 3.1.1. The tuple of algorithms or protocols that comprise up a FTKD scheme have

the following form:

Setup(1*,n,t) — ([sk][n), pp) is a randomized algorithm that, given a threshold t (< n) and the
total number of participants n, produces n keys [sk],) := {ski, ska, ..., sk, } and public pa-
rameters pp. Party s receives the s-the secret key, sks. We assume that security parameter

and pp are implicitly taken as additional inputs by each of the subsequent algorithms.

DKdf([sk]n), S, 7 : p,S]) — 7 : k/L]. Through the DKdf protocol, a party j interfaces with
parties in the set S. Based on the request p € (z,‘left’), (y, ‘right’), ((z,y), ‘whole’), the
party j receives a key k € {lk, rk,wk} (or L on failure). The left key is denoted by Ik, the
right by rk, and the complete key by wk. DKdf only provides a private output to party j.

WKGen(v, p) — wk. A whole-key wk is deterministically generated by this procedure on input
(v, p) € {(Ik, y), (1, o) }.

FTKD is a core cryptographic primitive introduced to enable efficient and secure key man-
agement in distributed settings, particularly for large-scale data encryption in enterprise envi-
ronments [CGMS21]. FTKD allows a set of servers, each holding a share of the secret key, to
collaboratively derive pseudorandom keys in a threshold manner such that the key material is
never reconstructed or exposed in the clear. This property is crucial to protect sensitive data

against server compromise and to meet compliance requirements in modern KMS [AMMR13].
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The security of FTKD is formalized through three main notions: pseudorandomness, correct-
ness, and overall security (robustness against adversarial attacks). These notions are motivated

by both practical deployment needs and foundational cryptographic principles.

Pseudorandomness ensures that even if an adversary corrupts up to ¢ — 1 out of n servers,
any key derived via FTKD is computationally indistinguishable from a uniformly random value,
unless the adversary interacts with a threshold set of honest servers. This property is essential for
guaranteeing the confidentiality of the derived keys and, by extension, the privacy of encrypted
data[CGMS21, BW13].

Definition 3.1.2 (Pseudorandomness of FTKD). An FTKD scheme is pseudorandom if for all
PPT adversaries A, the following advantage is negligible:

|Pr[DP-PR4(1%,0) = 1] — Pr[DP-PR4(1%,1) = 1]| < negl(k)

where the game DP-PR 4(1%,b) is defined below that runs the oracles Opr-kd, Opr-chal-

DP-PR4(1%,b) GAME

1. set CHAL «< 0, ABORT « 0.

2. set g, grk, gwk < 0 and x*, y*, 2* + L.

3. set counters LCT,, RCT,,WCT, < 0 for all (z,y, z).
4. run ([sk],), pp) < Setup(1%,n,t).

5. run C + A(pp); require C C [n] and |C] < t.

6. run i’ + AQvria:Ovrcnat ({sh,} ).

7. if ABORT =1 then return #’; else return uniform 7’.

ORACLE Opy.kd(J,7,S):

1. require j € S and r € {(z,left), (y, right), (z, whole) }.
2. run [j : op] < DKdf([sk], [7: 7, S]).

3. if j ¢ C then return op.

4. if j € C then:

o if r = (z,left) then do:
— set LCT, + LCT, +|S\C]|.
— if LCT, >t —|C]
x if CHAL =1 and x = z* then set ABORT = 1.

* else set gy« g U {z}.
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o Similar for (y,right) with RCT, and gew.
e Similar for (z, whole) with WCT, and gw.

ORACLE Opychai (j*, 2%, 8*):

1. require j* € S*\ C, |S*| > t, and CHAL = 0.
2. set CHAL =1 and (z*,y*) := 2*.

3. if z* € gk or y* € g or x* € g then set ABORT =1
else run [j* : wk*] < DKdf([sk], [77 : 2%, S¥])

o if wk* = 1 then return L
e else do:
— if b =0, return wk*;

— if b =1, return uniform random value.

Correctness guarantees that any honest client, interacting with at least ¢ honest servers, will
always derive the same key as specified by the protocol, regardless of the adversary’s behavior.
This prevents denial-of-service attacks or data loss due to malicious servers returning incon-
sistent or incorrect results, which is a critical requirement for reliable enterprise encryption
systems [AMMRI18].

Definition 3.1.3 (Correctness of FTKD). An FTKD scheme satisfies correctness if for all
([sKk]ny, pP) <= K.Setup(1”,n,t), all j € [n], all valid inputs r, and all S C [n] with [S] > ¢
and j € S, we have the following;:

Pr | (DKdf([sk]pu, [ : 7, S]) = k) A (DKAF! ([sk] oy, [ : 7, S]) = k)] =1

where DKdf' denotes a deterministic evaluation of the protocol.

DP-Correct 4(1%) GAME:

1. set CHAL < 0, OUT « 0.
2. run ([sk]p, pp) < Setup(1%,n,t).
3. run C + A(pp); require C C [n], |C| < .

4. run Aocr»kd ,Ocr-chal ({Skp }pec ) .

5. return OUT.
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ORACLE Ogpa(j, 7, S):

1. require j € S and r € {(z,left), (y, right), (z, whole) }.
2. run [j : op| < DKdf([sk]n, [7 : 7, S]).

3. if j ¢ C then return op.

ORACLE Oqrchal (5%, Type, 2*,8*):

1. require OUT = 0, CHAL = 0, Type € {left, right, whole}, j* € S*\ C, |S*| > t.
2. set CHAL =1, and (z*,y*) := z*.
3. if Type = left:

e run [j* : [k] < DKdf([sk] ), [5* : (2%, left), S*]).
o if [k # | then set wk* := WKGen(lk, y*).

4. else if Type = right:

e run [j* : rk] < DKdf([sk]p, [ : (y*, right), S*]).
o if rk # L then set wk* := WKGen(z*, k).

5. else if Type = whole:
e run [j* : wk*] < DKdf([sk]},, [5* : (¢, whole), S*]).
6. run wk’ « DdeT([[sk]][n], [7% : (z*, whole), S*]).

7. if wk* = 1 then set OUT = 0; else set OUT = (wk* # wkT).

Definition 3.1.4 (Security of FTKD). An FTKD scheme is secure if it satisfies both pseudoran-
domness and correctness as defined above, and additionally, for any PPT adversary A corrupting
fewer than ¢ parties, the adversary cannot distinguish derived keys from random, nor cause

honest parties to derive inconsistent keys, except with negligible probability.

3.1.2 A FTKD Construction

TooLs

e Let Gy = (go), G1 = (g1), and Gr = (g) be cyclic multiplicative groups of prime
order q. Assume the existence of an efficiently computable, non-degenerate bilinear
pairing

e: Gy xG; —G.
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e Two cryptographic hash functions modeled as random oracles:

Hy : {O, 1}* — GQ, Hi - {O, 1}* — Gq.
e Let SSS(sk,n,t) — ([sk][n], pps) represent a Shamir’s Secret Sharing scheme.

SCHEME

e FTKD.Setup(1*,n,t) — ([sk]}n), pp): Sample a random value sk & Zg; then execute
([skDny, pps) <= SSS(sk,n,t).
Set system parameters as
pp = (90, Go, 91, G1, 9, Gr, e, Ho, H1, pps).

o DKdf([sk]n, [ : p,S]) — [ : k/L]: A two-round distributed protocol defined as

follows:

— Round-1. The party j broadcasts the query p to all parties p in S.

— Round-2. Each participant p in S computes a response k, based on the query

type:
Hy(a) if p = (a, ‘left’)

T = ¢ Hy(b) if p = (b, ‘right’)
e(Hy(a), H1(b)) if p = ((a,b), ‘whole’)

and sends k, = % back to j.

Finalize. If j receives at least t — 1 valid responses from S, it computes

k=[] K

€S’
for a subset 8" C SU {j} of size t; otherwise, it outputs L.

o WKGen(u,0) — wk: Compute the witness key as

Wk e(Ho(o),u) ifo=a
e(u,Hi(0)) ifo=b ’

Theorem 3.1 ([CGMS21]). Let FTKD be the flexible threshold key-derivation scheme constructed
above. Then, under the Bilinear Decisional Diffie-Hellman (BDDH) assumption and in the

random oracle model, FTKD satisfies both correctness and pseudorandomness.

Overall Security of FTKD encompasses both of the above: it ensures that the scheme is
robust against adversaries who corrupt fewer than t servers, cannot distinguish derived keys

from random, and cannot cause honest parties to derive inconsistent keys except with negligible
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probability [CGMS21]. Based on a distributed version of left/right constrained PRFs [BW13],
the FTKD construction in [CGMS21] has been shown to be secure under the Bilinear Bilinear

Decisional Diffe-Helman (BDDH) assumption in the random oracle model.

These security notions are not only theoretically sound, but also address the operational
realities of large-scale, distributed key-management deployments, as highlighted by recent efforts
in both academia and industry [AMMRI18, CGMS21].

Proof. See appendix 5.1 in Christodorescu et al. (2021).

3.2 Group Commitment

Motivation. In modern threshold cryptographic systems, especially those designed to encrypt
large datasets such as ATSE, it is necessary to efficiently and securely bind a set of messages
(or data items) to a single compact cryptographic object. Traditional commitment schemes
are designed for individual messages, but when encrypting or authenticating a whole group of
messages in one batch to achieve amortization and efficiency, a more powerful primitive is needed,

the Group Commitment Scheme.

Introduction. A group commitment scheme allows a client to generate a short commitment
that cryptographically binds an entire group (or vector) of messages. This commitment ensures
that no adversary can later open the commitment to a different set of messages (binding), while
still allowing efficient verification and selective opening of individual messages (hiding and ex-
tractability). In the context of ATSE, group commitments are crucial for enabling the privileged
encryptor to commit to a large batch of messages in a single interaction, ensuring that the
derived group key and all subsequent ciphertexts are tightly linked to the committed dataset.
This prevents malicious clients from forging ciphertexts or tampering with the batch after the
commitment phase, thus preserving both authenticity and integrity at scale [AMMRI18]. The
group commitment scheme in this work is typically instantiated using Merkle tree techniques
[Mer88], which offer efficient commitment and verification even for large groups, and support the
selective opening of individual messages without revealing the entire dataset. This makes group
commitments a foundational tool for scalable, secure, and auditable encryption in enterprise and

cloud settings.

3.2.1 Definition

Definition 3.2.1. A group commitment scheme consists of a tuple of PPT algorithms
(GSetup, GCommit, CardVer, GVer) with the following syntax:

e GSetup(1®) — pp: The setup algorithm outputs public parameters pp, including a descrip-
tion of the hash function H.

e GCommit(pp, m) — (v,x,f): Commits to a message vector m, returning a group commit-

ment v, unique commitment paths x, and openings f.
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e CardVer(pp, (v,p)) € {0, 1}: Verifies if the committed cardinality matches p.

e GVer(pp, (v,x),(m, f)) € {0,1}: Verifies whether a message-opening pair matches the com-

mitment and its unique path.

To see the security properties (binding, hiding, correctness, and cardinal binding) of the group
commitment scheme defied above, we refer section 6 of the main article [CGMS21]. Now we give

the group commitment construction from Merkle tree.

3.2.2 The Merkle Tree Group Commitment Construction

This construction uses a Merkle tree to commit to a vector of messages compactly. Each message
is hashed at the leaf, internal nodes combine hashes and labels, and the root forms the group

commitment.

e GSetup(1%): Sample a hash function H : {0,1}* — {0,1}" and output its description
as the public parame- ters pp := H.

o GCommit(pp, m): Let p = |m|, ¢ = [log, p], and sample p random values wy, ..., wp.

Compute leaf hashes h{ and labels vg for s =1 — 29:

H(s||m, [Jws) if s <p,

hs._
0=
H(s|0") ifs>p
s 1 ifs<p,
vy =
0 ifs>p

For levels r = 1 — ¢, compute:

hy=H (0230 [ A2 (o2 | h2y)

T r—1

s . .2s5—1 2s
v =000 U

Define the group commitment:
v = (p, hy)

The opening for position s:

fs = (s,ws)

and the unique commitment path:

£, = ((hgb(s,o)7. hsib([s/ZT],r))7 (v(sJib(s,O)

sy g

Usib( [s/277,7) >)

IR

o GVer(pp, (v,x), (m, f)): Parse f as (s,w), x as sequences of hashes and labels, v as
(p. h).
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Compute:
ho:=H(s||m|w), wvo:=1

Let u be the binary representation of s, with u[r] its r-th bit.

Forr=1—- ¢

hy .= H(Vp—1 || hp—1 || Wr—1 || N
ifufr] =0 (Ur—1 [ r—1 | wr—1 | nr—1)
Up 1= VUp_1 + Wr—1

hr = H(wr—l || Ny—1 H Vr—1 || hr—l)
else:

Up = Wp—1 + Vp—1
Accept if hy = h and vy = p.

e CardVer(pp, (v,p’)): Parse v as (p,h). Return 1 if p = p/, else 0.

Theorem 3.2 ([CGMS21]). Let H be a random oracle. Then the construction described above

satisfies the security properties of group commitment. Hence a valid group commitment scheme.

Proof. See section 6.1 in Christodorescu et al. (2021) for proof.

3.3 Amortized Threshold Symmetic-key Encryption

In this section we precisely introduce ATSE. Prior to presenting ATSE scheme based on FTKD

due to Christodorescu et al. [CGMS21], we first give the formal definition and security notions.

3.3.1 Definition

Definition 3.3.1. A trio of algorithms and protocols (Setup, DGEnc, and DKdf) provide an
ATSE that satisfies the consistency property stated below.

— Setup(1*,n,t) = ([sk]jn), PP):
Setup is a randomized algorithm that generates public parameters pp and N secret keys

ski,...,sk,. Party i receives the i-th secret key, sk;. The following protocols and algo-

rithms all take pp as an implicit input.

— DGEnc([sk]n, [j : m,S]) — [j : ¢/ L]: DGEnc is a distributed group-encryption protocol
which enables a party j to encrypt any vector of messages m = (my, ma, ..., my) to create

a vector of ciphertexts ¢ = (¢, ¢a,...,cn), or L in the event that it fails.

— DistDec([sk](n); [7 : ¢, S]) — [j : m/ L] a distributed protocol allow a party j to decrypt a
single ciphertext ¢ with the assistance of parties in a set S. j outputs a message m (or L

to indicate failure) at the conclusion of the protocol.
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Consistency: Provided that all participants act honestly, there exists a negligible function
negl such that, for any collection of messages m = (mq,...,my) and any i € [N], the following
probability is at least 1 — negl(\):

Pr |[j" : my] < DistDec([sk]},), [1" : ¢i, S']) | ¢ <= DGEnc([sk]j,,, [j : m, S])

3.3.2 Message Privacy

In the Chosen-Plaintext Attack (CPA) game, which formalizes message privacy in non-interactive
cryptographic systems, adversaries can create encryption queries before and after receiving a chal-
lenge ciphertext. This challenge requires distinguishing between encryptions of two adversary-
chosen messages. The threshold setting introduces additional complexities by necessitating struc-
tured query mechanisms to evaluate message privacy in environments where multiple parties

interact during encryption and decryption.

A critical requirement involves ensuring that decryptors cannot infer information about other
ciphertexts when decrypting a specific ciphertext — even those within the same group. Simulta-
neously, encryptors must derive group-specific encryption keys without compromising the privacy
of ciphertexts belonging to other groups. Specifically, an encryptor owning keys for one group
must remain unable to generate valid encryption keys for groups they do not control, thereby

preventing unauthorized ciphertext creation.

In this distributed context, message privacy also demands protection against adversaries
attempting to exploit collaborative protocols. We observe that, in addition to the encryption and
challenge oracles, the attacker has access to two distinct decryption oracles. Importantly, in the
ATSE setting, the outputs of these decryption oracles are not directly returned to the adversary.
This models realistic adversarial capabilities in distributed protocols where an adversary may
corrupt some servers and attempt to gain information indirectly from protocol transcripts or

execution patterns.

In the case of the ATSE scheme, Christodorescu et al. formalize these considerations by
allowing two decryption oracles alongside a single encryption oracle within the security game.

This setting accounts for the following adversarial scenarios:

- If an honest party is under the influence or partial control of an adversary, it may be

coerced to generate encryption queries of adversary-chosen messages.

- Similarly, if an honest party is compromised, it might be manipulated to generate decryp-

tion queries for adversary-chosen ciphertexts.

- Finally, the framework ensures that even in such adversarially controlled scenarios, an
honest party does not learn any unintended information about other messages — whether

from the same encryption group or not — beyond the plaintext it is intended to decrypt.

To rigorously formalize this property, we now define the notion of message privacy for the

ATSE scheme in terms of an indistinguishability game. Informally, the game ensures that no



3.3 Amortized Threshold Symmetic-key Encryption 21

PPT adversary can distinguish between the encryptions of two chosen message vectors with

non-negligible advantage, even when granted controlled oracle access as specified.

The formal definition of message privacy for the ATSE scheme is given below, followed by
a description of the security game and its associated oracles. The adversary interacts with the
system through these oracles to issue encryption, decryption, and challenge queries under well-
defined constraints that model the realistic capabilities of adversaries in threshold encryption

systems. Here is the formal definition of message privacy of the ATSE scheme and the oracles.

Definition 3.3.2. An ATSE scheme satisfies message privacy if for all adversaries of PPT A,

there exists a negl such that
|Pr[AT-MsgPriva(1%,0) = 1] — P[AT-MsgPriva(1%,1) = 1]| < negl(k)

where the AT-MsgPriv 4 game and the component oracles are described below.

AT-MsgPriv(1”,b) GAME

1. set CHAL « 0.

2. set c;, — 0.

3. set I« 0.

4. run ([sk],), pp) < Setup(1%,n,t).

5. run C < A(pp).

6. require C C [n] and |C| < t.

7. run i/ < AQstmp-encOacmp-ace:Ontemp-chat: Ont-mp-ve-dee ({ sk Ve ).

8. return i’

ORACLE O,¢-mp-enc(j, m,S):

1. require j € S.
2. run [j : op] <= DGEnc([sk], [7 : m, S]).

3. if j € s then return op.

ORACLE Oat_mp-dec (]a c, S)

1. require j € S\ C.

2. run [j : op] < DistDec([sk] ), [ : ¢, S]).
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ORACLE Oat—mp—chal (]7 mo,mi, S)

1. require j € §\ C, |mg| = |ma|, and CHAL = 0.

2. set CHAL « 1.

3. for each S such that mg[i] = my[i], set T < T U {i}.
4. run [j : op] = DGEnc([sk] [, [J : ms, S]).

5. set cp, < op.

6. return cy,.

ORACLE Oat—mp—pc—dec (]a & 8)

1. require j € S, CHAL =1, c =c¢[i], and i € I.

2. run [j : op] < DistDec([sk] ), [j : ¢, S]).

3. if j € C, return op.

The first oracle, denoted Oat-mp-dec, models situations where an adversary may attempt to
decrypt chosen ciphertexts via an honest client. This reflects practical distributed systems where
a malicious participant could attempt to influence decryption sessions initiated by honest parties
to indirectly learn about the underlying plaintexts or cryptographic keys. The second decryption
oracle, Oat-mp-pc-dec, 1S unique to the threshold group encryption setting and captures a more
restricted scenario. This oracle is only accessible following the challenge query, and only for
those ciphertext components originating from the challenge ciphertext vector ¢* that correspond
to message components identical in both challenge message vectors my and m;. This restriction
preserves the indistinguishability necessary for defining message privacy in this structured multi-

party setting.

3.3.3 Authenticity

We have to make sure the generated ciphertexts are “authentic”, which is refer to as ciphertext
integrity. Formally stated, authenticity ensures that each legitimate ciphertext must be generated
by appropriately interacting with at least one honest server, provided that there are no less than

t corruptions.

Direct and indirect encryption searches are allowed, much like in the message privacy game.
Since the corrupt party is supposed to learn the ciphertexts produced by the former, they are
obviously not regarded as forgeries. But in the indirect scenario, where an honest party starts
the encryption, the security game does not provide the adversary access to the ciphertext that
is produced. Therefore, if the adversary is successful in obtaining the ciphertext of an indirect

encryption question, it can output it as a legitimate forgery. Therefore, even when actively
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participating in the protocols, the TSE scheme must make such attacks unpredictable to him in

order to prevent them.

Definition 3.3.3. An ATSE scheme satisfies (strong) authenticity if for all PPT adversary A,

there exists a negligible function negl such that,

Pr[AT-Auth4(17%) = 1] < negl(k)  (or  Pr[AT-Str-Auth4(1%) = 1] < negl(x))

where the security game AT-Auth and AT-Str-Auth, and the associated encryption, decryp-

tion, targeted-decryption and challenge( a.k.a. forgery) oracles are described below respectively.

AT-Auth 4(1%) GAME

1. set ct :=0 and L. := 0.
2. set SUCC :=0and CHAL := 0.
3. run ([sk]n), pp) < Setup(1%,n,t).

4. run C « A(pp);
require C C [n] and |C| < 1.

5. run oracles:

L4 Oatfaufenc
L4 Oatfaufdec
L4 Oatfauftarfdec

® Out—au—chal ({Skp}p€C>

6. return SUCC.

ORACLE Oatfaufenc(ﬁ m, Nu S)

require j € S.
L. run [j : op] = DGEnc([sk], [j : m, S]).
2. if j ¢ C then set L. := L. U {op} else set

ct:=ct+ N|S\C|.

ORACLE Oat—au—dec (,77 ) S)

require j € S.
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L. run [j : op] + DistDec([sk]n, 7 : ¢, S]).

2. if j ¢ C then set
ct:=ct+|S\C|.

ORACLE Oat—au—tur—dec (]7 iy S)

require j € S\ C and i € [|L.|].

1. set ¢ := L.[i].

2. run [j : op| < DistDec([sk]n),[j : ¢, S]).

ORACLE Oatfaufchal (Lforge) :

1. set k:= {%J ,  where g:=1t—|C|.

2. set ((j1,81,¢1)s- -+, (k15 Skt1,Ckt1)) = Lorges;
require CHAL =0 and SUCC =0 and j1, jo, ..., jk+1 ¢ C and Vi £ i’ : ¢; # cpr.

3. set CHAL = 1.

4. run
{op; < DistDec!([sk]jn, i © ci, Sil) Yic -

5. if Vi€ [k+1]: op; # L thenset SUCC := 1; else set SUCC :=0.

AT-STR-AUTH 4(1%) :

1. set ct :=0 and L. := 0.
2. set SUCC :=0and CHAL := 0.
3. run ([sk](n), pp) < Setup(1%,n,t).

4. run C « A(pp);
require C C [n] and |C| < 1.

5. run oracles:
L4 Oat—au—enc
L4 Oatfaufdec

L4 Oatfauftarfdec

L4 Oatfstrfaufchal ({Skp}pEC)
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6. return SUCC.

ORACLE Ogt—str—au—chal (Lfm“ge) :

1. set k := {%J , where g:=t—|C|.

2. set ((j1,S1,¢1),- -y (kt1: Skt1, €ht1)) 1= Liorges
require CHAL =0 and SUCC =0 and j1, jo, ..., jk+1 € C and Vi £ i : ¢; # cpr.

3. set CHAL :=1.
4. run {op; < DistDec([sk]n), [Ji : i, Si]) bielkt11-

5. if Vi € [k 4+ 1] : op; # L then set SUCC := 1; else set SUCC := 0.

3.3.4 Correctness

In threshold encryption schemes, the correctness property ensures that any ciphertext produced
through honest execution of the encryption protocol decrypts to the original message, or signals
failure if the ciphertext has been malformed or adversarially tampered with. In the setting
of ATSE, this requirement becomes more intricate due to the amortized nature of the scheme
and the interactive structure of distributed protocols. Specifically, correctness in ATSE must
guarantee that the decryption of a given ciphertext is independent of other ciphertexts within
the same encryption batch, even when multiple parties interact during encryption and decryption

phases.

Moreover, it is essential to prevent adversarial parties participating in distributed decryption
protocols from inferring information about other ciphertexts within the same group or across
different groups. This is particularly important in scenarios where a compromised server may
attempt to exploit its role in collaborative decryption to gain knowledge beyond the intended
plaintext. Additionally, encryptors must be restricted to deriving encryption keys that are specific
to their designated message group, ensuring that no encryptor can forge valid ciphertexts for

groups outside their authority.

To capture these requirements formally, the ATSE security model incorporates structured
decryption oracles within its message privacy game. These oracles reflect realistic adversarial
capabilities in distributed systems, such as initiating encryption and decryption queries under
adversary-chosen messages or ciphertexts, and participating as a corrupt server in decryption
protocols initiated by honest clients. The correctness definition in ATSE thereby ensures both the
integrity of individual decryptions and the isolation of ciphertexts across and within encryption
batches, preserving the confidentiality and authenticity guarantees of the system in adversarial

settings.

Definition 3.3.4 ((strong) Correctness). An ATSE scheme is correct if for all PPT adversaries A,
there exists a negligible function negl such that the game AT-Correct 4 outputs 1 with probability
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at most negl(k). An ATSE scheme is called strongly-correct if for all PPT adversaries A, there
exists a negligible function negl such that the game AT-Str-Correct 4 1 with probability at most
negl(x). The security game AT-Correct 4 and AT-Str-Correct 4, and the corresponding oracles

are described as follows.

AT-Correct 4(1") GAME :

1. set CHAL :=0 and OUT := 0.

2. run ([sk]pn, pp) < Setup(1%,n,t).

3. run C + A(pp); require C C [n] and |C| < t.
4. run oracles:

L4 Oatfcorfenc({Ski}EC)
L4 Oatfcorfdec({Ski}EC)
° Oat—cor—chal({Ski}EC)

5. return OUT.

ORACLE Ogt—cor—enc (.77 m, S)

require j € S.

L. run [j : op] = DGEnc([sk], [j : m, S]).

2. if j ¢ C then return op.

ORACLE Oatfcorfdec(jv & S)

require j € S.

L. run [j : op] < DistDec([sk]n, 7 : ¢, S]).

2. if j ¢ C then return op.

ORACLE Oatfcorfchal (.77 S»jlv S/a m = (mla ma, ... »mN)a Z)

require j € S\ C, 7€ S'\C,i € [N], CHAL =0, and OUT = 0.

1. set CHAL :=1.

2. run [j : op| < DGEnc([sk]n), [j : m, S]).
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3. if op = 1 then set OUT := 0.
4. else set (c1,...,cq) = opdo:

(a) run op’ < DistDec([sk]n, [1" : cis1])-

(b) if op’ = m,; then set OUT :=0; else set OUT := 1.

AT-Str-Correct 4(1%) GAME :

1. set CHAL := 0 and OUT := 0.

2. run ([sk]p, pp) < Setup(1%,n,t).

3. run C + A(pp); require C C [n] and |C| < t.
4. run oracles:

° Oat—cor—enc({Ski}EC)
o Oat—cor—dec({Ski}EC)

o Oatfst'r‘fcorfchal({Ski}EC)

5. return OUT.

ORACLE Oatfstrfcorfchal<j7 Sajlvslv m = (mh ma,...

,mN),i):

require j € S\ C, 7 € 8'\ C, Sing € [N], CHAL =0, and OUT = 0.

1. set CHAL :=1.

2. run [j : op| <= DGEnc([sk]},), [j : m, S]).
3. if op = 1 then set OUT := 0.

4. else set (cy,...,cy) = op and do:

(a) run op’ < DistDec!([sk]jn}, [j : ¢i,S']).

(b) if op’ = m; then set OUT :=0; else set OUT := 1.
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3.3.5 A ATSE Construction

TooLs

e A simple FTKD scheme: FTKD := (FTKD.Setup, DKdf, WKGen).
e Merkle-tree group commitment scheme: (GSetup, GCommit, CardVer, GVer).

e A PRG with polynomially many output bits.

SCHEME

e Setup(1”,n,t) — (skpn), pp): Run FTKD.Setup(n,t) to get
((rk1,...,7kn), PPetrp ), and run GSetup(17®) to get ppeom- Set sk; := rk; for i € [n]
and pp := (PPETKD: PPeom)-

e DGEnc(skp,),[j : m,S]) — [j : ¢/ L]: Let N := |m|. This is an interactive protocol
initiated by the client (party-j):

— Party-j computes (v, q,p) + GCommit(pp.,m,, m), where
p=(p1,.--,pn) and q = (q1,---,qN)-
— Parties in S interactively run DKdf to derive the group-specific left-key:

[j : gk] <= DKdf(skiy), [« (N, (i), ‘left’)], S, pp).

The client party-j sends (j||v||N) to servers in S. A server verifies (i) whether it is
sent by j and (ii) whether CardVer(pp.om, (S,q)) = 1; if either fails, it returns L
and aborts. Otherwise, it proceeds. If gk =1, party-j outputs L, else proceeds.

— Finally, for each ¢ € [N], party-j:

x Computes the message-specific whole-key:
wk; := WKGen(gk, ¢;).
* Generates the ciphertext:
a; = (J,7, ¢, wi)

where
u; := PRG(wk;) @ (mg|p:).

— Output the ciphertext tuple:

C:

(a’lv s 7aN)'
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e DistDec(skp,,[j : ¢,S]) — [j : m/ L]: This is an interactive protocol initiated by
party-j:
— Party-j parses each a; in ¢ as (j, 7, qi, u;).

— Parties in S interactively run DKdf:
[ : wk;] <= DKdf(skp, [j - (IS, ), ‘whole”)], S, pp).

Party-j receives wk;; if any wk; =1, it outputs L and aborts.

— Decrypt:
(millpi) :== PRG(wk;) @ u;.

Verify commitment:
if GVer(ppeoms (S, ¢i), (mi,pi)) = 0, then output L .

If all checks pass, output m := (mq,...,my).

(Sec 7.2 in Christodorescu et al. 2021)

Theorem 3.3 ([CGMS21)). The above ATSE scheme described is (strongly-) secure if the un-
derlying simple FTKD is (strongly-)secure.

Proof. See appendix E.2 of [CCMS21] for a detailed proof of Corretness, Message Privacy and
Authenticity of ATSE. O
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ATSE for Tabular Data

This chapter presents the adaptation of the ATSE scheme for efficient encryption of large tab-
ular datasets. Motivated by the inefficiencies of traditional threshold symmetric-key encryption
schemes when applied to fine-grained data, the proposed approach enables a privileged client to
encrypt entire tables with a single interaction with key servers, while maintaining strong privacy,

authenticity, and fine-grained access control.

Section 4.1 formalizes the ATSE scheme for matrix data, extending the vector-based defini-
tions. Section 4.1.2 adapts the security notions—message privacy, correctness, and authentic-
ity—to the tabular setting. Section 4.1.3 details the construction, leveraging FTKD, Merkle tree
group commitments, and a PRG. We conclude with proofs demonstrating that the scheme’s secu-
rity follows from the underlying primitives, establishing ATSE as a scalable and secure solution
for threshold encryption of tabular data.

4.1 ATSE for Tabular Data

Motivation. TSE schemes, such as DiSE, provide strong security to encrypt sensitive data by
distributing key material across multiple servers and requiring server interaction for each encryp-
tion or decryption operation. However, this approach becomes inefficient when handling large
tabular datasets, as repeated interactions for each cell or row introduce significant latency and

computational overhead.

ATSE scheme for tabular data addresses this inefficiency by allowing a privileged client, such
as a data ingestion pipeline, to encrypt entire tables or large blocks of data with just a single round
of interaction with the key servers. Each cell in the table is encrypted using a unique, locally
derived key, while the scheme maintains the same strong authenticity and privacy guarantees
as traditional TSE for individual decryptors, who must still interact with the servers for each
decryption. This makes ATSE especially suitable for enterprise applications where large volumes
of tabular data need to be encrypted efficiently, while still enforcing fine-grained access control

and auditability for downstream analytics.
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In summary, ATSE for tabular data delivers the security of distributed threshold encryption

with the performance and scalability required for modern, data-intensive environments.

4.1.1 Definition

The definition of ATSE scheme for matrix (or tabular) data is the same as the definition of
ATSE scheme for a message vector except to replace the message vector m = (my,mo,...,my)
by the matrix M = (m;;). So, we did not rewrite the same definition again to make it simple
and compact.

Consistency: If all parties behave honestly, there exists a negligible function negl for which
the following probability is at least 1 — negl(x) for any set of messages M = (m;;)rxs, any
ielr] & jels):

Pr [k : my;] < DistDec([[sk]]jn}, [F' : ¢ij,S']) | € = (ci; + DGEnc([[sk]][n, [k : M, S])]

4.1.2 Security Definitions

All the security definitions are the same as in the previous ATSE scheme with a slight change in

the games and oracles.

4.1.2.1 Message Privacy

The game and oracles of (strong) message privacy for this scheme have the same set of instructions
in each protocol except replacing message vector by a matrix,, and the notation is inherited from

the matrix to complete the set of instructions (e.g. I is a set of pairs of the form (i, j))(corresponds

tO) Iin Oat—mp—chala Oat—str—mp—chal and Oat—mp—pc—dec-

4.1.2.2 Correctness

The game and oracles of (strong) correctness for this scheme have the same set of instructions

in each protocol except replacing message vector by a matrix in every games and oracles.

4.1.2.3 Authenticity

Same as above like message privacy and correctness definition, we need to change the following.

- As message privacy and correctness.

- Replace N by 7 X s in Out_qu—ene oOracle.

4.1.3 Our Construction
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TooLs

e FTKD Scheme (containing the algorithms FTKD.Setup, DKdf, WKGen).

e Markle-tree group commitment scheme (contains the algorithms GSetup, GCommit,
CardVer, GVer).

e A secure PRG with polynomially many output bits.

SCHEME

e Setup(1”,n,t) — ([[sk]][n), pp): Compute the distributed key
[[sk]ljn) := (sk1,8ka, ..., sky), provide the public parameter pprrip using
FTKD.Setup(1*,n,t) and run GSetup to get ppeomm- PP = (PPFTKDs PPeomm)-

e DGEnc([[sk]]n); pp, [k : M = (my5)rxs,S]) — ([k: C/ L]): M is a tabular data (i.e. a

matrix) of size r X s and the protocol initiated by the party k.

— Round 1: Party k compute group commitments row-wise as well as column-

wise as follows:
(04,9;,P;) — GCommit(Mi., DDeomm,) i=1-—=7r

&(6j7vj’ uj) = Gcommit(M*jvppcomm) ] =1—s

where q;, v; are unique commitment vector and p;,u; are opening vectors.
Party j send the row commitments o;’s (k, (01, 02,...,0.),8) with no. of col-

umn in data matrix M to all the parties in S.

— Round 2: A server, on receiving the input, checks (i) whether it is sent by party
k and (ii) CardVer(ppeomm, (o, r))= 1; if either fails, then it returns L and
aborts; otherwise it continues with the protocol. Using DKdf protocol each
party p compute Hy(o;)**#’s on the received commitments and send back to

the party k. If gorup key gk=_1 , then party k outputs L, otherwise it executes

the next step.

— Finally, party k locally compute the message specific whole keys by w;; :=
e(gki, H1(0;)) fori = 1 — r& j = 1 — s and generate the ciphertext

¢ij = (04,05,4;, vj, e;;) on the message m;; and e;; := PRG(w;;) & (myj|ps||u;).
Output: C := (¢ ;).
e DGDec([[sk]]n), pp; [k : ¢,S] — ([k : m/ L])): This protocol initiated by the party k.

— Party k parse ciphertext ¢ as (0,6, ¢, v, €).
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— Parties in S interactively runs an instance of DKdf:

[k : wk] Dde([[sk]][n], [k : ((0,0), ‘whole) , S])

If wk # L, then it output L, otherwise it executes the next step.
— Decrypt e as (m||p||u) = PRG(wk) @ e

Verify the commitment running GVer(ppeom, (0, q), (m,p)) and
GVer(ppeom, (0,v), (m,w)); if one of them return 0 then output L, else output

m.

Theorem 4.1. Our ATSE scheme described in this section, is (strongly)- secure if the underlying
simple FTKD is (strongly-)secure.

Correctness. The correctness of this ATSE scheme is achieved by binding of underlying group
commitment scheme. The proof is analogs to proof of correctness of ATSE (see Appendix E.2 in
[CGMS21]) app except here the correctness is due to two binding of group commitments of row
and columns where the message lies. Hence we can check it using GVer by opening the unique
commitment pair twice (once for column and another for row). Therefore we get more than what

we need to achieve correctness. Hence this assure the correctness.

Message Privacy. There is a slight difference in this scheme compare to ATSE by Agwaral
et. al. While computing the group specific left keys (i.e column wise group specific keys) our
scheme does not include the id of encryption initiated party unlike the former. The proof of
message privacy for the former (ATSE)(see Appendix E.2 in [CGMS21]) does not depend on the
above but on pseudorandomness of message specific whole key using FTKD protocol while rely
on BDDH assumption. Hence we can use same argument to support our claim and the only
modification needed to create four types of each r x s hybrids games insead of 4 types of each N
hybrid games to show indistinguishable of encryption of two different tabular data of same size.

This assure that that this scheme satisfies (strong) message privacy.

Authenticity. The authenticity of the ATSE scheme for tabular data follows by adapting the
proof for the vector case (see Appendix E.2 in [CGMS21]) to the matrix setting. Specifically,
the message vector m = (myq,...,m,,) is replaced by a matrix M = (m;;) of size r x s, and all

corresponding oracles and games are adjusted accordingly.

The scheme employs dual group commitments: row-wise commitments o; for each row i € [r]
and column-wise commitments d; for each column j € [s]. These commitments bind the messages
in both dimensions, providing a stronger binding guarantee than a single vector commitment.
In the encryption protocol, the encryptor obtains group keys gk; for each row via the FTKD
scheme and derives message-specific whole keys w;; = e(gk;, H1(0;)) for each message m;;.
The ciphertexts include the corresponding row and column commitments, unique commitment

vectors, and encrypted message with masking via a PRG keyed by w;;.

The proof proceeds in the following steps:

e Reduction to CardAuthGame: We first reduce the standard authenticity game AT-Auth 4
to a modified game CardAuthGame 4, which additionally tracks the number of forgeries per



4.1 ATSE for Tabular Data 35

group commitment and aborts if the number of forgeries for a commitment exceeds its
cardinality. This reduction is justified by the cardinality-binding property of the group

commitment scheme.

e Transition to Uniqueness Game: We show that the modified game CardAuthGame 4(1%) is
computationally indistinguishable from the further restricted game AT-Auth-Uniq 4(1%):

CardAuthGame 4 (17) =2, AT-Auth-Uniq 4(1%)

where the adversary only wins if all forgeries are unique in their first three components

(row, column, and commitment path).

e Reduction to FTKD Pseudorandomness: Now we bind the winning probability of A in
the game AT-Auth-Uniq, by the winning probability of another PPT adversary B that
attempts to win the pseudorandomness game DP-PRg. The reduction B simulates the
authenticity game for A, using its own FTKD pseudorandomness challenge oracle to answer
key derivation queries and embedding the challenge key in the challenge ciphertext. If A
can forge a valid ciphertext, then B can distinguish the FTKD challenge key from random,
contradicting the pseudorandomness of FTKD.

These steps apply to the modified games and oracles for the ATSE scheme instantiated
for tabular data, as the matrix structure only changes the indexing and the dual use of group
commitments. The security properties of the underlying FTKD and group commitment schemes,

along with the PRG, remain unchanged.

Hence, the authenticity of the ATSE scheme for tabular data follows by the same reductions

and arguments as in the vector case, concluding the proof.
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