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“We live on an island surrounded by a sea of ignorance. As our island of knowledge

grows, so does the shore of our ignorance.”

John Archibald Wheeler






Abstract

This thesis is a compilation of provable security analyses of various cryptographic
constructions in idealised models. The first construction examined is the ABR
hash. We revisit the existing proof of the ABR hash in the random oracle model
and identify significant errors in the proof. Although we are unable to correct the
original proof, we establish the security of the ABR tree of height 3 from scratch,
addressing the first non-trivial case.

As our second contribution, we conduct a tight and comprehensive security analysis
of the AsScON AEAD mode in the random permutation model. We show that the
efficiency of ASCON can be increased by 50%, and the tag size can be halved
without losing any security.

In the third contribution, we extend our security analysis of ASCON to the multi-
user setting, providing tight security bounds for both nonce-respecting and nonce-
misuse adversaries. Additionally, we propose LK-ASCON, a variant of ASCON
with a key size of up to 256 bits, offering improved multi-user security compared
to ASCON.

As the final contribution, we introduce PACT, a transform that converts any au-
thenticated encryption mode into a context-committing one without any output
length expansion. PACT achieves this with a single call to a collision-resistant
unkeyed hash function and one call to a block cipher, with the analysis performed
in the ideal cipher model. We also propose comPACT, a faster version of PACT

which gives a nonce-respecting committing authenticated encryption scheme.
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Chapter 1
Introduction

Cryptography, the science of secure communication, has a rich history dating back
to ancient times when ciphers such as substitution ciphers and tools like scytales
were used to conceal messages. However, modern cryptography as we know it
began to take shape in the mid-twentieth century with the advent of computers
and the increasing need for secure communication in the digital age.

One of the major developments in modern cryptography was the distinction be-
tween two fundamental approaches: public-key cryptography (or assymetric cryp-
tography) and symmetric cryptography. Public-key cryptography, introduced by
Whitfield Diffie and Martin Hellman in 1976 [54], revolutionised the field by al-
lowing secure communication over insecure channels without the need for a shared
secret key. This approach relies on the use of two keys, a public key for encryption
and a private key for decryption, making it suitable for a wide range of applications
such as secure online communication and digital signatures.

On the other hand, symmetric cryptography, which predates public-key cryptogra-
phy, involves the use of a single shared secret key for both encryption and decryp-
tion. While less complex than public-key cryptography, symmetric cryptography
is often more efficient and is still widely used in applications where speed and re-
source constraints are paramount. Since our work focuses on the symmetric setup,
we would like to discuss some fundamental elements of it before delving into the

original contribution of the thesis.

1.1 Symmetric Cryptography

In symmetric cryptography, the same cryptographic keys are used for both the

encryption of plaintext and the decryption of ciphertext. Traditionally, symmetric
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encryption employs either block ciphers or stream ciphers as foundational prim-
itives and constructs various cryptographic modes on top of these primitives to
achieve diverse security objectives. Both types of primitives aim to provide con-
fidentiality and remain extremely popular, even though a significant part of the
design space has recently been occupied by tweakable block ciphers and crypto-

graphic permutations. First, let us briefly discuss these primitives:

e Block ciphers are designed to encrypt fixed-size blocks of data, typically
64 or 128 bits, as single units. To accommodate data that does not perfectly
align with the block size, padding schemes are used to extend the plaintext
to the required length. A block cipher consists of an encryption algorithm
and a decryption algorithm, where the decryption process is the inverse
of the encryption process. Each algorithm requires two inputs: an input
block and a secret key, which ensures that the transformation is both secure
and unique. For any given key, the block cipher performs a permutation
across the set of all possible input blocks, effectively scrambling the data
in a reversible manner. Notably, the AES (Advanced Encryption Standard)
[48] is a widely adopted block cipher, standardised by NIST in 2001, which
uses 128-bit blocks and supports key sizes of 128, 192, or 256 bits.

e Tweakable block ciphers, introduced by Liskov et al. [91] are an advanced
variation of traditional block ciphers, designed to offer enhanced flexibility
and security. In addition to the usual inputs of a plaintext block and a secret
key, tweakable block ciphers incorporate an additional parameter known as
the “tweak”, which can be viewed as an additional input that modifies the
encryption process without the need to change the key. The purpose of
the tweak is to provide context-specific transformations, allowing the same
key to encrypt identical plaintext blocks differently depending on the tweak

value.

e Stream ciphers are a type of symmetric cryptographic algorithm designed
to encrypt data in a continuous stream, one bit or byte at a time, rather than
in fixed-size blocks. This method allows for greater efficiency and speed,
making stream ciphers particularly suitable for environments where data
arrives in varying sizes or requires real-time encryption, such as in network
communication and secure data streaming. A stream cipher generates a
keystream, a sequence of pseudo-random bits, which is then combined with

the plaintext bits using an operation like XOR to produce the ciphertext.
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The keystream is typically generated based on an initial secret key and, in
many cases, an additional value called a nonce or initialisation vector (IV)
to ensure that identical plaintexts encrypt differently each time. Prominent
examples of stream ciphers include RC4 [106], which has been widely used in
protocols like SSL/TLS, and the more modern and secure Salsa20 [20] and
ChaCha20 [19], known for their robustness and efficiency.

e Cryptographic permutations are increasingly being used directly as cryp-
tographic primitives. A cryptographic permutation is a bijective function
that maps an input bit string of a fixed length to an output bit string of the
same length. Permutations, when employed directly, play a crucial role in
various modern cryptographic constructions, most notably sponge functions.
Sponge functions operate by iteratively applying a fixed permutation to an
internal state to process input data and produce output data. The Keccak
algorithm [26], which forms the basis of the SHA-3 hash standard [62], is a
prime example of a cryptographic sponge that relies heavily on permutations

for its security properties.

Most cryptographic primitives operate on fixed-size blocks, except for stream ci-
phers, which encrypt data a single bit or byte at a time. Variable-length schemes
are often built from these fixed-length primitives by means of a mode of opera-
tion. These modes define how data is processed across multiple blocks, ensuring
confidentiality, integrity, and sometimes authentication.

Common modes include Electronic Codebook (ECB) [60], where each block is en-
crypted independently, making it susceptible to pattern analysis; Cipher Block
Chaining (CBC) [60], which introduces diffusion by XOR-ing each plaintext block
with the previous ciphertext block before encryption; and Counter (CTR) mode
[60], which generates a keystream by encrypting a counter value with the key and
XOR-ing it with the plaintext, allowing parallel encryption. Some modes, such
as Galois/Counter Mode (GCM) |61], integrate encryption with authentication,
providing both confidentiality and integrity. The choice of mode depends on the
security needs and performance constraints of the specific application.
Symmetric algorithms are crucial for communication security because they rely
on simple operations (e.g. XOR, logical AND, etc.), enabling them to achieve
high speeds in both software and hardware implementations. They are signifi-

cantly faster and more lightweight than public-key algorithms, while also using
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much shorter encryption keys. The security and efficiency of modern communica-
tions heavily depend on symmetric algorithms, making symmetric cryptography

an essential and continually evolving branch of modern cryptography.

1.2 Provable Security

The methods to analyse the security of cryptographic constructions can be di-
vided into two main classes: the cryptanalytic approach and the provable security
approach.

The cryptanalytic approach involves directly attacking the cryptographic construc-
tion to identify weaknesses and potential vulnerabilities. This approach employs
a variety of techniques to break the security assumptions of the cryptographic
system. The cryptanalytic approach can further be divided into several meth-
ods based on the techniques used to attack cryptographic algorithms. Three of
the most prominent methods are differential cryptanalysis |28|, linear cryptanal-
ysis [92], and integral cryptanalysis [88]. Cryptanalytic techniques are invaluable
for understanding the practical security of cryptographic constructions, providing
real-world insights by revealing how and where a system might fail under attack.
In contrast, the provable security approach involves mathematically proving the
security of a cryptographic construction under specific assumptions. This method
provides a rigorous theoretical framework to demonstrate that breaking the cryp-
tographic system is infeasible based on certain hard problems. Provable security
offers theoretical guarantees that the cryptographic construction is secure against
all efficient adversaries within the defined model, providing confidence that, as-
suming the underlying assumptions hold, the system cannot be broken by any
feasible attack.

Both the cryptanalytic and provable security approaches are essential for a compre-
hensive analysis of cryptographic constructions. In practice, these approaches are
complementary. A cryptographic construction is typically subjected to extensive
cryptanalytic testing to uncover practical weaknesses while also being supported
by provable security arguments to ensure its theoretical robustness. This dual ap-
proach helps ensure that cryptographic systems are both practically secure against
known attacks and theoretically sound under formal security models. Since our
contributions align with the provable security approach, we explore this in more
detail.
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The provable security approach is mostly applicable to modes of operation, which
are built upon primitive functions. While analysing the security of a mode of
operation, there are two major ways to model the primitive functions it is built
upon — the standard model and the idealised models.

In the standard model, the idea is to relate the security of a scheme to the security
of the underlying primitive (also known as a security reduction). The standard
model reflects realistic assumptions and practical constraints, making it highly
relevant for real-world applications. However, it can sometimes be challenging to
achieve rigorous security proofs in the standard model due to the complexity and
potential weaknesses of real-world primitives.

The ideal models, on the other hand, assume that the primitive functions behave
like perfect, idealised versions of themselves. For example, a block cipher might
be modelled as an ideal cipher (i.e. it behaves as a random permutation when a
key is fixed), or a hash function might be modelled as a random oracle. In these
models, the primitives are assumed to have no structural weaknesses and behave
in a perfectly random manner. The idealised models simplify security analysis
by abstracting away the details of the underlying primitives and treating them as
black boxes with ideal properties. This can make it easier to prove strong security
guarantees for cryptographic constructions.

However, idealised models are often criticised for being overly optimistic, as real-
world primitives may not exhibit ideal behaviour. Despite their limitations, the
idealised models are useful for gaining insights into the fundamental properties
of cryptographic constructions and for establishing baseline security guarantees.
They help identify potential weaknesses and inform the design of more robust sys-
tems. It is important to note that the idealised models are not uniform across
all scenarios; its characteristics vary depending on which primitive is being ide-
alised. We now have a brief look at the different idealised security models used in

symmetric cryptography.

1.3 Idealised Security Models

The Random Oracle Model

The Random Oracle Model (ROM), formalised by Bellare and Rogaway [15], as-
sumes that a primitive is replaced by a publicly accessible random function (the

random oracle). This means that the adversary cannot compute the result of the
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function by itself: it must query the random oracle. The ROM was used for some
time before its formalisation [66, 70, 71|, and continues to see widespread use
today [16, 17]. Proofs conducted in the ROM often yield schemes that are prov-
ably secure and more efficient than those proven secure in the standard model,
contributing to the ROM’s extensive adoption.

Random oracles are theoretical constructs that do not exist in reality. When cryp-
tographic schemes that have been proven secure in the ROM are to be deployed in
practice, a real-world counterpart must be chosen to simulate the random oracle.
This process is known as “instantiation”. Typically, cryptographic hash functions
(or compression functions for fixed domains) are used for this purpose. The secu-
rity proofs in the ROM ensure that if the adversary treats the instantiated random
oracle as a black box, without exploiting its internal structure any peculiarities of

the instantiation, then the security guarantees hold in the standard model.

The Ideal Cipher Model

The Ideal Cipher Model (ICM) is another idealised computational framework,
similar to the ROM. Instead of a publicly accessible random function, the ICM in-
volves a publicly accessible random block cipher, or ideal cipher. This block cipher
operates with a k-bit key and has n-bit inputs and outputs, selected uniformly at
random from all possible block ciphers of this format. Essentially, this is equiv-
alent to having a family of 2¥ independent random permutations. All parties,
including adversaries, can query the ideal block cipher for both encryption and
decryption using any given key. The concept of the ICM dates back to Shannon
[113] and has been employed in various cryptographic contexts (see, for example,
[30, 51, 63, 87]). Under certain settings, the ROM and the ICM have been shown
to be equivalent |79].

The Random Permutation Model

The Random Permutation Model (RPM), akin to the Random Oracle Model
(ROM) and Ideal Cipher Model (ICM), provides an idealised framework in cryp-
tography. In the RPM, instead of a random function or block cipher, parties in-
teract with a publicly accessible random permutation. This permutation is chosen
uniformly at random from the set of all possible permutations of a given domain.
This model assumes that the adversary, like all parties, can query the permuta-

tion for any input-output pair under the constraint of the chosen permutation. In
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recent times, several works in sponge-based hash and authenticated modes (see,
for example [31, 33, 36, 94]) have been done in the RPM.

1.4 Contributions and Outline

This thesis is a compilation of several results related to the provable security of
various modes of operation, specifically hash functions and authenticated encryp-
tion schemes. Here, we discuss the key contributions briefly in the order they
appear in the thesis.

In Chapter 2, we introduce basic cryptographic preliminaries. After briefly outlin-
ing the notations used in the thesis, we discuss cryptographic hash functions and
authenticated encryption, and define the security notions associated with them
that we explore later in the thesis.

In Chapter 3, we revisit the collision security of the ABR hash mode [4], a tree
hash mode that is more efficient compared to the Merkle tree. The analysis is
conducted in the ROM, where we model the compression function used for the
ABR hash as a random oracle. We identify significant gaps in the existing security
proof and highlight some missing cases. Although we are unable to patch the
existing proof, we demonstrate the collision security of ABR; (the ABR of height
3), the first non-trivial case, but are unable to extend the result to the general
case. Furthermore, we show that the ABR hash cannot have any non-trivial local
opening that provides birthday security. The contents of this chapter have been
published in [52].

In Chapter 4, we bound the AEAD security advantage of the ASCON mode, which
was previously shown to be at least as secure as the Duplex mode. By modelling the
ASCON permutation as an ideal permutation, we show that ASCON is significantly
more secure than Duplex in the single-user nonce-respecting setting. While the
dominating term in the security bound for the Duplex is of the order DT/2¢
where D and T represent the data and time complexities respectively, and c is
the capacity of the underlying sponge, we show that for ASCON, the term DT'/2¢
can be improved to (DT/2° + T/2°). Interpreting this in light of the NIST LWC
requirements, our bounds allow the rate of ASCON to be increased by 50%, thus
increasing efficiency without degrading security. We also show that the tag size of
ASCON can be halved. The contents of this chapter have been published in [34].
In Chapter 5, we extend our results for ASCON to the multi-user setting. We show
that unless the number of users becomes excessively large, the AscoNn AEAD
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mode remains secure in this setting. However, since the dominating terms in this
case are (1/2°+ pT/2%), where p denotes the number of users and & is the key size
of ASCON, security degrades as the number of users 1 increases. To mitigate this,
we propose the LK-AscON (Large Key ASCON) mode, an ASCON-like mode with
a larger key size (up to 256 bits, instead of the standard 128 bits of ASCON). We
show that LK-ASCON is secure even when the number of users reaches the data
limit. Furthermore, we demonstrate that although privacy is not guaranteed, both
AscoN and LK-ASCON achieve authenticity security in the nonce-misuse setting
as well. The contents of this chapter have been published in [35].

As our final contribution, in Chapter 6, we propose PACT, a transform that con-
verts any authenticated encryption into a committing one (we call this a CMT
transform). PACT is the first CMT transform that is both universal (i.e., appli-
cable to any AE scheme) and output-length-preserving (i.e., does not increase the
ciphertext size). PACT uses one call to an unkeyed hash function and one call to a
block cipher (which we model as an ideal cipher for our security results). To prove
that PACT is committing, we propose a new notion for AE schemes, which we call
“ciphertext collision advantage”. We also propose comPACT, a lighter version of
PACT which is also committing and preserves standard AEAD security as long as
nonces are not misused. In the same chapter, we show that most authenticated
schemes for which prior CMT transforms are not applicable are not committing,
thus making universal transforms necessary. The contents of this chapter are
available at the E-print server [27].

Finally, in Chapter 7, we conclude the thesis and discuss some potential future

works.



Chapter 2

Preliminaries

2.1 Notation

Let {0, 1}™ denote the set of bit strings of length n, and {0, 1} denote the set of bit
strings of arbitrary length. Let A denote the empty string and we write {0, 1}* =
{A\}U{0,1}T. We call elements of {0,1}" blocks. A k-to-r (block) function or
random oracle has domain {0, 1}*" and range {0, 1}"". Foralla < b € N, let [b] and
[a, b] denote the sets {1,2,...,b} and {a,a + 1,...,b} respectively. For n,k € N,
such that n > k, we define the falling factorial (n)y :=n(n —1)---(n — k + 1).
Note that (n); < n*. For any bit string z = x5+ - - x5, € {0, 1}*, we write |z| to
denote its bit-length k, and for n < k, we write [z], = x1---z, (resp. |z|, =
Tk_ni1- - T) to denote the most (resp. least) significant n bits of z. We use || to
denote the bit concatenation operation. We also abuse the notation (z1,...,xz,)
to denote the bit concatenation operation xy||- - - ||, where x; € {0,1}*. So, if
V=z|z = (z,2) € {0,1}" x {0,1}¢ then [V], = z and |V |. = 2. We use &
to denote bitwise XOR operation. For a set X', x & X denotes that  is sampled
from X uniformly at random, and y O & denotes without replacement sampling
of y from X.

A partial function 7 from D to R is a subset 7 C D x R such that for every
x € D, there are at most one y with (z,y) € 7. We define domain dom(7) := {x :
Jy, (z,y) € 7} and range ran(7) = {y : Iz, (z,y) € 7} of a partial function 7. We
use the shorthand notation AUz and A\z to denote AU{x} and A\{z} respectively.
For any g-tuple z?, we define me(z?) = max,|{i : ; = a}|. For two lists £; and
Lo, we define me(Ly @ Lo) = max,|{(:,7') : L; ® Ly = a,L; € L1, Ly € Lo} Tt

can be similarly extended for XOR of more than two lists.
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Let r > 0 be an integer and X € {0,1}*. Let d = | X| mod r (the remainder while
dividing | X| by ). We define

A if [ X|= 0
pad, (X) =
X|[1]jor=t=%  otherwise

and
pad,(X) = X|1[0"" .

Given X € {0,1}*, let = = [&1 We denote (Xi,...,X,) <, X when
Xq||- - | Xe = X, [ Xq]= -+ = | Xs—1|=1r and

A if | X|=r(z—1)
X, = .
| X J|x|—r(z—1) otherwise

2.2 Distinguishing Advantage

For two oracles Oy and Oy, an algorithm 4 which tries to distinguish between O,
and O is called a distinguishing adversary. A plays an interactive game with O,
where b is unknown to A, and then outputs a guess for b; A wins when the guessed

bit matches b. The distinguishing advantage of A is defined as
Advo, 0,(A) = |Pr[A= 1] - Pr[A = 1],
0o 0o

where the subscript of Pr denotes the oracle with which A is playing. Oy con-
ventionally represents an ideal primitive, while O; represents either an actual
construction or a mode of operation built using some other ideal primitives. We
use the standard terms real oracle and ideal oracle for O; and Oy, respectively.
Typically, the goal of the function F' represented by O; is to emulate the ideal
primitive F™* represented by Ogy. A security game is a distinguishing game with an
optional set of additional restrictions chosen to reflect the desired security goal.
When we talk of distinguishing advantage between F' and F™* with a specific se-
curity game G in mind, we include G in the superscript, e.g., Adv% e (A). We
note that this notation is general enough to capture games where each oracle im-
plements multiple functions, e.g., F' can handle both encryption and decryption
queries by accepting an extra bit to indicate the direction of queries. Also, we

sometimes drop the resource or the ideal primitive or both, and simply write, e.g.,
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Advy(A), when the omitted variables are clear from the context. We interchange-
ably use the distinguishing advantage notation with games instead of oracles when

the adversary is trying to distinguish between two games.

2.3 Cryptographic Hash Function

A cryptographic hash function H : {0,1}* — {0,1}" is a function that maps bit
strings of arbitrary length to fixed-length digests of size n. Sometimes, a hash func-
tion can be keyed, meaning it can take a key as an additional input. Cryptographic
hash functions have many applications, notably in digital signatures, message au-
thentication codes (MACs), and other forms of authentication. Although this
thesis primarily focuses on unkeyed hash functions, we will occasionally encounter
keyed hash functions when analysing certain schemes.

A compression function f:{0,1}™ — {0, 1}" for m > n is a hash function limited
to inputs of a fixed length m. If m = n, we call the function non-compressing.
Compression functions serve as the building blocks for constructing hash functions.
However, the primitives used to build hash functions are not always compressing.
For instance, while the primitives of the Merkle-Damgard Hash [49, 98] and the
Merkle tree 97| are compressing, the primitive used in the latest hash standard,
SHA-3 [62], is non-compressing. Throughout this thesis, a t-to-1 block compression
function will refer to a tn-to-n bit compression function. When we use a smaller
compression function f to build a larger compression function H, we will refer to
the larger compression function as a hash function and denote it by H/ to indicate
that H makes calls to f.

2.3.1 Generic Hash Mode

Let H/ be a t-to-1 block hash function which uses an n-bit compression function
(i.e. A-to-1 compression function f for some A > 1) as an oracle. Note that a
mode can use more than one compression functions fi,..., f.. However, as we
analyse in the random oracle model, independent random oracles can be obtained
from a single random oracle with a larger domain by using the standard domain
separation method. The hash function calls f; on i-th call and so the domains
of every call are separated by domain separation. We also denote the family
f = (fi - i € [r]) by f and we call A-to-1 r r.o. (random oracle). We denote
(M| f):={(1,21),y1),...,((r,x.),y,)} where x; denotes the input of i-th call
of its oracle tuple while computing H/ (M) and y; = fi(z;) := f(i,2;). A Mto-1
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transcript T is a partial function from [r] x {0, 1}*" to {0,1}". For a A-to-1 r r.0.

f, we have
W(i,z) & dom(r),y € {0,1}", Pr(f(i,2) =y |7 C f)=27"

Definition 2.1 (transcript-based hash computation). Given a partial function
7 C f,let H" = {(M,H/(M)) : 74(M | f) C 7} be a partial hash function. In
other words, H™ consists of all pairs (M, z) such that H/(M) can be computed by
simply using the transcript 7 and z is the final value. The elements of the set

dom(H™) are called T-computable inputs. As 7 C f, we must have H™ C H/.

2.3.2 Collision Game

Let A be an adversary having oracle access of f which makes ¢ queries to each
fi adaptively. As we assume an unbounded time adversary, there is no loss in
assuming that A is deterministic. Thus, the i-th query (x;,v;) of A depends on 771
(the transcript of query-responses after (i — 1) queries). After the query-response
phase, A returns a pair of distinct inputs (M, M’) such that both M, M’ are
transcript-computable. We say colly holds if H™ (M) = H™(M’), called a computable

collision pair. We define Adv{ (A) := Pr(colly).

Definition 2.2 (cross collision). Let H and H be two hash functions. A cross-
collision T-computable pair is a pair (M, M’) (not necessarily distinct) such that
H™(M) = H7(M'). We denote collf;,, := {M € dom(H") : 3IM’', H"(M) =
H (M)}

2.3.3 Local Opening

We now define the local opening security of a hash function output (viewed as
a commitment of an input). Given a hash function mode H/, a local opening
Open’ for H maps a pair (M,i) to m = (my,i,7') (called proof) where M =

(mq, ma,...,m.) is an input (a tuple of blocks) and i € [¢] is an index.

Correctness of Local Opening. There is an efficient function Ver! such that
for all input M, all index i, Ver/ (Open? (M, i), H/ (M)) = 1.

Security of Local Opening. In the local opening security game, the adversary
wins if it produces an output A corresponding to two contradicting local openings

for some position i.
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Definition 2.3 (local opening advantage). Let H be a hash function and Open be
a correct local opening for H with verification function Ver. For any adversary A,

we define the local opening advantage as
Advie(A) = Pr [Ver(z’, m,m,h) = Ver(i,m’ 7' h) = 1,m # m'
| (i,m,m/, m, 7', h) < A7

By-Pass Hash Computation. We say that H has a by-pass computation (H; :
i € [¢]) corresponding to a local opening Open if for all M, i € [c],

H/ (Openf (M, 1)) = HY (M).

In other words, given a proof (output of the Open) and the input block for the
index (for which the proof is produced), we can compute the hash output of the
input (without knowing the other blocks of the input). The verification algorithm
simply checks whether the hash value computed through the by-pass hash is the
same as what was committed before. As f is treated as an oracle, it is natural to

assume that for all M and for all 7,

TOpen(M’i | f) UTHi(Openf<M7i) | f) = TH(M | f)

We now define the inter-collision advantage for by-pass computation H; as
AdVE"™(A) = Pr [ Hy(m, ) = Hi(m', @) and m # m' | (m, 7, m’, 7) < AS ]

Thus, it is the same as the collision game, except that the adversary needs to find a
collision pair for which m # m/. Suppose A finds a collision pair ((m, ), (m/, 7’))
for H;, and let h = H;(m, 7). Then A can commit h and later on, it can successfully
open for either of two inputs m and m’ as required. Now we make the following

simple observation
Adviel(q) = max max Advi™(A).

The above observation (see [58] for details) helps us to reduce the local opening

security to inter-collision security problem for the by-pass hash family.
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2.4 Authenticated Encryption

A nonce-based authenticated encryption scheme with associated data, abbreviated
as NAEAD (or nAE), is characterised by a tuple of algorithms AE = (Enc, Dec).
These algorithms, referred to as the encryption and decryption algorithms, operate
over the key space K, nonce space N, associated data space A, message space M,

ciphertext space C, and tag space T. The functionalities are defined as follows:
Enc: KXN XAXM—=CxT and Dec: KXN xAxCxT — MU {rej}.

Here, rej signifies that the tag-ciphertext pair is invalid and consequently rejected.

Additionally, the correctness condition is imposed:
Dec(K, N, A,Enc(K, N, A, M)) = M for any (K, N,A,M) e K x N x A x M.

For a key K € K, we use Enck(-) and Deck(+) to denote Enc(X, -) and Dec(K, ),
respectively. An NAEAD scheme is called tidy if

Enc(K, N, A,Dec(K,N,A,C,T)) = (C,T) for any choice of (K, N, A,C,T).

All the schemes we consider in this thesis will be tidy.

Deterministic authenticated encryption with associated data, abbreviated as DAE
(or DAEAD), is similar to NAEAD except that it does not take any nonce as
input. In this thesis, we use the generic term AEAD (or just AE) to denote an

authenticated encryption which can be either nonce-based or deterministic.

Remark 2.4. For some AEs, the tag space T is not explicitly defined. However, in
such cases, |C|> |M]|, i.e. the size of the ciphertext is larger than the size of the
message. If |C|—|M|= t, then throughout this thesis, without loss of generality, we
assume the last ¢ bits of the ciphertext C' to be the tag unless otherwise specified.

Remark 2.5. We write (K, N, A,M,C,T) € 1I (or (K,N,A,M,C,T) ¢ TI) to
denote that a party interacting with an AE II has already verified that the tu-
ple (K, N, A, M,C,T) is compatible (or incompatible, respectively) with II. The
notation (C,T) = IL.Enc(K, N, A, M) or M = I1.Dec(K, N, A, C,T) is different, ei-
ther of which only states the correctness condition for the tuple (K, N, A, M,C,T)
with respect to II, but does not guarantee any verification of the correctness by

the interacting party.
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2.4.1 AEAD Security Definitions

We consider two types of adversaries of an nAE scheme. A confidentiality adver-
sary (also called a privacy adversary) A of an nAE scheme II := (II.Enc, II.Dec)
is a distinguishing adversary which tries to distinguish between II.Enc and an or-
acle IT* which works as follows. For an encryption query (N, A, M), it samples an
element from {0, 1}™+* uniformly at random, and outputs it. The advantage of
A is called confidentiality advantage, denoted by AL (A).

Sometimes A is assumed to be nonce-respecting, i.e., it is not supposed to repeat a
nonce. Depending on whether we make this assumption or not, we use the terms
UNAE (Unique Nonce AE) or MRAE (Misuse Resistant AE) in place of AE. In
the case of an MRAE scheme, IT* can be fine-tuned to II" for the confidentiality
game in the following. For every encryption query (N, A, -), it samples an element
from {0, 1}M** uniformly at random without replacement, and outputs it. But if
we use I1* instead of IT, A can distinguish it from II.Enc only after it can observe
a collision at the output of IT* for the same (N, A) tuple, which will happen after
about 2M+* encryption queries. Since we do not deal with beyond-birthday-bound
security in this thesis, we use II* for MRAE as well.

An authenticity adversary B of II is an adversary which has access to both II.Enc
and II.Dec, and tries to “forge”, i.e. make a successful query to II.Dec and this
query is not the result of a previous encryption query, and its advantage is called
authenticity advantage, denoted by A2'*"(B). We always impose a restriction on
each adversary that it cannot make pointless queries, i.e., cannot repeat the same
query multiple times or cannot make the query (N, A,C,T) to II.Dec if it has
already made a query (N, A, M) to I1.Enc and received (C,T) in response.

The AEAD security game is a combination of the confidentiality and the authen-
ticity games. Since we use the AEAD security game only in the RPM, we discuss

this combination in the next section.

2.4.2 AEAD Security in the Random Permutation Model

Let Perm(b) denote the set of all permutations over {0,1}* and Func(N x A x
M, M xT) denote the set of all functions from (N, A, M) to (C,T') such that |C|=
|M|. We consider the AEAD security in the multi-user (mu) setting, parameterised
by the number of users u. For the single-user setting, u = 1. Let:

o T Perm(b) (we use the superscript £ to denote bidirectional access to ),

o fl,...,fuﬁFunc(NxAxM,M><7')7
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e rej denotes the degenerate function from (N, A, M, T) to {rej}, and
¢« K,... K, &K
We have the following definition:

Definition 2.6. Let AE, be an AEAD scheme based on the random permutation
7, defined over (K,N, A, M,T). The mu-AEAD advantage of an adversary .4
against AE, is defined as

AdviE@d(4) = | Pr [AEremeDeem)inm — 4] pp [AUD e — )
AE7r K
(Ki)é;l(ilc (fl i‘zl
+ s

™

Here AEMex:Pecki™ denotes A’s response after its interaction with Encg,, Decg,,
and 7% (i.e., both forward and backward queries to ) respectively. Similarly,
Afierei ™ denotes A’s response after its interaction with f;, rej, and 7 respectively.
In this thesis, we assume that the adversary is adaptive. This means that the
adversary neither issues duplicate queries nor requests information for which the
response is already known due to some previous query. Let ¢.,qq4, and g, repre-
sent the number of queries made across all Enc;,, all Decy,, and 7%, respectively.
Furthermore, let o, and o; denote the sum of input lengths (including associ-
ated data and message) across all encryption and decryption queries, respectively.
Additionally, let ¢ := 0. + 04 represent the combined resources for construction

queries.

Remark 2.7. Here o corresponds to the online or data complexity, and g, corre-
sponds to the offline or time complexity of the adversary. An adversary adhering

to the specified resource constraints is referred to as an g,, 0., 04)-adversary.

Separation into Confidentiality and Authenticity

For any AEAD scheme, the security can be separated into confidentiality and

authenticity. In the mu setting, we have the following definitions:

Definition 2.8. Let AE, be an AEAD scheme based on the random permuta-
tion 7, defined over (K,N, A, M, T). The mu-confidentiality advantage of an
adversary A against AE; is defined as

Advxé;conf(A) = Pr [_A(Encxi)f:l,wi _ 1] . PE [_A(fi)?:p”i _ 1] ’
(Kt &K (fidimn

TF:E ™
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and the mu-authenticity advantage of an adversary A against AE, is defined as

AdviE ™ (A) =  Pr [AEner;Decre,imim™ ] forges |.
" (Ko &k
ot
In the context of authenticity, we use the term “A forges” to describe a situation
where A successfully makes a query to one of its decryption oracles, and this query

is not the result of a previous encryption query. By an easy reduction [59], it can

be shown that

+

AdVZE;aUth(A) < Pr [A(EncKi,DecKi)le,ﬂ- _ 1] — Pr [.A(fi)f:l,rej,ﬂ-i _ 1] '
(Ki)lleglc (fz 5:1

Proposition 2.9. [13] There exist adversaries A, A" and A" having same query

complexities such that

Advxé;aead<./4) S AdVZE;conf(A/) +AdVZ‘EW_aUth<AH).

2.4.3 Committing Security

The two prevalent notions of committing security in the literature are: committing
solely to the key K, which we call CMT}, security, and committing to the complete
context, denoted as (K, N, A), which we call CMT security. Bellare and Hoang [9]
demonstrated that incorporating the message M into the context is unnecessary,

as committing to (K, N, A) alone is equivalent to committing to (K, N, A, M).
CMTj game for AE. Inthe CMT; game against an AE scheme II, an adversary
A outputs (K, N, A, M) and (K', N', A", M"); A wins if:

o K# K

o ILEnc(K,N, A, M) = ILEnc(K’, N', A', M").

We write ASMT%(A) to denote the probability that A wins.

CMT game for AE. In the CMT game against an AE scheme II, an adversary
A outputs (K, N, A, M) and (K', N', A", M"); A wins if:
o (K,N,A)# (K N A);

o IL.Enc(K, N, A, M) = ILEnc(K', N', A", M").
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We write ASMT(A) to denote the probability that A wins.

2.5 Block Cipher

A block cipher is a function F : K x {0,1}" — {0,1}" (where n is a positive
integer) such that for any K € K, Fk(:) := E(K,-) is a permutation on {0, 1}".
K is called the key of the block cipher. In other words, a block cipher is a set
of permutations indexed by a key. The typical expectation from a block cipher
is that for a randomly sampled secret key K, Ex should behave like a random

permutation.

Ideal Cipher. Let BC be the set of all block ciphers from K x {0,1}" to {0, 1}".
An ideal cipher from K x {0,1}" to {0,1}" is an element from BC chosen uniformly
at random. Ideal ciphers are not practical primitives, but are often used as a
theoretical representation of a perfect block cipher while studying block cipher-

based constructions where the block cipher key is dynamically generated.

2.6 H-coefficient Technique

Consider a deterministic and computationally unbounded adversary A trying to
distinguish between a real oracle (say O,) and an ideal oracle (say Oiq). Let
the transcript 7 denote the query-response tuple of A’s interaction with its or-
acle. Sometimes, at the end of the query-response phase of the game, if the
oracle chooses to reveal any additional information to the distinguisher, then the
extended definition of the transcript may also include that information. Let O,
(resp. Oiq) denote the random transcript variable when A interacts with O, (resp.
Oiq). The probability of realising a given transcript 7 in the security game with an
oracle O is known as the interpolation probability of T with respect to O. Since A
is deterministic, this probability depends only on the oracle O and the transcript

7. A transcript w is said to be realisable if Pr(©;q = 7) > 0.

Theorem 2.10 (H-coefficient technique [104, 105]). Let Q be the set of all realis-
able transcripts. For Some €pad, €ratio > 0, suppose there is a set Qpag C € satisfying

the following:

e Pr(Oi € Uad) < €pad;
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o For any w ¢ Qpad,
Pr(0,. = w)

72NN > ]' — Cratio-
Pr(©n =w) — Frat

Then for any adversary A, we have the following bound on its distinguishing ad-
vantage:
Advormom (-A) S €bad + €ratio-

A proof of theorem 2.10 can be found in multiple papers including [42, 95, 105].

2.7 Expected Multicollision in a Uniform Random

Sample

Let S := (x;)ier be a tuple with elements from a set T'. For any x € T', we define
mcoll,(S) = [{¢ € I : x; = x}| (the number of times x appears in the tuple).
Finally, we define multicollision of S as the mcoll(S) := max,er mcoll,.(S). In this
section, we revisit some multicollision results discussed in [37].

For N > 4, n =log, N, we define

3 if4<q<VN
mcoll(q, N) = dlogy g z’f\/N <qg<N

log, logy g

bn L%NW if N <q.

Lemma 2.11. [37] Let D be a set of size N > 4, n = logy N. Given random
variables Xy, ..., X, & D, we have E[mcoll(X1,. .., X,)] < mcoll(g, N).

Remark 2.12. Similar bounds as in the above Lemma 2.11 can be achieved in the
case of non-uniform samplings. Let Y;,...,Y} or {0,1} and define X; := [Y;],
for some r < b. If we take N = 2" for this truncated random sampling, then we
X,

have the same result as above for multicollisions among X7, .. q-

°

We also have the following general result:

Lemma 2.13 (general multicollision bound). Let A be an adversary which makes
queries to a b-bit random permutation ™ and T-bit to T-bit random function f.
Let (X1,Y1),...,(Xy, Ye) and (X401, Yg41)s -, (Xgi+g0, Yor4q0) e the tuples of
input-output corresponding to ™ and f respectively obtained by the A. Let q :=
Q1+ @2 < 2% and Z; := trunc, (X;) @ trunc,(Y;) fori € [q1] and Z; == (X; ®Y;) for
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i € [q1 + 1,q| where trunc, represents some T-bit truncation. For T > 2,

E[mcoll(Z9)] < mcoll(q,27).



Chapter 3

Revisiting Collision and Local
Opening Analysis of ABR Hash

The question of constructing the most efficient ¢n-to-n-bit collision-resistant hash
function H from a smaller (say, 2n-to-n-bit) compression function f is one of the
fundamental questions in symmetric key cryptography. This question has a rich
history and was open for general ¢, until a recent breakthrough result by Andreeva,
Bhattacharyya and Roy at Eurocrypt’2l, who designed an elegant mode (which
we call ABR) achieving roughly 2¢/3 calls to f, which matches the famous Stam’s
bound from CRYPTO’08. Unfortunately, we have found serious issues in the
claims made by the authors. These issues appear quite significant, and range
from verifiably false statements to noticeable gaps in the proofs (e.g., omissions of
important cases and unjustified bounds). We were unable to patch up the current
proof provided by the authors. Instead, we prove from scratch the security of the
ABR construction for the first non-trivial case ¢ = 11 (ABR mode of height 3),
which was incorrectly handled by the authors. In particular, our result matches
Stam’s bound for ¢ = 11. While the general case is still open, we hope our
techniques will prove useful in finally settling the question of the optimal efficiency

of hash functions.

3.1 Introduction

The Merkle-Damgard construction [49, 98] is a sequential construction used in
MD5, SHA-1, SHA-2 and many other hash functions. On the other hand, the
Merkle tree 97| is a parallel construction that is used in hash-based signatures

(valued due to their post-quantum security), version control systems such as Git,

21
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and cryptocurrencies like Ethereum. It is well known that the Merkle-Damgard
construction and the Merkle tree are collision-resistant provided so are the com-
pression functions. The number of compression function calls is (essentially) the
same for both constructions. When we use 2n-to-n-bit compression functions, we
can process t blocks of messages by making ¢ or (¢ — 1) calls to the compression
function.

Although both of these widely used constructions are quite efficient and rely solely
on the collision resistance of the compression function, practical compression func-
tions are believed to possess more properties than mere collision resistance. Con-
sequently, it is of interest to investigate the most efficient way to build a t-to-1
collision-resistant hash function, even when modelling the compression function
as ideal (i.e., a random oracle). In particular, it is worth examining whether the
classical Merkle-Damgard and Merkle tree constructions can be improved under
such idealised modelling. This question has garnered significant attention from

the cryptography community, which we survey below.

Lower bound on the number of calls. We start with lower bounds (i.e., at-
tacks). In [29], Black et al. formally analyse the security-efficiency trade-off of com-
pression functions, demonstrating that a 2n-to-n-bit compression function making
a single call to a fixed-key n-bit block cipher cannot achieve collision resistance.
Later Rogaway and Steinberger [112] generalise the result for permutation-based
hash. For a general hash function based on a compression function, Stam [115]
conjectures a lower bound on the number of compression function calls. Specifi-

cally, a collision with at most 27~ (¢=05)/7)

queries on a t-to-1 block hash function
can be found after making r calls to A-to-1 block compression functions. Equiv-
alently, for optimal birthday security, the number of hash calls must be at least
r > (2t —1)/(2\ —1). This bound is popularly known as the Stam’s bound. Stam
has demonstrated the bound for some cases under a uniformity assumption. Later
by Steinberger [116] and by Steinberger, Sun and Yang [117], a formal proof of the
Stam’s bound is shown.

Hence, for the most widely studied case of A = 2, we have a lower bound r >
(2t — 1)/3, leaving an efficiency gap of a factor of 1.5 when compared to the

Merkle-Damgard and Merkle tree constructions.

Upper bound on the number of calls. For the upper bounds, much of earlier
work concentrates on the setting of the “non-compressing” case of A = 1, and often

focuses on the case of small ¢ (e.g., t = 2), implicitly suggesting that — once the
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2-to-1 function is built, — one should do further extensions with either Merkle-
Damgard or Merkle trees. For instance, Shrimpton and Stam [114] propose a
2-to-1 compression function based on three calls of a non-compressing function,
which matches Stam’s bound for A = 1 and ¢t = 2. Rogaway and Steinberger [111]
design comparable results when the non-compressing primitive is an invertible
permutation, which they also show is optimal for this setting [112].

For general (large) ¢, Mennink and Preneel [96] consider the non-compressing
case A = 1 and propose an elegant tree-based mode of operation making (2¢ —
1) calls to the non-compressing round function, which matches Stam’s bound.
Unfortunately, they are only able to prove below-birthday security of 2™/3 queries
for this construction. They also conjecture that the construction achieves optimal
birthday security 2/2, but their proof is limited to a very restricted special-case
attacker scenario. These attacks make all their random oracle calls “layer-by-
layer” (as opposed to in any order). The authors acknowledge that this simplifying
assumption significantly aids in proving the security of this specific case but comes
at the cost of generality. They provided evidence suggesting that their current
analysis is unlikely to suffice for proving optimal security against unrestricted
attackers.

Recently, two papers have appeared to tackle the compressing case A = 2. In [58|,
Dodis et al. optimally settle the case ¢t = 5, by introducing the T'5 construction that
processes five n-bit message blocks using three 2n-to-n-bit compression function
calls, which matches Stam’s bound for ¢ = 5 and A = 2. Further, they suggest
extending the TH construction to a larger value of ¢ using either Merkle-Damgard or
Merkle trees. In both scenarios, they achieve significant efficiency gains compared
to earlier methods, which required ¢ compression calls: both variants now make
approximately 3t/4 calls to the compression functions. Still, once ¢ > 5, this does
not match the current lower bound of 2¢/3 calls. [58] also mention a natural, but
more aggressive, variant of this extended construction for the case of Merkle trees.
However, they remark that this construction — even if proven collision-resistant
(which is open), — would lose the efficient “local opening” properties of their
simpler tree construction with 3¢/4 compression calls. Namely, one can no longer
open one message block by only opening O(logt) internal values in the tree (as
any such opening cannot have birthday security, despite satisfying correctness).
Finally, a significant breakthrough at Eurocrypt’21 by Andreeva, Bhattacharyya,
and Roy [4] purportedly resolves the general case. They propose a hash function

ABR; based on a perfect binary tree of height [. The hash ABR; can process



Chapter 3. ABR Hash 24

t = (2 + 271 — 1) blocks with r = (2! — 1) calls of compression functions. This
matches Stam’s bound r > (2t — 1)/3. Interestingly, the ABR construction closely
resembles the tree construction of Mennink and Preneel [96] using non-compressing
primitives, with the distinction that all compression calls at the leaf level now
incorporate an extra input (due to A = 2 instead of A = 1), while internal calls
to the compression function can also handle an additional input using a slightly
more complex rule involving two simple XOR operations. Thus, intuitively, the
authors appear to have addressed the challenges encountered in [96] regarding
general adversaries, with a construction very similar to that of [96].

Additionally, the work of [4] claims that the ABR; mode also has attractive local
opening properties, albeit with a slightly longer proof length (2l instead of [ of
Merkle trees), while still requiring only | compression calls to verify such local

opening.

Are we done? Unfortunately, we have found serious issues in several claims
made by the authors of [4], whom we call ABR hereafter. These issues appear
quite significant, and range from verifiably false statements to noticeable gaps in
the proof (e.g., omissions of important cases and unjustified bounds). Regrettably,

we currently lack a straightforward solution to address these issues.

3.1.1 Contributions

Our results can be roughly divided into three categories:
(1) explicit refutation of several claims made in [4];
(2) serious technical issues in the proof presented in [4];

(3) a correct (but very different from [4]) proof for the for the ABR3 construction
(i.e. t =11 and r = 7), which ABR mishandled.

We detail these below.

Local opening insecurity of ABR. As already mentioned, ABR propose a
very efficient local opening for ABR;. It opens about 2[ blocks and makes [ calls to
verify. However, we show that a collision pair of the verification function can be
found in O(2"?) queries, which is significantly below birthday security already for
[ = 2. Hence, the suggested local opening can be broken in the above complexity.

Moreover, we have shown that any non-trivial local opening of ABR; satisfying a
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“by-pass verification” property (which is a natural class of openings that seems to
include any natural opening one can think of) is broken below the birthday bound.
For example, even opening (t—1) out of ¢ inputs cannot be birthday-secure, where
t =2+ 271 — 1 = 2% In contrast, previous tree-like constructions (e.g., [58])
achieve birthday security with logarithmic opening length O(l). This is discussed
in Section 3.3.

There are two surprising aspects to this mistake. First, our attack is completely
standard (using standard generalised birthday attack [119]). Second, the local
opening subsection in the ABR paper does not even mention anything about se-

curity, focusing solely on the correctness of the opening. This is quite unexpected.

Mistakes with the main proof. While the local opening mistake above is
indisputable, the technical mistakes in the main collision resistance proof of ABR
are harder to explain in detail (at least in the introduction, before the technical
notation is developed). They are also harder to state with conviction since they

often do a combination of the following pitfalls:
(a) involve imprecise statements,

(b) state a bound which might be true, but appears completely non-obvious to

us (to the extent of being the most difficult part of the proof);

(c) point to an “analogous” earlier case, but we fail to see why the previous

argument generalises;

(d) state some bound which appears to be correct only if one makes some re-
stricting assumption on the attacker (but no such assumptions are made by

the authors, who claim a fully general result!);

(e) silently omitting an important special case of the proof (i.e., the proof is

non-exhaustive).

The totality of these issues makes the proof presented by [4] at best unverifiable,
and at worst incorrect. In particular, we still believe that the end result is correct,
but fixing it would require a substantially harder proof.

At a very high level, the correct collision analysis for a tree-based function like
ABR; is complex mostly due to the adaptive nature of queries, and the queries made
to different layers in the tree might not come in monotone order (i.e., may not be

in order of the level of the nodes). Indeed, this is precisely the reason why the
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earlier birthday security result of Mennink and Preneel [96] only held for “in order”
adversaries. Fortunately, the outputs of the leaf nodes can be given beforehand,
as the input of those has no role in finding a collision. More formally, we can make
a simple argument to force the attacker to “evaluate” the first layer compression
calls before any of the subsequent calls as follows. We give the attacker ¢ random
outputs (where ¢ is the total number of queries made by the attacker) at the very
beginning, but allow the adversary to arbitrarily label the corresponding input
values at any point in the game. This is fine, since those input values do not
participate in any other computation, but now all the outputs in the first layer are
known before a single compression call is made to the lower layers. This allows for
relatively simple analysis for the special case | = 2, and the authors of [4] indeed
start with the correct analysis of this special case.!

Unfortunately, this argument completely fails after the first layer. (Indeed, han-
dling this case will be one of the most difficult parts of our analysis, when we
provide a correct proof for [ = 3 in this paper.) In particular, we see the following
high-level issues with the proof presented in [4] for [ > 3. (More lower-level issues

are discussed in Section 3.4.3 in the paper.)

1. ABR claimed a relation between collision and the number of computable hash
outputs (termed as load). We will show in Section 3.4.4 that the relation
is not true in general by giving a counterexample. This seems to hold for
ABR if queries to the root node are performed at the end (which is the case
for ABRy). However, it seems non-obvious to us why a similar relation holds

when the adversary makes out-of-order queries.

2. We have also found issues while bounding load. ABR consider “input multi-
collision” for every node up to O(n). However, due to the multiplicative
nature of the number of multi-collisions as one goes down in the tree, we
find that O(n") multi-collision must be considered for the nodes at the i-
th level. This would degrade the bound for load claimed by ABR, and
invalidate the claimed birthday security at the end (unless the number of
levels ¢ is constant, in which case one can hide the extra n’ bound in the
“O-tilde’notation). This will be discussed in Step 1 of Section 3.4.3.

! Another correct proof for t = 5 (corresponding to tree depth [ = 2) was made for the
T5 compression function by [58]. Interestingly, the authors did not notice the simplifying non-
adaptivity argument above and had to work relatively hard to handle out-of-order queries (e.g., it
involved a careful expectation analysis and applying Markov’s inequality; see proof of Proposition
5 in [58], which is over a page). This shows that handling out-of-order attackers is indeed highly
non-trivial.
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3. Even if the load analysis is somehow fixed, ABR seem to consider the last
query happens in the final node (or at the node where the load is considered).
This is effectively equivalent to in-order adversaries, but does not seem to

be the case for general attackers. See Step 2 of Section 3.4.3.

4. Moreover, both messages of a collision pair can be generated due to a single
query response (termed as twin collision pair). ABR completely ignore this

case. This is discussed in detail in the last paragraph of Section 3.4.3.

We leave a more detailed explanation of these (and other issues (a)-(e)) later in

the paper.

Collision analysis of ABR3. On a positive, our main technical result shows
that the ABRj3 construction for ¢ = 11 indeed achieves birthday security (roughly
n®q?/2", where ¢ is the number of compression function queries) with an optimally
small number of r = 7 compression calls (see Section 3.5). While forming only the
first step in recouping the incorrect results of [4|, we are optimistic that our ap-
proach could be extended to finally settle the general case correctly. For example,
compared to best-known correct proofs for t = 5 (e.g., ABRy from [4], or the T5
compression function from [58]), we can no longer assume that the second layer
calls to the compression function are made before all the third-layer calls, which
is the main (unresolved) difficulty in the work of [96], and one of the key mistakes
in the analysis of [4] (as we explained above). Thus, our proof is the first that
handles non-trivial “out-of-order” adversaries correctly.

We also hope our proof of ABR3 provides a sharp contrast to the flawed proof of
[4], even for this special case. For example, we already mentioned handling general
“out-of-order” adversaries. In a different vein, we also consider the twin-collision
analysis for ABR3 which is completely missing from [4]. This analysis requires
a non-trivial multi-collision analysis on a sum of our compression functions, and
we also need to bound some other failure events to analyze the non-twin collision

security of ABR3. None of these arguments appeared in [4].

3.2 Re-introduction of ABR Hash

We first start by defining a generalised tree hash structure, and then re-introduce
the ABR Hash as a special tree hash, as opposed to introducing it as it is in [4].
This is because we feel some things have not been properly defined by the authors

there, and these issues need to be addressed properly.
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FIGURE 3.1: In this figure, F, is the sub-tree rooted at v, i.e. the union of the
red and blue sub-trees, F_, is the black sub-tree, and F,_, is the red sub-tree.

A full binary tree (FBT) is a binary tree in which every node v other than the leaf
nodes has two children, denoted as v (left child) and vg (right child). A perfect
binary tree (PBT) is a full binary tree in which all the leaf nodes are at the same
level (called height of the tree).

Example 3.1 (perfect binary tree of height ). Let [ be a fized positive integer and
T be a perfect binary tree of height | over all vertices (j,b), j € [I],b € [2!79] with
(1,1) being the root. For every two vertices (j,b) and (j + 1,[b/2]), we associate
an edge. We call (7 — 1,20 — 1) and (j — 1,2b) the left and right child of (j,b)
respectively. Note that T = T1)-

Some Notations and Definitions on Binary Trees

For a binary tree F, let Zr and V(F) denote the set of leaf nodes and all nodes of
F respectively. Any non-leaf node is called an intermediate node. For a non-root

intermediate node v of F, we consider the following two full binary trees:
1. F,: the full binary sub-tree rooted at v.
2. F_,: the sub-tree (F \ F,) Uv.

For a tree F, and a vertex v of F, we write V,, %, and V.’ to denote the set of all
nodes, leaf nodes and intermediate (non-leaf) nodes respectively for the tree F,.
For any u € V.* \ v, we write F,_, = (F, \ Fu) Uu. We write V,_, to denote the
set of vertices of F,_,. For the sake of notational simplicity, we ignore the suffix
v when v is the root. In this section, we only consider trees of the form F, and
Fo_u. Refer to Figure 3.1 for a pictorial representation.

To each node v € V of a perfect binary tree 7, an independent 2-to-1 block
compression function (modelled as a random oracle) f, is assigned. We use the

notation f to denote the collection of random oracles {f, : v € T}.
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Definition 3.1 (message for tree hash). A message m for any full binary sub-tree
F of a perfect binary tree 7 having the same root is a function m : V(F) —
{0,1}™ U {0,1}*>" such that for all u € ZLr N %y, m(u) € {0,1}*", otherwise,

m(u) € {0,1}". A complete message m is a message at the root of T.

Thus, for every leaf node of F (which is also a leaf node of the perfect binary
tree), we associate 2n bit messages. For all other vertices, we associate an n bit
message. We write Mx to denote the set of all messages for F. We simply write
M, and M,_, instead of My, and M, _ respectively.

For a message m for 7T, (also called m at the node v), and u € V,, we write
m|,= m|r,, the message restricted to 7,. Similarly, we write m_ := m|, and

MR := M|y,. We also write m|,_,_ to denote a message for 7,_, which is same as

the restricted function m|z,_,, except at u, where it assigns h (instead of m(u)).
In the context of this chapter, this means we replace the message m(u) at node
u by the intermediate hash output of 7,, the tree rooted at u, and consider the

message for the remaining tree, 7T,_,.

Definition 3.2 (Generalised Tree Hash). Let F be a full binary sub-tree of a per-
fect binary tree 7 and let m € M. For every v € F, we associate an intermediate

hash output O, and an intermediate input I, recursively as follows:
1. ve L\ Ly, Im(v)|=n: O, =m(v) and there is no input,
2. ve LrNLy, Im(v)|=2n: O, = f,(m(v)), I, = m(v),

3. otherwise: |m(v)|=n and we define

I, = (Oy,®&m(v), Oy, ®m(v)), and O, = f,(Oy EM(v), Ope BM(v)) B Opp.

O,, is the final hash output corresponding to F where w is the root of F. We also
call I, final input.

Let us see what this means. If 7 = T, the above definition implies that for a leaf
node v, the message at v, which itself is the input, is 2n bits long, and the output
is just f,(m(v)), where f, is the 2-to-1 block compression function attached to
it, and for an intermediate node, the message is n bits long, and the input and
output are as defined above. If F is a proper sub-tree of T, then there might exist
vertices, which are leaves of F, but not of 7. For such a vertex v, the message
is n bits long, and the message itself is considered the output of the vertex. This

vertex does not have any input.
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FiGURE 3.2: ABR of height 3

The ABR hash function. The ABR hash is the hash output based on a perfect
binary tree T of height [. In terms of Definition 3.2, the case F = T corresponds
to an ABR tree, and the final hash output is the ABR hash output. Thus, ABR; is
a (2! + 271 — 1)-to-1 block hash function for [ > 1. We refer to Figure 3.2 for a
pictorial view of ABR3. For a trivial tree F = {w}, with a message m(w) € {0, 1},
F(m) = fu(m).

We write H"(m) and in” (m) to denote the transcript based hash and the final input
respectively, whenever defined for the message m for a tree F. If H"(m) is defined
we call m 7-computable or simply computable message. We write L to mean that
it is undefined. Note that a tree is uniquely determined from the message. We
write dom,, and dom,_, to denote the set of all computable messages at v and
for 7,_, respectively. Similarly, we write ran] and ran]_, to denote the set of all
computable hashes at v and for 7,_, respectively. The size of the set ran], called

load at v, is denoted as L.

3.3 Local Opening Analysis of ABR Hash Function

In section 3.2, we have defined a hash function based on a tree F for a message
over the tree F. In this section, we consider a variant of the message function and
a hash function for the variant message. This is required to properly define the

local opening of the ABR tree.
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Message for a full binary tree. Let F be a full binary tree and L C Zx. Let
Mz 1, be the set of all functions m : V(F) — {0,1}" U {0,1}*" such that for all
ve Lr\ L, m) € {0,1}* and for all other vertices v, m(v) € {0,1}". We call

m a message (or a message function) for F.

Definition 3.3 (Generalised Tree Hash, a variant). Let m € M r be a message
function for F. For every v € F, the intermediate hash output O, is defined

recursively as follows:
1. ve L, |m()|=n: O, =m(v),
2. ve Lr\ L, Im(v)|=2n: O, = f,(m(v)), I, = m(v),

3. v ¢ L we define
I, = (hy ® m(v), he ®m(v)) and O, = f,(h1 ® m(v), ha ®m(v)) ® ha,

where hy = O, and hy = O,.

The hash output corresponding to F is defined as F/(m) := O, where w is the
root of F. We also call I, := ]-"Iﬁ(m) final input. It is clear from the definition
that for any node v ¢ L, F{(m|,) = O, and F/. (m|,) = I,.

v,in

Visualising the tree is not difficult. As an example, when F = ABRj3, we have
Figure 3.2, where L is a subset of the leaf nodes, say (1,1) and (1,2). We now

define local opening of the Generalised Tree Hash.

Definition 3.4. Let m be a message for a perfect binary tree 7. For any full
binary sub-tree F and a set Zr \ 5 C L C Z#, we define a message m’ :=
Opené’L(m) € Mgz for F as follows.

1. ve L m(@) =T/ (m,).
2. Otherwise: m/(v) = m(v).

Now, we first analyse the local opening security of ABR; proposed by [4] and then

show that no non-trivial opening of ABR can achieve birthday bound security.

3.3.1 Local Opening Analysis of ABR Hash

We describe the by-pass hash corresponding to the message block m; for ABR;. It is
based on the full sub-tree F consisting of nodes {(i,1) : ¢ € [[]}U{(:,2) : i € [[-1]}
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FIGURE 3.3: A specific local opening of ABR;.

and L = {(1,2),(2,2),...,(l —1,2)}. Refer to Figure 3.3. Note that the number
of blocks in Openz 1 (m) is 2, and in the sub-tree F corresponding to Openz  (m),
the number of calls to underlying compression function f is . According to Stam’s
bound, there exists a collision attack with at most 2/% queries. We give an attack
that matches this bound.

Let I(i,1) = (u;1,v;1) be the input of f;; and let y;; be the output. Let h; s be
the message for node (7,2). Let h;1 = y;1 ® h;_12 for i > 1 and hy; = y1 ;. Then,
h;1 is the output at node (i,1). Also, let m;; be the message associated with a
non-leaf node (i,1). We wish to find a collision at the output of node (I,1), i.e.
we need to find two messages m’ and m” for F such that F1y(m') = Fq1y(m”).
Given any message for F, the output at node (/,1) is given by hy ;.

Note that hy; = fi1(u11,v11). After computing h,;_1 1, we proceed to compute
hi;1. We note that h;_;o is a message block for F. The input at node (7,1),
I1(i,1) = (hi—11 ® M1, hic12 ®m;1) = (u;1,v:1) and the output at node (7,1) is:

hii= fia(L(4,1)) @ hi12 = fir(uig,vi1) @ hi—12
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= fir(wi1,0i1) B ujn ®vig B hi_1a
= gi1(Ui1,vi1) @ hi—11

where gi,l(ui,l, Uz',l) = fi’1<ui71, U@l) D Ui 1 D Vi1- By induction, the final hash com-

putation is

hiy = gia(wia, v1) B gz—1,1(ul—1,17 V—11) B ... D gra(ur, vin).

Since the functions f;; are random and independent, so are g;;’s. Thus hy; is
the XOR of [ random functions. Thus, a collision is expected at node (I,1) with
27/2L queries. One can also apply a generalised birthday attack with complexity
on/(1+[log2l])

Now, let us also look at the target collision resistance of the above local opening
of ABR;. Target collision resistance describes the ability of an adversary to find
a second pre-image for a fixed message. Target collision resistance has many
practical applications. For example, if a client sends a file F' to the server and
then wants the server to send part of the file F; along with a proof of correctness,
then as long as the server does not control the choice of the file F, the server would
need to find a targeted collision to break security and reveal an incorrect value F.
Here, for a fixed message m, the final hash computation h;; is fixed. Hence, for
target collision resistance we wish the XOR of [ random functions to collide with

this value of h; ;. This collision is expected with 27/! queries.

3.3.2 Decomposition of ABR Hash

Now we decompose ABR hash computation on 7 through a full binary proper

sub-tree F sharing the same root and a set L.

Lemma 3.5 (decomposition lemma for any full binary tree). For all full binary
sub-tree F of a perfect binary tree T and a set of nodes L\ Ly C L C L, we
have

T/ =Flo OpenévL.

Proof. Let m be a message for 7. T/(m) represents the hash output based on the
perfect binary tree 7. For any node v of T, the restricted message over 7, is m,,.
Hence, T/ (m) computes 7,/ (m,) for all nodes v € T.

For any full binary sub-tree F of T, m' = Open_fﬁ , is defined as above. For
any v € L: m'(v) = T/ (m,). We calculate the hash outputs for the restricted
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messages on these nodes first. Since for all other v € F, m/(v) = m(v), and F
is a sub-tree of T, F/(m') actually computes 7. (m,) for all v € F\ Zr. Thus,
Flo Open;(m) also computes T, (m,) for all nodes v € T and produces the same
output 7/ (m). O
If F=7T and L = ) then Openfva(m) = m. For any other proper local opening

we cannot ensure birthday bound security. We prove the following theorem:

Theorem 3.6. No non-trivial opening of ABR can achieve birthday bound security.

Proof. According to Stam’s bound, there exists a collision attack with at most
2n(A=(t=0-5/7) queries on a t-to-1 block hash function making r calls to A-to-1 block
compression functions. We have A = 2. If we want to achieve 2"/2 collision security,
t < 1.57 4+ 0.5. In other words, if £ > 1.5r + 0.5, then we have a collision attack
with query complexity 22097 §:=t — 1.5r — 0.5.

For ABR of height I, we have t = 2! + 2! — 1 and r = 2/ — 1. This satisfies
t = 1.5r + 0.5, and it is optimal. We show that for any non-trivial opening
Openyz ;, of ABR, F satisfies t > 1.5r+0.5. Let us consider the simplest non-trivial
opening, corresponding to L = {(1,1)}. Then, for m = (my, mg, m’), where my, mq
are the first two message blocks and m' is the remaining part, Openy ;(m) =
(fii(my,mg),m’). Then, t = 2! + 251 — 2 and r = 2! — 2 (f;; is not called).
This satisfies ¢ > 1.5r +0.5. If Openz ; consists of only one sub-tree computation
of height h, then for F, we have t = (2! + 271 — 1) — (2" + 271 — 1) + 1 and
r = 2! — 2" which satisfies t > 1.5r + 0.5.

A general opening Openz ; of ABR may consist of more than one complete sub-tree
computation. Let the number of complete sub-tree computations in Openz ; be
k, and for each 1 < i < k, let h; be the height of the i-th sub-tree. Then, for F,

we have

k k
t=@ 427 - = @2 -k r=2 -1 =) (2% -1).

i=1 i=1

It can be easily seen that t > 1.5+ 0.5. Thus, no non-trivial opening of ABR can
achieve birthday bound security. O

3.4 Collision Analysis of ABR hash

In this section, we first define certain items which will be required to analyse the

collision.
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Definition 3.7 (input multi-collision). For any = € {0,1}", let MC](z), called
input multi-collision set at v (with x as input multi-collision value), denote the set

of all messages m at v with in”(m) = z. also, let

mc, (x) = [MC](x)|, mc] = max mc](z).
ze{0,1}™

When v is the root node, we skip the notation v.

We define the newly generated messages and the hashes at a node v due to the

addition of the query-response (z,y) to the transcript 7 as
New’ (z,y) := dom’"®¥ \ dom?, NewH7(z,y) := ran[ ¥ \ ran’.

Clearly, NewH? (x,5) = H™@¥) (New! (x,y)) (image set of H™Y@¥) for the domain
New; (z,y)). Note that x need not be queried at v. However, to have a new
computable message, x should be queried at some node, say u, in 7,. Analysing
the behaviour of the set New] (z,y) (or its size) is easy when u = v or when u is
one of the children of v. However, it becomes more complex when w is far away

from v.

e Case u = v: New, (x,y) = MC](z) (and does not depend on y) and we call

these messages freshly generated immediate messages.

e Case u € T, \ v: The newly generated messages at v is

New; (z,y) = {m/|,: in"(m|,) = z,m|y—yn€ dom]_,,h =y S H (m]yu)}

v—u’
ey (z) x |dom]_|

2n

So, we have E,(|New; (z,y)|) =
Now we discuss how the size of the computable message space |dom;_, | can be

written when u is one of the children or grandchildren of v.
Example 3.2. Suppose u = vg. In this case,
New; (z,y) ={m/,: in"(mr) = 2,y = H"(mgr) ® H (mL) © 71 © 22,
| (v, (z1,29)) € dom(7), m(v) = z1 & H (m)}.

T

me
So, E,(|New](z,y)]) < —= on

ments in the transcript of the form ((v,z),vy).

(x) x |ranZL|><|TU|

, where T, denotes the set of ele-
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F1GURE 3.4: The graph of T,_, when u is the rightmost grandchild of v.

Example 3.3. In the previous case, we could write the expectation of the number
of newly generated messages in terms of input multi-collision and range size of tree
hash. Now, we consider u = vgR, .. u is a grandchild of v. Refer to Figure 3./.

Let h = y @ H (mgrr). First, let us look at |dom] |

V—URR

|dom;_, . |={ml|,;: H1®h =2 ®xy, H,®y ©h = 2] ® b,

’ H1 = HT(mRL)7 H2 = HT(mL>7 (UR7 (xivxé)ay/)a (U7 (%’1/,1‘/2/), *) € 7_}'

Note that this implies Hy & Hy ®y' = o] ® fy, where vy = 2y & zb, ®y'. Thus,

T

|dom]_, |= mc(ran] @ran) @ fu) X 7],

where foo (U, us) = up O ug ® fo(ur,uz). Hence,

mc’ (x) X mc(ran?, @ran’. D fo.) X |To
Ey<|NeWZ}—<$,y)D S RR( ) ( |_2n RL fR) | |

Adversary and its queries. Let £, denote the lists of all responses of f,, for
all leaf node v. We can assume that these lists are given to the adversary at the
beginning of the game. This is without loss of generality as the inputs to f,’s
have no role in the collision event. However, this is not true for all intermediate

nodes (the non-leaf nodes), and so the adaptivity of the intermediate nodes must
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be considered. We assume that an adversary makes exactly ¢ queries to each node.
Let ¢’ := qr denote the total number of queries where r = |[V*| and V* is the set
of non-leaf or intermediate nodes. Let (), denote the set of query numbers for
the node v, v € V*. So for any non-leaf node v, |@Q,|= ¢. Let (x;,y;) denote the
i-th query-response pair made to the node v;. So given transcript 7~! (transcript
after (i — 1) queries), the distribution of y is uniform over {0, 1}". For notational
simplicity, we use simply i in a superscript instead of 7 (the transcript after i-th
query) in all the above notations defined so far. For example, H (m) denotes the
transcript-based hash of m where the transcript is 7¢. We write New’, instead of

NewTH(Q:Z-, vi), which represents the set of all newly generated computable mes-

v
sages at node v immediately after obtaining i-th query-response. We also ignore
the superscript 7 completely when we all the queries have been made, i.e. i = ¢'.
For example, we write mc,(z) instead of mc](z) when 7 is the final transcript,

obtained at the end of all the queries.

e For any computable message m at v, we write Fin(m) := ¢ to encode the

final query index after which m is computable.

e For all m for which m|, mg are T-computable, we define Fin*(m) = i such
that
max{Fin(m_), Fin(mg)} = 4, (i.e. immediately after i-th query the final-

input for the message m is computable).

3.4.1 Steps of Collision Analysis

Proper internal collision. We say that a proper internal collision happens at
v = (j,b) for a transcript 7 if for some distinct messages m, m’ at v, (i) H™(m) =
H™(m’), (ii) in"(m) # in"(m’), and (iii) no collision happens for H? for all u €
V(T,), u # v. By using standard reduction, a collision of ABR must have a proper
internal collision at some node. So it is sufficient to bound the probability of a
proper internal collision at the root node of ABR as H, is identical to ABR, where s
denotes the level of the node v. We write coll := coll; to denote the proper internal
collision at the root node of T of height [. The probability of collision of ABR; can
be then bounded as -, 2~ Pr(coll;).

Now, two types of collision can happen for any proper collision at the root. Let
us consider the i-th query. This query itself can generate two new computable

messages for which the collision occurs. This is the first type of collision. Also,
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the hash output of one among the new computable messages generated by the i-th

query can match with one of the hash outputs generated by the previous queries.

Definition 3.8 (types of collision). The two types of collision can be formalized

as follows:

e We call a collision pair (M, M') twin at the i-th query, i € [¢'] if M, M’ €
New'. In this case in! (M) = in (M') = x;, where v; is the node where the

1-th query is made.

e The collision pair is called non-twin at the i-th query if exactly one of M

and M’ is a member of New’, and the other message is 7°~'-computable.

We write coll’ to denote that the proper internal collision happens at the i-th query.
Moreover, if it is a twin-collision (or non-twin collision) we denote the event as
Ii,tw (

Ii,ntw

col or col respectively). Thus,

coll = U (coll"™™ U coll*™™).
iclq’]

It is easy to see that a twin collision at the root node is not possible as a collision
at the right child of the root node is necessary. In notation, coll*™ = (), whenever

Vi = W.

Non-Twin Collision Analysis

For any non-root, non-leaf node v, we consider cross-collision between H_,, and H,,.
Let CC! denote the set of all pairs (m,m’) such that (i) m is a complete message,
m' is a message for T_, and (ii) H'(m) = H" (m'). Now, a non-twin collision can
happen at the i-th query (to the node v;) if the freshly generated hash of a message
at v; matches with the v;-th message block of m’ for a cross-collision pair (m,m’)
of CC5!. Thus,

) i—1( .. Ccifl
Pr(collz,ntW) S HlCU (wl)anl v ’

(3.1)

Now, if v = w then the freshly generated hash at the root node is a hash. So, we

have, ‘
mc’ " (z;) X L

Pr(coll"™") < on

(3.2)

Twin Collision Analysis

For any non-root, non-leaf node v and 6 € {0,1}"\ {0"}, let Cs,, called d-collision,
denote the set of all pairs (m, m’) such that H” ,(m) = H” (m') and m(v)®&m/(v) =
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0. We have seen that no twin collision possible at the root node. We define a set
A" = {H" (mg) & H ! (mg) : m,m’ € MC,, " (z;)}.

Now,

. mc! ! (z;) x |C5 1
Pr(coll""™) < Lsca My (7:) ¥ |G, :
2n

Note that the size of A can be at most (mci*(z;))%.

(3.3)

Thus, we have seen a collision analysis requires to bound the following random

variables.

1. mci~Y(x;) for all ¢ (and so for all nodes v),

2. L: load of the hash,

3. |dom"}|: load for 7, which is required to bound the load L,
4. |Cfi_vl|: size of d-collision, and

5. |CCi!|: size of cross-collision.

In the following subsection, we present the collision analysis of ABR, in which we
only need the input multi-collision and load (which is also bounded in terms of
input multi-collision). Later, we also present a collision analysis of ABR3 for which

the above terms are present.

3.4.2 Collision Analysis of ABR, by ABR

As discussed above, we can assume that all queries to the compression functions at
the leaf node have been made beforehand and let ¢ denote the number of queries
to each oracle. Let Ly, L, be two lists of outputs of the leaf node functions, and
let w := (2,1) denote the root (the only non-leaf node for 7 of height 2). Note
that the proper collision at height 1 is the same as the collision of the lists £, Ls.
The proper collision at a leaf node can happen with probability at most ¢*/2".

So, we now consider collision at the root (2, 1). For this, we now define a bad event
mc,, that mc? > n. Equivalently, the event can be expressed as mc(Ly & Lq) > n.
Note that we do not have any non-leaf node other than the root node. So, the
load for hash values L can be upper bounded as ngq, given that mc,, does not hold.

Moreover, cross-collision and d-collision are also not possible as we do not have
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any non-leaf, non-root node. Now, it is well known that
e
Pr(mc(Ly @ L3) > n) < on

(see [4] for details). Thus, the collision probability is bounded by (”2;—3)‘12.

3.4.3 Collision Analysis of ABR;,h > 3 by ABR

The proof of [4] is divided into two main parts: (i) bounding the load and (ii)
bounding proper collision probability in terms of the load. ABR fix a parameter
p (which is chosen to be n + 1, however, the exact value is not relevant to our
discussion). Let Li, = 3, .co, [NewH}| represent the total number of generated
hash values at v after all i queries. If there is no collision (which is true while we
consider proper internal collision), L;, is the same as the size of the set |dom’|.

To bound load, ABR considered the following bad events (in our notations):
1. bad,: mcg' > p at v. Let bad; := U,bad,,.
2. bady,: Ly, > pg. Let bady := U,bads,.

Given bad;, bads do not hold, clearly L < 2pq.

Step-1: Bounding Pr(bad;)

Let bad;,<; = Ugjp)j<ibady,. So it is sufficient to bound Pr(bady ;) A —bad; ;).
Let us fix a query = at v = (4,b). Now, ABR implicitly claimed the following:

Claim 1 [4]: If MC?;‘,I;)(‘I) D {my,...,m,} then in;_1 ) (m;r)’s are distinct.
We note that this claim is not correct. As there can be p multi-collision at node
(7 — 1,2b), each query can potentially give at most p multi-collision at node (7, b).
Hence we can have p? multi-collision at node (j,b). Thus, a corrected version of
the above claim requires to revise the parameter p depending on the level. So,
we may redefine bad; (j;): mc, > p’ which could solve the issue. This is a fixable
minor issue (but will have an impact on the claimed bound).

Now to continue with the bound, let us assume that MCY () D {m, ..., m,} such
that in(m;r)’s are distinct and z = (a,b). So we can choose p query indices out
of ¢ queries to vy := ¥R In (Z) ways. For any such choices of p tuple (1,12, ...,17,)
(all queried to vy), we have

200

Pr(f(w,) @ Hmigr) = b, ..., f(zi,) ©H(m,rr) =) = S
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as there pg many choices of H(m;rr) values (as we assume the load at vgg is
less than 2pq). However, the above is true when we consider the cases where
Fin*(m;) = j; where v;, = v, for all i. The most important case in which the input
multi-collision is contributed due to the final queries that are not on the right child

is not considered in the proof by [4].

Step-2: Bounding Pr(bad,)

Let bady <; = Ug;p).j<ibadz,. So it is sufficient to bound
Pr(badz(j,b) A _\bad17<j A _\badl VAN _\CO”).

The main idea to bound the above probability is to bound the expected number of
newly generated hash at v = (4, b) over all queries. Then the bad event probability
can be bounded by applying Markov’s inequality. We have already seen that

vl
V—U;

mc] (z;) X [dom

B, (New] | | 771) = -

Moreover, we have shown that bounding |domifw| becomes more complex when
v; is neither v nor a child of v (see Example 3.3). ABR tried to argue differently.
They showed a bound expectation of load due to all queries of its children (see
Example 3.2). Then, they continued this argument two levels up (i.e. for the
queries on grandchildren as we consider in Example 3.3). However, they did not
analyse this case properly. In particular, they did not consider to bound the
mc(ran] @ran;, @ fuz)- Finally, they claimed the general case by using induction

which is clearly unverifiable.

Step-3: Proving collision in terms of the load

ABR stated that as analysed for ABRy, given (i) no collision for all primitive, (ii)
—bad; <; and (iii) —bady <;, the proper internal collision probability at the root
node is E(L?)/2" where L is the total number computable hash values.

There is a fundamental gap in the high level of the proof. As ABR did not
explain anything supporting his claim, we show that this statement is not true
in general. In particular, we show (in the next subsection) a hash mode based on
2-to-1 compression function whose load is at most ¢* (for any q-query adversary),
however, a collision can be found in O(n) queries. So the above claim cannot be

made in general.
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Missing step: twin collision analysis

We find that the twin-collision analysis of the ABR hash is missed completely.
The bound for d-collision is not obvious and it requires bounding the probability
of some more bad events. In the following section, we have analysed ABR3 in which
the twin-collision analysis requires a bad event dealing with the multi-collision of
XOR of random oracle compression function outputs for two distinct inputs. We
do not know any method to bound the number of cross-collision pairs for a general
height tree.

3.4.4 Relationship between Load and Collision Probability

A hash function with a high load is unlikely to be collision-resistant. For example,
xor(zy,...,x.) = fi(x1)®---® f-(z,) has load 2" after 2 queries to each oracle f;. It
is easy to see that the hash function xor is not collision-resistant. Let » = n. Then,
after making two queries to each function, we have sufficiently many computable
messages. It is then very easy to find computable collision pairs by solving a linear
system of equations. In general, if the load becomes the order of 2*/2 then one
may expect a collision. However, the converse need not be true. In other words,
we have a hash function where the load can not be high, but still, a collision pair

can be generated efficiently.

Example of collision insecure hash functions with low load

Let M D’ be the MD hash which takes n blocks and the initial value is also
replaced by one message block (so exactly n—1 calls of f are required). We define
MD} (M) = MD/*(M)||---||M D’ (M) which is n*>-to-n? hash function. Now we
define a hash function H(Mjy, My) for My, M, € {0, 1}

1. Let (Cy,Cy) = (M D (M,)® My, M DI (Cy)®M,) (two round LR construction

which is invertible).

2. Let hy,...,h, be 2n-to-n functions. The final hash output is defined as
hi(z1) @ -+ @ hp(x,) where C1[|Cy = x|+ - - ||, 2; € {0, 1}%".

Note that we cannot compute (C}, Cy) for more than ¢* messages assuming there

are no collisions in f and ¢ functions. So, L(q) < ¢* for any g-query adversary.

A collision attack. Now, we construct a collision-finding algorithm for the

above hash. It first finds a collision pair for xor function hy @ --- @ h, (can be
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achieved easily by making 2n queries altogether). Let (C,C") be a collision pair.
We can easily invert C' and C” to obtain M and M’ respectively. Clearly, (M, M’)

is a computable collision pair.

3.5 Analysis of ABR;3

In this section, we show that the ABR3 construction achieves birthday security. In

particular, we prove the following theorem:

Theorem 3.9 (collision theorem for ABR3). For any adversary A making at most

q queries to each compression function modelled to be a random oracle, we have

Adve (A) < 6n°q? + 3n*q® + 2nq + 2n2¢® + 13¢?
p— 2n .

(3.4)

Let Ly, Lo, L3, L4 be the four lists of size ¢ each corresponding to the outputs of
fi1, fi2, fi,3, f1.4 respectively. We can assume that these lists are given to the
adversary at the beginning of the game. This is without loss of generality as the
inputs to fi;’s are independent from the rest of the transcripts. Also, for ease of
notation, from now on we denote fo; by fi, foo by fo and f5; by f3. If the input
to any of the functions is u = (uq, uz), we define u® = uy & uy. Also, if f3(u) = v,
then we define f3(u) = u® @v. As f3 is a random oracle, the output distributions
of fs are uniform and independent. Let (); be the set of queries to f;. We assume
|Qjl= ¢ for j = 1,2,3. Also, let Q; denote the set of queries to @); up to the
i-th query (including the i-th one). Let G; = O(21) denote the set of intermediate
hash outputs at node (2,1) and G, = O(). Let H denote the set of final hash
outputs of ABR3. Refer to Figure 3.5 for a pictorial representation. We follow the
general approach as described before. We have already shown the collision bound
for ABR, and so it is sufficient to bound proper collision at the root for ABRj3.

As we have seen above, the collision analysis requires us to bound some random

variables. We first define some bad events to bound these random variables.
Definition 3.10 (list collision). The first bad event we consider is:

e bady: There exists a collision in at least one of the lists £y, Lo, L3, Ly,

{filu) su € Qu}, {folu) :u € @}, {f3(u) 1 u € Qs}.

Since f is modelled as a random function, the collision probability in any of the

lists is at most ¢/2". Hence, Pr(bady) < 7¢%/2".
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FIGURE 3.5: ABRj3 according to our new notation when the query u = (uy||ug)
is made to f3.

Definition 3.11 (bad event on input multi-collision). We define the following bad
events:

e bad;: mc(Ly & Ly) > n, or me(Ls & Ly) > n,

e bad, : mc(G; & Go) > n’
We now state some simple observations related to input multi-collision:

1. Given that bad; does not hold, mc(s 1y, mc2) < n and so |G|, |G2|< ng.

2. Given that bady does not hold, me(31y) < n? and so Lz 1y < nq.

3. Note, |dom(7_(2,1))], |[dom(T_(2.2))|< ng*. So, E(L(2,1)), E(L2)) < n*¢*/2"
By Markov’s inequality, Pr(L > 3n%q) < 2¢?/2" (3n*q because we include
L3y as well).

4. By using a similar argument as we applied for multi-collision, we have
Pr(bad;) < 2¢%/2".

5. Now, given that bad; does not hold and bady holds, there must exist at
least n distinct inputs to f, leading to n? input multi-collision. So, we can

similarly prove Pr(bady) < ¢%/2".

We say that bad,,. holds if either bad; or bads; happens, or L > 3n%q. Then, from
above, Pr(bad,,.) < 3¢*/2". We now define bad events which would be used to

bound cross-collision.
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Definition 3.12 (bad event on cross-collision). We define the following bad events:
e bads: |[{(Go, f3(u), H) : Go@ f3(u)DH = 0; Gy € Go,u € Q3, H € H}|> 3n’q.
o bady: |{(Gy, fs(u), H) : Gr@f3(w)@H = 0; Gy € Gi,u € Q3, H € H}|> 3nq.
We say that bad,. holds if any one of the above happens.

If the i-th query is made at f5, an intermediate hash output G, generated at this
level due to this query can match with a query u already done to f3 to generate
a final hash output H which was already previously generated by the first (i — 1)
queries. The event bads implies that the number of such triplets (Ga, f3(u), H) is

more than 3n*q. bad, has a similar implication when we consider G; instead of Gs.

Lemma 3.13. Pr(bad.. A —bad,,.) < 2¢*/2".

Proof. Pr(mc(Gy @ ran(f3)) > n?) < ¢*/2". The proof is similar to that of event
bad,. Hence, for a fixed H € H, we have

Pr|[{(Gy, fs(u), H) : G2 @ f3(u) @ H = 0;Gy € Go,u € Q3}|> n?] < ¢*/2".

Now, there are 3n?q choices for H. Therefore, Pr(badsz A —bad,,.) < ¢*/2". A

similar argument works for bads. Hence,
Pr(bad.. A —bad,,.) < 2¢*/2".

Given that bad,. does not hold, |CC1)|< 3n*q (or |CCr9)|< 3n*q respectively).
We finally define bad events which would be used to bound §-collision pairs.
Definition 3.14 (bad event on d-collision). We define the following bad event:

e bads: mc(f3(u) @ f3(u')) > n.
We say that bads holds if the above happens.

Lemma 3.15. Pr(bad;) < g—i.

Proof. Since f3(u) is random, f3(u) = f3(u) @ u® is also random. Therefore,
bounding bads is similar to bounding bad;. m
Given that bads does not hold, |Cs|< n. Let bad = bady U bad,,. U bad,. U bads.

Then, Pr(bad) < 2.
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Collision Analysis

We assume that bad does not hold. Since coll = U (coll?™™ U coll™™), we
‘ A i€lqlveV\&

need to bound coll;™ and coll?™ for v = (2,1),(2,2),(3,1). In the following

lemmas, we bound them, assuming bad does not occur. We already know that

t
coII’(?’VlV does not occur.

Lemma 3.16. Pr(colll ntlv)v | —bad) < 3" =

Proof. As seen above in equation 3.2,

i—1
mc x;) X L
Pr(coll,™V) < (3’1)( )

(3,1) on
. 2 2 1,ntw 3n 4q
Given —bad, mc(31) < n? and L < 3n?q. Hence, Pr(coll(31 | =bad) < o O
Lemma 3.17. Pr(colllgntlv)v | =bad) < 37215(1_
Proof. As seen above in equation 3.2,
7,ntw mcz;%) (ZL’Z) X |CCE;})|
Pr(coll, 7)) < 5
. 4 i,ntw n5q
Given —bad, me(21) < n and |CCp)|< 3n’q. Hence, Pr(colly ) [ —bad) < ——=.
]
Lemma 3.18. Pr(coll}’y) | =bad) < Bnq,
Proof. This proof is similar to that of the previous lemma.
Pr(coll 22)) < o :
. 4 7,ntw 3n5q
Given —bad, mc(z2) < n and |CCz)|< 3n’q. Hence, Pr(collly’yy [ —bad) < o
]

Lemma 3.19. Pr(coll"}, | —bad) <

Proof. As seen above in equation 3.3,

Z(SGA mcz 2,1 )( ) X |Cf5,_(%,1)|
on '

Pr(coll})) <
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Given —bad, mcp1) < n, |A[<L (mc
nt

Pr(coll"}, | —bad) < o O

Lemma 3.20. Pr(coll”VQV) | =bad) <

Proof. This proof is similar to that of the previous lemma.

ZéeAmCz 2,2 )( i) X |CZ 12)|

Pr(coll™
2n

22)) <

Given —bad, mcps) < n, |A[< (mcgy (2:))* < 7 and [Cs2)|< n. Hence,

Pr(collfy | ~bad) < Z O

From the above lemmas, we have

Pr(coll | =bad) < > Pr(coll}"™ | —bad) + Pr(coll}™ | —bad)
i€[ql,veV\.ZL
- 6n°q® + 3n*q® + 2nlq
[— 2n .

Therefore,

Pr(coll) < Pr(coll | =bad) 4 Pr(bad)
- 6n°5¢* + 3ntq® + 2ntq + 13¢>
< 5 :

Note that we have bound the proper collision probability at the root for ABR;.
Since bady does not occur, collision does not occur at the leaf node. As seen
in Section 3.4.2, the probability that proper collision occurs at node (2,1) (resp.
(2,2)) is bounded above by -

-+-. Hence, the theorem is proved.

3.6 Summary

In this chapter, we revisit the collision security of the ABR hash and identify sig-
nificant gaps in its analysis. Important missing cases have also been highlighted.
Additionally, we have demonstrated collision security for ABR of height 3, identify-
ing several new bad events for ABR3 that were not considered for the general hash.
The collision security analysis for the general hash remains unresolved, leaving the
optimality of Stam’s bound for an arbitrary domain hash an open question.

Furthermore, we have discovered that the ABR hash cannot achieve any non-trivial

local opening that provides birthday-bound security. This reveals a limitation in
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its application for local openings. Specifically, the efficient local opening proposed

by [4] can be compromised with a query complexity of O(2%/%).



Chapter 4
Exact Security Analysis of Ascon

The ASCON cipher suite, offering both authenticated encryption with associated
data (AEAD) and hashing functionality, has recently emerged as the winner of
the NIST Lightweight Cryptography (LWC) standardisation process. The AEAD
schemes within ASCON, namely ASCON-128 and ASCON-128a, have also been pre-
viously selected as the preferred lightweight authenticated encryption solutions in
the CAESAR competition. In this chapter, we present a tight and comprehensive
security analysis of the ASCON AEAD mode in the random permutation model.
Existing integrity analyses of ASCON (and any Duplex AEAD scheme in general)
commonly include the term DT'/2¢, where D and T represent data and time com-
plexities respectively, and ¢ denotes the capacity of the underlying sponge. In this
chapter, we demonstrate that ASCON achieves AEAD security when T is bounded
by min{2%,2¢} (where & is the key size), and DT is limited to 2° (with b being
the size of the underlying permutation, which is 320 for ASCON). Our findings
indicate that in accordance with NIST requirements, ASCON allows for a tag size
as low as 64 bits while enabling a higher rate of 192 bits, surpassing the rates

recommended by the designers of ASCON.

4.1 Introduction

The Sponge function, initially proposed by Bertoni et al. at the ECRYPT Hash
Workshop [22], serves as a mode of operation for variable output-length hash func-
tions and has gained significant popularity. This is evident from the numerous
Sponge-based constructions submitted in the NIST SHA-3 competition, with Kec-

cak [26] being the notable winner. At a high level, a Sponge construction utilises

49
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a fixed permutation 7 of size b and a b-bit state, which is divided into a c-bit ca-
pacity and an r := (b— c¢)-bit rate for the Sponge. The Sponge construction begins
by initialising the state to zero and padding the input message using a padding
function, followed by dividing it into r-bit blocks. Then, the absorption phase of
the Sponge construction commences, where the message is XOR-ed with the rate
part of the sponge while interleaved with applications of 7. Once the absorption
phase is complete, the squeezing phase begins. In this phase, the first r bits of the
state are outputted as output blocks, again interleaved with applications of 7.

The Duplex construction [23] is a variant of the Sponge construction and serves as
a widely used approach for constructing authenticated encryption schemes. The
Duplex construction maintains a state between calls and processes input strings
while producing output strings that depend on all previously received inputs. At a
high level, the Duplex mode is a stateful construction that comprises an initialisa-
tion interface and a duplexing interface. Initialisation creates an initial state using
the underlying permutation 7, and each duplexing call to m absorbs and squeezes
r bits of data. The usage of keyed Duplex approach in constructing authenticated
encryption modes is evident from the numerous submissions in competitions like
CAESAR (including the winner ASCON [55, 56]) and the recently concluded NIST
LWC competition (with 26 total Duplex-type submissions, notably including the
winner ASCON). The security analysis of keyed Duplex-type AEAD modes involves
considering two parameters: the data complexity D (representing the total number
of initialisation and duplexing calls to ) and the time complexity T" (representing

the total number of direct calls to ).

4.1.1 ASCON

ASCON was initially introduced as a candidate in Round 1 of the CAESAR compe-
tition [45]. Subsequent versions (v1.1 and v1.2) incorporated minor modifications
to the original design (version 1 [56]). The latest version (v1.2 [55]), declared as
the winner of the NIST Lightweight Cryptography (LWC) project [103], includes
the ASCON-128 and ASCON-128a authenticated ciphers, as well as the ASCON-
HAsH hash function and the ASCON-XOF extendable output function. All the
schemes in the suite ensure 128-bit security and utilise a common 320-bit permu-
tation internally, enabling the implementation of both duplex-based AEAD and
sponge-based extendable-output hashing with a single lightweight primitive.

The authenticated encryption mode of ASCON is based on the Duplex construc-
tion [23], specifically the MONKEYDUPLEX construction [25]. However, unlike
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MONKEYDUPLEX, ASCON’s mode employs double-keyed initialisation and double-
keyed finalisation to enhance its robustness. For a detailed description of the

AscoN AEAD mode, please refer to Section 4.3.

4.1.2 Existing Security Analysis

It has come to our attention that previous analyses of the ASCON mode predom-
inantly regard it as a variant of the Duplex construction (as indicated in [55]),
with no specific security analysis dedicated to ASCON available in the literature.
Hence, we briefly discuss the security bounds of generic Duplex constructions here.
At a high level, the Sponge construction is known to achieve 22 bits security,
where c is the capacity of the Sponge. This security level has been extended to its
keyed variations, such as MONKEYDUPLEX. The first result which indicates that
the Duplex-based modes can provide security beyond the birthday bound on the
capacity ¢, is by Bertoni et al. [24]. However, they could achieve this only when
the time complexity (roughly, this is the number of permutation computations an
adversary does) remains well below 2¢/2. In fact, the dominating term in their

security analysis is
D*+ DT
2¢ ’
where D is the data complexity and T is the time complexity. In 2014 [85], and

later in 2019 [86], Jovanovic et al. achieve an improved security of the form

(D +T)qa
26
where ¢4 is the number of decryption queries. Andreeva et al. [6] show that the
time complexity can be made close to 2¢/u where p is the total multiplicity (i.e.,
the number of queries with a repeated nonce). As the nonce is allowed to repeat in
decryption queries, the p can be as large as g; (the number of decryption queries).

Hence, their security bound is essentially of the form

qaT
2¢

Considering full-state keyed Duplex, Daemen et al. [47] establish stronger bounds
for the Duplex mode of operation. These bounds are based on comparing the Duplex
mode to an Ideal Extendable Input Function (IXIF). Essentially, they prove a
bound on the advantage of distinguishing a full-state keyed duplex from an IXIF.

They also do this in a multi-user setting and take into account both respectful
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and misusing adversaries. The results indicate that the data limit or key could

potentially be increased further. One of the dominating terms in their security

LT
2¢

bound is £ where L represents the number of construction queries that have some
common prefix to some prior query. So, an adversary can easily achieve L = g4
(the number of decryption queries) as nonce is allowed to repeat in decryption
queries. So, their bound essentially reduces to ";—CT.

Recently, Chakraborty et al. [37] introduce a generic AEAD construction called the
Transform-then-Permute (TtP) construction. They demonstrate that well-known
constructions such as the keyed Sponge Duplex construction, Beetle [32], and SpoC
[3] can be viewed as specific examples of this generic construction. In their work,
they provide rigorous proof for a tight security bound of the TtP construction
in the form of “g—cD—l— other smaller order terms, where up is a parameter defined
in their paper [37]. For a special class of TtP constructions where the decryp-
tion feedback function (defined in their paper) is invertible, they showed that
pr = O (max{T'/2",T/27,T%/2"}). This result indicates that these constructions
achieve security levels much higher than ¢,7/2° when D (data complexity) is sig-
nificantly smaller than T (time complexity). Importantly, this holds true for the
upper limits of D and T as specified by the NIST LWC guidelines. However, for
other TtP constructions, such as the keyed Sponge Duplex and ASCON construc-
tions, where the decryption feedback function is not invertible, bounding pr was
left as an open problem for future research.

In a concurrent work [94], Lefevre and Mennink also present a dedicated security
analysis of ASCON. While they focus on a different setting (authenticity under
nonce misuse and state recovery, multi-user security), they could show the impact
of strengthened initialisation and finalisation of ASCON in the case of authenticity
under state recovery. However, in the case of conventional single-user nonce-based
authenticity, their bounds reduce to qg—cT.

As observed, a common constraint in the existing analyses of ASCON, as well as
other Duplex constructions, is the condition DT < 2¢, or similar variants where
D may be replaced by ¢q4. It is important to note that no forgery attack matching
this bound has been discovered. Notably, the best-known attack on Duplex con-

structions by Gilbert et al. [69] establishes a lower bound of the form DT > 23¢/2.

4.1.3 Contributions

In this chapter, motivated by the recently concluded NIST LWC competition,
we try to provide an improved security bound for the ASCON AEAD mode. As
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already stated above, previous analyses of ASCON have treated it as a variant of
the Duplex construction, overlooking its unique key robustness features, namely
the double-keyed initialisation and double-keyed finalisation.

Our analysis establishes a tight security bound, considering the tag size 7 bits, key

size k bits, capacity ¢ bits, and state size b bits. The derived bound is given by

T D DT
9min{x,c} + 9min{r,c} + 2b -

Comparing our result with the recent analysis by Gilbert et al. [69], it becomes
evident that ASCON surpasses other generic Duplex constructions in terms of se-
curity, solidifying its status as a true champion. Notably, our proof leverages the
double-keyed finalisation process of ASCON during tag generation, which plays
a vital role in achieving such a tight and improved security bound. It should
be emphasised that our proof methodology is not applicable to classical sponge
constructions, as they do not incorporate a key at the final stage. Furthermore,
the recent attack by Gilbert et al. [69] conclusively demonstrates that ASCON
consistently offers higher security than other sponge-based modes of operation.

Lastly, in the context of NIST LWC requirements (D < 253 T < 2112 x > 128,
T > 64), our conclusion is that a capacity size of ¢ = 128 (given b = 320) and
T = 64 is sufficient to ensure adequate security for ASCON. This choice enables a
higher rate of 192 bits, thereby significantly enhancing efficiency without compro-
mising security within the random permutation model. We believe this represents

a substantial improvement compared to existing analyses.

4.1.4 Chapter Outline

In Section 4.2, we first elaborate on function graph structures that play a crucial
role in our subsequent analyses. Moving forward, in section 4.3, we present a
detailed examination of the ASCON AEAD scheme. We present our primary result,
the security bound of ASCON, and establish its significance in relation to the NIST
LWC criteria. To support our claims, we provide an interpretation of our findings
within the context of the NIST guidelines. In section 4.4, we present a rigorous
proof of our main theorem, using the H-coefficient technique. Finally, in Section

4.5, we discuss the tightness of our bound, and summarise the paper.
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4.2 Function Graph Structures

4.2.1 Partial Function Graph

A partial function £ :{0,1}° --» {0,1}¢ is a subset £ = {(p1,q1),..., (ps,q)} C
{0,1}° x {0, 1}¢ with distinct p; values. We call it an injective partial function if

g;’s are also distinct. We define
domain(L) = {p; : i € [t]}, range(L) ={q :i € [t]}.

We write L(p;) = ¢; and for all p ¢ domain(L), L(p) = L (a special symbol to
mean that the value is undefined).! For f : {0,1}° --» {0,1}%, ¢ € [b — 1], we
define | f].: {0,1}® --» {0,1}¢ such that | f].(x) = | f(x)]|. whenever f(z) # L.

Definition 4.1. Let £ : {0,1} --» {0,1}¢ for r := b — ¢ > 0. We associate a
labelled directed graph G := G*, called (labelled) partial function graph, over the
set of vertices

V := |domain(L)|. U range(L) C {0,1}°

with the label set {0,1}" and the following labelled edge set
E(G) = {u v | L(z|u) = v}.

We call it (labelled) function graph if £ is known to be a function.

We write a walk

x1 9 Ty—1 X
Uy —5 uy 25 - = —

l
simply as ug L. Ttis easy to see that if u 25 v and © — v then v; = vy

(this follows from the fact that £ is a partial function).

4.2.2 Sampling Process of a Labelled Walk

Let f : {0,1}% --» {0,1}*, ¥ = (x1,...,2%) be a k-tuple label, k¥ > 0, and
2o € {0,1}¢. We now describe a process that extends the partial function f to f’
so that there is a walk

x1 X2 T
20— 2] — e — 2

LA function is a partial function for which every output is defined.
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Algorithm 1 Rand Extn(z, 2*)
1: Initialise f' = f
2: for j =1to k do

3: Uj = f’([L’j, ijl)

4: if v; = 1 then

5: Vj < {O, 1}b

6: [ fru{(@llzi—,v)}
7 Zj = LUch

in the graph Gl/Je. The process, defined in Algorithm 1 is denoted as
Rand _Extn’ (2, z*),

which randomly extends the elements of the partial function f whenever required

to complete the walk.

The described process provides a clear and effective method for successfully com-
pleting a labelled walk. It operates on the basis of a simple rule: when the cur-
rent value falls within the defined domain, we utilize the corresponding output
to progress further in the walk. In cases where the current value is outside the
domain, we employ a random sampling approach to determine the next output.

This ensures the completion of the walk.

4.2.3 Partial XOR-Function Graph

Now, consider a partial function P : {0,1}* --» {0,1}® and r € [b — 1]. We define
a new partial function P® : {0,1}° x {0,1}" --» {0,1}® as follows. Let u = u/||u”
where ' € {0,1}". Now,

P (u,x) = P((u' @ z)||u").

Note that the above may not be defined, in which case we define the output L as
before. We similarly define partial function graph G® := GP with labelled edges

denoted as u —+¢ v (whenever P®(u,z) = v). A walk
xr1 T2 Ti—1 ]
U —7p U1 —7g " —7a Ui-1 —7a W

l
is denoted as ug —g w. Similar to Rand Extn’ Algorithm, we now define a ran-

domised extension algorithm for P® in Algorithm 2, denoted as xorRand _Extn” (vg, %),
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Algorithm 2 xorRand _Extn” (vy, z¥)
1: Initialise P/ =P
2: for j =1to k do
3 vy =P (vj1 @ (7]|09)
4 if v; = L then
5: v; < {0, 1}b
6: P’ P U{(vj-1 @ (][0, v5)}

Vo € {0, 1}b,ZL’i S {O, 1}T

After this process, we obtain a modified partial function P’ : {0,1}° --» {0,1}®

for which we have the following walk:

xr1 o Tp—1 Ty
Vo —e V1 —7e " —a k-1 — e Uk

4.3 The AscoN AEAD Mode

In this section, we define the ASCON AEAD [55] mode. Note that the ASCON
AEAD is a simple variation of the Duplex construction. Let b denote the state size
of the underlying permutation m and 0 < r < b be the number of bits of associated
data/message processed per permutation call. We call r the rate of the ASCON
construction, and ¢ = b — r is called the capacity. Let x,v, 7 denote the key size,
nonce size, and tag size respectively such that

- 7<k<eg

- k+rv <D,

- K+r<b

We fix an IV € {0,1}>""7. The AEAD uses a permutation 7 (ASCON permu-
tation), modelled to be the random permutation while we analyse its security.
Below, we provide a description of the encryption and decryption algorithms of
the AscoN AEAD mode. For a visual representation of the encryption algorithm,
refer to Fig. 4.1.

Encryption Algorithm. It receives an input of the form (N, A, M) € {0,1}" x
{0,1}*x{0,1}* and akey K € {0,1}". Broadly we divide the encryption algorithm
into three phases: (i) initialisation, (ii) associated data and message processing,

and (iii) tag generation, run sequentially.
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INIT" (K, N)
0K |
VKN .
g @ —W

AM_Proc™(Vy, A, M)

A Aa

Vol - fl\ Vil [Va-ilr é -
[Vole - V). [Vaile L
M] Cl Mmflcmfl Mm Cm
: v;' ™ V’t— r V‘t— -
Valr \% | = : ﬂé | % I [l
U/;JC .@ Uc_l Hl Va+1Jc |_V't72Jc |_V171JC LFJC
TAG™ (K, F)
: T T @ —— T
0| K [jo°—~ K],

FIGURE 4.1: Encryption in AscoN AEAD. The final ciphertext is C' =
[Cyf--- ‘th]\/”- Here, t = a + m.

INITIALISATION. In this phase, we first apply the following function

INIT™ (K, N) = n(IV||K[[N) @ (0°"|| K) := V.
Before we process associated data and messages, we first parse them:

(Ah s 7Aa) <L padl(A)’ (M17 .- aMm) <T_ padQ(M)
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Note that a can be zero in which case it is parsed as an empty string. But m > 1.

ASSOCIATED DATA AND MESSAGE PROCESSING. Using the XOR-function graph

corresponding to the function 7®, we obtain a walk
L R A A e AT T
We define the ciphertext as follows:
Ci = [Variaalr @ My, Vie[m], C=][C| - |Cnlin-
We denote the above process as

AM_ Proc™(Vy, A, M) — (C, F := V,_1 & (M,,]|0")).

TAG GENERATION. Finally, we compute

T = TaG™ (K, F) = |x(F & (| K[0" )], ® |K],.

The AscoN AEAD returns (C,T).

Remark 4.2. The ASCON construction uses two different permutations, p® and p?,
where a and b indicate the specific rounds used for the underlying permutation p
(called the ASCON permutation). In the ASCON implementation, p® is employed
during the initialisation phase and for tag generation and verification. On the
other hand, p® is utilised for processing associated data, messages, and ciphertext.
For instance, in the ASCON-128 construction, a is set to 12, while b is set to 6.

When modelling ASCON in the random permutation model, there are two options:
either using the same permutation 7 = p® = p°, or using independent permutations
m and 7my. Our analysis focuses on the assumption that the permutations are
the same, which is generally more challenging to prove compared to assuming
independent random permutations. A similar analysis (with bounds of the same

order) can be made for the independent random permutation model.

Decryption Algorithm. The decryption algorithm performs a verification pro-
cess to ensure the correctness of the ciphertext and tag pair. If the verifica-
tion is successful, the algorithm proceeds to generate the corresponding message.
While the details of message computation are omitted in this analysis, readers

can refer to [55] for a comprehensive explanation. It is important to note that
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our focus lies primarily on the verification process itself, rather than the spe-
cific steps involved in message computation. On receiving an input of the form
(N,A,C,T) € {0,1}” x{0,1}* x {0,1}* x {0,1}" and a key K € {0, 1}", the steps

of the verification process is outlined below: .
1. (Ay,...,Ay) < pad,(A) and (O, ..., C)) & pady(C).
2. Compute Vp := INIT"(K, N).
3. We compute the walk for the permutation 7

A A
Vo —2a Vi =g - —5e Vo

4. Let C; = C]||10* for some C] (may be the empty string) and |C]|= d. Let
2o = | Vale-

e Case [ =1: Wedefine FF = || (|Va]p—a @ 10*1).

e Casel > 2: We compute

C C Ci_o
2 ® 01 =5 zg41 —> <+ = Zgti-o.

We define F' = C] || (|7(Ci—1]|zavi—2)]p—a © 10%).

5. Rejects if T # TAG™ (K, F'), otherwise, it accepts.

4.3.1 Security bound of ASCON

Theorem 4.3 (Main Theorem). Consider a nonce-respecting AEAD adversary
o/ making q, permutation queries, q. encryption queries with a total number of
o. data blocks, and qq decryption queries with a total number of o4 data blocks.
Define 0 := o.+04. Then, we can upper bound the AEAD advantage of </ against
ASCON as follows:

2 o o + 0 mcoll(o.,2")(ogq +
AdVARR (o) < S+ 5+ d(qP2b 2) | meol( 20)( ')
G+ 0 meoll(ge,27)qa | a2 + g3 + geda + (ge + 9a) (0 + gp)
+ +
2K 2¢ 20
N mcoll(o + ¢, 27)qq N mcoll(ge, 2"77%) (0 + ¢,) N g0+ qp)
2K 28 20
qa(o + gp)
et :

+
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4.3.2 Interpretation of Theorem 4.3

We interpret our bound in light of the requirements proposed by NIST for the
LWC competition, and the choices of the parameters, namely rate (and hence
capacity) and tag size. ASCON operates with a state size (size of the permutation)
b = 320 bits. We assume ¢, < 2''? and ro < 2°® as prescribed by NIST.

We give upper bounds to mcoll(o,, 2"), mcoll(g., 27), and mcoll(o + g,, 27), depend-
ing on the choice of r and 7. Note that mcoll(g, 2"7*) < mcoll(c,,2"), so we do
not need to bound it separately.

First, from the definition of mcoll(g, N'), we have
mcoll(o¢,2") <3 Vr > 128.

Now, we fix two choices for tag size 7 : 64 bits (the minimum tag size required
by NIST) and 128 bits (the tag size recommended by the designers of ASCON).
Again, from the definition of mcoll(q, V), we have

e For 7 = 64:
mcoll(g.,27) < M <40, and mcoll(c + ¢p,27) < M.
log, log, o 27
Here we assume g, > 27.
e For 7 = 128:
mcoll(g.,27) <3, and mcoll(o + ¢,,27) < 41ogy(gp + 0) < 75.

~ log, logZ(QP to )

So, if r > 128, 7 = 64, we have

2qq oa(qy +04)  3(oa+q,) 40gq
AEAD P p
Adv ASCON(”Q{) = 2_.,- + ? + 9b + 9¢ + 9¢
L Mg to) 42 + 43 + Geda + (g + qa) (0 + q)
on 2
5((]17 + Ue)Qd Qd(g + Qp)
QK+T Qc+T
= 0(3H) + O(FH) + O(E) + O(F)

(assuming o < g,).



Chapter 4. Ezact Security Analysis of Ascon 61

If r > 128, 7 = 128, we have

2q5 02  oalgy+o4)  3(oa+qy)  3qa
AEAD D p
Advi,ioi () < ?—f-?-i- 9 + 9¢ +?
Ngp+0) @+ qG~+ qeqa+ (e + qa)(0 + )
+ +
25 20
N 75¢a  qa(o + qp)
25 20—}—7’

= O(31) + O(F1) + O(F2) + O(P).

Thus, in terms of order, a tag size of 64 bits yields the same security as a tag size
of 128 bits. Given that the key size x is at least 128 bits (required by NIST), we
can see that ASCON is secure even when ¢ = 128 (implying r = 192), and 7 = 64.

4.3.3 Tightness of the Bound

In the worst case scenario, the obtained bound is of the following order:

Qp qp qd Oc 94 @ Qpad @
25 +2 +2 +2b+2b+27+ 20 —’_2N

One can easily see that these bounds are tight:

o 22 24 correspond to generic attacks which guess the key in primitive calls or

decryption queries.

e 4 is also a generic attack that guesses the tag in decryption queries.

dp 44 Ud ‘Jp d

2
e Attacks for the terms 3¢, 72, %, =& and

can be constructed by observing

state collisions in the encryption, prlmltlve and decryption queries.

4.4 Proof of Theorem 4.3

We first prove the theorem under the additional assumption that x < ¢. Then, in

Section 4.4.3, we extend the proof to the k = ¢ case.

4.4.1 Description of the Real World

The real-world samples K & {0,1}" and a random permutation 1. All queries are

then responded to honestly following ASCON AEAD as defined above (including
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direct primitive queries to I1). A transcript in the real world would be of the form
@re,on = ((Nza Ai7 Mi7 Ci; Ti)ie[qe]7 (N;a A;a C;a T;a M;)ie[qdh P)

where P represents the query-responses for primitive queries (represented in terms
of the partial function for [1). When the i-th decryption query is rejected we write
M = rej (we keep this as one of the necessary conditions for a good transcript in
the ideal world). After all queries have been made, all inputs-outputs used in I1 for
all encryption and decryption queries have been included in the offline transcript.
Let Py, denote the extended partial function and clearly, all encryption and de-
cryption queries are determined by Py,. Note that the key K is also determined
from the domain of Pg,. It is implicitly understood that the domain and range
elements of Py, are given in order of the execution of the underlying permutation

to compute all encryption and decryption queries. Let
@re = ((Nza Ai7 Mi> Ci, Ti)ie[qe]a (N;7 A;a C;a T;7 M;‘)ie[qd]a I:)fin)

denote the extended real world transcript. For any real world realisable transcript
0= ((Nu Ai7 Mi; Ci7 ﬂ)ie[qg}a (Nzla Aia 01/7 7;/7 Mi/)ie[q,j}a Pfin)a

Pr(6y = 0) = Pr(Pin €M) =1/(2") p,,|-

4.4.2 Description of the Ideal World

Now we describe how the ideal oracle behaves with the adversary /. This descrip-
tion consists of two primary phases: (i) the online phase, which encompasses the
actual interaction between the adversary and the ideal oracle, and (ii) the offline
phase, which occurs after the online phase and involves the ideal oracle sampling
intermediate variables to ensure compatibility with the ASCON mode.

The offline phase is further segmented into several stages, each dependent on events
defined over the preceding stages. In the event of a bad event occurring at any
stage, the ideal oracle has the option to either abort or exhibit arbitrary behaviour.
To effectively analyse the situation, we aim to establish an upper bound on the
probability of all such bad events. Consequently, at any given stage, we assume
that all prior bad events have not occurred. To simplify notation, we use the same

notations for the transcripts in both the real and ideal worlds.
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Online Phase. The adversary can make three types of queries in an interleaved
manner without any repetition: (i) encryption queries (ii) decryption queries, and

(iii) primitive queries.
e ON i-TH ENCRYPTION QUERY (N;, A;, M;), Vi € [g.], RESPOND RANDOMLY:

Ci (i {07 1}|MZ|, Tz (i {0, 1}T, return(Ci,Ti).

e ON i-TH DECRYPTION QUERY (N, A}, C/, T!), i € [q4], REJECT STRAIGHT-
AWAY: Ideal oracle returns rej for all decryption queries (here we assume that
the adversary does not make any decryption query that is obtained from a

previous encryption query).

e ON -TH PRIMITIVE QUERY (Q;,dir;) € {0,1}* x {+1,—-1}, i € [g,], RE-
SPOND HONESTLY: We maintain a list P of responses of primitive queries,

representing the partial (injective) function of a random permutation . Ini-
tially, P = 0.

1. If dir;, = +1, we set U; = Q;. Let V; & {0,1}° \ range(P), P «
PU{(U;,V;)}, return V,.

2. If dir; = —1, we set V; = Q. Let U; < {0,1}*\ domain(P), P «
PU{(U;,V;)}, return U,.

After all queries have been made, we denote the online transcript (visible to the

adversary) as
Oid,on = ((Ni,Ai,MuCi,Tz‘)ie[qeb (N;,A;,C;,T;,rej)ie[qd], P).
BAD EVENT. We set bad; = 1, if
(Ni, A, G, Ti) = (NJ, AL CLTY), i€ ge], 5 € [adl

for which the encryption query is made later. It is important to note that the
adversary is not allowed to make a decryption query that matches a previous
encryption query. However, there is a possibility that a decryption query acciden-
tally matches an encryption query made subsequently. This situation is referred
to as a “bad event” and is of concern. Since the adversary is capable of making
nonce-respecting encryption queries only, we can establish an upper bound for the

probability of bad; as given in Lemma 5.7 below. Although the proof for this is
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omitted here, it can be straightforwardly derived from the description of the ideal

world for encryption queries (by looking at the randomness of the tag values).

Lemma 4.4. Pr(bad; = 1) < 2

27
Offline Phase. The offline phase is divided into three stages, performed sequen-
tially: (i) setting internal states of encryption queries, (ii) setting internal states
of decryption queries, and (iii) sampling a key, and verifying compatibility with
the online phase.
First, we set the input-output pairs for all permutations used in processing asso-
ciated data and message part of each encryption query. For i € [¢.] (i.e., for i-th

encryption query) we perform the following:

1. We first parse all data we have in the online transcript.

(Ai,la . >Az,ai> <T_ padl(Az)
(Mz,la 7Mi,ml) <T_>k Mz
(Ci,h < Ci,m) <T_* Cz

2. Let t; = a; +my, d; = |My

= |Ci7mz‘

. We now sample

Vios- - Vig1 & {0, 1}
Zi,aia ey Zi,tifl <i {07 1}07 5; i {07 1}ridi
The values of V; ; would determine all inputs and outputs for associate data

processing. Similarly, C;,Z; ;,d; would determine the input and outputs for

message processing.

3. We now set all inputs and outputs of the permutation used in associate data

and message processing. Note that while a; = 0 is possible, m; > 1.

If a; > 0, we define the following;:

° Ui,j = Vi,j—l D (AiJ'HOC), Vj c [CZZ]
o Via = (Ci1®M;1)||Z;,.

If m; > 2:

o Uiui1=Cii1]|(Zig ®071).

o Uivvi = CijllZiairj—1,2< 7 <my — 1.
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® Vigitj = (Cijr1 & Mijii)|Zigirj1, Vi € [mi —2].

o V1= (Cim, & MmO Zit;—1-
o F, = Ci,mi 5Z<HZi,t¢fl-
Otherwise:

o Fi=Cim |0 |(Zia, ® 0°7'1).

We define Pgne to be the partial function mapping U;; to V,; for all i € [q¢.],
J € [t: — 1], provided all U, ;’s are distinct. In this case, it is easy to see that

Ai71 Ai,g Ai,a~ b—1 M1'71 Mi,mi—l
Vio —ao Vit —¢ -+ —a Via; Vie, 0771 —¢ Vig-- — o Vi1

Moreover, Pgn,. would be an injective partial function if V, ;’s are all distinct.

BAD EVENT (Pgye IS NOT AN INJECTIVE PARTIAL FUNCTION).  We set
1. bad2 = 1 if for some (Z,j) 7é (i/,j/), either Uz’,j = Ui’,j’ or Vi,j = Vi’,j’;

2. bad; = 1 if for some i # i’ € [g.], F; = Fy (if this happens then it would force
T, = Ty to hold).

o2

Lemma 4.5. Pr(bady =1V bad; =1) < 2—2
Proof. The proof of the above statement is straightforward as it is easy to see that
V; ;’s are randomly sampled and U, ;’s are defined through a bijective mapping of
V; -1 values. The same applies to F; values. Given that we have at most ("2‘3)
choices for inputs and outputs, we get the above bound by simply using the union

bound. O

Contingent on the condition that none of the aforementioned bad events occur,
we would like to set the input-output pairs for all permutations used in associated
data and ciphertext processing for all decryption queries. Here, we only use P to
run the randomised extension. Later, we set a bad event if it is not disjoint (both
from the domain and the range) with Pg,.. This would ensure the compatibility
of P; U Pgn (where Py is the randomised extension of P) and would also help later
in upper bounding the forging probability of a decryption query. For i € [g4] (i-e.,
for the i-th decryption query) with ¢; > 2, we perform the following:

We first parse all data as we have done for encryption queries:

(A;,h s 7Afi,ag> L pad1<A;)
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(Ciase s Cie) 4 €
Let t; = a} + ¢;, d; = |C;.,|. Now, we define p; indicating the length of the longest
common prefix of the i-th decryption query and an encryption query.

DEFINITION OF p;, i € [qq]-

1. If there does not exist any j € [¢.] such that N; = N}, we define p; = —1.

2. Otherwise, there exists a unique j for which N; = N/ (since the adversary
is nonce-respecting and hence every nonce in encryption queries is distinct).

Define p; denote the length of the largest common prefix of

- (A{L,17 ceey (A{L CL/v’ *)7 C;,l’ ceey C;,Ci) aIld

- (Aj71, cey (Aj,aj7 *), Cj71, cey Cj,mi)-

Here * is used to distinguish associate data blocks and ciphertext blocks.

Now, for each i € [gq], depending on the value of p;, we perform the following:

ASSOCIATED DATA AND CIPHERTEXT PROCESSING.
1. For i =1 to g4 with p; = —1:

o Vi, & {01}

e If a/ > 0, run xorRand _Extn” (Vios (Ai1, .- A}, ) to obtain a walk

/
/ /

21 7,2

! / !
Vio —a Vii —e - —g@V

o If¢; > 1, run Rand_ExtnP(V;,ai ®©0°1,C 4. .. [|C;,_1) to obtain a walk

/
zc,L—l /
V;

C’
/ * 1,1 / z 2
Vi,a; ® 071 Vz ,ah+1 t,al4ci—1°

2. Fori =1 to qq with 0 < p; < al:

° Vg,pi =V,

JsPi*

e If @} > p;, run xorRand _Extn” (Vip,> (Al 15+, Al ) to obtain a walk

/ ’ !

Al A’ .
! i,p;+1 / i,p;+2 »a; /
Vi, Ve v,

1,pi+1

o If¢; > 1, run Rand_ExtnP(V’ D0*1,C ... [|Cf ., ;) to obtain a walk

/ !

/ 22 i,c;—1
Vza—l—l ; —

11 V/

i,a —|—cl—1

V’,6901
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3. For i =1 to qq with a, < p; < t;:

I \/.
o Vi, =V
o Ifp, <t;—1, run Rand_ExtnP(Vfiﬁpi, Cg,pﬁa;HH. - ||Ci,_1) to obtain a
walk
C; pi—al+1 /-p /4o / 1
/ P4 / LPi a4 LN /
Vi,pi 5 Vz’,pi+1 roo ? Vi,afrcifl‘
4. For i =1 to g4 with p; = t;:
/ o
* Vi,a;Jrcifl T Vj:afrci*l'
For all the cases above, we define
/ * !/ .
Cl,cl||10 H Lvi7a§+cifljc Zf C; Z 2

C;,Ci ”10*H(\_Vg7a’_+ci_1jc s> Oc_ll) Zf C;, = 1

Note that for each i € [qq], P is updated by both the randomised extension algo-
rithms, and although we start with a permutation, the resulting extended function

P1 need not be injective.

BAD EVENT (P; 1S NOT AN INJECTIVE PARTIAL FUNCTION).  We define
bad, = 1 if there exist (X,Y) and (X', Y’) in the set Py such that Y =Y’. It is
important to note that P is an injective partial function, and thus this bad event
can only occur when at least one of the values Y or Y’ is obtained during the
offline phase. Considering that both inputs and outputs are uniformly sampled,

the probability of bad, can be straightforwardly bounded using the union bound.

0i(qp + 0a)

2b '
BAD EVENT (PERMUTATION COMPATIBILITY OF Pgy. AND P1).  We now set
bads = 1 if

Lemma 4.6. Pr(bad, = 1) <

domain(P1) N domain(Pgn.) # 0 or range(P;) Nrange(Pgnc) # 0.

Given that this bad event does not hold, Pg,. U P; is an injective partial function
that is desired for a random permutation.

Lemma 4.7. Pr(bad; = 1) < mcoll(ce, 2") X (04 + gp)
7. < > .

Proof. Let p; (and py) denote the multicollision on the values of [x],, for all
x € domain(Pg,c) (and for all € range(Pgnc) respectively). Then, by the random-

ness of the randomised extension process and randomised xor-extension process,
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Pr(bads = 1 | max{p1, p2} = p) < p(oa+ g,)/2°. Hence, using the expectation of
max{pi, p2}, and applying Lemma 2.11 and Remark 2.12, we get the above bound.
0

BAD EVENT (CORRECTLY FORGING).  We now set bad events whenever we
have a correct forging in the ideal world based on the injective partial function

Py := P; U Pgne constructed so far. We set badg = 1 if
(F/NT;) - (Fj7Tj)7 (&S [Qd]; ] € [qe]'

This is similar to bads as this would force a decryption query to be valid.

Lemma 4.8. Pr(badg = 1) < W.
Proof. We divide this into two cases. First, consider p; = ¢; —1 and T, = T;.
Then F; # F;, and hence badg does not occur.
Next, we assume p; # ¢; — 1. Let p3 denote the number of multicollision of T,
values. By using the randomness of Z;,;,_; and using the multicollision we have,
Pr(bads = 1 | p3 = p) < Z4. Hence, using the expectation of p3, and applying

Lemma 2.11, we have the above bound. 0

We also have to consider some other ways to become a valid forgery. Now, we

reach the time to sample the key
K = (K, Ky) & {0,1}", K, € {0,1}".
Let

T ={j €la) : N, # N, Vi € [g.]}.

Now, we can define the input-outputs for the underlying permutation used in the

initialisation phase as follows:
1. For all i € [q.], l; := IV||K||N;, O; := V; 0 ® 0" "| K,
2. Forall j € J, I} := IV||K||N; and O := V/; & 0" || K.

3. For all other j € [qq], there exists i € [g.] such that N} = N;, and we define

Define Py = (('i,oi)ie[qe}, ('97 O;)jej)-
BAD EVENT (PERMUTATION COMPATIBILITY OF Py AND Py). We define
bad; = 1 if one of the following holds:
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1. 1,1 € domain(Py) for some i € [q.],j € [qd]-
2. 0; = O for i € [g] and j € [gq] such that N; # N/.
3. 04,0} € range(Py) for some i € [q.], ] € [qa-

Once again, if this bad event does not hold, P35 := P, LI P;,;; is an injective partial
function. By using the randomness of K, V;o and V;, we can easily bound the
probability of bad; as stated below.

g+ o | el + (ge + q4) (0 + qp)

L 4.9. Pr(bad; =1) <
emma r(bad; =1) < o 5%

Now, we settle tag computation for all encryption queries. For all i € [¢.], we
define X; := F; @ (07[| K|0°%), Y; := o ||(T: ® K>), where o & {0,1}*~7. Define
Prag = ((Xia Yi)z’e[qe])-

BAD EVENT (PERMUTATION COMPATIBILITY OF P, AND Pj3). We define
badg = 1 if either of the following holds:

1. domain(Py,g) N domain(P3) # 0, or
2. range(Pyg) Nrange(P3) # 0.

Given this bad event does not hold, P, := P3 U Py, is once again an injective

partial function.

mcoll(ge, 2"t %) (o + ¢p) N g0+ qp)

L 4.10. Pr(bads =1) <
emma r(badg = 1) < o 5

Proof. Let \; = [Fi| ||| File—x = [Xilo||[Xi]c—r- Let py denote the multicollision
of \; values. Then, by the randomness of K and using the multicollision, we have
Pr(domain(Piag) Ndomain(P3) # 0 | ps = p) < %. So, using the expectation
of p4, and using Remark 2.12, we have

mcoll(ge, 2" %) (0 + gp)

Pr(domain(Pag) N domain(P3) # 0) < o :

Using the randomness of o; and K, it can be easily seen that

Pr(range(Pig) Nrange(Ps3) # 0) < W

Hence, we get the above bound. 0
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Finally, we settle the tag computation of all decryption queries and we set bad
whenever a valid forgery occurs. For all i € [¢4], we define X! := F. & (07| K]|0°~").
If X! € domain(P,) then we define Y = P4(X!). Else, Y! & {0, 1}*.

BAD EVENT (DECRYPTION QUERIES ARE NOT REJECTED). We divide this into

two cases depending on whether X € domain(P,) or not:

o Let F; = (B!||7||0}), where |5]| =r+ K — 7, |7} =7 and |0| = ¢ — k. We set
badg =1if

i € [qal, X, € domain(Py) A |[Ps(X)], ® Ky =T

If badg = 1, then

(i) for some (z;lly;2;) € domain(Pa), Xt = (x;lyl12)), laj| = 7+ 5 — 7,

ly;| = 7 and |z;| = ¢ — k, and
(if) y; & w; = T; @ ; where w; = [Pa(z;ly;l2;) ]+
Let p5 denote the multicollision on the values of (y, ® w,), varying over all

elements of P4. Hence, the number of choices of j is at most p5. Then, by

the randomness of K,

So, using the expectation of p5, and applying Lemma 2.13,we have

mcoll(c + ¢, 27)qa

Lemma 4.11. Pr(badg = 1) < o

o X. & domain(Py). Let y; = |Y}],. We set badyy = 1 if there exists i € [qq]
such that y; ® Ko = T/. Similarly, by the randomness of y;, we have

Lemma 4.12. Pr(bad;p =1) < %.

Let bad denote the union of all bad events, namely U;%,bad;. By Lemmas 4.4

through 4.12, we have shown that

Pr(bad = 1) < 24} % | 9ty ¥ 0a) | meollioe ) x (oat4p) , t+o

= 9r " o0 9c o
mcoll(q,, 27 eqq + (g + o+ (o +
N (gc )4a | Geld (q 2de)( p) L4 ( ; p)

mcoll(ge, 2"t %) (0 + qp)  mcoll(c + gy, 27)gq
+ on + " .
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If all these bad events do not occur, then all the decryption queries are correctly
rejected for the injective partial function Py.

Let Psin := P4 U (X}, Y!)ic[q,))- In the offline transcript, we provide all the input-
outputs of Pg,. Then,

@id - ((N27 Ai? Mi7 Ci7 Ti)iE[qe]7 (Nia A;a C;a T{n rej)iE[!M]? Pfin)-

Let 6 be a good transcript (no bad events occur). Note that we sample either

inputs or outputs of Pg, \ P uniformly. Thus,
Pr(0i4 = 0) = Pr(P C M) x 27Pal=Ph < 1 /(2% | = Pr(0,, = 0).

By using the H-coefficient technique, we complete the proof of our main theorem

when k < c.

4.4.3 Extension of the Theorem when x = ¢

The reason why the above proof cannot be carried over to this case is that when
k = ¢, for any encryption or decryption query of block length 1, the inner key of
the initialisation phase cancels out the inner key of the finalisation phase, as can

be seen in Fig. 4.2.

M, 4
&
U
IV|K|IN "
— s T

b
K01 K LK)~

FIGURE 4.2: Encryption in ASCON AEAD when k = ¢, and we have only a
single block message without any associated data. The two keys additions in
red cancel each other out. The final ciphertext is C' = [C1]|5, and tag is T'.

Note that whenever the construction query is at least two blocks long, the keys
do not cancel out, and the above process can be carried out without any change.
Even when the construction query is of length one block, the description of the
real world and the online phase of the ideal world in this case is exactly the
same as the previous case (the k < ¢ case). Moreover, the associated data and

message/ciphertext for encryption and decryption queries is processed as above.
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The only differences arise after sampling the key. We present a detailed proof of
this case here.

We misuse the notation a bit, and use the same bad event notations as above for
easier understanding. Events bad; to badg are exactly the same as the k < ¢ case,
as there are no differences with the previous case before sampling the key. We
directly move on to the sampling of the key K and define J as above.

We define the input-outputs for the underlying permutation used in the initialisa-

tion as follows:

1. For all i € [q],

VZ‘70, if ti=1
Vio @ 0°"||K, otherwise

2. Forall j € 7,

o IVIKIN, O i VO if ¢ =1
J g J , bk .
Vi@ 0°7"||K, otherwise

3. For all other j € [qq], there exists i € [g.] such that N} = N;, and we define

Define Pinie = ((Ii; O)icig), (I35 0%)jer)-
BAD EVENT (PERMUTATION COMPATIBILITY OF P AND Py). We define
bad; = 1 if one of the following holds:

L. 1;, 15 € domain(Py) for some i € [q.], j € [qa]-

2. O; =0 for i € [g.] and j € [gq] such that N; # N.
3. O, O;. € range(P,) for some i € [q.], 7 € [qa)-
4. 0,=0; for i,j € [g], or O'; = O'; for i, j € [qa] such that N # N;.

It can be easily seen that the first three cases remain exactly the same even after
these new definitions of O; and O}. This is because both the proofs use the
randomness of V; g and V', ; only for checking the output collision and compatibility.
The last case arises because, for i,j € [g.] such that ¢; = 1,¢; # 1, we can have
Vio = Vjo® 0°7%||K. However, the probability of this is bounded above by 1/2°.

The same applies for decryption queries too. Thus, we have
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2 2
Lemma 4.13. Pr(bad; = 1) < qp; ? + Qe 94 7+ 0eda +2§qe +6a) (0 + qp).
Define P3 := P, U Pj,. Now, coming to tag computation for encryption queries,
we define

X; = ;Y= a|(Ty @ Ky),

F; @ (07| K||0°="), otherwise

where o & {0,1}>". Define P,y = (X3, Yi)iclg])-
BAD EVENT (PERMUTATION COMPATIBILITY OF Py, AND Pj3). We define
badg = 1 if either of the following holds:

1. domain(Py,g) N domain(P3) # 0, or
2. range(Prag) Nrange(Ps) # 0.

Given this bad event does not hold, P, := P3 LU Py, is once again an injective
partial function.

meoll(ge, 2)(0 + 4p) | 2e(0 + )

L 4.14. Pr(badg =1) <
emma r(badg =1) < 5 5

Since ¢ = k here, note that this bound is the same as in the previous case.

Proof. Let Q; = {X; € domain(Py,g) | t; = 1}. It is enough to bound Pr(£2; N
domain(P3) # 0). Let \; = [F;|, = [X;],. Let pg denote the multicollision

of A\; values. Then, by the randomness of |F;|. = |Vio]. @ 0*1 and using the

multicollision, we have Pr(£2; N domain(P3) # 0 | ps = p) < %. So, using the

expectation of pg, and using Remark 2.12, we have
mcoll(ge, 2") (o + q,)

Pr(£2; N domain(P3) # 0) < 5 .

O

Finally, we settle the tag computation of all decryption queries and we set bad

whenever a valid forgery occurs. For all i € [¢4], we define

F. @ (07| K||0°™%), otherwise

If X! € domain(P,) then we define Y/ = P4(X!). Else, Y! & {0, 1}*.
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BAD EVENT (DECRYPTION QUERIES ARE NOT REJECTED). We divide this into

two cases depending on whether X, € domain(P,) or not:

e We set badg = 1 if

3i € [qa), X, € domain(Py) A [Py(X))], & K, =T,

We only need to consider the case when ¢, = 1, otherwise the above proof
applies. For a fixed i € [qq] such that ¢, = 1, Pr(X! € domain(P,)) <
(0 +¢p)/2° Now, given X, € domain(P,), Pr([P4s(X}) |, ® K, =T}) = 1/27.
Taking union bound and including the t; # 1 case, we have

mcoll(c + ¢y, 27)qa n qa(o + qp)

Lemma 4.15. Pr(badg = 1) < o ot

o If X! ¢ domain(Py), let y; = |Y.],. We set bad;y = 1 if there exists ¢ € [gq4]
such that y; ® Ky = T,. As before, by the randomness of y;, we have

Lemma 4.16. Pr(bad;y =1) < %.

Again, let bad denote the union of all bad events, namely U°, bad;. We have shown

that

21 | 07 | 0algy+04)  meoll(o,2") X (04+qp) GO
Pr(bad =1) < — + =
r( ) — 27’ + 2b + 2b + 20 + 25
mecoll(qe, 27)qa  ¢2 + 43 + qeqa + (ge + qa) (0 + )
+ 20 + 2[)
i mcoll(o + ¢,,27)qa i mcoll(ge, 2"77%) (0 + qp) i ge(0 + gp)
ok A 2b
n qa(o + q:o)‘
20-‘,—7’

If all these bad events do not occur, then all the decryption queries are correctly
rejected for the injective partial function Py.

Let Pin := P4 U (X}, Y!)ic[q,))- In the offline transcript, we provide all the input-
outputs of Pg,. Then,

Oia = ((Ns, Ai,Mi, G, Tiiciags (NG, A CoL T red)icals Pin)-

By defining the good transcript, and using H-coefficient technique as above, we

complete the proof for the k = ¢ case.



Chapter 4. Ezact Security Analysis of Ascon 75

4.5 Summary

In this chapter, we have proved a bound for the AEAD mode of ASCON, the
winner of the recently concluded NIST LWC competition. This mode follows a
Duplex type of construction. Notably, the double-keyed finalisation (i.e., inclusion
of key XOR operations before and after the permutation call during the tag gen-
eration/verification phase) of ASCON allows us to derive a bound in the following

order:
T D DT

9min{x,c} + 9min{r,c} + b’

where T is the time complexity and D is the data complexity of the adversary.

Further, when 7 < k < ¢, the obtained security bound can be reduced to
T n D n DT
ok T 2b -

We have also shown that the bound is tight. We would like to again emphasise that
our analysis cannot be directly applied to general Sponge constructions without

the double-keyed tag generation /verification protocol.






Chapter 5

Tight Multi-user Security of Ascon
and Its Large Key Extension

The ASCON cipher suite has recently become the preferred standard in the NIST
Lightweight Cryptography standardisation process. Despite its prominence, the
initial dedicated security analysis for the ASCON mode was conducted quite re-
cently. This analysis demonstrated that the ASCON AEAD mode offers superior
security compared to the generic Duplex mode, but it was limited to a specific
scenario: single-user nonce-respecting. In this chapter, we eliminate these con-
straints and provide a comprehensive security analysis of the ASCON AEAD mode
in the multi-user setting. Regarding data complexity D and time complexity T,
our analysis reveals that ASCON achieves AEAD security when 7' is bounded by
min{2%/u,2¢} (where k is the key size, and p is the number of users), and DT
is limited to 2° (with b denoting the size of the underlying permutation, set at
320 for ASCON). Our results align with NIST requirements, showing that ASCON
allows for a tag size as small as 64 bits while supporting a higher rate of 192 bits,
provided the number of users remains within recommended limits. However, this
security becomes compromised as the number of users increases significantly. To
address this issue, we propose a variant of the ASCON mode called LK-ASCON,
which enables doubling the key size. This adjustment allows for a greater number
of users without sacrificing security, while possibly offering additional resilience
against quantum key recovery attacks. We establish tight bounds for LK-ASCON,
and furthermore show that both ASCON and LK-ASCON maintain authenticity

security even when facing nonce-misuse adversaries.

7
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5.1 Introduction

In Chapter 4, we conduct the first dedicated security analysis of the ASCON mode.
We leverage the double-keyed initialisation and finalisation of ASCON, demonstrat-
ing the removal of the term DT'/2¢ for the ASCON AEAD. We achieve a bound of
the order

We also demonstrate that the bound is tight. However, this bound is only attain-
able in the single-user nonce-respecting setting, where nonces cannot be reused
across encryption queries.

In a concurrent work [94], Lefevre and Mennink also present a dedicated security
analysis of the ASCON mode. While they focus on various settings (nonce-based
confidentiality and authenticity, authenticity under nonce misuse and state recov-
ery), they could only show the impact of strengthened initialisation and finalisation
of ASCON in the case of authenticity under state recovery. However, in the case

of conventional multi-user nonce-based authenticity, their bounds reduce to qg—CT.

5.1.1 Contributions

In this chapter, we present a comprehensive analysis of the ASCON AEAD mode.
Our first result establishes a tight AEAD security bound for ASCON in the multi-
user nonce-respecting setting. Considering the number of users u, tag size 7 bits,
key size k bits, capacity c¢ bits, and state size b bits, the derived bound is of the

uT D DT
0<2N+27+2b .

order

Comparing this with our single-user result, we can see that although there is some
multi-user security degradation, the term DT'/2¢ can be overcome in this setting
as well, thus improving over [94]. We also show that the achieved bound is tight.
In the nonce-misuse setting, where nonces can be reused for encryption queries,
confidentiality cannot be guaranteed. However, our second result shows that as

far as authenticity security is concerned, the bounds are of the order

This is also an improvement over [94], where the authors could not overcome the
hurdle of DT'/2¢ under any attack setting.
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Setting Security |Chapter 4 [94] This chapter
T DT |T o, T DT
su nr ASCON AEAD o + 5 | o + 5 o + —
il ogT Wl DT
ASCON AEAD - = Lt Wil
mu nr ASCO on 5 o + 5

wl n DT| uT DT D?
K 9c 9K 2b 9c

T DT T
mu nr LK-ASCON AEAD - - /;—H + - 4 %
wl . DT L D>+ T
Ak 2b 9c

mu nm ASCON [Authenticity -

mu nm LK-ASCON|Authenticity - -

FIGURE 5.1: Security analysis comparison. The expression D /27 is a common

factor in all entries. “su” and “mu” represent single-user and multi-user, respec-

tively. “nr” and “nm” denote nonce-respecting and nonce-misuse, respectively.
The term o4 refers to the data complexity of decryption queries.

A significant drawback of the ASCON AEAD mode is its compromised security as
the number of users increases, with the term p7'/2% becoming the dominant factor
(due to the 128-bit size of the key). One simple solution to this limitation would be
to increase the key size of ASCON. Moreover, a larger key size has the capability
to enhance resilience against key recovery attacks that utilise Grover’s algorithm.
However, key size cannot be directly increased in the ASCON mode. For instance,
if we opt for a nonce size of 128 bits, along with an extra 64-bit IV, the key-
size becomes confined to 128 bits. The ASCON-80pq scheme was introduced as a
component of the ASCON cipher suite, aiming to tackle this challenge. However, it
should be noted that ASCON-80pq is only capable of accommodating a 160-bit key.
As our final result, we introduce a novel AEAD mode, akin to ASCON, labelled as
LK-ASCON (representing Large Key ASCON). This mode facilitates the doubling
of the key size from 128 bits to 256 bits without requiring an increase in capacity,
thus maintaining both security and efficiency. The resulting bound is of the order

T T D DT
O( I + ¢ + omin{r,c} + 2b ’

This bound is also tight. When nonces can be misused, the authenticity bound is

again of the order

uT  D*+T D DT
o= — 4= ).
(2& I T

A comparison among our results and the results of Chapter 4 and [94] can be

found in Fig. 5.1.
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5.1.2 Chapter Outline

In section 5.2, we present the extension of our results on ASCON AEAD mode in the
multi-user setting. We present one of our two primary results, the security bound
of ASCON, and establish its significance in relation to the NIST LWC criteria. To
support our claims, we provide an interpretation of our findings within the context
of the NIST guidelines, and discuss the tightness. Then, in Section 5.3, we present
the authenticity security of ASCON in the nonce misuse setting. In Section 5.4,
we define LK-ASCON, a variant of ASCON and state the security of LK-ASCON,
along with a proof outline. In Section 5.5, we present the proofs of the theorems,

and finally summarise the chapter in Section 5.6.

5.2 Extending the Result to the Multiuser Setting

In this section, we extend our result (Theorem 4.3) to the multiuser (mu) setting.
We assume x < c directly here. Let the number of users be p. The description
of the AEAD mode is exactly the same as the su setting, except the u users have
independent keys K, K», ... K, and the encryption and decryption queries of the
adversary are user-specific, i.e. (U;, N;, A;, M;) and (U], N}, A, C!, T!) respectively,
where U; and U] correspond to the user number. In this setting, we have the

following theorem:

Theorem 5.1. Consider a nonce-respecting AEAD adversary </ making q, per-
mutation queries, q. encryption queries with a total number of o, data blocks, and
qa decryption queries with a total number of o4 data block. Define o := o, + 04.
Then, we can upper bound the mu-AEAD advantage of &/ against ASCON as fol-

lows:

2 2 r
mu—AEAD % 2qd Ue Jd(Qp + Od) mCOI|(067 2 )(Ud + q}?)
Adviseon () < o Tt 2 + 9
(g + o)  meoll(ge,27)gs ~ meoll(o + ¢,,27)qq
+ +
25 2¢ 25
Q@+ a5+ qeqa+ (@ + )0+ q) | qe(o+qp)
+
20 2b
N mcoll(ge, 2" %) (o + q,) N qa(o + qp)
Ik oc+T '

+

+

5.2.1 Interpretation of Theorem 5.1

First, note that when p = 1 (corresponding to the su setting), the aforementioned

bound aligns with the security bound established in Chapter 4. Next, coming to



Chapter 5. Multiuser Security of Ascon 81

the mu setting, note that the only extra terms in the security bound as compared

to the su setting are £ and “ q’ﬁg . While the term z does not pose any threat,

plgp~+o)
2}{

large. For ASCON, the key size is 128, and according to NIST LWC specifications,

the term reduces the securlty significantly as the number of users becomes
¢, can be of the order 2'*2. This does not leave room for a very large u. For
example, if the number of users is around 2%, the advantage is less than half.

Hence, it is evident that in the mu setting, the security of the ASCON mode
persists even when ¢ = 128 and 7 = 64, provided the number of users does not

reach excessively large values.

5.2.2 Tightness of the Bounds

We derive a bound of the following order:

2
Hay 1 0l 0d  Ga, DO da
2“4_2+26+20+2b+2b+27jL 2b 2K

As observed above, the only additional terms compared to the su setting, are
11qp/2" and p? /2",

Hap

e The term 5

corresponds to generic attacks which guess one of the keys in

primitive calls.
e The term 5 corresponds to generic attacks which guess key collisions.

As attacks for the remaining terms arere already shown in Chapter 4, our bounds

are tight.

5.2.3 Proof Overview of Theorem 5.1

We employ the H-coefficient technique for our proof. In the real world, p keys
K,,..., K, and a random permutation [1 are sampled independently. All queries

are then responded to honestly. The extended transcript consists of:

e all inputs and outputs corresponding to encryption, decryption, and primi-

tive queries,

e all inputs and outputs of the permutation calls corresponding to encryption

and decryption queries.

The ideal world consists of an online phase and an offline phase. In the online

phase:
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e encryption queries responded to randomly,
e all decryption queries are rejected, and
e permutation queries are responded to faithfully.

The offline phase samples intermediate variables, and generates an extended tran-

script. It proceeds in stages:
1. Start with permutation query transcript P.

2. Sample intermediate variables for encryption queries to obtain permutation

input-output pairs Pgpc.

3. Randomly extend P to P; by setting input-outputs for decryption queries.
Set P2 = Pl U PEnc-

4. Finally, sample keys Ki,...,K,. Set input-output pairs for initialisation
first, and then move on to the finalisation phase. Update P, twice to obtain
Pin-

In the offline phase of the ideal world, bad events occur when
e variables sampled are not permutation-compatible,
e we have a correct forging, and
e decryption queries are not rejected.

Bounding the bad events concludes the proof. A detailed proof of the theorem is

presented in Section 5.5.1.

5.3 Authenticity in the Nonce Misuse Setting

Up until now, we only considered the nonce-respecting setting, where no two
encryption queries to the same user had the same nonce, although repetition of
nonce across decryption queries was allowed. If the adversary reuses nonces for
encryption queries, confidentiality cannot be guaranteed anymore, but we can
still aim for authenticity. Considering the authenticity security of ASCON against

adversaries that can possibly misuse nonces. We have the following result:
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Theorem 5.2. Consider a possibly nonce-misusing authentication adversary </
making g, permutation queries, q. encryption queries with a total number of o, data
blocks, and qq decryption queries with a total number of o, data blocks. Define
0 = 0.+ g4. Then, we can upper bound the mu-auth advantage of </ against

ASCON as follows:

. 2 o o + o0 mcoll(o.,2")(oq +
AdVA_LSICOI]\}lth(%) < :U“_ + ﬂ +Ze 4 d(Qp d) + ( )( d QP)
K o 2b 2b 9c
(g, +0)  meoll(ge,27)gs ~ meoll(o + ¢, 27)qq
+ +
2K 2¢ 2k
@+ 9+ (@e+a)0+q)  qlo+q)
+ +
20b 20
mcoll(ge, 2" %) (o + o+
+ (q T )( QP> 4 Qd(20+7qz))

This bound is the similar to that of Theorem 5.1, only the term ¢2/2° is replaced
by o?/2¢. Note that in the lightweight setting, o2 < 2!%®. This means ASCON
maintains the authenticity security even under nonce misuse. The proof is very
similar to that of the nonce-respecting setting, and is given in Section 5.5.2. To
show that the bound is tight, we now demonstrate a forgery that establishes the
02 /2¢ bound.

Forgery against ASCON authenticity in the nonce misuse setting.

Here, we show an online ¢/2-bit forgery against the authenticity of ASCON.

1. Fix a nonce N and a one-block message M, and choose 22 different associ-

ated data A[1], ..., A[2¢/2].
2. Obtain 22 pairs of ciphertext and tag (C[i], T[i]) = Enc(K, N, Ai], M).

3. For each i, define a new one-block message M|i| such that the outer part
after absorbing M|i] is 0", i.e.,M[i] = C[i] ® M.

4. Obtain 22 pairs of ciphertext and tag (C'[i], T'[i]) = Enc(K, N, A[i], M[i]).

5. If there exists a pair (i1,12) such that T'[i;] = T"[is], then do the following
steps. Since the attacker chooses 2¢/2 different associated data, the inner

part values are the same with high probability.

6. For A[i1], define a new one-block message M*[i;] such that the outer part
after absorbing M*[i;] is 1".
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7. Obtain (C*[ir], T*[i1]) = Enc(K, N, Ali,], M*[i1)).

8. Make a decryption query Dec(K, N, Alis], 1", T*[i1]). One can expect that
the forgery succeeds with high probability.

5.4 Large Key ASCON

One of the major limitations of ASCON is its compromised security as the user

H4p

count scales up. This issue is highlighted in Section 5.2.1, where the term %

emerges as the dominant factor in Theorem 5.1, thereby limiting the number of
users. The most straightforward remedy for this constraint would involve aug-
menting the key size of ASCON. Additionally, a larger key size has the potential
to fortify the resistance against key recovery attacks that leverage Grover’s al-
gorithm. It is essential to note that increasing the key size does not necessarily
bolster security against quantum attacks in a generalised context, and the quan-
tum security of any ASCON or related scheme must be assessed independently.

The key size cannot be directly increased in the original ASCON construction
because of the constraints kK + v < b and k < ¢, where v denotes the nonce size.
For instance, if we opt for a nonce size of 128 bits, along with an extra 64-bit IV,
the key size becomes confined to 128 bits. This limitation remains unchanged if we
aim to permit a rate of 192 bits. Consequently, we introduce a novel AEAD mode
akin to ASCON, known as the LK-ASCON mode, allowing for an arbitrary key size
denoted as 7 < Kk < b, where 7 signifies the tag size. To maintain consistency,
we select an IV € {0,1}*%. The AEAD uses a permutation 7 (can be the same
ASCON permutation), modelled to be the random permutation while we analyse

its security.

Remark 5.3. While we define the mode for any 7 < k < b, we call this LK-ASCON
(for Large Key ASCON) as this enables us to increase the key size from 128 bits to
upto 320 bits. Of particular interest is the variant with key size 256 bits (allowing
a 64-bit IV). We call this variant ASCON-256. Note that 7 < k is necessary for
masking the full tag.

Encryption Algorithm. It receives an input of the form (N, A, M) € {0,1}" x
{0,1}* x {0,1}* and a key K € {0,1}". We divide the encryption algorithm into
the same three phases: (i) initialisation, (ii) nonce, associated data and message

processing, and (iii) tag generation, run sequentially.
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INITIALISATION. In this phase, we first apply the following function

INIT™(K) = n(IV||K) @ (0"F|| K) := V.

Note that the initialisation process no longer takes the nonce N as an input. Here,

it is processed with the associated data in the next step.

NONCE, ASSOCIATED DATA AND MESSAGE PROCESSING. We first parse them:

(A1>-"7Aa> <T_padl(‘]\[:‘A)a (MbaMm)LpadQ(M)

Note that a cannot be zero here, as even if there is no associated data, the nonce
is parsed. As before, m > 1. Using the XOR-function graph corresponding to the

function 7%, we obtain a walk
Vo Mo i g o 250 Vo, Ve 01 g Voo 5 Vi,
We define the ciphertext as follows:
Ci = [Varimalr @ M;, Vie[m], C=[C--|Cnlin-
We denote the above process as

AM_Proc™(Vo, N, A, M) — (C, F = V,_1 & (M,,|0°)).

TAG GENERATION. Finally, we compute

T :=TAG™(K,F) = |[r(F & (K| |, ® | K],

The LK-AscoN AEAD returns (C,T). A pictorial description of the encryption
algorithm of LK-ASCON can be found in Fig. 5.2.

Decryption Algorithm. As before, our focus lies primarily on the verification
process itself, rather than the specific steps involved in message computation. On
receiving an input of the form (N, A,C,T) € {0,1}" x {0,1}* x {0,1}* x {0,1}"
and a key K € {0, 1}", the steps of the verification process is outlined below: .

1. (Ay,...,Ay) < pad, (N, A) and (Cy, ..., Cy) < pad,(C).

2. Compute V; := INIT™(K).
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INIT™ (K)

Ob—kHK

|k 5
— g

AM_Proc™(Vy, N, A, M)

A A,

(VO]'I‘ K}N U/l—lr [ [Vﬂ—l—lfré e [Va"lr

Vo). Vi L [Vai]e L

M, Cy My 1Cm—1 M,, Cp
(Va—‘r (il.) ‘ Va+1]r ] “/!:—2—‘7 /{L i V't_l—lib T [F_‘T
[V:JJC fa) 0671H1 Va+1Jc | [I/t—2Jc U/i—lJc LFJC
Tac™ (K, F)
F : T . LJ‘lr T T
K]j0>-* K.

FIGURE 5.2: Encryption in LK-AscoN AEAD. The difference with conventional

ASCON is that there is no nonce at the input of INIT. The nonce is parsed with

the associated data, and fed at the AM _Proc step. Also, the key addition at the
input of TAG is K||0°~*, meaning even if x < ¢, it is xored at the rate part.

3. Compute the walk for the permutation 7

A A
Vo =2 Vi =g - —2g Va

4. Let C; = C]||10* for some C] (may be the empty string) and |C]|= d. Let
2e = |V, ®0*1]..

e Casel=1: Define F'=C] || (|[Va]p—a ® 10*1).



Chapter 5. Multiuser Security of Ascon 87

e Casel > 2: Compute

Cl Cz Cl—?
Rg =7 Zag+1 — 7 " T2 Za+4l-2

We define F' = C} || |7(Ci—1||za1—2) ® 10* |p_q.
5. Reject if T'# TAG™ (K, F'), otherwise, accept.

Remark 5.4. The functions INIT", AM_Proc™ and TAG™ are different for ASCON
and LK-ASCON. In fact, for the first two, even the domains are different. We have

intentionally reused the notations to emphasise the similarity in the processes of
the two AEAD modes.

5.4.1 Security bounds on LK-ASCON

We give two security bounds on ASCON: AEAD advantage for nonce-respecting
multi-user LK-ASCON, and authenticity advantage for nonce-misuse multi-user

LK-ASCON, along with their interpretations.

Theorem 5.5. Consider a nonce-respecting AEAD adversary </ making q, per-
mutation queries, q. encryption queries with a total number of o, data blocks, and
qa decryption queries with a total number of o4 data block. Define o := o, + 04.
Then, we can upper bound the mu-AEAD advantage of </ against LK-ASCON as

follows:

2q0 | 02 | 0algp +0a) N mcoll(oe, 2") (o + ¢p)
27 20 20 2¢
(g, + o)  meoll(ge,27)gs ~ meoll(o + ¢,,27)qq
+ +
2 2¢ 2
Ge + 4+ 4eda+ (9 + 9a)(0 + ) | wrs(0 + )
20 + 20 ’

2
mu—AEAD 12
AdVLKfASCON(”Q{) < 2_,.; +

_I_

_|_

where
2q, if r <k

W'I’,I{ =

qe + mcoll(ge, 27 ") - 277" otherwise

Interpretation of the Theorem.

The first thing we would like our modified construction to have is achieve the same
security as ASCON when x < ¢ (though this necessitates a larger IV'). Upon inter-
preting our bound within the context of the NIST LWC requirements, it becomes
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evident that we maintain the same level of security as previously, encompassing
both a 128-bit rate and 192-bit rate, as well as both a 64-bit tag and 128-bit tag.

Next, note that for any arbitrary x, the above bound is of the order

o 2245
when interpreted with NIST parameters, which is the exact same as that of multi-
user AEAD security of conventional ASCON. Thus, LK-ASCON achieves the same
security as ASCON, while enabling an increase in key size of upto 320 bits. Partic-
ularly, we would like to note that ASCON-256 achieves the same security as ASCON
by just doubling the key size and keeping everything else same (note that for other

key sizes, we need to change the IV as well).

Theorem 5.6. Consider a possibly nonce-misusing authentication adversary </
making g, permutation queries, q. encryption queries with a total number of o
data blocks, and qq decryption queries with a total number of o4 data blocks. Define
0 :=0.+0q. Then, we can upper bound the mu-auth advantage of </ against LK-

ASCON as follows:

mu—au :U’ QQd Ud(q + Ud) mcoll(oe, 2T)(O-d +4q )
AV () < S+ T4 5 -+ 5t > ’
(g, + o)  meoll(ge,27)gs ~ meoll(o + ¢,,27)qq
+ +
2K 2¢ 2
Gz + 43+ geda + (ge + 4a) (0 + qp) | wWrinlo + )
2b + 2b '

2K
+

+

This shows that like ASCON, LK-ASCON too maintains authenticity under nonce-
misuse. In the next section, we give a proof overview of Theorem 5.5. The proof of
Theorem 5.6 is a straightforward extension, and we outline the sketch in Section
5.5.4.

5.4.2 Proof Overview of Theorem 5.5

The proof follows the structure outlined in Section 5.2.3 for ASCON. However,

there are notable differences, summarised as follows:

e The case k = ¢ does not result in key nullification because the positions where

keys are XOR-ed are distinct. This aspect simplifies the proof slightly.
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e New challenges arise due to alterations in constraints. The nonce is now
processed with associated data, leading to the identical output of the initial-
ization phase, Vj, for each query to the same user. Additionally, if the nonce
spans more than one block, up to a certain point ¢, all V; values can be the
same for two queries. This challenge is addressed by defining the longest

common prefix, especially for encryption queries.

e The analysis diverges depending on whether k > r. If K > r, the final
block of the ciphertext is fully masked by the key XOR in the input of the
finalisation phase. Otherwise, if Kk < r, the final ciphertext block is only
partially masked.

A detailed proof is provided in Section 5.5.3.

5.5 Proofs

5.5.1 Proof of Theorem 5.1

Since we employ the H-coefficient technique for the proof, we first need to describe

the real and ideal worlds.

Description of the Real World

The real-world samples p keys K, ..., K, & {0,1}* and a random permutation
. All queries are then responded to honestly following ASCON AEAD as defined
above (including direct primitive queries to I1). A transcript in the real world is

of the form
@re,on = ((ui7 Ni7 Aiv Mi; Ciu Ti)ie[qe}a (ugu N;; A;7 C{n Tia M;)ié[qd}a P)7

where u;, u; represent user numbers for encryption and decryption queries, and
P represents the query responses for primitive queries (represented in terms of
the partial function for ). When the i-th decryption query is rejected we write
M = rej (we keep this as one of the necessary conditions for a good transcript in
the ideal world).

Once all queries have been executed, every input-output pair utilized in 1 for both
encryption and decryption queries is incorporated into the offline transcript. Let
Psin represent the extended partial function, and it is evident that all encryption

and decryption queries are determined by Py,. It is essential to note that the keys
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Ky, ..., K, are also determined from the domain of Pg,. Implicitly, the domain and
range elements of Py, are presented in the order of the execution of the underlying

permutation to compute all encryption and decryption queries. Let
@re = ((Ui, Ni, Ai7 M’ia CZ', Ti)iG[qe]7 (U;, N;, A;, C;, T;, M;)ié[qd]v Pfin)

denote the extended real world transcript. For any real world realisable transcript
0 = ((U“ Ni7 Ai7 Miv Ci7 ﬂ)ié[qeh (ugv N{? A;a Czla 1;/7 Mi,)’iE[qd]? Pfin)v

Pr(O, = 0) = Pr(Fin C M) = 1/<2b)\Pﬁn|'

Description of the Ideal World

We now elaborate on how the ideal oracle interacts with the adversary /. This
depiction consists of two main phases: (i) the online phase, covering the actual
interaction between the adversary and the ideal oracle, and (ii) the offline phase,
occurring subsequent to the online phase, where the ideal oracle samples interme-
diate variables to ensure compatibility with the ASCON construction.

The offline phase is further divided into multiple stages, each contingent on events
defined over the preceding stages. In the case of a bad event occurring at any stage,
the ideal oracle has the flexibility to either abort or exhibit arbitrary behavior. To
facilitate a comprehensive analysis, we aim to establish an upper bound on the
probability of all such bad events. Consequently, at any given stage, we assume
that all prior bad events have not occurred. To streamline notation, we employ

the same symbols for the transcripts in both the real and ideal worlds.

ONLINE PHASE. The adversary can make three types of queries in an interleaved

manner without any repetition: (i) encryption queries (ii) decryption queries, and

(iii) primitive queries.

e ON i-TH ENCRYPTION QUERY (u;, N;,A;;M;), Vi € [¢.], RESPOND RAN-
DOMLY:
G & {0, 1M1 T, & 0,1}, return(C,, ).

e ON i-TH DECRYPTION QUERY (u, N, AL C. T%), i € [qq], REJECT STRAIGHT-
AWAY: Ideal oracle returns rej for all decryption queries (here we assume that
the adversary does not make any decryption query that is obtained from a

previous encryption query).
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e ON i-TH PRIMITIVE QUERY (Q;, dir;) € {0,1}® x {+1,—1}, i € [g,], RE-
SPOND HONESTLY: We maintain a list P of responses of primitive queries,

representing the partial (injective) function of a random permutation . Ini-
tially, P = 0.

1 Tf dir; = +1, we set U; = Qi Let Vi <& {0,1}"\ range(P), P «
PU{(U;,V;)}, return V,.

2. If dir, = —1, we set V; = Q;. Let U, & {0,1}" \ domain(P), P +
PU{(U;,V;)}, return U,.

After all queries have been made we denote the online transcript (visible to the

adversary) as
Oid,on = ((ui, Ni, Ai, My, Ci;Ti)iE[qe]7 (ug, Ni, AL CL T, rej)ie[qd]7 P).
BAD EVENT. We set bad; = 1, if
(uiy Ny A, G, T) = (), NG AL CLL TS, 4 € ge), J € [qd)

for which the encryption query is made later. It is crucial to highlight that the
adversary is prohibited from making a decryption query that matches a previous
encryption query. However, there exists a possibility that a decryption query
accidentally matches a subsequently made encryption query, termed a “bad event”,
which requires attention. Given that the adversary can make only nonce-respecting
encryption queries, we can establish an upper bound for the probability of bad; as
provided in the following lemma.

Lemma 5.7. Pr(bad; =1) < %.
The proof follows trivially since we need to match the tag for some decryption
query.

OFFLINE PHASE. The offline phase is divided into three main stages, performed

sequentially: (i) setting internal states of encryption queries, (ii) setting internal
states of decryption queries, and (iii) sampling a key, and verifying compatibility
with the online phase.

First, we set the input-output pairs for all permutations used in processing asso-
ciated data and message part of each encryption query. For i € [¢.] (i.e., for i-th

encryption query) we perform the following:
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1. We first parse all data we have in the online transcript.

2. Let t; = a; + my, d; = M, 1, |= |Ci ;|- We now sample

Vio, - Via—1 & {0,1}"
Zi,aia R Zi,tifl g {07 1}67 52* ﬁ {07 1}ridi
The values of V; ; would determine all inputs and outputs for associate data

processing. Similarly, C;, Z; ;,d; would determine the input and outputs for

message processing.

3. We now set all inputs and outputs of the permutation used in associate data

and message processing. Note that while a; = 0 is possible, m; > 1.

If a; > 0, we define the following:
o Uij =Vij1®(A;]|0°, V€ [ai].
o V. = (Chi®M;1)|Zig,

o Uioi1=Cii|l(Zig, & 00—11)-

® Uiaj = CijllZiairj-1,2 <5 <my — 1.
® Viarj = (Cijr1 © Mijr)l|Ziairj—1, Vi € [ms —2].
g Vi,ti—l - (Cz,ml @ Mz,m1> 6:||Z7,,t2—1
o [, = Ci,mi 5ﬂ|zi,ti—1-
Otherwise:

o Fi = Cim, [105[|(Zia, ® 0°7'1).
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We define Pgne to be the partial function mapping U, ; to V;; for all i € [g],

J € [ti — 1], provided all U, ;’s are distinct. In this case, it is easy to see that

Ain Az Aday
Vio —e Vit —e - —a Via;

M; Mi,m; -1
b—17 Mia im;
Via, 0771 —¢ Vigi41-+ — @ Vig,—1-

Moreover, Pgnc would be an injective partial function if V, ;’s are all distinct.

BAD EVENT (Pgye IS NOT AN INJECTIVE PARTIAL FUNCTION).  We set
1. bad2 =1 if for some (Z,j) 7é (i/,j/), either Ui,j = Ui’,j' or Vi,j = Vi’,j’;

2. bads = 1 if for some i # i’ € [g.], F; = Fy (if this happens then it would force
T, = T to hold).

82

Lemma 5.8. Pr(bads =1V bad; =1) <

Proof. V, ;’s are randomly sampled and U, ;’s are defined through a bijective map-
ping of V; ;_; values. The same applies to F; values. Given that we have at most
("2) choices for inputs and outputs, we get the above bound by simply using the
union bound. O

Contingent on the condition that none of the aforementioned bad events occur,
we would like to set the input-output pairs for all permutations used in associated
data and ciphertext processing for all decryption queries. Here, we only use P to
run the randomised extension. Later, we set a bad event if it is not disjoint (both
from the domain and the range) with Pgn.. This would ensure the compatibility
of P; U Pgn (where Py is the randomised extension of P) and would also help later
in upper bounding the forging probability of a decryption query. For i € [qq] (i.e.,
for the i-th decryption query) with ¢; > 2, we perform the following:

We first parse all data as we have done for encryption queries:

(A1 Aly) < pady(A)
(Ciy,.oy G ) 0 C

1,C4

Let t; = ag + C;, d; = |Ci,ci

. Now, we define p; indicating the length of the longest

common prefix with an encryption query.

DEFINITION OF p;, i € [qq]-
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1. If there does not exist any j € [¢.] such that (u;,N;) = (u},N}), we define

) (3

pi=—1.

2. Otherwise, there exists a unique j for which (uj,N;) = (u},N}) (since the
adversary is nonce-respecting and hence every nonce in encryption queries
to the same user is distinct). Define p; denote the length of the largest

common prefix of
_ (A§,1a . (A;ya;, %), Ciireoes C;’ci) and
- (Aj71, ceey (Aj,aja *), Cj71, ceey Cj,mi)-

Here * is used to distinguish associate data blocks and ciphertext blocks.

Now, for each i € [gq], depending on the value of p;, we perform the following:

ASSOCIATED DATA AND CIPHERTEXT PROCESSING.
1. For i =1 to g4 with p; = —1:

o If (uj,N;) = (u},N)) for some j € [i — 1], Vi, := V), Otherwise,
Vi, & {0,130

e If a/ > 0, run xorRand _Extn” (Vio) (A, ..., A},/)) to obtain a walk

7(11

/
/

Azl ,2

! / !
Vio —a Vii —e - —3@V

o If¢; > 1, run Rand_ExtnP(V’ @071, C .. [[C 1) to obtain a walk

’ /

V/ 0*1 C;,l V/ C22 ZC,L—I V,
i,a; ¥ i,a;4+1

i,a’ —I—cl—l

2. For i =1 to ¢4 with 0 < p; < al:

o Vi =V, where j € [g.] such that (u}, N}) = (u},N}).

7

e If @} > p;, run xorRand_Extn” (V! (A! it A

% 1,p5) %,a

/)) to obtain a walk

l

—3@ V’

’
V/ Al P+l Ai,m+2

@ Vzp +1

o If¢; > 1, run Rand_ExtnP(V’ - @0*1,C .. [|[C,_) to obtain a walk

’
zcl—l /
Vv

! ! 12
V /@01 Vza+1—> t,al4ci—1°
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3. For i =1to qq with a, < p; <t; — 1:

o Vi, =V, where j € [g.] such that (u}, N}) = (u},N}).

o If p, <t; — 1, run Rand_ExtnP(V’» c.

ipi Wﬁaﬁlﬂ. ..|IC%.. ;) to obtain a

1,ci—1
walk
c’ , ! ,
’ i,pj—a;+1 ’ i,pj—a;+2 i,c;—1 ’
Vi»Pi Vi,pi-‘rl e Vi,a;-i-ci—l‘

4. For i =1 to gg with p; =t; — 1:

oV

t,ai+c;—1 "

= Vja/4¢,—1, Where j € [q] such that (uj, Nj) = (uf, N%).

7

For all the cases above, we define

e 1071V if ¢; > 2

z,aﬁ—ci—lj c

C;,ci|’10*H(\_V27a{+ci_1Jc > Oc_ll) Zf C; = 1

Note that for each i € [qq], P is updated by both the randomised extension algo-
rithms, and although we start with a permutation, the resulting extended function

P1 need not be injective.

BAD EVENT (P; 1S NOT AN INJECTIVE PARTIAL FUNCTION).  We define
bad, = 1 if there exist (X,Y) and (X', Y’) in the set Py such that Y = Y’. It is
important to note that P is an injective partial function, and thus this bad event
can only occur when at least one of the values Y or Y’ is obtained during the
offline phase. Considering that both inputs and outputs are uniformly sampled,

the probability of bady can be straightforwardly bounded using the union bound.

oa(dp + 0a)

2b '
BAD EVENT (PERMUTATION COMPATIBILITY OF Pgy. AND P;).  We now set
bad5 =1if

Lemma 5.9. Pr(bady; =1) <

domain(Py) N domain(Pg,) # 0 or range(P;) N range(Pgnc) # 0.

Given that this bad event does not hold, Pg,. LI P; is an injective partial function
that is desired for a random permutation.

Lemma 5.10. Pr(bad; = 1) < mcoll(oe, 2 2)C>< (04 + Qp).

Proof. Let p; (and py) denote the multicollision on the values of [x],, for all
x € domain(Pg,c) (and for all € range(Pgnc) respectively). Then, by the random-

ness of the randomised extension process and randomised xor-extension process,
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Pr(bads = 1 | max{p1, p2} = p) < p(oa+ g,)/2°. Hence, using the expectation of
max{pi, p2}, and applying Lemma 2.11 and Remark 2.12, we get the above bound.
0

BAD EVENT (CORRECTLY FORGING).  We now set bad events whenever we
have a correct forging in the ideal world based on the injective partial function
Py := Py U Pgnc constructed so far. We set badg = 1 if

(F;,T;) = (Fj7Tj)7 (S [Qd]v ] € [Qe]'

This is similar to bads as this would force a decryption query to be valid.

Lemma 5.11. Pr(badg = 1) < w.

Proof. We divide this into two cases. First, consider p; = t;—1 and T; = T,;. Then
F. # F;, and hence bads does not occur.

Next, we assume p; # t, — 1. Let p3 denote the number of multicollision of T,
values. By using the randomness of Z;,,_; and using the multicollision we have,
Pr(bads = 1 | p3 = p) < Z4. Hence, using the expectation of p3, and applying

Lemma 2.11, we have the above bound. O

Now, we reach the time to sample the keys K1, K, ... K, & {0,1}". For each K,
let KZ = (Ki,la KZ"Q) where KLQ € {O, 1}7—

BAD EVENT (KEY-COLLISION). We set bad; = 1 when the keys of two users
collide. It is easy to prove the following lemma:

2

Lemma 5.12. Pr(bad; = 1) < e

2/41
Let
J ={j € lqa] : (uj,N}) # (us,N;) Vi € [qe]}.

Now, we can define the input-outputs for the underlying permutation used in the

initialisation phase as follows:

1. For all i € [g],

Vio, ifk=candt;, =1
Vio @ 0°"||K,,, otherwise



Chapter 5. Multiuser Security of Ascon 97

2. Forall j € J,

Vios iftk=candt; =1
;= IV K [N}, O] := ’
Viy®0°F||K , otherwise

3. For all other j € [qq], there exists i € [ge] such that (u}, N}) = (u;,N;), and
we define I’ := I;, O} := O;.

Here, K, and Kl’Jj corresponds to the key of users u; and u} respectively. Define
Pinie = ((li; 0i)iciqrs (15, 0%)jes)-

BAD EVENT (PERMUTATION COMPATIBILITY OF Py, AND P,). We define
badg = 1 if one of the following holds:

L. 1;,15 € domain(Py) for some i € [g.],j € [qa-

2. 0, =0, fori,j € [ge] or O'; = O’; for i, j € [qq] such that (uf, N%) # (ug, Ng).
3. 0; =0 for i € [¢.] and j € [gq] such that (u;,N;) # (u}, N}).
4. O;, O’ € range(Py) for some i € [q.], j € [qd]-

wlay +0)  E+ G+ qeqa+ (e +qa)(o+qp)
o b

Lemma 5.13. Pr(badg = 1) <

Proof. In the first case, since the IV and the nonce are in adversarial control, for
l; or I to be in the domain of Py, a key must collide with the (b — x — v + 1)-th
to the (b — v)-th bit of an element of the set domain(P2). Since there are u keys,
and the size of Py is (¢, + o), the probability of this event is bounded by %.
In the second case, if either K < ¢, or both t; # 1,t; # 1, then O, = O, implies
Vio® 0" "||K,, = Vo ® 0" "||K,,. For fixed 7, j, this happens with probability at

most 1/2°. The same can be easily verified if one or both of ¢; and ¢; is 1 and x = c.

a

55 A similar

Hence, the probability that O; = O, occurs for some 4, j € [¢.] is
analysis holds when we consider the decryption queries with different nonces, and
we get the probability g—‘z.

The analysis of the third case is similar to that of the second case, and since we
consider a match between encryption and decryption queries, this happens with
probability 2.

The last case considers a full state match between the outputs of (g. + q4) encryp-
tion or decryption queries, and the range of (o + g,) elements of P,. Hence, we

get the required bound. ([l
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Define P3 := P, U Pini:. Now, we settle tag computation for all encryption queries.
Note that the user is already specified by setting the initialisation phase, and hence
we can work with a single key K. For all ¢ € [g.], we define X; := F; @& (0"|| K]|0°~"),
Yi = oi|(T: @ Ky), where a; & {0,1}*=". Define Pog = (X, Yi)ic(a)-

BAD EVENT (PERMUTATION COMPATIBILITY OF P, AND Pj3). We define
badg = 1 if either of the following holds:

1. domain(Pyg) N domain(P3) # 0, or
2. range(Pig) Nrange(Ps) # 0.

Given this bad event does not hold, P, := P3 L Py, is once again an injective

partial function.

mcoll(ge, 2777 %) (o + @) N ¢e(o+q)

L 5.14. Pr(badg =1) <
emma r(badg = 1) < o 5

Proof. We divide this into two cases, depending on whether x = ¢ or not. If
k< let N\ = [Fi || File—v = [Xi]r||[Xi]e—w- Let py denote the multicollision
of \; values. Then, by the randomness of K and using the multicollision, we have
Pr(domain(Piag) N domain(Ps) # 0 | py = p) < "(UQ—W. So, using the expectation
of p4, and using Remark 2.12, we have

mcoll(ge, 2"t %) (0 + gp)

Pr(domain(Pag) N domain(P3) # 0) < o :

in this case.

If Kk =c let Q; = {X; € domain(Pyy) | t; = 1}. It is enough to bound Pr(€; N
domain(P3) # 0). Let \; = [F;|, = [X;],. Let ps denote the multicollision
of A\; values. Then, by the randomness of |F;|. = |Vio]. @ 0*1 and using the
multicollision, we have Pr(2; N domain(P3) # 0 | p5s = p) < %. So, using the

expectation of ps, and using Remark 2.12, we have

mcoll(ge, 2") (o + q,)

Pr(Q; Ndomain(P3) # () < ¢

Using the randomness of a; and K, it can be easily seen that

qe(U + qP)

Pr(range(Piog) Nrange(P3) # 0) < ob

Hence, we get the above bound. 0
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Finally, we settle the tag computation of all decryption queries and we set bad

whenever a valid forgery occurs. For all i € [¢4], we define

Fi, ifk=candt; =1
F. @ (07| K||0°7%), otherwise

If X! € domain(P,) then we define Y/ = P4(X!). Else, Y! & {0, 1}*.

BAD EVENT (DECRYPTION QUERIES ARE NOT REJECTED). We divide this into

two cases depending on whether X, € domain(P,) or not:

e We set badyg =1 if
Jdi € [qq), X €domain(Py) A |[Ps(X)],® Ky =T..

Again, we first consider the case k < c¢. Let F, = (5{||:||0;), where |B]| =
r+k—7, |y =7 and |§]| = ¢ — k. If badyy = 1, then

(i) for some (z;|y;llz;) € domain(Py), Xi = (z;lly;ll2;), |zj] = r + K — 7,

ly;| = 7 and |zj| = ¢ — K, and
(i) y; ® w; = T} @ ; where w; = [Pu(;ly;ll2;) ]+
Let pg denote the multicollision on the values of (y, ® w,), varying over all

elements of P,. Hence, the number of choices of j is at most ps. Then, by

the randomness of K,

Pr(bad10 =1 ’ Pe = p) < —.

Now, coming to the x = ¢ case, we only need to consider the case when
t = 1, otherwise the above proof applies. For a fixed i € [g,4] such that
t; = 1, Pr(X, € domain(P,)) < (¢ + ¢,)/2°. Now, given X; € domain(P,),
Pr(|P4(X}) |, & Ky = T;) = 1/27. Taking union bound, and using the expec-
tation of pg for the K < ¢ case, we have

mcoll(o + ¢, 27)qq n qa(o + qp)
9 oc+T ’

Lemma 5.15. Pr(bad;p =1) <

o X. & domain(Py). Let y; = |Y}],. We set bady; = 1 if there exists i € [qq]
such that y; ® Ko = T,. By the randomness of y;, we have

Lemma 5.16. Pr(bad;, = 1) < g—d
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Let bad denote the union of all bad events, namely U/l ,bad;. By Lemmas 5.7

through 5.16, we have shown that

2 2 T
W 2qq 02 oa(g,+0q) meoll(oe,2") (04 + qp)
Pr(bad=1)< — 4+ — 4+ —=
bad =1 ettt T 5 2
w(gy+ o)  meoll(ge,27)qa  meoll(a + gy, 27)qq
+ +
2K 2¢ 2K

G + 43+ qeqa + (e + q0) (0 +p) | ge(0 +gp)

+ 2 + 2

N mcoll(qe, Qr;n)(a +q) N qd(gc:qp)

_|_

If all these bad events do not occur, then all the decryption queries are correctly

rejected for the injective partial function Py.

Let Pin := P4 U (X}, Y{)ic[qs))- In the offline transcript, we provide all the input-
outputs of Pg,. Then,

@id - ((uia Nia Ai7 Mi) Ci7 Ti)ie[qe]a (U{ia N;a A;a C;a T',u rej)ie[qd]a Pfin)-

Let 6 be a good transcript (no bad events occur). Note that we sample either

inputs or outputs of Pg, \ P uniformly. Thus,
Pr(65 = 0) = Pr(P C M) x 272 WPul=IPh < 1/(2%)p | = Pr(0,, = 0).

By using the H-coefficient technique, we complete the proof of Theorem 5.1.

5.5.2 Proof of Theorem 5.2

We highlight the parts where it differs from the proof of Theorem 5.1. We reuse
bad event numbers for easier understanding.
The description of the real world is exactly the same as in the nonce respecting

setting.

Description of the Ideal World

ONLINE PHASE. On i-th encryption query (u;, N;, A;; M;), parse A; and M; and

determine the longest common prefix p; as follows:

1. If there does not exist any j € [¢ — 1] such that (u;,N;) = (u;, N;), we define
pi = —1.
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2. Otherwise, there exists at least one j for which (u;, N;) = (u;, N;) (since the
adversary can misuse nonces). For each such j, let p; ; denote the length of

the largest common prefix of

= (Aixy o (Avay, %), Mig, ooy M, 4,) and

= (Aj1, - (Ajay, %), My, M),

Here * is used to distinguish associate data blocks and message blocks.
Finally define p; = max;; p; ;.

If p; < a;, respond randomly:
Ciy & {0,175 € [my], T: & {0,1}7, return(C; := [Cill - || Com, Imt,, Ti)-

If p; > a;, set C;; = Cy; for j < p; — a; (where i’ € [i — 1] is the query with the
longest common prefix) and C; .11 = M; .41 ® My, 11 @ Cir 1. The rest of the

ciphertext blocks and the tag are defined randomly. Finally,
return(Ci = [Ci,l || H ||Cz,m1—| M; Tz)

Decryption and primitive queries are handled as before, i.e. decryption queries are
rejected straightaway and primitive queries are responded to faithfully. The event

bad; and its bound are also the same as before.

OFFLINE PHASE. (i) Setting internal states of encryption queries: Unlike the single

user nonce-respecting setting, here we have three cases. Note that all the data are
already parsed, and hence we begin directly at Step 2 (of the nonce-respecting

setting).
e If p;, = —1, proceed exactly as in the nonce-respecting setting.

o If p; <a;, V,j =V, for all j € [0,p;], where ¢/ € [i — 1] is the query index
with maximum common prefix. The rest of the V, ;, Z; ; and ¢; are defined

randomly as before.

o If a; < pi < ti, Vi,j = Vi’,j for all] € [0, ai], Zi,j = Zi/,j for allj € [a1+1,pl—|—1],
where ¢’ € [i —1] is the query index with maximum common prefix. The rest

of the Z; ; and ¢; are defined randomly as before.

Step 3 is exactly the same as the nonce-respecting setting. Again, we define Pgp.
to be the partial function mapping U, ; to V, ; for all i € [g.], j € [t; — 1], provided

all U; ;’s are distinct.
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The events bad, and bads differ a bit a bit from before. Since a nonce-misuse
adversary can force any desired value to the outer part of a permutation call, the
probability of the union of events bad, and bads is bounded by 02 /2¢, instead of
02 /2" as in the nonce-respecting scenario.

(i) Setting internal states of decryption queries: This process is also similar to
that of the the nonce-respecting setting. The only exception is that the length of
the longest common prefix p; needs to be defined as in the nonce-misuse encryption
case above, since more than one encryption query can have the same nonce. Even
after this small change in definition, it can be easily verified that the bad events
bad, through badg and their proofs are also the same as the nonce-respecting case.
(iii) Sampling keys and verifying compatibility with the online phase: This process
is also similar to the multi-user nonce-respecting scenario. We have the same bad
event bad; with the same bound.

For all i € [g] and j € [qq], I; and I} are defined exactly as in the nonce-respecting
case. Note that for i,j € [g.], we can have (u;,N;) = (uj,N;), resulting in |; =
l;, but then V,;, = V,o which implies O; = O;, and thus we do not have any
inconsistency in the definitions. Hence, the event badg can be defined as the same
as above and we have the same upper bound.

Now, coming to the finalisation, for 7,5 € [q¢.], F; # F; even if (u;,N;) = (u;, N;)
and hence, the badg can be defined as above. The events bad;y and bad;; are also
the same as above including their bounds. We can then define bad as the union of
events bad; through bad;.

Thus, we again have an ideal world transcript
@id - ((Ui, Nia Ai7 Mia Ci, Ti)ie[qe]7 (uga Nia Aia Cia T;7 rej)ie[qd]a Pfin)-

In setting too, note that any good transcript 0 € ©q, we sample either inputs or

outputs of Pg, \ P uniformly. Thus,
Pr(0iq = 0) = Pr(P C M) x 27Pal=Ph < 1 /(2% | = Pr(0,, = 0).

By using the H-coefficient technique, we complete the proof.

5.5.3 Proof of Theorem 5.5

The proof structure follows the proof of Theorem 5.1. However, since the encryp-

tion and verification algorithms differ slightly, we present the full proof. As we
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have done throughout, we reuse bad event notations, and omit proofs of statements

already proved above if the proofs are also same.

Description of the Real World:

The real-world samples K, ..., K, & {0,1}* and a random permutation . All
queries are then responded to honestly following LK-AscoON AEAD as defined
above (including direct primitive queries to ). After all queries have been made,
all inputs-outputs used in [ for all encryption and decryption queries are included
in the offline transcript. Let P represent the query responses for primitive queries
(represented in terms of the partial function for 1), and let Pg, denote the extended

partial function. Let
@re - ((uia Nia Ai7 Mi) Ci7 Ti)ie[qe]a (Ug, N;a A;a C;a T;» M;)ie[qd]a Pfin)

denote the extended real world transcript. For any real world realisable transcript
0,
Pr(@re = 9) = PI‘(Pﬁn - I'I) = 1/<2b)uaﬁn|.

Description of the Ideal World:

The ideal world is again divided into two phases: the online phase, and the offline

phase.

ONLINE PHASE. The adversary can make three types of queries in an interleaved

manner without any repetition: (i) encryption queries (ii) decryption queries, and

(iii) primitive queries.
e On i-th encryption query (u;, N;, A;, M;), Vi € [ge], respond randomly.
e On i-th decryption query (uf, N;, A;, C.,T%), Vi € [qq), reject straightaway.

e On i-th primitive query (Q;,dir;) € {0,1}* x {+1,—1}, Vi € [g,), respond
honestly.

After all queries have been made we denote the online transcript (visible to the

adversary) as

@id,on = ((Uia Ni; Ai> Mi7 Ci7 Ti)ie[qe]v (U;, Niv A;, Ciu Ti? rej>i€[q¢i]7 P)
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BAD EVENT. We set bad; = 1, if
(UZ‘, Nia Ai7 Ci7 Tz) - (U;-, N;: A;a C;7T;)7 (S [qe]’ .] € [qd]

for which the encryption query is made later.

qa
27
OFFLINE PHASE. The offline phase is divided into three stages, performed se-

Lemma 5.17. Pr(bad; = 1) <

quentially: (i) setting internal states of encryption queries, (ii) setting internal
states of decryption queries, and (iii) sampling a key, and verifying compatibility
with the online phase.

We first set the input-output pairs for all permutations used in processing nonce,
associated data and message part of each encryption query. For each i € [g.], we

perform the following;:

1. We first parse all data we have in the online transcript.

(Ai,la s >Ai a-) <T_ padl(Nia AZ)

'

2. Lett; =a;+m;, d; = ‘Mi,mz'

= |Cim,|. Note that a; > 1. Since the adversary
is nonce-respecting, if there exists j < ¢ such that u; = u;, then N; # N;. Let
k=[N, Then, this implies (Ai1, ..., Aix) # (A, ..., Ajp). Let k' < k be
the first index such that V; s # V. Then, we set V0 =V,o,...,Vir_1 =
V,w—1. Otherwise, we sample V,g,...,V; 1 & {0,1}°. We also sample

Vi Via1 & {0,1}
Ziairo oy Zig1 & {0,135, 67 & 0,1}

The values of V; ; would determine all inputs and outputs for associate data

processing. Similarly, C;, Z; ;,d; would determine the input and outputs for

message processing.

3. We now set all inputs and outputs of the permutation used in associate data

and message processing.

o Uij =Vij1®(A;]0°), V) € [ay].
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o V0 =(Ci1®M;1)||Z;g,

If m; > 2:

® Uig1 = Ciall(Zig, ®0°711).

o Uioti =CijllZiairj-1,2<7<my— 1.
® Viaj = (Cijr1 ©Mijpi)|Ziai -1, Vi € [mi — 2.
o Vi 1= (Cim & MmO Zit;-1-
[ ] Fz = Ci,mi 5;“22'7151._1.
Otherwise:

o Fi=Cim [107[[(Zia, & 0°7'1).
We define Pgyc to be the partial function mapping U;; to V;; for all i € [q],
J € [t; — 1], provided all U, ;’s are distinct. In this case, it is easy to see that

Al A; 2 Aia; b—1 M; 1 Mi,mifl
Vio —a Vi1 —¢ - —a Vi Vi, 01 —=g Vigs1-+ — o Vi1

Moreover, Pgn,c would be an injective partial function if V; ;’s are all distinct.

BAD EVENT (Pgye IS NOT AN INJECTIVE PARTIAL FUNCTION).  We set

1. bady = 1 if for some (i,5) # (¢, j'), either U;; = Uy or V,; = Vi .
Additionally, if u; = u;, we do not consider the equalities U;, = Uy or

Vi = Vi for k < [“f—w since they are set as equal.

2. bad; = 1 if for some i # ¢’ € [g.], F; = Fy. Ideally, we should not allow this

if u; = u;, but we are giving an upper bound anyway.

It can be easily checked that

R

Lemma 5.18. Pr(bady =1V bad; =1) <

We would now like to set the input-output pairs for all permutations used in the
noce, associated data and ciphertext processing for all decryption queries. For

i € [qq] (i.e., for the i-th decryption query) with ¢; > 2, we perform the following:

We first parse all data as we have done for encryption queries:

(A;,lv s 7Afi,a’.) <L pad1<N;, A;)
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(C;,1a7cl )<L* C;

2,C4

Let t; = a} + ¢;, d; = |C;.,|. Now, we define p; indicating the length of the longest

common prefix with an encryption query.

DEFINITION OF p;, i € [qq].
1. If there does not exist any j € [¢.] such that u; = u}, we define p; = —1.

2. Else if there does not exist any j € [g.] such that (u;,N;) = (uj,N}), we
define py = 0.

3. Otherwise, there exists a unique j for which (uj,N;) = (u},N}) (since the

20V
adversary is nonce-respecting and hence every nonce in encryption queries

is distinct). Define p; denote the length of the largest common prefix of
~(Afg, - (AL, %), Gy, L) and
— (Aj71, ey (Aj7aj7 *), Cj71, ey Cj,mi)'

Here * is used to distinguish associate data blocks and ciphertext blocks.

Now, for each i € [¢q], depending on the value of p;, we perform the following:

ASSOCIATED DATA AND CIPHERTEXT PROCESSING.

1. For ¢ =1 to g4 with p; = —1:

o If uj = u} for some j € [i — 1], V/; := V],. Otherwise, Vi, & {0,1}°.

e Run xorRand*ExtnP(ngo, (Ai1s- - A, )) to obtain a walk

/ /

A
A’ ! oy
! i,1 ! ,2 Ly !
Vi,O —0 Vi,l —e e Vi,a;~

o If¢; > 1, run Rand_ExtnP(ng ®01,C ... [|C},,_1) to obtain a walk

1,ci—1

C! ! c’
/ * 4,1 ! 7,2 i,c5—1 /
Vi @01 =5V, =5 S5V

1

2. For 1 =1 to ¢4 with p; = 0:

e Vi, :=V,o, where j € [g.] such that uj = u;.

e Run xorRand_ExtnP(V;07 (Ai1s-- -5 Al,)) to obtain a walk

/ A'Ii,l ’ ;,2 Afivalg /
Vi,O @V’L',l I @V f e

i,a;
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o If¢; > 1, run Rand_ExtnP(V’ D0*1,C ... [|Cf., ;) to obtain a walk

i,c;—1

U

7,1 'Lclfl

V/

1,a; +cl—1

Vi ®0°1 =5 v;a+1£>

3. Fori=1to qq with 0 < p; <al:

o Vi, =V, where j € [g.] such that (uj, Nj) = (u;,N;).

)

e If a} > p;, run xorRand _Extn” (Vip (Al 155 AL ) to obtain a walk

/7

i,a/; ,
’ @ Vi,a;'

! /
V/ Al p,+1 Ai,pi+2

— e Vzp +1

o If ¢; > 1, run Rand_ExtnP(ngai ®0°1,C 4. .. [|C;,_1) to obtain a walk

!

C/ c!
1 * i, 1 ! 2 i i Cz !
Vi,a; ® 071 Vz ,ah+1 Vz ajtci—1-

4. Fori=1to qq with o} < p; <t; — 1

* Vé,pi = Vjvpm Wherej € [Qe] such that (U;, N/) = (Uj, N])

1

o If p, <t; — 1, run Rand_Extn (v. ,C

%,Pq? ,pl—a’—s-l” ||C;,ci—1) to obtain a
walk

c’ ! /
i pl al+1 V, i,pj—al+2 & c,L—l

1,Pi u,pi+1

Vl

1,0 +clfl

V/
5. For i =1 to ¢4 with p, =t;, — 1:

o V',

e = Vjal4e;—1, Where j € [ge] such that (u}, N;) = (u;, N;).

For all the cases above, we define

||10*|H-Vza’+cz Jc ZfCZ Z 2

||10*||(vaa -‘rCl—lJ @ 06711) Zf CZ — ]_

BAD EVENT (P; 1S NOT AN INJECTIVE PARTIAL FUNCTION). We define
bad, = 1 if there exist (X,Y) and (X', Y’) in the set P; such that ¥ = Y.
Considering that both inputs and outputs are uniformly sampled, the probability
of bad, can be straightforwardly bounded using the union bound.

04(gp + 0a)

Lemma 5.19. Pr(bady; = 1) < o0
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BAD EVENT (PERMUTATION COMPATIBILITY OF Pgy. AND P;).  We now set
bad5 =1if

domain(P1) N domain(Pgnc) # 0 or range(P;) N range(Pgnc) # 0.

Given that this bad event does not hold, Pg, LI P; is an injective partial function.
As before, we have the following lemma.

Lemma 5.20. Pr(bad; = 1) < meoll(oe, 2 2)c>< (00 + qp).

BAD EVENT (CORRECTLY FORGING).  We now set bad events whenever we

have a correct forging in the ideal world based on the injective partial function

Py := Py U Pg,c constructed so far. We set badg = 1 if
(F;’T;) = (FjaTj)a (&S [qd]7 j € [Qe]'

This is similar to bads as this would force a decryption query to be valid if u; = u;.

mcoll(ge, 27)qq

2¢ '
Now, we sample the keys K, Ks,... K, & {0,1}*. For each Kj;, let K; =
(Ki,laKiQ) where Ki72 € {0, 1}T

Lemma 5.21. Pr(badg = 1) <

BAD EVENT (KEY-COLLISION). We set bad; = 1 when the keys of two users

collide. It is easy to prove the following lemma:
Lemma 5.22. Pr(bad; = 1) < g—j
Let

J ={Jj € qa] : uj # u; Vi}.

Now, we can define the input-outputs for the underlying permutation used in the

initialisation phase as follows:
1. for alli € [g], l; := IV||Ky,, O; := Vo ® 0" "|| K,
2. forall j € J, I} := IV|K,, and O} := V}, ® 0""|| K,

3. For all other j € [gq], there exists i € [g.] such that u} = u;, and we define
Define Piqi = ((|7,7 Oi)ie[qe}v (Izv O;’)]EJ)‘
BAD EVENT (PERMUTATION COMPATIBILITY OF Py, AND Pj). We define
badg = 1 if one of the following holds:
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L. 1;, 15 € domain(Py) for some i € [ge],j € [qal.

2. 0, =0j for i,j € [g] such that u; # u; or O'; = O'; for 4,5 € [gq4] such that
u, # u;-.
3. 0; =0 for i € [g.] and j € [gq] such that u; # uj.

4. Oy, 0 € range(P) for some i € [q.], j € [q4]-

As in the case of ASCON, we have the following:

(g, + o) N a2+ 43 + qeda + (ge + qa) (0 + qp)

L .23. P =1)<
emma 5.23. Pr(badg = 1) < T 5

Once again, if this bad event does not hold, P3 := Py LI P;,;; is an injective partial
function. Now, we settle tag computation for all encryption queries. For alli € [q.],
we define X; := F;®(K,,]|0°7%), Y, := a;|[(T;® Ky, 2), where o & {0,1}*-7. Define
Prag = ((Xth)z‘e[qe])-

BAD EVENT (PERMUTATION COMPATIBILITY OF P, AND Pj3). We define
badg = 1 if either of the following holds:

1. domain(Py,g) N domain(P3) # 0, or
2. range(Prag) Nrange(Ps) # 0.

Given this bad event does not hold, P, := P3 L Py, is once again an injective
partial function.

Wy (0 + qp)

Lemma 5.24. Pr(badg = 1) < o

, where

2q., if r<k
Wrx = .
¢e + mcoll(ge,277%) - 277"  otherwise

Proof. We divide this into two cases depending on whether r» < k or not. If r < &,

then using the randomness of K\, and |F;]., it can be easily shown that

qe(0 + qp)

Pr(domain(Prag) N domain(P3) # () < o

However, if r > &, then for any ¢ € [¢.], let \; = [[Fi],]r—x = [[Xi]r]r—k- Let p7

denote the multicollision of A; values. Then, by the randomness of K, and [F;].,
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and using the multicollision, we have Pr(domain(Pyg) N domain(P3) # 0 | p; =

p) < %. Using the expectation of p;, and using Remark 2.12, we have

: : mcoll(ge, 2" %) (o +
Pr(domain(Pag) N domain(P3) # 0) < (g 26%)(‘7 Qp)‘

In both the cases, using the randomness of a; and K,,, it can be easily seen that

Ge(0 + qzv)

Pr(range(Piwg) Nrange(P3) # 0) < 50

Hence, we get the above bound.

Finally, we settle the tag computation of all decryption queries and we set bad
whenever a valid forgery occurs. For all i € [qq], we define X, := F; @ (K,,|0°7%).
If X! € domain(P,) then we define Y/ = P4(X}). Else, Y/ < {0, 1}".

BAD EVENT (DECRYPTION QUERIES ARE NOT REJECTED). We divide this into

two cases depending on whether X, € domain(P,) or not:

e We set bad;g =1 if
Ji € [qq], X, €domain(Py) A [Ps(X))|, ® K, 2=T.

It is easy to check that

mcoll(c + ¢, 27)qa

Lemma 5.25. Pr(bad;p =1) < o

Proof. Let F = (B!||7/]|0)), where |5|= k — 7, |7i|= 7 and |0}|= b — k. If
badm = ]_, then

(i) for some (z;]|y;]|2;) € domain(Py), Xi = (z;]ly;]|25), |2jl= k& — 7, |y;|= 7

and |z;|=b— k, and
(ii) y; @ w; = T; ®; where w; = [Pa(z;ly;ll2)]--

Let pg denote the multicollision on the values of (y, ® w,), varying over all
elements of P,. Hence, the number of choices of j is at most ps. Then, by

the randomness of K.,
Pr(bad10 =1 ’ pPs = p) < —.

So, using the expectation of pg, and applying Lemma 2.13, we have the

result.
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e X! ¢ domain(Py). Let w; = |Y;|,. We set bady; = 1 if there exists i € [qq]
such that y; & K, » = T;. Similarly, by the randomness of y;, we have

Lemma 5.26. Pr(bady; = 1) < @.

27
If all these bad events do not occur, then all the decryption queries are correctly
rejected for the injective partial function Py.
Let Pgin := P4 U ((X},Y})ic[qa). In the offline transcript, we provide all the input-
outputs of Pg,. Then,

@id = ((uia Nia Ai7 Mi) Ci7 Ti)ie[qe]7 (U;7 N;: A;,a C;a T{m rej)ie[qd]a Pfin)-

Let 6 be a good transcript (no bad events occur). Note that we sample either

inputs or outputs of Pg, \ P uniformly. Thus,
Pr(0i = 0) = Pr(P C M) x 27 Pl=IP) <1 /(2% p | = Pr(0,. = 0)

By using the H-coefficient technique, we complete the proof of the theorem.

5.5.4 Proof of Theorem 5.6

As in the case of ASCON, this proof is very similar to that of the nonce-respecting
setting of LK-ASCON. In fact, the only parts where the proof of Theorem 5.6
differs from the proof of Theorem 5.5 are the parts where the proof of Theorem
5.2 differs from Theorem 5.1. Since the adversary can now reuse the nonce for
encryption queries to the same user, we only need to redefine p; for encryption
queries. The rest of the proof remains the same as that of Theorem 5.5. This
streamlined approach renders the proof notably straightforward, thus we have

opted to exclude it.
Definition of p;
1. If there does not exist any j € [¢ — 1] such that u; = u;, we define p; = —1.

2. Else if there does not exist any j € [i — 1] such that u; = u;, we define py = 0.

3. Otherwise, there exists at least one j for which (uj, N;) = (u;, N;) (since the
adversary can misuse nonces). For each such j, let p; ; denote the length of

the largest common prefix of

- (Ai,ly sy (Ai,aiu *)7 Mi,17 ey Ml,mz> and
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- (Aj,la N (Aj,aj; *), Mj71, RN Mj,mj-)'
Here x is used to distinguish associate data blocks and message blocks.

Finally define p; = max;; p; ;.

5.6 Summary

In this chapter, we derive a multi-user security bound for the AscoON AEAD mode,
the winner of the recently concluded NIST LWC competition. This mode follows
a Duplex type of construction. Notably, the inclusion of a key XOR operation

during the tag generation phase allows us to derive a bound of the following order:

where T' is the time complexity and D is the data complexity of the adversary.
We also show that ASCON maintains this authenticity security even in the nonce
misuse setting, although confidentiality is not guaranteed.

Finally, we introduce a variant of ASCON, called LK-ASCON, which allows an
increase in key size, upto 320 bits. Notably, increasing the key size enhances the
security of ASCON in the multi-user seting in addition to providing better security
against quantum key recovery attacks using Grover’s algorithm. Like ASCON,

LK-ASCON also maintains its authenticity security in the nonce misuse setting.



Chapter 6

Universal Context Commitment

without Ciphertext Expansion

An ongoing research challenge in symmetric cryptography is to design an authen-
ticated encryption (AE) with a commitment to the secret key or preferably to the
entire context. One way to achieve this is to use a transform on an existing AE
scheme, if possible with no output length expansion. At EUROCRYPT’22, Bellare
and Hoang proposed the HtE transform, which lifts key-commitment to context-
commitment. In the same year at ESORICS’22, Chan and Rogaway proposed the
CTX transform, which works on any AE scheme where the tag is not required
for decryption. However, for AE schemes which are not key-committing to begin
with and which use the tag for decryption, no such transform exists till date. The
latter category encompasses all AE schemes based on the design paradigms SIV,
MAC-then-Encrypt, and Encode-then-Encipher. In this work, we propose PACT, a
transform to convert any authenticated encryption into a context-committing one
without any output length expansion. In addition, PACT preserves both nonce-
respecting and nonce-misuse security of the legacy AE scheme. PACT achieves
this with only one call to a collision-resistant unkeyed hash function and one call
to a block cipher. In addition, we propose a lighter transform comPACT which

gives a context-committing nonce-respecting AE scheme.

6.1 Introduction

Authenticated Encryption (AE) plays a pivotal role in symmetric cryptography
by facilitating both encryption and authentication of plaintext simultaneously.

Frequently, AE also offers the ability to authenticate additional data, which is

113
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transmitted without encryption unlike the plaintext. This scenario is commonly
known as Authenticated Encryption with Associated Data (AEAD). Contempo-
rary AE schemes predominantly rely on nonces [109], which in its most basic form
require users to provide an additional nonce that must be unique for each encryp-
tion. Such schemes are known as Unique Nonce AE schemes (UNAE). In contrast,
Deterministic Authenticated Encryption (DAE) [110] is used in scenarios where
leveraging existing entropy or redundancy in inputs makes more sense, thereby
avoiding the overhead of nonces. This is particularly advantageous, for instance,
when encrypting cryptographic keys.

Over time, the comprehension of AE security has undergone several revisions.
Misuse-Resistant AE (MRAE) [110] was introduced to ensure that nonce repeti-
tions do not compromise the security of the scheme, provided that a combination
of nonce, associated data, and message values is not repeated. Subsequently, AE
security was broadened to include scenarios where unverified plaintext are released
[5]. Further developments led to the notion of robust AE [78] which allows the user
to specify the ciphertext expansion, i.e., how much longer the ciphertext is com-
pared to the plaintext. In recent years, a diverse array of leakage-resilient AEAD
notions [8, 21, 107] have spawned. More recent works have emphasised that nonce
and associated data present in plaintext could potentially divulge crucial informa-
tion, such as identifying sessions and users, thereby advocating for anonymous AE
[39] and AE2 [14].

Despite the existence of AE schemes with desirable features nonetheless, the pri-
mary focus has consistently centered on ensuring confidentiality and authentic-
ity across different scenarios. Both the CAESAR competition for authenticated
encryption [45] and the recent NIST lightweight cryptography (LWC) standard-
isation process [102] underscored the importance of AE schemes that guarantee
security by delivering both confidentiality and authenticity.

However, a recent wave of attacks has demonstrated the necessity for a reevalu-
ation of our conception of a secure AE scheme. The Facebook message franking
attack [57] show how to break Facebook’s message franking scheme, which means
a malicious user can send an objectionable image to a recipient but that recipient
cannot report it as abuse. Vulnerabilities have also been observed in “Subscribe
with Google” [2] and Shadowsocks proxy servers [90]. In the latter, adversaries
can build a practical partitioning oracle attack that quickly recovers passwords
from the servers. Indeed, all these attacks can be attributed to a common is-

sue: the presence of ciphertexts that decrypt correctly under multiple keys. This
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vulnerability persists despite efforts to ensure confidentiality and authenticity, un-

derscoring the necessity for an additional security concept.

Committing Authenticated Encryption. In pursuit of this goal, commit-
ment security [9] was introduced, necessitating that every ciphertext serves as a
commitment to the key (CMT}) or even to the entire context (CMT). The lat-
ter notion represents the strongest form and is formalised through the following
security game: The adversary provides two tuples (K, N, A, M), (K',N'; A", M"),
each comprising a key, nonce, associated data, and message. The adversary wins
if their contexts differ, i.e., (K, N, A) # (K’,N'; A’), and if IL.Enc(K, N, A, M) =
IT.Enc(K', N, A’, M") holds, where IT denotes the scheme under scrutiny.

The aforementioned attacks underscore the serious repercussions of employing non-
committing authenticated encryption. Given the likelihood of additional undis-
covered attacks, addressing this issue becomes imperative. In this regard, it is
essential to subject AE schemes used in practice to scrutiny regarding committing
security. This evaluation process has already commenced, with several commonly
used AE schemes (such as GCM, ChaCha20-Poly1305, SIV, CCM, EAX, OCB3) un-
dergoing examination [2, 9, 93|. Regrettably, a majority of these schemes have
been found lacking in achieving committing security.

To attain committing security, a viable strategy entails constructing authenticated
encryption schemes from the ground up, ensuring they inherently offer commit-
ment. This approach alleviates worries about committing attacks when these
schemes are deployed in diverse protocols. Nonetheless, a more efficient method
involves devising techniques to convert existing AE schemes, which we call legacy
AFE schemes into commitment-secure ones, preferably meeting the criteria of CMT

security.

Transforming Legacy AE Schemes into CMT Secure Schemes. Several
generic transforms or enhancements of legacy AE into committing AE schemes
have been suggested. Initially, these transforms focused solely on achieving CMT},
security, but our interest lies in transforms that achieve CMT security. Bellare
and Hoang [9] introduce the first generic transform, known as HtE (Hash-then-
Encrypt), which converts a CM T}, scheme into a CMT scheme. Fig. 6.1 gives the
complete specification of HtE. HtE imposes no ciphertext overhead and preserves
both UNAE and MRAE security. While this serves as a promising starting point,
it is crucial for an AE scheme to also achieve CMT}, security. To address this,

the same paper introduces two transforms: UtC (UNAE-then-Commit) and RtC
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HtE[IT, H].Enc(K, N, A, M) HtE[II, H].Dec(K, N, A, C,T*)
1. K* « H(K, N, A) 1: K* « H(K,N,A)
2: (C,T) « IL.Enc(K*,N,e, M) 2: X + I1.Dec(K*,N,¢,C,T)
3: return (C,T) 3: return X

FIGURE 6.1: Specification of HtE. HtE.Enc and HtE.Dec are the encryption and

decryption algorithms of HtE respectively. II is the input AE scheme, and II.Enc

and II.Dec are its encryption and decryption algorithms respectively. K, N, A,

M, C, and T denote the key, the nonce, the associated data, the message, the

ciphertext and the tag, respectively. H is a hash function whose output-size is
equal to the key-size of II.

(MRAE-then-Commit), which transform UNAE and MRAE schemes, respectively,
into CMT}, schemes. However, both of these transforms result in ciphertext expan-
sion. Consequently, any nonce-based AE can be transformed into a CMT scheme
using either UtC+HtE or RtC+HtE, but both schemes entail ciphertext overheads.
As a separate contribution, the authors also suggest modifications for GCM and
AES-GCM-SIV to enhance their CMT}, security. Specifically, they introduce CAU
and CAU-SIV as generalisations of GCM and AES-GCM-SIV respectively, and pro-
pose adjustments to yield CAU-C1 and CAU-SIV-C1 respectively. Unlike UtC and
RtC, these modifications do not lead to any ciphertext expansion, allowing the
application of HtE to obtain CMT schemes without ciphertext expansion.

Chan and Rogaway [40] introduce the CTX transform, marking the first generic
transform that avoids ciphertext expansion. CTX transforms an AE scheme II
into a CMT scheme CTXIII], provided that the encryption algorithm of II can be
decomposed into two independent algorithms IT.Enc and I1.Auth, where I1.Enc pro-
duces the ciphertext C' and II.Auth generates the tag T'. Fig. 6.2 gives the complete
specification of CTX. While the authors argue that commonly used UNAE schemes
like GCM and OCB meet these structural requirements, most frequently employed
MRAE schemes such as SIV and its variants like GCM-SIV, NSIV, schemes employ-
ing the Mac-then-Encrypt paradigm or the Encode-then-Encipher paradigm, and
several DAE schemes fall beyond the scope of CTX.

In the third NIST workshop on block cipher modes of operation 2023, Bellare et
al. [11, 12] proposed CTX+ transform', offering a swifter alternative to the CTX
transform. Unlike CTX, which involves processing the associated data twice - once
for encryption and once for hashing, CTX+ transform demonstrates that using the
associated data solely for hashing suffices to achieve CMT security. Although this

enhancement renders CTX more efficient, the CTX+ transform is only applicable to

!The same transform has been formalised as CTY in [10].
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CTX|IL, H].Enc(K, N, A, M) CTX[II, H].Dec(K, N, A, C,T*)
M + T1.Dec(K, N, A, C)

1: C « I1.Enc(K,N, A, M) 1:
2: T « ILAuth(K, N, A, M) 2: T « ILAuth(K, N, A, M)
3: T* « H(K,N,A,T) 3: If T* £ H(K,N,A,T)
4: return (C,T%) 4:  return L
5: return M

FIGURE 6.2: Specification of CTX. CTX.Enc and CTX.Dec are the encryption

and decryption algorithms of CTX respectively. II is the input AE scheme.

II.Enc and TI.Auth are the algorithms of II to generate the ciphertext and the

tag respectively; and II.Dec is the decryption algorithm of II. K, N, A, M, C|

and T denote the key, the nonce, the associated data, the message, the ciphertext

and the tag, respectively. H is a hash function whose output-size is equal to the
tag-size.

the same limited range of AE schemes as CTX. During the same workshop, Naito
et al. [99, 100] introduced a CMT transform labelled KIVR, which purportedly
avoids ciphertext expansion by leveraging redundancy inherent in the plaintext.
While this transform could prove advantageous for protocols where redundancy in
plaintexts is commonplace, it deviates from assumptions typically encountered in

classical settings.

Challenges. To our knowledge, there is currently no CMT transform that meets
both universality, meaning it can be applied to any legacy AE scheme, and output-
length-preserving, meaning it avoids ciphertext expansion. We stress the signifi-
cance of maintaining output length for any CMT transform from a practical stand-
point, as preserving ciphertext-size is crucial for compatibility with existing hard-

ware, databases, or communication protocols.

6.1.1 Contributions

In this chapter, we propose a new transform, which we call PACT. To give a brief
overview, we start with an AE scheme II that produces a ciphertext C' and a tag
T using I1.Enc(K, N, A, M). PACT modifies the tag T" to a new tag 7™ by hashing
(K, N, A) using an unkeyed hash function and then making a block cipher call
with the hash output as the key and T as the input.

At an overview level, PACT differs from transforms like HtE and CTX in the fact
that PACT includes a block cipher call on top of the hash call. This design choice
ensures that the modification of the tag from 7" to T™ is reversible, preserving the
original tag T. This allows for decryption using IT1.Dec(K, N, A, C, T*) for all TI,

even if their decryption algorithm utilises 7.
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To the best of our knowledge, this transform is the first of its kind to achieve the

following objectives:

1. CMT transform, i.e., converts an AE scheme into a CMT secure AE scheme.
2. Universal transform, i.e., it is applicable to any AE scheme.

3. Output-length-preserving transform, i.e., it does not incur any additional

output length expansion compared to the original AE scheme.

To start with, it is worth noting that HtE and CTX are the sole existing trans-
forms that satisfy the first and third objectives. Regarding the second criterion,
we observe that numerous AE schemes are incompatible with CTX. For instance,
schemes following the SIV paradigm or the Mac-then-Encrypt paradigm utilise
the tag for encryption, rendering the decryption function dependent on the tag,
thus precluding the application of CTX. Similarly, AE schemes adhering to the
Encode-then-Encipher paradigm necessitate the tag for decryption, as the output
of enciphering contains both the ciphertext and the tag, making them unsuitable
for CTX as well. Additionally, during our survey, we observed that certain AE
schemes possess an MRAE counterpart to their UNAE design, with the MRAE
designs typically employing the tag for encryption, thereby rendering them unsuit-
able for CTX. Moreover, among these AE schemes, many are insecure even against
a constant-time CMT} adversary, thus ruling out the applicability of HtE. Con-
sequently, PACT emerges as the sole CMT transform applicable to these schemes.
It is noteworthy that unlike PACT, both HtE and CTX rely on the Random Oracle
or PRF assumption for the underlying hash function. In contrast, we solely rely
on the collision-resistance property of the hash and utilise a single block cipher
call, which we model as an ideal cipher for security proof.

For the concrete security analysis of PACT, we introduce a new security notion
for authenticated encryption schemes, termed the “ciphertext collision advantage”.
We demonstrate that to achieve a robust CMT security bound for PACT, it is es-
sential for the legacy AE scheme to possess a small ciphertext collision advantage.
Conversely, we contend that an AE scheme deemed “good” should inherently ex-
hibit a small ciphertext collision advantage, roughly of the order (g2 /251 +¢2 /2!T1),
where the number of AE computations by the ciphertext collision adversary is g,
and |S|, |T| refer to the state-size (e.g. block-size for block cipher-based AEs) and
tag-size of the AE respectively. Furthermore, we substantiate this assertion by ex-

amining several classes of AE schemes to confirm that they indeed possess a small
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ciphertext collision advantage. It is important to note that we do not view this
requirement as a special condition solely for a legacy AE scheme to be compatible
with PACT.

Once we give detailed CMT and AE security analysis of PACT, we compare it with
HtE and CTX to show that PACT is not heavier than its counterparts from the
design point of view. To underline that, we also suggest a concrete instantiation
of PACT.

While PACT is universally applicable, we also propose a more efficient version,
termed comPACT. It applies to the cases where we do not need to preserve the
MRAE security of the legacy AE, i.e., it remains only UNAE secure after applying
comPACT. The difference lies in how associated data is handled: in PACT, it is
processed by both the legacy AE and the hash function, whereas comPACT only
involves the associated data for the hash function, leaving the legacy AE with
empty associated data. The CMT security of PACT extends to comPACT, with
similar security analyses for privacy and authenticity for UNAE schemes. We also
compare comPACT with CTX+, and give an attack to show that neither of them
is MRAE-secure.

Universal CMT; Transform. So far most of the practical commitment attacks
on the AE schemes which are used in important applications have been CMT}
attacks which motivated the cryptography community to explore this particular
research direction in the first place. Surprisingly all the generic length-preserving
transforms so far are CMT transforms. One might intuitively think that a good ex-
ercise could be to try and design a generic length-preserving CMTy-only transform
which prevents the practical CMT), attacks and potentially has a lighter design as
compared to the generic CMT transforms. We tried to explore this direction and
found some intuition about why it might be a little difficult.

A general underlying theme of all the CMT transforms proposed so far is to use a
collision-resistant function on the key-nonce-associated data tuple, which is very
much in line with the definition of CMT security itself. Now, if we try to extrap-
olate this idea to design a CMT-only transform, we do not need the collision-
resistant function, and can simply use the key only. Unfortunately, however, this
strategy does not work in most of the AE schemes. The issue is that once an
input-output tuple is fixed, the associated data can often be used to adjust an en-

tire new input tuple and force the output to be equal to the previous output. As
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a result, one needs a somewhat novel idea to achieve a potentially lighter CMT-
only transform. In the following we illustrate this with the concrete example of
Deoxys-1l [83, 84]. The encryption algorithm of Deoxys-1l is given in Fig. 6.3.
Suppose a CMT), adversary of Deoxys-l obtains a (K, N, A, M,C,T) tuple by a
Deoxys-1l computation. Then it queries (K,T') to the block cipher E to obtain
T*. Then it fixes some (K’, N’) with K’ # K and makes a (K',T*) query to E~!
to obtain T”. Now, given K', N',C,T’, the adversary can compute an unverified
message M’'. Since the adversary has yet to choose an associated data, it can just
choose one block associated data A’ such that M’ is verified. In this way, the
adversary generates two tuples (K, N, A, M,C,T*) and (K',N', A", M',C, T*) of
the CMTj-only transform and breaks its CM T}y security.

6.1.2 Related Works

The research in the field of committing encryption goes back to 2003 with Gert-
ner and Herzberg [68], who considered the problem in both the symmetric and
asymmetric settings. Abdalla et al. [1] gave definitions for what they termed ro-
bustness. This work was in the asymmetric setting and required an adversary to
produce a ciphertext that validly decrypts under two different keys. Their notion
encompassed keys that are honestly generated. Later, Farshim et al. [64] pointed
out that, for some applications, robustness against adversarially chosen keys is
critical. They strengthened Abdalla et al.’s notion to address this observation.
Farshim et al. [65] contextualised Abdalla et al.’s robustness in the AE setting,
initialising the study of what we call committing AE. Shortly after, Grubbs et
al. |73] defined compactly committing AE with the goal of constructing schemes
that support message franking. Dodis et al. [57] also targeted message franking
and further develop the definitions from [73] by introducing encryptment as a core
component of compactly committing AE, which was later explored further in 75—
77]. Albertini et al. |2] observed the possibility of mitigating the attacks described
in [73] and [57] under a weak form of commitment.

Bellare and Hoang [9] introduced new encryption-based and decryption-based com-
mitment security notions, which also incorporate the number of inputs the adver-
sary can produce for a single output. Chan and Rogaway [40| introduced another
notion, which incorporates the degree of control the adversary has on the key.
Other contributions in [9] and [40] have already been discussed. Menda et al. [93]
introduced the notion of context discoverability and investigated discoverability at-

tacks on popular schemes. Len et al. [90] demonstrated password-recovery attacks
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on non-committing password-based AE schemes. Chen et al. [43| investigated both
key-commitment and context-commitment security of a few AE schemes that are
built from a variable-length tweakable cipher or wide block cipher (WBC) via
Encode-then-Encipher (EtE) approach [18]. Krédmer et al. [89] investigated the
commitment security of the finalists of the NIST Lightweight Cryptography Stan-
dardisation Process [102]. Daemen et al. [46] designed sponge-based commitment
secure AE modes from SHAKE and TurboSHAKE. Degabriele et al. [50] proved
commitment security of SpongeWrap. Struck and Weishdupl [118] designed leak-
age resilient commitment secure AE schemes, but Dhar et al. [53| showed that
most leakage resilient AE schemes in practise are already committing.

Bellare et al. [11, 12] proposed a new committing AE scheme with no nonce or
associated data which works on very short messages. Bellare and Hoang later
formalised it in [10]. They first define a ciphertext-shortening transform SC. The
SC transform takes a collision-resistant invertible PRF as an additional input.
However, SC is neither committing, nor does it preserve standard AE security.
Hence, they compose SC and CTY, and show that the resulting transform is both
AE secure and committing. However, since CTY suffers the same weaknesses as

CTX, the resulting transform is not universal.

6.1.3 Outline of the Chapter

In Section 6.2, we introduce the notion of ciphertext collision advantage for an AE
scheme, and explain why we believe it should be small for all good AE schemes.
In Section 6.3, we introduce the PACT transform, and state our security results
on the commitment security, privacy, and authenticity of PACT; we also introduce
the lighter transform comPACT suitable for nonce-respecting AE schemes. In Sec-
tion 6.4, we illustrate the applications of PACT and comPACT by exhibiting some
well-known AE schemes for which we have no known generic context-committing
transform without ciphertext expansion. In Section 6.5, we provide the security
proofs for the results from Section 6.3. Finally, in Section 6.7 we summarise our

work.

6.2 Ciphertext Collision in AE Schemes

In this section, we introduce a concept related to AE schemes called the “ciphertext
collision”. In essence, for any two key-nonce-associated data tuples (K, Ny, A;)

and (K, No, Ay), and a tag Tj, a ciphertext collision in a scheme II refers to
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the situation where upon receiving a randomly generated tag 75 one obtains two

messages M; and M, such that for some ciphertext C' it holds that
H.Enc(Kl, N17 Al, Ml) = (C, Tl); and H.EnC(Kg, NQ, AQ, Mg) = (C, Tg)

This is typically unnecessary in AE design scenarios where adversarial access to the
key is not assumed. However, when an adversary can choose the key, it can launch
commitment attacks using the ciphertext collision. Therefore, from a committing
security standpoint, our goal is to ensure that the probability of ciphertext collision

in an AE scheme is minimal. We first formally define the relevant terms.

6.2.1 Ciphertext Collision Advantage

Let IT be an AE scheme with tag space 7. In the course of a ciphertext collision
security game, an adversary A chooses ¢; key-nonce-associated data-tag tuples
{(K?, N2, AV T?) | i € [q1]}. For each i € [q], it further chooses m; key-nonce-
associated data tuples {(K7, N/, A?) | j € [m,]}, where my + -+ + mg, = qo. For
cach i € [q1],j € [my], and an € > 0, a tag T/ is sampled from a distribution which
guarantees that for any ¢ € T, Pr[TZ-j = ] < e. A can make its choices adaptively
and in any order, based on previously sampled values of Tij .

At the end of the game, A outputs a couple of messages M; and M, and three
indices 7, j; and jo with 0 < j; < j5, and wins if there exists a ciphertext C' such
that TL.Enc(K7', N/*, A7 M) = (C,T7") and IL.Enc(K7?, N/?, A” M,) = (C, T/?).

The ciphertext collision advantage of A is defined as
Advi©(A) := Pr[A wins).

A is called a (q1, go, € )-ciphertext collision adversary of II.

Here, we provide a rough intuition about what ¢; and ¢, represent. In Section
6.3, we define the PACT transform, which converts any AE scheme II into a CMT-
secure one. The PACT transform takes as input the AE scheme II, a hash function
H, and a block cipher E. In the security analysis of PACT, we consider a (g1, go, €)-
ciphertext collision adversary A, where ¢; is the number of ideal cipher queries
and ¢y is the number of II computations made by A. This is a very high-level
intuition, with the detailed explanation provided in Section 6.3.

Our next objective is to demonstrate that for any AE scheme II, the ciphertext

collision advantage is not substantial. In the following subsections, we analyse the
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Deoxys-lI[E].Enc(K, N, A = A[1]|... ||Aa], M = M[1]|[... | M[m])
Auth < 0
for i € [1..a] do
Auth < Auth @ Ex (0010])4, A[i]) > E is a tweakable block cipher (TBC)
T < Auth
for j € [1.m —1] do
T « T & Ex(0000]5, M[j])
T < T & Ex(0100||m, ozpad(M[m)) > ozpad is the 10* padding if |M[m]|< n
T « Ex(0001]]0*||N, T)
for j € [1..m] do
Z[j] « Ex(1|IT © j,0°||N)
2 Z <« Z[1]]]... |1 ZIm]
s return (C:= M @ [Z] ), T)

— = =

FIGURE 6.3: Encryption of Deoxys-II

ciphertext collision advantage for two prominent AEs, Deoxys-1l (in Section 6.2.2)
and ASCON (in Section 6.2.3) in detail. Then, in Section 6.2.4, we argue why
this advantage should not be large for any AE scheme. We would like to mention
that bounding the ciphertext collision advantage of a general AE scheme depends
on some equations intrinsic to the scheme, and thus providing an exact bound
for a general scheme is tough. We have reviewed numerous AEs in practice, and
our findings support our argument. The choice of Deoxys-Il and ASCON for detail

analysis is also justified in Section 6.2.4.

6.2.2 Ciphertext Collision Advantage of Deoxys-II

Let us first look at Deoxys-Il [83, 84|, an AE selected as the first choice for the “in-
depth security” portfolio of the CAESAR competition. The encryption algorithm
for Deoxys-l is given in Fig. 6.3. Let A be a (g1, go, €)-ciphertext collision adversary
of Deoxys-1l. We calculate AdngOXyS_H(A). In the following analysis II refers to
Deoxys-I.

Let us fix 4, j1, j2, the indices for which A finds a collision. First assume that the
IT computation at index j; happens after the II computation at index j,. Let the

IT computation at index j5 yield
L.Enc(K?*, N>, A My) = (C, TP).
Then, for A to win, we must obtain a message M; such that

IL.Enc(K7', N7' AT My) = (C,T7).
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We divide this into two cases depending on whether A starts with C' and tries to
generate an M, or starts with some M; and tries to obtain C' as the ciphertext.

In each case, we calculate
Pr[ILEnc(K7' N7, A7 My) = (C,TV")]

for the M, selected. When A starts with C' at index j;, the analysis differs de-
pending on whether j; = 0 or j; > 0. Therefore, we consider the following three
cases:

e Case 1: Astarts with C at index j; > 0. In this case, given K7', N/*, A7 TV",
the unverified message M; = My 4||...||M;,; is generated blockwise. The
next step is the verification of the tag Tijl. Using Kfl,Nijl,Agl,Ml, the
adversary can compute a new tag T, and T is independent of Tijl. For
the tag verification to be successful, we must have T = Tijl. Since, j; >
0, Tij1 is sampled following a distribution which guarantees that for any

ceT, Pr[TZ-j = ¢] < e. Hence, the probability that the tag verification is

successful is at most e.

e Case 2: A starts with C' at index j; = 0. In this case, T? is chosen by
A. Given K?, NP AY TP, the unverified message M; = My q]|... || My, is
generated blockwise. The next step is the verification of the tag T?. Since
KO NP, AY is fixed, so is Auth). First, let us assume |M |= n. Then, the
last message block M;; must satisfy

1-1

s = B (0410 1), (Auth? & 3 B(0*) = 1), o
u=1 6.1

© BI0ING 1))

This occurs with probability 1/2". If |M;;|< n, then we replace M;,; by

M ,]]10* in the above equation and the probability remains the same.

e Case 3: A starts with an M; at index j;. Then, A must obtain
IL.Enc(K7', N7', Al My) = (O, T/).

Regardless of whether j; equals 0 or not, A must choose My = My 4||... || My,
such that Tij1 is verified. To verify the tag, note that A can freely choose
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any (I — 1) blocks of M; (for instance, the last (I — 1) blocks), while the first
block must satisfy

[
My = B (o, (Auth?* & 3™ B(0*(u— 1), My,
’ u=2 (6.2)

o E;}1<1||04||N£1,271>>).

One thing to note here is that M; ; must be a full block. Otherwise, the ver-
ification of T/" is probabilistic, and if |M;|= n — k, then Pr[T7" is verified] =
1/2% accounting for the k bits of fixed padding.

Now that the tag is verified, A needs to obtain C' as the ciphertext. Since A
can choose the last (I — 1) blocks of M; freely, A can match the last (I — 1)
blocks, but given that M; ; is fixed,

1

Pr[Cy = M, & EK(lHT69 1’08||N)] - 21C1|”

If |Cy|= n, then the probability of A winning in this case is bounded by 1/2".
If |C}|= n—k, then for A to win both T/' needs to be verified and C} needs to
match, the probability of which is bounded above by 1/2 x 1/2"% = 1/2".

Next, if we assume that the Il computation at index j, happens after the II
computation at index j;, note that Case 2 does not arise since j, > 0, and the
analysis of the other cases are exactly the same.

Hence, Pr[A wins | i, j;, jo] = 2¢ + 3/2". Summing over 0 < j; < ja, we have
Pr[A wins | 1] < mg, (mg, +1)(2¢ + 3/2").
Finally, summing over all 7, we have

Pr[A wins] < go(g2 + 1)(2¢ + 3/2™).

6.2.3 Ciphertext Collision Advantage of ASCON

Now, we look at ASCON, the NIST LWC standard, and also the primary choice for
the “lightweight authenticated encryption” portfolio of the CAESAR competition.
The encryption algorithm for ASCON is given in Fig. 6.4. Let A be a (qi, q2, €)-
ciphertext collision adversary of ASCON. We calculate Adv$S _ (A). In the

following analysis, II refers to ASCON.
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ASCON[P, Q.Enc(K, N, A = A[L]|... | Afa], M = M[]]. .. | M[m])

S« IV|K|N > [S|=0b, |Ali]|= |M[i]|l=r,c=b—1,|K|=k
S« P(S) & (0°7*||K) > P is the outer permutation of ASCON
for i € [1..a] do
S+ Q([S]-® AlD|ILS]. > @ is the inner permutation of ASCON
S+ S (0°711)
for j € [l.m—1] do
[S1r = [STr @ M[i]
Cli]  [51»
S+ Q(9)
. 81, « [S], @ M)
: C’[m] — (S]M[m]
: S« P(Sa (07| K||0°—"=F)
T |8], 0K
: return (C := C[1]||...||C[m],T)

— = = = e
B W RO ©

FIGURE 6.4: Encryption of ASCON

As in the case of Deoxys-ll, we fix 7, j1, o and assume that the II computation at
index j; happens after the II computation at index js. It is easy to see that the
winning event of A can be divided into the same three cases as above. We analyse

the three cases for ASCON now.

e Case 1: A starts with C' at index j; > 0. Note that ASCON is CTX-friendly.
Hence, given Kij ' Nij ' Agl, C, the adversary A can generate the verification
tag T as

T = IL.Auth(K, N, A, I1.Dec(K, N, A, C)),

and hence T and Tl-j1 are necessarily independent. Since, j; > 0, Tij1 is sam-
pled following a distribution which guarantees that for any ¢ € T, Pr[Tij =
c] < e. Hence, the probability that the tag verification is successful is at

most €.

e Case 2: A starts with C' at index j; = 0. In this case, T? is chosen by A.
But since A gets C' after it chooses T}, the tag verification is not guaranteed.

In fact, we must have
CllxX = P (Y |(T? @ [K7]7)), (6.3)

where X is a function of (K?, NP A% Cy,...,C;_1) and Y can be chosen
freely by A. For an ideal permutation P, the probability of this event is

1/2% where b is the permutation-size.
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e Case 3: A starts with an M; at index j;. For a successful ciphertext collision,
we must have M; = I1.Dec(K7*, N/*, A", C)). Even if the adversary chooses
this My, the tag verification boils down to either Case 1 or Case 2 depending

on the value of j;.

Considering the instance when the II computation at index j, happens after the

IT computation at index j;, and summing over all 7, j1, Jo, we have

Pr[A wins] < ga2(qo + 1)(4e + 3/2°).

6.2.4 Generalisation

In this section, we conjecture that if e < 2/2/71, then for a “well-designed” AE

scheme, the ciphertext collision advantage of A is

2 2

where ¢y is total the number of II computations available to A, |S| is the size
of the primitive (block-size for block cipher-based AE or permutation-size for
permutation-based AE), and |T'| is the tag-size. By “well-designed”, we mean
that the AE scheme must be built upon near-ideal primitives. We now provide an
intuition for why we believe our conjecture is correct. Note that the exact cipher-
text collision advantage of a scheme would depend on the scheme itself. For any
I1, the cases remain the same as above, although their analyses will differ based
on the scheme.

Starting with the first case, note that the analysis hinges on the fact that the tag
T generated during the verification process and the randomly chosen starting tag
Tz-j are independent for both Deoxys-1l and ASCON. We argue that this holds for
any well-designed AE scheme.

First, note that in case of a CTX-friendly AE scheme II, the valid tag T corre-
sponding to a tuple (K7, N7, A7, C') can be obtained by

T = IL.Auth(K7, N7, A7 TL.Dec(K?, N/, Al, C)),

and hence T and Tij are necessarily independent.
Next, for any AE scheme II where decryption precedes verification in the de-
cryption algorithm, if we select a tuple (KZJ , Nij , A{, C, Tij ) with a random Tij and

decrypt, the unverified message M should essentially be almost independent of
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Tlfj for any well-designed AE scheme. Many schemes like Mac-then-Encrypt and
SIV (most prominent CTX-unfriendly schemes fall in this category) then employ
a verification algorithm to generate T, stating that verification is successful if
Tij = T*. This Tij and T™ are independent. Therefore, the success probability of
A in this case is of the order 1/2/7! for all well-designed schemes.

Next, for Case 2, note that A chooses a starting tag T before receiving any C' from
which it needs to construct M. The verification tag 7' must be a function of either
M or C; it cannot be solely a function of (K?, N2, T?). We select Deoxys-1l and
AsCON for detailed discussions because T depends on M in the case of Deoxys-I|
and on C' in the case of ASCON.

If T is a function of C, then since C' is selected later, not all values of C will
decrypt successfully. For successful decryption (i.e., T = T°), C and T° must be
related in some way (e.g., as in equation 6.3 for ASCON). In most schemes, at
least one ciphertext block needs to be part of the relation.

If T is a function of M, then a later-selected C' can be decrypted to obtain an
unverified message M, but for successful verification (i.e., T = T°), M and T?
must be related in some way (e.g., as in equation 6.1 for Deoxys-1l). In most
schemes, at least one message block needs to be part of the relation. In both these
subcases, for all well-designed schemes, the success probability of A is of the order
of 1/2151,

Finally, in Case 3 too, note that the starting tag Tl—j is chosen (either by A or
randomly) before A receives C' and selects an M to generate this C. For generating
C, successful verification is necessary (i.e., the verification tag T must match Tij ).
Similar to Case 2, at least one block of either C' or M needs to be related to Tz-j ,
depending on whether T is a function of C' or M. Therefore, in this case as well,
the success probability of A is of the order of 1/2/5.

Then, taking a sum over i, ji, jo, our intuition is that the ciphertext collision

2 2
qs 5}
O(m*@)'

6.3 The PACT Transform

advantage is

The PACT Transform. Let II be an AE scheme, H be a hash function and F
be a block cipher, such that the key-size of E is equal to the output-size of H and
the block-size of E is equal to the tag-size of II. We describe a transform PACT
such that PACTIIL, H, E] is a CMT secure AE scheme.
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PACT[II, H, E].Enc(K, N, A, M) PACT[II, H, E].Dec(K, N, A,C,T*)
1: (C,T) « ILEnc(K, N, A, M) 1. K* « H(K, N, A)
2. K* « H(K,N,A) 2 T« E-Y(K*,T*)
3 T « B(K*,T) 3: X « ILDec(K, N, A,C,T)
4: return (C,T%) 4: return X

FIGURE 6.5: Specification of PACT

We start with an AE scheme I having an encryption algorithm I1.Enc(K, N, A, M)
that generates a ciphertext C' and tag T'. (If the AE scheme doesn’t specify the tag
and instead returns an expanded ciphertext C* with [C*]| = |M|+t, we denote the
ciphertext core as C'= [C*]|y and the remaining ¢ bits as the tag 7".) Our PACT
construction uses the same ciphertext but replaces the tag 7" with an alternative
tag T*. We compute 7™ by hashing (K, N, A) using an unkeyed hash function and
then feeding the hash output as the key into a block cipher along with the original
tag T as the input. The complete specification of PACT is given in Figure 6.5.
Note that we treat the nonce and the associated data in a similar fashion, and the
interface of our transform accepts DAE schemes as well.

It is worth mentioning that while hashing the context (K, N, A) has become some-
what standard for committing security (both HtE and CTX employ this method),
PACT introduces a block cipher call at the end. This design ensures that the mod-
ification of the tag from 7" to T is reversible. Unlike CTX, the information on the
original tag T is preserved, allowing for decryption using I1.Dec(K, N, A, C,T*)
for all I, even if their decryption algorithm utilises T". For the security proofs, we
model E as an ideal cipher.

We claim that PACT[IL, H, E] is CMT-secure as long as H is collision-resistant,

and the advantage of any ciphertext collision adversary of II is small.

Theorem 6.1. For any CMT adversary A of PACT|IL, H, E| making q computa-
tions of 11 and qc queries to the t-bit ideal cipher E, we can construct a collision
adversary By of H and a (qc,q,2/2")-ciphertext collision adversary By of 1 such
that

Ad CMT A < Ad coll B Ad CC B 2q% 2qqc 2(10
Veact,e)(A) < Advy (Br) + Advy (Bs) + ot + of + ot

where qo < 271, and the computation time of By doesn’t exceed that of A by more

than a constant.

The proof of Theorem 6.1 is deferred to Section 6.5.1. We have already argued that
the ciphertext collision advantage should be O(q?/21 4 ¢%/2!) (since the tag-size
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|T| equals the block-size t in the definition of PACT) for any practical AE. Further,
the CMT security of PACT is bounded by the collision security of the hash function
that it employs. One can expect to break this with about 2/%"1/2 operations using a
birthday attack, where |K*| is the key-size of E. Hence, roughly, PACT guarantees
min{@, |K—2*|, £} bits of CMT security.

It is also crucial to ensure that a secure AE scheme II retains its traditional AE
security properties after undergoing the PACT transform. In Theorems 6.2 and
6.3, we demonstrate that PACT maintains confidentiality security and authenticity

security, respectively, thus preserving the original AE security of II.

Theorem 6.2. Let A be a confidentiality adversary of PACTIL, H, E] making q
encryption queries and qc ideal cipher queries. Then we can construct a collision
adversary B for H and a confidentiality adversary B’ for II making q encryption
queries to its own oracle, such that

2q°

AQVERL i p)(A) < AQVE(B) + Advi(B) + 50 + L,

where k and t are the key-size and tag-size of 11 respectively. The computation
time of B and B' don’t exceed that of A by more than a constant.

The proof of Theorem 6.2 is deferred to Section 6.5.2.

Theorem 6.3. Let A be an authenticity adversary of PACT|IL, H, E| making ¢
forging attempts and qs ideal cipher queries. Then we can construct a collision ad-
versary B for H and an authenticity adversary B' of 11 making qo forging attempts,
such that

2
AV 3. (A) < Adv'(B) + Advi(B) + T

where t is the tag-size of I1. The computation time of both B and B’ don’t exceed
that of A by more than a constant.

The proof of Theorem 6.3 is deferred to Section 6.5.3. While we prove these
theorems for a nonce-based AE, it is evident from the proofs that the nonce does

not have a unique role. Therefore, these proofs can also apply to DAE schemes.

6.3.1 CMT Security: PACT vs Others

We would like to point out that PACT does not fall short compared to other

existing transforms in terms of providing CMT security. All existing transforms
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guarantee at most t/2 bits of CMT security. As already mentioned above, PACT
guarantees min{@, ‘K—;‘, £} bits of CMT security.

Firstly, the state-size |S| is the block-size for block cipher-based AE schemes, and
on the permutation-size for public permutation-based AE schemes. Since the size
of the permutations commonly used to design AE schemes is generally greater than
the tag-size, this does not worsen our bound. Moreover, for block cipher-based AE
schemes, the tag-size is usually not larger than the block-size. Hence, typically,
|S|> t. Therefore, our bound is not worse in that case either.

Secondly, for all practical block ciphers the key-size |K*| is at least as large as
the block-size t. Hence, |K*|> t. Therefore, for all practical AEs, PACT also

guarantees t/2 bits of CMT security.

6.3.2 Efficiency Comparison with HtE and CTX

PACT uses a call to a hash function H with K, N and A, and a call to a block
cipher with T using H(K, N, A) as the key. While HtE uses a call to a hash
function with K, N and A, CTX uses a call to a hash function with K, N, A and
T. If we compare PACT to HtE or CTX, the only additional cost of PACT is one
single call to a block cipher, in place of processing one additional block in the
hash function. On the other hand, PACT requires only the collision-resistance
assumption on H, while both HtE and CTX require stronger assumptions on their
respective hashes—a PRF assumption for HtE and a random oracle assumption for
CTX, so it is possible to potentially instantiate PACT with a lighter hash function.
Overall PACT does not lose out in efficiency when compared to HtE and CTX,
while having wider applicability.

6.3.3 comPACT for UNAE Schemes

PACT is designed to transform an AE scheme to a CMT secure one. As we
have already mentioned, it is a universal transform which is applicable to any AE
scheme. But we can make PACT even more efficient if we do not need to preserve
the MRAE security of the legacy AE. We call this variant comPACT. If the legacy
AFE is UNAE secure, it remains so after the comPACT transform. comPACT differs
from PACT in the way it processes the associated data. In PACT, the associated
data goes into both the legacy AE as well as into the hash function of PACT. In
comPACT, the associated data is processed only by the hash function. The legacy
AE is called with empty associated data. The CMT security of PACT also holds
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comPACT[II, H, E].Enc(K, N, A, M) comPACTIII, H, E].Dec(K, N, A, C,T*)

1: (C,T) « ILEnc(K, N, e, M) 1: K* < H(K,N, A)

2: K* « H(K,N,A) 2 T« E-Y(K*,T%)

3. T* « B(K*,T) 3: X ¢ ILDec(K,N,e,C,T)
4: return (C,T*) 4: return X

FIGURE 6.6: Specification of comPACT

for comPACT, as the security analysis is similar. The UNAE confidentiality and
authenticity security analyses also carry over without any major changes. Fig. 6.6

gives the complete specification of comPACT.

Nonce-Misuse Attack on comPACT: One can mount a simple 2-query confi-
dentiality attack after applying comPACT to a legacy AE. In the case of comPACT,
as the legacy AE doesn’t process the associated data, and the ciphertext output
of the legacy AE is never updated, any two input tuples which differ only in the
associated data values result in the same ciphertext. More precisely, if two in-
put tuples of the form (K, N, A, M) and (K, N, A", M) with A # A’ result in the
output tuples (C,T) and (C",T"), then C = C".

6.3.4 Comparison between comPACT and CTY

The CTX transform processes the associated data twice: once for encryption and
once for hashing. The CTY transform [10] is a faster variant, which encrypts with
empty AD and processes the AD only for hashing. Since comPACT is derived from
PACT in a similar manner, it is natural to compare CTY and comPACT. We note
the nonce-misuse attack on comPACT also holds for CTY?. Therefore, in terms of
security, both transforms offer similar guarantees.

From an applicability standpoint, comPACT has an advantage over CTY, as comPACT
is universal whereas CTY is not. Additionally, since we have already established
that PACT is as efficient as CTX, their respective faster variants do not lose out

on efficiency either.

6.3.5 Instantiation

We now discuss the choices for ‘H and E. For H, we need a collision-resistant

unkeyed hash function, and for F, a block cipher. Also, we need the output-size

2This comparison is done in the AE1 notion which we have used throughout the thesis.
However, in the AE3 notion defined in [10], both comPACT and CTY would be MRAE-secure.
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GCM-SIV[E, GHASH].Enc(K1, Ks, K3, N, A, M = M[1]|. .. |M[m])

V + GHASHg, (Encode(A, M)) ® N > Encode is the GCM encoding function

T+ EK2 (V)

IV « [T7,_k| 0¥

I+« 1v

Z[1] + Ex, (I[1])

for i € [2..m] do
I[i] « inc(I[i — 1]) >inc(X) := [X|n_32||((| X |32 + 1) mod 232)
2li] = B, (1]i])

Z <« Z[1]]...11Z[m]

s return (C:=M @ Z,T)

—_

FIGURE 6.7: Encryption of GCM-SIV

of the hash function to be equal to the key-size of the block cipher. So, one can
instantiate PACT using (K, N, A) — [SHA-256 (K, N, A)] 25 as the hash function
and AES-128 as the block cipher. (We recall that for multiple hash inputs we
always assume an injective padding.) We don’t recommend using tag lengths
shorter than 128 bits, because of the birthday-term in the confidentiality bound.
Note that we propose instantiation only for AE schemes with 128-bit tag.

6.4 CMT} Attacks On CTX-unfriendly AE Schemes

In this section, we seek to support our proposal by illustrating constant time CMT},
attacks on various AE schemes. Each of these schemes exhibits characteristics
that make them unsuitable for CTX transform, as their decryption process relies
on the tag. Moreover, none of these schemes adhere to the CAU-SIV paradigm.
Consequently, neither HtE nor CTX can effectively be applied to any of them.

Our CMT}, attacks fall into two main categories. In some AE schemes, we expose
vulnerabilities in the scheme that utilise polynomial hashing for the MAC, with
the hash key being independent of the encryption key. These schemes are prone
to CMT}, attacks whenever a CMT}, adversary can exploit the hash, such as by
finding a collision. We expose such a vulnerability for GCM-SIV in Section 6.4.1.
In certain other schemes, a CMT}, adversary can backtrack from the tag, they can
modify a few blocks of nonce or associated data to launch a CMT} attack. We
give such an attack for Deoxys-Il in Section 6.4.2. In Section 6.6, we give CMT},

attacks to some more AE schemes from both categories.
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6.4.1 GCM-SIV

Fig. 6.7 gives the encryption algorithm of GCM-SIV [74], a widely used MRAE
scheme. GCM-SIV uses three different keys: K; for GHASH (which is a polynomial
hash), K5 for the block cipher call on the GHASH output, and K3 for the block
cipher calls in the counter mode encryption. The authors suggest three instances
of GCM-SIV. A three-key instance (GCM-SIV3) where K, K> and K3 are indepen-
dently chosen, a two-key instance (GCM-SIV,) where K; and K are independently
chosen and K3 = K», and finally a single-key instance (GCM-SIV;) where a single
key K is chosen first, then K; and K, are derived from K by encrypting 0'%® and
0'27||1 respectively with AES instantiated with Ky, and K3 = K,. We observe
that both GCM-SIV3; and GCM-SIV, are vulnerable to a common CMT),, attack,
and the fix by Bellare and Hoang (which converts CAU-SIV to CAU-SIV-C1) [9]
does not work for either of them. Note that GCM-SIV; is not vulnerable to this
attack, since K7 and K, are not independent.

Let A be a CMTy adversary attacking GCM-SIV; (where i € {2,3}). It proceeds

as follows.

1. A computes (C,T) from (K, Ky, K3, N, A, M).

2. A chooses K| # K; and A’, and calculates N’ such that
N’ = GHASHE, (Encode(A, M)) @ GHASH . (Encode(A’, M)) & N,

where M is the same as the first query, and Encode is the GCM encoding

function.

3. A outputs (K17KQ,K3,N, A, M) and (K{,KQ,KP,,N/,AI,M).

6.4.2 Deoxys-1l and Joltik™

Now, we move on to some schemes where a CMT), adversary needs to exploit the
structure of the schemes to produce an attack. SCT (Synthetic Counter-in-Tweak)
or Joltik™ [82], and SCT-2 or Deoxys-11[83, 84] were submitted to the CAESAR
competition [45], where Joltik™ was selected as a second-round candidate, and
Deoxys-Il was selected as the first choice in the final portfolio for defence-in-depth.
Both these constructions follow the NSIV(nonce-based SIV) paradigm [108] and
are MRAE schemes. Here, we show a CMT}, attack on Deoxys-1l. A similar attack
also holds for Joltik™. Fig. 6.3 gives the encryption algorithm of Deoxys-II.
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Let A be a CMT), adversary attacking Deoxys-ll. It proceeds as follows.

6.5

. A computes (C,T) from (K,N,A, M). Let C = C[1]]...[|C[m].

. A chooses K" and N’, and fixes M' = M'[1]]]...||M'[m] in a way such that

the XOR of M'[i] and the encryption of 0]| N yields C[i]. Formally, M'[i] =
Ex(1|T @ (i — 1),08|N") @ C[i](Vi € [m]).

. A chooses all but one of the blocks of A" (say, the first block A’[1]), and

makes forward queries to E with all the associated data and message blocks
as inputs (except A’[1]). Let X be the xor of all the outputs from F, and Y
be the output of the backward query to E with T as the input.

. A makes a backward query to E with X @Y as the input and sets the output

as A'[1].

. A outputs (K, N, A, M) and (K',N', A", M").

Security Proofs

6.5.1 Proof of Theorem 6.1

In this section, we investigate the CMT security of PACT. We assume the adversary

does not make any pointless queries, which include:

First,

repeated queries to Il or F;

a query (K,N,A C,T) to Il.Dec following a query (K, N, A, M) to II.Enc
that returned (C,T);

a query (K, N, A, M) to Il.Enc following a query (K,N,A,C,T) to I1.Dec
that returned M;

a query (K*,T*) to E~! following a query (K*,T) to E that returned T;
a query (K*,T) to E following a query (K*,T*) to E~! that returned T.

we list the adversaries we construct to simulate A.

Bi: A collision adversary of H. It outputs a colliding H input pair of A, if

any such pair exists. Otherwise, it outputs any two random H inputs.
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e By: A (qc,q,2/2")-ciphertext collision adversary of II. Whenever A queries

T; = BE(K;,Tj) where K = H(K;, N;, A;) and T} # Ty for k € [j —
1], it makes a new list £[T;], and submits (K, Nj, A;,T;). Whenever A
queries E~' (K7, T) where K, = H(Ky, Ny, Ay), By includes (Kj, Ny, Aj)
in £[T}] and submits the same, receives Tj = Eil(K;,,T;‘), and forwards
it to A. Finally, if A makes any two II computations to obtain the tuples
(Ky, Ny, Ay, M,,C,T,) and (K., N,, A,, M,,C,T,) where both the tuples are
in the same list £[T}] and y < z, By outputs My, M., z,y and z. Otherwise,

By aborts.
Next, we list the bad events.

e Bl: By wins.

Pr[B1] < Advy"(B)).

o B2: B, wins.

Pr[B2] < Advi®(By).

e B3: A makes two E queries to obtain the tuples (K, X,Y) and (K’, X', Y)
such that A obtains (K’, X', Y) after it obtains (K, X,Y’), and through a
forward query (i.e., A queries Y = E(K’, X')). For a fixed pair of queries,
the probability of this event can be upper-bounded by 1/(2" — ¢q¢). Because

qc

) ways, and gc < 2", applying

such a pair of E queries can be chosen in (

union bound we obtain

Pr[B3] < 2(‘120) /2t < 2¢2 /2",

e B4: A makes one Il computation to obtain an input-output tuple (K, N, A, M,C,T),
and after that, makes an inverse query to E with K’ and 7”, such that
K # K' and E7Y(K',T") = T. As we model E as an ideal cipher, for a
fixed II computation and a fixed F query, the probability of this event can
be upper-bounded by 1/(2" — g¢). As A can make at most ¢ computations

of Il and q¢ queries to F, applying union bound we obtain

Pr[B4] < 2qqc/2".
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Suppose A submits (Kj, Ny, Ay, My) and (Ks, No, Ay, Ms) with (Ky, Ny, Ay) #
(Kq, Na, A) and wins. W.l.o.g., we assume that if A has made either E(K;,T})
or E7Y(K7,T*), as well as either E(K3,Ty) or E~*(Kj,T*), it has made them in
that order, i.e., the latter is made after the former. Then the following must hold

for some C, T*, Th, Ty, K, and K3

(C,Ty) = I1.Enc(K;, Ny, Ay, My),
(C,Ty) = I1.LEnc( Ky, Ny, Ay, My),
K} =H(Ky, Ny, Ay),
K; = H(Ks, N, Ay),
T" = E(K7],T1) = E(K;,T)).

Next, we list the events, one of which must happen.

e E1: A makes both the queries (1) T* = F(K;,T}) or T} = E~'(K;,T*), and
(2) T* = B(K3,Ty) or Ty = B~ (K3, T%).

— E11: A queries E(K3,T5).
— E12: A queries E~1(K3, T™).

« E121: (K1, Ny, Ay, My, C,T1) € 11, (Ko, No, Ay, My, C, T)) €

s E122: (Ko, N, As, My, C, Ty) € 11, (K1, Ny, Ay, My, C, TY) ¢ I
« E123: (K1, Ny, Ay, My, C,T1) € 11, (Ko, No, Ay, My, C, T) ¢ 11
x E124: (K, Ny, Ay, My, C,T1) ¢ 11, (Ko, No, Ay, My, C, T3) ¢ 11

e E2: Adoesn’t make both the queries (1) T* = E(K},T)) or Ty = B~ (K}, T),
and (2) T* = E(K3,Ty) or To = E-Y(K3,T).

Next, we analyse the winning probability of A.

e E11: This event is impossible because B3 doesn’t happen.

e E121: K} = K3 is impossible as B1 doesn’t happen. And if K # K;, then

this event is impossible as B4 doesn’t happen.
e E122: This event is impossible, and the argument is the same as E121.

e E123: If A makes a forward query 7% = E(K7,T}), then a previous for-
ward query T = F(K,T) by A is not possible because B3 doesn’t happen.
Otherwise, E123 is impossible as B2 doesn’t happen.
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E[7|(K"T) PACTIIL #, 7, K| (N, A, M)
1t T% < {0, 1} \ T[K*,-] 1: (C,T) « ILEnc(K, N, A, M)
2: if J|K*,T|# L then 2: T* <5 {0,1}'\ T[H(K, N, A),-]
3: T «+ T[K*,T)] 3: if J[H(K,N,A),T|# L then
4: else 4: T «+ J[H(K,N,A),T)]
5: TIK* T+ T* 5: else
6: return 7" 6: TH(K,N,A),T] T~

7

return (C,T*)

FIGURE 6.8: Lazy-sampled versions of E and PACT, using a shared table.

e E124: This event is impossible, and the argument is the same as E123.

e E2: W.lo.g., suppose E(K;,Ty) or E7Y(K;,T*) is not made by .A. Then the
probability of the event F (K}, T;) = T* (in case E(K3,Ty) or E~1 (K3, T*) is
made by A, so that 7% is fixed) or E(K7,T1) = E(K},T3) (in case E(K3,T5)
or E7Y(K3,T*) is not made by \A) is upper-bounded by 1/(2" — ¢¢). As A
can query ' maximum g¢ times, and g < 287!, we obtain by applying union
bound

Pr[A wins] < 2¢¢/2".

The final upper bound of the winning probability of A is obtained by adding the
probabilities of all the bad events and the winning probability of A in the case of
E2. O

6.5.2 Proof of Theorem 6.2

We bound the confidentiality advantage of A against PACT[II, H, E] through a
series of games. In game Gy, we begin with lazy-sampled versions of PACT
and the ideal cipher E, such that PACT doesn’t make oracle calls to E, but
instead they share the same table 7 (Fig. 6.8). The adversary plays against
(PACT[IL, H, 7, K], E[7]), where K g K. In the subsequent games, we trans-
form PACTI[IL, H, 7, K] through a series of hybrids which culminate in PACT” in
game G5, which is identical in output distribution to IT*. The different hybrid
construction oracles used are described in Fig. 6.9. Figure 6.10 lists the series of
games and the corresponding construction oracles.

In game G;, PACT remains unchanged, but uses an independent table .7”/. Suppose
A is an adversary trying to distinguish between Gy, and G;. Since the different

rows 7 [K*,-] of 7 are always sampled independently, the games Gy and G are
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PACT®[II, 7°, K|(N, A, M) PACT'[.7°|(N, A, M)

1: (C,T) + I.Enc(K,N,A, M) 1: (C,T) < {0,1}1MI+t

20 T7 s {0, 1} \ 72N, A, 20 T* s {0,1} \ 7°(N, A, ]

3: if T°[N,A,T] # L then 3: if 7°[N,A,T] # L then

4: T*%yo[N,A7T] 4: T*(—QO[N,A,T]

bt else 5: else

6: 9°[N,A,T]<—T* 6: <70[]\7’1477-1(_T*

7: return (C,T7) 7: return (C,T%)
PACT!.7°|(N, A, M) PACT*(N, A, M)

1: (C,T) < {0,1}1MI+t 1: (C,T) g {0,1}IMI+t

2 T* < {0,1}\ Z°[N, A,-] 2: T* 5 {0, 1}’

3. T°N,A T« T* 3: return (C,T%)

4: return (C,T%)

FI1GURE 6.9: The hybrid construction oracles used in the proof of Theorem 6.2.

Game Construction Oracle

Go PACT[ILH, 7, K]
G, PACTIILH, 7' K]
G, PACT°[IL, 7° K]

Gs PACT'[.7°]
Gy PACT*.77]
Gs PACT*

FIGURE 6.10: The adversary’s construction oracles corresponding to the differ-

ent games proof of Theorem 6.2. In each game the adversary also queries E[.7].

In Gy the table .7 is shared between PACT and E; in Gy it is replaced in PACT

by an identical but independent table .7’. In the first three games K <—g K as
part of the initialisation.

identical unless at some point in Gy, PACT® and F access the same row of .7°;
this can only happen if A; can correctly guess the construction key K and sets
K* =H(K,N,A) for some N, A in one of its queries to E, so we have

Advg, g, (A) < g—i
In game G,, we replace PACT with PACT® which doesn’t make calls to H and uses a
modified table .77° where the rows are indexed with (N, A) instead of H(K, N, A).
Let Ay be an adversary trying to distinguish between G; and G,. Let B be a
collision adversary which simulates both the challenger and A,; thus B knows K

and all the online queries (N, A, M) of Ay, and computes H(K, N, A) for each
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such online query. If any two of these inputs X; and X5 have H(X;) = H(X3), B
outputs (X1, X»), and otherwise B outputs a pair of random hash inputs (Z;, Z3).

Then the games G; and G, are identical unless B wins. Thus,

Advg, g,(As) < Adv(B).

In game Gs, we replace PACT® with PACT', which samples (C, T) randomly instead
of calling II.Enc. Let A3 be an adversary trying to distinguish between G, and Gs.
Then we construct a confidentiality adversary B’ for II as follows: B’ simulates
As and lets Ag play against (PACT’[.7°], E°), where PACT" is identical to PACT®
or PACT' except that the first line is replaced by a call to B”’s own oracle. B’
replicates the output bit of A3. Then we have

AdVg27g3 ("43) < Advflonf(B/)'

In game G4, we replace PACT' with PACT*, which updates the table .7° without
checking for previous entries. Let A4 be an adversary trying to distinguish between
Gs and G4. The two games are identical unless the if-clause in PACT' is executed
in G for some query, which can only happen if a randomly sampled T collides

with an earlier 7" for the same (N, A). Thus we have

2

q

Advg,g,(A1) = 5.

In game Gs, we replace PACT* with PACT*, which does not maintain a table and
samples 7™ uniformly at random. Let As be an adversary trying to distinguish
between G4 and Gs. The two games are identical unless a randomly sampled T

collides with an earlier 7"* for the same (N, A). Thus we have

2

Advg, g, (As) <

8203

If A wins the confidentiality game against PACT[IL, H, E], at least one of A, ..., As

must win. Thus we have

5
AdVEREre (A) < ) Advg, g, (A)
=1

< Adve"(B) + Adve(B) + L 4 2L
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This completes the proof. 0

6.5.3 Proof of Theorem 6.3

Both B’ and B simulate A. B looks at the hash computations as A, and if A
finds two hash inputs X; and X, with H(X;) = H(X:), B outputs (X, X»),
and otherwise B outputs a pair of random hash inputs (71, Zs). B’ proceeds as
described below.

Let the (-th forging attempt of A be (Ny, Ag, Cy, T;) (where ¢ € [¢1]). For each
¢ € [q], let L, be the list of all ideal cipher query-response tuples of the form
(K7 Te, T7), such that for each i € [|£y|] there is a hash computation with input
(Kei, N, Ag) and output K7 ;. Foreach £ € [q1], i € [|Le|], if TL.Dec(K i, Ny, Ag, Co, Tyi) #
1, then B’ makes a forging attempt (Ny, Ay, Cp, T0;).

Let K be the secret key of II. Suppose the forging attempt (N,, Ay, Co, T)) by A
is successful. This can only happen when at least one of the following four events

occurs:

e Bl: A finds a collision-pair for H. When this happens, B wins, so

Pr[B1] < Advy(B).

e B2: (N, Ay, Cy,T) is a corresponding forging attempt by B', and K;; = K
for T;; = T. In this case, whenever A wins, B’ also wins. Also note that B’
makes a maximum of ¢, forging attempts with this strategy; this is because

each pair (T}, K7;) can lead to at most one forging attempt. So we obtain

Pr[B2 | -B1] < Adv3™(B).

e B3: (Ny, Ay, Cy,T) is a corresponding forging attempt by B, but K,; # K
for T; = T. In this case, the forgery by A is accidental, i.e., A wins by

random guess of the tag. Hence

q
Pr[B3 | -B1] < 2—1

e B4: B’ makes no corresponding forging attempt. This follows the same

reasoning as B2, so
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Pr[B4 | -B1] < L.

The final upper bound of the winning probability of A is obtained by applying

union-bound over the four events. O

6.6 CMT; Attacks On CTX-unfriendly AE Schemes
(Continued)

Here we continue our discussion from Section 6.4 on illustrating constant time

CMT}, attacks on various AE schemes where neither HtE nor CTX can be applied.

6.6.1 GCM-SIVr

In GCM-SIVr [80] which runs r instances of GCM-SIV in parallel, all the keys are
independent. So GCM-SIV1 is vulnerable to the same attack, which works on
GCM-SIV3 and GCM-SIV,. For GCM-SIVr with r > 1, the CMT} adversary A

proceeds as follows.

1. A Computes (C, T) from (Kl,KQ,Kg,N, A, M) Let KZ = (Ki,la . 7Ki,7“) for
1= 1,3 and K2 = (KQJ, ceey K2,r2)~

2. A chooses K| # K; and all but the first r blocks of A’, and calculates them

from the following set of r equations.

GHASH, , (Encode(A, M)) = GHASH; .(Encode(A’, M))

GHASH(, , (Encode(A, M)) = GHASH; .(Encode(A’, M)

3. A Outputs (Kl,KQ,K:g,N,A, M) and (K{,KQ,K;},N, A,,M).

6.6.2 SCM

Synthetic Counter with Masking, or SCM [44] is yet another MRAE scheme fol-
lowing the NSIV paradigm. Fig. 6.11 gives the encryption algorithm of SCM. We
show a CMT}, attack on SCM, when it is instantiated with an e-AXU polynomial
hash. Let A be a CMT)}, adversary attacking SCM. It proceeds as follows.
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SC'\/'[E]7 H].EHC(Kl, KQ, Kg, K4, N,A, M = M[l]” .. ||M[m])

1: A < Ex, (N|00) & Ex, (N]01)
2. A ¢ Eg,(N]00) & Ex, (N|10)
3: A" < Ey (N|00) & Ex, (N|11)
4: X + Hg, (A, M) @ (N]00) > H is an e-AXU hash
5: T+ Eg,(X) & A"
6: for i € [1..m] do
7 X[« T®2'A
8  Zli] « Ex,(X[i]) ® A
9: Z < z[1)|...||1Z[m]
10: return (C:=M & Z,T)
FIGURE 6.11: Encryption of SCM
DCT[H, E, E].Enc(K,, Ky, K3, A, M)
1: (M, Mg < Encode(M))
2: X <—'HK1(A,MR)
3: Y+ MrpX
4: CL — E~|K2 (Y)
5: OR “— EKS(CL,MR)
6: return (C := CL||Cr)
FIGURE 6.12: Encryption of DCT
1. A computes (C,T) from (K, N, A, M), where K = (K7,..., Ky).
2. A chooses K| # K; and all but one of the blocks of A’, (say, the first block
A'[1]), and calculates A’[1] from the equation
Hi, (A, M) = Hpr (A', M).
3. A outputs (K, N, A, M) and (K', N, A", M), where K' = (K}, Ky, K3, Ky).
6.6.3 DCT

We now have a look at a few DAE schemes, starting with Deterministic Counter
in Tweak, or DCT [67]. Fig. 6.12 gives the encryption algorithm of DCT. A CMT},
attack similar to that on SCM also holds for DCT, when it is instantiated with an
e-AXU polynomial hash.

6.6.4 BCTR

Fig. 6.13 gives the encryption algorithm of BCTR [38|, which is a DAE scheme
suitable for disk encryption. We first show a CMTy attack on BCTR. In the
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BCTR.Enc[E,BRW|(K1, Ko, 7, M = M([1]]|... || M[m])
X + K; - BRWg, (M||7)
T+ EKQ(X)
for i € [1..m] do
Zli] + Ex, (T @)
return (C:=M @ Z,T)

FIGURE 6.13: Encryption of BCTR

SUNDAE[E].Enc(K, A = A[1]||... | Ala], M = M[1]||... | M[m])

T « Ex(1107~2)
for i € [1..a] do

T + Ex(T & Ali])
T+ Ex(4- (T ® Ala]))
forie[l.m—1] do

T <+ Ex(T @ M[i])
T+ Ex(4- (X ® M[m)))
VT
9: for i € [1..m] do
10: V « EK(V)
11:  C[i] « Mli|&V
12: return (C := (C[1],...,C[m]),T)

FIGURE 6.14: Encryption of SUNDAE

case of BCTR, the CMT} adversary A considers the tuples (K, Ko, M, T) and
(K1, Ko, M,7") for the attack. It chooses the values for all the inputs except a
single tweak block (say, the j-th block of 7, i.e., 7;), and calculates its value from

the equation

Ky - BRW s, (M,7) = K - BRW g (M, ).

6.6.5 SUNDAE and ANYDAE

We now have a look at SUNDAE [7], a lightweight DAE scheme, and its RUP secure
modification ANYDAE [41]. Fig. 6.14 gives the encryption algorithm of SUNDAE.
We first show a CMT}, attack on SUNDAE. Let A be a CMT), adversary attacking
SUNDAE. It proceeds as follows.

1. A computes (C,T) from (K, A, M).

2. A then chooses a K’ # K, and fixes M' = M'[1],..., M'[m] by setting
M'[1] = E%.(T) & C[i], where E* denotes i compositions of E.
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LM-DAE|E, 7].Enc(K, A = A[1]||. .. | Ala], M = M[1]|.... | M[m])

ht +— Q"

hy < 0™

for i ¢ [1.~.a —1] do
ht — EK(lllhb, ht (&) A[Z])
hy < 7(hp) ® hy

ht < Ex(3||hp, ht © Alal)

hy <~ W(hb) ® hy

for i € [1..m] do
hy < Ex (5]|hp, he ® M]Ji])
hy < 7(hy) @ hy

t hy <= Ex((546)[|hy, he)

hy = 7m(hp) @ hy

: hy = Ex((546)|hs, he)

: hy %ﬂ(hb)@ht

T+ htth

: ht[O] — hy

: hb[o} — hb

: for i € [1..m] do

el < (Ol huli — 1], hefi — 1))

oli)  m(hali — 1]) @ hefi]

2 Z <+ he[1]|]- - - [|he[m)

s return (C:=M & Z,T)

N e e e e e S N R e R

O
o =

FIGURE 6.15: Encryption of LM-DAE

3. A then chooses all but one of the blocks of A’, (say, the first block A'[1]),
starts going backwards from T using inverse block cipher calls, and calculates
A’[1] such that the starting value 110"~? is reached.

4. A outputs (K, A, M) and (K', A', M’).

A similar attack also holds for ANYDAE, if the function p; is invertible. As a
consequence, both MONDAE and TUESDAE, which are two instances of ANYDAE,

are vulnerable to the attack.

6.6.6 LM-DAE

Fig. 6.15 gives the encryption algorithm of LM-DAE [101], another DAE scheme.
We first show a CMT}, attack on LM-DAE. Let A be a CMT}, adversary attacking
LM-DAE. It proceeds as follows.

1. A computes (C,T) from (K, A, M).
2. A chooses K’ # K, and uses K’, C' and T to compute M’.

3. A chooses all but two two blocks of A" (say, A'[1] and A'[2]).
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MRO|[E].Enc(K, N, A = A[1]||. .. | Ala], M = M[1]|.... | M[m])

1: U+ K||N

2: S« 0

3: for i € [1..a] do

4: S+« S Ey((i—1)]|0]|0, Af])
5: for i € [1..m] do

6: S+« S FEy((i—1)|1]0, M[i])
7: S« Ey(0)|2/|0, S @ an|lmn)

8 T+ [S]:

9: for i € [1..m] do

10:  Z[i] « Ey(0[0]|1, (i — 1))
11: return (C:=M ¢ Z,T)

FIGURE 6.16: Encryption of MRO

4. A starts to compute towards the IV of the construction (i.e., 0*"). Let the

output of the penultimate E~! call be X, and the output of the penultimate
7! call be Y.

5. A calculates A'[1] and A'[2] as follows.

AR =X Y @),
and, A[1] = E-1(A2] @ X).

6. A outputs (K, A, M) and (K', A", M").

6.6.7 MRO, MRS and MRSO

Fig. 6.16 gives the encryption algorithm of MRO (Misuse Resistant Offset) [72].
We first show a CMT,, attack on MRO. Let A be a CMT,, adversary attacking
MRO. It proceeds as follows.

1. A computes (C,T) from (K, N, A, M), where C' = C[1]]|...||C[m)].

2. A chooses K’ # K and N’, defines U’ = (K', N’), and computes M'[i] =
Ey:(0]0][1, T|(i — 1)) & C[i], Vi € [m)].

3. A computes W' = E;,}(012]|0, T|0) @ an|mn.

4. A chooses all but one of the blocks of A" (say, the first block A’[1]), and
computes X'[i] = Ey/((i — 1)[]0]|0, A’[]]),¥i > 1, and Y'[i] = Eu((i —
)||1]]0, M'[d]) Vi. Let V! = W' @ X5, X'[i] + £;Y[i].
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BTM[E, F].Enc(K, A, M = M[1]||... ||M[m])

L+ EK (0)
U «+ EK(l)
S« Fru(A,M) > F' is a bivariate hash
X« THU > B denotes half-wise addition modulo 2"/2

for i € [1..m] do

Zli| + Ex(XB(:—-1))
Z <+ Z[1]|...11Z[m]
return (C:=M @ Z,T)

FIGURE 6.17: Encryption of BTM
5. A computes A'[1] = E;}(0,V).
6. A outputs (K, N, A, M) and (K', N', A’ M’).

The same attack strategy works for MRS and MRSO as well.

6.6.8 BTM

Fig. 6.17 gives the encryption algorithm of BTM (Bivariate Tag Mixing) [81].
BTM uses a bi-variate hash F' that uses two keys L and U and accepts a vector
of inputs (Xi,...,Xy), where X; is of length x;n bits for each i. (We skip the

definition for incomplete blocks here.) F'is defined as
Fru(Xy, ..., Xq) = Ut foX)®...0U - fr(Xa1) ® fr(Xa),
where fr(X;) denotes the polynomial defined as
fo(X) =2 (Lo L' X;1]®...0 L Xz, — 1] ® X;[z]).
Thus, for two inputs X7, X5 such that X, is just one n-bit block, we have
Fru(Xi,X5)=2-U-X; & fr(Xy).

Thus, if the associated data is a single block of n bits, line 3 of the algorithm in
Fig. 6.17 gives
S=2.U-A® fL(M).

A CMT}, adversary A can exploit this as follows.
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1. A first chooses (K, A, M) with a single-block A and computes (C,T’) as the
output of BTM[E, F].Enc(K, A, M), as well as the subkeys L = Ex(0) and

2. A chooses K’ # K and computes L' = E/(0), U' = Ex/(1). (In the unlikely
event that L' = L, U’ = U, try other values of K’ till L' # L or U' # U.)

3. A executes lines 5-9 of the encryption algorithm in Fig. 6.17 starting from
T and U’ and obtains Z'.

4. A computes M' := C @ Z' and S" := E/ (T).
5. A computes A" :=2"1. U1 (S @ fr.(M")).

6. A outputs (K, A, M) and (K’, A', M’).

6.7 Summary

In this work, we proposed PACT, a CMT transform for any authenticated encryp-
tion. PACT is output-length-preserving, works on any AE scheme and preserves
both UNAE and MRAE security of the legacy AE scheme. PACT uses only one
call to a collision-resistant unkeyed hash function and one call to a block cipher, so
it’s efficient from an implementation point of view. We also proposed comPACT,

a lighter version of PACT which preserves UNAE security.



Chapter 7
Conclusion and Future Work

This thesis explores various aspects of provable security for cryptographic modes
of operation, focusing on hash functions and authenticated encryption schemes in
idealised models. In Chapter 3, we revisit the collision security of the ABR hash
mode, a tree hash mode more efficient than the Merkle tree. We identify gaps in
the existing security proof and provide a proof of the collision security for ABRj
in the random oracle model.

Chapter 4 focuses on the AEAD security of the ASCON mode. By modelling the
ASCON permutation as an ideal permutation, we demonstrate that ASCON is sig-
nificantly more secure than the Duplex mode in the single-user nonce-respecting
setting, allowing for an increased rate and halved tag size while maintaining secu-
rity.

In Chapter 5, we extend the results for ASCON to the multi-user setting, introduc-
ing the LK-ASCON mode with a larger key size to maintain security as the number
of users increases. We also establish authenticity security in the nonce-misuse set-
ting for both AscoN and LK-ASCON.

Chapter 6 introduces PACT, a transform that converts any AE scheme into a
committing one without increasing the ciphertext size. We also propose comPACT,
a lighter version of PACT, which maintains standard AEAD security in the nonce-
respecting setting. This chapter underscores the necessity for universal transforms

due to the non-committing nature of many authenticated schemes.

7.1 Directions for Future Research

In Chapter 3, we were able to prove the collision security of the ABR3 hash mode.

While we conjecture that ABR; for [ > 3 should also exhibit collision resistance

149
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up to the birthday bound, the proof appears to be very challenging with our
current approach. An alternative strategy might involve proving the collision
security of an optimal linear hash, akin to an extension of the Shrimpton-Stam
construction [114], or using a compressing primitive. However, even this method
may encounter difficulties in bounding the load for “out-of-order” queries.

In Chapter 4, our results indicate that the ASCON AEAD mode can support an
increased rate of 192 bits due to an improved security bound. This suggests a
potential for enhanced throughput for ASCON, though this conclusion is drawn
within the random permutation model and requires cryptanalytic validation. No-
tably, ASCON-128 employs 6 rounds of the permutation for a 64-bit rate, while
ASCON-128a uses 8 rounds for a 128-bit rate. Therefore, more than 8 rounds might
be necessary to maintain security with a 192-bit rate.

Additionally, unlike ASCON, the security bounds for Duplex are not tight. The
best-known bounds are of the order DT'/2¢, whereas the most effective attack, as
reported by Gilbert et al. [69], is of the order DT /2%%/2. Closing this gap would
be a valuable direction for future work.

In Chapter 5, to enhance the multi-user security of ASCON and potentially improve
its quantum security, we proposed the LK-ASCON mode. While we demonstrated
that LK-ASCON is provably more secure than ASCON in the multi-user setting
(with similar security in the single-user setting), further cryptanalytic research
is necessary before practical application. Additionally, exploring whether the in-
creased key size offers better protection against quantum adversaries would be an
intriguing avenue for investigation.

In Chapter 6, we introduced PACT, the first CMT transform for AEAD that
is both universal and output-length-preserving. The primary limitation of our
transform is that it generally provides only 64 bits of CMT security, whereas
128 bits would be more beneficial against offline committing attacks. Although
there is no known universal CMT transform that guarantees 128 bits of CMT
security in practice, Bellare et al. [10] proposed the SC transform, which can
reduce ciphertext size without compromising committing security when composed
with another suitable CMT transform. Designing a universal CMT transform that
can be composed with the SC transform and guarantees 128 bits of CMT security,
even with increased ciphertext size, would be a significant achievement. Moreover,
developing a significantly lighter universal CM T}, transform compared to PACT or

comPACT would be another promising direction for future research.
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