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Answer any five guestions.
Write the part answers of each guestion at the same place.
1 {a) Write down an efficient alecorithm to calenlate the Greatest Conumon Divisor {GCDY of
rwo positive inregers, each of size s bits.
(h) What is the time complexity of vour algorich?

mdingd. glven .. when

{¢) How this algorithy ean be extended i obrainiug b 4
ah = 1 mod n, where a.bon ave on s bits cach,

{1} How the inverse inding alzorithn ean be tmplementied {or Targe integers. in O language.
with o snitable Horary of vour cholce?

2. Different Processors {including Intel and AND support the AES-NTLAES New Instrictions)
exrension

he main AES-NT nstruetions.

{n} List
(o} Explain bow they corvespond to the ALS romuds and ey expansion steps,
fed Disenss the advantage of nsing AES-NT over sofrwarc-only ALS implementations,

3.0 Consider two machines are connnmmicaring =convely ever oo public channell

{a) How the ¢iphor snites ave hmporrant i this conrext?

(b} Clearly explain the cvaprographic adgorirhins i the ciphor snires considering one or more

specifie exanmples,

(e How can vou design a software siuel thar the cipher suite cloments {ervprographic algo-

¥ }

vithms) can be Hsted on the sereen at the thoe of see unienrions’
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t. Deseribe the CRYSTALS-KYBER with set-up. encryption and decryption xrop\ presenting
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relevant toy examples,
5. Answer the following questions in the context of the Signal Protocol.

{a} Define lorward secrecy and post-compromise security in the context of the Signal Protocol.
Descrilie the purpose of the Double Ratchet Algorithm.

(e} Explain the difference between the svmimetric-key ratchet and the Diffie Helhnan ratchet

(e Using o diagram or clear stepwise flow, wohow new messace kevs are derived and

npdared hetween Alice and Bob.
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What is the role of the X3DIH (Extended Triple Diffie Hellmad Lamidshake in the Signal

Mrotocol?

How does Signal Protocol maintain asvnchronons commmicarion”

Answer rhe following questious i the conrext of Post (gunmnm NEDIHI T

Fxplain why classical public-key algorithms such os l\ A and ECDH ave consbdered imse-

cure in the post-quantmn eve

Mention rhe quantym algo

lgorithins responsible for hreaking than.

Deseribe the architeernre and kev components of the PQXDIT protocol. Your answer

chonld identifv the classical and post-quamtnm algorirhms combined 1
aned briefly explain how these keys are senerated and exchanged.
Usine the simplificd lattGice-based model b= 4w -0 explain the vole of the neise remn
i ensiring post-cuiantin secnrity, How does the legitimare receiver still amanage 1o
compnre ‘.h(‘ shm’f‘d secret acenrately despite this nose?

N

Whint s the prunary «‘hf’mv e botween o Jlost Based hrasion Detection and Network

toeort of

Based Intrnsion Derection” W datn these mrmsion deteerion systemns work on?

o roday s world, most of the conmunication happens over nervpred channel relving
. Pl ; ARIS
mosthv on the TLS protocol. B oian-in-rh cmiddle deervprion is now allowed. then give

one example of a rechnigue throngh which malware implantation over enervptoed channel

can ve derectod. Shorely deser

e, how rhat technione works,

Diseuss the concept of

prssword acing b Lins How cansystem add

arnl control password aging policies nsing rook e chage, or CereJogindets,

Onoa iy system, what we canachiove by diring the cotntnagid

“iptables -A INPUT -8 .C.D -p tcp --dport 22 -j DROPY

What ditference. one conld expect i we replace lin‘ word DROD 3 the above connnand

e by REJECT H we \\';nm fo REJECT al incoming SSH conmections to o Ly System
other than from 12 A B.CDL then what ave we :'wg'.m‘f:d to do.

Doscribe il accoss control mechanisim in Linus and deseribe how file aveess pormii=sions

an be changed.

What s the difference between ‘.w dine and auditing i a Lhux envivonment” Nate one
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o7 two tools which are nsed for these purposes. {3+ 3+
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