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Abstract

The thesis begins by introducing the concept of zero knowledge and exploring its various
paradigms. It then focuses on a interesting problem: the construction of linking proofs. Chap-
ter 2 addresses the challenge of binding two distinct polynomial commitment schemes so that
they are consistent at a common evaluation point. The chapter further introduces a method for
equating two different polynomials with different domains using an affine line construction.
By applying certain optimizations to the bulletproofs protocol, the work achieves a reduction
in both the prover’s time and the number of rounds required for proving a large committed
inner product.

Chapter 3 examines how the proposed linking proof can be used as a foundation for build-
ing a zero-knowledge virtual machine (zkVM). This zkVM is designed using the abstraction of
the RAM computational model. The main goals are to prove instruction membership and to
verify the correct application of the state transition function, ensuring that it uses only instruc-
tions whose membership has already been established on that particular step. The differences
between this zkVM and existing approaches are discussed in detail.

To prove the state transition function, the approach generates a circuit of size O(T ¨ log T),
matching the prover’s time complexity. Memory consistency is addressed using De Bruijn
graphs, which helps to eliminate the challenges of arithmetizing sorting algorithms within
circuits. A compatible SNARK protocol (Hyrax) is used to produce succinct proofs. For the
instruction membership problem, the membership lookup is moved outside the circuit and
handled as a separate component. The proof is committed using the KZG scheme, and the two
components are then efficiently linked using the proposed linking proof construction.

1



Chapter 1

Preliminaries

1.1 Introduction

The branch of cryptography which allows a Prover P to convince another verifier V , that a com-
putation was performed correctly without revealing it’s internal details is known as Verifiable
computing. The fundamental development of Interactive Protocols lies in their applicability to
allow interactions between the 2 parties, i.e. Prover and Verifier while allowing incorrect to get
accepted by the verifier in only negligible cases. [TUaCD23]

This thesis specifically emphasizes on the application of zero-knowledge protocols on mak-
ing a flexible Zero Knowledge Virtual Machine, which uses a linking proof to tie up two dif-
ferent and significant properties in making a zkVM. Apart from the validity of the statement
being proved the proofs doesn’t reveal anything more. The internal machinaries are carried
out by some cryptographic applications, such as authentication, where the prover P demon-
strates the knowledge of a secret without revealing it to the public. One most prominent man-
ifestation of zero-knowledge protocols are the development of Zero-Knowledge Succinct Non-
Interactive Arguments of Knowledge (zk ´ SNARKs), which are succinct meaning the proof
sizes are small, non-interactive (there will be a atmost 1 communication between the prover
and the verifier) proofs that establish both the consistency/validity of the given statement and
the prover’s knowledge of the witness. [TUaCD23]

1.1.1 Historical Context and Development

The main theoretical foundations in verifiable computing protocols, mainly Interactive Proto-
cols and arguments, were formalized in the mid-1980’s and early 1990’s. These developments
started a significant jump forward in the understanding of many branches of Theoretical CS
like, computational complexity and cryptographic proofs. Significant results from this era, are
such as IP = PSPACE and MIP = NEXP, reshaped the theoretical perspective of com-
putational complexity. However, the practical usage of general-purpose Verifiable Computing
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protocols were initially disturbed by the high computational costs (Manly the Prover’s Proof
Computational costs), making them very much impractical for the real-world use cases. Over
the last decade, a significant improvement in the efficiency of these protocols have paved the
path of producing some beautiful and practical application, especially when tied up with the
with zero-knowledge framework’s properties. [TUaCD23]

1.1.2 Zero Knowledge Protocols

Zero knowledge proofs serve as a fundamental part of the cryptographic verification systems,
specifically when privacy is our main concern. By ensuring that, no other information except
the validity of the statement is revealed. These protocols allows safe and secure authentication
without compromising any sensitive data of the user. The thesis highlights a important appli-
cation of zk in the context of verifying the instructions of RAM Program. our main character,
Alice, for instance, can prove her knowledge of a private password’s hash without revealing
her password itself, ensuring that no other people/entity, including the verifier, can misuse the
knowledge for their malicious purposes. [TUaCD23]

1.1.3 SNARKs and Their Applications

The thesis dives into the construction of a natively compiled zkVM, focussing on its succinct-
ness, and the establishment of ”knowledge” which is the underlying registers, accumulators,
instructions and many more. Then to prove it we used a zk-SNARK called Hyrax, to prove the
satisfiability of the arithmetic circuits, We used a different approach here, we tried to link up of 2
different polynomial commitment schemes i.e. KZG[KZG10] and Square Root Commitment[WTS+18]
Scheme. We encoded the CPU’s instruction into Arithmatic Circuits and applied a Multilinear
SNARK Namely Hyrax[WTS+18] to prove it. zk-SNARKs have found a significant applications
in the Web 3.0 community, namely advances in the blockchain technologies, where SNARKS are
used to efficiently verify a block of transactions and many other cryptographic operations, such
applications falls under the zkEVM perspective. [TUaCD23]

1.1.4 Applications in Cryptography

Zero-knowledge proofs and zk-SNARKs has found a lot of use cases while building secure
modern cryptographic infrastructures, while the blockchain technology serving as the main
contributor in the decentralized technological space. This thesis describes the growing sig-
nificance of the zero-knowledge protocols in ensuring both security privacy and scalability in
decentralized systems. Despite their computational costs of various involved parties, these
protocols offer elegant solutions to the problems that were considered previously impossible

ARGHA SARDAR Introduction
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to realize a solution of, such as the verification of solutions of a complex computations in a
decentralized environment. [TUaCD23]

1.2 Algebraic Structures

1.2.1 Groups

When a set G combined with a binary operation ˚ (denoted as (G, ˚)) follows the certain prop-
erties, we call it a Group :

• Closure Property For all a, b P G, a ˚ b P G.

• Associativity Property For all a, b, c P G, (a ˚ b) ˚ c = a ˚ (b ˚ c).

• Existence of Identity Element D an element e P G such that @ a P G, a ˚ e = e ˚ a = a.

• Existence of Inverse Element For every a P G, there exists b P G such that a ˚ b = b ˚ a = e.

Example The set of integers Z = t0, ˘1, ˘2, ˘3 ¨ ¨ ¨ u under the binary operation addition
(+) forms a group, where the identity of the Set is 0 and the inverse of any element a P G is
´a P G.

1.2.2 Cyclic Groups

Cyclic groups are generated by repeatedly applying the group operation to a element g P G.
Because of the closure property, repeated application of the group operation, makes the result
to stay inside the Group. These class of Groups plays an important role in many cryptographic
applications.

Formally, A group G is called cyclic if D an element g P G such that if every element h P G
can be represented as h = gk for some integer k. The element g is called a generator of the group
G.

Example: The set Zn = t0, 1, . . . , n ´ 1u under the binary operation addition modulo n is
a cyclic group. The trivial element 1 is a generator, since every k P Zn can be represented as
k = 1 + 1 + ¨ ¨ ¨ + 1 (k times).

1.2.3 Prime Order Groups

A group of prime order group is a cyclic group G whose size (number of elements) is a prime
number. Such groups are much used for creating cryptographic Schemes.

A group G is prime order p iff |G| = p where p is a prime number.

Algebraic Structures ARGHA SARDAR
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1.2.4 Group Generators

A generator of a group is an element from which every other element of the group can be
derived by performing repeated group operations. There might be many generators of the
Group. In cryptography, a wise choice of a generator is very important for security perspective.

Definition: Let G be a cyclic group of order |G| = n. An element g P G is called a generator
if @ element h P G D, an integer k such that h = gk.

Example: If we consider the group Z˚
7 = t1, 2, 3, 4, 5, 6u under the operation of multiplica-

tion modulo 7, we find that, 3 is a generator because 31 = 3, 32 = 2, 33 = 6, 34 = 4, 35 = 5,
36 = 1 (mod 7).

1.2.5 Elliptic Curve Groups

Elliptic curve groups are the abelian groups (Groups Supporting Commutative Property) cre-
ated by the points on an elliptic curve over a defined finite field F. These are extensively used
in modern cryptography because of their strong security per bit.

Definition: Given an elliptic curve E, defined over a finite field Fq, the set of points E(Fq),
combined with the point at infinity O, forms an abelian group under the elliptic curve addition
operation.

Example: Lets, Consider the elliptic curve E : y2 = x3 + ax + b over a field Fp. The group
E(Fp) contains all the solutions (x, y) P F2

p which satisfies the curve’s equation, together with
the point at infinity.

We use every such fundamental properties of the algebraic structure to build zero-knowledge
proofs, commitment schemes, and SNARKs.

1.3 Commitment Schemes

A commitment scheme is a cryptographic protocol between the committer and the receiver, de-
fined by two efficient/poly-time algorithms -

• Com(m; r): The commitment algorithm, which takes a message as input m from a prede-
fined message space M and a field element is sampled randomly r from the defined field,
and outputs the commitment c.

• Ver(c, m, r): The verification algorithm, which takes in the commitment c, a corresponding
message m, and a randomness r, and checks then outputs either accept 1 or reject 0.

The commitment scheme must satisfy the following properties -

ARGHA SARDAR Commitment Schemes
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• Hiding: For any two messages m0, m1 P M, the distributions of commitments Com(m0; r)
and Com(m1; r) (over uniformly chosen random r) are computationally indistinguishable
(Meaning no Poly-Time adversary will be able to distinguish between the two messages).

• Binding: It is computationally infeasible to come-up with a 4-tuple (m, m1, r, r1) with m ‰

m1 such that this holds Com(m; r) = Com(m1; r1).

The scheme is described as a pair of interactive algorithms between the committer and the
receiver -
Commit phase: The committer calculates c = Com(m; r) and sends c to the receiver.
Reveal phase: The committer later sends (m, r) to the receiver, who checks the validity using
Ver(c, m, r).

Computational Binding If it is computationally infeasible for any probabilistic polynomial
time adversary to find two different openings for the same commitment. For all probabilistic
poly-time adversaries A, we have is-

Pr

[
(m, m1, r, r1) Ð A :
m ‰ m1 ^ Com(m; r) = Com(m1; r1)

]
= negl(λ)

For the security parameter λ and negligible function negl(¨). [Gol01]

Perfect Binding If for all commitments c, D at most one message m and opening r such that
Com(m; r) = c, i.e. @ c, E m ‰ m1, r, r1 such that Com(m; r) = Com(m1; r1) = c.

Computational Hiding A commitment scheme is called computationally hiding if @ proba-
bilistic poly-time adversary D and for all pairs of messages m0, m1 P M of equal lengths, the
distributions Com(m0; r) and Com(m1; r) are computationally indistinguishable. For all D and
all polynomials p(¨), for a sufficiently large security parameter λ, we have-

|Pr[D(Com(m0; r)) = 1] ´ Pr[D(Com(m1; r)) = 1]| ă
1

p(λ)

where the probabilities are over the randomness of D and the choice of r.

Perfectly hiding if,@ pairs of messages m0, m1 P M of equal length, and for all commitments
c, the probability that c = Com(m0; r0) is equal to the probability that c = Com(m1; r1), when
r0 and r1 are chosen uniformly at random, i.e. the commitments completely hides the message
even from an unbounded adversary.

Pedersen Commitment Scheme Let us define a cyclic group of prime order G. Where |G| =

q, with generator g, and let h P G be another generator such that the discrete logarithm of h with
respect to g is unknown. The Pedersen commitment scheme for message space Zq is defined
as, given the Public parameters (G, q, g, h). Commit : To commit to a message m P Zq, the

committer picks a random r $
ÐÝ Zq and computes the commitment as c = gmhr P G. Open : To

Commitment Schemes ARGHA SARDAR
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open the commitment c, the committer reveals (m, r) and the receiver verifies that c = gmhr.
The Pedersen commitment scheme satisfies the properties of Perfect Hiding : @c P G

and @m P Zq, D an unique r P Zq such that c = gmhr. Computational Binding: Assuming
the discrete logarithm problem is hard in G, it is computationally infeasible to find two instances
(m, r) ‰ (m1, r1) such that gmhr = gm1

hr1

and m ‰ m1. [Ped91]

1.4 Zero Knowledge Proofs

The zero-knowledge proof systems are the cryptographic protocols allowing a party (the prover)
to convince another party ( i.e. the verifier) the truth/validity of a statement, without revealing
any other knowledge beyond the validity of the statement itself. These types of protocols are
very much applicable, as most statements of practical usage, can be encoded mathematically as
a member of the languages in NP.

The main cryptographic problem is to allow mutually un-trusted parties to reveal a specific
information without revealing anything else beyond that. Zero-knowledge proofs addresses
the problems where the verifier is needed to be convinced of the satisfiability of the revealed
information.

Example: Alice wants to prove to Bob that the secret record comes from her encrypted
backup, without sending Bob her private key or revealing any other information.

Formally, if we define a one-way function (OWF) f and a hard-core predicate b, let the party
A has x and the party B has f (x). A wants to reveal b(x) and convince B the correctness,
without revealing the secret x.

1.4.1 Defining a Proof

Classically, a proof in mathematics is a static object a sequence of some logical steps from pre-
defined axioms to the statement’s conclusion. In cryptography, proofs often have a interactive
nature, they are the processes which involves communication between 2 parties prover and
verifier.

Prover and Verifier: The prover compiles and sends the proof; the verifier checks it. Verifi-
cation are to be be done in polynomial time, while finding proofs may be hard.

This asymmetry is well captured by NP Relations : For every language L P NP, a given
witness membership can be efficiently verified.

• Completeness - All True statements can be proven to the verifier.

• Soundness - The verifier cannot be convinced by any False statements.

ZKPs are defined in a way that the verifier gains no additional computational knowledge from
the interaction, except for the validity of the assertion. Knowledge in this context refers to

ARGHA SARDAR Zero Knowledge Proofs



8 Interactive Proof Systems and the Class of IP

computational ability - if the verifier efficiently computes something extra, after the protocol,
that it could not do before, we say knowledge has been gained.

This is different from the information-theoretic notion - That Knowledge is linked to com-
putational difficulty, not only just information content. An interactive proof (IP), involves a
prover and verifier exchanging messages based on a common public input (the statement to be
proved/Instance).

1.4.2 Interactive Proof Systems and the Class of IP

Interactive Proof System A pair of interactive machines (P, V) is called an interactive proof sys-
tem for a language L, and for a PPT Verifier, if we have -

• Completeness: @x P L, we have - Pr[xP, Vy(x) = 1] ě 2
3 .

• Soundness: @x R L and every interactive machine B, Pr[xB, Vy(x) = 1] ď 1
3 .

The probabilities are considered over the random choices of V. Output 1 means ”accept”, 0
means ”reject”.

The Class IP It contains all the languages that have interactive proof systems. i.e.

IP = tL | D an interactive proof system for Lu.

Generalized Interactive Proof System [Gol01] Let us consider c, s : N Ñ [0, 1] be functions
satisfying c(n) ą s(n)+ 1/p(n) for some polynomial p(¨). A pair of interactive machines (P, V)

is called a Generalized IP for a language L with completeness bound of c(¨) and soundness bound
of s(¨) if-

• Completeness For every x P L, Pr[xP, Vy(x) = 1] ě c(|x|)

• Soundness For every x R L and every interactive machine B, Pr[xB, Vy(x) = 1] ď s(|x|)

The acceptance gap of (P, V) is the function g(n) fi c(n) ´ s(n), and the error probability of (P, V)

is e(n) fi maxt1 ´ c(n), s(n)u. Specifically, s(n) is the soundness error, and 1 ´ c(n) is the
completeness error.

Equivalence of IP Definitions For any language L, the followings are equivalent:

1. L P IP (i.e., D an interactive proof system for L with completeness at least 2
3 and soundness

at most 1
3 ).

2. @ polynomial p(¨), D an interactive proof system for language L with an error probabil-
ity of at most 2´p(n) on inputs of length n to the poly (i.e., the error term can be made,
exponentially small).

Zero Knowledge Proofs ARGHA SARDAR
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3. D a polynomial p(¨) and a general interactive proof system for L with acceptance gap at
least 1/p(n) and an efficiently computable completeness and soundness bounds.

1.4.3 Zero-Knowledge Hierarchy

• Perfect Zero-Knowledge: for every poly-time verifier V˚, there exists a Simulator M˚ such
that the distributions of the outputs of V˚ after interacting with P, and of M˚ on the same
input, are completely indistinguishable by any algorithm.

• Statistical (Almost-Perfect) Zero-Knowledge: The output distributions are statistically close
(their total variation distance is negligible as compared to the input size).

• Computational Zero-Knowledge: The output distributions are computationally indistinguish-
able, i.e., no (poly-time) efficient algorithm can distinguish between them with a non-
negligible probability.

Perfect Zero-Knowledge Let (P, V) be an IP for L, then we say that (P, V) is perfect zero-
knowledge if @ probabilistic polynomial time interactive verifier V˚, D a probabilistic polynomial
time algorithm (called the simulator) M˚ such that @ x P L the following two conditions holds
true -

1. On input of x, the simulator M˚ returns a symbol K, which denotes the failure with a
probability of atmost of 1

2 :

2. Let m˚(x) denote the probability distribution of M˚(x) conditioned over M˚(x) ‰ K; i.e.
@α P t0, 1u˚,

Pr[m˚(x) = α] = Pr[M˚(x) = α | M˚(x) ‰ K]

Then, the following two random variables are identically distributed -

• xP, V˚y(x): the output of verifier V˚ after interacting with P on the common input
public x,

• m˚(x): is the output of the simulator M˚ on input x, conditioned on M˚(x) ‰ K.

M˚ is a perfect simulator for the interaction of V˚ with P.

Statistical Zero-Knowledge Let (P, V) be an IP for a language L. The system (P, V) is
called statistical zero-knowledge if, @ probabilistic poly-time interactive verifier V˚, D a probabilis-
tic poly-time algorithm M˚ (the simulator) such that the following 2 transcripts/distributions
are statistically close as functions of |x|:

• txP, V˚y(x)uxPL: The distribution of the of V˚ after interacting with P on the input x.

ARGHA SARDAR Zero Knowledge Proofs
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• tM˚(x)uxPL: The distribution of the output of M˚ on the input x.

The statistical distance between xP, V˚y(x) and M˚(x) is negligible in the length |x|. i.e.,

∆(xP, V˚
y(x), M˚(x)) =

ÿ

α

|Pr[xP, V˚
y(x) = α] ´ Pr[M˚(x) = α]| ă negl(|x|)

1.5 SNARKs: Definitions and Properties

Let us start by defining R := Rλ, be an efficiently decidable binary relation for NP language LR.
A SNARK [BCC+17, Nit] (Succinct Non-interactive ARgument of Knowledge) protocol

must satisfy the following properties:
For a non-interactive argument R, Π = (G, P, Ver, Sim), is a zk-SNARK if it satisfies-

• Completeness: For all λ P N and all (u, w) P R,

Pr
[
Ver(crs, u, π) = 1

ˇ

ˇ

ˇ
(crs, td) Ð G(1λ, R), π Ð P(crs, u, w)

]
= 1.

• Knowledge Soundness: For all probabilistic polynomial time adversaries A, there exists
a polynomial time extractor EA such that

Pr
[
Ver(crs, u, π) = 1 ^ (u, w) R R

ˇ

ˇ

ˇ
(crs, td) Ð G(1λ, R), ((u, π); w) Ð A}EA(crs)

]
= negl(λ).

• Succinctness: The verifier runs in time polynomial in λ + |u|, and the proof size is sub
linear in |w|.

• Statistical Zero-Knowledge: For all λ P N, (u, w) P R, and all probabilistic polynomial
time adversaries A, the following two distributions are statistically close:

D0 = tπ0 Ð P(crs, u, w) : (crs, td) Ð G(1λ, R)u

D1 = tπ1 Ð Sim(crs, td, u) : (crs, td) Ð G(1λ, R)u

Public vs. Designated Verifier: A SNARK is publicly verifiable if the verification uses only
public information (crs). If verification requires a secret state vrs, we call it a designated verifier
SNARK. In this case, soundness must hold even if the prover makes adaptive queries to the
verification oracle. [Nit]

1.6 Commit and Prove Paradigm

Commit and Prove SNARKs (CP-SNARKs) is a subclass of zero-knowledge SNARKs in which
the verification relation is established over the committed data. Let start by denoting CS, a

Commit and Prove Paradigm ARGHA SARDAR
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generic commitment scheme. For such a scheme, consider a set of relations R whose instances
are expressed as x = ((cj)jP[ℓ], x̂), such that the corresponding witness can be uniquely decom-
posed as w = ((pj)jP[ℓ], (oj)jP[ℓ]), for some ℓ P N [CFG25]. Here, each pj is an element within
the domain of CS, and oj is the related opening.

Suppose there exists an efficient relation R̂ such that, defining ŵ = (pj)jP[ℓ] and a tuple pp
(which contains the commitment key ck of CS), we have the following equivalence:

R(pp; x = (cj, x̂); w = (pj, oj)) = 1 ðñ R̂(pp; x̂; (pj)) = 1 ^ cj = Com(pj, oj)

Within this context, R is the associated NP-relation, while R̂ is called the derived Commit-
and-Prove (CP) relation. Given a commitment scheme CS and a CP-relation R̂, one can readily
extract the corresponding NP-relation R, whereas instances may only consist of commitments.

Adopting the above notation, in situations where the instances of the CP-relation are empty
strings (denoted by ε), we interpret R̂ as a predicate that depends only on the committed wit-
ness.

A CP-SNARK for the relation R̂ with respect to a commitment scheme CS is a zero-knowledge
SNARK constructed for the associated NP-relation R. More precisely, such a construction con-
sists of a suite of algorithms CP = (Setup, Prove, Verify), where:

• Setup(ck) Ñ srs: A probabilistic algorithm that, given a commitment key ck for the
scheme CS, produces a srs srs := (ek, vk, pp). Here, ek denotes the evaluation key, vk
is the verification key, and pp represents the parameters for the relation R (including the
commitment key ck).

• Prove(ek, x, w) Ñ π: This procedure takes the evaluation key ek, a statement x, and a
witness w such that R(pp, x, w) holds, and outputs a proof π.

• Verify(vk, x, π) Ñ b: This algorithm receives the verification key vk, a statement x, and
a proof π, and returns a bit b that signifies whether the proof π is accepted (b = 1) or
rejected (b = 0).

1.6.1 Linking Proof

Now, we will be defining our linking problem. Given, 2 CP-Relations R1, R2, and 2 commit-
ment schemes ComKZG and ComHyrax, we want to derive another Relation R, Such that both
the relations, commit to the same underlying witness (pj).

R(pp; x = (cj, x̂); y = (dj, ŷ); w = (pj, oj)) = 1 ðñ

R̂1(pp1; x̂; ŵ = (pj)) = 1 ^ cj = ComKZG(ck1; pj; oj1)

^ R̂2(pp2; ŷ; ŵ = (pj)) = 1 ^ dj = ComHyrax(ck2; pj; oj2)

ARGHA SARDAR Commit and Prove Paradigm



Chapter 2

HyraxKZG Linking

2.1 KZG Commitment Scheme

2.1.1 Setup Requirements

The KZG commitment scheme [KZG10], introduced by Kate, Zaverucha, and Goldberg (2010),
which works in a pairing-based cryptographic setting. It relies on the following algebraic struc-
tures and setup-

2.1.2 Algebraic Group Structure

Let Fp be a finite field of prime order p. The setup involves.- A cyclic group G1 of order p,
with generator g1. A cyclic group G2 of order p, with generator g2. A bilinear, non-degenerate,
efficiently computable pairing. e : G1 ˆ G2 Ñ GT satisfying:

• Bilinearity : e(ga
1, gb

2) = e(g1, g2)
ab for all a, b P Fp.

• Non-degeneracy : e(g1, g2) ‰ 1.

• Type-3 pairing : We assume a Type-3 pairing, in our setting, meaning there is no effi-
ciently computable isomorphism between G1 and G2.

2.1.3 Structured Reference String (SRS)

A trusted party chooses a secret scalar τ P Fp, and generates the SRS for degree-d polynomials:

• In G1:
!

[τi]1 = gτi

1 | i = 0, . . . , d
)

.

• In G2:
␣

[1]2 = g2, [τ]2 = gτ
2
(

.

The value τ must be securely discarded after setup to preserve soundness.
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2.1.4 Commitment Phase

Let us consider an univariate polynomial f (X) P Fp[X] of degree at most d, which is given by:

f (X) =
d
ÿ

i=0

fiXi

The commitment to the polynomial f (X) using the SRS string is computed as follows:

Com f = g f (τ)
1 =

d
ź

i=0

(
gτi

1

) fi

This yields a succinct commitment to the univariate polynomial.

2.1.5 Opening the Commitment at a Point

Let, the prover(P) wants to convince the verifier(V) that f (z) = y for some z P Fp.

1. The prover computes the quotient polynomial:

q(X) =
f (X) ´ f (z)

X ´ z
=

f (X) ´ y
X ´ z

which satisfies: f (X) = q(X)(X ´ z) + f (z).

2. The prover then computes the proof:

π = gq(τ)
1 =

d´1
ź

i=0

(
gτi

1

)qi

2.1.6 Verification Phase

The verifier accepts the proof (y, π) if the following pairing check holds:

e
(
Com f /gy

1, g2
) ?
= e

(
π, gτ´z

2
)

This ensures that:

e

(
Com f

gy
1

, g2

)
= e

(
g f (τ)

1

g f (z)
1

, g2

)
= e(g f (τ)´ f (z)

1 , g2) = e(gq(τ)
1 , gτ´z

2 ) ñ f (τ)´ f (z) = q(τ)(τ ´ z)

ARGHA SARDAR KZG Commitment Scheme



14 Completeness

KZG Polynomial Commitment

P(( fi)iP[d], (gτi

1 )iP[d], (gτi

2 )iP[1]) V(g1, (gτi

2 )iP[1])

f (x) Ð

d
ÿ

i=0

fixi

com f Ð g f (τ)
1 =

d
ź

i=0

(
gτi

1

) fi com f

y Ð f (z) z Sample z $
ÐÝ G1

q(x) Ð
f (x) ´ y

x ´ z

π Ð gq(τ)
1 =

d´1
ź

i=0

(
gτi

1

)qi y, Proof π Final Verification

e
(

Com f /gy
1 , g2

)
?
= e

(
π, gτ´z

2
)

2.1.7 Completeness

The completeness property ensures that if the prover is honest, the verifier will accept.

Theorem 1 (Completenes). Prove that KZG Polynomial Commitment Scheme is Complete.

Proof. • Given quotient q(X) = f (X)´y
X´z , we have:

f (τ) ´ f (z) = q(τ)(τ ´ z)

• Hence:
Com f /g f (z)

1 = g f (τ)´ f (z)
1 = gq(τ)(τ´z)

1

• And so the pairing test passes:

e(g f (τ)´ f (z)
1 , g2) = e(gq(τ)

1 , gτ´z
2 ) = e(π, gτ´z

2 )

Thus, an honest prover can always convince the verifier, ensuring completeness of the
scheme.

KZG Commitment Scheme ARGHA SARDAR
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2.2 Square Root Commitment Scheme

Taking the ideas from [ZGK+17], V outsources the computation to P , in which, it is verifies
that P ’s commitment to w is consistent with other messages, by evaluating w̃. Zhang et. al.
proved this in non-ZK setting [ZGK+17]. We will be emphasizing on a Multilinear Polynomial
Commitment Scheme, which is in ZK setting [WTS+18], inspired from [ZGK+17], which is hiding
and binding in nature.

This commitment scheme allows the P to commit to a multilinear polynomial, V has the ability
to query for the evaluation, for any point in the field.P responds with the evaluation and a proof
which is consistent with the committed polynomial.

2.2.1 Protocol Overview

Let us, consider the size of the witness to be 2ℓ = |w⃗|. Using the witness vector w⃗ we can
commit to a Multi-linear Polynomial, with l variables. First, let the w⃗ be encoded in the form of
a matrix, in column major order.

T =



w0 w2ℓ/2 w2¨2ℓ/2 ¨ ¨ ¨ w2ℓ´2ℓ/2

w1 w2ℓ/2+1 w2¨2ℓ/2+1 ¨ ¨ ¨ w2ℓ´2ℓ/2+1

w2 w2ℓ/2+2 w2¨2ℓ/2+2 ¨ ¨ ¨ w2ℓ´2ℓ/2+2
...

...
... . . . ...

w2ℓ/2´1 w2ℓ/2+(2ℓ/2´1) w2¨2ℓ/2+(2ℓ/2´1) ¨ ¨ ¨ w2ℓ´1


Now, define T⃗k =

(
wk, wk+2ℓ/2 , wk+2¨2ℓ/2 , wk+3¨2ℓ/2 , ¨ ¨ ¨ , wk+(2ℓ/2´1)¨2ℓ/2

)
where k = 0 ¨ ¨ ¨ 2ℓ/2 ´

1, signifying each row of the matrix T. For each T⃗k sample a random tk
$

ÐÝ F, we will be using
this tk later on. Now, commit the vector T⃗k using the Multi-Commitment, of the Pedersen Com-
mitment Scheme [Ped91], i.e. let the generators of the group be g⃗ =

(
g0, ¨ ¨ ¨ , g2ℓ/2´1

)
, h P G,

then T1
k := Com(T⃗k, tk) = htk d

[
Ä2ℓ/2´1

j=0 g
wk+j¨2ℓ/2

j

]
. After computing the Commitment, P

sends the vector (T1
0, T1

1, ¨ ¨ ¨ , T1

2ℓ/2´1). Note that, the communication complexity is O
(
a

|w⃗|

)
=

O
(
2ℓ/2).
In response to this, V sends a challenge vector in ℓ´Space, i.e. to find the evaluation at that

point. Let, r⃗ := (r1, r2, ¨ ¨ ¨ , rℓ), where each of the ri
$

ÐÝ F. Using the ri’s P will evaluate the
vector χ⃗ :=

(
χ0(⃗r), χ1(⃗r), ¨ ¨ ¨ , χ2ℓ´1(⃗r)

)
. Where each χi are the basis elements of Multi Linear

Extensions. For simplicity we will denote χi (⃗r) = χi. So, we have -

χi (⃗r) = χi(r1, r2, ¨ ¨ ¨ , rℓ) =
ℓ
ź

j=1

χ[i]j(rj)
[
Where i = 1 ¨ ¨ ¨ 2ℓ ´ 1

]
ARGHA SARDAR Square Root Commitment Scheme
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=
ℓ
ź

j=1

(rj ¨ [i]j ´ (1 ´ rj) ¨ (1 ´ [i]j))
[
Where [i]j denotes the jth bit of i from MSB

]
Since, P knows wi’s and χi’s, So it computes the dot product s := x w⃗, χ⃗ y =

x (w0, w1, ¨ ¨ ¨ , w2ℓ´1), (χ0, χ1, ¨ ¨ ¨ , χ2ℓ´1) y. Consistency of this dot product would be proven
later in the Completeness section. This s is committed using ṡ = Com(s, rs) = gs d hrs where
rs

$
ÐÝ F, and is sent to V . Using ri’s, both P ,V computes, the vectors L, R which are-

L = (χ̌0, χ̌1, χ̌2, ¨ ¨ ¨ , χ̌2ℓ/2´1) Where χ̌i (⃗r) =
ℓ/2
ź

j=1

χ[i]j(rj) =
ℓ/2
ź

j=1

(rj ¨ [i]j ´ (1 ´ rj) ¨ (1 ´ [i]j))

R = (χ̂0, χ̂1¨2ℓ/2 , ¨ ¨ ¨ , χ̂(2ℓ/2´1)¨2ℓ/2) Where χ̂i (⃗r) =
ℓ
ź

j=ℓ/2+1

χ[i]j(rj) =
ℓ
ź

j=ℓ/2+1

(rj ¨ [i]j ´ (1 ´ rj) ¨ (1 ´ [i]j))

(
i + 2ℓ/2

¨ j
)th

Basis element χi+2ℓ/2¨j (⃗r) = χ̌i (⃗r) ¨ χ̂2ℓ/2¨j (⃗r)
[
For ith Column and jth Row

]
V computes a multi-commitment T1 =

Ä2ℓ/2´1
k=0 T1

k
χ̌k using T1

k and L. As, P has access to the

witness matrix T, so it can compute T1 = Com
(

L ¨ T,
ř2ℓ/2´1

i=0 ti ¨ χ̌i

)
Where ti’s were sampled

previously. Finally, P uses proof of dot product to convince V , that the inner product is consistent
with the commitment ṡ.

Execution of Proof of Dot-Product : qG be the order of the group G. Sampling, d⃗ $
ÐÝ G2ℓ/2

and rβ, rδ
$

ÐÝ G. Computing δ ÐÝ Com(d⃗, rδ) = hrδ d

[
Ä2ℓ/2´1

i=0 gdi
i

]
, the Multi-Commitment to

inner product β ÐÝ Com
(A

R⃗, d⃗
E

, rβ

)
= hrβ d gxR⃗,d⃗y and send it to V . In response V sends

a challenge c P G. P uses the challenge to compute z⃗ ÐÝ c ¨

[
ř2ℓ/2´1

i=0 χ̌i ¨ wi+j¨2ℓ/2

]2ℓ/2´1

j=0
+ d⃗,

zδ ÐÝ c ¨

[
ř2ℓ/2´1

i=0 χ̌i ¨ ti

]
+ rδ, zβ ÐÝ c ¨ rs + rβ and send z⃗, zδ, zβ to V . Finally V proceeds with

Proof’s verification. V checks whether

(T1)c
d δ

?
= Com(⃗z, zδ) = hzδ d

[
2ℓ/2´1
ä

i=0
gzi

i

]
and (ṡ)c

d β
?
= Com(x⃗z, R⃗y, zβ) = hzβ d gx⃗z,R⃗y

2.2.2 Computational Cost

Since the prover sends 2 vectors (T1
k and the invocation of the proof of dot product) of length

2ℓ/2 so, the computational complexity is O(2ℓ/2). The Verification cost is nearly the same, i.e
O(2ℓ/2). The cost is dominated by the computation of Multi-Exponentiations T1 and the Proof
of Dot Product along with the Basis Vectors L, R. Note, that the given protocol gives a lower
bound for the Proof-Of-Dot Product in terms of communication complexity. The prover sends
4+ n elements to the verifier, but this can be significantly reduced using bulletproofs [BBB+18].

Square Root Commitment Scheme ARGHA SARDAR
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2.2.3 Protocol

Square Root Commitment Scheme

P(w⃗, h, g⃗) V(h, g⃗)

T ÐÝ


w0 ¨ ¨ ¨ w2ℓ´2ℓ/2

...
. . .

...

w2ℓ/2´1 ¨ ¨ ¨ w2ℓ´1


T⃗k := (wk, wk+2ℓ/2 , ¨ ¨ ¨ , wk+(2ℓ/2´1)¨2ℓ/2)

for k = 0 ¨ ¨ ¨ 2ℓ/2 ´ 1 do

T1
k Ð Com(T⃗k, tk) (T1

0 ¨ ¨ ¨ , T1
2ℓ/2´1)

r⃗ := (r1, r2, ¨ ¨ ¨ , rℓ) Sample r⃗ $
ÐÝ Fℓ

χ⃗ Ð (χ0(⃗r), ¨ ¨ ¨ , χ2ℓ´1(⃗r))

s Ð xw⃗, χ⃗y; ṡ ÐÝ Com(s, rs) ṡ

L Ð
(
χ̌0, χ̌1, χ̌2, ¨ ¨ ¨ , χ̌2ℓ/2´1

)
L Ð

(
χ̌0, χ̌1, χ̌2, ¨ ¨ ¨ , χ̌2ℓ/2´1

)
R Ð (χ̂0, χ̂1¨2ℓ/2 , ¨ ¨ ¨ , χ̂(2ℓ/2´1)¨2ℓ/2) R Ð (χ̂0, χ̂1¨2ℓ/2 , ¨ ¨ ¨ , χ̂(2ℓ/2´1)¨2ℓ/2)

T1 Ð Com(L ¨ T,
2ℓ/2´1
ÿ

i=0

ti ¨ χ̌i) T1 Ð

2ℓ/2´1
ä

k=0
T1

k
χ̌k

Proof of Dot-Product

d⃗ $
ÐÝ F2ℓ/2

; rβ, rδ
$

ÐÝ F

δ Ð Com(d⃗, rδ) ; β Ð Com(xR⃗, d⃗y, rβ) δ , β

z⃗ ÐÝ c ¨ [
2ℓ/2´1
ÿ

i=0

χ̌i ¨ wi+j¨2ℓ/2 ]2
ℓ/2´1

j=0 + d⃗ c $
ÐÝ F

zδ ÐÝ c ¨ [
2ℓ/2´1
ÿ

i=0

χ̌i ¨ ti] + rδ; zβ ÐÝ c ¨ rs + rβ
z⃗, zδ, zβ Verification

(T1)c d δ
?
= Com(⃗z, zδ)

(ṡ)c d β
?
= Com(x⃗z, R⃗y, zβ)

ARGHA SARDAR Square Root Commitment Scheme
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2.3 HyraxKZG Linking Proof

2.3.1 Protocol Overview

To start with the protocol, we need to find a way, such that both, an Univariate Polynomial, and
a Multilinear Polynomial will evaluate to the same value, on a given random point by V . Note,
that both the polynomials have different input domains (i.e. F and Fℓ ), a single random choice
needs to cater, both the polynomial’s input. This could be achieved if the Univariate polynomial
is made out of the Multilinear polynomial (Different from the idea of Linear Interpolation or
using witnesses as the coefficient and then raising powers to the input).

Let’s start by constructing the Multilinear Polynomial w̃(x1, x2, ¨ ¨ ¨ , xℓ) =
ř2ℓ´1

i=0 wi ¨ χi(x1, ¨ ¨ ¨ , xℓ)
where χi’s are the Basis of Multilinear Extension. Now, to create an univariate polynomial out of
it, the verifier passes 2 vectors chosen randomly, A⃗, B⃗ $

ÐÝ Fℓ, replacing each of xi’s as a linear
polynomial in t; which is xi Ð ai + bi ¨ t where i runs from 1 ¨ ¨ ¨ ℓ. So we have -

w(t) := w̃(A⃗+ B⃗ ¨ t) =
2ℓ´1
ÿ

i=0

wi ¨

[
χi(A⃗ + B⃗ ¨ t)

]
=

2ℓ´1
ÿ

i=0

wi ¨ [χi((a1 + b1 ¨ t), (a2 + b2 ¨ t), ¨ ¨ ¨ , (aℓ + bℓ ¨ t))]

w(t) =
2ℓ´1
ÿ

i=0

wi ¨

 ℓ
ź

j=1

χ[i]j(aj + bj ¨ t)

 =
2ℓ´1
ÿ

i=0

wi ¨

 ℓ
ź

j=1

((aj + bj ¨ t) ¨ [i]j ´ ((1 ´ aj) ´ bj ¨ t) ¨ (1 ´ [i]j))


Now since t is getting multiplied ℓ times, w(t) can have atmost ℓ degrees, in contrast to the

polynomial which would have 2ℓ ´ 1 degrees when, computed using Lagrange’s Interpolation.
The completeness of this technique could be viewed as follows - When V samples r $

ÐÝ F, and
sends over to P , they both calculate r⃗ = A⃗ + B⃗ ¨ r = [(a1 + b1 ¨ r), (a2 + b2 ¨ r), ¨ ¨ ¨ , (al + bl ¨ r)]
from this r⃗, P and V can calculate, χi (⃗r), χ̂i (⃗r), χ̌i (⃗r), L and R which would be later used in
our Protocol. As we have w(t) = w̃(A⃗ + B⃗ ¨ t) so substituting the challenge r, would give
w(r) = w̃(A⃗ + B⃗ ¨ r) = w̃(⃗r). Hence, we achieved that both the polynomials with different
input domains, evaluates to the same value using just a single random challenge r $

ÐÝ F.

Moving ahead with our Linking Proof, as V sends A⃗, B⃗; P , evaluates the function w(t) and
commits (KZG.Comw) to it, using the coefficients of w(t). Committing using KZG commitment
Scheme - KZG.Comw =

śℓ
i=0(gαi

)w
i = gw(α), where gαi

are known from the SRS and wi’s are
the coefficients. KZG.Comw along with (T1

0, T1
1 ¨ ¨ ¨ , T1

2ℓ/2´1) are sent to the V after executing
Hyrax.Commitw̃ on the polynomial w̃. Next, V sends r, P uses it to compute the evaluation
at the point v Ð w(r); the quotient q(t) Ð

w(t)´v
t´r and using the coefficients of q(t) the proof

π Ð
śℓ´1

i=0 (gαi
)qi = gq(α) and sends the evaluation v and the proof π to V . Next, P uses r

HyraxKZG Linking Proof ARGHA SARDAR
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to compute r⃗ = A⃗ + B⃗ ¨ r, along with the witness it computes the commitment ṡ to the inner
product s and sends it to V . P and V proceeds by computing L, T, R and both performing the
Proof of Dot Product (Σ´Protocol).

Moving to the Verification step - Verification for Hyrax, has been discussed in the previ-
ous section, for KZG, V uses bilinear pairing and checks whether e

(
KZG.Comw

gv , g
)

?
= e

(
gα

gr , π
)

.
Now, to check whether w(r) = w̃(⃗r). V uses a property of Pedersen commitment, i.e. Proof of
Equality. This type of Σ´protocol based checking is done, because from KZG’s side w(r) = v is
publicly known but from the Hyrax’s side only the commitment to the evaluation ṡ is known,
i.e. Com(w̃(⃗r), rs) = Com(xw⃗, χ⃗y, rs) = Com(s, rs) = ṡ (is only known). The protocol proceeds
as follows - Sample d $

ÐÝ F then compute αd Ð hd, where h is one of the generators of the Group
G. V responds with a challenge cd

$
ÐÝ F. In return, P computes zd Ð cd ¨ rs + d and send it to V .

Finally V checks the whether hzd
?
=
(

ṡ
gv

)cd
d αd. If the checking holds true, V confirms that the

commitment ṡ will open to v.

2.3.2 Protocol

ARGHA SARDAR HyraxKZG Linking Proof



HyraxKZG : Linking Proof

P(w⃗, h, g⃗, (gαi
)iP[d]) V(h, g⃗)

A⃗, B⃗ Sample A⃗, B⃗ $
ÐÝ Fℓ

KZG.Commitw(w⃗; A⃗; B⃗)

w(t) Ð

2ℓ´1
ÿ

i=0

wi ¨ χi(A⃗ + B⃗ ¨ t)

KZG.Comw Ð

ℓ
ź

i=0

(
gαi
)wi

KZG.Comw

Hyrax.Commitw̃(w⃗)

T ÐÝ


w0 ¨ ¨ ¨ w2ℓ´2ℓ/2

...
. . .

...
w2ℓ/2´1 ¨ ¨ ¨ w2ℓ´1


T⃗k := (wk, wk+2ℓ/2 , ¨ ¨ ¨ , wk+(2ℓ/2´1)¨2ℓ/2)

for k = 0 ¨ ¨ ¨ 2ℓ/2 ´ 1 do

T1
k Ð Com(T⃗k, tk)

(T1
0, T1

1 ¨ ¨ ¨ , T1
2ℓ/2´1)

KZG.Evaluate(w(t); r)

π Ð

ℓ´1
ź

i=0

(
gαi
)qi

; q(t) Ð
w(t) ´ v

t ´ r
; v Ð w(r)

Challenge r

r⃗ Ð A⃗ + r ¨ B⃗
Sample r $

ÐÝ F

Hyrax.Evaluate(w⃗; r⃗)

χ⃗ Ð (χ0 (⃗r), ¨ ¨ ¨ , χ2ℓ´1 (⃗r))

ṡ ÐÝ Com(s, rs); s Ð xw⃗, χ⃗y

v, π; ṡ

L Ð (χ̌0, ¨ ¨ ¨ , χ̌2ℓ/2´1) L Ð (χ̌0, ¨ ¨ ¨ , χ̌2ℓ/2´1)

R Ð (χ̂0, ¨ ¨ ¨ , χ̂(2ℓ/2´1)¨2ℓ/2) R Ð (χ̂0, ¨ ¨ ¨ , χ̂(2ℓ/2´1)¨2ℓ/2)

T1 = Com

L ¨ T,
2ℓ/2´1
ÿ

i=0

ti ¨ χ̌i

 T1 Ð

2ℓ/2´1
ä

k=0
T1

k
χ̌k

Hyrax.(Proof of Dot-Product)

d⃗ $
ÐÝ F2ℓ/2

; rβ, rδ
$

ÐÝ F

δ Ð Com(d⃗, rδ) ; β Ð Com(xR⃗, d⃗y, rβ) δ , β

z⃗ ÐÝ c ¨

2ℓ/2´1
ÿ

i=0

χ̌i ¨ wi+j¨2ℓ/2

2ℓ/2´1

j=0

+ d⃗ c Sample c $
ÐÝ F

zδ ÐÝ c ¨

2ℓ/2´1
ÿ

i=0

χ̌i ¨ ti

+ rδ; zβ ÐÝ c ¨ rs + rβ
z⃗, zδ, zβ
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HyraxKZG.(Proof of Equality)

αd Ð hd; d $
ÐÝ F αd

cd Sample cd
$

ÐÝ F

zd Ð cd ¨ rs + d zd

HyraxKZG : Linking Proof Contd.

Prover (P) Verifier (V)

HyraxKZG.(Verify)

KZG.Verify

e(KZG.Comw/gv, g) ?
= e(gα/gr, π)

Hyrax.Verify

(T1)c d δ
?
= Com(⃗z, zδ)

(ṡ)c d β
?
= Com(x⃗z, R⃗y, zβ)

PO ´ Equality.Verify

hzd ?
= (ṡ m gv)cd d αd

2.4 Completeness

Here we will be discussing about the completeness of the above mentioned 4 protocols.

2.4.1 KZG Commitment Scheme

Considering the fact that, from Bezout’s Little Theorem w(α)´ w(r) = (α ´ r) ¨ q(α), where w(t)
is the univariate witness polynomial created using the Multi-Linear Extension, q(t) = w(t)´v

t´r is
the quotient and w(r) = v is the evaluation at point r. Furthermore we have the commitment
KZG.Comw = gw(α) and the proof π = gq(α). Then -

e
(

KZG.Comw

gv , g
)
= e

(
gw(α)

gw(r)
, g

)
= e

(
g(α´r)¨q(α), g

)
= e

(
gα

gr , gq(α)
)
= e

(
gα

gr , π

)

2.4.2 Square Root Commitment Scheme

Theorem 2 (Completeness). Prove the Completeness of Square Root Commitment Scheme

ARGHA SARDAR Completeness



22 Square Root Commitment Scheme

Proof. We considered the matrix -

T =



w0 w2ℓ/2 w2¨2ℓ/2 ¨ ¨ ¨ w2ℓ´2ℓ/2

w1 w2ℓ/2+1 w2¨2ℓ/2+1 ¨ ¨ ¨ w2ℓ´2ℓ/2+1

w2 w2ℓ/2+2 w2¨2ℓ/2+2 ¨ ¨ ¨ w2ℓ´2ℓ/2+2
...

...
... . . . ...

w2ℓ/2´1 w2ℓ/2+(2ℓ/2´1) w2¨2ℓ/2+(2ℓ/2´1) ¨ ¨ ¨ w2ℓ´1


Now, define T⃗k = (wk, wk+2ℓ/2 , wk+2¨2ℓ/2 , wk+3¨2ℓ/2 , ¨ ¨ ¨ , wk+(2ℓ/2´1)¨2ℓ/2) where k = 0 ¨ ¨ ¨ 2ℓ/2´1.

The commitment to the vector T⃗k using the Multi-Commitment, [Ped91], i.e. T1
k := Com(T⃗k, tk) =

htk d [
Ä2ℓ/2´1

j=0 g
wk+j¨2ℓ/2

j ]. We have L = (χ̌0, χ̌1, χ̌2, ¨ ¨ ¨ , χ̌2ℓ/2´1)

R = (χ̂0, χ̂1¨2ℓ/2 , ¨ ¨ ¨ , χ̂(2ℓ/2´1)¨2ℓ/2) where Li+1 = χ̌i , Rj+1 = χ̂2ℓ/2¨j ; i, j = 0 ¨ ¨ ¨ 2ℓ/2 ´ 1 and
Li+1 ¨ Ri+1 = χi+2ℓ/2¨j. Our first claim is the Matrix L ˆ T ˆ RT = x⃗L ˆ T⃗, R⃗y = xw⃗, χ⃗y = s, the
Inner Product -

L ˆ T ˆ RT = (χ̌0, χ̌1, ¨ ¨ ¨ , χ̌2ℓ/2´1)ˆ



w0 w2ℓ/2 ¨ ¨ ¨ w2ℓ´2ℓ/2

w1 w2ℓ/2+1 ¨ ¨ ¨ w2ℓ´2ℓ/2+1

w2 w2ℓ/2+2 ¨ ¨ ¨ w2ℓ´2ℓ/2+2
...

... . . . ...
w2ℓ/2´1 w2ℓ/2+(2ℓ/2´1) ¨ ¨ ¨ w2ℓ´1


ˆ



χ̂0¨2ℓ/2

χ̂1¨2ℓ/2

χ̂2¨2ℓ/2

...
χ̂(2ℓ/2´1)¨2ℓ/2



=

2ℓ/2´1
ÿ

k=0

χ̌k ¨ wk,
2ℓ/2´1
ÿ

k=0

χ̌k ¨ wk+2ℓ/2 , ¨ ¨ ¨ ,
2ℓ/2´1
ÿ

k=0

χ̌k ¨ wk+(2ℓ/2´1)¨2ℓ/2

ˆ



χ̂0¨2ℓ/2

χ̂1¨2ℓ/2

χ̂2¨2ℓ/2

...
χ̂(2ℓ/2´1)¨2ℓ/2


=

2ℓ/2´1
ÿ

k=0

χ̌k ¨ wk+0¨2ℓ/2 ¨ χ̂0¨2ℓ/2 +
2ℓ/2´1
ÿ

k=0

χ̌k ¨ wk+1¨2ℓ/2 ¨ χ̂1¨2ℓ/2 + ¨ ¨ ¨

+
2ℓ/2´1
ÿ

k=0

χ̌k ¨ wk+j¨2ℓ/2 ¨ χ̂j¨2ℓ/2 + ¨ ¨ ¨ +
2ℓ/2´1
ÿ

k=0

χ̌k ¨ wk+(2ℓ/2´1)¨2ℓ/2 ¨ χ̂(2ℓ/2´1)¨2ℓ/2

=
2ℓ/2´1
ÿ

k=0

χk+0¨2ℓ/2 ¨ wk+0¨2ℓ/2 +
2ℓ/2´1
ÿ

k=0

χk+1¨2ℓ/2 ¨ wk+1¨2ℓ/2 + ¨ ¨ ¨

+
2ℓ/2´1
ÿ

k=0

χk+j¨2ℓ/2 ¨ wk+j¨2ℓ/2 + ¨ ¨ ¨ +
2ℓ/2´1
ÿ

k=0

χk+(2ℓ/2´1)¨2ℓ/2 ¨ wk+(2ℓ/2´1)¨2ℓ/2

=
2ℓ/2´1
ÿ

j=0

2ℓ/2´1
ÿ

k=0

χk+j¨2ℓ/2 ¨ wk+j¨2ℓ/2 =
2ℓ´1
ÿ

i=0

χi ¨ wi = x(w0, ¨ ¨ ¨ , w2ℓ´1), (χ0, ¨ ¨ ¨ , χ2ℓ´1)y = xw⃗, χ⃗y = s

Now, our second claim is, both the V and P holds the same, T1 but their way of computation
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is different. Note, the Matrix L ˆ T =
(
ř2ℓ/2´1

k=0 χ̌k ¨ wk+j¨2ℓ/2

)2ℓ/2´1

j=0
, then we have -

Verifier’s Side T1 =
2ℓ/2´1
ä

k=0
T1

k
χ̌k =

2ℓ/2´1
ä

k=0
tCom(T⃗k, tk)u

χ̌k =
2ℓ/2´1
ä

k=0

#

htk d

[
2ℓ/2´1
ä

j=0
g

wk+j¨2ℓ/2

j

]+χ̌k

=
2ℓ/2´1
ä

k=0

#

htk¨χ̌k d

[
2ℓ/2´1
ä

j=0
g

χ̌k¨wk+j¨2ℓ/2

j

]+
= h

ř2ℓ/2´1
k=0 tk¨χ̌k d

[
2ℓ/2´1
ä

k=0

[
2ℓ/2´1
ä

j=0
g

χ̌k¨wk+j¨2ℓ/2

j

]]

= h
ř2ℓ/2´1

k=0 [tk¨χ̌k] d

[
2ℓ/2´1
ä

j=0
g
ř2ℓ/2´1

k=0

!

χ̌k¨wk+j¨2ℓ/2

)

j

]
= Com

L ¨ T,
2ℓ/2´1
ÿ

k=0

[tk ¨ χ̌k]

 = Prover’s Side T1

2.4.3 Proof of Equality

We are trying to prove, the commitment ṡ will open to v i.e. v = s; gv = gs. So after the
execution of HyraxKZG.(Proof of Equality), the verification holds true, since-

(ṡ m gv)cd d αd =

(
gs ¨ hrs

gv

)cd

d αd = (hrs)cd d hd = h[cd¨rs+d] = hzd

2.4.4 Proof of Dot-Product

We have R⃗ a public vector, T1 a multi-commitment to the vector L⃗ ˆ T⃗ and the commitment to
their innerproduct ṡ = Com

(
x⃗L ˆ T⃗, R⃗y

)
. So after the execution of Hyrax.(Proof of Dot-Product),

the verification holds true, since-

(T1)c
d δ =

Com

L ¨ T,
2ℓ/2´1
ÿ

k=0

[tk ¨ χ̌k]

c

d Com(d⃗, rδ)

=

[
hc¨

ř2ℓ/2´1
k=0 [tk¨χ̌k] d

[
2ℓ/2´1
ä

j=0
g

c¨
ř2ℓ/2´1

k=0

!

χ̌k¨wk+j¨2ℓ/2

)

j

]]
d

[
hrδ d

[
2ℓ/2´1
ä

j=0
gdi

j

]]

=

[
hrδ+c¨

ř2ℓ/2´1
k=0 [tk¨χ̌k] d

[
2ℓ/2´1
ä

j=0
g

di+c¨
ř2ℓ/2´1

k=0

!

χ̌k¨wk+j¨2ℓ/2

)

j

]]
= hzδ d

2ℓ/2´1
ä

j=0
g

zj
j = Com(⃗z, zδ)

The second verification holds true since -
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xR⃗, d⃗y + c ¨ s = xd⃗, R⃗y + c ¨ x⃗L ˆ T⃗, R⃗y

=
A

d⃗ + c ¨ L⃗ ˆ T⃗, R⃗
E

=

C

d⃗ + c ¨

2ℓ/2´1
ÿ

k=0

!

χ̌k ¨ wk+j¨2ℓ/2

)

2ℓ/2´1

j=0

, R⃗

G

= x⃗z, R⃗y

(ṡ)c
d β = (Com(s, rs))

c
d Com(xR⃗, d⃗y, rβ)

= (gc¨s
d hc¨rs) d

(
gxR⃗,d⃗y

d hrβ

)
=
(

gxR⃗,d⃗y+c¨s
d hrβ+c¨rs

)
=
(

gx⃗z,R⃗y
d hzβ

)
= Com(x⃗z, R⃗y, zβ)

2.5 Optimized HyraxKZG

This protocol, gives the freedom to consider the witness matrix, of sizes 2ℓ/m ˆ 2ℓ´ℓ/m for the
parameters m. Here, the Proof-of-Dot Product is replaced with Prooflog-of-Dot-Product, which
reduces the communication complexity to logarithmic in the size of witness.

From the Hyrax side, Prover sends, 2ℓ/m many commitments then performs the Prooflog-
of-Dot-Product by sending 4 + log(2ℓ´ℓ/m) many elements and only 3 elements from the KZG
Side, which is total of O(2ℓ/m) for Communication Complexity.

The Verification time is dominated by the T1 multi-exponentiation of the vector, of length
O(2ℓ/m) and performing the Prooflog-of-Dot-Product, which takes about O(2ℓ+ℓ/m), so total
they both add upto being at least O(2ℓ/2) = O(

a

|w⃗|).
This gives us the same asymptotics like the previous protocol with « 2ˆ less communica-

tion complexity but, with « 3ˆ more Prover’s Time for Computation. Considering the huge
Prover’s time, to construct zkVM (as discussed in the Chapter 3), we will be considering the
previous protocol for linking. [WTS+18]

2.5.1 Protocol
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HyraxKZG : Linking Proof

P(w⃗, h, g⃗, (gαi
)iP[d], N Ð 2ℓ´ℓ/m) V(h, g, g⃗, N Ð 2ℓ´ℓ/m)

A⃗, B⃗ Sample A⃗, B⃗ $
ÐÝ Fℓ

KZG.Commitw(w⃗; A⃗; B⃗)

w(t) Ð

2ℓ´1
ÿ

i=0

wi ¨ χi(A⃗ + B⃗ ¨ t)

KZG.Comw Ð

ℓ
ź

i=0

(
gαi
)wi

KZG.Comw

Hyrax.Commitw̃(w⃗)

T ÐÝ


w0 ¨ ¨ ¨ w(2ℓ´ℓ/m´1)¨2ℓ/m

...
. . .

...
w2ℓ/m´1 ¨ ¨ ¨ w2ℓ´1


T⃗k := (wk, wk+2ℓ/m , ¨ ¨ ¨ , wk+(2(ℓ´ℓ/m)´1)¨2ℓ/m)

for k = 0 ¨ ¨ ¨ 2ℓ/m ´ 1 do

T1
k Ð Com(T⃗k, tk)

(T1
0, T1

1 ¨ ¨ ¨ , T1
2ℓ/m´1)

KZG.Evaluate(w(t); r)

π Ð

ℓ´1
ź

i=0

(
gαi
)qi

; q(t) Ð
w(t) ´ v

t ´ r
; v Ð w(r)

Challenge r

r⃗ Ð A⃗ + r ¨ B⃗
Sample r $

ÐÝ F

Hyrax.Evaluate(w⃗; r⃗)

χ⃗ Ð (χ0 (⃗r), ¨ ¨ ¨ , χ2ℓ´1 (⃗r)); rs
$

ÐÝ t1, ¨ ¨ ¨ qGu

ṡ ÐÝ Com(s, rs); s Ð xw⃗, χ⃗y

v, π; ṡ

L⃗ Ð (χ̌0, ¨ ¨ ¨ , χ̌2ℓ/m´1)

R⃗ Ð (χ̂0, ¨ ¨ ¨ , χ̂(2(ℓ´ℓ/m)´1)¨2ℓ/m)

K⃗ Ð L⃗ ˆ T⃗; rΓ Ð rs +
2ℓ/m´1
ÿ

i=0

ti ¨ χ̌i

T⃗1 Ð Com

K⃗,
2ℓ/m´1
ÿ

i=0

ti ¨ χ̌i


N Ð 2ℓ´ℓ/m; Γ Ð T1 d ṡ

g⃗ Ð N ´ Generators of G

L⃗ Ð (χ̌0, ¨ ¨ ¨ , χ̌2ℓ/m´1)

R⃗ Ð (χ̂0, χ̂1¨2ℓ/m , χ̂2¨2ℓ/m , ¨ ¨ ¨

¨ ¨ ¨ , χ̂(2(ℓ´ℓ/m)´1)¨2ℓ/m)

T1 Ð

2ℓ/m´1
ä

k=0
T1

k
χ̌k

N Ð 2ℓ´ℓ/m; Γ Ð T1 d ṡ

g⃗ Ð N ´ Generators of G
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Hyrax.(Prooflog of Dot-Product)

P.Prooflog of Dot-Product(N, Γ, K⃗, R⃗, g⃗, s, rs) V.Prooflog of Dot-Product(N, Γ, R⃗, g⃗)

(R̂, ŝ, r̂Γ) Ð P.bullet-Reduce(N, Γ, K⃗, R⃗, g⃗, s, rs) (Γ̂, R̂, ĝ) Ð V.bullet-Reduce(N, Γ, R⃗, g⃗)

Sample d1, rδ, rβ
$

ÐÝ F

δ Ð Comĝ(d1, rδ)

β Ð Comg(d1, rβ) β, δ

c1 Sample : c1
$

Ð F

z1 Ð d1 + c1 ¨ ŝ

z2 Ð R̂ ¨ (c1 ¨ r̂Γ + rβ) + rδ
z1, z2

HyraxKZG.bullet-Reduce

Prover (P) Verifier (V)

P.bullet-Reduce(N, Γ, K⃗, R⃗, g⃗, s, rΓ) V.bullet-Reduce(N, Γ, R⃗, g⃗)

if N ?
= 1 then return (R⃗, s, rΓ) if N ?

= 1 then return (Γ, R⃗, g⃗)

rΓ´1 , rΓ+1

$
ÐÝ t1 ¨ ¨ ¨ qGu

Γ´1 Ð hrΓ´1 d gxK⃗1,R⃗2y d

N/2
ä

i=1
gKi

i+N/2

Γ+1 Ð hrΓ+1 d gxK⃗2,R⃗1y d

N/2
ä

i=1
gKi+N/2

i
Γ´1, Γ+1

c Sample : c $
ÐÝ F

Γ1 Ð Γc2

´1 d Γ d Γc´2

+1 Γ1 Ð Γc2

´1 d Γ d Γc´2

+1

R⃗1 Ð c´1 ¨ R⃗1 + c ¨ R⃗2 R⃗1 Ð c´1 ¨ R⃗1 + c ¨ R⃗2

g⃗1 Ð g⃗1
c´1

d g⃗2
c g⃗1 Ð g⃗1

c´1
d g⃗2

c

K⃗1 Ð c ¨ K⃗1 + c´1 ¨ K⃗2

s1 Ð c2 ¨

A

K⃗1, R⃗2

E

+ c´2 ¨

A

K⃗2, R⃗1

E

+ s

r1
Γ Ð

(
rΓ´1 ¨ c2)d rΓ d

(
rΓ+1 ¨ c´2)

Recursion : return

P.bullet-Reduce
(

N
2

, Γ1, K⃗1, R⃗1, g⃗1, s1, r1
Γ

) Recursion : return

V.bullet-Reduce
(

N
2

, Γ1, R⃗1, g⃗1

)
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HyraxKZG.(Proof of Equality)

Prover (P) Verifier (V)

αd Ð hd; d $
ÐÝ F αd

cd Sample cd
$

ÐÝ F

zd Ð cd ¨ rs + d zd

HyraxKZG.(Verify)

Prover (P) Verifier (V)

KZG.Verify

e(KZG.Comw/gv, g) ?
= e(gα/gr, π)

Hyrax.(Prooflog of Dot-Product).Verify

(Γ̂c1 d β)R̂ d δ
?
= (ĝ d gR̂)z1 d hz2

HyraxKZG.(Proof of Equality).Verify

hzd ?
= (ṡ m gv)cd d αd

2.6 Soundness

A proof system (P, V) is Sound if no malicious prover P˚ can convince an honest verifier V
to accept an incorrect statement, except with a negligible probability negl(λ), where λ is the
security parameter. Soundness ensures that the verifier will almost always reject every false
statement. Let’s define it formally, Given a language L -

@x R L, Pr[xP˚, Vy(x) = accept] ď negl(λ)

A proof system (P, V) is said to have knowledge soundness (also known as knowledge ex-
traction) if for any prover malicious P˚ that convinces the verifier V with non-negligible prob-
ability, there always exists an efficient extractor algorithm E that can extract a valid witness w
from P˚ using any transcript x. Formally, we have-

@P˚, if Pr[xP˚, Vy(x) = accept] ě ϵ(λ) ùñ DE : Pr[EP˚

(x) Ñ w⃗ ^ (x, w⃗) P RL] ě ϵ1(λ)

where ϵ(λ) and ϵ1(λ) are non-negligible probabilities, and RL is the relation defining the lan-
guage L.
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Knowledge soundness thus ensures not only correctness of the proven statement but also
that P genuinely knows a valid witness for it.

2.6.1 KZG : Soundness

First let’s define the assumption q-Strong Bilinear Deffie-Hellman (q-SBDH) [KZG10] assump-
tion: Consider the Group G, the generator g and the secret scalar τ which gets deleted after
generating the SRS. Given the SRS, (g, gτ, gτ2

, ¨ ¨ ¨ , gτd
), it cannot compute e(g, g)

1
τ´u for any u.

So to prove the Soundness of the KZG protocol, we will prove using contradiction that, if
x R L then it can’t pass the verification of KZG. Where L is the language of all the valid accepting
transcripts of KZG. Let’s start by assuming x R L i.e. v˚ ‰ f (u) which generates the proof π˚,
but it passes the verification check. i.e.

e
( com f

gv˚ , g
)
= e

(
gτ´u, π˚

)
ðñ e

(
g f (τ)´v˚

, g
)
= e

(
gτ´u, π˚

)
But this claim is not trivial, to prove com f is not a random value, rather there exist an f (τ) such
that com f = f (τ), for that we need the Proof of Knowledge assumption (PoK), which would
be proven later. Please note this f (τ) is extracted from P by rewinding techniques. Suppose
δ = f (u) ´ v˚ then-

ðñ e
(

g f (τ)´ f (u)+ f (u)´v˚

, g
)
= e

(
gτ´u, π˚

)
ðñ e

(
g(τ´u)q(τ)+δ, g

)
= e

(
gτ´u, π˚

)
ðñ e(g, g)(τ´u)q(τ)+δ = e(gτ´u, π˚) ðñ e(g, g)δ =

(
e(g, π˚)

e(g, g)q(τ)

)τ´u

ðñ e(g, g)
δ

τ´u =

(
e(g, π˚)

e(g, g)q(τ)

)
breaks the q-SBDH assumption

2.6.2 KZG : Proof of Knowledge

Unlike basic soundness, which ensures that a cheating P can’t convince V of a false evaluation,
knowledge soundness ensures that P is not simply pretending to commit to a valid object, they
must actually know the polynomial f (x) such that com f = g f (τ). A commitment scheme is
knowledge sound if-

Whenever P outputs a commitment com f that passes all the checks of V , then there
exists an extractor algorithm E that can extract the witness polynomial f (x) from
the prover.
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In the context of KZG, the goal is to extract the coefficients a0, a1, . . . , ad of f (x) = a0 + a1x +
¨ ¨ ¨ + adxd such that:

com f =
d
ź

i=0

(gτi
)ai = g f (τ)

To enforce knowledge soundness, KZG uses the Knowledge of Exponent (KoE) assumption.
For a randomly smapled α

$
Ð F by V , the structured reference string (SRS) is extended to

include-
tg, gτ, gτ2

, . . . , gτd
u, and tgα, gατ, gατ2

, . . . , gατd
u

Then, P computes and sends it to V

com f = g f (τ), com1
f = gα f (τ)

Then, V checks:
e(com f , gα)

?
= e(com1

f , g)

This pairing equation guarantees that both com f and com1
f are consistent with the same ex-

ponent f (τ). Note: this verification check is not included in the original protocol. So, Under
the KoE assumption, it states that-

If a prover outputs com f P G1 using the SRS elements tgτi
u and passes the pairing

check-
e(com f , gα) = e(com1

f , g)

Then there exists an efficient extractor E that outputs the coefficients f (x) =
ř

aixi

such that-

com f =
d
ź

i=0

(gτi
)ai

Thus, P is knowledge-bound to a specific polynomial f (x), even if it is a Cheating Prover
P˚.

Without knowledge soundness:

• A malicious prover could produce a valid-looking commitment com f using only SRS ele-
ments, without ever knowing f (x).

• They could then answer challenges (e.g., evaluations at u) using forgeries or otehr con-
structions, which threatens security of applications like zk-SNARKs, vector commitments,
or data availability proofs.
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2.6.3 Square Root Commitment Scheme : Knowledge Soundness

Theorem 3. Prove that, there exists an efficient extractor which outputs the underlying witness w⃗
of Square Root Commitment Scheme, by rewinding the protocol for 2 ¨ |w⃗| many times, except with
negligible probability.

Proof. Let’s start by defining K̃i, the ith element of the vector K⃗; K̃i =
ř2ℓ/m´1

k=0 χ̌k ¨ wk+i¨2ℓ/m for
i = 0 ¨ ¨ ¨ 2ℓ´ℓ/m ´ 1. For proving the knowledge soundness, we will be constructing an Extrac-
tor(E) which will use rewinding techniques to extract the underlying witness w⃗. Considering
the optimized version of HyraxKZG, after a successful execution of the protocol, let’s rewind
Hyrax.(Prooflog of Dot-Product after the point where P sends β, δ to V . So we get 2 transcripts
with c, c1, z1, z1

1, z2, z1
2, where all these values are observed by the extractor E and furthermore V

has access to R̂, which it returns from V.Bullet-Reduce(N, Γ, R⃗, g⃗) [BBB+18] -

z1 = d1 + c1 ¨ ŝ z1
1 = d1 + c1

1 ¨ ŝ ùñ z1 ´ z1
1 = ŝ ¨ (c1 ´ c1

1) ùñ ŝ =
z1 ´ z1

1
c1 ´ c1

1

z2 = R̂ ¨ (c1 ¨ r̂Γ + rβ)+ rδ z1
2 = R̂ ¨ (c1

1 ¨ r̂Γ + rβ)+ rδ ùñ z2 ´ z1
2 = R̂ ¨ r̂Γ ¨ (c1 ´ c1

1) ùñ r̂Γ =
z2 ´ z1

2

R̂ ¨ (c1 ´ c1
1)

From here, we extracted ŝ, as we know from the properties of Hyrax.(Prooflog of Dot-
Product) that ŝ = K̂ ¨ R̂ . With known values of R̂, ŝ, one can find K̂, where K̂ is the value
of the variable K⃗1 after the last round (i.e. (ℓ ´ ℓ/m)th round) of P.bullet-Reduce. Since K⃗1 =

c ¨ K⃗1 + c´1 ¨ K⃗2, so in the last round, before exiting from P.bullet-Reduce, K⃗1 will be -

K⃗1 =
2ℓ´ℓ/m´1

ÿ

i=0

ζi ¨ K̃i; Where : K̃i =
2ℓ/m´1
ÿ

k=0

χ̌k ¨ wk+i¨2ℓ/m and ζi =
ℓ´ℓ/m
ź

j=1

c
´2¨[i]j+1
j

Where [i]j denotes the jth bit of i from MSB and cj’s are the challenges by V in the jth round
of V.bullet-Reduce(N, Γ, R⃗, g⃗) [BBB+18]. The exponent of cj transforms the, jth bit of i, from
(0, 1) to (1, ´1) respectively, when cj’s from all the rounds are multiplied together, it becomes
the coefficient of K̃ after the termination of V.bullet-Reduce. Finally using 2 transcripts, we get
ŝ
R̂
=

ř2ℓ´ℓ/m´1
i=0 ζi ¨ K̃i, where ŝ, R̂, ζ1

is are all known.
After the termination of Hyrax.(Prooflog of Dot-Product), the Extractor again rewinds the

function, which makes V.bullet-Reduce to re-run again, generating a new set of challenges cj’s.

Yielding a different set of ŝ(2), R̂(2), ζ
(2)
i , but keeping the values χ⃗, L⃗, R⃗, ṡ, K̃i the same. When

again re-winded after the point where P sends β, δ to V in the function Hyrax.(Prooflog of

Dot-Product), gives the result ŝ(2)
R̂(2) =

ř2ℓ´ℓ/m´1
i=0 ζ

(2)
i ¨ K̃i. Therefore, using 4 transcripts, we get 2

equations ŝ(h)
R̂(h) =

ř2ℓ´ℓ/m´1
i=0 ζ

(h)
i ¨ K̃i, for h = 1, 2.

To solve this system of linear equations, one needs to have 2ℓ´ℓ/m sets of ŝ(h), R̂(h), ζ
(h)
i . As

seen earlier, using 4 transcripts one gets 2 equations, so generalizing this idea, using 2 ¨ 2ℓ´ℓ/m
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transcripts one gets ŝ(h)
R̂(h) =

ř2ℓ´ℓ/m´1
i=0 ζ

(h)
i ¨ K̃i, for h = 1 ¨ ¨ ¨ 2ℓ´ℓ/m equations. Which is used to

extract the vector K⃗, using-


K̃0

K̃1
...
˜K2ℓ´ℓ/m´1


2ℓ´ℓ/mˆ1

=


ř2ℓ/m´1

k=0 χ̌k ¨ wk+0¨2ℓ/m
ř2ℓ/m´1

k=0 χ̌k ¨ wk+1¨2ℓ/m

...
ř2ℓ/m´1

k=0 χ̌k ¨ wk+(2ℓ´ℓ/m´1)¨2ℓ/m


2ℓ´ℓ/mˆ1

=


ζ
(1)
0 ζ

(1)
1 ¨ ¨ ¨ ζ

(1)
2ℓ´ℓ/m´1

ζ
(2)
0 ζ

(2)
1 ¨ ¨ ¨ ζ

(2)
2ℓ´ℓ/m´1

...
... . . . ...

ζ
(2ℓ´ℓ/m)
0 ζ

(2ℓ´ℓ/m)
1 ¨ ¨ ¨ ζ

(2ℓ´ℓ/m)

2ℓ´ℓ/m´1


´1

2ℓ´ℓ/mˆ2ℓ´ℓ/m

ˆ


ŝ(1)
R̂(1)

ŝ(2)
R̂(2)

...
ŝ(2

ℓ´ℓ/m)

R̂(2ℓ´ℓ/m)


2ℓ´ℓ/mˆ1

Hence, using 2 ¨ 2ℓ´ℓ/m transcripts, E extracts the vector K⃗ = (K̃1, K̃2, ¨ ¨ ¨ K̃2ℓ´ℓ/m´1). To ex-
tract w⃗, E rewinds from the point where V sends a challenge r, yielding a new set of χ, L⃗, R⃗, ṡ, K̃i

but keeping the witness vector same. Generalizing the idea of repeated rewinding, using total
of 2 ¨ 2ℓ´ℓ/m ¨ 2ℓ/m = 2 ¨ 2ℓ = 2 ¨ |w⃗| transcripts, E extracts 2ℓ/m equations K̃(h1)

i =
ř2ℓ/m´1

k=0 χ̌
(h1)
k ¨

wk+i¨2ℓ/m @ i P t0, ¨ ¨ ¨ , 2ℓ´ℓ/m ´ 1u, h1 P t1, ¨ ¨ ¨ , 2ℓ/mu. To extract the witness from the system of
equation, E computes-


w0 w1¨2ℓ/m ¨ ¨ ¨ w(2ℓ´ℓ/m´1)¨2ℓ/m

w1 w1¨2ℓ/m+1 ¨ ¨ ¨ w(2ℓ´ℓ/m´1)¨2ℓ/m+1
...

... . . . ...
w1¨2ℓ/m´1 w2¨2ℓ/m´1 ¨ ¨ ¨ w2ℓ´1


2ℓ/mˆ2ℓ´ℓ/m

=


χ̌
(1)
0 χ̌

(1)
1 ¨ ¨ ¨ χ̌

(1)
2ℓ/m´1

χ̌
(2)
0 χ̌

(2)
1 ¨ ¨ ¨ χ̌

(2)
2ℓ/m´1

...
... . . . ...

χ̌
(2ℓ/m)
0 χ̌

(2ℓ/m)
1 ¨ ¨ ¨ χ̌

(2ℓ/m)

2ℓ/m´1


´1

2ℓ/mˆ2ℓ/m

ˆ


K̃(1)

0 K̃(1)
1 ¨ ¨ ¨ K̃(1)

2ℓ´ℓ/m´1

K̃(2)
0 K̃(2)

1 ¨ ¨ ¨ K̃(2)
2ℓ´ℓ/m´1

...
... . . . ...

K̃(2ℓ/m)
0 K̃(2ℓ/m)

1 ¨ ¨ ¨ K̃(2ℓ/m)

2ℓ´ℓ/m´1


2ℓ/mˆ2ℓ´ℓ/m

2.6.4 Linking : Soundness

For proving the soundness of Linking between 2 polynomial commitment schemes, we will be
using the method of contradiction. Let’s start by assuming s ‰ v, but it still passes the Verifica-
tion of V (i.e. HyraxKZG.(Proof of Equality).Verify), where v = w(r) and s = xw⃗, χ⃗(⃗r)y. Let,
Com(v, rs) = ṡ1 and Com(s, rs) = ṡ, since the underlying Commitment scheme is assumed to
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be binding, so enforcing v ‰ s ùñ ṡ1 ‰ ṡ. But since, by our assumption the Verification (i.e.
HyraxKZG.(Proof of Equality).Verify) holds true, then -

hzd = (ṡ m gv)cd d αd ùñ hcd¨rs+d =

(
ṡ m

(
gv d hrs

hrs

))cd

d hd
ùñ hcd¨rs =

(
ṡ m

(
ṡ1

hrs

))cd

hcd¨rs =

(
ṡ d

(
hrs

ṡ1

))cd

ùñ hcd¨rs =

(
ṡ
ṡ1

)cd

d hcd¨rs ùñ 1 =

(
ṡ
ṡ1

)cd

ùñ ṡ = ṡ1

Under the assumption that no nontrivial roots of unity exist in the prime-order groups G1, G2,
we derive a contradiction, namely : ṡ1 = ṡ, which violates the binding property of the under-
lying commitment scheme. Hence, our initial assumption was false, so if the Verification of
HyraxKZG.(Proof of Equality).Verify passes, then s = v, which ensures the soundness of link-
ing proof.

2.6.5 HyraxKZG : Soundness

Theorem 4 (Soundness). The linking proof, HyraxKZG when instantiated with parameter generation
via, KZG’s SRS under the assumption of q-Strong Bilinear Diffie–Hellman (q-SBDH). Then, for any
PPT adversary A, the probability that A produces a commitment c, for the challenge x, and two different
openings (x, yKZG, πKZG), (x⃗, ẏHyrax, πHyrax) with y ‰ Open(ẏHyrax) such that both

VerifyKZG(ppKZG, c, x, yKZG, πKZG) = 1 and VerifyHyrax(ppHyrax, c, x⃗, ẏHyrax, πHyrax) = 1

is negligible in the security parameter.

Proof. We start by defining a language which consists of all valid transcripts accepted by HyraxKZG-

LHyraxKZG = tx : D w⃗ such that v = w(r) and s = xw⃗, χ⃗(⃗r)y ùñ v = s; @ r P Fu

Let, x be the transcript, if x P LHyraxKZG the prover can provide valid proofs and evaluation for
both the commitments and proves both the commitments evaluate to the same value at some
random point r. If x R LHyraxKZG no single witness w⃗ correctly opens both the commitments to
the same evaluations or does not evaluates to the same value, at some random point r.

Soundness Goal : If statement x is false (i.e. x R LHyraxKZG) V cannot be convinced except
with a negligible probability : Pr

[
HyraxKZG accepts x|x R LHyraxKZG

]
ď negl(λ).

Now, Let’s breakdown the Verification into 3 Sub-Events

• KZG verification (KZG.Verify) accepts (for v = w(r))

• Square Root verification (Hyrax.(Prooflog of Dot-Product)) accepts (for s = xw⃗, χ⃗(⃗r)y)
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• HyraxKZG linking verification (HyraxKZG.(Proof of Equality).Verify)
accepts (for v = s)

Thus, formally, by the union bound (a very conservative upper bound), we have-

Pr
[
HyraxKZG accepts x | x R LHyraxKZG

]
ď Pr[(KZG.Verify) accepts x | v ‰ w(r)]

+ Pr
[
(Hyrax.(Prooflog of Dot-Product).Verify) accepts x | s ‰ xw⃗, χ⃗(⃗r)y

]
+ Pr[(HyraxKZG.(Proof of Equality).Verify) accepts x | v ‰ s]

From Definition 9 of [Lin01], if Knowledge soundness holds for all x P L then, it implies Sound-
ness. As, the existence of an extractor (E) was proven in Section 2.6.2 for KZG and in Section
2.6.3 for Square Root Commitment Scheme, and using the above property from [Lin01] we con-
clude that, Soundness holds for both the Polynomial Commitment Schemes. Furthermore, from
Section 2.6.5, we conclude that the soundness of the linking proof holds under the assumption
that no nontrivial roots of unity exist. Putting everything together, we conclude that soundness
holds for the linking proof HyraxKZG -

Pr[(KZG.Verify) accepts x | v ‰ w(r)] ď negl(λ)

Pr
[
(Hyrax.(Prooflog of Dot-Product).Verify) accepts x | s ‰ xw⃗, χ⃗(⃗r)y

]
ď negl(λ)

Pr[(HyraxKZG.(Proof of Equality).Verify) accepts x | v ‰ s] ď negl(λ)

ùñ Pr
[
HyraxKZG accepts x | x R LHyraxKZG

]
ď negl(λ) + negl(λ) + negl(λ) ď negl(λ)
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Chapter 3

Applications of Linking Framework

3.1 Constraint Satisfaction Problems

3.1.1 Constraint Satisfiability (CSPs)

A constraint satisfaction problem (CSP) is a fundamental framework in theoretical CS, that gen-
eralizes many classical problem into a decision problem. Formally, a CSP instance consists of
the following setup - A finite set of variables X = tx1, x2, . . . , xnu, with a finite alphabet Σ (i.e.
t0, 1u for Boolean CSPs), and a set of constraints C = tC1, . . . , Cmu, where each Cj is a predicate
Cj : Σkj Ñ t0, 1u acting on a subset of k j variables. [Tha17]

The problem is to decide whether D an assignment a⃗ P Σn such that Cj (⃗a|vars(Cj)
) = 1 @j P [m].

Example : The Boolean SAT problem, where Σ = t0, 1u and each constraint is a Boolean
clause.

3.1.2 Boolean Satisfiability and Circuit SAT

Boolean Satisfiability : The (SAT) problem asks whether for a given Boolean formula φ(x1, . . . , xn)

either there exists a satisfying assignment or not. This is considered as the first known problem
of NP ´ complete and it can be viewed as a CSP where each constraint corresponds to a clause
of φ. [BSCGT13]

Circuit Satisfiability : For the instance of a Boolean circuit C : t0, 1un Ñ t0, 1u (composed
of logic gates) the (CSAT) problem asks whether there exists an input a⃗ P t0, 1un such that
C(⃗a) = 1. CSAT is also NP-complete problem and acts as an important tool in many reductions.
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3.1.3 Algebraic CSPs and Arithmetization

CSPs are often encoded in terms of algebraic structures which enable verifiability for advanced
proof systems.

Algebraic CSPs : For a finite field F, an (ACSP) has a set of variables x1, . . . , xn P F and a
bounded degree polynomial constraints P1, . . . , Pm : Fn Ñ F. We say the instance is satisfiable
if D a vector a⃗ P Fn such that Pj (⃗a) = 0 @ j P [m]. [Tha17, BSCGT13]

Arithmetization of CSPs. The process to convert Boolean CSPs (over t0, 1u) into algebraic
CSPs over a finite field, this is done by mapping variables and constraints into the polynomial
equations. This plays an important role in the construction of probabilistically checkable proofs
(PCPs).

3.2 Random Access Machines

RAMs is a theoretical and computational model, which closely resembles the structure of real
computers. It acts as an efficient target for compiling high level programming languages, and
also acts as a starting point for many reductions to CSPs. It captures the efficiency and structure
of compiled machine level programs in modern architectures like RISC-V. It generalizes the
Turing machine by allowing direct random access to the memory cells. [BSCGT13, Tha17]

3.2.1 Definition

Random-Access Machine : RAM is a tuple M = xw, k,A, Cy, where:

• w P N is the width of the registers in bits,

• k P N is the number of local registers,

• A is a finite set of predefined arithmetic operations ( a P A is a function a : t0, 1uw ˆ

t0, 1uw Ñ t0, 1uw),

• C = (I0, I1, . . . , In´1) is a finite sequence of n ď 2w instructions, which specifies an opera-
tion on registers/memory.

Machine State At any point of time, a RAM maintains -

• A vector of k registers r = (r0, r1, . . . , rk´1), each block holding a w-bit word

• A program counter pc P t0, 1uw, containing the address to the next instruction

• A memory array M with random access, which maps 2w addresses to w-bit words

• 2 read only input tapes (A,B) and a write only output tape
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RAM Instructions Instructions might include-

• load i, j: rj Ð M[ri]

• store j, x: M[rj] Ð x

• readA i: read next w bits from the input tape A into ri

• readB i: read next w bits from the input tape B into ri

• Arithmetic: Perform Arithmetic ri Ð a(x, y) for a P A and x, y registers.

• Jumps and conditional branches: je i, c (jump if ri = 0 to instruction c),

• Output- out s (s P taccept, rejectu and halt).

3.2.2 RAM Computations

Given a RAM model, M = xw, k,A, Cy, a state configuration is a tuple-

S = [pc, r0, r1, . . . , rk´1]

with pc P t0, 1uw and rj P t0, 1uw for 0 ď j ă k. A RAM computation on input x and witness
w is a sequence of instruction executions (S0, S1, . . . , ST´1), combined with memory handling
and tape positions, such that S0 is the initial state where all registers and pc are set to zero.
At successive each steps, Si+1 is obtained from Si by executing C[pci], by modifying registers,
memory, and pc. Sequential reading of Input tapes and, corresponding output is written to the
output tape. Computation halts when an out instruction is executed. [BSCGT13, Tha17]

3.3 zk-Virtual Machines

Recent advancements in cryptographic proof systems have led to the development of zero-
knowledge virtual machines (zkVMs). These machines represents a new way of building general
purpose zero-knowledge proving systems. It tries to bridge the gap between Domain-specific
ZK circuits (DSL) and universal circuits. It does this by adding a virtual machine layer that
separates the application logic from the underlying cryptographic methods[FF]

The zkVM model improves the ZK landscape in many ways-

• Security and Correctness- Verification logic in the VM, makes formal verification much
easier, which helps to reduce the chance of bugs.

• Ecosystem Interoperability- The abstraction layer allows for interaction between differ-
ent applications, creating a strong ecosystem of ZK-enabled systems. Enabling, Develop-
ers to build applications, using high-level languages and the existing toolchains.
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3.3.1 zkVM System Architecture

A zkVM-based zero-knowledge proving system includes the following main components: end-
user programs in a high-level language, which are compiled into bytecode or instructions for
the virtual machine. The VM provides a deterministic computational model that details in-
struction semantics, memory layout, and I/O mechanisms. You build a cryptographic proof
system that verifies the correctness of the VM executing on certain inputs, which usually gen-
erate succinct, zero-knowledge proofs that can be verified by any third party. [Tha17]

In our construction, we need to keep in mind there are 2 significant steps, while making a
zkVM.-

1. Correct Instruction execution. i.e. We need to prove that the Machine, correctly applied
the state transition function on statei´1 using instruction instj to get the new statei. Also,
we need to prove that the instruction was applied on the most updated memory cell.

2. Next we need to prove that, the instruction that was applied on on statei´1 during the
ith step is the same instruction that was applied on the ith step in the machine level code.
Furthermore, that instruction must come from a pre-defined, instruction set.

Our Linking proof takes the advantage of HyraxKZG framework, to speed up the step 2
process. If we look at other implementations of zkVM’s which uses a lookup to search the
committed instruction from the instruction table. Like, Jolt [AST24] which is a universal circuit,
meaning one circuit which works for all RISC-V programs running up to some time bound
T. The backend of [AST24] uses Lasso [STW24] which is a lookup argument for proving the
validity of the lookups. Or some other, zkVM realisations like Dora [GHAK24]. The above
mentioned 2 checks are built into the circuit, and can’t be used outside of that. Or consider
other zkVM Constructions where, the execution trace is proved using Refutations. The whole
trace is first converted into SMT logics and then one starting assumption is negated, and fed
into a SMT Solver like Z3 [dMB08]. If Z3 doesn’t finds a solution, then it outputs a refutation
proof, the whole traces could be converted into ZK [LKA+24]. But what we want is to break
the big computation into small sub-computations and link them using the linking proofs. Our
initial idea is motivated from the TinyRAM’s construction [BSCG+13].

3.4 Computer Programs to Circuits

We convert a high level computer program into an instance of CSP, which is (C, x, y), where C
is a circuit, x is the public input, and y is the output. It offers many advantages while designing
efficient interactive proof systems.

Let a program P runs in time T on input x and produces output y. These classes of compu-
tation can be encoded in the form of a circuit C of size approximately T and depth nearly equal
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to log T, such that the program’s correctness (i.e., P(x) = y) is equivalent to the existence of a
witness w satisfying C(x, w) = y. Here, the witness w represents the transcript of the program’s
execution. [Tha17]

This transformation is advantageous because it enables the application of IP protocols. In
particular, one can apply the Hyrax[WTS+18] protocol to efficiently prove that C(x, w) = y,
using only limited information about w. While w itself may be very large (proportional to
length of T), commitment schemes allow the prover to commit to w, and only reveal specific
evaluations when required by the protocol.

Instead of sending the whole witness w, the prover commits to the entire witness to make
it a much shorter representation of it, like a multilinear polynomial extension of rw. During
the protocol, the verifier only asks for the evaluation of rw at a random point of the multilinear
polynomial, which decreases the the verifier’s workload signficantly. As a result, the verifi-
cation process becomes very optimal. The verifier’s time is linear in the input size, while the
prover’s time is related to the program’s runtime. [Tha17]

3.5 Transformation

The main idea in the transformation, is adapted from [BSCGT13, BSCG+13]. The transcript
describes the changes to M’s configuration at each step of its instruction execution,i.e. for each
step i that M takes, the transcripts stores the value of each registers and the PC at the end of
step i. Since M has only O(1) registers for storage, the transcripts can be defined using O(T)
many ”words” [BSCGT13]. Now, The circuit C will simply check that w is indeed the transcript
of M’s execution on input x, and if this check accepts, then the circuit C outputs the same value
as the machine M does according to the ending configuration in the transcript. If the check
fails, circuit C outputs a special rejection symbol (bot). [BSCGT13]

3.6 State Transition Proof

The main objective of the circuit is to check for validity ensuring two main properties - time
consistency, that the state of the machine at step i logically follows from the state at step i ´ 1;
and memory consistency - for every memory read operation, the returned value matches the
most updated write to that memory location. [BSCGT13]

To enforce time consistency, the circuit models the transition function of the RAM as a
small but regular sub-circuit. This sub-circuit is then correspondingly applied to each entry i
in the transcript to check whether that its output matches with the entry at i + 1 position of the
transcript. [BSCGT13]

For memory consistency, the circuit permutes the transcript according to memory locations,
the ties are broken using timestamps. Once reordered, the circuit can efficiently verify that
every read from a memory location yields the last value written to that location. [BSCGT13]
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It is important to note that all the O(T) time-consistency checks and, O(T) memory-consistency
checks can be executed [Ben65, Lei91] in parallel, which ensures that the depth of the circuit C
remains polylogarithmic of size T.

A routing network is as a graph consisting a set of T source vertices and a corresponding
set of T sink vertices, with 2 inward edges and 2 outward edges, with log(T) many layers
inbetween and T many nodes each. The network is built such that, for any perfect matching
between sources and sinks, D a collection of node-disjoint paths connecting each source to its
designated sink. The routing network implemented in the circuit C is based on a De Bruijn
graph [Ben65, Wak68, Lei91] G. The graph G is structured with ℓ = O(log T) layers, each
containing T nodes. It satisfies the following properties -

Property 1: For any specified permutation of the sources, an associated routing can be computed in
O(|G|) = O(T ¨ log T) time using the derived routing algorithms. [Wak68, Lei91]

Property 2: The multilinear extension of the wiring predicate of G can be calculated in poly-logarithmic
time. Here, the wiring predicate of G refers to the Boolean function (analogous to the
functions addi and multi in the Hyrax [WTS+18] protocol) which takes as input the la-
bels (a, b, c) of three nodes in G and returns 1 iff b and c are the in-neighbors of a in
G.[Wak68, Lei91]

The circuit C shows a highly regular wiring pattern characterized by some big structural
repetition. This inherent data parallelism (Property 2 of G, which ensures that the sorting sub-
circuit also shows a regular and efficient wiring structure) allows to compute the multilinear
extensions Ąaddi and Ćmulti within polylogarithmic time.

As a result, the application of the Hyrax [WTS+18] protocol (in combination with Square
Root commitment scheme [WTS+18], as discussed previously) allows the verifier to execute
in time O(n + log(T)), without ever examining the gates of C individually. Furthermore, the
prover can efficiently generate both the entire circuit C and the witness w, and perform next op-
erations the Hyrax [WTS+18] protocol for C(x, w) in a total time of T

(
|CTF| + |CMC| + O((log T)2)

)
.

[BSCGT13, BSCG+13]

3.7 State Membership Proof

To prove that, the same instruction was applied on the ith Step of the proof generation, we will
be using the Linking Proof to bind the two distinct paradigms. After generating the proof of
the circuit satisfiability, using Hyrax [WTS+18], note that a subset of the execution trace is com-
mitted using a multi-linear commitment scheme which is Square Root Commitment [WTS+18]
Scheme. So, we have the Prover handling 2 blocks, One Block which is Hyrax and the other
block which is doing the KZG [KZG10] part.
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First the column, containing opcodes from the execution table is lifted and for each row,
we have t2+k¨i = insti, representing the ith instruction, this runs for ℓ many instructions of the
execution trace. Note, 2 is considered just a general address, from where opcodes might start,
because it is generally assumed to be beside PC, and k is the length of each row, in the execution
trace.

Now we will be building a sub witness, out of the execution trace. To do that, the prover first
samples 2 vectors A⃗ and B⃗ each of length O(log(T)) and sends them to the KZG part [KZG10].
The sub-witness will be built in such a way that, A⃗ + B⃗ ¨ n will be mapped using an efficient
memory mapping function for all n P [ℓ]. This is done to map the vector in a 1 ´ D tape. Then
we have MEMmap(A⃗ + B⃗ ¨ n) Ð instn @ n P [ℓ] and all other MEMmap(⃗r) Ð 0. This creates
a Sparse Matrix (In abstract Sense). Now, this sub-witness is used by the KZG part [KZG10]
along with the previously sampled randomness, to build a univariate polynomial out of it and
the Hyrax part uses the Sparse Matrix to build it’s Multi-linear Polynomial.

For any randomly chosen r from [ℓ], we have w(r) from the KZG Part, which is equal to the
Com(w̃(A⃗ + B⃗ ¨ n)). Opening the commitment, would yield the same underlying instruction
queried using the randomness. Now to verify this, the resultant instruction is matched with
ROM[PCr] and plugged into the Bayer Groth [BG13] Style polynomial f (w(r)) to check for 0.
Where each roots of is an Instruction. ROM[PCr] is the r operation/instruction in the Public
Machine Level Code. As said earlier this was done to check whether the rth operation in the
Machine Level’s code matches with the rth operation in ZK environment. Now, this sampling
verification is repeated for many times, to amplify the the probability, of soundness. This com-
pletes the 2 important building blocks of zkVM. The above mentioned design is explained here
below.

Figure 3.1: Linking in zkVM
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