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Abstract

Boolean functions are fundamental to computation and presently play a crucial role
in quantum information processing. This thesis presents two facets of Boolean func-
tions in the context of quantum computing: (I) extending and applying the theoretical
framework of Forrelation to cryptographic analysis, and (II) designing efficient quantum
circuits for multi-controlled Toffoli gates and Boolean circuit implementations.

Given two Boolean functions f and g, Forrelation, introduced by Aaronson (2010),
measures the correlation between the truth table of f and the Walsh-Hadamard trans-
form of g at the corresponding points. Here, we revisit the Forrelation framework to
study several cryptographically significant spectra of Boolean functions, namely, the
Walsh-Hadamard, the crosscorrelation, and the autocorrelation spectra.

We begin with adapting the 3-fold Forrelation formulation to sample the Walsh
transform values, achieving a constant-factor improvement in query complexity over the
Deutsch-Jozsa algorithm. This has direct applications in resiliency checking. Build-
ing on this, we propose a technique to estimate the crosscorrelation (and thereby the
autocorrelation) at any desired point. Furthermore, we present, to the best of our
knowledge, the first constant-query algorithm for sampling from the complete spectrum
of crosscorrelation (and consequently, autocorrelation) using Forrelation. Next, we in-
troduce nega-Forrelation, a variant based on the nega-Hadamard transform, and develop
efficient quantum algorithms to estimate and sample from the nega-Hadamard and nega-
crosscorrelation spectra. We further connect the hidden shift finding algorithm for bent
functions (Rotteler, 2010) with the Forrelation algorithm and extend it to the case of
negabent functions. Later, we generalize these cryptographic spectra and the Forrelation
formulations for any natural number m, identifying the Forrelation and nega-Forrelation
as special cases, and propose quantum algorithms towards their estimation.

In a related direction, we focus on the efficient implementation of multi-controlled
Toffoli (MCT) gates, specifically optimizing the T depth, which is a crucial parameter for
reducing circuit latency on near-term quantum devices with limited coherence times. We
present an explicit trade-off between the Toffoli depth and the number of clean ancilla
qubits, extending the conditionally clean ancilla technique. Further, we prove that the T
depth in the Clifford4+T decomposition of an n-MCT gate, via Toffoli, is lower bounded
by [log, n], achieved through a complete binary tree structure. Later, we generalize the
result to show that any arbitrary n-input, m-output Boolean function (specified by its
Algebraic Normal Form) can be implemented with a quantum circuit having optimal T
depth [log, k|, where k represents the algebraic degree of the function, which is upper
bounded by the number of input variables n. This result has significant implications in
S-box design and quantum implementations of block ciphers, such as AES.

Keywords. Autocorrelation, Boolean function, Crosscorrelation, Forrelation, Nega-
Forrelation, Quantum Algorithms, Quantum Circuits, T depth, Toffoli decomposition,
Walsh-Hadamard transform
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Chapter 1

Introduction

In this thesis, we study several combinatorial and algorithmic issues related to Boolean
functions where the computing model is quantum. It is needless to mention that the
Boolean functions are the most fundamental components in the domain of computing
and communication science. There are analog quantum computers, for example, differ-
entiator or integrator, that are primarily designed with operational amplifiers and based
on active components like transistors and passive elements like resistances, capacitors,
and inductors. However, the advent of digital circuits based on Boolean algebra revo-
lutionized the world of computation. That is where the Boolean functions contributed
at the most fundamental level of digital computers. The zeros and ones became the
language of discrete mathematics. The theoretical work of George Boole appeared in
the mid-nineteenth century, and the early twentieth century had seen the development
of theoretical computer science spearheaded by Alan Turing, John von Neumann, and
many other eminent scientists. Since then, we have experienced the tremendous devel-
opment of computing and communication for more than a century.

The early twentieth century has also seen the fundamental concepts of quantum
physics pioneered by Niels Bohr, Erwin Schrodinger, Werner Heisenberg, Max Born,
Paul Dirac, and other famous physicists. However, the computational model received
a formal treatment in the early eighties only. Then, in quick succession, the power
of quantum computation could be understood by the works of Deutsch-Jozsa [27], Si-
mon [88], Shor [87], and Grover [49]. In particular, the work of Shor [87] in the nineties
could demonstrate that given a quantum computer, factorization can be efficiently ex-
ecuted in polynomial time. This result had a devastating effect on classical public key
cryptosystems that are based on the hardness of factorization or discrete log problems.
Fortunately, commercial quantum computers at some reasonable cost are still elusive.
However, it is now very clear that one requires a new set of algorithms to be used in
the public key paradigm once the Y2Q (the year to achieve a reasonably performing
quantum computer) arrives.

It should be noted that the works of Deutsch-Jozsa [27], Simon [88], Shor [87], and
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Grover [49] involve fundamental ideas related to Boolean functions. These works have
shown the quantum supremacy over the classical model. In this direction, Aaronson
et. al. have shown that the “Forrelation” formulation related to a Boolean function
can achieve further separation between quantum and classical domains. This concept
was first introduced in [1] and then was used to obtain the seminal result [2] related to
quantum supremacy. More formally, it has been shown that the Forrelation problem has
constant versus exponential query complexity separation in the bounded error quantum
and the probabilistic classical model [2]. Our work is motivated by this Forrelation
problem, which considers the correlation between the Walsh-Hadamard Transform of a
Boolean function and its Truth Table. While we do not get into complexity theoretic
treatment, we have looked into the Forrelation-related techniques provided by Aaronson
et. al. and studied them in depth towards application in the study of Walsh as well as
autocorrelation spectra of Boolean functions. The first three contributory chapters of
this thesis consider the problems in this direction, which we will describe in more detail
in Section 1.1.

It is well known that the actual implementations of the Boolean functions require
logic gates. The most fundamental result in this direction explains how any Boolean
function on a large number of variables can be implemented using certain kinds of small
gates. For example, the set of two-input one-output AND, OR gates, and one-input
one-output NOT gate (required many) can be used to realize any combinational circuit.
It is also known that such gates can be implemented only by using two-input, one-output
NAND or NOR gates. Consequently, any Boolean function can be implemented using
only NAND or NOR gates, and these are known as universal gates.

The bits in the classical domain get generalized to the quantum domain as qubits.
We will discuss the qubits in more detail in the background chapter (Chapter 2). In
the quantum domain, an n-input n-output quantum gate can be seen as a 2" x 2"
complex unitary matrix. It is also known by the Solovay-Kitaev theorem (we refer
to the famous book [71] for an in-depth understanding of quantum computation and
information) that any quantum gate can be approximated with arbitrary precision by
a sequence of gates from a universal gate set, and this approximation can be found
efficiently. One such example in the quantum domain is the set of T, Hadamard, phase,
and CNOT gates. Another popular gate that can be accommodated in the universal set
could be the multi-controlled Toffoli, which can be implemented using Clifford+T gates.
In this regard, one important question is quantifying the trade-off between the Toffoli
depth and the number of clean ancilla qubits. Quantum circuits with less depth are
always recommendable as the error propagation will be less in Noisy Intermediate Scale
Quantum (NISQ) computing. On the other hand, it is clear that lowering the depth will
require a large number of ancillas. We look into the problem of concrete quantification of
this trade-off. Towards a further generalization, we study the optimal T depth quantum
circuits for evaluating any arbitrary n-input m-output Boolean function of algebraic
degree k < n. That is, our thesis revolves around the concepts of Boolean functions



from two related directions of the quantum paradigm.

To summarize, this thesis explores two closely related directions within the quantum
paradigm: the analysis of quantum algorithms, including Forrelation, nega-Forrelation,
and generalized Forrelation, and the design of complex quantum circuits, such as MCT
decomposition and Boolean circuit implementation. These two directions are unified
through the theory of Boolean functions. A schematic overview of the thesis contribu-
tions is presented in Figure 1.1.

Quantum Algorithms
) Nega Generalized
Forrelation Forrerntion Forrelation

4

Analysis of a few
Quantum Algorithms
and Circuits related to

Boolean Functions

v

Multi-controlled Toffoli Optimal T depth
Decomposition Boolean Circuits

Quantum Circuits

Figure 1.1: Thesis summary.

In the next section, we elaborate on our exact contributions with further details while
explaining the organization of the thesis.

1.1 Thesis plan

In the next chapter (Chapter 2), we provide all the necessary background material in
detail. However, as we present our contributions throughout this thesis, we will also
introduce a few relevant definitions and briefly describe the existing works as required.

We begin with the definition of a Boolean function.

An n-input, m-output Boolean function is a mapping f : {0,1}" — {0,1}", where
f takes an n-bit input and produces an m-bit output.
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The set of all n-input, m-output Boolean functions is denoted by B". For a large
part of this thesis, we focus on the case where m = 1. It is evident that any n-input,
m~output Boolean function can be viewed as m separate n-input, single-output Boolean
functions. Since the truth table of an n-input, m-output Boolean function contains 2"
outputs, each of length m bits, the total number of such functions is 2™2". For m = 1,
B! = B,,, and the corresponding cardinality is given by 22".

1.1.1 Contribution 1: Quantum algorithms in exploring Boolean
functions’ spectra using Forrelation

In our first contributory chapter (Chapter 3), we revisit quantum Forrelation algorithms
to evaluate some of the well-known, cryptographically significant spectra of Boolean
functions, namely the Walsh—Hadamard spectrum, the crosscorrelation spectrum, and
the autocorrelation spectrum. Forrelation (short form of Fourier-correlation), introduced
by Aaronson in 2010, is formally defined as follows.

Definition 1.1.1. Given oracle access to fi, fa € B, the (2-fold) Forrelation is a mea-
sure of correlation between the truth table of fi and the corresponding Walsh- Hadamard
spectrum of fo, formulated as

1 X1 1 1{(X1 X1:X2 2(X2
Chpe =5, > (=i )WfQ(X1>:W Y. (e ()t

x1€{0,1}" x1,x2€{0,1}"

This formulation can be further extended for any k(> 2) € N many Boolean functions
fi, fa, oo, fx € By, known as the k-fold Forrelation.

1 X X1 -X X X X X
T =P Z (_1)f1( 1)(_1) 1 2(_1)f2( 2) (_1) k-1 k(_l)fk( k)

X17...,Xk6{0,1}n

From the definition, it is straightforward to observe that —1 < & ¢ < 1. Given
oracle access to k Boolean functions, Aaronson et al. [2] proposed two efficient quantum
algorithms to estimate @,y , one utilizing k sequential queries and the other requiring
only [%] parallel queries.

In this chapter, we begin with connecting the 2-fold Forrelation formulation with
the bent duality-based promise problems as desirable instantiations. Next, we focus on
the 3-fold Forrelation formulation, which serves as a unifying framework for evaluating
various spectra of Boolean functions, producing the most significant results from this
chapter. Specifically, we show that the 3-fold Forrelation for functions fi, fo, f3 € B,
can be expressed as

1 X
Chiosts = Saara > (=)W ()W, (x).

xe{0,1}n
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Given a set of points S C {0,1}", we fix fi = f3 = f and design f; such that
fa(x) = 1 if and only if x € S, and 0 otherwise. This setup allows us to estimate
the Walsh-Hadamard spectrum of f at the points in S using the 3-fold Forrelation algo-
rithm, achieving a higher sampling probability compared to the standard Deutsch—Jozsa
algorithm. By employing a similar framework, where f5(x) = 1 if and only if wt(x) < m,
and 0 otherwise, we achieve a constant advantage in query complexity over the method
proposed in [20] for determining whether f is m-resilient. Although the advantage is
constant, the resulting sampling algorithm still outperforms Deutsch—Jozsa while using
the same number of queries. This highlights the potential of Forrelation-based approach
to provide deeper insights into problems involving Boolean function analysis.

Next, we establish a connection between the crosscorrelation spectrum Cp,(y) of
Boolean functions fi, f3 € B,, and the 3-fold Forrelation framework. We develop a spe-
cific quantum algorithm to estimate the crosscorrelation value at a fixed point, employing
a strategy analogous to resiliency checking. Borrowing the result from [80, Theorem 3.1]
that relates the crosscorrelation at a point y € {0,1}" to the 3-fold Forrelation where
f2(x) = x -y is a linear Boolean function, we obtain an efficient estimation technique
for the crosscorrelation at y. As an immediate consequence, we derive an algorithm for
estimating the autocorrelation spectrum by fixing f; = f3 = f and observed significant
improvements over the method proposed in [12].

Finally, we move towards a complete crosscorrelation sampling algorithm by tweaking
AB3)Instead of fixing f» as a specific linear function, we construct a superposition of
all linear functions using an additional n qubits. This allows us to sample directly from
the complete crosscorrelation spectrum of f; and f3. As a final contribution, we address
the problem of checking whether two functions f; and f3 are uncorrelated up to degree
m, i.e., whether C, ¢, (u) = 0 for wt(u) < m. In this regard, we use Dicke states. For
a basic understanding related to the quantum paradigm, we refer to Section 2.2 in the
background chapter (Chapter 2).

Definition 1.1.2. A Dicke state, denoted by |D}}), is an n-qubit quantum state with an
equal superposition of all (Z) basis states with Hamming weight k.

For example, |D3}) = \/Lg (|001) +|010) + |100)). From [68], it is known that starting
from |0™), any Dicke state |D}) can be deterministically prepared using O (n?) CNOT
gates and O (n?) many single-qubit gates. Using Dicke states to sample crosscorrelation
spectrum further enhance the algorithm and improve the query complexity from O(%),
where a® = 23% Zx:wt(x)gm Crg(x)? 0 O, %)7 with (b;)* = W Zx:wt(x):i Cig(x)*.
By setting f; = f3 = f, the results naturally extend to the sampling of the autocorrela-
tion spectrum. We observe that the autocorrelation sampling using A®? outperforms
the estimation technique presented in [12] in terms of accuracy for a comparable number
of queries.

In summary, the main contribution of this chapter is in studying different fundamen-
tal and cryptographically relevant spectra of Boolean functions using Forrelation. The
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results presented here are either novel or offer improvements over the state-of-the-art
methods [12, 20]. As a final note, all the proposed algorithms have been implemented
and tested using the IBMQ simulator, and the results are verified with the theoretical
expectations.

This chapter is based on the research publication [35].

1.1.2 Contribution 2: Introducing nega-Forrelation and analy-
sis of related quantum algorithms

This is Chapter 4 of the thesis. Motivated by the effectiveness of Forrelation algorithms
in sampling different Boolean functions’ spectra, a natural question arises whether a
similar formulation can be developed for the efficient sampling of nega-Hadamard trans-
forms. The nega-Hadamard transform is defined as follows.

Definition 1.1.3. Given f € B,, the nega-Hadamard transform of f at a point w €
{0,1}" is a complex valued function, Ny : {0,1}" — C, defined as

Nf((d) = 2—n/2 Z (_1)f(x)@x'w(i)wt(x)'

xe{0,1}"

Since the nega-Hadamard transform is complex valued, its complex conjugate is de-
fined as Nj(w) =272 er{ovl}n(—l)f(x)@x""(—i)m(x). The concept of nega-Hadamard
transform was introduced by Riera and Parker [77], who studied generalized bent cri-
teria for Boolean functions exhibiting flat spectra with respect to the nega-Hadamard
transform. In this chapter, we extend the Forrelation framework to define the nega-
Forrelation, described as follows.

Given oracle access to Boolean functions fi, fo, f3 € B, the (3-fold) nega-Forrelation
is defined as a measure of correlation among the truth table of f;, the nega-Hadamard
spectrum of f5, and the conjugate nega-Hadamard spectrum of f;. Additionally, we
present two efficient quantum algorithms for estimating the nega-Forrelation values, one
using 3 sequential queries to the underlying Boolean functions, and the other achieving
the same goal using [%1 = 2 parallel queries. In the process, we introduce a novel
strategy to sample small values of the nega-Hadamard transform more efficiently than
the Extended Deutsch-Jozsa algorithm (due to Sugata et al. [40]), in terms of the required
number of queries.

Subsequently, we relate the nega-crosscorrelation spectrum C' 1.7:(y) of Boolean func-
tions f1, f3 € B, to the 3-fold nega-Forrelation framework. In this regard, we use the fol-
lowing result from [91, Lemma 4], which connects the nega-crosscorrelation of fi, fo € B,
to the product of their nega-Hadamard and conjugate nega-Hadamard transforms (re-
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spectively), formulated as

Crony) = 0" 3 Ny ()N, (0 (~1)*.

Building on this observation, we design quantum algorithms to estimate the nega-
crosscorrelation at a fixed point y € {0, 1}" using the 3-fold nega-Forrelation framework,
where the intermediate function is taken to be the linear Boolean function fy(x) = x-y.
As a direct application, we propose an algorithm for estimating the nega-autocorrelation
spectrum at a specific point by setting f; = f3 = f, and present the related results.

We further extend this framework towards a full-spectrum nega-crosscorrelation sam-
pling algorithm by modifying the three-query, three-fold nega-Forrelation algorithm.
Here, instead of fixing f5 as a specific linear function, we construct an equal superposi-
tion over all possible linear functions by using an additional n qubits. This modification
allows direct sampling from the complete nega-crosscorrelation spectrum of f; and f;.
Furthermore, by employing Dicke states, we enable sampling from the crosscorrelation
spectrum at points having fixed Hamming weights.

Next, we consider the hidden shift problem of bent functions. Given f,g € B,, if
there exists a vector u € {0, 1}" such that g(x) = f(x @ u) for all x € {0, 1}", then g is
said to be a shifted version of f, with u as the unknown shift. The problem of finding
this hidden shift of a Boolean function with limited oracle access has been a problem
of interest since decades. A related version for n-input n-output Boolean functions was
addressed in [88], assuming g = f.

In [78], Rotteler et al. proposed a polynomial-time quantum algorithm that determin-
istically recovers the hidden shift u, given oracle access to a bent function g and the dual
of another bent function f (denoted by f), satisfying g(x) = f(x@u) for all x € {0,1}".
This algorithm requires only a constant number of queries. To the best of our knowledge,
it has not been previously observed that this hidden shift finding algorithm is closely
related to the 2-fold Forrelation algorithm [2], with some necessary modifications. We
further extend the framework for bent functions satisfying g(x) = f(x©b) G c-xd d,
and attempt to recover the parameters b, c using the exact same algorithm.

Finally, we turn our attention to negabent functions. We show that if a vector
u € {0,1}" is a hidden shift for two bent functions f and g, satisfying ¢g(x) = f(x @ u),
then the same vector cannot serve as a hidden shift for the corresponding negabent
functions f @ so and g @ so. We define such a vector u as a nega-shift for the associated
negabent functions and present a constant-query, polynomial-time quantum algorithm
to recover this hidden nega-shift. Finally, we demonstrate through an example that, by
adapting the O(n)-query algorithm, one can recover the standard hidden shift between
two negabent functions by generating quantum states orthogonal to the hidden shift u.

This chapter is based on the research publication [34].
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1.1.3 Contribution 3: A framework for generalized Forrelation

In Chapter 5, we focus on generalizing the existing frameworks in terms of Boolean
functions’ spectra. We begin with introducing new unitaries, exploring their implica-
tions, and establishing connections to existing ones. Then, we extend the formulation
of various fundamental, yet cryptographically significant spectra of Boolean functions,
including the Walsh-Hadamard, crosscorrelation, and autocorrelation spectra, to a gen-
eralized variation with the m-th primitive root of unity, for any m € N. In the process,
we identify a previously unexamined class of real Hadamard transforms that lies between
the Walsh-Hadamard and nega-Hadamard transformations, noting a gap in the existing
literature. Additionally, we introduce the most generalized version of the Deutsch-Jozsa
algorithm, which extends both the standard Deutsch-Jozsa [27] and its prior extended
version [40], incorporating them as special cases. Furthermore, we extend the Forrela-
tion formulation to m-Forrelation and propose new quantum algorithms for estimating
them for a given set of Boolean functions. Subsequently, we present various sampling
strategies of these newly defined spectra of Boolean functions using the generalized For-
relation algorithms, and present the comparison based on the corresponding sampling
probabilities.

This chapter is based on our research work available at [36].

1.1.4 Contribution 4: Exact space-depth trade-offs in multi-
controlled Toffoli decomposition

From the mathematical and algorithmic analysis of Boolean functions, we now move
towards exact circuit implementation issues in the last two contributory chapters. The
quantum gates are the fundamental building blocks of quantum circuits. Unlike classical
gates, quantum gates are inherently reversible and are mathematically represented by
unitary matrices. The doubly-controlled X-gate, commonly known as the Toffoli gate,
is among the most significant quantum gates, with critical applications in arithmetic
operations [95, 96, 97|, reversible computing [21, 25], and oracle constructions [5, 11, 32,
48]. However, the Toffoli gate’s high resource demands, particularly in terms of T count,
T depth, and ancilla qubits, can significantly influence the efficiency of fault-tolerant
quantum circuits. Consequently, optimizing its implementation is crucial for reducing
computational overhead, minimizing error rates, and enhancing scalability, making it
indispensable for practical large-scale quantum computations.

In classical computing, (2-input 1-output) NAND and NOR gates are considered uni-
versal as they can be used to construct any classical logic circuit. In contrast, quantum
computing involves infinite (uncountable) quantum gates, including both single-qubit
and multi-qubit ones, making it challenging to define a universal description. However,
there exist certain gate sets that can approximate any unitary transformation on a quan-
tum computer to an arbitrary degree of accuracy, known as the universal gate sets. The
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Clifford+T gate set is the most widely adopted universal gate set in quantum computing
due to its compatibility with fault-tolerant quantum computation.

The Clifford group consists of the Hadamard, phase, and CNOT gates. Augmenting
it with the non-Clifford T gate yields a universal set capable of approximating any
unitary operation to arbitrary precision. A detailed description of these quantum gates
and their internal transformations has been provided in Section 2.2 of the background
chapter (Chapter 2).

In quantum computing, the Multi-Controlled Toffoli (MCT) gates also play a crucial
role in the design of complex quantum algorithms, including error correction codes and
arithmetic operations. Despite its utility, the implementation of MCT gates exploiting
the Clifford+T gate set requires careful decomposition to optimize resource usage, such
as minimizing the T count, T depth, and the number of ancilla qubits. These opti-
mizations are essential for practical quantum computation, where resource efficiency is
critical. The issues related to ancilla qubits, and in particular the idea of conditionally
clean ancilla from [59], are also important here, and we describe them in detail.

Towards studying this aspect, in Chapter 6, we consider the optimized implemen-
tation of Multi Controlled Toffoli (MCT) using the Clifford+T gate sets. While there
are several recent works in this direction, here we explicitly quantify the trade-off (with
concrete formulae) between the Toffoli depth (this means the depth using the classical
2-controlled Toffoli) of the n-controlled Toffoli (henceforth denoted as n-MCT) and the
number of clean ancilla qubits. Additionally, we achieve a reduced Toffoli depth (and
consequently, T depth), which is an extension of the technique introduced by Khattar
et al. [59] very recently. In terms of a negative result, we first show that using such
conditionally clean ancilla techniques, Toffoli depth can never achieve exactly [log,n],
though it remains in the same order. This highlights the limitation of the techniques
exploiting conditionally clean ancilla by Nie et al. [70] and Khattar et al. [59]. Then
we prove that, in a more general setup, the T depth in the Clifford+T decomposition,
via Toffoli gates, is lower bounded by [log,n], and this bound is achieved following
the complete binary tree structure. Since the (2-controlled) Toffoli gate can further be
decomposed using Clifford+T, various methodologies are explored too in this regard for
trade-off related implications.

This chapter is based on the research publication [37].

1.1.5 Contribution 5: Optimal T depth quantum circuits for
arbitrary Boolean functions

In Chapter 7, we present a generic construction to obtain an optimal T depth quantum
circuit for any arbitrary n-input m-output Boolean function f : {0,1}" — {0,1}™
having algebraic degree k < n. Our technique achieves an exact Toffoli (and T) depth of
[log, k|. This is a broader generalization of the technique used in the previous chapter,
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establishing the optimal Toffoli (and consequently T) depth for multi-controlled Toffoli
decompositions. We achieve this by inspecting the Algebraic Normal Form (ANF) of a
Boolean function.

The Algebraic Normal Form (ANF) of a Boolean function f € B,, can be represented
by a polynomial over {0, 1} in n binary variables, given by

fz,. .. x,) =ag ® EB CL[H%‘

where a; € {0,1}. The algebraic degree of a Boolean function f € B,,, denoted as deg(f),
is given by the maximum cardinality of I, such that a;y # 0. Clearly, deg(f) < n.

Obtaining a benchmark for the minimum T depth of such circuits is of prime im-
portance for the efficient implementation of quantum algorithms by enabling greater
parallelism, reducing time complexity, and minimizing circuit latency, making them
suitable for near-term quantum devices with limited coherence times. The implications
of our results are highlighted, explaining the provable lower bounds on S-box and block
cipher implementations, for example, AES.

Our theoretical contribution is that we present optimal Toffoli (consequently T') depth
quantum circuits implementation for evaluating any Boolean function that subsumes the
idea of the previous chapter [37] and the fundamental observation is to note the XOR
(Fy addition) of AND (F, multiplication) in ANF along with the binary tree-based
implementation. While our construction achieves optimal T depth, it incurs exponential
overhead in ancilla qubits and CNOT gates with respect to the number of input variables.
However, we recommend that during any circuit design, first, it must be understood
what the benchmark T depth of the circuit should be, and then only other parameters
may be optimized; as minimization of T depth is one of the most important criteria
in quantum circuit design. That is, the benchmark for optimal T depth for Boolean
circuits implemented in quantum algorithms is completely settled with this treatment,
and we present the design of block ciphers as concrete examples. While the other
resource requirements are high, considering the round structures of block ciphers, we
could demonstrate clear benchmarks related to optimal T depth with exact estimates of
other resources.

This chapter is based on our research work available at [31].

1.2 Prerequisites

We assume the reader is familiar with undergraduate-level combinatorics, linear and
abstract algebra. We will present more details regarding the more involved algebraic
and combinatorial structures in Chapter 2. A basic understanding of digital circuits,
classical computational models, algorithms, and programming methodologies is neces-
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sary to understand the contributions of the thesis. While we explain the basic math-
ematical structure of quantum computing and Boolean functions in the next chapter,
undergraduate-level knowledge in these areas will be an added advantage. There is no
requirement to understand quantum information to follow this work. We will develop
the background with sufficient details in the following sections and introduce the ideas
one by one, as and when required.

1.3 Conclusion

This thesis revolves around Boolean functions, quantum algorithms, and related quan-
tum circuits. We present various novel results in this direction. We first study the famous
Forrelation algorithm [1, 2] to see how it can be applied in understanding various spectra
of Boolean functions in the quantum domain. Then we extend it to nega-Forrelation
and obtain several additional characteristics related to various specific kinds of Boolean
functions. Our results also explain interesting applications towards bent and negabent
functions. These results are then further extended for a framework of generalized For-
relation that exploits the m-th primitive root of unity. This part of the thesis considers
several characteristics of Boolean functions, understanding of Walsh, auto, and cross-
correlation spectra, and related quantum algorithms. The properties that we study
are important for the Boolean functions that may be exploited as cryptographic primi-
tives. Then we consider the problem of circuit implementation corresponding to certain
Boolean functions. In this direction, we first study the exact space-depth trade-offs in
multi-controlled Toffoli decomposition and provide results to show how we can optimize
Multi Controlled Toffoli (MCT) using the Clifford+T gate sets. Then we note that such
a technique can be extended to any Boolean function, considering the Algebraic Normal
Form, and in this regard, provide construction results for such circuits with optimal T
depth. Finally, we conclude in Chapter 8 with a summary of this thesis and directions
towards future research.
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Chapter 2

Background

In this chapter, we present a comprehensive overview of Boolean functions, quantum
computing and algorithms, and quantum circuit construction. The chapter is organized
into three sections. The first section introduces Boolean functions and discusses vari-
ous spectral representations relevant to their analysis. The second section provides a
structured exposition of quantum computing, beginning with foundational concepts and
progressing to advanced quantum algorithms. The final section focuses on quantum
circuit construction, highlighting how Boolean functions and quantum principles are
integrated in the design and optimization of quantum circuits.

2.1 Boolean functions

A Boolean function, which lies at the core of logic and computation, is a simple yet pow-
erful construct that formalizes binary decision-making by mapping input combinations
of true and false (or 0 and 1) to structured outputs. The conceptual foundation was
laid in the mid-19th century by the English mathematician and logician George Boole,
in his seminal work The Laws of Thought (1854) [14]. Boole’s abstraction, originally
intended to model human reasoning, provided the groundwork for modern symbolic logic
and digital computation.

Although Boole’s ideas were primarily philosophical and linguistic, their practical
significance became evident nearly a century later, when Shannon demonstrated their
application in the design and optimization of electrical switching circuits [85]. This
insight bridged abstract logic with physical computation, initiating the era of digital
computing and influencing foundational areas such as information theory, cryptography,
coding theory, and computational complexity.

Let us now formally define a Boolean function in its modern mathematical form.

Let F; = {0,1} denote the finite field of characteristic 2, and let [} = {x =
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(x1,29,...,x,) : »; € Fy,1 < i < n} be the n-dimensional vector space over Fs.
Throughout this thesis, elements (vectors) of Fj are denoted using bold symbols to
distinguish them from scalar elements in Fs.

Definition 2.1.1. An n-input, m-output Boolean function is a mapping f : Fy — F*.

The set of all such functions is denoted by B]"'. Combinatorially, the total number
of distinct n-input, m-output Boolean functions is given by |B™| = 2™2". In particular,
the set of all n-input, single-output Boolean functions is denoted by Bl = B,, with
cardinality |B,| = 22". Moreover, any n-input, m-output Boolean function can be viewed
as a tuple of m single-output Boolean functions, each mapping F3 to Fy. Thus, many
of the concepts and results discussed in the context of single-output Boolean functions
can be naturally extended to the multi-output case.

There are several standard ways to represent a Boolean function. One of the most
widely used is the truth table representation, where all possible 2™ input combinations
are listed in lexicographic order, paired with their corresponding output bit-pattern(s).
The truth tables of 2-variable AND function (Fo-multiplication) and 2-variable XOR
function (Fs-addition) are shown below.

11w | w1 a0 11w | w1 B
0 0 0 0 0 0
0 1 0 0 1 1
1 0 0 1 0 1
1 1 1 1 1 0

Apart from truth table, another commonly used representation is the Algebraic Nor-
mal Form (ANF).

Definition 2.1.2. The ANF of a Boolean function f € B, is a multivariate polynomial
over Fy in n binary variables, expressed as

flz1,... x,) =ao @ @ GIH%’

IC{1,.n} i€l

n
=ao D @ a;x; b @ Qi T;T; D ... D a2, nT1T2 ... Ty

i=1 i<j

where ay € Fy. Since I C {1,...,n}, the mazimum number of coefficients a; required to
describe the ANF of an n-variable Boolean function is 2.

Remark 2.1.1. Given the ANF of a Boolean function f € B,, the truth table can be
computed by evaluating the expression over all input vectors. Conversely, the presence of
terms in the ANF can be determined from the truth table using a classical deterministic
algorithm. Hence, the truth table representation of a Boolean function is in one-to-one
correspondence with its ANF representation.
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The algebraic degree of a Boolean function f € B,,, denoted deg(f), is the maximum
cardinality of I such that a; # 0. Clearly, deg(f) < n. A Boolean function f € B, is
said to be nonlinear if deg(f) > 1, affine if deg(f) = 1, and constant if deg(f) = 0. The
ANF of an affine function f € B, is given by f(x1,...,2,) = ag @ a171 D ... D @, Ty,
where a; € Fy for all 0 < ¢ < n. Since there are n + 1 coefficients, each taking one of
two possible values, the total number of affine functions is 2"*!. If aq = 0, the function
is linear, and there are 2" linear functions. Additionally, f = 0 and f = 1 are the two
constant Boolean functions.

The Hamming weight of a bit-string x € F} is defined as wit(x) = Y !, z;, ie.,
the number of 1’s in x. Given x,y € F3, their scalar (or inner) product is given by
x -y = @, z;y;. Their bit-wise intersection is given by x xy = (21y1, ..., Z,¥,), and
the weight of their XOR satisfies: wt(x @ y) = wt(x) + wt(y) — 2wt(x xy).

For a complex number z = a+1b, where 1> = —1, we denote its real part by R(z2) = a,
imaginary part by 3(z) = b, and the squared modulus by |z|? = z - Z = a® + b?, where
Z = a — ib denoting the complex conjugate of z.

Definition 2.1.3. Given f € B,,, the Walsh-Hadamard transform of f at a point w € F}
is an integer valued function, Wy : Fy — [—2"/2 2™2] formulated as

Wf(w) _ 2—n/2 Z (_1)f(x)€Bx~w'

x€Fy

The multi-set {W;(w) : w € F3} is called the Walsh-Hadamard spectrum of f € B,,.
The constraint, ZWGFS (W (w))? = 2" is known as the Parseval’s identity. The inverse
of Walsh-Hadamard transform is given by

(1)) =272 3 7 Wi(w) (=)<,

wely

Remark 2.1.2. Given the truth table of a Boolean function f € B,,, the Walsh-Hadamard
spectrum can be computed classically, with a time complexity O(n2"). Conversely, the
truth table can be recovered from the Walsh-Hadamard spectrum using the inverse Walsh-
Hadamard transform. Therefore, the truth table representation and the Walsh-Hadamard
spectrum representations of a Boolean function are in one-to-one correspondence.

Notably, the Walsh-Hadamard transform of f € B,, can be interpreted as the differ-
ence between the number of points where f is equal to he linear function, L, = w - x
and where it does not, with a normalization factor, i.e.,

Wi(w) =272 [#{f = Lo} — #{f # Lo} = 272 2" — 24{f # L,}].

Hence, if for some w, the function f achieves the minimum (Hamming) distance from
L, or 1 @ L, then the absolute value of W;(w) attains its maximum at that point.
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Consequently, the nonlinearity of f, in terms of the Walsh-Hadamard transform, is
given by
nl(f) =2"" — 22"  max | (w)].
wely

The nonlinearity of a Boolean function is maximized when the maximum value of its
Walsh-Hadamard transform is minimized, i.e., when the Walsh spectrum is uniformly
distributed. By Parseval’s identity, this occurs when |Wy(w)| = 1 for all w € F3. In
that case, the nonlinearity becomes: 2" ' — 227! and such functions are known as
bent functions [18, 28]. Since nonlinearity must be an integer, bent functions exist only
for even n. Determining the maximum nonlinearity for Boolean functions with odd n
remains an open problem when n is large. It is known that for n < 7, the maximum
nonlinearity is 27! — 2" . For n > 9, the maximum nonlinearity is known to exceed

n—1

on=l _ 975

If f € B, is bent, then for all w € Fy, W;(w) = £1 = (=1)9“), for some g € B,,.
From the inverse Walsh-Hadamard transform of f, we obtain:

(~1) =272 N Wi(w)(~1)e* =272 Y (1) (1) = W ().

wely wely

Thus, ¢ is also bent, and the functions f and ¢ are said to be dual, denoted by g = j/:,

~

and f = g. Clearly, f =g = f. If f = j?, then f is called self-dual. Further, if
Wi(w) = (=1)9@® then f and g are anti-dual. Similarly, if f = f @ 1, then f is said
to be anti self-dual.

Example 2.1.1. The 4-variable Boolean function, f(xg,x1,xq,x3) = xox1 @ Tox3 1S
a bent function. The truth table of f is given by: {0,0,0,1,0,0,0,1,0,0,0,1,1,1,1,0}.
The Walsh-Hadamard spectrum of f is: {1,1,1,-1,1,1,1,—-1,1,1,1,—-1,—-1,—1, -1, 1}.
The nonlinearity of f is given by 2471 — 2271 = 6, while the algebraic degree of f is 2.
Moreover, since Wi(w) = (=1)7@) for all w € F}, f is self-dual.

For an affine Boolean function f(x) = a-x@®b, the Walsh-Hadamard transform at the
point a € F} is W;(a) = 272 Z:XQFS(—1)5“"@”@‘5"X = (=1)"2"2, implying (W;(a))* =
2". By Parseval’s identity, it follows that Wy(w) = 0 for all w # a. Consequently,
the nonlinearity of any affine Boolean function is: nl(f) = 2"~! — 27/271(27/2) = (. A
Boolean function f € B, is said to be balanced, if it has an equal number of 0’s and 1’s
in its output. For a balanced Boolean function, W;(0") = 27/2 erﬂ,g(—l)f(x) =0. We
come back to identifying the Walsh-Hadamard spectrum of different class of Boolean
functions, when we introduce quantum algorithms in the next section.

We define another property of the Boolean functions, related to Walsh-Hadamard
transform values, called the resiliency (see [81] for more details and cryptographic im-
plications). The resiliency of a function f is defined as follows [98].
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Definition 2.1.4. An Boolean function f € B, is called m-resilient (for m < n) if and
only if We(w) =0 for all w such that 0 < wt(w) < m.

If there exists an w € Fy such that wt(w) < m and Wy(w) # 0, then f is not
m-resilient.

In Chapter 3, we propose an improved algorithm for checking resiliency of a Boolean
function compared to the state-of-the-art results [20).

We now define the crosscorrelation of two Boolean functions, a widely studied cryp-

tographic property closely related to Shannon’s notion of confusion.

Definition 2.1.5. The crosscorrelation of two Boolean functions f,g € B,, at a point

uc ]Fg 18 deﬁned as
Crg(u) = Y (—1)fCIos0xom),
xelFy
Assuming f = g, we obtain the autocorrelation of f € B, at a point u € 3, defined as

Cylw) = 3 (=19,

xelFy

In this regard, we present the following result, which connects the crosscorrelation
(and consequently, autocorrelation) of Boolean functions with the product (or square)
of their Walsh-Hadamard transforms.

Theorem 2.1.1 ([80]). Let f,g € By. Then, Cyg(u) = 3 ep Wrlw)Wy(w)(—1)™.
For f = g, we obtain, C¢(u) =) (Wi(w))? (1)«

weFy
This leads immediately to the following corollary.
Corollary 2.1.1. Let f € B, be bent, i.e., |W(w)| =1 for all w € Fy. Then,
Cr(w) = Y (Wp(w))* (=)= = Y (=1)“™
weFy weF}
Therefore, Cr(u) =0 for all u # 0", and C;(0") = 2".

Remark 2.1.3. Note that, a Boolean function f € B, can also be represented via its au-
tocorrelation spectrum. While the autocorrelation can be computed from either the truth
table or the Walsh—Hadamard spectrum of f, the converse does not hold: since it involves
the square of the Walsh—Hadamard coefficients, sign information is lost. Consequently,
the original truth table or Walsh—Hadamard spectrum cannot be uniquely recovered from
the autocorrelation alone.

Additionally, we refer to the following terminology related to crosscorrelation.
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Definition 2.1.6. Two Boolean functions f,g € B,, are said to be uncorrelated of degree
k if Cy4(u) =0 for all u such that 0 < wt(u) < k.

It is desirable that the component functions of a cryptographic system are pairwise as
much uncorrelated as possible. In Figure 2.1 we present various standard representation
of an n-input, single output Boolean function, and their internal conversion. Clearly,
truth table is simplest way to represent a Boolean function, therefore, placed at the
center and connect all other representations.

Algebraic Normal
Form
A
\ 4
Autocorrelation Truth Walsh-Hadamard
Spectrum Table Spectrum

Figure 2.1: Various standard representations of Boolean function.

Definition 2.1.7. Given f € B, the nega-Hadamard transform of f at a point w € F}
is a complex valued function, Ny : Fy — C formulated as

Nf(w) = 2_"/2 Z (_1)f(x)€9x~w<i>wt(x).

x€Fy

The multi-set {N;(w) : w € Fy} is called the nega-Hadamard spectrum of f € B,.
Since nega-Hadamard transform is complex valued, the nega-Parseval’s identity is given
by Zweﬂ?g INp(w)|* = Zweng Nj(w)N¢(w) = 2". The inverse nega-Hadamard transform
is given by

(=1)769 = 272(0) 7109 | Np(w)(=1).

welFy

Remark 2.1.4. Given the truth table of a Boolean function f € B, the nega-Hadamard
spectrum can be computed classically, with a time complexity O(n2"). Conversely, the
truth table can be recovered from the nega-Hadamard spectrum using the inverse nega-
Hadamard transform. Thus, the truth table and the nega-Hadamard spectrum represen-
tations of a Boolean function are in one-to-one correspondence.

For even n, a Boolean function f € Bn is called negabent if and only if it has a
perfectly flat nega-Hadamard spectrum in terms of complex modulus, i.e., [Nf(w)| =1
for all w € Fy. As shown in [77], if f is bent, then f & s, is negabent, and vice versa,
where s3(x) = €, iz; is a quadratic symmetric Boolean function, which itself is
bent. A Boolean function is called bent-negabent if it satisfies both bent and negabent
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properties. Clearly, if f is bent-negabent, then so is f @ s;. Furthermore, if f is bent
but not negabent, then f & s, is negabent but not bent. Otherwise, if f & sy were also
bent, then f = (f @ s2) @ so would be negabent, leading to a contradiction. As shown
in [73, Proposition 1], all affine Boolean functions are negabent. Clearly, affine functions
are not bent, and therefore, functions of the form s, @ a-x @ b, where a € [, b € Ty,
are always bent but not negabent.

Example 2.1.2. A 6-variable Boolean function f(xg,x1,x2, T3, T4, T5) = ToZo B Toxs S
a non-affine negabent function, which is not bent. Clearly,

fBss = o1 ProxsPTeT5DL1ToPL1T3PX1X4PT1T5PLoT3PLT4PLox5PT3T4PL3T5P LT

is a 6-variable bent function, which is not negabent.

Similar to crosscorrelation, let us now define nega-crosscorrelation (and consequently
nega-autocorrelation from [91].

Definition 2.1.8. The nega-crosscorrelation of two Boolean functions f,g € B,, at a
point u € FY is defined as

Cra(w) = 3 (=)o (=,
x€lfy
Assuming f = g, we obtain the nega-autocorrelation of f € B, at a point u € Fy, defined

) C'f(u) = Z (_1)f(x)®f(x@u)(_1>x.U.

x€lFy

The following result connects the nega-crosscorrelation (and consequently, nega-
autocorrelation) of Boolean functions with the product (or square) of their nega—Hadamard
transforms.

Theorem 2.1.2 ([90]). Let f,g € B,,. Then, af,g(u) = (i)wtw 3
For f = g, we obtain, Cy(w) = (i)™ 3, e [ Np(w)[* (=1)=.

wery Ny (@) Ny@)(~ 1),
This leads to the following corollary.

Corollary 2.1.2. Let f € B,, be negabent, i.e., |Nf(w)| =1 for all w € Fy. Then,

Crw) = ()™ Y [Np(w)* (~1)<% = ()™ Y (~1)=™.

wely wely

Therefore, @c(u) =0 for allu # 0", and éf(on) =2,
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Remark 2.1.5. A Boolean function f € B, can be represented via its nega-autocorrelation
spectrum too. While the nega-autocorrelation can be computed from either the truth table

or the nega—Hadamard spectrum of f, the converse does not hold: since it depends on

the squared nega—Hadamard coefficients, sign information is lost. As a result, neither

the original truth table nor the nega—Hadamard spectrum can be uniquely reconstructed

from the nega-autocorrelation alone.

In Chapter 4, we revisit the nega-Hadamard transform and negabent functions, pre-
senting new results and insights. In [89], the discrete Fourier transforms of f € B, have
been further extended to 2*-Hadamard transform, defined as follows.

Definition 2.1.9. Given f € B, the 28-Hadamard transform of f at a point w € F} is
k
a complex-valued function, ’HS? ) Fy — C formulated as

k wir(xX
7_[5? )(w) — 27n/2 Z (_1)f(x)EBx-wC2kt( )_

x€elFy

The multi-set {’chzk) (w) : w € F} is called the 2%-Hadamard spectrum of f € B,.
The corresponding 2%-Parseval’s identity is given by

ST )P =Y H (WP (w) = 2m.
welFy weFy

The inverse 2F-Hadamard transform is given by

(_1)f(x) — 2-”/2C2*kw'5(x) Z %;2 )(w)(—l)w'x.

welFy

Clearly, there is an one-to-one correspondence between the truth table representa-
tion of a Boolean function, with its 2¥-Hadamard spectrum representation. A Boolean

function f € B, satisfying ]H;zk)(wﬂ =1 for all w € F} is called a 2*-bent function.

In [89], the crosscorrelation and the autocorrelation have been further generalized to
2F_crosscorrelation and 2F-autocorrelation, respectively, defined as follows.

Definition 2.1.10. The 2*-crosscorrelation of two Boolean functions f,g € By, at a
point u € FY is defined as

C](c?g)(u) = Z (_1)f(x)@g(x@u) (Cgk)xu

x€elFy

Assuming f = g, we obtain the 2*-autocorrelation of f € B, at a point u € F%, defined

as
C}(c2 )(u) _ Z (_1)f(x)®f(x@u)(€~22k)x-u.

x€lFy

25



Notably, for K = 0 ((; = 1) and k = 1 (¢ = —1) the 2*-crosscorrelation and
2*_autocorrelation coincide with the standard crosscorrelation and autocorrelation, re-
spectively. For k = 2 ({32 = i), they correspond to the nega-crosscorrelation and nega-
autocorrelation.

The following result connects the 2*-crosscorrelation (and 2F-autocorrelation) of
Boolean functions with the product (or square) of their 2*~Hadamard transforms.

Theorem 2.1.3 ([89]). Let f,g € B,,. Then,

C(2k t(u) Z 7_[ Qk) ( )(_1)w-u_

welFy

For f = g, we obtain, C’}Qk)( ) = t(u) Zwe]F”

U (w)| (-1

This leads to the following immediate corollary.

Corollary 2.1.3. Let f € B,, be 28-bent, i.e., ]H;zk)(wﬂ =1 for all w € Fy. Then,

CJ(£2k C;Al)ct Z ’H _1)w-u _ C;L;gt(u) Z (_1)“_,,“'

wely weFy

Therefore, C’}Qk)(u) =0 for allu # 0", and C’}Qk)(O") = 2".

Remark 2.1.6. A Boolean function f € B,, can be represented via its 2F-autocorrelation
spectrum too. While the 2%-autocorrelation can be computed from either the truth table
or the 2F~Hadamard spectrum of f, the converse does not hold: since it depends on
the squared 2% -Hadamard coefficients, sign information is lost. As a result, neither the
original truth table nor the 28 ~Hadamard spectrum can be uniquely reconstructed from
the 2F-autocorrelation alone. For more details on 2F-spectra of Boolean functions, the
readers can refer to [65] and the references therein.

In Chapter 5, we revisit the 2*-Hadamard transform and 2*-bent functions, present-
ing further generalizations and new insights. A more generalized version of different
Boolean function representation is shown in Figure 2.2. For more on Boolean functions
and their cryptographic properties, one may refer to [19, 23].

In the next section, we introduce the basic concepts of quantum computing and
quantum algorithms, relevant to proceed with this thesis.

2.2 Basics of quantum computing

The evolution of quantum computing is closely associated with the development of quan-
tum mechanics, a theoretical framework devised to explain phenomena at the atomic
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Figure 2.2: Different representations of Boolean functions - a generalized variation.

and subatomic scales. In 1900, Max Planck introduced the concept of energy quantiza-
tion [74], marking the inception of quantum theory. Later in 1905, Einstein explained the
photoelectric effect via the quantization of light [38], reinforcing the theory of quantum
mechanics.

The formalization of quantum theory begins in 1920s, through Heisenberg’s matrix
mechanics [52] and Schrédinger’s wave mechanics [83], later unified by Dirac’s bra—ket
formalism [29], which remains foundational in quantum information theory for repre-
senting quantum states and operations.

Core principles such as superposition and entanglement, which distinguish quantum
systems from classical ones, eventually formed the basis of quantum computing. How-
ever, the notion of quantum computation did not emerge until the 1980s, when Richard
Feynman noted the inefficiency of classical computers in simulating quantum systems.
In his 1981 lecture Simulating Physics with Computers [39], Feynman proposed the idea
of a quantum mechanical computer to address this challenge. This idea was soon for-
malized by David Deutsch, who proposed the concept of a universal quantum computer
analogous to the classical Turing machine [26].

The field advanced rapidly in the 1990s with the introduction of powerful quantum
algorithms, such as Deutsch-Jozsa (1992) [27], Simon’s (1994) [88], Shor’s factoring
(1994) [87], and Grover’s search (1996) [49], promising significant disruption in the
existing security standards. By the early 2000s, attention shifted toward experimental
realization, leading to the development of quantum computing architectures based on
trapped ions, superconducting qubits, photonics, and neutral atoms. In parallel, major
cloud-based platforms such as IBM Qiskit, Microsoft Azure Quantum, and Amazon
Braket emerged to facilitate broader access to quantum technologies.

Currently, quantum computing resides in the Noisy Intermediate-Scale Quantum
(NISQ) era [75], characterized by devices with tens to hundreds of qubits without full
error correction. Though not fault-tolerant, these platforms allow practical experimen-
tation with quantum algorithms and hybrid quantum-—classical methods. The field’s
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trajectory, from theoretical abstraction to accessible experimentation, marks a mile-
stone in interdisciplinary scientific progress, enabling transformative applications across
computation, cryptography, and materials science.

In classical computation, the bit is the smallest unit of information. Analogously, the
fundamental unit of quantum information is called qubit (quantum bit), which, unlike a
classical bit, can exist in a superposition of the basis states |0) and |1).

Definition 2.2.1. A single-qubit state |11) is a complex linear combination of the com-
putational basis states |0) and |1), expressed as |1p1) = |0) + B |1), where o, f € C and
|o* + 18> = 1.

The states |0) and |1) form an orthonormal basis for a two-dimensional Hilbert space.
These correspond to the 2-dimensional column vectors () and (), respectively. Hence,
the state |¢)1) can be represented as the vector (3).

Example 2.2.1. Two commonly used single-qubit states are

1 1
= 500 + 1)), and =) = —2=(10) = 1)

2
These form an orthonormal basis, as

=050 ) (_11) 0.

The single qubit state |11) = a|0) + B |1) can be expressed in the {|+),|—)} basis as
2 2

atB a—B| _

W‘ + W‘ =1 holds.

+)

Sl

) = 0‘_:/%8 |+) + % |—), where the normalization condition

Quantum mechanics imposes fundamental limits on information extraction from an
unknown quantum state. The no-cloning theorem prohibits duplicating an arbitrary
quantum state. Moreover, precise determination of the parameters o and (5 is difficult
through measurement, as any observation collapses the superposition state to one of the
basis states. This process is known as projective measurement. The state |¢1) = a|0) +
£ 1), when measured in the computational basis {|0),|1)}, yields |0) with probability
|a|?, and |1) with probability |3]?. Similarly, when [t);) is measured in {|+),|—)} basis,
the state |+) appears with probability %|0¢ + 5 ]2, and |—) appears with probability
%|a - p ]2. Other measurement models such as POVMs and syndrome measurements
exist, but are beyond the scope of this thesis.

Multi-qubit quantum states are constructed via the tensor product of single-qubit
states. An n-qubit state can be written as:

|thn) = Z ayx |x), where Z loy)? =1,

x€Fy x€lFy
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requiring 2" complex amplitudes. Alongside superposition, another non-classical prop-
erty is entanglement. An n-qubit state is entangled if it cannot be factored into a tensor
product of n single-qubit states.

Example 2.2.2. The following 2-qubit states are entangled, known as the Bell states.
1 1

V2 V2

These states are fundamental to protocols including quantum teleportation, super-
dense coding, remote state preparation, the CHSH game, quantum key distribution, etc.
Since these applications are not directly relevant to this thesis, we omit their details and
refer readers to [71] for an in-depth discussion.

|2%) = —=(l00) £ [11)),  [TF) = —=(|01) = [10)).

Quantum gates, unlike classical logic gates, are inherently reversible and represented
by unitary matrices. An n-qubit quantum gate corresponds to a 2" x 2" unitary matrix
U, with inverse UT satisfying

UN(U) = U(U ) = [v).

Common single-qubit gates (2 x 2 unitary matrices) include the Pauli gates (X, Y,
Z), Hadamard (H), and phase (S), defined as:

R I O A (O R

Among the single qubit quantum gates, the Hadamard gate is particularly signif-
icant. When applied to |0), it produces \% (|0) + 1)), an equal superposition of |0)
and |1). Extending this, when two Hadamard gates HQH = H®? are applied to |00)
yields 3 (|00) + [01) + |10) + [11)), an equal superposition over all possible two-qubit
basis states. More generally, applying n Hadamard gates to the all-zero state |0") re-
sults in the state \/%7 erwg |x), a uniform superposition over all possible n-qubit basis
states. This phenomenon, known as quantum parallelism, is fundamental to the design
of most quantum algorithms.

The two-qubit gates (22 x 2% unitary matrices), such as CNOT, CZ, and SWAP, are
given by:

1000 1 00 O 1 000
01 00 010 O 0010
CNOT = 000 1| C7 = 001 0 SWAP = 0100
0010 000 —1 0001

The CNOT gate flips the second (target) qubit if and only if the first (control) qubit
is |1); otherwise, it leaves the target unchanged. Mathematically, CNOT : |z} |y) —
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|z) |x @ y). The CZ gate applies the Z operation to the target qubit conditioned on
the control being |1), while the SWAP gate exchanges the two input qubits: SWAP :

[z) [y) = y) ).
The Toffoli gate (also known as the doubly-controlled-NOT or CCNOT gate) is a

three-qubit gate where the first two qubits are controls and the third is the target. It
flips the target qubit if and only if both control qubits are |1).

Toffoli : |z,y, z) — |z,y, 2 ® zy) .

Other doubly-controlled Pauli gates, such as CCZ and CCY, are defined are defined in
a similar manner, satisfying: CCX = CC(HZH) = CC(SYS'). These doubly-controlled
gates can be generalized to multi-controlled Pauli gates. The structural equivalence
among them is illustrated in Figure 2.3.
—— —e—— ——

—— —— ————

Figure 2.3: Equivalence between multi-controlled Pauli gates.

In classical computing, (2-input 1-output) NAND and NOR gates are considered
universal as they can be used to construct any classical logic circuit. In contrast, quan-
tum computing involves infinitely many quantum gates, including both single-qubit and
multi-qubit ones, making it challenging to define a universal description. However, there
exist certain gate sets that can approximate any unitary transformation on a quantum
computer to an arbitrary degree of accuracy, known as the universal gate sets [17]. The
most common examples of quantum universal gate sets include the Clifford4+T gate set,
rotation gates combined with the CNOT gate set, etc.

The Clifford group is generated by three gates: Hadamard (H), phase (S), and CNOT.
This set is minimal, as removing any one gate would result in the inability to implement
some Clifford operations. The Pauli gates are derived from the Clifford gates as shown
in Equation 2.1.

[=H% X=HZH, Y =S'XS, Z=5%=HXH. (2.1)

However, the Clifford gates alone do not constitute a universal set of quantum gates
because certain gates, for example, the T = +/S gate, cannot be arbitrarily approximated
using only Clifford operations. Therefore, the Clifford group, when augmented with the
T gate, forms a universal quantum gate set for quantum computation.
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Given a Boolean function f € B, the output f(x) = a does not uniquely determine
the input x, making f inherently irreversible. In contrast, quantum operations are
reversible by nature (excluding measurement), and thus the corresponding quantum
circuit implementing f must be reversible, known as quantum oracle. Such a circuit
operates on n +m qubits, where the first n qubits represent the input state |x), and the
remaining m qubits, initialized to |y), store the functional output. The functioning of
Uy is given by:

Uy : %) [y) = ) [y & £(x)

A schematic diagram of a quantum oracle is shown in Figure 2.4.

— %)

U Ly e £x)

Figure 2.4: Quantum oracle for an unknown Boolean function f.

If y = 0™, then the oracle simplifies to:
Us : [x)[07) = [x) [f(x))
meaning the second register holds the output of f in its original form. Furthermore, for
feB,and |y) =|-) = \/Li(|0> — [1)), we have:
0@ f(x) -1 f(x)
7 .

Observe that if f(x) = 0, the resulting state remains |x) |—), whereas if f(x) = 1, the
resulting state becomes (—1) [x) |—). In other words, the sign of the output is determined
by f(x), yielding the transformation:

Up:x) [=) = [x)

Uy : [x) [=) = (=17 |x) [-).
This phenomenon is known as phase kickback.

In the black-box model of quantum computing, the quantum oracle corresponding to
an unknown Boolean function is provided, allowing specific input-output queries, thus
also known as the query model. The goal is to determine specific properties of f using the
minimum number of oracle queries. Several foundational quantum algorithms, including
those by Deutsch-Jozsa [27], Grover [49], Simon [88], and Shor [87], are built on this

black-box paradigm, as described in detail in the following subsection.

2.2.1 Quantum algorithms

Here, we discuss a few quantum algorithms that will provide certain ideas in this domain
and they will also be relevant for this thesis.
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Deutsch-Jozsa algorithm [27]

Suppose, we are given the oracle access of an unknown Boolean function f € B, with
the promise that f is either constant or a balanced Boolean function. The goal is to
determine which one it is, with the minimum possible number of queries to the oracle
Us. To resolve this problem classically, it might take 2"~ + 1 many queries in the
worst case. However, Deutsch-Jozsa algorithm can resolve the problem with certainty
with just a single query to the oracle Uy, by producing a superposition state where the
amplitude of an individual state is given by the normalized Walsh-Hadamard transform
of the function at that point

277 3 (~1) O |y) = 272 3 (y) [y)

x,y€Fy yeFy

Essentially, for a constant Boolean function, the complete Walsh spectrum is supported
over the all-zero point, makes it certain to observe the state |0"), upon measurement.
However, for a balanced Boolean function, the Walsh transform at the all-zero point is
0, thus the state |0") never appears when measured. Therefore, the presence or absence
of the all-zero state in the measurement results concludes with certainty whether f is
constant or balanced, using only a single query to the oracle Us. A schematic diagram
of the corresponding quantum circuit is shown in Figure 2.5.

’0n> H®n U H®n
f
=)

Figure 2.5: Quantum circuit for Deutsch-Jozsa algorithm [27].

In 2017, a modified version of this algorithm, termed the extended Deutsch-Jozsa
algorithm [40] was proposed in [40]. There, instead of using all Hadamard gates before
measurement, as in [27], a combination of Hadamard and nega-Hadamard gates subject
to a bit pattern c € I} was applied. Observe that, for ¢ = 0", it becomes the standard
Deutsch-Jozsa algorithm, producing the superposition state with the normalized Walsh-
Hadamard transform value of the respective states as the individual amplitudes. On the
other extreme, when ¢ = 1", only the nega-Hadamard gates are applied. As a result,
the algorithm produces the superposition where the amplitude of the individual states
are given by the normalized nega-Hadamard transform of the respective states,

27" Y (F)IIBI (@ |y) =272 Y Ny(y) ly) -

A schematic diagram of the quantum circuit corresponding to ¢ = 1" is shown in Fig-
ure 2.6. In Chapter 5, we further generalize the Deutsch-Jozsa algorithm, and show the
existing variations referred in [27] and [40] as its sub-cases.
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|On> H®n U N&n
f
=)

Figure 2.6: Quantum circuit for extended Deutsch-Jozsa algorithm with ¢ = 1.

Grover’s algorithm [49]

Suppose, we are given oracle access to an unknown Boolean function f € B, with the
promise that f(a) = 1, for a unique input a € F}, and f(x) = 0 for all x # a. The
objective is to identify a € [F using as few queries to the oracle Uy as possible. Classi-
cally, this requires O(2") queries in the worst case. However, Grover’s search algorithm
solves this problem with probability close to 1, using only O(v/2") queries, leveraging a
technique known as amplitude amplification. A schematic of Grover’s quantum circuit
is shown in Figure 2.7.

o) L HE O O o - A
!
=)

/

Repeat O(27/2) times

Figure 2.7: Quantum circuit for Grover’s search algorithm [49].

The algorithm begins by preparing an equal superposition over all 2" inputs via
Hadamard gates (H®") applied to |0"). The oracle Uy then applies a phase flip to the
solution state |a), i.e., multiplies its amplitude by —1 while leaving others unchanged,
effectively marking it. Grover’s diffusion operator then reflects all the quantum states
about the average amplitude, amplifying the marked state’s amplitude while suppressing
the rest. Repeating this process O(v/27) times boosts the amplitude of |a) close to 1,
enabling its identification with high probability upon measurement.

Initially, the amplitude of the target state |a) in a uniform superposition is 1/v/2", re-
sulting in a success probability of 1/2™ upon direct measurement. Rather than increasing
this probability directly, Grover’s algorithm amplifies the amplitude of the target state
through repeated iterations, thereby achieving a quadratic speedup in query complexity,

from O(2") to O(v/2").

In the context of symmetric key cryptography, for a key of length k, classical brute-
force search requires O(2F) queries in the worst case. Grover’s algorithm reduces this
to O(2%/?), halving the effective key length from k to k/2. Numerous works have ex-
plored Grover-based exhaustive key recovery attacks and associated quantum resource
estimations for both block cipher [48] and stream ciphers [11, 32].
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Simon’s algorithm [88]

Suppose we are given oracle access to an unknown Boolean function f € B}, with the
promise that there exists a k-dimensional subspace S C 7 such that for all x,y €
F2, f(x) = f(y) if and only if x @y € S. It follows that f is a 2*-to-1 Boolean
function, referred to as a k-Simon function. The objective is to find a basis for .S using
as few queries to Uy as possible. Classically, this requires O(ﬁ) queries (equivalent
to birthday bound), but Simon’s quantum algorithm computes a basis for S using only
O(n) queries to the oracle Uy. A schematic diagram of Simon’s quantum circuit is shown
in Figure 2.8.

|On> H®n U H®n
f

07) A

Figure 2.8: Quantum circuit for Simon’s hidden-shift finding algorithm [88].

The algorithm begins with two n-qubit registers initialized to [0™)|0"). Applying
Hadamard gates, H®" to the first register creates a uniform superposition of all n-bit
inputs. This state is then passed through the oracle Uy, and the first register is passed

through Hadamard gates, H®", yielding: 27" 37 (|y> ® (erF; (—1)*¥ |f(x)>)>
Therefore, the probability of observing a particular bit-pattern y € F? is given by:

2

Py)) = |3 3 (-1 ()

xeFy

Let A C FJ* be the set of distinct outputs of f. For each z € A, there are 2¥ pre-
images such that f(x) = f(x @ s;) = z for all s; € S. Hence, the above expression
becomes:

2 2
1
(xEB ) _ = . x- o e
VIR E5 9 S EHERAE [ P IR0 SR
z€A s;€S z€EA s;ES
2
1 . §
|5 S I (0 (1) 1)
z€A sieSb

This probability is non-zero if and only if s; -y = 0 for all 5; € Sy, i.e., y € S*. In this
case, the product becomes 2¥, and

1
3 202 2)

z€EA

2 2
Al 1
x y — —
on—k Z | H - 922(n—k) - on—k’

z€A

Ply)) =
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Thus, the observed bit-strings y € F} are uniformly distributed over S*. If k is known,
observing n — k linearly independent such strings yi, ..., yn_k satisfying y; - s = 0 for
all s € S suffices to form a basis for S. If k is unknown, one may collect n — 1 such
observations (possibly with dependencies) and determine the null space of the matrix

Y = (yl Yo ... yn,l)T by reducing Y to row-echelon form over Fs.

Although Simon’s algorithm is deterministic, retrieving the hidden shift space from a
noisy quantum device is challenging and may require exponentially many oracle queries.
The case of 1-dimensional subspaces is thoroughly analyzed in [64], while the general-
ization to k-dimensional subspaces is addressed in [33].

Shor’s algorithm [87]

Given an odd composite integer N, the objective is to find a non-trivial factor of .
Shor’s algorithm achieves this by selecting a random integer a € Z} and determining
its order » modulo NV, i.e., the smallest positive integer such that a” =1 mod N. If r is
even and a™/? # £1 mod N, then ged(a™/? £ 1, N) > 1 yields a non-trivial factor of N.

The order-finding problem reduces to finding the period of the function f(z) = a”
mod N, which is computed using the quantum Fourier transform (QFT). The algorithm
begins with two quantum registers initialized to |0")|0™). Applying Hadamard gates
to the first register creates a uniform superposition over all n-bit inputs. The unitary
transformation Uy maps |x) [0) — |x) |@* mod N). Measuring the second register col-
lapses the system to a superposition over all x such that a* mod N =y for some fixed
y, i.e., over a coset of the period r: \/LM Zjﬂigl |xo + jr), where M = 2" /r.

Applying the QFT on the first register transforms this periodic state to:

2m—1

M-—1
1
— E ‘l’0+jr>—> E Ck’/{>,
VM =0 k=0

where the amplitudes ¢, are sharply peaked near integer multiples of 2"/r. Upon mea-
surement, one obtains an outcome k, and a continued fraction expansion of k/2" ~ s/r
for s € N, allows recovery of the period r. If r is even and satisfies the non-triviality
condition, then ged(a’/? £ 1, N) yields a non-trivial factor of N. A schematic diagram
of the quantum circuit for Shor’s algorithm is shown in Figure 2.9.

jom) —{men — QFT'

Uy

) ——

Figure 2.9: Quantum circuit for Shor’s factoring algorithm [87].

Shor’s algorithm runs in polynomial time, in stark contrast to the best known clas-
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sical methods, such as the general number field sieve, which require sub-exponential
time exp ((log N)'/3(loglog N)*3). The quantum advantage arises from evaluating f(z)
in superposition and extracting the period via interference using the QFT, which is
infeasible classically.

Although the impact of Shor’s factorization algorithm on public-key cryptographic
standards is potentially devastating, mounting a full-scale attack remains elusive due to
the resource constraints of current quantum hardware. However, recent developments
have shown that RSA-2048 could be broken using fewer than one million qubits [44].

Forrelation algorithm [1, 2]

The Forrelation problem plays a central role in understanding the separation between
bounded-error quantum and classical probabilistic models in the black-box setting. It
quantifies the correlation between the truth table of one Boolean function and the Fourier
spectrum (Walsh-Hadamard transform) of another, defined as follows.

Definition 2.2.2 ([1]). Let fi, fo € Bn. The (2-fold) Forrelation of f; and fs, denoted
D f1, fa, is formulated as

1 X1 1 1(X1 X1:X2 2(X2
P = on Z (_1)f1( )sz(xl) = 23n/2 Z <_1)f( )(_1> (_1)f( )

x1 €Fy x1,x2€Fy

This definition generalizes to k(> 2) many Boolean functions fi,..., fx € By, yielding
the k-fold Forrelation

1 X X1-X X X X X
q)fh...,fk — 2<k+1)n Z (_1)f1( 1)(_1) 1 2(_1)f2( 2) (_1) k-1 k(_l)fk( k)
2

X1, Xk EFY
Note that the 2-fold Forrelation can also be viewed as a symmetric bilinear form:

q)fl,fQ = 93n/2 [flTﬁan}a

where f; and f3 are 2" x 1 column matrices resembling the output columns of the truth
table of respective Boolean functions

f, = [(_1)]‘1(0")7 IR (_1)f1(1")}T7 f = [(_1)f2(0”)’ T (_1>f2(1”)]T

and ﬁn is the 2™ x 2" classical Sylvester Hadamard matrix.

Suppose we are given oracle access to two unknown Boolean functions fi, fo € Bn,
with the promise that either |®y, 1| < T:o or Py 4 > % The objective is to distinguish
between these two cases using as few oracle queries as possible. As shown in [2], any
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classical randomized algorithm requires at least €2 (#) queries in the worst case, while

a bounded-error quantum algorithm can resolve this using a single query to each oracle.

In [2], two quantum algorithms were proposed for estimating k-fold Forrelation: one
using k sequential queries and the other using [%} parallel queries. Both assume black-
box access to the functions fi,..., f.

e The k-query algorithm: The initial state |0") |—) is evolved through alternating
layers of Hadamard transforms and oracle calls:

H®" — Uy, — H*" - Uy, — --- — Uy, — H®".

In the final state, the amplitude corresponding to [0") equals @y, , so measuring
the first n qubits yields all zero state with probability (®, 7 ) A schematic for
k = 3 is shown in Figure 2.10.

0") —H®" Hen Ho" HO™ - A
|_> Ufl Uf2 Uf3 -

Figure 2.10: Quantum circuit for 3-fold Forrelation using 3 sequential queries [2].

e The [£]-query algorithm: An additional driving qubit, initialized to |[+), con-
trols two independent branches applied to the remaining n + 1 qubits, based on its
state. If it is |0), it evolves through H*" — Uy, — H®" — ... — Ufm — H®" and

2

if the driving qubit is |1), the state evolves via H®" — Uy, — ... — H®" — O
2

The sequence of controlled Hadamard gates and oracles on each branch produces
interference, and the driving qubit is finally measured in the Hadamard basis. The
probability of observing outcome [0) is (14 @y, ;). A schematic for k = 3 is
shown in Figure 2.11.

0) —{H] ? ? ? H
o™ H®" ] H®" H®"
’|_>> Ut, | Up, Uy,

Figure 2.11: Quantum circuit for 3-fold Forrelation using 2 parallel queries [2].

Throughout this thesis, we only focus on 2-fold and 3-fold Forrelation. For k£ = 3,
we refer to the k-query and [%4]-query algorithms as A% and A®?), respectively.

In the following section, we discuss about quantum circuit construction.
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2.3 Quantum circuit construction

Quantum gates are the fundamental building blocks of any quantum circuit. In Sec-
tion 2.2, we introduced the Toffoli gate, a three-qubit quantum gate where the first two
qubits act as control qubits and the third as the target. The Pauli-X gate is applied
to the target qubit if and only if both control qubits are in the state 1. Consequently,
the gate is also referred to as the doubly-controlled NOT gate or the CCX gate. Its
functionality is given by:

Toffoli : |21, 22, y) — |71, 72,y © 1172) .

This concept generalizes to the multi-controlled Toffoli (MCT') gate, where instead
of two, there are multiple (n many) control qubits. In a similar manner, the X gate is
applied to the target if an only if all the n control qubits are 1, represented as:

n-MCT : |21, 29, ..., Tpn,Y) = |T1,%2, .., Ty Y D T1T2 ... Tyy) -

It is direct to observe that MCT gates implement a classical AND operation in
the quantum setting. As such, they introduce nonlinearity into quantum circuits and
are essential for Boolean functions implementation, arithmetic circuit construction, and
quantum error correction.

However, MCT gates are not native to existing quantum hardware and must be
decomposed into simpler gate sets. Typically, MCT gates are first reduced to circuits
containing standard Toffoli gates, which are then further decomposed into gates from a
universal gate set. Among these, the Clifford+T gate set is one of the most commonly
used in practice.

As mentioned earlier, we are currently in the Noisy Intermediate-Scale Quantum
(NISQ) era, where quantum gates are inherently error-prone. This makes efficient de-
composition of complex quantum gates into universal gate sets critical, particularly for
near-term devices with limited coherence times. Optimization efforts often aim to min-
imize resource metrics such as circuit depth, gate count, and qubit usage.

The depth of a quantum circuit represents its execution time, while the number of
qubits reflects memory requirements. In practice, increasing one of these resources may
reduce the other up to a certain extent, leading to a fundamental trade-off between
space and depth, as discussed in Chapter 6. Circuit depth is measured by the number
of sequential gate layers, assuming gates acting on disjoint qubits can be executed in
parallel.

Among all quantum gates, the T gate is assumed to be the most expensive to im-
plement, especially under fault-tolerant quantum computation using surface codes, due
to the costly magic state distillation required. Therefore, reducing both T count and T
depth has become a key objective. Like circuit depth, T depth refers to the number of
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layers of T gates under the assumption of parallel execution on disjoint qubits. Mini-
mizing T depth helps reduce latency and execution time, enhancing the practicality of
quantum circuits.

In the last couple of decades, multiple attempts have been made towards optimizing
the Clifford+T decomposition of the basic Toffoli gate. While early work focused on
reducing T depth with a fixed T count of 7, recent developments use measurement-based
uncomputation to achieve Toffoli decompositions with only 4 T gates. Here, we provide
a comprehensive overview of existing benchmarks for standard Toffoli decompositions,
highlighting the state-of-the-art results in T count, T depth, and ancilla requirements,
as summarized in Table 2.1.

In [71, Chapter 4, Section 4.3|, the author presents one of the earliest attempts of a
Clifford+T decomposition of a standard Toffoli gate using 7 T gates and 9 Clifford gates
with a T depth of 6 (Figure 2.12).

. T}

s T T m

Figure 2.12: Toffoli decomposition with T depth 6, T count 7, without any ancilla [71].

N

Although, it is direct to observe that with a simple manipulation of gate ordering,
the T depth can be reduced to 4 without altering the gate count. In 2013, Amy et al. [4,
Section 6] also proposed a Toffoli decomposition (Figure 2.13) with a T depth of 4 that
used one fewer Clifford gate and reduced the overall circuit depth from 12 to 8.

Tt e THo—
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]
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Figure 2.13: Toffoli decomposition with T depth 4, T count 7, without any ancilla [4].

In the same paper, the authors applied a meet-in-the-middle algorithm to present
a Toffoli decomposition (Figure 2.14) with a T depth of 3 and an overall depth of 9.
For an exact Toffoli decomposition (without measurement-based feedback), this is the
lowest T depth that one can achieve without using any ancilla qubit.

Using one ancilla qubit, the authors also proposed a Toffoli decomposition circuit
(Figure 2.15) using 7 T gates and 12 Clifford gates, achieving a T depth 2. Later, in
the same year, Selinger [84, Section 2] proposed a Toffoli gate decomposition circuit
(Figure 2.16) with the lowest possible T depth of 1, using 4 additional ancilla qubits and
18 Clifford gates.
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Figure 2.14: Toffoli decomposition with T depth 3, T count 7, without any ancilla [4].
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Figure 2.15: Toffoli decomposition with T depth 2, T count 7, using a single ancilla [4].

In [84], Selinger also proposed a doubly-controlled —iX gate, which differs from
the Toffoli gate only by a controlled-ST gate between the two control qubits (shown in
Figure 2.17). In the same year, Jones [58] modified Selinger’s circuit by employing a
measurement-based uncomputation technique to implement an exact Toffoli gate, using
a single ancilla qubit with a T count of 4 and achieving a T depth of 1. Later, in 2020,
Jaques et al. [56] integrated the designs of Selinger [84] and Jones [58], proposing a
modified circuit for single Toffoli decomposition utilizing measurement-based updates,
as illustrated in Figure 2.18. This circuit requires one ancilla qubit, uses four T gates
with a T depth of 1, and has an overall depth of 8.

Earlier in 2018, Gidney introduced the concept of logical-AND [43] using measurement-
based uncomputation, which has a T count of 4 and a T depth of 2, without using any
additional ancilla (see Figure 2.19). When multiple logical-AND circuits are employed
within the same quantum circuit, all the initial T gates are applied simultaneously at the
beginning of the circuit, with a T depth of 1. Consequently, the effective T depth of the

. ]

—— = @

—o—  HH] (T} (HI-
0) b ST} o 10)
0) @ @ 1t} o @ 0)
0) —& O = o d— 10)
|0) ¥ S @ % 7 10)

Figure 2.16: Toffoli decomposition with T depth 1, T count 7, using 4 ancilla [84].
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Figure 2.17: Doubly-controlled —iX decomposition with T depth 1 [84].
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Figure 2.18: Measurement based Toffoli decomposition with T depth 1 [56].
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logical-AND decomposition reduces to 1 + €. This is marked with (*) in the last row of
the Table 2.1. Table 2.1 summarizes the state-of-the-art resource requirements (T count,
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|b) P Tf D |b)
0) T4 (T] |ab)

Figure 2.19: Measurement based Toffoli decomposition using logical-AND [43].

T depth, and ancilla count) for the Clifford+T decomposition of a basic (2-controlled)
Toffoli gate.

Building upon these optimizations, in Chapter 6 we present exact space—depth trade-
offs for the decomposition of multi-controlled Toffoli (MCT) gates, ultimately leading to
an optimal T depth MCT construction. For resource estimation, we primarily rely on
the measurement-based Toffoli decomposition by Jaques et al. [56], which uses 4 T gates
and achieves T depth 1 (see Figure 2.18), and the logical-AND-based decomposition by
Gidney [43] (Figure 2.19).

Under a different set-up, the optimal T depth can be reduced to as low as one
by employing different constructions, such as using a large number of ancilla qubits
and CCZ resource states, and leveraging teleportation-based techniques, as outlined
in [46]. However, such explorations are beyond the scope of this thesis. Here, we focus
on a specific computational model and establish optimality within that framework, as
discussed in Chapter 6.

Given the Algebraic Normal Form (ANF) of a Boolean function f € B, the linear
terms are implemented using CNO'T gates, with the corresponding input variable as the
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References Ancilla count T count T depth Clifford count Circuit depth

Amy et al. [4] 0 7 4 8 8
Amy et al. [4] 0 7 3 9 9
Amy et al. [4] 1 7 2 12 11
Selinger [84] 4 7 1 18 8
Jaques et al. [56] 1 4 1 11 8
Gidney [43]* 0 4 1+1 9 9

Table 2.1: Summarizing state-of-the-art results related to Toffoli decompositions.

control and the output qubit as the target. Similarly, the non-linear terms are realized
using MCT gates, where the relevant input variables serve as control qubits and the
output as the target. These MCT gates are first simplified using Clifford and Toffoli
gates and then further decomposed into the Clifford+T gate set. We again assume the
measurement-based Toffoli decomposition for this step, which avoids additional resources
for uncomputation.

To reduce overall circuit depth, ancilla qubits are introduced, making the optimiza-
tion of space—depth trade-offs a central focus. In Chapter 7, we propose an optimal T
depth (via Toffoli) quantum circuit construction technique derived from the ANF of an
arbitrary Boolean function.

While recent advances in surface code implementations suggest that T depth may
not be the sole bottleneck in quantum circuit design [44, 45], it nonetheless remains a
critical metric. The overall cost of fault-tolerant quantum computation involves several
factors, including T count, qubit overhead, and scheduling strategies such as resource
state distillation and teleportation. However, in the context of near-term quantum
devices with limited coherence times, T depth still plays a significant role in determining
circuit latency and execution feasibility. In this thesis, we present our results under the
common assumption that T depth is among the most resource-intensive parameters, and
optimizing it is crucial for practical quantum circuit implementation.
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Chapter 3

Quantum algorithms in exploring
Boolean functions’ spectra using
Forrelation

Showing separation between the probabilistic classical model and the bounded-error
quantum model has been long-standing problem, recently resolved in [10]. In this con-
text, the Forrelation problem has emerged as a concept of significant interest. First
introduced by Aaronson et al. [1] and later formalized in their seminal work [2], Forre-
lation exhibits a constant versus exponential query complexity separation between the
bounded error quantum and the classical probabilistic models. More recently, Tal et
al. [93] extended this idea to achieve even greater separations between the two models.

While the problem is easily solvable in the quantum setting, the key contribution of
these works lies in proving that no classical probabilistic algorithm can solve it efficiently.
Specifically, Aaronson et al. [2] showed that distinguishing whether the Forrelation value

is greater than 3/5 or if its absolute value is less than 1/100, requires <¢) queries in

the classical probabilistic model, where n is the number of input variables of the under-
lying Boolean functions. In contrast, the same task can be accomplished with a constant
number of queries in the bounded-error quantum model. To establish this result, they
proposed two quantum algorithms assuming oracle access to all the underlying Boolean
functions. Further details on these algorithms and their query complexities are provided
in Section 2.2.1.

Although Forrelation was originally introduced to establish a separation between
complexity classes, in this chapter (and throughout the thesis), we investigate it from a
Boolean function perspective. Specifically, we focus on evaluating various cryptographic
spectra of a Boolean function in the black-box model. We present an improved sampling
strategy for the Walsh-Hadamard spectrum, offering a constant factor advantage over
the Deutsch-Jozsa algorithm, with implications for resiliency checking. Additionally, we
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propose a method for estimating crosscorrelation (and hence autocorrelation) values at
arbitrary points, improving upon the existing algorithms. Furthermore, by leveraging
superpositions over linear functions, we obtain a crosscorrelation sampling technique,
which to the best of our knowledge, is the first crosscorrelation sampling algorithm with
constant query complexity.

In summary, the main contribution of this paper is in studying different fundamental
(as well as cryptographically significant) spectra of Boolean functions using quantum
algorithms related to Forrelation. In the process, the results we obtain are new or
superior than the existing results [12, 20]. The spectral properties studied here have
wide-ranging applications, particularly in cryptology, where the security of a Boolean
functions as cryptographic primitives is characterized through various spectral parame-
ters [12, 18, 20, 80, 81, 98].

The organization of this chapter and its section-wise contributions are as follows.

e In Section 3.1, we explore bent-duality based promise problems which can be
reduced to different desirable instantiations of the 2-fold Forrelation. We begin
with studying the extreme cases, where the Forrelation achieves the maximum
value 1, and where it approaches 0, and construct a class of promise problems
based on bent function duality. Here, we observe that in certain situations, the
standard Deutsch-Jozsa algorithm works as efficiently as the Forrelation set-up,
while in the other (majority of the) cases, there is no obvious way of achieving the
same using the Deutsch-Jozsa algorithm.

e In Section 3.2, we concentrate on the 3-fold Forrelation which we use as a unifying
framework for evaluating different spectra of Boolean functions. We begin with
showing that for Boolean functions fi, g, fo € B,, the 3-fold Forrelation can be
expressed a

1
Crigr =15 > Wh (x)(— 1) W, (x).

x€Fy

By fixing f; = f3 = f, the expression reduces to a weighted sum of squared
Walsh spectra, with weights determined by ¢g. This formulation enables an efficient
sampling of Walsh-Hadamard spectrum and presents improvement in checking
resiliency of Boolean functions.

e In Section 3.3, we focus on the crosscorrelation spectrum Cf4(x) of two Boolean
functions f, g € B, and connect it to the 3-fold Forrelation set-up. First, we pro-
pose an algorithm to estimate the crosscorrelation value at a specific point, using
the result from [80, Theorem 3.1], which relates crosscorrelation to the product
of Walsh-Hadamard spectra. Then, we extend this to a crosscorrelation sampling
algorithm by replacing the fixed function f; with a uniform superposition over
all linear functions, using n additional qubits. This is enabled by identifying the
correspondence between rows of the n-qubit Hadamard matrix, H®" and the 2"
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linear Boolean functions. Finally, we address the problem of checking if two func-
tions are uncorrelated up to degree m, i.e., whether Cf (u) = 0 for all u with
wt(u) < m, using Dicke states. To the best of our knowledge, this is the first
constant query sampling algorithm for the crosscorrelation spectrum, further re-
inforcing Forrelation as a unifying paradigm for analyzing spectral properties of
Boolean functions.

e Section 3.4 concludes the chapter with a brief summary of our contributions with
future research possibilities.

3.1 2-fold Forrelation and bent duality

The Forrelation of two functions fi, fo € B, is formally defined as

! X1 1 1(x1 x1-X x
i = 5m D> (=)W, (%) = 72 ST (—)hea) (1 (o)),

x1 €Fy x1,X2€FY

Given two Boolean function, fi, fo € B,, it is easy to see that ®f 5 = Py, 4 and
—1<®pp <L

Given oracle access to the functions fi, fo € B,,, the algorithm begins with the state
|0™) |—=) and traverses through the following sequence of steps:

H®" — U, — H®" — Uy, — H®™.

Finally, after ignoring the last qubit, the amplitude of the all zero state becomes ®y, ¢,
and thus upon measurement the probability of obtaining the all zero state, |0™) is given
by (®4,.1,)° [2]. The quantum structure of the 2-query 2-fold Forrelation algorithm is
shown in Figure 3.1.

on XN ®Xn XN
| > = Uf1 1 Uf2 i
=)

Figure 3.1: Quantum circuit for 2-fold Forrelation using 2 queries [2].

We now present certain desirable instantiations of the Forrelation problem by con-
necting different properties of Boolean functions. Moreover, we observe how this algo-
rithm varies from the Deutsch-Jozsa algorithm and becomes similar in results depending
on the functions f; and fs.

Let us now concentrate on the scenario where the Forrelation of two Boolean functions
fi, fo € B, is the maximum, i.e., 1. It is easy to see that this scenario happens when
n is even, and f; and fy are both bent functions and are dual to each other, which we
present in the following lemma.
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Proposition 3.1.1. Let f,g € B, be bent. Then ®;, = 1 if and only if f and g are
dual to each other.

Proof. 1f g = f , from the definition of Forrelation, we obtain
1 N 1 2"
Ppg =7 = on Z(_l)f( )Wf(X) = on Z W;(X) ~on T 1

x€Fy x€Fy

Similarly, for two bent functions f and ¢, having ®;, = 1 necessarily implies that g
and W;(w) always agree on the signs. Hence, g can be written as (—1)9“) = W;(w)
implying f and g are dual to each other. m

In this direction, we have the following simple corollaries.

Corollary 3.1.1. Gwen f,g € B, two bent functions. Then, ®;, = —1 if and only if
f and g are anti-dual to each other. Similarly, given f € B, a bent function, ®;; =1
if and only if f is self dual and ®¢; = —1 if and only if f is anti-self-dual.

Let us now look into the other extreme where the Forrelation of two bent functions
has a very low absolute value. Together with Proposition 3.1.1, this gives various in-
stantiations of the desired scenario. The best scenario is obviously the scenario where
®;, = 0. This can happen in the following framework.

Proposition 3.1.2. Let [ and g be two bent functions such that f @ g is a balanced
function. Then the Forrelation ®;; = P, 7 = 0 where f and g are duals of f and g,
respectively.

Proof. From the definition of Forrelation, we obtain

1 1 1

O 1)/, - _1V® ()9 — _1\(feg)(x) _
Dpg= 5o S D) = o D (=110 = 3 (1)Ul g,
xefy xeFy xeFy
The derivation of @, ; follows along the same lines. O]

Combining the statements of Propositions 3.1.1 and 3.1.2, we have the following
promise problem, which can be deterministically resolved using 2-fold Forrelation.

Proposition 3.1.3. Given oracle access to bent functions f,g € B, the problem of
finding whether g = f or if g@ f is balanced can be resolved deterministically by making
exactly one query to f and g each.

~

Proof. The 2-query Forrelation algorithm is executed with fi = fand fo =g¢g. lf g = f
then ®;, = 1, resulting the all zero state upon measurement, with certainty. On the
other hand, if g ® f is balanced then ®;, = 0 implying that the all zero output is never
appears. Therefore, the presence or absence of the all zero state deterministically resolve
the relation between f and g. O]
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Next we look into another scenario where ®, # 0 but has very low value. Then we
can not solve the promise problem deterministically, but we can resolve the problem with
good probability using only a constant number of queries. In this regard, we consider
the Kerdock codes (see [62, 92]) and let us denote this set as K.

Given two bent functions fi, fo € K, we know that f; & f5 is bent. Moreover, we
know that in the output of a bent function, the number of ones and zeros differ by
2"/2. Thus for f1, f> € K we have Y __p.(—1)10®R09 = £97/2 Based on this simple
observation we construct a promise probfem, which is another desirable instantiation of
the 2-fold Forrelation problem, given in [2].

Proposition 3.1.4. Let f,g € B, be bent such that f,g,f € K, the problem of deter-
mining whether g = f or not can be efficiently resolved by making a single query each to
f and g via 2-query 2-fold Forrelation algorithm proposed in [2].

Proof. From Proposition 3.1.1, if g = f, then ®;, = 1. Moreover, since g and f belong
to the same Kerdock code IC, we have

1 1 ; 1 1
- —1)9(%) —— 1)) (V) = L~ 9n/2 _
xefy xelFy
Therefore, for n > 14 we have |9y .| = |57| < 155 and in all such cases we have the
said desirable instantiation following the Forrelation problem [2]. O

3.2 Algorithms related to Walsh-Hadamard spec-
trum via 3-fold Forrelation

In this section and Section 3.3, we look into the 3-fold Forrelation framework as a unify-
ing tool for analyzing various Boolean function spectra, including the Walsh-Hadamard,
crosscorrelation, and autocorrelation spectra. We begin by reviewing two quantum al-
gorithms for 3-fold Forrelation, A®? and A®?% introduced by [2]. Utilizing this for-
mulation, we develop Deutsch-Jozsa-like algorithms for Walsh spectrum sampling and
for testing whether a function is m-resilient. While the 2-query algorithm samples the
Walsh-Hadamard transform as efficiently as the Deutsch-Jozsa algorithm, the 3-query
version offers a constant-factor improvement. Our key approach involves carefully se-
lecting the functions in the 3-fold Forrelation to reduce the expression to a weighted sum
of squared Walsh-Hadamard spectra, enabling the evaluation of spectral properties via
AB2) and ABG2). This strategy also extends to crosscorrelation estimation in Section 3.3,
with appropriate modifications.
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3.2.1 A suitable representation of 3-fold Forrelation and the
corresponding algorithms

Given fi, fa, f3 € B, the 3-fold Forrelation is defined as

L x X1-X X X2X %
q)f1,f2,f3 = 2% Z (—1)f1( 1)(—1) 1 2(—1)f2( 2)(_1) 2 3(_1)f3( 3)
x]_,Xz,xgng
Interestingly, we can also write it down in the following manner.

1 X X1-X X X2-'X X,
D, fots :2% Z (_1)f1( 1)(_1) 1 2(_1)f2( 2)(_1) 2 3(_1)f3( 3)

x1,X2,x3€Fy

1 1 1
_ = _ 1\ f2(x2) 1V a(x1) (_q\x2x1 _1\f3(x3)(__1\x2-x3
=g 2 CUT o > (=) /2 Y (FDFE(-)

xo €2 x1 €F7 x3€FD

1 X
L DI ()W )

X2EF$‘

Using f; = f3 = f and f5 = g, we obtain:

1 X
Cror=5. > (=)W (x)*.

x€eFy

Thus, the 3-fold-Forrelation actually allows us to sample different combinations of the
squares of the Walsh spectrum values of the function, and when all three functions are
different, different combinations of point-wise product of Walsh spectrum values of two
functions, where the combinations are decided by the function f5. In all the algorithms
we shall design and describe going ahead, we will modify the functions fi, fo and f3
along with some additional tweaks to obtain the desirable sampling scenario.

Given oracle access to fi, fo, f3 € B,, let us now briefly discuss the 3-query and
2-query quantum algorithms for 3-fold Forrelation, due to [2].

e The 3-query algorithm begins with an (n + 1)-qubit state |0™) |—) and applies
the oracles Uy, Uy,, and Uy, interleaved with Hadamard gates. Ignoring the
last qubit, the amplitude corresponding to the all zero state becomes @y, ¢, ..
The unitary corresponding to the 3-query 3-fold Forrelation algorithm is denoted
by AG3)(f1, f2, f3), which assumes oracle access to all three Boolean functions,
f1, f2, f3 and results in an n-bit output where the probability of observing the all
zero state is given by (®y, 1, 7,)°. The quantum circuit structure of AG3)(fy, fo, f3)
has been illustrated in Figure 2.10.

e The 2-query algorithm begins with an (n + 2) qubit state |+) |0™) |[=), where the
first qubit serves as the control (driving) qubit. Conditioned on the control qubit
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being |0), we sequentially apply H®*" — Uy, — H®" — U, — H®" and if the
control qubit is |1), the n-qubit Hadamard gate, H*" is applied first, followed by
the oracle Uy,. The oracles act on all qubits except the control. Finally, the control
qubit is measured in the Hadamard basis, equivalent to applying a Hadamard gate
followed by a computational basis measurement. The probability of observing 0
is given by (1 + @y, 1, 1,). We denote the 2-query 3-fold Forrelation algorithm
by the umtary AB2(f1, fa, f3), which assumes oracle access to all three Boolean
functions, f1, f2, f3, and outputs 0 and 1 with probabilities %(1 + @y, 1,.p) and
1(1— @y, 4, p,), respectively. The circuit diagram for AG?(f1, fo, f3) has been
shown in Figure 2.11.

Next, we analyze the Walsh-Hadamard spectrum sampling of a Boolean function f
at a given point w using the algorithms A2 and AG?) and compare the sampling
probabilities with that of the Deutsch-Jozsa algorithm.

3.2.2 Walsh spectrum sampling using 3-fold Forrelation

Consider f € B,, and a set of points S C [F}. The probability of observing one of the
states from S in the outcome of the Deutsch-Jozsa algorithm with Uy is given by

p = Q%ZWJE(X)% (31)

xeSs

Next we sample the Walsh spectrum values of f on S using 3-fold Forrelation. We
define the Forrelation set up for ®y y, s, as follows. We have f; = f3 = f and the
function f, = ¢ is designed by us, depending upon the set S such that g(x) = 1 if and
only if x € S and g(x) = 0, otherwise. Then we have,

Doy = Qin D (1) 9W(x) =5 (Z Wp(x)? =) Wf(x)2> .

x€Fy XEZS xes

From Parseval’s identity, 3 cpn Wr(x)? = 306 Wr(x)?+3 0 ccs Wr(x)? = 2" we obtain,

Prgr= (2" > Wi(x) _ZWf(X)2>—1__ZWf

x€eS x€eS x€ES

In this regard, we have the following result.

Lemma 3.2.1. The probability of getting the output 1 upon running the algorithm
AGC2(f g, ) with g(x) = 1, for all x € S and g(x) = 0, otherwise, is same as p
as in Equation (3.1).
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Proof. From A®2)(f, g, f), the probability of getting the output 1 is

(- By0p) =5 [1 - (1 - Q%ZWAXP)] = e Wi =p

N | —

x€eS xES

]

Thus the 2-query algorithm A®?)(f, g, f) makes a single query to f and another query
to g, designed based on the set S, behaves equivalent to the Deutsch-Jozsa algorithm in
terms of Walsh spectrum sampling. Now we show that A®?)(f, g, f) can be used here
to obtain the improvement.

Theorem 3.2.1. The probability of getting an output with at least one bit being 1 upon
running the algorithm A3 (f, g, f) for 3-fold Forrelation is given by 4p — 4p®, where p
is as in Equation (3.1).

Proof. From Lemma 3.2.1, we obtain % (1 —®¢,¢) = p, which implies &, s =1 — 2p.
Now, the probability of getting an output with at least one bit being 1 upon running
the algorithm AG3)(f, g, f)is 1 — (®s,5)° =1 — (1 —2p)* = 4p — 4p>. 0

For p < 0.75, we have 4p — 4p> > p. Moreover, if one argues that A3 makes two
queries to f compared one by Deutsch-Jozsa, it is easy to show that the probability
of observing any one of the states from S at least once by running the Deutsch-Jozsa
algorithm twice is 1 — (1 — p)? = 2p — p? which is also lower than the probability
due to AG3) for small values of p. In fact, we can compare the results due to A®3)
sampling from Deutsch-Jozsa once, sampling from Deutsch-Jozsa twice, and sampling
using Deutsch-Jozsa followed by one round amplitude amplification for small values of
p in the following manner.

1. The probability of observing any one of the states from S after running the
Deutsch-Jozsa algorithm is p. This requires one query made to the oracle of f.

2. The probability of observing any one of the states from S at least once, after
running the Deutsch-Jozsa algorithm twice is 2p — p? =~ 2p. This requires two
queries to the oracle of f.

3. If we first apply the Deutsch-Jozsa and then amplify the states from S using a
single round of amplitude amplification, then at first we have § = sin™! p and after
one round the probability becomes sin (3 sin™! p). Since for small values of 6 we
have 6 =~ sin 6, the probability of observing any one of the states from S becomes
~ 3p. This method also requires two queries to f, one for the initial application
of Deutsch-Jozsa and once for designing the inversion about the mean operator.
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4. Finally, if we use the algorithm A®3)(f, g, f), where g(x) = 1, for all x € S and
g(x) = 0 otherwise, then the probability obtaining at-least one bit being 1, is given
by 4p — 4p? ~ 4p which outperforms all the techniques discussed above for small
values of p.

Figure 3.2 presents a schematic view of these probability values.
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Figure 3.2: Sampling probabilities of Walsh-Hadamard transform using different algo-
rithms

Hence, the 3-query 3-fold Forrelation algorithm, A®3)(f, g, f) samples the Walsh-
Hadamard spectrum values f at any given set of points, S more efficiently compared to
the Deutsch-Jozsa algorithm. This result underlines how the Forrelation algorithm can
efficiently sample the Walsh spectra of a Boolean function at any given point.

Observe that for |S| = 1, the 3-fold Forrelation algorithm A®G2)(f, g, f) samples the
Walsh transform values of f at any given point more efficiently compared to the DJ
algorithm. Moreover, if we consider S = {x : wt(x) < m}, then using A®%(f, g, f) we
obtain a better sampling of Walsh spectra for the points with Hamming weight less or
equal to a particular weight m compared to the Deutsch-Jozsa algorithm. This provides
a constant improvement over the state-of-the-art result [20].

3.2.3 Implications to resiliency checking

In [20], Chakraborty et al. present a probabilistic method to determine whether an
unknown Boolean function f € B, is m-resilient, assuming oracle access to Uy. At
the beginning, the Deutsch—Jozsa algorithm is applied to produce the quantum state
27 n/2 > xerp Wi(x) [x) where Wy denotes the Walsh-Hadamard transform of f. If f
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is m-resilient, then Wy(x) = 0 for all x such that wt(x) < m. Thus, if a state with
Hamming weight at most m is observed upon measurement, it conclusively implies that
f is not m-resilient.

However, if no such state is observed over a polynomial number of trials, one can-
not deterministically conclude that f is m-resilient, as nonzero Wy (x) values may exist
at low-weight inputs with very small amplitude. To amplify the detection probabil-
ity of such low-weight states, amplitude amplification is employed over the subspace
corresponding to wt(x) < m, thereby improving the success probability over classical
sampling.

The states x with Hamming weight wt(x) < m are referred to as undesirable out-
comes, whose presence deterministically concludes that f is not m-resilient. Hence, any
algorithm should aim to detect whether f is not m-resilient with high confidence, and
only declare f to be m-resilient if no undesirable outcome is observed after a specified
number of executions.

Here present the following observations.

e The function 4p — 4p? is decreasing for p > 1/2. We begin by sampling a constant
number of times using the Deutsch-Jozsa algorithm and check for any undesirable
outcomes. If p > 1/2, such an outcome is likely with high probability. Otherwise,
we apply A3 (f, g, f), which is better suited for sampling low Walsh spectra
values than the Deutsch-Jozsa algorithm.

o If p is very low, the probability of observing an undesirable outcome becomes
negligible in both the Deutsch-Jozsa and the 3-fold Forrelation setups. To address
this, Chakraborty et al. [20] employed the amplitude amplification algorithm [16]
atop the Deutsch-Jozsa framework to amplify the amplitude of the undesirable
state, thereby increasing its detection probability. A similar amplification can be
applied to the outcome of AG®) and the overall circuit complexity remains of the
same asymptotic order.

Since the starting state of A3 makes the sampling probability of an undesirable
outcome 4-times more likely compared to Deutsch-Jozsa; therefore, we need to run the
amplification to iterate one-fourth of the times to obtain a similar result compared to
the result in [20]. However, the application of A®?3) requires two oracle queries to f.
Therefore if the amplification iterate is run n times for A®?) then it requires a total of
2n many queries to f, compared to 4n queries in case of [20]. Therefore in total, the
query complexity due to A®?) is half compared to [20]. The focus of this chapter is to
design the starting states before the sampling algorithms and therefore, further study
about the detailed procedure is beyond the scope of this paper.

Finally, in the next section, we discuss how the Forrelation algorithm can also be
used to sample crosscorrelation values of two functions by simply replacing the symmetric
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function that is fo’s placeholder with a linear function of our choice. We also consider
tweaking the quantum algorithm for 3-fold Forrelation to obtain further results.

3.3 Crosscorrelation and 3-fold Forrelation

The crosscorrelation Cf, of two functions f,g € B, is a widely studied cryptographic
property, closely related to Shannon’s notion of confusion. Unlike the Walsh spectrum,
which satisfies Parseval’s identity: 27" erFg W;(x)? = 1 enabling probabilistic sam-

pling in the Deutsch-Jozsa algorithm via P(x) = 27"W;(x)?, the crosscorrelation and
autocorrelation spectra lack such a normalization constraint. Specifically, the crosscor-
relation spectrum satisfies
27" < Y Cpe(x)? <27,
xelFy
which prevents the direct application of Deutsch-Jozsa—style sampling techniques to
these spectra.

In [12], Bera et al. proposed a quantum algorithm for sampling the autocorrela-
tion spectrum, generating a 2n-bit state x||0™ with probability 272"C/(x)?, along with
estimation algorithms within the quantum framework. Their approach relies on the rela-
tionship between the Walsh spectra of derivatives of f and its autocorrelation spectrum,
and therefore cannot be directly extended to crosscorrelation. Against this backdrop,
here we design crosscorrelation estimation and sampling algorithms (also apply to auto-
correlation as special cases), beginning with the crosscorrelation estimation.

We start with a very interesting observation of [80] which leads us to our first algo-
rithm.

Theorem 3.3.1 ([80]). Given any two functions f and g, we have

A~

[Cf4(000...0),...,Cpg(111.. . 1)]H, = [W;W,(000...0),...,WW,(111...1)]

) 1 1\
whereHn:(l _1> .

Here, observe that H, is a 2" x 2" “non-normalized” Hadamard matrix and thus we

N2
have (Hn) = 2"1,, where I, is the 2"-dimensional identity matrix. Thus multiplying

H,, to both sides of the above identity results in the following equation.

A~

[C1g(00...0),...,Cra(11...1)]2"L, = [W;W,(00...0),..., W;W,(11...1)|H,.
We also fix a general notation to denote the 2" linear functions on n variables,

denoting the functions as Ly(x) = (—1)%==1%_ In this regard, we have the following
well-known result.
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Fact 3.3.1. For a given n, the 2" linear functions have a one-to-one correspondence
with the columns of H,. That is, H,[i][j] = Li(j), j € Fy for all i € Fy.

Using these results along with the 3-fold Forrelation formulation, we obtain the
following results.

Theorem 3.3.2. Given oracle access to Boolean functions f,g € B, two algorithms Ay
and As can be designed in a way that they make one query to f and g each and makes
another query to a linear function Ly such that

1. In algorithm Ai, upon measuring n predetermined qubits in the computational ba-

2
sis, the probability of obtaining the all zero state is (Cf;#

2. In algorithm As, upon measuring one predetermined qubit in the computational
basis, the probability of obtaining the output 0 is % (1 + Cf%,@)

Proof. Let A; be the algorithm A3 (f, Ly, g). Then the probability of obtaining the all

zero state upon measurement is given by (@ f,]Ly,g)2 where the Forrelation value equates
to

PrLyg = 2% Z We(x)Wy(x)Ly(x) = 2% Z W (x) W, (x)H,, [y][x] = Cf,g(Y)_

2n
xelFy x€Fy

2
C
Thus the probability of getting |0™) as measurement outcome is (f;%))

Similarly we can define Ay = AG2(f, Ly, g) and thus we obtain the output 0 with
probability % <1 + Cf%f”) O

This gives us a constant query algorithm for sampling the crosscorrelation value of
any two functions at any given point. Here note that, one needs to design different
algorithms (and thus circuits) in order to obtain the crosscorrelation value at different
points. Let us first compare these results with the results by [12] on the autocorrelation

Cy.

3.3.1 Comparison of autocorrelation results with Bera et al.
(INDOCRYPT, 2019)

The work of Bera et al. [12] introduces two quantum algorithms: one for sampling the
autocorrelation spectrum of a Boolean function f € B,, and another for estimating
its value at a specific point C¢(x). Below, we summarize the output states of these
algorithms and compare their structure to the Forrelation-based approach presented in
Chapter 3.

o4



Bera et al. examine higher-order derivatives of the Walsh spectrum using the Deutsch-
Jozsa algorithm and exploit the equivalence between the first-order derivative and the
autocorrelation spectrum to sample the later in the following manner.

Theorem 3.3.3 ([12]). There exists a quantum algorithm Ay such that Ay (|0>2n+1)
produces the state

|#) _|_\/2—nZZAfb y)ly) o),

beF} yeF?

where Af(grlb)(y) =4

an

Ci(y)?
2371, .

Thus, the probability of measuring the 2n-bit state |y)|0") is

In comparison, the algorlthm AB3) designed in Theorem 3.3.2 outputs the n bit
state |0") with probability < 2% . Thus, the 3-query 3-fold Forrelation algorithm, 43

provides the autocorrelation Value at a particular point more efficiently, although it does
not sample from the autocorrelation spectrum.

Here the following remark is essential.

Remark 3.3.1. The algorithm in Theorem 3.3.3 is explicitly designed to sample the
autocorrelation spectrum of a Boolean function by computing the Walsh spectrum of its
derivatives. On the other hand, we derive an algorithm to sample the crosscorrelation

spectrum of two Boolean functions f and g, by tweaking the 3-query, 3-fold Forrelation
algorithm AG3),

Next we discuss amplitude-estimation. In [12], the authors further propose a swap-
test-based algorithm to facilitate improved estimation of C(y):

Lemma 3.3.1 ([12]). There exists a quantum algorithm As(y) that, when applied to

1022 measures 0 on a designated qubit with probability i (1 + %)

This estimation is further refined using a general quantum amplitude estimation
technique:

Lemma 3.3.2 ([16]). Let A be a quantum circuit with no intermediate measurement, and
let p denote the probability of observing its output in a particular subspace. Then, there
exists a quantum algorithm that makes O (glog %) (controlled) calls to A and returns
an estimate p such that

Pp—e<p<p+e=>1-9,
for any e < 1/4 and 6 < 1.

Combining Lemmas 3.3.1 and 3.3.2, Bera et al. establish the following result:
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Theorem 3.3.4 ([12]). Given a Boolean function f, there exists an algorithm that makes
@) (% log %) queries and returns an estimate o satisfying

Pla—e<2Ciy)’ <a+e¢>1-4.

2
Here the algorithm estimates C’;g{) by observing the outcome probability of a specific

2
state in the procedure described in Lemma 3.3.1, which is % (1 + C’;%) Lemma 3.3.2

is then applied to this result.

Notably, the structure of the algorithm in Lemma 3.3.1 is analogous to the .A4(3?)
algorithm for 3-fold Forrelation, as both utilize a control qubit to sequence multiple
oracle applications. However, we demonstrate that a suitable instantiation of A®?)
yields a more efficient estimation algorithm, especially in terms of improved accuracy,
as follows.

Theorem 3.3.5. Given a Boolean function f € B, there exists an algorithm that makes
@ (% log %) queries to the oracle of f and returns an estimate o such that

P[Oz—egcf%n(y)ga—l—e]zl—d

Proof. The algorithm A®2 outputs the state 0 with probability P(f, g) = : (1 - Cf%é”) .

This enables the estimation of ]5( f,g) using Lemma 3.3.2. It is straightforward to ob-

(y) (y)

serve that estimating % (1 + sz+> is equivalent to estimating Cf’2+, thereby yielding

the desired result. Setting f = g, this translates into an algorithm for autocorrelation
estimation. [

Remark 3.3.2. The query complexity needed to e-estimate Cgiy) in Theorem 3.3.5 18

2
the same as the query complexity needed to e-estimate <Cf(y)> in [12]. This implies for

271
. c
comparative accuracy of giy),

again an improvement on [12].

we need square-root of the number of queries, which is

Finally, we move towards a crosscorrelation sampling algorithm, which is the final
contribution of our paper. As a corollary of this result, we can also check if two functions
are uncorrelated of degree m for all values of m up to a bound so that the time complexity
is better than that of general classical algorithms. For the later part, we use the existence
of polynomial-size circuits for Dicke state preparation [68]. Let us now define a Dicke
state, denoted by |D}).

Definition 3.3.1. An n-qubit quantum state with equal superposition of all (Z) many
basis states of weight k is called a Dicke state.
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3.3.2 A crosscorrelation sampling algorithm

Now we move towards crosscorrelation sampling. In the case of sampling the crosscor-
relation value of two functions at a point, we used the 3-fold Forrelation set-up, where
the second function is a linear function of our choice.

As a first step, we modify A®3) so that the second function Ly can be decided by
additional inputs. Next we describe a very simple implementation of any linear function
in the quantum black-box model. Consider the operation CNOT} which denotes the
multi-controlled NOT operation where S is a set consisting of the control-qubits and the
qubit b is the target. Then it is easy to see that any linear function L, can be imple-
mented as the series of operations CNOT}" such that y; = 1. Using this construction,
we tweak the algorithm.

Algorithm 1: The Algorithm A(C,) where C,, = C!

n

Input:
1. ueFy,

2. R® @ where
R is an n-qubit register, denoted as ®_ |r;).

@ is an n-qubit register, denoted as ®_; |g;).
3. Description of an algorithm C,,.

Output: The output u||0™ with probability Cf2+,su)
Apply the following operations in the given sequence:

1. C,, on the register R (In this case defined as C}(u)):
apply X gate on r; if u; = 1.

2. H®" on ¢; to q,.

3. Oracle of f on Q|—).

4. H®™ on q; to gq,.

5. DC defined as: CNOTQ;‘L,I <i<n.
6. H®" on ¢; to g,.

7. Oracle of g on Q|—).

8. H®" on ¢; to q,.
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Figure 3.3 provides a schematic diagram of the algorithm A(C,,).
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Figure 3.3: Quantum circuit for sampling the complete crosscorrelation spectrum.

Let us now analyze the working of this algorithm. First let us observe a simple fact
regarding the operator DC. If r; = 1 for some ¢, then the operation CNOT "% works
as CNOTY: | which is equivalent to the oracle of the function h(x) = z;. Otherwise
if r; = 0 then the operation CNOT}"? works as identity. Which can be formalized as
follows.

Proposition 3.3.1. The operation DC on R® @ can be described as DC'|u) |x) |—) =
(=1)"*|u) |x) |—). In essence, the operator DC works as an oracle access to the function
L, on the register Q when R is in the state |u).

Thus when C, is defined as C}(u), the algorithm effectively becomes same as the

3-fold Forrelation algorithm, A®3)(f L, g) on register () and the register R stays in the

2
state |u) and thus outputs u||0"™ with probability Cf;#

The crosscorrelation sampling and checking if two functions are uncorrelated of degree
m can be obtained by choosing suitable unitaries C,,, which is the final contribution of
the paper. Let us derive the output state for a general C,, operation.

Lemma 3.3.3. Let C, be 2" x 2" unitary operator so that Gy |0") = > cpn ax [X).
Then starting from the state |0") |0™) the algorithm A(C,,) of Algorithm 1 has the pre-

measurement state o ( )
u
> aul) (L 0+ )

ucky

where |Wy) is an n-qubit superposition state such that the amplitude of the state |0") is
0.
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The proof of this lemma follows directly from Algorithm 1. Let us now present the
following theorem for crosscorrelation sampling using Lemma 3.3.3.

Theorem 3.3.6. If we fix C,, = H®™ then upon measuring the predetermined 2n many

qubits at the end of A(C,,), the probability of getting the state u||0™ is Cf293n for all
u c 5.

Proof. If we fix C,, = H®", then from Lemma 3.3.3, the pre-measurement state becomes

> g o (e o+ sy ).

ucky

Thus the probability of getting the output u||0™ upon measurement is given by TL)

[]

Note that, 22" < 37, o Crg(u)® < 2% implies that 5 ZUEIF” C}y(u)? <1 and this
bound is tight for certain’ choices of f and g. Therefore, it is not possible to have
a generahzed algomthm that always samples from the crosscorrelation spectrum with

better than 23(71 probability.

3.3.3 Checking if two functions are uncorrelated of degree m

In this problem we want to check if Cf,(x) = 0 for all x € F} such that wt(x) < m.
This problem is similar to checking if a function is m-resilient. Thus the same sampling
and amplitude amplification algorithm of [20] can be implemented. Suppose there is
a quantum algorithm such that the probability of obtaining a good (undesirable) state
while calling an algorithm is a?. In that case, such a state can be obtained with constant
probability by running the algorithm O (%) times without the measurement. Here if we
run the crosscorrelation sampling algorithm and if the output is of the form y||0™ where
wt(y) < m then it concludes f and g are not uncorrelated of degree m. Then we have
the following result.

Proposition 3.3.2. There is an algorithm that verifies if two functions f and g are
uncorrelated of degree m with constant probability by making O(%) queries to f and g

each, where
Z Ctq(x) ?

x:wt(x)<m

Proof. We use the sampling algorithm defined in Theorem 3.3.6. Then let an undesirable
state be one that guarantees existence of u such that wt(u) < m and Cy4(u) # 0.
This is same as obtaining a state u||0™ output after measurement of the algorithm
in Theorem 3.3.6. The probability of getting such a state is 55 Y. wt(x <m Crg(x)*.
Applying the amplitude amplification argument to this yields the result. O]
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Here note that because of the structure of A(C,) we can control the points over
which crosscorrelation is sampled. If C, is such that the amplitude of some state |y)
in the register R is 0 then C}4(y) never affects the output of A(C,,). Now we can use
the fact that the values of Cf ,(x) where wt(x) > m is irrelevant while trying to check
if f and g are uncorrelated of degree m. Thus we need a C,, which makes the algorithm
efficient by not having states whose outputs are depending on Cf4(x), wt(x) > m. To
this end, we use the following result for Dicke state preparation circuits. Dicke states
| D) are the equal superposition state of weight i on some n qubit system.

Theorem 3.3.7 ([68]). Starting from the state |0") any Dicke state |DI) can be deter-
ministically prepared using O (n?) CNOT gates and O (n?) many single qubit gates.

We denote the corresponding unitary that prepares the Dicke state |DJ) as UD},

so that we have ]

UDp [0") = —— > [x).

\/ (:1) x:wt(x)=m

Using this result we design a sampling algorithm in the following manner.

Theorem 3.3.8. For any m < n, there is an algorithm that verifies if two functions
[ and g are uncorrelated of degree m with constant probability by making O3 ", alz)
queries to f and g each, where

Z Cfg

x:wt(x)=1

@ = m

Proof. We proceed in the same way as Proposition 3.3.2 but with a different choice of

C,. Consider the circuit A(UD}) for some 0 < i < m. This algorithm by definition of
o)

Algorithm 1 outputs a state y||0™ with probablhty ( ) ” for all values of y with weight

i, and probability of obtaining the state x||0™ is zero if wt(x) # i. Thus any output y/||0"
is an undesirable outcome corresponding to a point of weight ¢ in the crosscorrelation
spectrum with nonzero value. We can obtain such an outcome by making (’)( ) queries

to f and g each, where (a;)? = W D xcwt(x)=i Cra(X x)2.

Thus, to check if there is any such point for all 1 < i < m we need to run the circuits
A(UD!),0 < i < m and apply amplitude amplification on them individually, and thus
the total query complexity is O(>_7" L1). ]

10a

This is an improvement on the crosscorrelation sampling based result for small values
of m. If m is a constant then (") < n™. Let M; =3 wix)=i Cr.g(X )2. Then the query
complexity for checking if f and g are uncorrelated of degree m using the algorithm in

60



Theorem 3.3.8 would be 2" > 4/ % < 2"p" 2™, —A. On the other hand if we

M,
m 1

would have used Proposition 3.3.2 the query complexity would have been 2% Yoo AL

For all cases where > " \/;H is of the form m, Theorem 3.3.8 provides polynomial

improvement over using the crosscorrelation sampling algorithm.

At this point, one may wonder if a similar Dicke state-oriented approach could be
applied for resiliency checking. While such a possibility can not be ruled out, in our
proposed algorithmic framework, and also that of [20] it does not help. In m-resiliency
checking we want to check if the value P = >° <, W;(u)? is greater than 0. In
this direction [20] designs a quantum algorithm so that the probability of getting a
predetermined state is % where D; = 22" and then apply amplitude amplification on
it, which gives advantage over known classical algorithms. Here following points are

important.

1. In the algorithm due to [20], D; = 2. Thus the denominator in the probability
expression solely depends on n.

2. P, < 2?7 and this bound is tight due to Parseval’s identity. Thus it is not possible
to have D; < 22" if it depends solely on n.

This is important as if the probability of getting a state is % where P and D are both
integers, then the amplitude amplification algorithm ([16]) has the query complexity of
O(\/—\/g). Thus with P fixed for resiliency checking, if one could decrease the initial value
of Dy using a different sampling algorithm, it would have resulted in better query and
thus time complexity for resiliency checking. However, as we have discussed, that is not

possible if D; depends only on n.

Similarly for checking if two functions f,g are uncorrelated of degree m we need
to determine if P> = 37 < C}4(u)? is greater than 0. If we use the algorithm
due to Proposition 3.3.2 then we get a predetermined state with probability %22 where
Dy, = 2°". Now we also know that P, can be high as 23" and thus D, cannot be
smaller than 23" if it solely depends on n. At this point we use Dicke states intelligently
to make Dy depend on both n and m and effectively run m + 1 different algorithms

2,

A;, 0 < i < m where the probability of getting a predetermined state in A; is L2 yhere
( )22n

Pai =3 wt(u)=i C4(u)?. This is what allows us to have advantage in Theorem 3.3.8 for
small values of n. If m = Q(n) then we essentially have same time complexity due to
both Proposition 3.3.2 and Theorem 3.3.8. A similar approach could not be applied for
resiliency because the Forrelation set-up for resiliency checking or the set-up in [20] does
not give us avenue to make D; which depends on both n and m. The central question
thus is whether such an improvement can be obtained for resiliency as well, which we
highlight in conclusion.
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3.4 Conclusion

Forrelation is one of the central problems in the quantum paradigm. This has been
studied to demonstrate separation between the bounded error quantum model and the
randomized classical model, starting with the seminal paper of Aaronson et al. [2].
The main contribution of [2] concentrated on designing a class of formulations (k-fold
Forrelation, that can be defined for any k& functions) and provide negative results related
to limitation of the classical computation for evaluating such formulations.

In this chapter, we have revisited the Forrelation problem to build a unified frame-
work towards analyzing different Boolean function spectra. First, we studied a desirable
instantiation of 2-fold Forrelation set-up to construct promise problems based on bent
duality. Then we move to the 3-fold Forrelation set-up and use the existing techniques as
well as certain modifications to analyze the Walsh, crosscorrelation, and the autocorrela-
tion spectra of a Boolean function. We first show how Walsh spectrum value estimation
can be improved by a constant factor in this framework and use that to revise the re-
siliency checking algorithm of [20]. Then we move to crosscorrelation estimation and
sampling algorithms using 3-fold Forrelation. This also immediately provides results
related to autocorrelation (when both the functions used are identical). We present
several new results in this domain and also show that the results improve the autocor-
relation estimation algorithm due to [12] for similar levels of accuracy. Relating 3-fold
Forrelation to crosscorrelation provides a new insight in this domain of research, and
to the best of our knowledge, this connection could not be identified earlier. We also
exploit the concept of Dicke states to provide a more efficient algorithm when used for
checking if two functions f and g are uncorrelated of degree m, giving us a polynomial
advantage in some instances.
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Chapter 4

Introducing nega-Forrelation and
analysis of related quantum
algorithms

Forrelation, introduced by Aaronson [1], is a measure of correlation between the truth
table of a Boolean function f and the Walsh-Hadamard transform of another function
g. Although originally proposed to demonstrate a theoretical separation between the
bounded-error quantum and randomized classical models [2], in Chapter 3 the Forrela-
tion algorithm was used for sampling various cryptographic spectra of Boolean functions,
including Walsh-Hadamard, autocorrelation, and crosscorrelation.

Keeping in mind its effectiveness, a natural question arises, whether a similar quan-
tum framework can be developed for an efficient sampling of the nega-Hadamard spec-
trum. In this chapter, we address this by introducing nega-Forrelation (denoted 1y, 4, £, )
a complex-valued correlation measure between the truth table of a Boolean function f;
and the nega-Hadamard and conjugate nega-Hadamard transforms of f; and f3, respec-
tively.

Riera and Parker [77] introduced nega-Hadamard transform to study the general-
ized bent criteria for Boolean functions having flat nega-Hadamard spectrum. They
highlighted the relevance of nega-Hadamard transform in quantum information theory,
particularly in analyzing stabilizer states, and also hinted at cryptographic implications,
such as spectral properties of the AES S-box [77, Section I(C), p. 4145]. Like the
Walsh-Hadamard and crosscorrelation spectra, the investigations in the nega-domain
offer additional tools for analyzing Boolean functions in cryptographic applications.

Here, we revisit the standard Forrelation algorithm and modify it to construct nega-
Forrelation circuits. Furthermore, we adapt the techniques used for efficient sampling of
various cryptographic spectra via Forrelation [35], and tailor them judiciously within the
nega-Forrelation algorithms to enable efficient sampling of nega-Hadamard transforms.
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In this way, the present chapter bridges the contributions of [2], [35], and [77], offering
a deeper understanding of the current state-of-the-art.

S. Aaronson, C. Riera, & M.G. Parker
& A. Ambainis “nega-Hadamard
“Forrelation” [2] Transform” [77]

nega-Forrelation

S. Dutta, S. Maitra,
& C.S. Mukherjee

“Boolean Functions’ Spectra” [35]

A key component in this construction is the nega-Hadamard gate [40, 77], defined as

<50 )

where i = v/—1. Applied to a general n-qubit state [1)) = ZxGF? ax |x), with > |ax | =
1, the n-qubit nega-Hadamard gate, (N®") yields:

N S el | = | 30 @y

o . .= 1 —i -
Similarly, the conjugate nega-Hadamard gate is N = \/Li ( 1 Z,Z) and the functioning

of N”" over the generic quantum state [¢) is given as follows.

N Z ax |x) | = \/12_71 Z Qix Z (—1)Y (=)™ Jy)

xelFy xefy yeFy

Note that, unlike the Forrelation algorithm, where the n-qubit Hadamard gates are
applied at the beginning, in between the oracles and towards the end of the circuit, in
nega-Forrelation circuit, we use different combination of H, N and N gates judiciously in
order to manipulate the final state and obtain the desired results upon measurement. In
wt(x)
0
in the algorithm, defined as follows.

SE Y o) | = ax(i)™ [x).

x€Fy x€Fy

this regard, the phase gate, S = <1 (Z)) can also be used to introduce the factor ()

64



The organization of this chapter and its section-wise contributions are as follows.

e In Section 4.1, we define the 3-fold nega-Forrelation formulation and present two
quantum algorithms for estimating its values. The first algorithm uses three se-
quential queries to compute the nega-Forrelation, while the second estimates its
real component using two parallel queries. We conclude the section by introducing
a more query-efficient strategy for sampling small values of the nega-Hadamard
transform, improving upon the Extended Deutsch-Jozsa algorithm.

e Section 4.2 presents results related to estimation of nega-crosscorrelation and nega-
autocorrelation values at any arbitrary point using nega-Forrelation. Additionally,
we propose a method to sample from the complete nega-crosscorrelation and nega-
autocorrelation spectra at points having a fixed Hamming weight using the Dicke-
states.

e Section 4.3 deals with the hidden shift finding algorithms for special classes of
Boolean functions such as bent and negabent and their connection with Forrelation.

e Section 4.4 concludes the chapter with a brief summary of our contributions with
future research possibilities.

4.1 The (3-fold) nega-Forrelation

Forrelation measures the correlation between the truth table of a Boolean function f
and the normalized Walsh spectrum of another Boolean function g. Extending this idea,
we introduce nega-Forrelation, which quantifies the correlation of the truth table of a
Boolean function with the nega-Hadamard and conjugate nega-Hadamard spectrum of
two other Boolean functions, defined as follows.

Definition 4.1.1. Given Boolean functions fi, fa, f3 € B, the 3-fold nega-Forrelation
measures certain kind of correlation between the truth table of the Boolean functions fi,
the nega-Hadamard spectrum of fo and the conjugate nega-Hadamard spectrum of fs,
mathematically formulated as

1 < —
Mifods = o > (DN ()N, (%)

xeFy

Note that, after expanding Ny, and Nfg, we can also write the expression of 3-fold
nega-Forrelation, 7y, s, ¢, as follows.

— Z ((_1)f2(xz)@<x1,><2>(i)wt(xz)) (_1)f1(><1) ((_1)f3(X3)€B<X1,X3>(_i>wt(x3)) .
2 n

X1,X2,X3
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Remark 4.1.1. In the definition of 3-fold nega-Forrelation, we consider nega-Hadamard
transform of one function and the conjugate nega-Hadamard transform of another func-
tion. This is due to the fact that nega-Hadamard transform are complex numbers and
when fo = f3 = f, we obtain the complex-square of the nega-Hadamard transform values
for the function, f, where the combinations are decided by the function fi = g. Further
note that for fo = f3 = f, the nega-Forrelation values, 14 55 s always a real number.

This result along with the nega-Parseval’s identity provide an efficient sampling strat-
egy for the nega-Hadamard transform compared to the existing result from [40] in terms
of the required number of queries. In this direction, we now present two quantum algo-
rithms for estimating the values of 3-fold nega-Forrelation, one using 3 sequential queries
and another using 2 parallel queries.

4.1.1 Quantum algorithms for (3-fold) nega-Forrelation

We begin with the 3-query quantum algorithm. Given oracle access to fi, fo, f3 € B,
we obtain the 3-fold nega-Forrelation values, 7y, , r,, beginning with the state [0") |—)
and traverse through the following sequence of steps,

H®" — Uy, — N®" — Uy, — H®" — Uy, — Ne"

where all the n-qubit gates <H®”, N&®n N®n) are applied to the n query-qubits and the
oracles (Uy,,Uy,, Uy, ) are applied to all the n + 1 qubits (see Figure 4.1). Ignoring the

o) {men Ner Ho" N

| > Uf2 Ufl Ufs

Figure 4.1: Quantum circuit for (3-fold) nega-Forrelation using 3 sequential queries.

last qubit, the amplitude corresponding to the state |0™) becomes

1

o Z (_1)f2(xz)(Z')Wt(xz)(_l)<xl7x2>(_1)f1(X1)(_1)(X1,X3)(_Z‘)wt(xs)(_l)f:a(xs)
2n

X1,X2,X3

which is equal to 1y, 1, .. Since, 1y, 1, r, is a complex number, the probability of observing
the all zero state upon measurement is given by |1, f.. |- Let us denote the 3-query
algorithm for estimating the nega-Forrelation value, ny, 1, 1. by A>3(f1, f2, f3).

Remark 4.1.2. Unlike the Forrelation algorithm where only the Hadamard gates were
used in the beginning, in between the oracles, and before the measurements, here we use
the nega-Hadamard and conjugate nega-Hadamard gates judiciously in order to obtain
the desired formulation. For any given functions f1, fa, fs € By, the quantum circuit of
the algorithm 12123 makes 3 sequential queries to the underlying Boolean functions.
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Following the idea of parallel query Forrelation algorithm from [2], we now present
the 2-query quantum algorithm for estimating nega-Forrelation.

Given oracle access to f1, fa, f3 € B,,, we begin with an (n+2)-qubit state, |+) [0™) |—),
where the first qubit is called the ‘driving qubit’ (since, controlled on this qubit, we
apply different quantum gates on other qubits) and the next n many qubits are the
query-qubits. We first apply the n-qubit Hadamard gate, H®" to all the query qubits,
and distribute the state as follows:

107 =) 25 b (g 10) %2} [ =) + Cyey 1) xa) )

Then controlled on the driving qubit being in the |0) state we sequentially apply
Uy, = N®" — Uy, — H®" and obtain the state

0 S\ WX X1,X X X1,X
R Y (e e (1) 1) ) |

x1,X2,x3€EFY

Similarly, controlled on the driving qubit being in the |1) state, we sequentially apply:
S®" — Uy, and obtain the state

1)
Noasl

Z (_1)f3(X3)(2')Wt(X3) Ix3) |-) .

Xgng

After ignoring the last qubit and assuming the following notations:

Oy = _1)f2(X2) (i)wt(xz) (_1)(X1»X2> (_1)f1 (x1) (_1)<X17X3>

1
v 2

x1,X2€FY

1
A /2n+1

we obtain the final state, (say) [¢) = Dy cpp (Oxs [0) [X3) + Pxs 1) [x3)) . Finally, we
measure the driving qubit in Hadamard basis, which is equivalent to applying a Hadamard
gate, followed by the measurement in the {|0),|1)} basis. The final state becomes

and By, = == (1) (@)

Y

1
= (Oéx3 + ﬁxa) |0> |X > + (Oéx3 - Bx;;) |1> |X >
\/5 x,g%g ’ x;;%g ’

and thus the probability of obtaining |0) |x3), where x5 € 7, is given by

1 1 —_
5 Z |aX3 + ﬁx3|2 = 5 Z (|04X3|2 + |6X3’2) + %(O‘X:sﬁx;;)

x3€Fy x3€Fy
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where R(z) denotes the real part of the complex number, z. Since, > eFy | s |* 4| B |
denotes the sum of squares of all the amplitudes for the state [¢), it is equal to 1.
Moreover, check that ax33x3 = N, fa.fs- Lherefore, the probability of observing the |0)
state upon measuring the driving qubit is given by 3 (1+ R (7, 5.5,)) - We denote the
2-query nega-Forrelation algorithm by A23. Figure 4.2 provides a schematic diagram of
the quantum circuit for A23(fy, fa, f3).

0) —{H}—¢—9— ? H
o H®" — S@n ] Non H®™
‘|_>> - - Uf3 | Uf2 Uf1

Figure 4.2: Quantum circuit for (3-fold) nega-Forrelation using 2 parallel queries.

Given fi, fa, f3 € By, the quantum algorithm A23(fy, f, f3) makes one parallel query
to Uy, and Uy,, each followed by a single query to Uy,. Since the nega-Forrelation value,
N, fo.fs CaN be a complex number, using the 2-query algorithm, A23 (fy, fa, fs) we can
only estimate the real part of 1y, s, s, and not the complete nega-Forrelation values. Next
we present the strategies for sampling the nega-Hadamard transform values for a given
set of points, using A33 and A23.

4.1.2 Sampling nega-Hadamard transform values using nega-
Forrelation

Given f € B,,, and a set of points S C FZ, the objective is to determine the total nega-
Hadamard transform values of f at all the points in S. In this regard, we define g € B,
using S as its support such that g(x) =1 for all x € S, and g(x) = 0 otherwise.

Recall (from Section 2.2.1) that using the extended Deutsch-Jozsa algorithm, we can
sample the nega-Hadamard transform of f at S C F} with probability

o SN = p (say)

x€eS

where p is a real number (probability) lies between 0 and 1. Here we present a strat-
egy for sampling the nega-Hadamard transform of f using the 3-fold nega-Forrelation
algorithms.

From the definition of nega-Forrelation, using fo = f3 = f and f; = g, we have

Moss = g 30 (-1 NG (o = o (Z NP - Y |Nf<x>12> .

x€eFy xgZS x€S
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N;(x)|* = 2" we obtain,

From the nega-Parseval’s identity, )

x€lFy
Nats = 5a | 2 =) INS )P =D INg(x)] =1-5 DNy | =1-2p.
xEeS xes xeSs

This implies, p = %(1 — 7)g.5,f) Which is same as the probability of observing 1 upon

measuring the driving qubit from running the algorithm 1212’3(9, f,f). Therefore, we
have the following proposition.

Proposition 4.1.1. Given f,g € B, and a set of points S C F4 such that g(x) = 1
for allx € S and g(x) = 0 otherwise, the probability of obtaining 1 upon measuring the
driving qubit, from running the algorithm A%*3(g, f, f) is given by p.

Remark 4.1.3. Since 1, ¢ is a real number, we have R (ny.rr) = ngr5. Therefore,
the 2-query nega-Forrelation algorithm A23) (g, f, f) makes a single query to f and an-
other query to g, designed based on the set S, behaves exactly equivalent to the extended
Deutsch-Jozsa algorithm in terms of the number of queries required to sample the nega-
Hadamard transform.

Here, we show that the 3-query 3-fold nega-Forrelation algorithm, A®3) (g, f, f) can
be used for an improvement. Observe that, upon running the algorithm A*3(g, f, f),
the probability of observing a state with at-least one many 1 in the output bit-pattern
is given by 1 — 77§7f’f. Using 7.7, = 1 — 2p we obtain,

1—n2,,=1—(1-2p)=4p—4p”.
Therefore, we have the following theorem.

Theorem 4.1.1. Given f,g € B,, and a set of points S C F4 such that g(x) =1 for all
x € S and g(x) = 0 otherwise, the probability of one of the measurement outcomes being
1 from running the 3-query nega-Forrelation algorithm A%3(g, f, f) is given by 4p — 4p?.

From Theorem 4.1.1, it is evident that for p < 0.75 (i.e., when p < 4p—4p?), the sam-
pling probability obtained from 3-query 3-fold nega-Forrelation algorithm (A*3(g, f, f))
outperforms the sampling probability due to extended Deutsch-Jozsa algorithm, in terms
of the number of queries required.

In simpler terms, for any f € B,, the 3-query nega-Forrelation algorithm A>3 (g, f, f)
samples the smaller values of nega-Hadamard transform more efficiently than the ex-
tended Deutsch-Jozsa algorithm [40]. Conversely, for larger values of p (where p > 0.75),
the extended Deutsch-Jozsa algorithm alone is sufficient to estimate the nega-Hadamard
transform values.

Here, one might argue that the extended Deutsch-Jozsa algorithm requires to make
a single query to the oracle of the concerned Boolean function, whereas the 3-query
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3-fold nega-Forrelation algorithm is making two queries to f. However, to counter that,
even from running the extended Deutsch-Jozsa twice (two queries to f), one can sample
the nega-Hadamard transform values with probability 1 — (1 — p)? = 2p — p? which is
also lower compared to sampling probability obtained from A®3. We can also verify
that the sampling probability from A3? is better compared to applying the extended
Deutsch-Jozsa once followed by a single round of amplitude amplification, which also
requires two queries to the oracle Uy. For a graphical comparison between the sampling
probabilities from different algorithms, refer to Figure 4.3, which is visually similar to
the graph as in Figure 3.2 except for the fact that the value of p is different.

10 —————

08 e e,

=
=
.\.
N
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A

Sampling probability
=1
=y
\
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i
\
A
1Y

0.2 S =T ——- Applying Extended Deutsch-lozsa once

o - —-.= Applying Extended Deutsch-lozsa twice

4 ’ B T Single round amplitude amplification after Extended Deutsch-lozsa once

2;.’ —— 3-query 3-fold Nega-Forrelation

0.0 ¥ T T T T .

0.0 0.2 0.4 0.6 0.8 10
p

Figure 4.3: Sampling probabilities of nega-Hadamard transform using different algo-
rithms.

Note that the 3-query nega-Forrelation algorithms samples better only for the small
values of p when p < 0.75. However, for the larger values of p, one can sample the
nega-Hadamard transform using the extended Deutsch-Jozsa algorithm, more efficiently
compared to A>3 in terms of the number of queries to the oracle U;.

4.2 Sampling nega-crosscorrelation values using nega-
Forrelation

In this section, we provide an efficient sampling of the nega-crosscorrelation spectra, and
consequently the nega-autocorrelation spectra, using the nega-Forrelation algorithms,
with some necessary tricks and tweaks. In this regard, we use the following observation
due to [91, Lemma 4], which connects the nega-crosscorrelation of two Boolean func-
tions, f1, fo € B, with the product of nega-Hadamard transforms of the corresponding
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functions.

Lemma 4.2.1 ([90]). If fi, fa € B,,, then the nega-crosscorrelation
Cfl,fz( Z Nfl Nf2 )( 1)*Y.

x€elFy

For the proof of this lemma, one may refer to [90, Lemma 4]. Given this lemma, we
now provide an efficient strategy of sampling the nega-crosscorrelation value at any given
point using algorithms, A>3 and A%3. The efficient sampling of the nega-autocorrelation
value at any given point follows as an immediate corollary.

Theorem 4.2.1. Given oracle access of fi, fo € B, the algorithm 121731’3 can estimate the
nega-crosscorrelation value at a point y € FY where the probability of observing the all
zero state, |0"™) upon measurement is given by

1
CbﬁJé(y)

22n

2

Pl0*) =

Moreover, the algorithm /lel?’ estimates the real part of the nega-crosscorrelation value
at any given point 'y € FY, where the probability of observing |0) upon measuring the
driving qubit, is given by

Py = L (1 . §R((—z‘>wt<y2>7{2ﬁ,f2 <y>>) |

Proof. Suppose, h(x) € B, such that h(x) = x-y. Then, following Lemma 4.2.1, we
can write CY, 1,(y) as

Crop(y) = ()" Y (=1)"ONy, (x) Ny, (x) = ()*"2" -, 5,

x€Fy

which implies s f, 5, = 27(—=i)""®)Cy, 4, (y). Since, we can estimate 7y s, f, from A3
with A23 the rest of the proof follows directly. O

This gives us a constant query algorithm for sampling the nega-crosscorrelation value
for any two functions, fi, fo € B,, at any given point, y € Fy. For f; = fo, = f, we
obtain a constant query sampling strategy for nega-autocorrelation (Cy) as an immediate
corollary.

Corollary 4.2.1. Given oracle access of f € B, the algorithm fli’?’ estimates the nega-
autocorrelation value at a point'y € Fy where the probability of observing the all zero

state, |0™) upon measurement is given by P|0™) = 'ngi)‘

Moreover, the algorithm flf;?’ estimates the real part of the nega-autocorrelation value
at any given point y € FY, where the probability of observing |0) upon measuring the

driving qubit, is given by P|0) = % [1 + %(2‘”(—@')wt(y>@f(y)>]
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Further, we have another direct corollary from the following lemma.

Lemma 4.2.2 ([90]). A Boolean function f € B, is negabent if and only if @c(y) =0
for ally € F3 \ {0"}.

The corollary is as follows.

Corollary 4.2.2. Given f € B, is negabent and g € B, is a linear function, then
the presence or absence of the all zero state in the measurement outcome of the 3-fold
nega-Forrelation algorithm Ai’f’(g, f, f) is determined by whether g is a constant Boolean
function such that g(x) = 0 for all x € FY or not, respectively.

The proof of this corollary is direct from using f; = fo = f and taking g(x) = x -y
for all x € F} in Lemma 4.2.1, followed by Lemma 4.2.2.

The above results sample the nega-crosscorrelation and nega-autocorrelation value
at a single point y € F5 by choosing the linear function h(x) = x -y, that depends
upon y. In the coming endeavor, we attempt to sample the complete spectrum of nega-
crosscorrelation (and thus the nega-autocorrelation) by placing a superposition of all
possible linear functions, in place of a single linear function (shown in Figure 4.4).

1 j0)— A
100 A
o [0) A
o |0)—{HH N (] NHA
@ )—HH N El NHA
A R

o |0)—{H}—  {N] ] NHA

=) O-—D

Figure 4.4: Quantum circuit for sampling the complete nega-crosscorrelation spectrum.

Suppose that C,, is a 2" x 2" unitary operator such that C, [0") = >, ax [x).

Then, starting from the all zero state, the algorithm A(Cn) as in Figure 4.4 has the
pre-measurement state

> ayly) (Cg—(” 0%) + 6 |Wy>)

yeFy
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where |Wy) is an n-qubit superposition state such that the amplitude of the state [0")
is 0. In the next theorem, we show how the specific choice of C,, helps in sampling the
complete spectrum of nega-crosscorrelation.

Theorem 4.2.2. Fizing C, = H®", the probability of observmg the bzt string |y) |0™)
upon measuring the first 2n qubits from Algorithm A is given by 23n for all y € F3.

Proof. Fixing C,, = H®", the pre-measurement state becomes

> 2L ) (Ofg( Y 0m) 1 gy 1w, >)

yeFy

Thus the probability of observing the state y||0™ upon measuring the first 2n many
qubits is given by QT(ny)Q O]

Corollary 4.2.3. Let f € B, be a negabent function. Then, from running the Algorithm
A(HE®") with fi = fa, the probability of observing the state [0™) [0™) upon measuring all
the qubits, is given by 5. Moreover, the probability of observing a state |x) |0") is O for
all x € Fy \ {0"}.

The proof is direct from Corollary 4.2.2, from the fact that the nega-autocorrelation
for a negabent function at any non-zero point is 0.

In this regard, let us assume that the 2" x 2" unitary matrix UD), prepares all the
Dicke-state |D) of weight m such that

vonion = —— Y ).

(:1) x:wt(x)=m

Thus, if we replace C,, = UD]! with m < n, the probability of observing the n-length

bit-string y||0™ becomes (f 32};) , where the Hamming weight of y is given by m and the

probability of obtaining the bit-string y||0™ is zero if wt(y) # m. In this way, we can
sample the nega-crosscorrelation (and hence the nega-autocorrelation) values at all the
points having the Hamming weight m.

4.3 Finding the hidden-shift for bent and negabent
functions

As discussed in Section 2.1, bent functions are a special class of Boolean functions, that
are maximally distant (in terms of the Hamming distance between the corresponding
truth tables) from the class of linear Boolean functions. Because of the nonlinearity, bent
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functions plays an important role in the design of cryptographic primitives. Moreover,
the Walsh-Hadamard transform of a bent function is either 41 or —1, i.e., the absolute
value of the Walsh transform is constant, and distributed uniformly over the entire space.
Given f € B, an n-variable Boolean function, f that mimics the Walsh spectrum of f
in terms of the equation W (x) = (—=1)7® is called the dual of f (see Section 2.1).

Let f and g be bent functions such that g(x) = f(x @ u) holds for all x € F}.
Now, given the oracle access of g and the dual of f, U 7 [78] proposed a polynomial
time quantum algorithm that deterministically computes the hidden shift u € F} using
just a single query to each of the oracles, U, and U 7 A schematic diagram for the
corresponding circuit is shown in Figure 4.5 where the measurement outcome is the
unknown shift u. For detail derivation, one may refer to [78, Theorem 4.1].

|0n> I{@WL I I{@WL U~ I{@WL l!%!
=) ’ !

Figure 4.5: Quantum circuit for finding the hidden shift of a bent function.

The circuit diagram (Figure 4.5) reveals a clear similarity between the quantum
hidden shift finding algorithm [78] and the 2-query, 2-fold Forrelation algorithm [2], with
certain modifications. However, to the best of our knowledge, the connection between
the hidden shift problem and Forrelation has not been established prior to this work.
Accordingly, we can reinterpret the hidden shift finding algorithm within the framework
of Forrelation as follows.

Proposition 4.3.1. Given f,g are bent functions, such that g(x) = f(x @ u) for all
x € Fy, then the 2-fold Forrelation, @g’f =1ifu=0", and @g’f =0 ifu#£0".

The proof of this proposition is direct from [78, Theorem 4.1] and [35, Proposition
1]. Additionally, it can be observed from the fact that the term-by-term product of
the Walsh-Hadamard spectrum of the individual functions (f and g) is equal to the
Walsh-Hadamard transform of their convolution (f * g), as follows.

The 2-fold Forrelation (@, 7) as defined in Proposition 4.3.1 (with g(x) = f(x @ u))
is equivalent to the normalized autocorrelation coefficient of f at u € F3:

1 X
¢ =0 D (1) IW(x)

(_1)9(X)®f(X)

:2_n
xeFy
1

1
~on (—1)/ WS/ ) — 2—nC’f(u) (From Section 2.1).

x€Fy
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Moreover, from [80, Corollary 3.1], we have the following connection between the auto-
correlation of a Boolean function (Cy) and the square of Walsh-Hadamard transforms

(Wy): ) ) )
[Cr(07),...,Cr(1")]H, = 2" [WF(0"), ..., WF(1™)]

where H,, represents the 2" x 2" classical Sylvester Hadamard matrix (equivalent to the

n-qubit Hadamard gate without the normalizing factor). The term 2" is multiplied in

the RHS to address the normalization in our definition of Walsh-Hadamard transform

(Section 2.1). As f is a bent function, (W;(u))® = 1 for all u € F}. By multiplying H,
on both sides, we obtain:

~

2" [Cr(07), ..., Cr(1M)] = 2"[1,... 1]H,.

Since all columns of H, sum to 0, except the first one (which sums to 2"), the RHS
simplifies to 2" [2", 0,... ,O]. Canceling 2™ both side, we obtain

[Cy(0™),...,Cr(1M)] = [27,0,...,0].

Hence, from the fact that ¢ 7= 5:C(u), we conclude:

(@, s> Py flycyn) = [1,0,...,0]

affirming Proposition 4.3.1.
Next, we extend this approach to analyze the affine properties of bent functions, in
a more general setup.

Theorem 4.3.1. Let f,g € B,, be bent functions such that g(x) = f(x®b)Dc-xdd,
where b,c € F5 and d € Fy. Then, running the 2-fold Forrelation algorithm with U, as
the first oracle and the dual of f, Uf, as the second (see Figure 4.5), the state before

measurement is given by (—1)Pc®d2=n Zy’z(—1)f(y@c)@f(3’)@y'(z@b) |z), and the probability
of observing any state z € F} is

oo Z(_l)f(y@c)@f(y)@y(zeab) .
y

Proof. We follow the 2-fold Forrelation circuit from [78], illustrated in Figure 4.5. The
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starting state |0") evolves as:

n H®n 1 U, ]' X C-X
0") — 57 > Ix) T > (—1)fCoRIvexed )

x€lFy x€Fy
_><2_n) Z (_1)1‘( ®b)Dexd Yly)
x,y€Fy
0_1)bc@d
S Wk’ S Z (—1)PY (1) (xeP)B(xED) (yEo) |y7)
2 x,y€Fy
(=1)Pre b- Flyse)
= 2 (DY (=D
yeFy
U~ (_1)b-c€9d . - .
— Z (—1)P¥(—1)fveef®) |y)
yeFy
__1\b-cd - -
1, BT 3 (o cnfomei-ipe ),
y,z€Fy

Hence, the final amplitude of any basis state z € I} is
(—1oes

Z(_l)ﬂy@c)@fm(_1)y-(b@z)
2n ’

y

and the corresponding probability is given by | >y (= )@f(y)@y- b@z)} O

Clearly, from the above theorem, the value of d € Fy cannot be estimated. Further-
more, if ¢ = 0", the state b is observed with probability 1, as shown in [78]. When
b = 0", the state |0™) is never observed. In general, with high probability, the observed
state corresponds to the best affine approximation of the balanced Boolean function
fly ®c)® f(y). Moreover, if b # 0™ # c, then the state b is never observed. Instead,
the most probfi:ble outcome is the state z, where the linear function (b @ z) -y best
approximates f(y @ c) @ f(y).

Summary of observations:

1. If the algorithm yields only the state |0"), then either | f(x)| = |g(x)]| for all x € F%,
or b # 0" # c, with b € F being the coefficient of the best linear approximation

to fly @c) @ fly).

2. If a fixed nonzero state |z) is observed with probability 1, then either ¢ = 0™ and
the observed state is b € F}, or ¢ # 0" and f(y @ c) @ f(y) = (b @ z) - y.

3. If all the states are observed except for a fixed nonzero state, then ¢ # 0", and the
missing state corresponds to the hidden shift b € 7.
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Remark 4.3.1. Note that to study the affine properties of bent functions, we do not
modify the algorithm structurally; instead, we provide an alternative analysis based on
affine transformations of the underlying bent functions.

Next, we study the shift properties of negabent functions and explore how the existing
hidden shift algorithm for bent functions can be adapted to recover the hidden shift of
negabent functions. In this context, we would like to point out an error in our published
result [34, Theorem 5], which claims that if f, g € B,, are negabent functions, then there
does not exist any u € F} such that g(x) = f(x ® u) for all x € F3. This statement is
incorrect, as there do exist negabent functions for which certain shifts result in another
negabent function. In fact, [34, Theorem 5] should be replaced with Theorem 4.3.2
which provides an accurate formulation.

Theorem 4.3.2. Let f,g € B,, be bent functions such that g(x) = f(x @ u) for some
ueclkl andlet f' = f® sy, ¢ =g se be the corresponding negabent functions. Then,
the same shift vector u can not satisfy ¢'(x) = f'(x ®u) for all x € Fy.

Proof. We prove this by contradiction. Suppose ¢'(x) = f’(x @ u) holds for the same
shift vector u € Fy. Then,

g(x) B s2(x) = f(x B u) ® s5(x) B sa(u) ® @ z; (@?:1,#1%) .

Since g(x) = f(x ® u), we obtain P;_, z; (@?Zld#lui) = so(u), i.e., the linear function
Lu(x) = @, = (@?:1,#1'%) must be a constant, which implies u = 0". Hence, no
non-trivial u can satisfy the said condition. O]

While the result works for all the bent function, in particular, this should be inter-
preted for the ones which are not negabent. Moreover, we have the following proposition.

Proposition 4.3.2. Let f,g € B, be two bent functions such that g(x) = f(x @ u).
Then u is a period of the negabent functions g@ se and (f @ so & Ly @ s9(u)), satisfying
(9@ s2)(x) = (f ®s2® Ly ® se(u)) (x®u). Moreover, their duals f and g differ by the

~

linear function u-x, i.e., g(x) = f(x) & u-x.

Proof. We begin with (f @ so ® L, @ s2(u)):

(f®s2®Ly®so(u) (xBu)=f(xDu)dsx(xDu)dLy(xdu) S sz(u)
=g(x) @ $2(x) B Ly(x) @ s2(u) ® Ly(x) ® s2(u)
=(g @ s2)(x).

Furthermore,
(1P = Wy(x) = Wy () (=1 = (~ )09 (=1 = (T,

Hence, ]?and g differ by the linear function u - x. ]
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Additionally, we have the following direct corollary.

Corollary 4.3.1. Let f,g € B,, be bent functions such that g(x) = f(x & u) for some
uecly andlet f' = f @ s9, ¢ = g @ sy be the corresponding negabent functions. Then

J(x)=f(xdu) & Ly(x)®c,

where Ly (x) = @), i (87— ;4u;) is a linear Boolean, function and ¢ = (wtéu)) mod (2)
18 a constant.

In this backdrop, we define a non-identical shift for the negabent functions; termed
as nega-shift, formulated in the following way.

Definition 4.3.1. Let f,g € B,, be two negabent functions and u € Fy be an unknown
bit string such that for all x € FY, g(x) = f(x ® u) @ Ly(x) @ ¢ where Ly(x) =
P, xi (@?:1,#1'%) is a linear Boolean function and ¢ = (wtéu)) mod (2) is a constant.
Then u is called the nega-shift of the negabent function f.

As discussed, if u € F} is a nega-shift to the negabent functions f, g € B, then the
same vector u becomes the shift vector for the corresponding bent functions, f' = f® s,,
g = g & so. Consequently, using the constant query deterministic quantum algorithm
proposed in [78], we can find the hidden nega-shift for the given negabent function, with
some necessary modifications.

Theorem 4.3.3. Let f,g € B, be negabent, and there exists an unknown bit-string
u € FY such that g(x) = f(x®u) ®L(x) ® ¢ for all x € FY (with L(x) and ¢ as above).
Then there exist a polynomial time quantum algorithm that deterministically computes
the hidden nega-shift u using a single query to each of the following oracles, Uy, Uy, and

Ufu where ]/‘:’ is the dual of the bent function f' = f @& so.

Proof. Given u being a nega-shift for the negabent functions f, g € B,,, implies that u is
also a shift for the corresponding bent functions f' = f @ sy and ¢’ = g P s9, satisfying
g (x) = f'(x®u). Thus, the problem of finding the hidden nega-shift between negabent
functions f and g reduces to the hidden shift problem for the bent functions f’ and
g'. Therefore, using the constant-query hidden shift finding algorithm (.A;) for bent
functions ([78]), we can recover the shift u with probability 1, given oracle access to U,
Us, and Us,. ]

n Xn || ®Rn XN
0") < H v, o, [ v, [1H

- —

Figure 4.6: Quantum circuit for constant-query hidden nega-shift finding algorithm.

78



In the same direction, we have an immediate corollary using the probabilistic hidden-
shift finding algorithm (Ay) as in [78, Theorem 4.2].

Corollary 4.3.2. Let f,g € B, be negabent, and there exists an unknown bit-string
u € FY such that g(x) = f(x @ u) ® L(x) @ ¢ for all x € Fy. Then, there exists a
polynomial time quantum algorithm that computes the hidden nega-shift u with a constant
probability of success and makes O(n) many queries to Uy, U, and Us, .

The proof of the above corollary is direct from Theorem 4.3.3 and [78, Theorem 4.2].
The corresponding circuit diagram is shown in Figure 4.7.

0 —{i] i
jon) —{men Hon
> %H@n C

o™ Uy (HUs, HUf HUs, =D HE" |

V

D

Figure 4.7: Quantum circuit for O(n)-query hidden nega-shift finding algorithm.

The additional oracles U, has been added in the quantum circuit to make the cor-
responding negabent functions bent so that the hidden shift finding algorithm (Ay) can
computes the hidden nega-shift u.

Given two bent functions f, g € B, satisfying g(x) = f(x @ u), one can compute the
hidden shift u € Fy from [78, Theorem 4.2] with constant success probability, by making
O(n) many queries to f and g. Upon measurement, the algorithm yields the states |b, z)
which are orthogonal to the hidden shift 1,u, i.e., (b,z) - (1,u) =b® u-z = 0. From
the observed states, u can be efficiently recovered via Gaussian elimination. Here, we
observe that the same algorithm can be adapted to recover the hidden shift when f and
g are negabent functions.

To demonstrate this, we apply the hidden shift finding algorithm to the non-trivial 6-
variable negabent function f(z1, xs, 3, x4, 5, Tg) = 123D x174, which is not bent, along
with its shifted version g(x) = f(x @ 100001) = z123 & x124 S 23 & x4 (see Figure 4.8).
The observed output states [0000000), |1100000), |[0001100), and |1101100) appear with
equal probability (see Figure 4.9), indicating that the hidden shift u = wjususususug
satisfies the constraints u; = 1, uz = uy, and us, us, us, ug € Fy. In fact, there are exactly
2% such valid shifts u € F§ satisfying g(x) = f(x @ u) where f(x) = z,23 ® z124 and
9(xX) = 2123 ® 1124 B 3 B 4, under the conditions u; = 1 and uz = uy.

Such techniques may be applied for any pair of Boolean functions, that may be
exploited in differential cryptanalysis of symmetric ciphers. In this section, we have
only concentrated on bent and negabent functions. However, its generalization might
be an interesting research exercise.
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Figure 4.8: Quantum circuit for finding hidden shift from the negabent function.

{'0011011': 243, '0000011': 253, '0000000': 249, '0011000': 255}
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Figure 4.9: Histogram for finding hidden shift from the negabent function.
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4.4 Conclusion

In this chapter, we connected Forrelation [1, 2] with the nega-Hadamard transform [77],
and defined nega-Forrelation to capture certain kinds of correlation between the truth ta-
ble of a Boolean function with the nega-Hadamard and conjugate-nega-Hadamard spec-
tra of other Boolean functions. Using this formulation, we proposed an efficient sampling
strategy for the nega-Hadamard transform, surpassing the sampling probability due to
the extended Deutsch-Jozsa algorithm [40]. Additionally, we designed algorithms for effi-
cient sampling of the nega-crosscorrelation (and consequently the nega-autocorrelation)
spectra with minor modifications. Finally, we connected the hidden shift finding al-
gorithm for bent functions [78] to Forrelation and extended the results for negabent
functions through necessary adaptations to the existing algorithm. Implementation of
the algorithms, considered in the chapter, in a noisy quantum environment could be a
future research possibility in this direction.
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Chapter 5

A framework for generalized
Forrelation

In Chapter 3, we exploited the Forrelation algorithms to enhance sampling probabili-
ties for various cryptographically significant spectra of Boolean functions, including the
Walsh-Hadamard spectrum, crosscorrelation, and autocorrelation. Chapter 4 extended
these results to the nega-domain and examined the shift properties of bent and negabent
functions via Forrelation and nega-Forrelation.

In a related work, Stanica [89] generalized the Walsh-Hadamard transform to the
2% Hadamard transform (Definition 2.1.9), by incorporating the weight factor of 2%-th
primitive root of unity, denoted (5x. The notions of crosscorrelation and autocorrelation
were also extended within this framework, along with the bent criterion, leading to the
definition of 2*-bent functions and the classification into strong and weak bent functions.
Subsequently, Tang [94] investigated the theory and applications of 2%-bent functions in
the context of relative difference sets.

In this chapter, we further generalize these spectral frameworks from their 2* variants
to a more comprehensive formulation by incorporating the m-th primitive root of unity,
(m, for any m € N. Additionally, we generalize the Deutsch-Jozsa algorithm beyond its
extended variants [40], identifying both the standard Deutsch-Jozsa [27] and its extended
form [40] as special instances. Furthermore, we develop the m-Forrelation framework and
propose novel quantum algorithms, with some tweaks to the existing ones, for estimating
these newly defined generalized spectra.

The organization of this chapter and its section-wise contributions are as follows.

e In Section 5.1, we focus on generalizing the existing frameworks in terms of Boolean
function properties. We begin with introducing new unitaries, exploring their im-
plications, and establishing connections to existing ones. Then, we extend the for-
mulation of various fundamental concepts including the Walsh-Hadamard, cross-
correlation, and autocorrelation spectra, to a generalized variation for any m € N.
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In the process, we identify a previously unexamined class of real Hadamard trans-
forms that lies between the Walsh-Hadamard and nega-Hadamard transformations,
addressing a gap in the literature. Additionally, we introduce the most general-
ized version of the Deutsch-Jozsa algorithm, which extends both the standard
Deutsch-Jozsa and its prior extended version, incorporating them as special cases.
Furthermore, we extend the Forrelation formulation to m-Forrelation and propose
new quantum algorithms for estimating them for a given set of Boolean functions.

e In Section 5.2, we present various sampling strategies of these newly defined spectra
of Boolean functions using the generalized Forrelation algorithms, and present the
comparison graph based on the corresponding sampling probabilities.

e Section 5.3 presents our final contribution, where we study affine transformations
of generalized bent functions.

e Section 5.4 concludes the paper with a brief summary of our major contributions
and outlines potential future research directions in this area.

5.1 Generalization of Boolean functions’ spectra

In this section, we generalize various cryptographically significant spectra of Boolean
functions, including the Walsh-Hadamard, crosscorrelation, and autocorrelation spec-
tra, and then present the most generalized version of a Deutsch-Jozsa-like quantum
algorithm, building upon the work of [27, 40]. Finally, we introduce the most com-
prehensive form of Forrelation, that encompasses both the standard Forrelation [2] and
nega-Forrelation [34] as its special cases, and provide the necessary quantum algorithm
for estimating it.

In this direction, let us introduce a single qubit unitary operator, €2,,, with parameter

m € N, defined as €, = \% G _CZL ); where ¢, = €*™/™ denotes the primitive m-th

complex root of unity, i.e., ((,,)" = 1. This gate can be derived as a special case from

: cos?  —ePsin?
the well known and generalized Us(f, ¢, \) = oid Siég Gi(63) COSQg structure. The
conjugate of (,, is given by (,, = e ?™/™ = (1. Moreover, the inverse of the unitary

operator €2, is given by Qf = \/Li Cil B 1,

m

1) such that Q,Qf = Qf Q,, = Iy, where

I5 is the 2 x 2 identity matrix <(1) (1)> . The action of €2,,, on the basis states is given by:

0) 22 Loy 4 1)y 2 L

5 ﬁ(Cm|0> —Gm (1))

%
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In general, when n-many €, apply on an n-qubit state [¢)) = >, cpn ax[x) with
erF? |ax|? = 1, the resultant state is given by:

05 [ X el | = 5 X e | G

xEF} x€Fy y€Fy

Remark 5.1.1. For m = 1, the newly defined unitary operator reduces to the Hadamard
gate, 1y = H. Similarly, for m = 4, the unitary operator §2,, corresponds to the nega-
Hadamard gate N, as described in [3]]. Moreover, for m = 2, there ezists a real unitary

matriz, defined as Qy = 5 <1 _11), such that Qy (|0)) = =5 (|0) + [1)) and Q2 (1)) =
7 (=10) +11)).

In a similar manner, we define another single-qubit unitary by conjugating the el-

ements of €, denoted as Q,,, which is given by Q,, = \/Ai G f?—) The inverse of

Q,, is given by ﬁjn =1 < ! _1< ), such that ﬁmﬁ; = ﬁIan = I,. The action of

~ V2 \(m

n-many €2, on an n-qubit state [1)) = erleg ax |x) is given by

S x| = s 3 | S0 G )

xelFy xeFy yeFy
Furthermore, for m = 4, the newly defined Q,, coincides with the conjugate nega-
Hadamard gate, N, introduced in [34].
Additionally, we define another single-qubit gate, S,,, which generalizes the phase

gate (S), given by S, = ((1) CO ) The inverse of S,, is given by ST = (é CQI), and

so S,,SI = SI'S,, = 1. Notably, for m = 1, S,, reduces to the identity gate. When
m = 2, we have (; = —1, making S, equivalent to the Pauli Z gate. Similarly, for
m = 4, S, corresponds to the standard phase gate S, and for m = 8, Sg is equivalent to
the well-known T gate. The existing special cases of this newly defined unitary S,, are
summarized as follows:

Slzl, SQZZ, S4:S, SgZT

More generally, when n instances of S,,, are applied to an n-qubit state |¢)) = erw ax |x),

the resultant state acquires a multiplicative phase factor of Cﬁff(x), that is,

So (S ) | = DT G ).

x€Fy x€F3
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Next, we generalize 2¥-Hadamard transform, 2¥-crosscorrelation, 2¥-autocorrelation
and the related results for any m &€ N, establishing the existing results as specific
cases within this generalized framework. We begin with extending the definition of
2k Hadamard transform [89] to define the most generalized version of the Hadamard
transform, and connect it with the newly defined unitary operator €2,,.

Definition 5.1.1 (m-Hadamard transform). Given f € B, the m-Hadamard transform
(meN) of fatweFy isa comple:z: valued function, chm) :Fy — C defined as

On) F(x)®xw rwt(x
?{ 2n/2 g
XEF"
Remark 5.1.2. For m = 1, the m-Hadamard transform reduces to the standard Walsh-
Hadamard transform, i.e., ”chl) = Wy, Similarly, for m = 4, it corresponds to the
nega-Hadamard transform, 7-[55” = N;. More generally, for m = 2%, the transform is

expressed as chm) = H;Zk), representing the 2F-Hadamard transform.

The multi-set {’H;m)(w) cw € F2} is called the m—Hadamard spectrum of f €
B,,. Since the m-Hadamard transform is a complex valued function, we can define the
conjugate m-Hadamard transform as follows:

m 1 X)Bx-w [(F WX
(W) = g D (197 ()

xeFy
In this regard, the constraint }_ g ]H;m)(w)\Q = Y oer ”H}m)(w)H;m)(w) = 2" is
known as the m-Parseval’s identity. The proof follows from Corollary 5.1.1.

Similar to the bent-negabent classifications, a Boolean function f € B, is called m-
bent if its m-Hadamard transform is flat in complex modulus, i.e., "chm) (w)) =1, for

all w € Fy. Furthermore, any Boolean function f € B, can be represented as a sum of
its m-Hadamard transforms, as follows.

Lemma 5.1.1. Let f € B,,. Then the m-Hadamard transform is invertible, i.e.,

(_1)f(y) _ 2—n/2<=n—1wt(y) Z ’H;m)(w

welFy
Proof. Let us begin with the right hand side (RHS)

n/2 Z H wy 9" Z Z f(x)®x-w ;Ult( )(_1)wy

welg weFy xeFy
—o7n 37 (1)) § (1))
XG]F" wGIF"
=27" ) (—1) K unsy(x @ y) = (—1)/ @R,
x€Fy
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and the claim is shown. O

Next, we compute the m-Hadamard transform for various combinations of Boolean
functions (as in [89, 91]).

Lemma 5.1.2. Let f,q,h € By, and (,, = €>™/™. Then, the following holds.

(a) If g(x) = f(x) ®c-x @ d with ¢ € F3, d € Fy, then Hy" () = (~1)*H (u @ c).
Moreover, if L(x) =c-x @ d, then

H]ém)(u) = (=1)%2"2 (cos(m/m))™ (—i tan(7 /m))"“" (&) (/2.
(b) If f(x) = g(x) ® h(x), then

f u 2n/ZZH Whu@v 2n/22w LIEBV)

(c) If g(x) = f(Ax), where A is an n x n orthogonal matriz over Fo, then
H™ () = 1™ (Au).

(d) If h(x.y) = f(x) ® g(y) with x,y € Fy, then H\" (u,v) = H{"™ (w)Hy™ (v).
Proof. The proof follows from [89, Theorem 2], with some necessary tricks and tweaks.
(a) If g(x) = f(x) ® c-x®d, from definition

m 1 X umc)-X wr(X m
() = 5o D (F)I St = () e c).
x€Fy

Moreover,

1+ G =1+ cos(2m/m) +isin(2r/m) = 2cos(7r/m)e”/m,
1 — (=1 — cos(2m/m) — isin(2r/m) = —2isin(7w/m)e’™™,

Foru =uq,...u, and c = cy,...c,, set by = up ® ¢;. Then,

(m) :(_]—>d -1 x-(udc) ~wit(x)
Hy," (u) > (1) Cm

202 €F?
OV T e = S T TTa -
k=1 by =0 bp=1

wt(udc)

—1)¢ . I ,
= (2n/g (2 cos(w/m)e”/m) Huee) (—2i sin(ﬁ/m)e”/m)

=(—1)%2"/2 (cos(m/m))" (—i tan(x /m))"""®) (emn/m)
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(b) We prove the first identity by evaluating the RHS; the second follows similarly.

1 m ]' X XV (uov wi(X
WZHg JV)Wh(uav) = Z(_l)g( JOh(y) X VY- (uBV) wi(x)

v7x7y

=) Y BT
93n "
X,y

v

1
__2n/2

S~ 1)eEmeozex et — 31 () = 34 ().

X

(¢) If g(x) = f(Ax), from definition, H{™ (u) = e S (= 1) (A0@xuci) - gypnoge
Ax =y, then x = ATy. Thus,

H () =57 3 (~1) O 8guaTy
2 y
1 _ w m
=5 Z(_l)f(y)EBy Aqut(y) _ H} )(Au).
Yy

(d) Starting with the RHS, we obtain
1

H}m) (u)q.[ém) (v) =0 Z(_1)f(X)®9(y)®X~u€By~VC:~Zt(X)+wt(Y)
x’y
1 m
=5 <_1)h(x7y)®(x7y)~(u,V)Cg;t(xw — HEL )(u, v).
x7y
The claims are shown. O

We now define the most generalized form of crosscorrelation and autocorrelation
using the m-th root of unity, (,,, as follows.

Definition 5.1.2 (m-crosscorrelation). Given f,g € B, the m-crosscorrelation of f
and g at a point'y € Fy is described as

CJ(”TZ) (y) = Z (—1)f(x)@9(x@y) (an)xcay .

x€Fy

Taking f = g in the above formulation, we obtain the m-autocorrelation, defined as

C (y) = S0 (-1 eI ()

X

where x ®'y denotes the inner product in C x C.
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Remark 5.1.3. For m = 1, the m-crosscorrelation (m-autocorrelation) reduces to the
standard crosscorrelation (autocorrelation). Additionally, for m = 4, where (,, = i, the
m-crosscorrelation and m-autocorrelation correspond to the nega-crosscorrelation and
the nega-autocorrelation, respectively.

The m-crosscorrelation of two Boolean functions is related with the product of their
m-Hadamard transforms, as follows.

Theorem 5.1.1. Let f,g € B,. Then C7(z) = '™ Yy H™ (WM™ () (— 1),

Proof. Let us begin with the RHS:

Gl > MY ()M () (1)

uclky

:icwt(Z) E E (_1)f(X)€BX~qut(X) § (_1)g(y)®y~uc—wt(y)(_1)wz
2n m m m
u X

y

1

- _ 1\ f(x)@g(y) fwt(x)+wit(z)—wt(y) _1\x'udy-uduz
(—1) ¢ (—1) :
n m

X,y u
Now taking y = x & z in the above expression, we obtain
1
on

:Z(_1>f(x)®g(x@z) (Cfn)x@z _ C}Z)(Z)-

(_ 1)f(x)@g(x69z)C#;t(x)—&—wt(z)—wt(x@z) Z(_ 1)u-y@u-(x@z)

u

Corollary 5.1.1. Let f € B,,. Then C’J(cm)(z) = (i) D uey |7-[§cm)(u)|2(—1)“'z.

Assuming z = 0" in the above corollary, we obtain -, |H§fm) (u)]? = C}m)(O”) =
2™ establishing the m-Parseval’s identity. Moreover, the m-bent criterion of a Boolean
function is related to its m-autocorrelation as follows.

Theorem 5.1.2. A Boolean function f € B, is m-bent if and only if C’J(fm)(z) =0 for
all z € Fy\ {0"}, and C’](cm)(z) =27 forz = 0".

Proof. If f € B, is m-bent, ie., [H{"”(u)| = 1 for all u € Fp, then C{"(z) =

G S ey (1% Now, 3, cpn (—1)%% = 0 for all z € F} \ {0"}, and 27, if z = 0".
Similarly, the converse follows. O]

Next, we present the most generalized version of a Deutsch-Jozsa-like quantum al-
gorithm, building upon the existing variations as shown in [27, 40].
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5.1.1 Generalized Deutsch-Jozsa algorithm

Suppose, we are given the oracle access to an unknown Boolean function f € B,. Similar
to the standard Deutsch-Jozsa algorithm, we start with an (n+ 1)-qubit quantum circuit
initialized to |0")|—). We then apply n-many Hadamard gates to the first n qubits,
creating an equal superposition of all possible n-bit strings, 2"/ erﬂ«‘g |x), which is
fed into the quantum oracle Uy, thereby achieving quantum parallelism.

After the oracle query, instead of only applying the Hadamard gates to the first n
qubits, as in the standard Deutsch-Jozsa algorithm, we apply a sequence of omega-gates
determined by a sequence of natural numbers d = (dy, ..., d,) where d; € N dictates the
application of €, gate at the i-th qubit. Finally, we measure the first n qubits in the
{]0),]1)} basis, and the final state before measurement is given by

1 x)PBx- wt(x
o 2 2 (NG

x€F?, d;eN y€eF?

Therefore, the probability of observing any particular state y € 5 becomes

2

sm | D (FDIm e

x€FY, d;eN

A schematic diagram of the generalized Deutsch-Jozsa algorithm is presented in Fig-
ure 5.1, where U; = 4, and d; € N. If d; = m for all 1 < ¢ < n where m is a fixed
natural number, then we denote the generalized Deutsch-Jozsa algorithm by DJ,,.

Figure 5.1: Quantum circuit for the most generalized Deutsch-Jozsa algorithm.

Remark 5.1.4. Depending on the exact sequence of natural numbers, d, we have the
following observations.

1. Ifd; =1 for all1 <1 <mn, i.e., Qg =H for all 1 <i <n, then the algorithm D.J,
corresponds to the standard Deutsch-Jozsa algorithm [27], where the final state
before measurement becomes 27" Exyyng(_Uf(x)@x'y ly) = 277/2 >y Wiy) ly),
which is the normalized Walsh-Hadamard transform of f. As a result, the proba-
bility of observing any particular state y € F4 becomes 27" ]Wf(y)|2.
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2. When d; € {1,4}, i.e., Qq € {H,N} for all 1 < i < n, then depending upon
the choice of d € {1,4}", a combination of the Hadamard and the nega-Hadamard
gates is applied, resulting in the extended Deutsch-Jozsa algorithm [40]. Recall that
in the original extended Deutsch-Jozsa algorithm, the choice between Hadamard
and nega-Hadamard gates was determined by a binary sequence ¢ = (¢j)1<j<n € F5,
where c; = 0 corresponds to the Hadamard gate and c; = 1 corresponds to the nega-
Hadamard gate. Similarly, in this context, d; = 1 implies ¢c; = 0, while d; = 4
corresponds to ¢; = 1. Additionally, fiving d; = 4 for all1 < j <n (algorithm DJ,)

the final state before measurement becomes 27" yng(—l)f(x)GBx'yim(x) ly) =

2-"/2 Zyeﬂ«‘g N¢(y)ly), which is the normalized nega-Hadamard transform of f.
Consequently, the probability of observing any particular state y € F4 is given by
27 [Ny () .

3. Similarly, if d; = 2% for all 1 < j < n and some fived k € N (corresponds to DJyx ),
then the final state before measurement becomes the normalized 2% - Hadamard trans-
form, and the corresponding probability of observing any particular state y € F3

12
becomes 27" ’H?k)

4. Finally, in algorithm DJ,,, where d; = m for all 1 < j < n and some fized m € N,
the final pre-measurement state becomes the mormalized m-Hadamard transform,

H;’”>(2.

and the probability of observing any particular statey € FY is given by 27"

5.1.2 Generalized Forrelation

We now present the most generalized form of Forrelation, called m-Forrelation, which
encompasses both the standard (3-fold) Forrelation [2] and the nega-Forrelation [34] as
specific instances.

Definition 5.1.3 (m-Forrelation). Given oracle access to fi, fa, f3 € By, the (3-fold) m-
Forrelation is a measure of correlation between the Boolean function fi, the m-Hadamard
transform of fo and the conjugate m-Hadamard transform of fs, mathematically defined
as

m 1 x m OV
U = 5 O (CDICIHE )R (),

X1 EF%

which can be further decomposed to

% Z (—1)f1(x1) ((_1)f2(x2)€9X1'X2th(X2)> ((_1)f3(X3)€BX1'X3 (?)wt(x3))
22n m m ’

x1,X2,x3€FY

Remark 5.1.5. From the definition of m-Forrelation, we have the following remarks:
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1. The (3-fold) m-Forrelation, CD%}MS 1s complez-valued and not symmetric, meaning
its values depend on the order of the underlying Boolean functions.

2. When fy = f3, the product of the m-Hadamard transform and its conjugate equals
the complex square of the m-Hadamard transform of f. Consequently, (I)S”T,}z,fz is
always a real number.

3. Form =1, (I>§cl }ng Oy, 4, 14, the standard (3-fold) Forrelation as provided in [2].
For m =4, CI)fL}%fg Nt forfss the 3-fold nega-Forrelation as introduced in [34).

Additionally, note that, similar to the Forrelation, the m-Forrelation formulation can
be extended to accommodate k£ many Boolean functions, fi,..., fi € B, referred to as
k-fold m-Forrelation. However, in this paper, we focus mainly on the 3-fold variation
and simply use the term m-Forrelation to refer to the 3-fold m-Forrelation. Following the
approach in [2, 34], we present two quantum algorithms for estimating the m-Forrelation
values, one utilizing three sequential queries and another using two parallel queries.

We begin with the 3-query quantum algorithm (see Figure 5.2). Given oracle access
to the Boolean functions fi, fo, f3 € B, we begin with the state |0") |-) and traverse
through the following sequence of steps,

HE™ = Uy, — Q2" — Uy, — HO = Uy, — Q"

Ignoring the last qubit, the pre-measurement amplitude corresponding to |0") becomes

ﬁ Z (—1)f2(x2)€#;t(x2)(_1)x1-x2(_1)f1(x1)(_1)x1-x3(C_m)wt(xs)(_l)fg(xs)’

x1,%2,x3€EFY
which is equal to oLm " f fy- Slnce, (ID( } 4, 1s a complex number, the probability of ob-
servmg the all-zero state upon measurement is given by the complex modulus square,
‘ I m)3,3

2
. Let us denote the 3-query m-Forrelation algorithm by Alm33, Figure 5.2

f1 f2 f3
provides a schematic diagram of the quantum circuit for A m3, 3( f1, fa, f3)-

07 {Eer o b HEe el

’ > Uf2 Ufl Uf3

Figure 5.2: Quantum circuit for (3-fold) m-Forrelation using 3 sequential queries.

Next, we present the 2-query quantum algorithm for estimating the m-Forrelation
(Figure 5.3). Given oracle access to fi, fo, f3 € B, we begin with an (n + 2)-qubit state,
|+)]0™) | =), where the first qubit is termed as the ‘driving qubit’ and the next n many as
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the query-qubits. In the beginning, n many Hadamard gates are applied to the n-query
qubits, and distribute the state as follows:

#9107 =) 2% it (Seaery 10 1a) + Sy 1) [xs)) ).

Then controlled on the driving qubit being |0), we sequentially apply Uy, — Q2" —
U, — H®" and obtain

\hg—giﬂ ST (1)l (e (1) R0 (L1 pas xg) | )

X1,X2,x3€EFY

Similarly, controlled on the driving qubit being |1), we sequentially apply: S&" — Uy,
and obtain

1)SOIGE0) ) | ).

TP

ngF"

Combining both the scenario, we obtain [¢)) = 3, g (0xs [0) + Bxs [1)) [Xa) =), where

_ E f2(X2 wt(xz2) X1-X2 fi(x1) X1-X3
Oxg = B s C ( 1) (_1) (_1) and
23 i X1, sz]F”
1 X, wr(X
Bys = <_1)f3( 3)Cmt( 3)

A /2n+1

Next, we apply a Hadamard gate to the ‘driving qubit’, and obtain

% D (B 10) + D7 (g = Buy) 1) | Ixs) [-).

x3€Fy x3€Fy

Finally, we measure the ‘driving qubit’ in the computational basis. The probability of
observing |0) is given by

1 1 _
5 Z |aX3 + ﬁx3|2 - 5 Z (|O‘X3|2 + ‘6X3|2) + 2?}%(0&,(36)(3) )

x3€Fy x3€Fy

where R(z) denotes the real part of the complex number z. Note that the expression
2){3@3 laxg|* =+ | Bxs|” represents the sum of the squared amplitudes of the quantum

state |¢), which is equal to 1. Moreover, szeﬂ‘g 2R (g By, ) = 2R (szem ax33x3>.

Expanding ay, and Bx3, we obtain:

1 X2 wi(X2 X1-:X2 1(x1 X1-X —\wt(x %
R QE Z <_1)f2( )Cmt( )(_1) (_1>f( )(_1) 3(Cm) £( 3)(_1>f3( 3)

x1,%2,x3€EFY
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which is nothing but %(@;T}Q f3>. Therefore, the probability of observing |0) upon

measuring the driving qubit is given by % (1 + %(@;T}Q f3>>. Let us denote the 2-query

m-Forrelation algorithm as A{™*®. In AT*? since U 1, is applied in parallel with Uy,

and Uy, , the effective number of query remains 2, and hence called the 2-query algorithm.

Figure 5.3 provides a schematic diagram of the quantum circuit for A%m)zg( f1, f2, f3)-

01— : i
| |

o Hse o Hee H o HEe

|_> Uf3_Uf2 Uf1

Figure 5.3: Quantum circuit for (3-fold) m-Forrelation using 2 parallel queries.

Remark 5.1.6. In the 3-query 3-fold m-Forrelation circuit (Figure 5.2), the second
and the fourth layers employ the Q. and S, gates, respectively, in place of the nega-
Hadamard and conjugate nega-Hadamard gates used in nega-Forrelation, or the Hadamard
layers used in standard Forrelation algorithms.

Similarly, in the 2-query 3-fold m-Forrelation circuit (Figure 5.3), a series of
gates 1s applied between the oracles for fi and fs, replacing the nega-Hadamard gates
found in nega-Forrelation. These modifications are essential to ensure that the measure-
ment probabilities reflect the m-Forrelation spectra.

Additionally, we identify the limitation of our 2-query m-Forrelation algorithm, as
follows.

Remark 5.1.7. Since the m-Forrelation value, @;T}Q 1, 18 a complex number for m > 2,

using the 2-query algorithm (A;m”’?’), we can estimate only the real part of CID;T}M%

and not the complete m-Forrelation value. Furthermore, since (I)S‘T}g,fs 1 real when
fa = f3, the probability of observing |0) upon measuring the driving qubit after executing

AUM23(f1 fo. fa) s given by 2 (1 - @;T}%h). Consequently, the probability of observing
1 (m)
1) is 3 (1-o0, ).

In the next section, we present different strategies for sampling the m-Hadamard
spectrum and m-crosscorrelation (consequently m-autocorrelation) values using the m-

Forrelation algorithms, A3 and A3,
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5.2 Sampling of generalized spectra using general-
ized Forrelation

Given f € B, and a set of points S C 7, the goal is to estimate the m-Hadamard
transform values of f at all the points in S. Recall that using the generalized Deutsch-
Jozsa algorithm DJ,,, one can sample the m-Hadamard transform of f at S C [}

with probability 2% >

the strategles for sampling the m-Hadamard transforms of f using the m-Forrelation
algorithms, AT3% and A>3,

2
<S5 ‘H(m)( )‘ =: p (say), where 0 < p < 1. We now present

Suppose, g € B,, such that g(x) =1 for all x € S, and ¢g(x) = 0 otherwise. From the
definition of @), . with fo = f; = f and f, = g, we have

my _ 1 19
®gvfaf - 2’!1 Z ( 1)g

x€eFy

2
”H}m) (x)‘ = 2" we obtain,

Using the m-Parseval’s identity, >

xelFy

@5 =3 (2" Z\% \—;)H§W)<x>]2>—1——(z\a \>=1_2p.

This implies, p = 1 (1 — @;77}? f>, which is same as the probability of observing |1) upon
measuring the ‘driving qubit’ from running the algorithm A%m)2’3(g, £ 1)

Proposition 5.2.1. Given f,g € B,, and a set of points S C Fy such that g(x) =1 for
allx € S and g(x) =0 otherwise the probability of observing |1) upon measuring the

driving qubit, from executing Alm 23(9, f, f) is given by p.

Therefore, the 2-query m-Forrelation algorithm A,(lm)Q’?’ samples the m-Hadamard
transform with a probability exactly equal to the sampling probability of Algorithm
DJ,,.

Next, we compute the sampling probability of the m-Hadamard transform using the
3-query algorithm, A m)3,3 . Upon measurement, the probability of observing the all-zero

state is given by (<I>(g7 f?f> . Consequently, the probability of observing a state with at

least one |1) in the output is 1 — (@;’?f) Substituting <I>(g r.r =1 —2p, we obtain:

1— ((I)_f]”})f> — 1 (1—2p)> =4dp— 4p? ~ dp.

Therefore, we have the following theorem.
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Theorem 5.2.1. Given f,g € B,, and a set of points S C F4 such that g(x) =1 for all
x € S and g(x) = 0 otherwise, the probability of one of the states in the measurement
outcomes being |1) from executing the 3-query quantum algorithm A%m)g’:s(g, f, f) is given

by 4p — 4p?.

From Theorem 5.2.1, it is evident that when p < 0.75 (i.e., when p < 4p — 4p?), the

sampling probability obtained from Alm33 surpasses that of algorithm DJ,,, in terms
of the required number of queries. More specifically, for any f € B,, the algorithm
Alm33 samples the smaller values of the m-Hadamard transform more efficiently than
the algorithm DJ,,. Conversely, for p > 0.75, algorithm DJ,, alone is sufficient for

estimating the m-Hadamard transform values.

Here, one might argue that the algorithm DJ,, requires only a single query to the ora-
cle Uy, whereas the algorithm A%m)g’g necessitates two queries to Uy. However, even after
executing DJ,, twice (equivalent to two queries to Uy), the resulting sampling probabil-

ity, 1—(1—p)? = 2p—p? ~ 2p, remains lower than that achieved by A™33 Furthermore,

the sampling probability obtained from A,Sm)“’ also exceeds that of performing DJ,, once,
followed by a single round of amplitude amplification, which likewise requires two queries
to Uy, and the corresponding sampling probability is given by sin (3 sin~? p) ~ 3p. For
a graphical comparison of the sampling probabilities across different approaches, refer
to Figure 5.4, which naturally resembles [34, Figure 3] and [35, Figure 4].

1.0 . _ — o
g ., > ‘/.,./‘
St
-

0.8 1 o
> ‘/'/
£ ~
a /./
_g 0.6 - e
o e
a 7
Qo .
o 7
£ R
TE:_ 0.4 1 /'/
& . /./‘ DJm Once

0o Sl —-= D)y twice

.2 e i I
AV ARl N DJm once + Amplitude amplification
b —— 3-query m-Forrelation, A/"):3.3
0.0 T T T T 2
0.0 0.2 0.4 0.6 0.8 1.0

Figure 5.4: Sampling probabilities of m-Hadamard transform using different algorithms.

Next, we provide an efficient sampling of the m-crosscorrelation and m-autocorrelation,
using the m-Forrelation algorithms, A{™** and A{™??,
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Theorem 5.2.2. Given oracle access to f,qg € B, the 3-query m-Forrelation algorithm,
A%m)3’3, estimates the m-crosscorrelation value of f and g at any given point'y € F} by
evaluating the probability of measuring the all-zero state, which is given by

(C}TZ) y)
22n

P(l0r)) = ‘

2,3

Further, the 2-query m-Forrelation algorithm, A,(lm) , estimates the real part of the m-
crosscorrelation value of f and g at any given point 'y € FY by evaluating the probability
of measuring the ‘driving qubit’ in the |0) state, which is given by

P(0) = 5 (14 R(2 G0 )) .

Proof. Suppose, h(x) € B, such that h(x) = x-y. Then, from Theorem 5.1.1, the
m-crosscorrelation value at y € Fj can be written as

C(m _ Z 7_[ ) (x )(_1)h(><) = (ut)gn . q)gf})’g_

x€Fy

This implies <I>h f) g =27 ”met J(c g)(y). Since the m-Forrelation values (IDEL”}) , can be

estimated from the algorithms Al33 and A%mﬂ’?’, the rest of the proof follows. O]

This gives us a constant query algorithm for sampling the m-crosscorrelation values
of any two Boolean functions, f,g € B, at any given point, y € F5. For g = f, we

obtain a constant query sampling of m-autocorrelation, C}(fm) as an immediate corollary.

Corollary 5.2.1. Given oracle access to f € B, the 3-query m-Forrelation algorithm,
A%m)?”g, estimates the m-autocorrelation value of f at any given point'y € F3 by evalu-
ating the probability of measuring the all-zero state, |0™) which is given by

4™ (y)?

P(0) =~

2,3

Furthermore, the 2-query m-Forrelation algorithm, A,(lm) , estimates the real part of the
m-autocorrelation value of f at any given point'y € F3 by evaluating the probability of
measuring the ‘driving qubit’ in the |0) state, which is given by

P(0) = 5 [1+R(27 GO0 ()]

2

Moreover, following Theorem 5.1.2, we have another direct corollary as follows.
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Corollary 5.2.2. Let f € B,, be an m-bent function, and let h € B,, be a linear Boolean
function (i.e., either constant or balanced). Then the presence or absence of the all-zero
state in the measurement outcome of the 3-query algorithm A;m)zg(h, I, f) determines
whether h is constant, i.e., h(x) =0, for all x € FY, or balanced, respectively.

Proof. From Corollary 5.2.1, P(|0")) = 2*2”|C’J(cm)(y)|2. Since, f € B, be an m-bent,
from Theorem 5.1.2, P(|0™)) # 0 if y = 0", i.e., h(x) = x-y = 0, and P(|0")) = 0 if
y # 0" i.e., h(x) = x -y, a balanced Boolean function. ]

Theorem 5.2.2 and Corollary 5.2.1 estimate the m-crosscorrelation and consequently
the m-autocorrelation values, at any specified point y € FZ, by choosing the linear
function h(x) = x -y, which is dependent upon y. Next, we attempt to sample from
the complete spectrum of the m-crosscorrelation (and thus the m-autocorrelation) by
placing a superposition of all possible linear Boolean functions, in place of h (shown in
Figure 5.5).

1 |0)
r2 |0)—

q1 10)

q2 |0>

|

|

¢n |0)

’_> VAR NVAR N
AN %

Figure 5.5: Quantum circuit for sampling the complete m-crosscorrelation spectrum.

Let C,, be a 2" x 2™ unitary operator such that C,, (]0")) = erF; ax |x) with ax € C,
for all x € [} satisfying erﬂrg |Oéx|2 = 1. Then, starting from the all-zero state, the
algorithm A(™)(C,,) as in Figure 5.5 has the pre-measurement state

CjOn)
S oy (g—(” )+ 5, |Wy>) ,

yeFy
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where |Wy) is an n-qubit superposition state such that the amplitude of the state [0")
is 0. Theorem 5.2.3 shows that the specific choice of C,, helps in sampling the complete
spectrum of m-crosscorrelation, as follows.

Theorem 5.2.3. Fizing C,, = H®", the probability of observing |y) |0™) upon measuring
2
the first 2n qubits from Algorithm A" is given by 275" C’}Z) (y)‘ for ally € 7.

Proof. Fixing C,, = H®", the pre-measurement state becomes

C(m)
> ) (—ﬁ;f” 0 + 5, rwy>) .

yeFg

Thus the probability of observing the state |y) |0™) upon measuring the first 2n many
™ |2
qubits is given by ML O

23n

The algorithm A is a generalization, where m = 1 corresponds to sampling the
complete spectrum of crosscorrelation, as presented in [35, Algorithm 1]. For m = 4,
it enables the sampling of the complete spectrum of nega-crosscorrelation, as described
in [34, Algorithm 1]. Furthermore, for m = 2* the algorithm can also be used for
sampling the complete spectrum of 2¥-crosscorrelation. In this context, we present the
following corollary.

Corollary 5.2.3. Let f € B, be a m-bent function. Then, from executing the algorithm
A (H®™) with g = f, the probability of observing the all-zero state, |0™) |0™), upon
measuring all the 2n qubits, is given by 27™. Moreover, the probability of observing a
state |x)|0™), where x # 0", is 0.

The proof follows from Corollary 5.2.2; using the fact that the m-autocorrelation
value of an m-bent function is 0 at any nonzero point.

Let UDjy, be the 2™ x 2" unitary operator that prepares the Dicke-state | D}) of weight

k such that 1

UDp[0") = —— > |x).

(Z) x:wt(x)=k
Consequently, if we replace C,, = UD} with k < n, the probability of observing |y) |0") is
. \—1o—on | ~(m
given by (}) 272 ‘C](c’g)(y)
of observing |y) |0") is zero if wt(y) # k. In this manner, one can sample the m-

crosscorrelation (and hence the m-autocorrelation) values at all the points having an
equal Hamming weight k.

2
, where the Hamming weight of y is k£ and the probability
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5.3 On affine transformation of (generalized) bent
functions

In this section, we study the affine transformations of (generalized) bent functions,
beginning with an interesting observation on the affine properties of m-bent ones.

Theorem 5.3.1. Let f,g € B, be two m-bent function such that g(x) = f(Ax ® b) ®
c-x ®d, where A is an n-dimensional orthogonal matriz, b,c € Fy, d € Fy. Then, for
b =07, if f is m-bent, so is g.

Proof. Combining Lemma 5.1.2 (a) and Lemma 5.1.2 (c), we obtain:

Hf]m) (w) = (—1)%2~/2 Z(_l)f(ymA(C@w)-yC;v%t(Y) _ (—1)d’H§cm)(A(c D w)).

X

Therefore,

1" ()| = (D) (Ao w)| = [H (A D w))|. Hence, if [ s
m-bent, then so is g. O

Notably, the similar results are already known for specific subcases such as standard
bent functions, negabent functions, and k-bent functions. Consider two Boolean func-
tions f, g € B, related by the affine transformation g(x) = f(Ax@®b) & c-x P d, where
Ais an n x n orthogonal matrix over Fy (i.e., AAT = ATA=1,),b,c € F?, and d € F.
Then, the Walsh-Hadamard transforms of f and ¢ satisfy

Wy(w) = (=1)AEIW (Alw @ ¢)),

which implies that if ¢ is bent, then f is also bent [82, Theorem 2]. Similarly, for the
nega-Hadamard transforms:

Ny(w) = (=1) 104 ()» PN (A(c ® w) © b),
which shows that if ¢ is negabent, then f is also negabent [91, Theorem 3(d)]. A similar
argument applies to the 2*-Hadamard transforms, yielding:

k d Qk

HP (w) = (—1)HE ) (A(c @ w)).

Studying isomorphisms among Boolean functions is an interesting area of research from
computational points of view (see [41] and the references therein). In this initiative,
while we establish the theoretical associativity, it is not immediate how a quantum
algorithm can efficiently recover the hidden parameters of the affine transformations
given oracle access to the m-bent functions. Designing such algorithms remains an open
and promising research direction for future work.
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5.4 Conclusion

In this chapter, we generalized various cryptographically significant spectra of Boolean
functions, including the Walsh-Hadamard, crosscorrelation, and autocorrelation spectra,
extending previous formulations to any m € N. We demonstrated that existing variants,
such as the standard version, the nega-variant, and the 2*-variant—are special cases
of this more general framework. Additionally, we identified a previously unexamined
class of real Hadamard transforms that lies between the Walsh-Hadamard and nega-
Hadamard transformations, filling a gap in the existing literature. Furthermore, we
introduced the most generalized version of the Deutsch-Jozsa algorithm, which extends
both the standard Deutsch-Jozsa and its prior extended version, thereby encompassing
them as special cases. We established that the pre-measurement state in the generalized
Deutsch-Jozsa algorithm corresponds to a superposition of the normalized m-Hadamard
transforms evaluated at all points. In addition, we extended the Forrelation formulation
to m-Forrelation, and presented new quantum algorithms for estimating these newly
defined generalized spectra. We believe these techniques may be of use to understand the
interactions among Boolean functions, various spectra and relevant quantum algorithms.
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Chapter 6

Exact space-depth trade-offs in
multi-controlled Toffoli
decomposition

Quantum gates are the fundamental building blocks of quantum circuits. Unlike clas-
sical gates, quantum gates are inherently reversible and are represented by unitary
matrices. An n-controlled Toffoli gate, or n-MCT, is a generalization of the stan-
dard (2-controlled) Toffoli gate, where n control qubits determine the state of a sin-
gle target qubit. Multi-controlled Toffoli (MCT) decompositions play a critical role
in quantum arithmetic [95, 96, 97], reversible computing [21, 25], and oracle construc-
tions [5, 11, 32, 48]. For instance, in Grover’s algorithm [49], the implementation of an
n-bit AND function requires an n-MCT gate.

Since MCT gates cannot be implemented natively on current quantum hardware,
they must be decomposed into Clifford plus Toffoli gates, and eventually into the Clif-
ford4+T gate set. Optimizing such decomposition is essential for reducing computational
overhead, minimizing error rates, and improving scalability, making it a key component
in practical large-scale quantum computation.

It is well known that decomposing or designing larger circuits with smaller compo-
nents often requires additional qubits, known as ancilla qubits, to reduce circuit depth.
Optimizing the number of gates, circuit depth, and ancillary qubits has long been a
central concern in quantum circuit design, beginning with the seminal work of Moore
and Nilsson [67]. A more recent and comprehensive discussion is provided in [57], which
poses a fundamental question: “Can we characterize the relationship between the num-
ber of ancilla and the possible optimal depth?” While their focus is on CNOT circuits,
our work addresses similar questions for Toffoli-based constructions.

Over the past decades, numerous efforts have been made to reduce the resource re-
quirements for implementing multi-controlled Toffoli (MCT) gates [6, 8, 22, 63, 66, 72,
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79]. More recent approaches [59, 70] introduced the conditionally clean ancilla technique,
which significantly reduces both the Toffoli depth and ancilla count in MCT decomposi-
tions. This technique has since gained considerable attention, including its application
in quantum adders [76].

Here, we focus on optimizing three key resource metrics: Toffoli count, Toffoli depth,
and ancilla count. The Toffoli count and Toffoli depth are further refined with the T
count and T depth as one may refer to Table 2.1.

In this chapter, we explore how the Toffoli depth (and consequently, T depth) can
be reduced by increasing the number of clean ancilla qubits, utilizing the conditionally
clean ancilla technique. We also establish the limitation of this method in terms of the
lower bound of the Toffoli depth. Additionally, we show that, in a more general setting,
the exact Toffoli depth (which can be further reduced to exact T depth) of an n-MCT
decomposition cannot be reduced beyond [log, n].

The organization of this chapter and its section-wise contributions are outlined as
follows.

e Section 6.1 is a preparatory section where we revisit the recent developments of
MCT decompositions describing the existing best results in terms of Toffoli count,
Toffoli depth, and ancilla, which can be subsequently decomposed into T count
and T depth, as summarized in Table 6.1. Given that there have been several
developments in very recent times, this section provides a holistic view of the
existing results. Based on this, we present our findings.

e In Section 6.2, we explore the trade-off between the (clean) ancilla and the Tof-
foli depth using the existing techniques related to conditionally clean ones. In
Section 6.2.1, we take a different look at viewing the MCT circuit decomposition
using the conditionally clean ancilla technique of [59] and enumerate their exact
Toffoli count. Following the trade-off, we show the reduction in Toffoli depth, and
therefore in T depth (Construction 6.2.1, Example 6.2.1) compared to the recent
work of Khattar and Gidney [59], by introducing additional clean ancillas into
the circuit, while keeping the Toffoli count constant. These results are shown in
Section 6.2.2. Then, in Section 6.2.3, we identify the limitation of this technique
in Theorem 6.3.1, showing that this direction cannot reduce the Toffoli depth to
[log, n|, though it is of order O(log, n).

e In Section 6.3, we prove within a general framework that the exact Toffoli depth
in the (2-controlled) Toffoli decomposition of an n-MCT gate cannot be less than
[log, n|, regardless of the number of ancilla qubits used. In fact, this lower bound
can be achieved for T depth as well, by the construction of [56]. More specifically,
using the technique of [56], we can obtain an n-MCT gate by further decomposing
into the Clifford+T gate set with an exact T depth of [log, n] too, using 2n — 2
ancilla, and a T count of 4(n — 1). Moreover, using the logical-AND circuit by
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Gidney [43], the ancilla count can be reduced to n — 2, while keeping the T count
constant. However, the exact T depth in the case of [43] becomes one more, i.e.,
[logyn| + 1. To highlight our contribution, we are looking at the exact counts and
depth instead of their complexity order.

e Section 6.4 concludes the paper with a brief summary of our work and outlines the
open problems in this direction.

6.1 Preparation: A consolidated view on the recent
developments in MCT decomposition

As we have already discussed, the decomposition of complex quantum gates into simpler
and more practical quantum gate sets has been a topic of interest since the inception
of quantum computing. More specifically, there have been substantial developments in
the direction of multi-controlled Pauli (or, more precisely, MCT) decomposition in the
last decades. This is a warm-up section where we provide a comprehensive overview of
existing benchmarks for multi-controlled Toffoli gate decompositions. It emphasizes the
state-of-the-art optimized results, to the best of our knowledge, in terms of T count, T
depth, and ancilla requirements, as summarized in Table 6.1.

From Section 2.2, it is known that the multi-controlled Pauli gates (X, Y, Z) can
be transformed into one another using a constant number of Clifford gates, such as the
Hadamard or the phase gates, as described in Figure 2.3.

C"X = C" (HZH) = C*(SYSH).

As our primary focus here is to minimize the implementation cost of multi-controlled
Toffoli (MCT) gates in terms of Toffoli count, Toffoli depth, and the ancilla count, the
inclusion of additional Clifford gates does not affect the resource estimation. Therefore,
the resource estimation for any of the aforementioned multi-controlled Pauli gates can
be directly translated to others without requiring modification.

In 2021, Gidney and Jones [47] presented a construction (Figure 6.1) of a 3-controlled
7, gate using 6 T gates having a T depth of 6. Additionally, they proposed that their
design can be used for the construction of an n-controlled Pauli gate, with a T count of
4dn — 6, using n — 2 logical-AND gates.

Proposition 6.1.1. Following the CCCZ circuit of [47], an n-MCT gate can be con-
structed using n—3 (2-controlled) Toffoli, and a single 3-controlled Toffoli (CCCX) gate
with n—2 ancilla qubits, resulting in a Toffoli depth of [log, 5|+ 1*, where 1* represents
the depth of the CCCX gate. Replacing the Toffoli gates with logical-AND (Figure 2.19)
yields a complete T depth of [log, 3| + 6. Additionally, the total Clifford count of the
circuit 15 9n — 16.
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Figure 6.1: Quantum circuit for CCCZ using 6 T gates, with T depth 6 [47].

Proof. As specified in [47], out of the n — 2 AND gates, the final AND gate and Toffoli
gate can be merged to implement a CCCX gate, making the Toffoli count (n — 3) + 1%,
i.e., n — 3 many (2-controlled) Toffoli and a single 3-controlled Toffoli gate. Consider a
tree data structure with the root node having 3-child nodes, and each of them forms a
complete binary tree with a total of n leaf nodes. Each of these binary trees has a depth
[log, % |, and the root node, along with its three child nodes, contributes a depth of 1.
Consequently, the T depth becomes [log, 5] + 6, where the CCCX gate contributes to
the T depth of 6. Since the Clifford count of each logical-AND is 9, and that of the
CCCX gate 11, the total Clifford count becomes 9n — 16. m

In Oct 2024, Nakanishi et al. [69] proposed a modified CCCZ circuit (Figure 6.2),

reducing the T depth to 2 by utilizing an additional ancilla qubit while keeping a Clifford
count of 14. Consequently, the T depth of the n-MCT decomposition is reduced to
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Figure 6.2: Quantum circuit for CCCZ using 6 T gates, with T depth 2 [69].
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[log, 5| + 2, with the corresponding Clifford count given by 9n — 15 (see the second row
of Table 6.1).

In Feb 2024, Nie et al. [70] first used the notion of conditionally clean ancilla qubits
derived from an existing (clean or dirty) ancilla and proposed a novel circuit decom-
position (Figure 6.3) for the n-controlled Pauli gates using O(n) Toffoli gates. The
outer layer of their MCT decomposition follows from [42], and the inner layer has been
parallelized to obtain an overall Toffoli depth of O(log,n), compared to the O(log,n)
Toffoli depth in [42]. Additionally, by improving the design of a quantum incrementer,
they developed an MCT circuit with a Toffoli count of O(n), and a Toffoli depth of
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Figure 6.3: MCT decomposition circuit using conditionally clean ancilla due to [70].

O(log® n) without requiring any additional ancilla qubits. In this design, although the
MCT decomposition does not use any additional ancilla, implementing the quantum
incrementer requires one ancilla. Since our primary focus here is to reduce Toffoli depth
while increasing the clean ancilla count, we ignore the zero-ancilla implementation here.

Proposition 6.1.2. The MCT circuit decomposition proposed by [70] using a single
clean ancilla has a minimum Toffoli count of 4n + 4 and an exact Toffoli depth of
20 logy n.

Proof. Step I and Step V implement 4-MCT gates following [42], each requiring 4(4—2) =
8 Toffoli gates, all applied sequentially, resulting in a Toffoli depth of 16. Similarly,
the 3-MCT implemented in Step III has a Toffoli count of 4 and a Toffoli depth of 4.
Consequently, Steps I, III, and V together require a total of 20 Toffoli gates, with an
overall Toffoli depth of 20, which is referred to in the paper as a Toffoli depth of O(1).

Additionally, in Step II, an (n —4)-MCT is decomposed into two (% — 2)—MCT, each
requiring a minimum of 2 (% — 2) = n — 4 Toffoli gates. Thus, the Toffoli count for
Step II is 2n — 8. Similarly, Step IV also has a Toffoli count of 2n — 8. Therefore, the
total Toffoli count for the entire process is given by 2(2n — 8) + 20 = 4n + 4. Moreover,
from [70], we have D(n) = D(n/2) + O(n), and we estimated O(1) = 20, therefore, the
exact Toffoli depth of the MCT circuit is 20 log, n. O

In July 2024, Khattar and Gidney [59] proposed an optimized implementation of
multi-controlled Toffoli (MCT) circuits using the conditionally clean ancilla technique,
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Figure 6.4: Understanding the conditionally clean ancilla technique.

significantly reducing Toffoli depth while maintaining a fixed ancilla count of one or two.
Before proceeding, we briefly describe this technique (see Figure 6.4).

The method begins with a clean ancilla qubit, which is used as the target of a Toffoli
gate. If the ancilla is flipped, it indicates that both control qubits were in the |1) state.
Consequently, applying X gates to the control qubits sets them to |0), allowing them to
be reused as conditionally clean ancilla in subsequent rounds. This process is iteratively
applied additional Toffoli gates target the new conditionally clean ancilla, and X gates
continue to recycle the control qubits for further use.

Once the information from all control qubits is compressed into a few qubits, a
final, smaller MCT gate is applied using these compressed controls (and the initial
clean ancilla) to control the original target. This ensures that if the ancilla remained
unchanged in the first step, the target qubit also remains unaffected.

Let us now analyze Figure 6.4 from [59] by distributing the possible scenarios in two
mutually exclusive and exhaustive cases:

Case I: Cy = €y = Cy = C3 = Cy = |1). Then, after Step I, ancilla = |1). Applying
X-gate on Cjy, C; will make, Cy = C; = |0), thus can be used as ancilla for Step II. Since,
Cy = C3 = 1), the Toffoli gate will make, Cy = |1). Similarly, Cy = |1), and Cy = |1),
imply that C; = |1). Finally, C; = |1), and ancilla = |1), will reverse the target qubit.

Case II: At least one of C; = |0), for some i € [0,4]. If one of Cy or C} is |0), then
ancilla =|0), and the target will not be flipped in Step III. If Cy = C; = |1), but one of
Cy, C3,Cy is |0), then the ancilla becomes |1), and after applying X-gate on Cy, C will
make, Cp = Cy = |0). If one of Cy, C3 is |0), then Cy and consequently, C; also remains
at |0) state. Similarly, if Cy = |0), then also C remains |0), and in both scenario, the
target will not be flipped in Step III.

In [59], the authors first proposed an n-MCT circuit utilizing a single clean ancilla
(Figure 6.5), achieving a Toffoli count of 2n — 3 and a T count of 8n — 12. Since none of
the Toffoli gates are applied simultaneously, the resulting Toffoli depth is 2n — 3, while
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the T depth is 2n — 3, following the T depth 1 Toffoli implementation by [56], requiring
one more reusable ancilla.

Furthermore, when the availability of clean ancilla qubit increases to 2 (Figure 6.6),
the Toffoli depth reduces to O(log, n) while maintaining the Toffoli count constant. Ad-
ditionally, if the clean ancilla is replaced with the dirty ancilla, the Toffoli count increases
to 16n — 32, and the Toffoli depth doubles under both scenarios. As we focus here on the
conditionally clean ancilla derived solely from clean ancilla qubits, we do not delve into
an exact analysis of the Toffoli depth for the dirty ancilla circuit implementation. In
Section 6.2.2, we modify the design by introducing additional ancilla qubits in Step I and
subsequently creating more conditionally clean ancilla to begin with, which eventually
reduces the overall Toffoli depth of the complete circuit.
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Figure 6.5: Quantum circuit decomposition of 10-MCT, using 17 Toffoli gates and a
single clean ancilla, with Toffoli depth 17 [59].
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Figure 6.6: Quantum circuit decomposition of 10-MCT, using 17 Toffoli gates and 2
clean ancilla, with Toffoli depth 13 [59].

In this section, we provided the exact enumerations of Toffoli count and Toffoli
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References Ancilla Toffoli count Toffoli depth T count T depth

Gidney et al. [47] n—2 (n—3)+1* [logy 5] +1* an —6 [logy 51+ 6
Nakanishi et al. [69] n—1 (n—=3)+1* [logy 5]+ 1* 4n — 6 [logy 51+ 2
Nie et al. [70] 1 >4dn+4 201ogyn 16n + 16 20logy n
Khattar et al. [59] 1 2n —3 2n —3 8n — 12 2n —3
Khattar et al. [59] 2 2n—-3 ~ 4logyn 8n —12 ~ 4logyn
This work' [37] my(<«n)+2 2n—m;—3 ) 4(2n —my — 3) )
This work? [37] n—2 n—1 [log, n] 4(2n —my — 3) [log, 1]

Table 6.1: Summarizing state-of-the-art results related to multi-controlled Toffoli de-
compositions.

depth of MCT circuit decomposition across various state-of-the-art results. For the
exact enumeration of the Toffoli depth (and T depth), following [59], we propose a
novel approach of viewing the MCT decomposition with conditionally clean ancilla,
which is a direct extension of [59], thereby presented separately in Proposition 6.2.1
of Section 6.2.1. Later, the approach has also been used to demonstrate the trade-off
between Toffoli depth and the clean ancilla count.

The state-of-the-art optimized results corresponding to n-controlled Toffoli decom-
positions have been summarized in Table 6.1, where the 1* symbol in the first two rows
indicates the presence of a 3-controlled Toffoli gate. The sixth row (marked with T)
presents our results on the space—depth trade-off using the conditionally clean ancilla
technique. The Toffoli (consequently T) depth ¢ is defined as

5 _ ) 2llogymi] + 4k, for n € [(my + 2Ues2ml=1) ok=1 4 1 2% + k — 2]
2|logy ma] + 4k + 2, for n € [my2F + k — 1, (my + 2Uee2ml=1) 2k 4 |k — 1]

where k£ € N, with £ > 2. The result has been proved later in Theorem 6.2.1. Finally,
the last row of Table 6.1 (marked with *) presents our optimal Toffoli (consequently T)
depth MCT decomposition result.

6.2 Further reduction of Toffoli depth

In this section, we adopt the MCT decomposition technique using the conditionally clean
ancilla, as introduced in [59, 70|, and propose a trade-off between the Toffoli depth with
the clean ancilla, showing improvement over the recent work of Khattar and Gidney [59].
The authors proposed the MCT circuit decompositions techniques, achieving a Toffoli
depth of O(n) with a single clean ancilla and O(log, n) with two clean ancilla, where in
both cases, the Toffoli count becomes 2n — 3. Here, we revisit the MCT decompositions
by [59] and provide an exact enumeration of the Toffoli depth (consequently T depth)
that was not explicitly presented in [59].
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6.2.1 Exact enumeration of Toffoli depth proposed by Khattar
et al. (Quantum, 2025) in a different lens

In this subsection, we enumerate the exact Toffoli depth of an n-MCT circuit follow-
ing [59]. The n-MCT decomposition utilizing a single ancilla requires 2n — 3 Toffoli
gates, all applied sequentially, resulting in a Toffoli depth of 2n — 3. Subsequently, by
employing the measurement-based uncomputation technique for Toffoli decomposition,
as illustrated in Figure 2.18, the T depth is again the same, i.e., 2n — 3.

The n-MCT decomposition circuit [59] using two ancilla qubits consists of five steps.
Step I and Step V combined have a Toffoli depth of 1 (using logical-AND). In Step II,
information from the remaining n — 2 control qubits is accumulated into k(< n) qubits
using the conditionally cleaned ancilla technique. Next, in Step III, a (k + 1)-MCT is
implemented using the unused ancilla, following the single-ancilla technique, having a
Toffoli depth of 2(k + 1) — 3 = 2k — 1. In Step IV, the control qubits are returned to
their original state through uncomputation, thereby having the same Toffoli count and
depth as in Step II.

For an exact enumeration of the Toffoli depth, we introduce a new way of viewing
Step I and Step II of the MCT circuit decomposition, as follows.

2 =1
2 1
= a1

1
I R AT S 1

4 2 1
SRR A A S

12 6 3

where the first row corresponds to Step I, and the remaining rows correspond to Step II.
Each layer of horizontal arrows represents a Toffoli depth of 1, and a row, a — [a/2] —
... — 1 implies that the information from @ many qubits has been accumulated into a
single qubit, with a Toffoli depth of [log, a]. Consequently, the first element of each row
sums to n. Additionally, the number of layers (k) determines the size of the MCT gate
required for Step III.

In the above example, Step I and Step II of a 32-MCT decomposition have been
shown using the conditionally cleaned ancilla technique. The Step I has a Toffoli depth
of 1, and Step II has a Toffoli depth of 7. Further, in Step III, a 5-MCT needs to be
applied to hit the target qubit, having a Toffoli depth 2(5) — 3 = 7. However, a part
of the smaller MCT is applied simultaneously with Step II and Step IV, thereby having
an effective Toffoli depth of 3 or 5. Clearly, the uncomputation (Step IV) requires an
additional Toffoli depth of 8, i.e., the Toffoli depth of the complete circuit is 19.

Using this new approach, the 5-MCT circuit using a conditionally clean ancilla tech-
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nique, presented in Figure 6.4, can be seen as follows.

2—1
2 1
+1 +1 7 L,

where the Toffoli depth for Step I and Step II combined is 3, which can also be verified
from the actual circuit from Figure 6.4. Moreover, a 2-controlled Toffoli needs to be
implemented in Step III to modify the target.

Remark 6.2.1. The motivation for viewing the MCT decomposition using this new rep-
resentation because it allows more efficient and accurate estimation of the Toffoli depth,
compared to the standard circuit representation. Additionally, our approach provides in-
sight into the number of simultaneous operations and the size of the MC'T gate required
for implementation in Step III. In the subsequent section, we present our MCT circuit
design with additional ancilla qubits using the same representation.

Further, note that introducing additional rows in Step II, without increasing the over-
all Toffoli depth will increase the size of the MC'T gate required in Step I11. Consequently,
the overall Toffolv depth of the circuit remains unchanged.

In the direction of enumerating the exact Toffoli depth of an n-MCT decomposition
due to [59], using 2 clean ancilla, we have the following lemma.

Lemma 6.2.1. The exact Toffoli depth, 6 for Step II or Step IV of an n-MC'T circuit
decomposition, as proposed by [59], using two clean ancilla qubits, varies with n as
follows.

_J2k=3, forne [3-2824k—1,2+ k2],
| 2k-2, forne[2P+k—1,3-281 4+ k1]

where k € N, with k > 2.

Lemma 6.2.2. The number of control qubits, o, in the MC'T gate implemented in Step
III of an n-MCT circuit decomposition, as proposed by [59], using two clean ancilla
qubits, varies with n as follows.

S|k forme [3-2"2+k—1,2"+k—1],
T\ k+1 formne (284+k—1,3-28 4k —1].

where k € N, with k > 2. The corresponding Toffoli depths are 2k — 3, and 2(k + 1) —
3 = 2k — 1, respectively. However, a significant part of the smaller MCT is applied
simultaneously with Step II and Step IV, making the effective Toffoli depth of Step III,
either 3 or 5.

From the above lemma, we can now estimate the exact Toffoli depth of the n-MCT
circuit decomposition using 2 ancilla qubits, as proposed in [59].
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Proposition 6.2.1. Following [59], the exact Toffoli depth of an n-MCT decomposition
using 2 clean ancilla is lower bounded by 3log, n.

Proof. From the above lemma, the exact Toffoli depth, ¢, of the complete n-MCT circuit
decomposition is given by

5— 1+2(2k—3)+3=4k—2 forne[3-282+k—1,2"+k—1],
Tl 1422k —2) + 3 =4k forne (28+k—1,3-2""1+k—1]

where k € N, with £ > 2. Since here, we are interested in showing the lower bound, we
consider n assumes the highest value in the range and still show that 3log,n is strictly
less than the corresponding depths, as follows.

31ogy (2" + k — 1) < 3log, (2" = 3(k + 1),
which is less or equal to the depth 4k — 2, for k£ > 5.
3logy(3- 2871 + &k — 1) < 3logy(4-28) =3(k + 1),
which is less or equal to the depth 4k for k£ > 3. O]

Although the above proposition establishes that the exact Toffoli depth using two
clean ancilla, as per [59], is lower bounded by 3 log, n, this bound is not tight and is closer
to 4log, n. In the following section, we analyze the trade-off between Toffoli depth and
clean ancilla, demonstrating that with additional ancilla qubit, the exact Toffoli depth
can be reduced to 2log, n.

6.2.2 Exact trade-off between Toffoli depth and clean ancilla
qubits

In this subsection, we explore the ancilla-Toffoli depth trade-off using the concept of
conditionally clean ancilla and demonstrate improvements in the Toffoli depth compared
to [59] by introducing additional ancilla qubits into the circuit while keeping the Toffoli
count constant. Furthermore, for an n-controlled Toffoli gate with m ancilla qubits, we
propose an algorithm that determines the Toffoli depth (and consequently the T depth)
for the MCT circuit decomposition and presents a graph illustrating the trade-off.

Construction 6.2.1. Given m ancilla qubits to implement an n-controlled Toffoli gate,
we distribute m as my + mo, where my ancilla qubits are allocated for Step I, and mo
ancilla qubits are reserved for Step III. For m = 3, we set m; = 2 and my = 1.
Furthermore, for m > 4, we assume mo = 2 to implement the smaller MCT in Step II1
using the 2-clean ancilla technique described in [59].

The circuit design is as follows.
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e In Step I, the my Toffoli gates are applied to collect information from 2my control
qubits and store them in my ancilla qubits. We implement them using the logical-
AND circuit to avoid resource requirements for uncomputation in the final step.

e [n Step II, information from the remaining control qubits is accumulated into k(<
n) qubits using the conditionally cleaned ancilla.

e In Step 11, a (k+ my)-controlled Toffoli gate is implemented using the remaining
mo many ancilla, following the 2-ancilla technique, and the target qubit is modified.

e [n Step IV, uncomputation is performed to return the control qubits to their original
state. As earlier, the Toffoli count and Toffoli depth of Step IV are identical to
those in Step II.

e Finally, in Step V, the first my many Toffoli gates are uncomputed to clean up
the ancilla, using logical-AND based uncomputation. This step reduces the overall
Toffoli count by my compared to the circuit presented in [59].

The schematic diagram of the MC'T decomposition using m = my +mso many ancilla
is similar to the diagram we used for the exact Toffoli depth enumeration in Section 6.2.1.

2my —my
T I |
G S I SR S |
s s MM o1
D= D= D= = > 1

]

Lemma 6.2.3. For the proof of correctness, the circuit decomposition presented in Con-
struction 6.2.1 is an n-MC'T.

Proof. In the above MCT decomposition, if any of the first 2m; qubits is in the |0) state,
one of the m; ancilla qubits will also remain in |0), preventing the target flip in Step III.
Similarly, if any of the n — 2my qubits is |0), the corresponding row’s end qubit remains
in |0), ensuring the target is not flipped in Step III. This proves that the designed circuit
correctly implements an n-MCT gate. O

Example 6.2.1. For my = 3, the 32-controlled Toffoli can be viewed as:

6 —3
0= = 2 — 1
12 — 6 — 3— b= 1
0, = L= 2 — 1



where the Toffoli depth for Step I is 1, and the Toffoli depth for Step II (and Step
IV) are 5 each. Additionally, in Step III, we need to implement a 6-controlled Toffoli
using mq = 2 ancilla, which requires an additional Toffoli depth of 3. Consequently, the
Clifford plus Toffoli decomposition of the 32-controlled Toffoli gate, utilizing (34 2) =5
ancilla qubits, achieves a total Toffoli depth of 1+ 2(5) + 3 = 14. In contrast, the 32-
controlled Toffoli decomposition with 2 ancilla qubits, as presented in [59], results in a
Toffoli depth of 19.

Similarly, for my = 4, the 32-controlled Toffoli can be viewed as:

8 —4
8 4 2 1
+1 7 17 +1 77 +1 1
14 7
1 b= 4 — 2 — 1

where the Toffoli depth remains 14. Thus, it can be observed that beyond a certain point,
further increases in the number of ancilla qubits do not necessarily lead to a reduction
in the Toffoli depth when using conditionally clean ancilla.

The Toffoli depth of the MCT decomposition using m = m; + mo many ancilla can
be estimated from the following lemma.

Lemma 6.2.4. The exact Toffoli depth of Step II or Step IV of an n-MC'T circuit decom-
position, implemented above, using m = my—+msy clean ancilla following the conditionally
clean ancilla technique, varies with n as follows.

5 _ ) Logami] +2k =3, forne [(my + 2Ueszml=1) ok=1 4 k1 28 + k — 2]
| Llogyma| + 2k — 2, forn € [mi2% +k — 1, (my + 2U0s2ml=1) 2k 4 | — 1]

where k € N, with k > 2.

Lemma 6.2.5. The number of control qubits, o, in Step III of an n-MC'T circuit de-
composition, implemented above using m = my + mo ancilla qubits, varies with n as
follows.

| k4+my—1, forne [(ml + 2U°g2m1J_1) 2k —1,m2F + k — 1}
| k+my, forne (le'C + k-1, (m1 + 2U°g2m1J_1) P 1}

where k € N, with k > 2. The corresponding Toffoli depths are 4logy(k +mq — 1), and
4log,(k + my), respectively. However, a significant part of the smaller MCT is applied
simultaneously with Step II and Step IV, making the effective Toffoli depth of Step III,
either 3 or 5.

From the above lemma, we can now estimate the exact Toffoli depth of the n-MCT
circuit decomposition using m = my + msy ancilla qubits, as presented above.
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Theorem 6.2.1. The exact Toffoli depth, 6, of the complete n-MC'T circuit decomposi-
tion using m = my + my clean ancilla is given by

5 — ) 2llogyma] + 4k, forn € [(my + 2leeaml=1) 2k=1 4 |p — 1 2% + k — 2]
2|logymy | + 4k + 2, for n € [m12k + k-1, (m1 + 2“"g2m1J_1) 2k + k — 1}

where k € N, with k > 2.

Proof. From Lemma 6.2.4, and 6.2.5, the exact Toffoli depth of an n-MCT, from Step
L1V, for n € [(my + 2Us2ml=1) k=1 4 1 my2F 4+ k — 2] is

1+ 2([logymq] + 2k — 3) + 5 = 2|log, m4 | + 4k.

For n € [77112”C + k-1, (m1 + 2llogs mlJ_l) 2k + k — 1}, the exact Toffoli depth of the
n-MCT becomes

142 (|logymq| + 2k —2) + 5 = 2[log, my | + 4k + 2.
[

It is now understood that the depth of n-MCT can be achieved in O(log,n), which
can be explicitly written clog, n, where ¢ needs to be properly estimated, for exact trade-
offs which is the main motivation in this paper. In Proposition 6.2.1, we have shown
that in the MCT decomposition using two clean ancilla with the technique from [59],
c is strictly greater than 3; in fact, it is around 4. However, using the ancilla - Toffoli
depth trade-off, ¢ can be further reduced to a certain extent. In the following subsection,
we demonstrate that with the conditionally clean ancilla technique, ¢ always remains
strictly greater than 1, regardless of the number of ancilla qubits used.

6.2.3 Proving the lower bound on Toffoli depth using condi-
tionally clean ancilla

In this subsection, we show that the Toffoli depth of an n-MCT using the conditionally
clean ancilla technique can never be reduced to [log, n].

Theorem 6.2.2. This is in reference to Construction 6.2.1 for n-MC'T.

1. Assuming that the control states do not need to be restored to their original values,
using the conditionally clean ancilla technique, the exact Toffoli depth must be
strictly greater than [logyn|, irrespective of the number of available ancilla.

2. When the control qubits are required to be returned to their original state upon
completion, the Toffoli depth becomes strictly greater than 2[logy,n|.
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Proof. From Proposition 6.2.1, it is evident that the Toffoli depth remains constant over
a range of values for n. Since here, we are interested in showing the lower bound, we
consider n assumes the highest value in the range and still show that log, n is strictly
less than the corresponding depth, as follows.

Let us first proof the item 1. As the control states are not required to be returned
to their original state, we consider the Toffoli depth due to Step I, Step II, and half of
Step III only, which is

5 — ) logami] +2k + 1if n € [(my + 2Uesam)=1) ok=1 4 | — 1 my2F + k — 2]
B |logymy | + 2k +2if n € [m12k +k—1, (m1 + 2U°g2m1J‘1) 2k + k — 1}

Thus, we need to show the following two cases:
e Case L: [log, (mi2" + k — 2)] < [logymi] + 2k + 1,
e Case II: [log, ((my + 2Uee2m=1) 2k 4 | — 1)] < |log, mq] + 2k + 2.

Case I: Showing [log, (m12¥ + k —2)] < [logymy] + 2k + 1 is equivalent to showing
my2F 4+ k — 2 < 2Uesami)+2k We prove this by induction on k > 2, for k € N.

Base case: For k = 2, RHS = 2llogaml+4 ~ glogymi—1+d —_ gy which is strictly
greater than 4my, LHS for k = 2.

Induction hypothesis: Suppose the result holds for £k = k; € N, i.e.,

m 25 4 oy — 2 < Qlesamilt2hn

Inductive step: We need to show that the result holds for £ = k1 4+ 1, i.e.,

m12k1+1 + kl —-1< 2|_10g2 m1J+2(k1+1).

LHS, m2870 4 ky — 1 =2 (my 2" + ky — 2) — ky + 3 < 2 (2lesaml¥2k) — k) 4 3 which
is strictly less than 4 (2s2ml*2k1) — gllogsm+2(+1) RHS,

Therefore, Case I holds for all £ > 2 for some k € N.

Case II: Showing [log, ((my + 2Ues2m1)=1) 2k 4+ k — 1)] < [log, ma ] +2k+2 is equivalent
to showing

(ml + 2\_log2 m1j—1) 2k‘ + k, -1 S 2\_10g2 m1J+2k+1‘
We again prove this by induction on k > 2, for k € N.

Base case: For k = 2, LHS = 4 (my 4 2l°e2m=1) 41 = 4m; + 1+ 2llce2m)+1 - Similarly,

for k = 2, RHS = 2Ueszmil+4+l — 16 . gllogami)+1  which can be distribute into 15 -
2|_10g2 my]+1 + ,2|_10g2 m1J+1.
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Now, 15-2logami)+1 - 15.9legzmi=1+1 — 15, > 4m; + 1. Thus, the base case holds.

Induction hypothesis: Suppose the result holds for k = k; € N, i.e.,

(ml + 2Llog2 mlJ—l) 2k1 + kl -1 S 2\_10g2 m1j+2k:1+1.

Inductive step: We need to show that the result holds for £ = k1 4+ 1, i.e.,

(ml + 2[10g2 mlJ—l) 2k)1+1 + kl S 2Llog2 m1J+2k1+3.

(ml + 2[10g2m1J*1) gk1+1 + Ky =2 [(ml + 2[10g2m1J*1) 9k1 1k — 1] Ky 2

§2 (2[10g2 m1J+2k1+1) - kl 492
<4 (2L10g2 m1J+2k1+1) — 2[10g2 m1J+2k1+3‘

Therefore, Case II holds for all £ > 2 for some £ € N. In conclusion, using the
conditionally clean ancilla technique, the exact Toffoli depth of an n-controlled Toffoli
decomposition can not be reduced to [log,n|, even when the control qubits are not
restored to their original states.

Item 2, where the control qubits are restored to their original state, can be proved
inductively in a similar manner. The factor of 2 needs to be multiplied in this case
because the full depth, 0, from Proposition 6.2.1, is related to ¢’ as § = 20’ — 2, i.e.,
almost twice the depth considered in the first part. ]

The above theorem shows that using the conditionally clean ancilla, the constant
factor ¢ can never be reduced to 1. In the next section, we demonstrate that the exact
Toffoli depth in the Clifford plus Toffoli decomposition of an n-MCT is lower bounded
by [log, n], regardless of the technique or the number of ancilla qubits used. This bound
is achievable through complete binary tree decomposition of n-controlled Toffoli gates.

6.3 Tight lower bound on Toffoli depth

In this section, we show in a more general framework that the exact Toffoli depth in
the Clifford plus Toffoli decomposition of an n-controlled Toffoli gate is lower bounded
by [log,n], which is exactly log,n when n = 2% for some k& € N. Additionally, the
exact T depth also becomes [log, n]|, utilizing 2n — 2 ancilla qubits and a T count of
4(n — 1), provided by [58]. Alternatively, following Gidney’s logical-AND circuit [43],
the ancilla count can be reduced to n — 2, maintaining the same T count, while the T
depth increases to [log, n] + 1.

Theorem 6.3.1. The exact Toffoli depth in the Clifford plus Toffoli decomposition of
an n-MCT is lower bounded by [logyn], given any technique or any number of ancilla
qubits used.
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Figure 6.7: Quantum circuit decomposition of 7-MCT with Toffoli depth 3.

Proof. Each 2-controlled Toffoli gate encodes the information of two control qubits into
one target qubit. This process can be visualized as a binary tree, where the leaf nodes
represent the n control qubits, and their information is successively accumulated in
internal parent nodes.

To implement an n-MCT, we begin with n leaf nodes, where each pair of control
qubits is combined using a Toffoli gate, reducing the number of active qubits in each
round. At each stage, either two parent nodes or one parent node, along with a leftover
node from the previous round, are further combined into a new parent node. This process
continues iteratively until the final Toffoli gate transfers the accumulated information
to the root node (the target qubit).

Since each Toffoli gate reduces two qubits into one, the number of required levels in
the binary tree is given by the height of a binary tree with n leaf nodes. The depth of
such a binary tree is at least [log,n]. Hence, the Toffoli depth of the n-MCT is also at
least [log, n|, proving the claim. O

A complete binary tree structure, having n leaf nodes, has a height log, n, i.e., when
n is not a power of 2. When n = 2¥, for some k € N, then it becomes a perfect binary
tree, having the depth exactly log, n = k. In both cases, the number of internal nodes,
i.e., ancilla qubit, is n — 2. Additionally, the Toffoli count for both these cases becomes
n—1.

For example, a 32-MCT can be implemented using 30 ancilla qubits, with 33 Toffoli
gates, having a minimum Toffoli depth of 5. Similarly, all n-MCT decomposition, with
17 < n < 32, can be implemented with a minimum Toffoli depth of 5. Figure 6.7 provides
a schematic diagram of the 7-MCT circuit decomposition using 5 ancilla qubits, and 6
Toffoli gates, with a Toffoli depth of [log, 7] = 3. In the diagram, the first four Toffoli
gates in the first two columns are implemented simultaneously, having depth 1. The
next two Toffoli gates are applied sequentially, having a Toffoli depth of 1 each.
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In this context, we present the following corollaries concerning the lower bound on
the T depth of an n-MCT circuit implementation via Clifford plus Toffoli decomposition,
regardless of the number of ancilla qubits used. These results can be obtained by first
constructing an [log, n] Toffoli depth circuit for the n-MCT decomposition, followed by
further decomposing the Toffoli gates into Clifford+T gates as outlined in Table 2.1.

Corollary 6.3.1. Using the measurement-based Toffoli decomposition circuit proposed
by [56], the T depth of the Clifford+T decomposition of an n-MCT gate, implemented
via Clifford plus Toffoli decomposition, is lower bounded by [logy,n]. Furthermore, the
circuit requires 2n — 2 ancilla qubits, and the T count is 4n — 4.

Corollary 6.3.2. Using the logical-AND circuit proposed by [43], an n-MCT gate can be
implemented with a Clifford+T decomposition utilizing n—2 ancilla qubits. The resulting
circuit has a T depth of [logyn] + 1 and a T count of 4n — 4.

Towards, the conclusion, let us outline a generalized approach that may provide
a theoretical understanding. Given the Algebraic Normal Form (ANF) of a Boolean
function f € B}, any function of degree at most n can be implemented with a Toffoli
(consequently T) depth of [log, n], using parallel MCT gates and an exponential number
of ancilla qubits. However, for functions with polynomial many monomials in the ANF,
which is common in practice, the ancilla overhead becomes polynomial. This motivates
a broader study of space—depth trade-offs for arbitrary Boolean functions, which we
explore in Chapter 7.

6.4 Conclusion

In this chapter, we revisited the n-controlled Toffoli decomposition using the condition-
ally clean ancilla technique described by Khattar and Gidney [59] and proposed an exact
trade-off between Toffoli depth and the availability of clean ancilla qubits. By leveraging
additional ancilla qubits, we achieved a lower Toffoli depth compared to their approach.
Furthermore, we demonstrated that the conditionally clean ancilla technique cannot re-
duce the Toffoli depth strictly to [log, n], irrespective of unlimited availability of clean
ancilla.

Additionally, we established that, regardless of the decomposition technique or avail-
able ancilla, the Toffoli depth of an n-MCT circuit is fundamentally lower-bounded by
[log,n|, with the optimal depth achieved through binary tree-based MCT decompo-
sition. Finally, by incorporating the measurement-based uncomputation technique of
Jaques et al. [56] for Toffoli decomposition, we extended this lower bound to T depth as
well.
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Chapter 7

Optimal T depth quantum circuits
for arbitrary Boolean functions

The efficient implementation of quantum algorithms often rely on the efficient encoding
of classical Boolean functions into quantum circuits through a process commonly known
as oracle construction. An oracle is a reversible quantum circuit that implements an
unknown Boolean function and is integral to several landmark algorithms, including
Deutsch-Jozsa [27], Grover’s search [49], Simon’s hidden shift finding [88], and Shor’s
factoring algorithm [87].

In fault-tolerant quantum computing [58], constructing such oracles poses significant
challenges due to the high resource overhead associated with multi-controlled Toffoli
(MCT) gates. These gates must be decomposed into a universal gate set, such as Clif-
ford+T [17], impacting key resource metrics like gate count, circuit depth, and qubit
usage. Optimizing these parameters is essential for enhancing algorithmic efficiency and
maintaining fidelity in large-scale quantum computations.

In the previous chapter, we emphasized on the importance of precise resource es-
timation for implementing arbitrary n-input, m-output Boolean functions, generalizing
beyond simple multivariate AND functions. Building upon that foundation, this chapter
presents the first generic construction of optimal T depth quantum circuits for arbitrary
Boolean functions f € B". Our method generalizes the techniques introduced in Chap-
ter 6 by leveraging the Algebraic Normal Form (ANF) of Boolean functions to minimize
the Toffoli, and thus T, depth of the resulting circuits.

Obtaining such a benchmark for the minimum T depth is crucial for the efficient
implementation of quantum algorithms by enabling greater parallelism, reducing time
complexity, and minimizing circuit latency, making them suitable for near-term quantum
devices with limited coherence times.

Although our construction introduces considerable qubit overhead, it offers a com-
pelling trade-off by substantially reducing T depth. This makes our approach particu-
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larly useful for oracle construction, reversible circuit synthesis, and quantum implemen-
tations of cryptographic primitives, such as S-boxes. As a case study, we demonstrate
the practical utility of our approach by applying it to the quantum circuit design of
AES, a widely used and structurally complex block cipher.

The organization of this chapter and its section-wise contributions are outlined as
follows.

e Section 7.1 is the prime contributory section in terms of theoretical result, which
provides a worst-case resource bound for optimal T depth quantum circuit imple-
mentation of any arbitrary n-input, m-output Boolean function. We illustrate the
result with examples and highlight its implications for S-box design, including a
summary of optimal T depth resource estimates for standard S-boxes in Table 7.1.

e In Section 7.2, to explain with an example, we focus on AES, providing a step-
by-step resource estimation for an optimal T depth quantum implementation, and
discuss the broader impact for a large class of block ciphers executed over multiple
rounds.

e Section 7.3 explores the cryptanalytic implications of our results, particularly in
the context of Grover’s algorithm, and determines the optimal T depth for a full-
round Grover’s search for a large class of block ciphers.

e Finally, Section 7.4 concludes the paper with a brief summary of our contributions
and future research directions.

7.1 Optimal T depth quantum resource estimation

In this section, we present a generic construction of optimal T depth quantum circuits
for implementing arbitrary n-input, m-output Boolean functions, thereby extending the
work from the previous chapter. Our approach builds on and generalizes the method
of [37] by utilizing the ANF framework, particularly the XOR (Fy-addition) of AND (Fa-
multiplication) components, in conjunction with tree-based circuit synthesis strategy to
achieve minimal Toffoli (and consequently T) depth.

As discussed earlier, implementing higher-degree terms in the ANF of a Boolean
function requires multi-controlled Toffoli (MCT) gates, where the variables from the
monomials act as control qubits and the qubit storing the corresponding output serves
as the target. Specifically, a k-degree monomial necessitates a k-MCT gate. According
to Corollary 6.3.1 from the previous chapter, a k-MCT gate can be decomposed into the
Clifford+T gate set via Toffoli decomposition, resulting in a T depth of [log, k|. This
is the optimal T depth for implementing a k-MCT, assuming the decomposition is via
Clifford plus Toffoli gates. We refer to this as MCT-Toffoli-T optimality. Accordingly,
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using a binary tree structure, the implementation of the highest-degree term xyxs - - - x,
incurs an MCT-Toffoli-T optimal T depth of [log, n]. Throughout this chapter, when-
ever we refer to optimal T depth, we imply that the optimality achieved via Clifford
plus Toffoli decomposition, as established in Corollary 6.3.1 and in our paper work [37,
Corollary 1].

Notably, the ANF of an arbitrary n-input, m-output Boolean function f € B]" can
contain up to 2" — (n + 1) unique non-linear terms. More precisely, it may include
at most (Z) unique degree-k monomials, each requiring a k-MCT gate for its quantum
implementation. If all &-MCT gates are applied in parallel, the MCT depth becomes 1,
with the largest being an n-MCT contributing to a T depth of [log,n]|. Once imple-
mented, the nonlinear monomials can be XOR-ed to the appropriate output qubit using
CNOT gates, without increasing the T depth. This implies that the complete ANF of
f € B can be implemented in quantum with an optimal T depth of [log,n].

Clearly, to implement all the MCT gates in parallel, multiple copies of the input
variables are required, along with distinct ancilla qubits to store intermediate outputs.
These copies can be generated using CNOT gates, which, being Clifford operations, do
not affect the T depth of the circuit. We summarize the results in the following theorem.

Theorem 7.1.1. Let f € B" be an n-input, m-output Boolean function. Then, the
Clifford+T decomposition of the quantum circuit implementing f can be realized with an
optimal T depth [log, n], using the following resources:

o at most 2" (3n — 2) — 3n + m + 1 reusable ancilla qubits,
e a total of 2" (n — 2) +4 T gates,
e a mazimum of 2"7' (11n + 2m — 18) —4n —m + 9 CNOT gates, with

e a CNOT depth 2™ + 2n + 9[log, n| — 3.

Proof. There are (Z) degree-k monomials, each involving k variables. Computing all such
nonlinear terms in parallel requires a total Y _, k(Z) copies of the input variables. Since
one copy of each input is already available, this entails an additional Y, _, k (Z) —n ancilla
qubits and an equal number of CNOT gates for both computation and uncomputation.
These introduce a CNOT depth of 2[log,(>;_, (=) —n)] = 2(n — 1). Additionally,

Y res (2) ancilla qubits are needed to store the outputs of these MCT gates.
After realizing all the unique nonlinear monomials from the ANF, any m-output
Boolean function can be constructed by copying up to > ;_, (Z) + n monomials per

function to m ancilla qubits. This requires at most m(}";_, (7) +n) CNOT gates and
adds a maximum CNOT depth of 2" — 1.

Finally, by [37, Corollary 1], each k-MCT gate in its optimal T depth decomposition
uses 2(k — 1) ancilla qubits and 9(k — 1) CNOT gates. Ancilla qubits are made reusable
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via uncomputation. Since each T depth layer corresponds to a CNOT depth of 9, the
overall CNOT depth contribution is 9[log, n]|. Hence, the overall resource requirement
is given by:

e #Ancilla qubits:

()

o #T gates:

n

n - _ n _ on—1 _ _
+ (k)+m+k§2(k: 1)(k)_2 (3n—2) —3n+m+1,

k=2

e #CNOT gates:
w50 () +n

AR

=2""1(11n + 2m — 18) —4n —m + 9.

+ i9(k - 1)(7;)

k=2

e CNOT depth:
2(n — 1)+ (2" — 1) + 9[logyn] = 2" + 2n + 9[log, n] — 3.

]

Theorem 7.1.1 directly applies to the quantum circuit synthesis of S-boxes, where an
n-bit S-box is modeled as an n-input, n-output Boolean function. The resulting circuit
requires at most 2"71(3n — 2) — 2n + 1 reusable ancilla qubits, 2" (n — 2) + 4 T gates,
and up to 2"7!(13n — 18) — 5n + 9 CNOT gates. The CNOT depth is bounded by
2" + 2n + 9[log, n| — 3, while achieving an optimal T depth of [log,n]. To illustrate
the construction, we present the 3-bit S-box used in LowMC [3] as an example.

Example 7.1.1. The coordinate Boolean functions are given by: fo = xo® x119, f1 =
To D x1 D xoxa, and fo = x9 D x1 D 2 D xox1. Since the mazrimum algebraic degree
is 2, the corresponding quantum circuit (see Figure 7.1) achieves the optimal T depth
[log, 2] = 1, using 9 ancilla qubits, 12 T gates, and at most 33 CNOT gates. Notably,
as the ANF's of these Boolean functions do not contain all possible monomials, the actual
resource requirements are significantly lower than the worst-case estimates provided in
Theorem 7.1.1. In practice, such sparsity often results in substantially reduced overheads
compared to theoretical upper bounds.
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Figure 7.1: Quantum circuit for a 3-bit S-box (used in LowMC) with T depth 1.

S-box Variables Ancilla CNOT count CNOT depth T count T depth
LowMC [3] 3 9 39 13 12 1
DEFAULT (7] 4 17 79 27 24 2
GIFT [9] 4 14 76 27 24 2
PRESENT [13] 4 19 105 30 32 2
PRINCE [15] 4 24 128 28 40 2
ASCON [30] 5 27 120 22 32 1
AES [24]* 8 596 3647 184 984 3

Table 7.1: Optimal T depth quantum circuit synthesis of various standard S-boxes with
corresponding resource estimates.

Table 7.1 summarizes the quantum resource requirements for synthesizing various
standard S-boxes with optimal T depth. A detailed analysis for the AES S-box (marked
with *) is provided in Section 7.2.

From Theorem 7.1.1, the optimal T depth Clifford+T decomposition of an n-input,
single-output Boolean function f € B, requires at most 2"~ !(3n — 2) — 3n + 2 reusable
ancilla qubits, 2" (n — 2) +4 T gates, and up to 2" 1(11n — 16) — 4n + 8 CNOT gates,
with a CNOT depth of 2" + 2n + 9[log, n] — 3. We illustrate the circuit construction
with a representative example.

Example 7.1.2. Let [ = xoxs @ 173 D ToT12223 be a Boolean function consisting of
three nonlinear terms. Since deg(f) = 4, its Clifford+T decomposition yields a T depth
of [logy4] = 2. The resulting quantum circuit requires 12 ancilla qubits, 20 T gates,
and 46 CNOT gates, with a CNOT depth of 12 (see Figure 7.2). Notably, as f does
not contain all possible monomials, the resource overhead is significantly lower than the
theoretical worst-case bound.

While our construction achieves optimal T depth, it incurs an exponential overhead in
ancilla qubits and CNOT gates with respect to the number of variables. A more practical
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Figure 7.2: Quantum circuit for f(xq, z1, T2, ¥3) = ToTa ® r123 D xox12223 With T depth
2.

alternative is to allow a slight increase in T depth in exchange for a substantial reduction
in ancilla and CNOT counts. For instance, replacing the T depth 1 Toffoli decomposition
from [56] (Figure 2.18) with the logical-AND-based decomposition from [43] (Figure 2.19)
in Theorem 7.1.1 reduces the ancilla count by 2"~!(n — 2) + 1 and the CNOT count by
3-2"71(n—2) + 3, while marginally increasing the T depth from [log, n] to [logyn] +1.
This trade-off highlights a promising direction for future research, where our construction
can serve as a T depth benchmark while optimizing other quantum resources, even at
the cost of slight T depth sub-optimality, rather than prioritizing depth reduction alone.

This observation also clarifies the optimal T depth for ANF-based implementations.
In particular, for quantum circuits designed for cryptanalytic purposes, this optimal
depth, viewed as a benchmark, has not been systematically explored as a performance
metric. In the next section, we illustrate this gap through concrete examples, focusing
on the widely studied AES block cipher. The idea naturally extends to any standard
block ciphers in general.

7.2 Optimal T depth quantum circuit of AES

This section presents an optimal T depth quantum circuit for the AES algorithm. We
first construct an optimal T depth implementation of the AES S-box and subsequently
extend the construction to the full AES algorithm for key sizes of 128, 192, and 256 bits,
corresponding to 10, 12, and 14 rounds, respectively.

AES is a symmetric-key block cipher standardized by NIST, operating on 128-bit
data blocks. The internal state is represented as a 4 X 4 matrix S € IF;18X4, where each
element S; ; € Fos corresponds to a byte.

The AES algorithm can be abstracted as a Boolean function f : Fy"™* — F§, where
m = 128 is the message length, & € 128,192,256 is the key length, and ¢ = 128 is the
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ciphertext length. From Theorem 7.1.1, the optimal T depth for AES, when viewed as a
monolithic Boolean circuit, is given by [log, 256] = 8, [log, 320] = 9, and [log, 384] =9,
depending on the key size. However, modeling AES as a single combinational Boolean
circuit is both impractical and analytically intractable due to its iterative structure.
While these T depth values offer theoretical lower bounds, they do not serve as practical
benchmarks for circuit design.

In practice, AES is implemented in a round-wise. Hence, a more feasible approach
is to design the quantum circuit for each round individually and estimate the overall T
depth based on actual implementations. Each AES round (except the final one) consists
of four transformations, described as follows.

e SubBytes: Applies the AES S-box to each element §; ; € Fos of the internal state.
This is the only nonlinear operation and the primary contributor to the T depth,
requiring 16 parallel S-box evaluations: S; ; <— S-box(S; ;).

e ShiftRows: Performs a cyclic left shift on each row of the state matrix. For row ¢,
the transformation is defined as .S ; <= S; (j44) mod 4. As this is essentially a SWAP
operation, it is implemented via rewiring in the quantum circuit and does not incur
additional quantum resources.

e MixColumns: Applies a linear transformation to each column ¢ € Fj, of the
internal state S using an MDS matrix M € Fggx‘lz c < M - c. Since this trans-
formation is linear, it can be realized using only CNOT gates. Note that the final
round of AES omits the MixColumns operation.

e AddRoundKey: The AES key schedule expands the primary key K into round
keys Ko, K1, ..., K, € IF;SXA‘, each used in a specific round. In this step, the internal

state S is XORed with the current round key K, defined as S < S @ K;.

Since only the SubBytes transformation introduces nonlinearity via S-boxes, specif-
ically through multi-controlled Toffoli (MCT) gates contributing to the T depth, the
overall T depth of an AES implementation is dominated by the S-box operations. As
16 S-boxes are evaluated in parallel per round, the total T depth of the AES circuit
can be estimated as r times the T depth of a single S-box, where r denotes the number
of rounds. We now present a detailed quantum resource estimation for the AES S-box
with optimal T depth, as derived from Theorem 7.1.1.

The coordinate Boolean functions of the AES S-box have a maximum algebraic degree
of 7. By Theorem 7.1.1, an optimal T depth quantum circuit for the AES S-box can
thus be constructed with a T depth of [log, 7] = 3. Notably, the ANF of all coordinate
functions collectively includes all monomials up to degree 7. We construct these using
three layers of parallel Toffoli gates.

e First Layer: We begin by constructing all (g) = 28 degree-2 monomials. This
requires 7 copies of each input variable, 56 copies in total, 8 of which already exist.
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Thus, 48 ancilla qubits and 48 CNOT gates are needed to copy the inputs, with
a CNOT depth of 3. Storing the 28 quadratic terms requires 28 additional ancilla
and 28 parallel Toffoli gates, contributing a Toffoli depth of 1. In total, the first
layer uses 48 + 28 = 76 ancilla qubits, 48 CNOT gates (CNOT depth 3), and 28
Toffoli gates.

e Second Layer: This layer constructs all (g) = 56 degree-3 and (i) = 70 degree-4
monomials by combining previously computed terms. To create 56 cubic terms, we
combine degree-2 terms with single-variable terms. As we have 56 single-variable
qubits and 28 degree-2 terms, we need to duplicate the quadratic terms using
28 ancilla and 28 CNOT gates (depth 1). Storing the 56 cubic terms adds 56
ancilla. To construct 70 quartic terms, we need five additional copies of all degree-
2 monomials (140 ancilla and 140 CNOT gates), and 70 more ancilla to store the
outputs. The second layer thus requires a maximum of (28 + 56 + 140 + 70) = 294
ancilla, (28 + 140) = 168 CNOT gates (CNOT depth 3), and (56 + 70) = 126
Toffoli gates.

e Third Layer: At this stage, we have: 70 quartic, 56 cubic, 196 quadratic, and
56 single-variable qubits. We now build all degree-5, 6, and 7 monomials. The
8 septics (?) = 8) are computed by combining eight degree-4 and eight degree-3
terms. The 56 quintics ((g)) are obtained by combining 56 degree-4 and degree-1
terms. The 28 sextics ((2)) require combinations of four degree-4 and degree-2,
and 24 degree-3 and degree-3 terms. In total, constructing and storing these 92
higher-degree monomials requires (56 + 28 4+ 8) = 92 ancilla qubits and 92 Toffoli
gates.

Across all eight coordinate functions, 1001 monomials appear in total, requiring 1001
CNOT gates and 8 ancilla qubits for output storage. The CNOT depth is dominated
by the coordinate function with the most monomials, which is 145.

Using the T depth 1 Toffoli-to-T decomposition (see Figure 2.18), implementing 246
Toffoli gates require (246 x 4) = 984 T gates and (246 x 9) = 2214 CNOT gates with
a CNOT depth of (9 x 3) = 27. Since Toffoli gates are executed in three different
layers (with a maximum of 126 in the second layer), this incurs an additional (reusable)
ancilla count of 126. Although, the Toffoli gates can be uncomputed without extra cost,
uncomputing intermediate qubits requires (48 + 168) = 216 CNOT gates.

Hence, the optimal T depth implementation of the AES S-box requires a total (76 +
294 4+ 92 + 8 + 126) = 596 ancilla qubits, (48 4+ 168 + 1001 4 2214 + 216) = 3647 CNOT
gates, with a CNOT depth of 2(3 + 3) + 27 + 145 = 184, and 984 T gates, achieving the
T depth 3.

Alternatively, replacing the T depth 1 design with Gidney’s logical-AND decom-
position (see Figure 2.19) reduces the ancilla count by 126 and the CNOT count by
(246 x 3) = 738, at the cost of increasing the T depth to [log, 7] +1 = 4. In
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this case, each Toffoli gate has CNOT depth 6, resulting in a total CNOT depth of
2X (3+3)+ 145+ (3 x 6) = 175.

Toffoli-to-T  Ancilla count CNOT count CNOT depth T count T depth
Figure 2.19 470 2909 175 984 4
Figure 2.18 596 3647 184 984 3

Table 7.2: Quantum circuits for AES S-box with corresponding resource estimates.

In the SubBytes transformation, 16 AES S-boxes are executed in parallel, resulting
in a 16-fold increase in the number of ancilla qubits, CNOT gates, and T gates com-
pared to a single S-box, while the circuit depths remain unchanged. The ShiftRows
transformation introduces no additional quantum resource overhead. According to [99,
Table 5], the MixColumns transformation can be implemented in-place (i.e., without
additional ancilla) using 98 CNOT gates with a CNOT depth of 13. As MixColumns
is applied in parallel to the four columns of the internal state, the total CNOT count
becomes 4 x 98 = 392, while the CNOT depth remains 13. Finally, the bit-wise XOR
with the round key requires 128 parallel CNOT gates, contributing a CNOT depth of 1.
The overall quantum resource requirements for a single round of AES are summarized

in Table 7.3.

Toffoli-to-T  Ancilla count CNOT count CNOT depth T count T depth
Figure 2.19 7520 47064 189 15744 4
Figure 2.18 9536 58872 198 15744 3

Table 7.3: Quantum implementation of a single round of AES with corresponding re-
source estimates

Assume that AES operates for » € 10,12, 14 rounds, depending on the key length.
Ancilla qubits used in the S-boxes of each round are reclaimed for subsequent rounds
through uncomputation, except for the 8 qubits required to store the functional output.
As a result, the ancilla count increases by 8 x 16 = 128 per round, yielding a total
ancilla requirement of 9536 + 128(r — 1). Furthermore, since the final round omits the
MixColumns operation, the total CNOT count is given by 58872r — 392, and the CNOT
depth is 198r — 13. Both the T count and T depth scale linearly with the number of
rounds.

Table 7.4 presents the resource estimates for complete quantum implementations of
AES with different key sizes, using our optimal T depth construction (see Figure 2.18).
The T depth achieved in this construction is provably optimal, as no quantum circuit
for AES, when the rounds are implemented sequentially, can attain a lower T depth,
irrespective of the number of ancilla qubits or other resource overheads.
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Key size No. of round Ancilla CNOT count CNOT depth T count T depth

128 10 10688 588328 1967 157440 30
192 12 10944 706072 2363 188928 36
256 14 11200 823816 2759 220416 42

Table 7.4: Optimal T depth quantum implementation of full round AES with corre-
sponding resources.

This additional resource overhead in Table 7.4 demonstrates the practical viability
of our optimal T depth quantum circuit constructions for AES. While earlier imple-
mentations have reported fewer ancilla qubits, lower gate counts, and in some cases,
comparable T depths (e.g., [53, Table 7] and [100, Table VI| report a T depth of 60 for
AES and AES' combined, i.e., 30 per instance, and [55, Table 5] reports T depths of
30, 36, and 42 for AES-128, AES-192, and AES-256, respectively), none of these works
formally establish the optimality of their constructions. Given that presently AES is
one of the most popular ciphers in symmetric-key cryptography, numerous heuristic
and brute-force efforts have been made to optimize its quantum implementation. The
T depth reductions observed in prior works primarily derived from those efforts, rather
than from systematic constructions with provable optimality over a general class of block
ciphers.

In this context, we acknowledge the recent work of Huang et al. [54], which also
reports a T depth 3 implementation of the AES S-box ([54, Table 3]) and establishes its
minimality, similar in spirit to our own findings. However, we emphasize that our work is
independent and presents a generic quantum circuit construction method that achieves
minimal the T depth for any arbitrary Boolean function derived from its Algebraic
Normal Form. This construction provides a naive yet complete upper bound on ancillary
quantum resources, thereby setting new benchmarks applicable to a broad class of S-
boxes beyond AES. Furthermore, our approach is a generalization of the optimal T
depth MCT decomposition (via Clifford plus Toffoli gates), as outlined in Corollary 6.3.1
(see our paper [37]). Consequently, optimization strategies such as logical-AND and
conditionally clean ancilla techniques can also be integrated to reduce quantum resource
overheads significantly, at the cost of a marginal increase in T depth beyond the optimal
bound.

It is important to note that a T depth 3 implementation of the AES S-box does
not necessarily imply the optimality for the full-round AES circuit. Algebraic manip-
ulations across multiple rounds may reduce the combined T depth below the additive
bound and must be analyzed individually for each block cipher. In contrast, we pro-
pose a generic, step-by-step construction framework that guarantees optimal T depth
for a broad class of block ciphers beyond AES, establishing a definitive benchmark for
quantum cryptographic implementations.
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For reference, Table 7.5 summarizes prior AES implementations focused on T depth
reduction, along with associated resource estimates.

Key size References Ancilla CNOT count CNOT depth T count T depth

128 [56, Table 4] 4244 284420 NA 54400 120
128 [51, Table 2] 9384 NA NA 33600 50
128 [61, Table 13] 3689 132376 NA 27200 40
128 [53, Table 7] 5576 285393 NA 62400 30
128 [100, Table VI]  NA 228020 NA 52800 30
128 [54, Table §] NA 176580 NA 33600 30
128 [55, Table 5] 6128 120812 NA 117984 30
128 This work [31] 10688 588328 1967 157440 30
192 [56, Table 4] 4564 321021 NA 609283 144
192 [51, Table 2] 10456 NA NA 37632 60
192 [61, Table 13] 3945 149256 NA 30464 48
192 [55, Table 5] 6448 136812 NA 132960 36
192 This work [31] 10944 706072 2363 188928 36
256 [56, Table 4] 4884 393534 NA 75072 168
256 [51, Table 2] 46368 NA NA 12704 70
256 [61, Table 13] 4457 187128 NA 38080 56
256 [55, Table 5] 6768 168548 NA 165264 42
256 This work [31] 11200 823816 2759 220416 42

Table 7.5: Optimal T depth quantum implementation of full round AES: A comparison
with earlier works.

7.3 Cryptanalytic implications

We know that the Shor’s factoring algorithm [87] poses the most critical threat to existing
classical public key cryptographic protocols due to its implications in attacking the RSA
and the discrete logarithm-based schemes. On the other hand, the impact of Grover’s
algorithm [49] can be temporarily mitigated by doubling the key size. Still there exist
numerous instances where the Grover’s search, often in conjunction with other quantum
algorithms, has demonstrated significant cryptanalytic potential. For example, in [60],
Grover’s algorithm is combined with Simon’s hidden shift technique to break the security
of Even-Mansour constructions. Needless to mention that the resource requirements for
a full-scale key recovery attack on symmetric ciphers using Grover’s algorithm remain
infeasible in the near term. Still, substantial work has been conducted on Grover-based
cryptanalysis, particularly on AES [53, 54, 55, 56, 61, 86, 100]. In this context, we present
the following result on the optimality of T depth required for full-round cryptanalysis
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using Grover’s search on a block cipher B, where the only source of nonlinearity generates
from a single S-box.

Suppose B is a block cipher whose only nonlinearity arises from an n-bit S-box S.
Then, from Theorem 7.1.1, implementing the n-bit S-box S requires an optimal T depth
of [logyn]. Since the S-box is the sole source of nonlinearity in the cipher, each round
incurs an optimal T depth of [log,n]. Assuming the cipher runs for r rounds and
produces a ciphertext of length m, the quantum implementation of the full-round cipher
B has a total T depth of r[log, n].

To perform an exhaustive key search using Grover’s algorithm, one must implement
B, compare the output with a known m-bit ciphertext using an m-MCT gate (which
requires an optimal T depth of [log, m] [37]), and then apply the inverse of the full-round
cipher, BT, which adds another r[log, n] to the T depth. Therefore, a single Grover
iteration requires an optimal T depth of 2r[log, n| + [log, m]. Since Grover’s algorithm
requires 2¢/2 iterations for a key of length k, the exhaustive key recovery attack using
sequential Grover’s search requires an overall T depth of (2r[log, n] + [log, m]) 2%/2.

As an immediate corollary, an exhaustive key recovery attack on AES using Grover’s
algorithm can be executed with an optimal T depth of (2r[log, 8] + [log, 128]) 2¥/2,
which evaluates to 67 x 264, 79 x 2% and 91 x 2!?8 for key lengths of 128, 192, and
256 bits, respectively. In this regard, we make the following remarks based on different
execution scenarios of Grover’s algorithm.

Remark 7.3.1.

e [fthe block cipher B is implemented out-of-place, then the inverse full-round cipher
can be realized via measurement-based uncomputation, which does not incur any
additional T depth. Consequently, Grover’s search can be executed with an optimal
T depth of (r[log,n] + [logym])2%2. The corresponding T depth requirements
for AES would be 37 x 264, 43 x 2% and 49 x 2'28 for key lengths of 128, 192, and
256 bits, respectively.

o Furthermore, if Grover’s search is executed in parallel, i.e., all the 2% copies of the
oracle B is running concurrently, the T depth for the parallel Grover’s search be-
comes (r[logyn| + [logy m]). Accordingly, for AES, the corresponding minimal T
depth would be 37, 43, and 49 for key lengths of 128, 192, and 256 bits, respectively.

7.4 Conclusions

Given the ANF of an arbitrary n-input, m-output Boolean function f having algebraic
degree k, this work presents the construction of an optimal T depth quantum circuit for
f, via Toffoli decomposition, along with a complete resource estimation. The primary
focus of this paper is on minimizing T depth, an essential metric in quantum circuit
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design due to its direct impact on circuit latency and coherence time. While the overall
resource usage may be high, we argue that establishing the benchmark T depth should
be the first step in any quantum circuit synthesis process, after which other resource
parameters may be optimized. This work conclusively settles the minimum achievable
T depth for Boolean functions and demonstrates its practical relevance through block
cipher constructions, as well as in cryptanalysis.
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Chapter 8

Conclusion

In this chapter, we summarize the overall contribution of our thesis along with the
related open problems for future research. The thesis mainly considers two aspects.
Firstly, we consider various quantum algorithms related to Boolean functions, which
are motivated by the famous Forrelation formulation. This is related to various spectra
related to Boolean functions. Consequently, we study the implementation of Boolean
functions with low Toffoli or T depth. This is motivated by the reason that the Toffoli
gate is among the most significant quantum gates, and such gates greatly influence the
efficiency of fault-tolerant quantum circuits. A lower depth is thus quite important in
this regard, and we connect this to the Algebraic Normal Form of Boolean functions to
obtain certain benchmarks.

8.1 Summary of the thesis

The thesis begins with an introduction and background (Chapters 1 and 2 respectively).

In the first contributory chapter (Chapter 3), we explore quantum algorithms to an-
alyze various cryptographically significant spectra of Boolean functions, in particular,
the Walsh-Hadamard spectrum, the crosscorrelation spectrum, and the autocorrela-
tion spectrum. First, we study the connection between the 2-fold Forrelation formu-
lation with the bent duality-based promise problems as desirable instantiations. Next,
we explore the 3-fold Forrelation formulation, which helps obtain a unifying frame-
work for evaluating different spectra. Additionally, our setup helps in estimating the
Walsh-Hadamard spectrum of f € B, at the points in S C [F} using the 3-fold For-
relation algorithm, achieving a higher sampling probability compared to the standard
Deutsch—Jozsa algorithm. Further, we also achieve certain improvements in query com-
plexity over the existing results to determine the resiliency of a Boolean function. Finally,
we relate the results with autocorrelation and crosscorrelation spectra and observed im-
provements over the existing results.
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Next, we introduce the concept of nega-Forrelation in Chapter 4. Noting the ef-
ficiency achieved in various quantum algorithms following Forrelation, it is natural to
study a similar formulation towards the efficient sampling of nega-Hadamard trans-
forms. In this chapter, we extend the Forrelation framework to define the (3-fold)
nega-Forrelation and provide related results. We introduce a novel strategy to sam-
ple small values of the nega-Hadamard transform more efficiently than the extended
Deutsch-Jozsa algorithm in terms of the required number of queries, as presented in
recent literature. In this regard, as in Chapter 3, we also consider studying the spectra
for a point or a subset of points. Results related to nega-crosscorrelation spectrum are
also described. Finally, we consider the problems related to identifying shifts in bent as
well as negabent functions, extending certain state-of-the-art results.

Then we move to Chapter 5, where we focus on explaining the existing frameworks
in terms of further generalized Boolean functions’ spectra. We analyze new unitaries,
exploring their implications and establishing connections to existing results. We extend
the formulation with different cryptographically significant spectra, including the Walsh-
Hadamard, crosscorrelation, and autocorrelation spectra, to a generalized variation with
the m-th primitive root of unity, for any m € N. In the process, we examine previously
unexamined classes of Hadamard transforms that lies between the Walsh-Hadamard and
nega-Hadamard transformations, which were not present in the existing literature.

All the relevant algorithms discussed here have been implemented and tested using
the IBMQ simulator, and the results are verified with the theoretical ones.

Next, in a different but related direction, we move towards exact circuit implementa-
tion in Chapter 6. As we know, the quantum gates are the fundamental building blocks
of quantum circuits and are inherently reversible. Such quantum gates are mathemat-
ically represented by unitary matrices. We have already discussed in great detail that
the doubly-controlled X-gate, known as the Toffoli gate too, is among the most signifi-
cant quantum gates, with various applications in computing and circuit implementation.
In this direction, we consider the optimized implementation of multi-controlled Toffoli
(MCT) using the Clifford4+T gate sets. In particular, we explicitly quantify the trade-
off (with concrete formulae) between the Toffoli depth (the depth using the classical
2-controlled Toffoli) and the number of clean ancilla qubits. We achieve a reduced Tof-
foli depth (and consequently, T depth), which is an extension of certain very recent
techniques. From the point of view of a theoretically negative result, we show that using
such conditionally clean ancilla techniques, Toffoli depth can never achieve the lower
bound of [log, n|, though it remains in the same order.

Finally, in Chapter 7, we present a generic construction to design an optimal T
depth quantum circuit for any arbitrary n-input m-output Boolean function. This is
a generalization of the technique used in Chapter 6, mostly exploiting the ideas taken
from Algebraic Normal Form and binary tree representation. We present optimal Toffoli
(consequently T) depth quantum circuits implementation for evaluating any Boolean
function that subsumes the idea of Chapter 6 and it is achieved through the fundamental
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observation that the XOR (Fy addition) of AND (Fy multiplication) in ANF can be
realized through the tree implementation. Our construction achieves optimal T depth,
but it incurs exponential overhead in ancilla qubits and CNOT gates with respect to the
number of variables. That is, our contribution here is that, during any circuit design,
first it must be understood what should be the benchmark T depth of the circuit and
only then the other parameters may be evaluated. We explain our results with the
examples related to block cipher implementations.

8.2 Future research directions

In Chapter 3, we employed the 3-fold Forrelation framework to sample several cryp-
tographically relevant spectra of Boolean functions, including Walsh-Hadamard, cross-
correlation, and autocorrelation, by relating it to the square of the Walsh-Hadamard
transform. A natural direction for future work is to investigate whether this technique
can be extended to sample higher-order moments of the Walsh coefficients, potentially
by adapting the k-fold Forrelation algorithm of [2]. In particular, estimating the fourth
moment could offer insights into special classes of Boolean functions such as APN func-
tions. This generalization may facilitate deeper analysis of Boolean function properties
via moment-based techniques. Additionally, improving the efficiency of the resiliency
checking algorithm, beyond the method presented in Chapter 3, remains an open ques-
tion.

In Chapter 4, we studied the hidden shift finding algorithms for bent and negabent
functions using Forrelation-like methods [78]. However, for bent (or negabent) functions
related by an orthogonal transformation g(x) = f(Ax), no known quantum algorithm
can efficiently recover the matrix A. Investigating whether Forrelation or its variants
could be extended to extract such transformations presents another promising avenue
for future research.

Chapter 5 opens up further questions on the cryptographic implications of generalized
m-bent functions, particularly their relationships with other 2*-bent classes and the
conditions under which such transformations can be interchanged or composed.

Another critical direction is the efficient implementation of these quantum algorithms
on noisy intermediate-scale quantum (NISQ) devices. Developing fault-tolerant versions
that are resilient to noise, as preliminarily explored in [33, 64], is essential for making
these techniques practically viable.

In Chapter 6, we provided optimal Toffoli (and thus T) depth decompositions for
multi-controlled Toffoli (MCT) gates under a 1D nearest-neighbor qubit architecture.
Future extensions could focus on adapting these results to more advanced hardware
layouts, such as 2D or 3D qubit topologies, which are increasingly supported by contem-
porary quantum hardware platforms. Although such networks come with architectural
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constraints [50], they may also unlock greater parallelism and reduced latency. For in-
stance, related advancements in low-depth quantum implementations of activation func-
tions for machine learning, such as constant T depth ReL.U circuits, have been explored
in [101].

Finally, Chapter 7 establishes a benchmark for optimal T depth circuit construction
from the ANF of a Boolean function. While this construction minimizes T depth, it
incurs exponential overhead in ancilla qubits and CNOT gates. Future research could
explore meaningful trade-offs, aiming to reduce these overheads with only marginal
increases in T depth, thereby improving the overall efficiency and practicality of quantum
oracle construction.

8.3 Final comments

In this thesis, we have studied certain problems in the domain of quantum algorithms
and circuits related to Boolean functions. The fields of computing and communication
use Boolean functions to a great extent. As it is well known, Boolean functions were
introduced by the famous English mathematician George Boole (2nd November 1815
— 8th December 1864) in his monograph “An Investigation of the Laws of Thought”
(1854). The subject has developed for more than one hundred and eighty years. We add
a few results in this vast domain in the context of quantum algorithms and circuits.
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