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Abstract

The impending advent of quantum computing poses a significant threat to classical cryptographic
primitives, necessitating a robust migration toward post-quantum cryptographic (PQC) systems. How-
ever, a complete transition remains impractical in the short term, giving rise to hybrid environments
where classical and PQC schemes coexist. This thesis addresses a fundamental challenge in such set-
tings: the need for efficient and secure zero-knowledge proofs (ZKPs) that establish plaintext consis-
tency across cryptographic primitives defined over distinct algebraic domains.

We present novel zero-knowledge protocols that bridge lattice-based schemes, specifically NTRU,
with classical constructions like Pedersen vector commitments and ElGamal encryption. Our primary
contributions include (1) a X-protocol for proving plaintext equality between an NTRU ciphertext and
a Pedersen commitment, and (2) a ZKP of plaintext equality between NTRU and ElGamal ciphertexts.
Both constructions ensure perfect honest-verifier zero-knowledge and computational soundness, while
preserving efficiency and composability.

A central innovation of our work lies in constructing a common linear language across domains—
leveraging homomorphic properties and inner product arguments—allowing the prover to demon-
strate equivalence of messages without revealing their content. Our protocols integrate rejection sam-
pling techniques to preserve privacy in the lattice setting and achieve 2n-special soundness.

We further extend our constructions to support batch proofs, enabling scalable and bandwidth-
efficient verification of multiple plaintext equalities. These protocols are, to the best of our knowledge,
the first concrete and fully specified ZKPs achieving plaintext equality across NTRU and widely used
classical primitives. Our work lays foundational tools for secure interoperability in hybrid systems and

facilitates verifiable migration paths toward post-quantum secure infrastructures.
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Chapter 1

Introduction

As the threat of quantum computing becomes increasingly tangible, cryptographic systems must begin
the transition from classical to post-quantum security models. Many standardized primitives that un-
derpin today’s cryptographic infrastructure—such as RSA, DSA, ElGamal, and discrete-log-based com-
mitments—are rendered insecure in the presence of a quantum adversary. In response, post-quantum
cryptography (PQC) aims to replace vulnerable primitives with constructions based on assumptions
conjectured to be hard even for quantum computers. Among the most promising candidates are lattice-
based encryption schemes, such as NTRU and those based on Learning With Errors (LWE), which offer
practical efficiency and strong security foundations.

However, transitioning complex systems to PQC is nontrivial. In practice, the cryptographic land-
scape is increasingly characterized by hybrid environments, in which classical and post-quantum prim-
itives coexist. For example, a system might use post-quantum encryption for long-term secrecy while
continuing to rely on group-based commitments for compatibility with existing zero-knowledge infras-
tructures, or vice versa. This hybrid composition introduces the need for secure and privacy-preserving
interoperability between primitives defined over fundamentally different algebraic domains.

A particularly important challenge in such settings is to establish plaintext consistency between two
distinct representations of a secret—such as an encryption under a lattice-based scheme and a commit-
ment or encryption under a classical group-based scheme. Without such guarantees, adversaries could
equivocate by encrypting one value while committing to another. This undermines integrity and cor-
rectness, especially in applications involving voting, financial transactions, or outsourced computation.
To address this challenge without compromising privacy, one requires efficient zero-knowledge proofs of
plaintext equality between cryptographic objects defined in different worlds.

In this work, we have designed and analyzed zero-knowledge protocols for proving plain-text
equality between representations in hybrid cryptographic environments. We focus on two key con-

structions:

1. A protocol to prove that a message encrypted under NTRU is equal to the message encrypted
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under the ElGamal encryption scheme.

2. A protocol to prove that a message encrypted under the NTRU encryption scheme is included
in a commitment, committed using a Pedersen vector commitment along with another bunch of

messages.

Our protocols are built within the Sigma protocol framework and rely on the additive homomor-
phism shared by the involved schemes. The main technical challenge is to bridge the algebraic domains:
lattice-based ciphertexts live in polynomial rings over integer moduli, while EIGamal and Pedersen con-
structions operate in discrete-logarithm groups. To resolve this, we construct a common language for
linear relationships among plaintexts, allowing the prover to demonstrate equality of representations
across these domains without revealing the plaintext itself.

For the NTRU-Pedersen case, we consider a setting in which the prover possesses a matrix M €
ZgXN and has committed to it via a compressed Pedersen vector commitment. The prover also pub-
lishes an NTRU ciphertext of one column my of the matrix. Using a carefully designed compression
scheme via inner product with a public vector x, and leveraging the additive homomorphism of both the
commitment and encryption schemes, we construct a zero-knowledge protocol that proves the NTRU
ciphertext decrypts to the same message committed in the corresponding position in M. To ensure pri-
vacy and soundness in the lattice setting, we incorporate rejection sampling and construct the protocol
to satisfy 2n-special soundness, where n is the dimension of the plaintext.

In the NTRU-ElGamal construction, we again exploit the linearity of the plaintext spaces to design a
protocol that proves the equality of the two ciphertexts under the respective schemes. The key idea is to
encode the same message in both encryption formats and prove, in zero knowledge, that the random-
ness used in the ElGamal encryption is consistent with a masked decryption of the NTRU ciphertext.
Despite the domain mismatch, our protocol avoids revealing the message or the secret keys involved.

Both constructions are designed to be efficient, composable, and secure under standard assump-
tions. Our protocols satisfy perfect honest-verifier zero-knowledge and computational soundness. We
also extend the first construction to support batching: proving equality of multiple ciphertexts simul-
taneously with a single commitment, achieving communication savings proportional to the number of
encrypted messages.

To our knowledge, these are the first concrete and fully specified zero-knowledge proofs of plaintext
equality between NTRU and widely-used classical primitives like Pedersen vector commitments and
ElGamal ciphertexts. Our techniques contribute to the growing body of tools needed to support secure

cryptographic migration and hybrid system design in the post-quantum era.
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Chapter 2

Preliminaries

2.1 Notations

LetR = Z[X]/ < X" +1 > and R; = Z4[X]/ < X" +1 > for some prime q. Then R; = R/qR. Any
a € Ris a polynomial of degree at-most n — 1. We also can think of 4 as a vector a = (ag, a1, ... , a,_1)
where the i component of a is the coefficient of i degree term the polynomial ai.e a = ag + a1 X +
...+ a,_1X"~1. Similarly any b € R, is a polynomial of degree at-most n — 1 with coefficients in Z, i.e
[blleo < ¢

Notice that X! -a = (—a,_;, —y_j41, --- , —y_1, A0, --- , An_]_1), as multiplying with X' comes

with modulo reduction by X" +1. Wedenote X' -abya; = (—a,_;, —ay_141, -+, —An_1, A0, -+ , Ay_j_1)-

We choose the Discrete Gaussian Distribution to sample a polynomial from R.

Definition 2.1.1. Discrete Gaussian Distribution. The Discrete Gaussian Distribution over Z" with mean
[lx—2]|

v and standard deviation o is defined by D ,(x) = & (x)/ps(Z"), where pl ,(x) = (—Z=)" e 22

2no

being the continuous normal distribution on R" and ps(Z") = Y p§ ,(2) is a scaling factor used to obtain a
zeZn

probability distribution.

In case of v = 0 we write Djj, = Dg. Note that we will write u & Dy or Dy, to imply u € Ry
is chosen over the discrete gaussian distribution. We will define our lattice based encryption scheme

NTRU over R;, where sampling from the distribution Dj ;, plays a crucial role.

n—1
We define the inner product of two vectors a, b by (a,b) = 'Zo a;b;, where a = [ai]?;ol and b =
1=
[bi]?z_ol. In our context we denote (a, b) in short to express (a, b) mod p, where p < g is a prime.

2.2 NTRU Encryption Scheme

In this work we aim to present zero-knowledge proof of plain-text equality between Additive Homo-

morphic Encryptions and Pedersen’s vector Commitment. We start with a Lattice based encryption scheme
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which is additive homomorphic for our proof of plain-text equality. We choose NTRU which is Lattice

based Encryption scheme and is additive homomorphic. The scheme is describe below :

® Setup: Let p be a prime and q is another prime and p < q. Let A, € R.
* Plain-text Space : The plain-text space or message spaceis M C {m € R, : [[m|[c < p}.

e KeyGen: f/, ¢ & Dy and set f = pf’ + 1 and resample if f, g are not invertible. Set h = % and
output (pk,sk) = (h, f).

¢ Encryption Algorithm : To encrypt a message m € M, we sample s, e & D, and set y = hs +
pe +m. It is evident that y € R; as the multiplications of the polynomials comes with modulo
reduction by X" 4+ 1 and as f is invertible so g/ f € R; = h € R;. Also [[s]|, [le]| < O(y/nA) i.e

s, e have small coefficients thus hs + pe € Ry.

* Decryption Algorithm : To decrypt we compute m = fy (mod p).

For large o = O(n,/q), g/ f becomes uniformly random in R, [SS11]. The security of the encryption
scheme is based on Ring-LWE problem. Although for small ¢ the scheme is more efficient but in that
case we assume that i = g/ f is indistinguishable from uniformly random.

Let R} be the collection of all invertible polynomials in R;. Let D, be the discrete Gaussian distribution
over R. Then the following lemma from [SSTX09] explains the statistical closeness to uniformity of a

quotient of two distributions:

Lemma 2.2.1. Let n > 8 be a power of 2 such that ® = x" + 1 splits into n linear factors modulo prime q > 5.
Let € > 0and o > 2n+/In(8nq) -q%+2€. Let f € Ry and h; € Ry fori € {1,2} and z; = —h;f ! mod ¢ for
i€ {1,2}. Then

h1+f'Dzl/J

This lemma includes the case of public key uniformity for NTRU i.e h = pg/f is appears to be

random when obtained from key KeyGeneration algorithm of NTRU for described sampling from D,

with o > 2n\/In(8nq) - g2 +2.

2.3 Rejection Sampling

A zero-knowledge protocol is considered to be zero-knowledge if it enables a prover to convince a veri-
fier of the validity of a statement without revealing any additional information beyond the fact that the
statement is true. For this property to hold, it is essential that the prover’s responses throughout the
protocol are statistically independent of the secret witness; that is, they must not leak any information
that could be used to reconstruct or infer the witness. Any dependence between the responses and the

witness could lead to a breach in privacy, violating the foundational principles of zero-knowledge. To
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ensure such independence in our zero-knowledge proof construction, we adopt the technique of rejec-
tion sampling. This method allows the prover to generate candidate responses using some distribution
and accept with certain probability, effectively filtering the outputs to achieve a distribution that is in-
distinguishable from one generated without knowledge of the witness. To maintain both practicality
and security, we bound the number of sampling attempts to a constant value, ensuring that the process
remains efficient while still satisfying the statistical properties necessary for zero-knowledge. By in-
corporating rejection sampling in this controlled manner, we ensure that the prover’s messages reveal
nothing about the underlying witness, thereby preserving the zero-knowledge nature of the protocol.

To be concrete we state a theorem from a work of Lyubashevsky |[Lyul2|.

Theorem 2.3.1. Let V be a subset of Z in which all elements have norm less than T , and let H be a probability
distribution over V. Then for any constant C, there exists a o = ©(T) such that the output distributions of the

following algorithms A, F are statistically close :

Dl
Arod HzE D!, . ; output (z,v) with probability min ﬂ, 1
’ CDy(z)

‘ |
F:od H z<& D(l)lg; output (z,v) with probability o
The probability that A outputs something is exponentially close to that of F, i.e %

What it means in our context is that the secret witness of the zero-knowledge protocol, chosen from
a distribution H and generating responses relying on a discrete normal distribution with a certain prob-

ability is statistically equivalent to generating responses independent of the secret.

2.4 A Technical Lemma

We now discuss a property of the ring Z[X]/ < X" +1 > which plays a crucial role in our zero-

knowledge proof technique.

Lemma 2.4.1. Let n be power of 2 and let 0 < i,j < 2n — 1. Then 2(X' — X/)~1 mod (X" + 1) only has
coefficients in {—1,0,1}.

Proof. Without loss of generality, assume that j > i. Using that

X"=-1 mod (X"+1) (2.1)

15



we have that

(X' = X)) T =2x"1-x)!
— 2(X = X))l = 2(-1)Xx7 (1 - xI7))~1
— 2(X' - x/) V= 2(x"X (1 - X)) (using2.1)
— 2(X' = X))t = —2x"i(1 - xi7H) 7!

It is therefore sufficient to prove the claim for i = 0 only.

Now remark that, for every k > 1 it holds that:
(1= XN+ X + X7 4. 4 x*DIy =1 - xk 2.2)

The key requirement of this proof is X = —1 mod (X" +1).
Let us write j = 2/ j"/, with j” a positive odd integer and 0 < j' < log, (n).
Now let us choose k = 21082(1)~/' (recall that n is a power of 2).
Then we have,
jk=2/"j"- olog, (1)~
— jk = olog, (n)—j'+f' i
ik = 2loga(m)

= jk=nj"

So, Xk = X" = (=1 mod (X" +1)
— 1-X" =2 mod (X" +1) (2.3)

Therefore using[2.2Jand 2.3|we have

2=(1-XNA4+X +X¥ 4.+ Xk mod (X" +1))
— 20 -X)TT=14+X + X+ 4+ X®D mod (X" +1)

_— 2(1_X])—1 :1+X] mOdﬂ+X2j mod'rl_|_...+X(k—l)]' mod n mOd (Xn+1)

There is no smaller k that is no smaller power of 2, that would work because k needs to cancel out the
2/' factor in j.
Finally, in this equation, no two exponents are equal, since otherwise that would mean that n divides
jk" with 1 <k’ < k, which is impossible by definition of k.
O
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2.5 Pedersen’s Commitment

A cryptographic commitment scheme can be characterized by a tuple (Setup, Commit, Open). The
Setup algorithm generates the public parameters that define the operational context of the scheme.
Utilizing these parameters, the Commit algorithm allows a party to produce a commitment cmt to a
message 1, incorporating inherent randomness to ensure hiding and binding properties. To unveil
the original message, the committer reveals both the message m and the randomness used. The Open
algorithm then verifies the correctness of the commitment by checking the consistency between the
disclosed data and the original commitment value.

The Pedersen commitment scheme, introduced by Pedersen [Ped92], is a well-established construc-
tion grounded in the hardness of the discrete logarithm problem. Consider a family of cyclic groups
G(A) e of prime order § = §(A), where A denotes the security parameter. It is assumed that the dis-
crete logarithm problem is computationally infeasible in each group G(A). For clarity and consistency,

we adopt additive notation throughout this discussion and denote elements of order § with a tilde.

¢ Setup: The setup algorithm selects a generator ¢ of the group G, and samples an element / & (g

uniformly at random. It outputs the public parameters (g, 1).

* Commit: To commit to a message m € Zg, the algorithm samples a random value r & Z; and

computes the commitment as the pair (cmt,0) = (mg + rh, r).

¢ Open: To open a commitment, the algorithm receives the commitment value cmt, opening value
0, the public parameters (§,/), and a message m. It verifies correctness by checking whether

cmt = mg + oh.

A commitment scheme is said to be perfectly hiding if, for any two messages mg, m; € M, the dis-
tributions of their respective commitments are statistically indistinguishable—even to an unbounded
adversary. In other words, the commitment reveals no information about the committed message, en-
suring unconditional privacy.

Conversely, a scheme is computationally binding if it is infeasible for a polynomial-time adversary to
find two distinct pairs (m,7) and (m’,7') such that m # m' but m§ + rh = m’§ + r'h. This property relies
on the assumption that computing discrete logarithms in G is hard, thereby preventing equivocation

by a dishonest committer.

Theorem 2.5.1. Under the discrete logarithm assumption for G, the given commitment scheme is perfectly hiding

and computationally binding.

2.5.1 Pedersen’s Vector Commitment

Let m = (mg,my, ..., my_1) € MN, where M C {x € R; : ||x||cc < p} denotes the space of valid mes-

sage vectors whose entries lie in Z; and are bounded in absolute value by p. To commit such a plaintext,
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one can employ the Pedersen vector commitment scheme. This method reduces space complexity while
maintaining the core cryptographic properties.

In this construction, instead of sampling a vector of random values, we draw a single scalar r & Z;
to randomize the commitment. We randomly choose N generators o, $1,...,$N-1 & G and another
random group element 1 & G. We declare {S0, &1, ..., §n—1; I} as the public parameters of the
Pedersen Vector Commitment. The commitment is then computed as:

N-1 3
cmt = mi-8i +r-h
0

1=

To open the commitment, the sender reveals the message vector m and the scalar 0 = r. The verifier
then confirms the validity of the opening by checking:
, N-1 _
emt=Y mi-g +o-h
i=0

Pedersen’s vector commitment retains the fundamental security guarantees of the original scheme:
it is unconditionally hiding, meaning that no adversary—regardless of computational power—can learn
anything about the message from the commitment alone. At the same time, it is computationally bind-
ing, as it is computationally infeasible (under the discrete logarithm assumption) to find two distinct

openings (m,r) and (m’,7’) that produce the same commitment.

2.6 ElGamal Encryption Scheme

The ElGamal encryption scheme is a classical public-key encryption system whose security relies on the
computational hardness of the discrete logarithm problem in cyclic groups of prime order. It serves as
one of the fundamental primitives in group-based cryptography and provides additive homomorphism
under specific representations. Below, we describe the ElGamal encryption scheme within the context

of a group G of prime order 4.

Setup. Let G be a cyclic group of prime order g, where the discrete logarithm problem is hard. Let § €
G be a generator of the group. Let A C Z,; and we define the message spaceby M = {m - : m € A}

Key Generation. The secret key is a random scalar x & Z,4, and the corresponding public key is

h = §* € G. The key pair is (I, x).

18



Encryption. Toencrypta message m € A under public key /1, the sender samples a random ephemeral

key r & Z, and computes the ciphertext as the pair:
Enc(m;r) = (&61,8) = (§', i +m-§) €GxG
Note that the message m is encoded as an additive multiple of the generator &.

Decryption. Given the ciphertext (1, &) and secret key x, the receiver computes:

-G =H Ameg— (§) =m-g

Homomorphic Property. The ElGamal encryption scheme is additively homomorphic when messages

are encoded as scalar multiples of the group generator. Given two ciphertexts Enc(my;r1) = (551), 551))

~(2) ~(2)

and Enc(my;rp) = (&,7,& "), we define:
A1) L1 L2) A2 A1) A2) A1), A2
(cg ),cg )) + (c% ),cé )) = (cg ) -cg ),cé ) +c£ ))
The resulting ciphertext is a valid encryption of m; 4 my under randomness r; + r3.

Security. The security of ElGamal encryption in the chosen-plaintext setting relies on the Decisional
Diffie-Hellman (DDH) assumption in G. In particular, given (g, §%, §*, §"?), it should be computationally

hard to distinguish §*” from a random group element in G.
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Chapter 3

Polynomial Commitment Scheme

In the work of Jonathan Bootle and Jens Groth [BG18], the authors present a rigorous method for commit-
ting to a vector of plaintexts wherein each component itself is a vector, thereby enabling a structured
and compositional commitment scheme. This approach of polynomial commitment scheme works as a
X-protocol to verify the commitments. The intuition is that the prover does not need to send the entire
message and the randomness as opening of the commitment rather it sends a computation dependent
on the challenge sent by the verifier. This computation works as an opening and the verifier can verify
without knowing the message. In this work we will use a variant of their approach, where we have
made some necessary changes in their technique for our requirements regarding the proof.

Our problem statement evolves around proving the plaintext equality of a plaintext which is en-
crypted under NTRU and committed under Pedersen Vector Commitment along with another bunch of

plaintexts. Let,

mo,0 mo1 mop,2 ce mOr(N_l)
mi miya mip Ce mlr(N,l)
M =[My M Mn-1] = ,
Mu-1,0 Mu-1)1 Mu-1)2 - MHp-1),(N-1)

where V j, M; € M, and is the j column vector of M. Here M represents a polynomial

N-1 [n-1 ) )
Q(X) = Z (Z mi,]. . Xl) X"
j=0 \i=0

Let $0,$1,---,8n-1 € Gand It & G be the public parameters and |G| = p. We choose r; & Z,, for

i=0,1,...,n—1and commit each row of M with Pedersen Vector Commitment as follows,

N-1
Li=Y my-g +ri-h fori=01,..,n-1
j=0
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.LetL=[Lop L; ... L,_1]. Wetreat L as the commitment of M. The prover sends L to the verifier and
the verifier responds with a challenge vector x = [xg x1 ... x,_1]. The prover computes /; = (M;,x)
forj =0,1,...,N—1land 7 = (r,x), wherer = [rg r; ... r,_1]. Proversendsl1 = [lp I ... In_1]
and 7 to the verifier as opening of the commitment L. The verifier checks if the the Pedersen Vector
Commitment of 1 with randomizer 7 matches with (L, x), i.e
, N-1
(Lx)= ) Li-g +7-h
j=0
. In the original work of Jonathan Bootle and Jens Groth [BG18], polynomial evaluation of a field element
x is used over the polynomials M;’s, where x € F was sent as a challenge by the verifier. For our
convenience, we use inner product instead of polynomial evaluation as inner products are additively
homomorphici.e

(Mj,x+x") = (Mj,x) + (M;,x) but
M](x + X/) 75 M](X) + Mj(x’)

Our construction of committing M follows this technique but in a different way. We choose a random

vector x and compress the matrix M into the vector 1 = [[; | ]]\i 61 and commit 1 with Pedersen Vector
N-1 n—1 .

Commitment i.e cmt = Zo li-gi + ('Zo 7 xi) h, for randomly chosenr = [ry ... 1,_1] & Zj;. We
j= i=

call cmt as the commitment of M. We keep the vectors x and L public for future use. To open the

commitment one can send M, r and verification is done by checking cmt L Y (Mj,x)- g + (r,x)- h.
j=0

Our goal is to prove that the k* column of M is encrypted to a publicly available NTRU cipher and also

M is included in c¢mt. Since we commit the matrix M with a variant of Pedersen Vector Commitment,

then the security guaranty follows from its unconditionally hiding and computationally binding property.
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Chapter 4

>.-Protocols

Zero-knowledge proofs of knowledge (ZKPoKs) are cryptographic protocols where a prover convinces
a verifier of knowledge of a secret (called a witness) for some public statement, without revealing any-
thing beyond the validity of the claim. A formal treatment can be found in the work of Bellare and
Goldreich [BG93].

Formally, let £ C {0,1}* be alanguage and R C {0,1}* x {0,1}* be the associated witness relation,
where (x,w) € R if w is a valid witness for x € L. In our context, the proofs we use are generalized
Y-protocols, referred to as ¥'-protocols. These protocols are three-move interactions between a prover

and a verifier with some relaxed completeness conditions and an extended soundness model.

Definition 4.0.1 (X'-Protocol). Let (P, V') be a two-party interactive protocol where V is probabilistic polynomial-
time (PPT). Let £ C {0, 1}* be a language with a witness relation R, and let L' C {0,1}* with R’ O R be an
extended relation. Then, (P, V) is a ¥'-protocol for (L, L") with challenge space C, completeness error «, and the

following properties:

® Three-move structure: The prover sends a commitment t, the verifier replies with a challenge c € C where
C is the challenge space, and the prover responds with a value s. The verifier either accepts or rejects based

on the transcript (t,c,s).
* Completeness: If (x,w) € R, then V accepts with probability at least 1 — a, for some negligible w.

* Special soundness: There exists a PPT extractor E that, given two accepting transcripts with the same

irst message and different challenges (t,c,s) and (t,c’,s"), can extract a witness w' such that (x,w') € R’'.
8 8

* Special honest-verifier zero-knowledge (HVZK): There exists a PPT simulator S that, on input x € L
and a challenge ¢ € C, outputs (t,s) such that the transcript (t,c,s) is computationally indistinguishable

from a real protocol execution.
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Prover (x, w) Verifier(x)

t < Prover(x, w)

~

c+C

N

s < Prover(x,w,c)

~

b < Verifier(x, t,c,s)
be {01}

This variant of X-protocols differs from the classical notion in two primary aspects:

1. Relaxed completeness: We allow the honest prover to fail with probability «, to accommodate con-

structions such as rejection sampling that inherently include aborts.

2. Extended soundness: The relation R’ may include more witness instances than R. This accounts
for protocols where the verifier only gains assurance about a weaker statement than the one held

by the prover.

This formulation departs from the classical definition of X-protocols in two fundamental ways.

First, we permit the honest prover to fail in up to an a-fraction of the protocol executions, thereby
relaxing the perfect completeness requirement (¢ = 0) imposed in standard definitions. This flexibility
is crucial in our construction due to the reliance on rejection sampling , where the prover
may need to abort in order to preserve zero-knowledge.

Second, we generalize the notion of the witness relation. Specifically, we introduce an auxiliary lan-
guage L' with a corresponding relation R’ C R, where R defines the original relation. In this extended
setting, it suffices that the prover holds a witness for £’, while the verifier only ensures soundness with
respect to the original language £. This distinction allows for additional flexibility and has been utilized
in prior works such as [AJL*12], and discussed informally in [DF02}[FO97].

If the soundness gap between R and R’ is suitably small, this relaxed approach still suffices for many
higher-level cryptographic applications. It is worth noting that the classical X-protocol framework is

recovered in the special case where x = 0and R = R'.
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We emphasize that existing results establishing that a X-protocol constitutes an honest-verifier zero-
knowledge proof of knowledge (ZKPoK) with knowledge error bounded by 1/|C| continue to hold un-
der our relaxed model, provided the condition 1 — a > 1/|C| is satisfied. Furthermore, achieving zero-
knowledge against arbitrary (possibly malicious) verifiers remains possible by invoking well-known

transformations, such as those by Damgard et al. [Dam00,[ DGOW95].

Finally, a well-known amplification technique ensures that both knowledge and completeness errors
in a-relaxed settings can be reduced to negligible levels. Specifically, running the protocol in parallel
A times and accepting only if at least A(1 — a) /2 transcripts are accepting, yields soundness provided
there exists a constant ¢ such that:

(1—a) 1

5 >m+c

Some X/-protocols used in our constructions further satisfy the following properties:

* Quasi-unique responses: It is computationally infeasible for an adversary to generate two distinct

responses s # s’ such that both (t,¢,s) and (t,¢c,s’) are accepted by the verifier.

* High-entropy commitments: The initial message t generated by an honest prover is statistically

unpredictable and has high min-entropy, ensuring resistance to offline guessing attacks.

These generalizations are essential for enabling efficient lattice-based zero-knowledge proofs that
incorporate rejection sampling and extend to hybrid settings, where the witness may include elements

from both lattice-based and classical primitives.

Now we define the properties of a Z-protocol in a more concrete way,

Completeness The protocol is perfectly complete if an honest prover with a valid witness can always

convince the verifier. That is, for all PPT adversaries A:

x < L;

t < Prover(x, w);

Pr
s < Prover(x,w,c) :

(x,w) € R = Verifier(x,t,c,s) =1

Special Soundness A X-protocol has n-special soundness if one can extract a valid witness from n
accepting transcripts that share the same first message a, but use different challenges. That is, there

exists a PPT algorithm ) such that:

(1,81, -+, Cn,Sn) < A(x1);
Pr| w<+ x(u,a,c1,51,...,¢n,5n) : ~1

Vi, Verifier(x,t,¢;,s;) =1 = (x,w) € R
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Special Honest-Verifier Zero-Knowledge (SHVZK) The protocol has SHVZK if the view of an honest

verifier interacting with the prover can be simulated without access to the witness. That is, there exists

a PPT simulator S such that:

(x,w,c) « A(1Y);

(x,w,c) + A(1Y);
t < Prover(x, w);

Pr| (t,5) « S(x,c): ~ Pr

N s + Prover(x,w,c) :
Verifier(x, t,c,s) =1

Verifier(x, t,¢,s) =1

Remarks While SHVZK is sufficient in the honest-verifier model, practical deployment often requires
full zero-knowledge against arbitrary verifiers. This can be achieved via standard transformations,
such as using the Fiat-Shamir heuristic in the random oracle model or applying compiler techniques to

upgrade the SHVZK property to full zero-knowledge in the CRS model.
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Chapter 5

Related Work

5.1 Zero-Knowledge Proofs for Ring-LWE Ciphertexts

Lattice-based encryption schemes (in particular Ring-LWE variants) admit X-protocols for proving
plaintext knowledge or ciphertext correctness. Early constructions typically follow Stern-like protocols
[Ste94], where the prover commits to random masks of the secret and responds to a two-way challenge,
yielding soundness error 1/2 per round. For example, Ling et al. [LNSW13] gave a X-protocol under
SIS (extendable to LWE) but noted that handling the ring structure is non-trivial. Likewise, Damgérd et
al. [DPSZ12] devised an “amortized proof” to prove knowledge of O(k) LWE plaintexts in the time for
one, but this approach does not improve the single-instance case nor apply easily to Ring-LWE due to

the required structured challenge matrix.

Subsequent work has developed specialized protocols exploiting the algebra of polynomial rings.
Xie et al. [XXW13] adapt techniques from LPN-based proofs to the RLWE setting, showing a X-protocol
that can certify any polynomial relation among ring elements. Their scheme proves committed ring
elements m,my,...,m; satisfy m = f (ml, ...,my) for a polynomial f, with amortized communication
O(A |f]) and exponentially small soundness error. In practice this means that one can prove complex re-
lations on the plaintext (or error) components with soundness error negligible in the security parameter.
More generally, Yang et al. (2019) observe that prior lattice ZK-arguments often had constant error (e.g.
2/3) or only approximate extraction, and they construct linear-relation proofs with standard soundness
and soundness error 1/poly(n):contentReference[oaicite:3]index=3. These advances show that one can

move beyond simple challenge spaces and achieve much smaller error in lattice proofs.

Building on these ideas, Benhamouda et al. [BCK™ 14| show a concrete soundness improvement for

RLWE ciphertext proofs. They note that over the ring R; = Z;[X]/ (X" + 1) one can exploit the identity

_2

< has coefficients in {—1,0,1}. This algebraic trick allows the prover to show knowledge of a short
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vector e such that Ae = 2f, where normally one would need Ae = t. Although Ae = 2t is a weaker state-
ment, it still suffices to recover the plaintext bit-string. Crucially, this expands the challenge space from
size 2 to size 2n, reducing the per-round soundness error from 1/2 to roughly 1/ (2n). In practical terms,
this means roughly a 10 x reduction in the number of repetitions needed for a given security level. Their
method applies to any ideal-lattice scheme (dual R-LWE, Lyubashevsky’s two-element scheme, NTRU,

etc.) that requires a proof of well-formedness.

More recently, specialized proofs have been proposed in application-specific settings. For instance,
Bottazzi [Bot24] considers a voting scenario where each ballot ciphertext must be a valid RLWE en-
cryption of a bit (0 or 1). His “Greco” protocol uses a ZK proof to ensure the submitted ciphertexts
are well-formed Ring-LWE encryptions of a binary message. Similarly, Del Pino et al. [dLS19] improve
proof efficiency by first forming a Pedersen commitment to the RLWE ciphertext’s randomness and
plaintext vector, then proving that the commitment and ciphertext match. By leveraging inner-product
arguments for these commitments, they obtain very short proofs (on the order of 1-2 KB) and even han-
dle multiple ciphertexts amortized in roughly log k overhead. These works illustrate the current trend:
lattice ZK proofs are becoming much more efficient through clever algebraic techniques and integration

with discrete-log commitments.

5.1.1 Proof Construction

Lets look at the primary work of Benhamouda et al. [BCK™14], where they have constructed a zero
knowledge proof of plain-text knowledge for Ring-LWE secrets. Let y = as + ¢, where a € Z§*" and
s,e € Ry. Their construction efficiently proves the knowledge of two short vectors 2s,2e such that
2y = 2as + 2e. For the construction of the proof let s, e & D, be chosen from discrete Gaussian distri-
bution with standard deviation «. The following protocol is equipped with capability of convincing the
verifier that, the prover knows short vectors s’ and ¢’ such that 2y = 2as’ + 2¢’. These vectors 2s’,2¢’ are
evaluated under modulo g operations. The key intuition is to convince the verifier of prover knowing
a secret witness for twice of the public input and hence prover might be aware of original witness. In
this context, by short we mean the following: an honest prover can always successfully convince the
verifier, provided that the norms satisfy ||s||, |le]| < O(y/na). This condition holds with overwhelm-
ing probability when the vectors s and e are sampled according to the prescribed honest distribution.
Conversely, the verifier is assured that any prover who succeeds must possess knowledge of LWE se-
crets whose norms do not exceed O(n?a). This discrepancy in the norm bounds between honest and
arbitrary provers represents a typical soundness slack, as similarly encountered in prior works such

as [AJL"12}[DF02].
To enable simulation of aborts in the context of proving the zero-knowledge property of the proto-

28



col, the prover’s initial message should not be transmitted in cleartext. Instead, it must be committed
to and subsequently revealed during the final round of the X'-protocol. To achieve this, we employ an
auxiliary commitment scheme denoted by (aCSetup, aCommit,aCOpen), under the assumption that

honestly generated parameters are publicly available to both parties.

We refrain from making any specific assumptions regarding the properties of the auxiliary commit-
ment scheme. Nevertheless, if the scheme satisfies computational binding, then the overall protocol’s
soundness is upheld under that assumption. Analogously, if the scheme is computationally hiding,
the zero-knowledge property holds under that condition. For simplicity, one may conceptualize the

auxiliary scheme as behaving like a random oracle.

Zero-Knowledge Protocol for Knowledge of Ring-LWE Secrets

Prover (y, s, e) Verifier (y)

Ts,Te (i DO(ﬁtx)

t=ars+r1,

Commit: Cgyyxy = aCommit(t; dgyx) B T N

c+{0,...,2n—1}

<—
S =715+ XCs
Se =71+ XC
Accept with probability
DO( 2mx)((55’59))
CD (xcq xce),0(v/am) (55:5¢)
t; daux
Ss,Se

Check:
Xy +t z aSs + S,

?
aCOpen(t, Caux; daux) = accept

[1Ss]l 1[Sell < O(na)
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5.1.2 Security Analysis

Theorem 5.1.1. The above protocol is an Honest Verifier Zero Knowledge ¥/-protocol for the following

relations:

R={((@y), (se)) : y=as+e A [s], el < O(Vna)}

R ={((a,y),(s,€)) : 2y =2as+2¢ A [25]]||2e] < O(na) |

where 2s and 2e are reduced modulo q. The protocol has a knowledge error of 5, a completeness error of 1 — %

and high entropy commitments.

It is worth observing that in the rejection sampling technique is applied to the concatenated
vector (s, ss) as a whole, rather than being invoked separately on each of s, and ss;. This unified
approach leads to improved parameter efficiency—either in terms of C or the noise parameter o = O(T)
as referenced in Theorem achieving a reduction factor of approximately /2, attributed to the

reliance on the Euclidean norm.

Proof. We prove the properties from Definition one by one :
Completeness : Notice that by Theorem the prover will respond with probability % In case of no

abort, we will have
aSs+Se = a(rs + X) + (re + X%) =X (as + e) + (ars + 1) = Xy -+t
Regarding the norm bounds, we observe that
[Issll < llrs]l + [l < O(na)

holds with overwhelming probability. This follows from the fact that the standard deviation of r; is

O(y/na), and a similar argument applies to s,.

Honest Verifier Zero Knowledge : Consider a fixed challenge value c. The simulator S constructs a fake

transcript in the following manner:
With probability 1 — ¢, it outputs the tuple (aCommit(0), ¢, L) to simulate an abort.

With probability %, it proceeds as follows:

e It samples S, S, <£ DO(\/szy
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¢ Jt computes the commitment message:

t= {153 +S€ _ch.

e It then computes ¢y« & aCommit(t; dayx ).

¢ Finally, the simulator outputs the tuple:
(Cuux/ ¢, (t/ daux, (SS/ Se)))-

From Theorem it follows that if no abort occurs, the distribution of (S;, S.) is independent of the
actual witness (s,e). Consequently, the simulator’s output is computationally indistinguishable from
an honest execution of the protocol.

In the event of an abort, indistinguishability is preserved due to the hiding property of the auxiliary
commitment scheme aCommit, combined with the fact that the abort decision is made uniformly across

all challenge values c.

Special Soundness : Assume we are given two accepting transcripts that share the same commitment:
/ ! gl / / /! ) " gl
(Cﬂuxfc /(t /dauxl (SS/ Se))) and (Cﬂuxlc ’ (t /daux/ (SS/SE>))/

both of which pass the verifier’s checks.
Due to the binding property of the auxiliary commitment scheme aCommit, we can conclude that

V=t =t

Subtracting the corresponding verification equations:
(X7 = x")y = a(S, = S!) + (S. = SI),

we isolate the secret using multiplication by the inverse of (X¢ — X"):

_ 208 =80) 2085 =S) _ 5 s0s
2y =a- X7 —xc + o —xo 2a8 4 2é.

Consequently, we derive a witness (8, ¢) for the relation y = a$ + é.

Moreover, we can upper bound the norm of 2§ as follows:

| < O

128 < 1S, — S71] - H

where the second inequality leverages Lemma . A symmetric bound holds for é as well.
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High-entropy Commitments : This conclusion is an immediate consequence of the cryptographic se-
curity guarantees provided by the auxiliary commitment scheme used in the protocol. Specifically,
the commitment’s binding property ensures that it is computationally infeasible to open a given com-
mitment to two different values. In the context of the protocol, this prevents a malicious prover from
producing multiple accepting transcripts with the same commitment but different responses, thereby
enforcing the uniqueness of the underlying message t. As such, the soundness of the extraction argu-
ment fundamentally relies on the assumption that the auxiliary commitment scheme resists forgery and
equivocation, ensuring the integrity of the transcript structure.

O

As established in Section 4, both the completeness and the knowledge error of the protocol can be
made negligible under appropriate parameter settings. In particular, when the dimension n exceeds
the square of the number of possible challenges C, i.e., when n > C?, the probability that an honest
prover is rejected (completeness error) and the chance that a cheating prover succeeds without knowing
the witness (knowledge error) both diminish to negligible levels. This follows from the structure of
the challenge space and the statistical guarantees provided by the rejection sampling and soundness
extraction techniques. As a result, the protocol remains both correct and robust, assuming this mild

asymptotic condition on n.

5.2 Linking Lattice and Group-Based Primitives via Zero Knowl-
edge

Another important line of work constructs proofs that a lattice-based object and a classical (discrete-
log) object encode the same secret. In the hybrid group-signature context of Benhamouda et al., for
example, one needs to show that a Pedersen commitment (in a prime-order group) and a Ring-LWE
ciphertext hide the same message. They handle this by “running in parallel” in the two domains: the
message m is parsed as a polynomial for the RLWE scheme and as individual scalar values for the com-
mitments. By mimicking polynomial multiplication through exponent additions, their protocol uses the
same plaintext-knowledge X-protocol to prove both that crwg decrypts to m and that each Pedersen
commitment is to the corresponding coefficient of m. In effect, the verifier learns that the two primitives

commit to identical messages, even though one is in the ring and one is in the group.

Del Pino et al. [dLS19] take a related approach for verifiable encryption. They first open a Pedersen
commitment to the plaintext and randomness of an FHE/RLWE ciphertext, and then prove consistency
via an inner-product argument. Concretely, given a ciphertext c and a group commitment C = g"h’,

they prove in ZK that ¢ encrypts m with randomness r. Their proof links polynomial multiplications in
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the ciphertext to dot-product computations in the commitment domain, enabling a very concise “same
plaintext” proof. They further note that this hybrid proof can achieve classical soundness: breaking the
proof implies solving a discrete-log problem, so the scheme is even “somewhat future-proof” despite

relying on RLWE for confidentiality.

In our setting, the problem is analogous. We have a (lattice-based) ciphertext column and a (classical
group-based) commitment matrix whose columns were committed entry-wise. To prove that a given
ciphertext column is included (i.e. encrypts one of the committed columns), we can adapt the above ap-
proaches. Concretely, one commits each column entry with a discrete-log commitment, and then runs a
Y-protocol that simultaneously “decrypts” the RLWE column and verifies each entry matches the corre-
sponding commitment. This is essentially the same cross-primitive linkage as in [29] and [40]: simulate
the polynomial algebra in the exponent space of the group commitments, so that the verifier learns the
plaintext is the same on both sides. Such protocols extend the classical trick of proving an ElGamal ci-
phertext and a Pedersen commitment share the same underlying value into the lattice regime, using the

recent toolkit of lattice X-protocols:contentReference[oaicite:18]index=18:contentReference[oaicite:19]index=19.

5.2.1 Proof Construction

In their work, Benhamouda et al. [BCK™14] also showed how to prove the plain-text equality between
a Ring-LWE based encryption NTRU and a classical primitive Pedersen Commitment. In what follows,
we demonstrate how the foundational protocol introduced in Section 5.1 facilitates the linkage between
number-theoretic constructions and lattice-based primitives through the lens of zero-knowledge proofs
of knowledge. Specifically, we provide a mechanism to establish, in zero-knowledge, that the messages
embedded in Pedersen commitments correspond precisely to those encrypted under a semantically
secure instantiation of NTRU encryption.

It is important to emphasize that the cryptographic scheme employed for encryption is not funda-
mental to the protocol itself. The construction is agnostic to the choice of encryption primitive and can
be adapted seamlessly to other schemes, such as classical NTRU [HPS98] or Ring-LWE-based encryp-
tion schemes [LPR10], by modifying appropriate parameters.

Let m € {0,1}" denote the plaintext, and consider its NTRU encryption defined over the ring R, as:
Yy = hs + pe+m,

where I,5,e € Ry, and q is a sufficiently large modulus. Let p > 2n? be chosen such that it is co-prime to

q. For commitment purposes, let § and /1 be group generators serving as Pedersen commitment param-
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eters, chosen as described in Section 2.5. Then, for each i € {0, ...,n — 1}, we define the commitments:

cmt; =m;-g+71i-h,

where m; is the i-th coefficient of 7, and the order of both § and /1 is ¢ > 2n2. Let cmt = [cmt]?;ol and

r=1[ror ...7_1).

Protocolis then employed to prove, in a zero-knowledge fashion, that the ciphertext and the
Pedersen commitments encode consistent plaintext data. That is, the protocol assures the verifier that
the prover knows a message m whose encryption yields 2y, and whose coefficients appear within the
committed values 2cmt. Importantly, the coefficients must be bounded in magnitude by p to ensure
validity and consistency. The correctness of this correspondence implies that the encryption and com-
mitment encodings are harmonized at the level of individual message components. This enables cross-
primitive zero-knowledge proofs where encrypted and committed values can be verified for equality

without revealing the underlying message.
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Zero-Knowledge Protocol for Plaintext Equality between NTRU and Pedersen Commitment

Prover (y, cmt, m) Verifier (y, cmt)

Vs, e (i DO(ﬁa)

$
(my,...,m,_y) =m' < Do(ym)
$
v = (r),...,1,_q) < z;

t =hrs+ pre +m’
fl':mj'g~+ 1’;]71

f (Eo,...,fn_l)

Commit: Caux = COm(t, Z-', daux) Caux
c+{0,...,2n—1}

«

Ss =715+ X¢s

Se =71+ X

S =m'+ Xm

Sy = '+ Xr

Accept with probability

DO( 3m¢)((ssfsezsm))
CD (xey xe, Xm0 /3ma) ((53:5¢/5m))
trfiduux

Ss,Se,Sm,Sr

Check:

XY +t £ 1S5+ pSe + Su
Xeemt +1 = Su-§+ S -h
Copen(t, F, Cax; daux) = accept
[1Ssl, [ISell < O(na)

[Sm|l < O(n)

5.2.2 Security Analysis
Theorem 5.2.1. Protocol is an HVZK X/ -protocol for the following relations:
y=hs+pe+m

R =3 (@ hemt)!= b, p,y), (ms,e, (r)i)) o AN omty = mig + i :
Allmlleo < TAs]], [lell < O(Vna)
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2y = 2hs + 2pe + 2m
R/ = <(g/ fl/ (Cmtl):l;oll h/ p/ ]/), (m/ S/ e/ (rl):l;ol)> : /\ /\:l=_01 2%1 = (Zm mod Q)zg + 27"17:1

A2m|leo < 202 A 125, [[2¢]| < O(n?a)

where (2m mod q); is the it coefficient of 2m € Ry,. The protocol has a knowledge error of 1/(2n) and a
completeness error of 1 —1/C.
Furthermore, if for the auxiliary commitment a commitment does not only bind the user to a message , but

also to the opening information, the protocol has quasi-unique responses and high entropy commitments.

Proof. Completeness :

hSs + pSe + Sm=hrs + X“-hs + pre + X -pe + m' + X -m = Xy +t
Also we have

Sm-§+Sr-h)=Xm+m)-§g+ Xr+7v)h=Xm-g+r-h)+ (m- -§+ 1 h)=Xcmt+F
For the norms we have that ||Ss|| < ||7s]| + ||s|| < O(na) and similarly ||S,,|| < O(n).

Knowledge Soundness :
We design a knowledge extractor that rewinds the protocol with same (t,#'). Let (t, £, daux, ¢, Ss, Se, Sm, Sr)
and (t,f,daux, ', S., S, S}y, Sy) be two accepting transcripts. Then we have

Xy +t = hS.+ pS, + S, (.2)

By[p.1]—[5.2]we get:

(X¢— XYy = h(Ss — SL) + p(Se — S.) + (S — SLy)
— 2y =h-2(X = X)TN(Ss = SL) + p-2(XE — X)TH(S, — SL) +2(XE — X)(S,, — SL))
:> zy — hs// _|_ pe// +m//

Where:

Again Let R = 2(X¢ — X°)~1(5, — &/

~—
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Thenm”-§ + R-h
=2(X¢ = X)USp = Sp) - § + 2(XE— X)US, — Sy -

= 2cmt

As (XC-cmt+1) — (X< -cmt +F) = (S —Sp)-§ + (S, —S,) - h

SwSyt 5 4 9581 1

— 2cmt = ZXLXC, X

Honest Verifier Zero-Knowledge : Property, we design the following simulator:
After receiving challenge ¢ from the verifier with probability % the simulator samples S;, S, Sy i

Do( /) and S & Do (/) and computes the following
1. Sett = hSs + pSe + S — Xy
2. Setf=(S,-§,S-PK+ Sy -3) — Xct
3. Set Cayy = Com(t,t; duax)

Given a challenge value c, the simulator outputs the tuple (Commit(0),c, 1) with probability 1 — &.
With probability %, the simulator proceeds as above and outputs (Caux, (¢, f, daux, Ss, Se, Sm, Sr))-

According to Theorem when no abort occurs the distribution of S, Ss, S;, Sy is independent
of the witness values s, e, which ensures that the simulation is computationally indistinguishable from
a real execution. In the event of an abort, indistinguishability is still preserved by the hiding property
of the Commit function and the uniform abort probability across all possible challenge values c.

Also note that ||2m|| < O(n?a) and has similarity with the parameters with Theorem
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Chapter 6

Problem Statement and Our

Contribution

6.1 Problem Statement

In this work, we focus on two primary problem statements, the first of which involves constructing
a zero-knowledge proof of plain-text equality between ciphertexts produced by two fundamentally
different cryptographic schemes: the NTRU encryption system, which is based on the presumed hard-
ness of problems over ideal lattices and is considered a strong candidate for post-quantum security,
and the classical EIGamal encryption scheme, which derives its security from the computational hard-
ness of the discrete logarithm problem in cyclic groups. The core challenge lies in proving, in a zero-
knowledge fashion, that two ciphertexts—originating from these structurally and algebraically distinct
schemes—encrypt the same plain-text, without revealing any information about the message itself. This
not only requires careful handling of the inherent differences in the underlying algebraic structures but
also serves a broader goal: enabling secure and verifiable interoperability between pre-quantum and
post-quantum systems, which is vital for facilitating smooth migration paths in hybrid cryptographic

infrastructures.

The second problem we address pertains to the construction of a zero-knowledge proof of knowl-
edge of a plain-text encrypted under a post-quantum cryptographic scheme, specifically the NTRU
encryption system, while simultaneously demonstrating that this plain-text is committed to within a
vector commitment. The vector commitment scheme employed here is grounded in the hardness of
the discrete logarithm problem, a foundational assumption in classical cryptography. Consequently,
this problem statement operates in a hybrid cryptographic environment, wherein primitives from both
post-quantum and classical domains are employed in tandem. The crux of this challenge lies in recon-

ciling the algebraic and structural disparities between the two frameworks, and in constructing a zero-

39



knowledge argument that certifies the consistency of the committed and encrypted messages without
leaking any information about the underlying plain-text. This forms a critical component of crypto-
graphic transition strategies, allowing for verifiable interoperability across diverse security assump-

tions during the shift toward post-quantum secure infrastructures.

The second problem statement constitutes the primary focus of this work and encapsulates the core
technical challenge that we aim to address. In the following, we formally describe the cryptographic
setting and the problem structure. Let M = [My M; ... My_1] be a collection of N plaintext messages,
where N = O(A) and A denotes the security parameter of the scheme. Each column vector M; is
defined over the ring Z, and has dimension 7, that is, M]- € Zg. To maintain consistent notation, we
write Mj € M, where

M C {x€Ry : |x||lo < p},

with parameters p, g satisfying 2p < g, and both being prime. Since n < N, the matrix M is character-
ized as a fat matrix of dimension n X N.
Letk € {O, 1,...,N — 1} be an index of interest. The encryption of the k" column of M under the
NTRU cryptosystem is given by:
Yi = hs + pe + M,

where h denotes the public encryption key, and s, e are short secret vectors known only to the prover.

The ciphertext y; is publicly known to both the prover and the verifier.

In addition to this ciphertext, both parties have access to a scalar cmt which serves as a commit-
ment to the entire message matrix M. The commitment is constructed using a classical Pedersen Vector
Commitment scheme, relying on the hardness of the discrete logarithm problem in a cyclic group.

To generate this commitment, we begin by sampling a random vector x & 77, and compute the

projection of each message column M; along x:
[(Mo,x) (M1, x) ... (My_1,%)].

Note that while the vector x may be revealed, it must be freshly sampled for every new commitment
instance to ensure security. Then, another vector r & Z}, is sampled uniformly at random, and the
scalar (r,x) acts as the randomizer in the commitment.

We assume a cyclic group G of prime order p, and let

(8o, &1/ -+, §n-1; D)

be the public parameters associated with the Pedersen Vector Commitment. The final commitment is then
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computed as:
N-1 _
emt =Y (Mj,x) - &+ (r,x) - h.
j=0

Thus, both y; and cmt are available to the verifier. The prover is now required to construct a zero-
knowledge proof demonstrating two things: first, that they know the plaintext corresponding to the
ciphertext y;; and second, that this same plaintext is indeed included as the k' component in the com-
mitted matrix M. This problem elegantly combines a post-quantum encryption primitive (NTRU) with
a classical commitment primitive (based on discrete logarithms), and its resolution serves as a sig-
nificant step toward realizing hybrid zero-knowledge proof systems that enable secure coexistence of

classical and quantum-resistant cryptographic techniques.

6.2 Our Contribution

In this work, we address fundamental challenges that arise in cryptographic hybrid environments,
where classical and post-quantum primitives coexist. We design, analyze, and implement zero-knowledge
protocols that establish plaintext equality between cryptographic objects defined over fundamentally dif-
ferent algebraic structures—namely, those based on lattice assumptions (like NTRU) and those grounded
in discrete logarithm-based constructions (such as Pedersen commitments and ElGamal encryptions).

Our key contributions are summarized as follows:

1. Zero-Knowledge Proof of Plaintext Equality between NTRU and ElGamal Ciphertexts.
We construct a protocol that proves, in zero-knowledge, that a message encrypted under NTRU is
equal to that encrypted under the classical ElIGamal scheme. The core idea is to leverage the linear
structure of the plaintext spaces and show consistency between the randomness used in ElGamal
and the decryption of the NTRU ciphertext. Despite the disparity between the ring-based and
group-based domains, our construction maintains privacy and achieves computational soundness

without revealing the plaintext.

2. Hybrid Zero-Knowledge Framework.
Our protocols demonstrate the feasibility of building composable zero-knowledge proofs that op-
erate across heterogeneous cryptographic settings. By enabling zero-knowledge interoperability
between lattice-based and discrete-log-based primitives, our work provides practical tools for the

cryptographic migration process, where legacy and post-quantum systems must coexist securely.

3. Batch Zero-Knowledge Proofs.
We extend our first construction to a batch setting, where the prover can simultaneously prove
the equality of multiple ciphertexts to the columns of a committed matrix, using a single Pedersen
vector commitment. This batching mechanism significantly improves communication efficiency

and allows the protocol to scale to higher-dimensional data without linear growth in proof size.
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4. Rigorous Security Analysis and Formalization.
For all our constructions, we provide formal proofs of completeness, special soundness, and (spe-
cial) honest-verifier zero-knowledge. Our analysis accounts for rejection sampling and hybrid
soundness models, ensuring that the protocols adhere to the established definitions of Z-protocols

even in extended or relaxed settings.

5. Novel Use of Compression via Inner Product Commitments.
To reduce communication overhead and maintain structural soundness, we introduce a compres-
sion technique that projects committed matrices into vectors via public inner products. This en-
ables the prover to commit efficiently while still maintaining the binding and hiding properties

necessary for security.

To the best of our knowledge, our work presents the first concrete and fully specified protocols for
zero-knowledge proofs of plaintext equality between NTRU ciphertexts and both Pedersen commit-
ments and ElGamal encryptions. The techniques developed here serve as important building blocks for

realizing post-quantum secure systems that require hybrid cryptographic guarantees.
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Chapter 7

Zero-Knowledge Proof of Plain-text

Equality between NTRU and ElGamal

7.1 Proof Construction

In this section, we present a protocol for proving the equality of plaintexts encrypted under two fun-
damentally different cryptographic systems: one based on lattices and the other on cyclic groups. We
choose the NTRU as our lattice-based encryption scheme, leveraging its additive homomorphic prop-
erty, which allows for efficient operations on encrypted data. For the group-based encryption, we use
the classic EIGamal scheme, interpreted in its additive homomorphic form for compatibility with our
proof technique. Although ElGamal is traditionally multiplicative in nature, its additive variant can be
realized by encoding messages appropriately within the group structure.

Our aim is to construct a non-interactive zero-knowledge proof (or a similar efficient argument sys-
tem) that shows the plaintext encrypted under ElGamal is identical to the plaintext encrypted under
NTRU, without revealing the underlying message. We note that the selection of NTRU is not essential
to the protocol; it serves as a concrete example of a lattice-based scheme. The approach can be general-
ized to work with other lattice-based encryption mechanisms, such as the standard version of NTRU or
schemes based on Ring-LWE, provided they support additive homomorphism. This flexibility makes
the protocol broadly applicable in hybrid cryptographic systems where both lattice and group-based

components coexist.

Lety = hs + pe + m € R, represent an NTRU encryption of a message m € M, where p > 2n? is an
integer coprime with g. Here, /1 is the public key, s and e are small random polynomials, and R; denotes
the ring of polynomials modulo 4. Additionally, let § denote the generator parameter for the EIGamal

encryption scheme, where the underlying group has order g, satisfying g > p.
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Foreachi =0,1,...,n — 1, define the ElGamal ciphertext components as
cti=(ri-& ri-PK+m;-g),

where r; & Z,; are random scalars, PK is the ElGamal public key, and m; are the coefficients of the

message . The full ElIGamal ciphertext is then given by
ct = (cto,cty, ..., cly1).

The following protocol enables a prover to demonstrate, in zero knowledge, that the NTRU cipher-
text y and the ElGamal ciphertext ct are consistent—that is, they encrypt the same underlying message.

More precisely, the protocol assures the verifier of the following:
¢ The prover knows the plaintext corresponding to the scaled NTRU ciphertext 2y.
¢ Each coefficient of the message is strictly less than p, ensuring proper encoding and bounds.

¢ The plaintext encrypted in the scaled ElGamal ciphertext 2ct is identical to that in 2y, hence the

ciphertexts are consistent.

This allows for secure verification of cross-scheme message consistency between lattice-based and

group-based encryptions without revealing the plaintext.
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Zero-Knowledge Protocol for Plaintext Equality between NTRU and ElGamal

Prover (y, ct, m) Verifier (y, ct)
s, Ve i Do( i)

(mpy .., my_y) = m' & Do

v =(r),...,1_4) & z;

t = hrs + pre +m’

ti=(rl-g,r.-PK+m)-3)

P (B, Fun)

Commit: Caux - Com(t, E; daux) A}

— c+{0,...,2n -1}
Ss == 7’5 + XCS
Sg - re + Xce
S =m+Xm
S, =1 + X’r
Accept with probability

Do( 3mx)((SS/SE/Sm))
CD(XCs,XCe,XCm),O( 3na) ((Ss,Se,Sm))
t/f}daux
SS/SE/SWI/SY
Check:

Xy +t = hSs + pSe + S
Xect+F<(S,-§,Sr - PK+ Sug)
Copen (t, F, Caux; daux) z accept
I1Ss]l, [ISell < O(na)

1Sml < O(na)

7.2 Security Analysis

The completeness is straight forward,

hSs + pSe + Sm = hrs + X°-hs + pre + X -pe + m' +X°-m = X+ t. Also we have
(5:-§, Sr-PK + Sp3) = (', F'PK+m'§) + X°- (r§, rPK+ mg) = X ct + L. For the norms we have
that [|Ss|| < ||rs]] + [|s]] < O(na) and similarly ||S,|| < O(na).

For Knowledge Soundness we design a knowledge extractor that rewinds the protocol with same (¢, t').

Let (t,f,daux, ¢, Ss, Se, Sm, Sr) and (¢, F,daux, ', S., Sb, Siy, Sy ) be two accepting transcripts. Then we have
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XY+t ="hSs+ pSe + Sm (7.1)
Xy +t = hS.+ pS, + S, (72)

By—we get:

(X° = X)y = h(Ss — S{) + p(Se — 54) + (S — S})

— 2y =h-2(X = X) NS —SL) 4+ p-2(X — XI)1(S, — §) +2(X — X)1(S,, = SL)
= 2y =hs" + pe’' +m"

Where:

Again Let R = 2(X¢ — X)~1(5, — §/)
Then (R-§,R-PK+m"§)
= (2(X° = X“)7Y(S, = 5;) - §,2(XC = X)TN(S, = §}) - PK+2(XC = XU) 71 (Sy — S}y) - &)

= 2ct

As (X ct+1t) — (X et +t) = ((S = S}) & (Sr — S) - PK+ (Sw — Sy) - §)

N - A - Su—Sh s
= 2t = (ZX_XC, g,ZXLXC, PK+27XC,XH 3).
To show that the protocol satisfies Honest Verifier Zero-Knowledge property, we design the following
simulator:
After receiving challenge c from the verifier with probability % the simulator samples S;, S, Sy i

Do ( iy and S & Dy (/) and computes the following
1. Sett = hSs + pSe + S — Xy
2. SetfF=(S,-§,S-PK+ Sy -3) — Xct
3. Set Cayx = Com(t, t; duax)

Given a challenge value ¢, the simulator outputs the tuple (Commit(0), ¢, L) with probability 1 — %
With probability %, the simulator proceeds as above and outputs (Caux, (£, £, daux, Ss, Se, Sm, Sr))-

According to Theorem when no abort occurs the distribution of S¢, Ss, S;, Sy is independent
of the witness values s, ¢, which ensures that the simulation is computationally indistinguishable from
a real execution. In the event of an abort, indistinguishability is still preserved by the hiding property

of the Commit function and the uniform abort probability across all possible challenge values c.
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Also note that ||2m|| < O(n?«) and has similarity with the parameters with Theorem 4.2 of [BCK*14].

Thus we arrive at the following,

Theorem 7.2.1. The above protocol is a Honest Verifier Zero Knowledge >-protocol for the following relations:

n—1
=hs+pe+m A ct; = (79, r:PK + m;&
R = (g, ct, h, v, y)l (m’ s, e 7’) . y p ii\o i ( i& T lg)

7

Alimlleo < p A sl llell < O(v/na)

n—1
o @ ct, b b, y)(m, s, e ) 2y = 2hs +2pe +2m A ‘/\0 2ct; = (2r;§, 2r;PK 4+ 2m;§) (mod q)
= 7 7 7 7 7 s 9, €, . i—
A2l <202 A 25], [2¢] < O(a)
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Chapter 8

Proving the Knowledge of k' Column

and Its Inclusion in the Commitment

8.1 Proof Construction

In this section, we present a sigma protocol for proving the witness plaintext behind a NTRU cipher
which is the encryption of the k' column of a collection of N-plaintexts residing in matrix M and
n < N = O(A). Also we need to prove the involvement of the mentioned plain-text for a existing
commitment cmt of M, committed using the technique of section In this case we must be careful
about not leaking any information about the other columns of M. On the other hand we keep the com-
pression vector x and the vector L public as referred in

We note that the selection of NTRU is not essential to the protocol; it serves as a concrete example
of a lattice-based scheme. The approach can be generalized to work with other lattice-based encryp-
tion mechanisms, such as the standard version of NTRU or schemes based on Ring-LWE, provided
they support additive homomorphism. This flexibility makes the protocol broadly applicable in hybrid

cryptographic systems where both lattice and group-based components coexist.

Let our plain-text spacebe M = {m € R; : ||m|/c < p}, where g and p are primes and 2p < q. Let
Y = hs + pe + My € R, represent an NTRU encryption of a message My, which is the k" column of M.
Here, h is the public key, s and e are small random polynomials, and R, denotes the ring of polynomials
modulo g.
N-1 -
Letemt = Y I;- & + (r,x)h, where
j=0
° li= (Mj,x> forj=0,...,N—1,

e vectorr=[rg ... 7y_1] & z,

* (80, ---, v—1; h) are public parameters of Pedersen Vector Commitment
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* and the vector x is randomly chosen from Zj,.

Then cmt is the commitment of M. Further let L = [Ly ... L,_1] be public vector, where L; =
N-1 -
Y, mj;-§; + ri-hieL;is the Pedersen Vector Commitment of the i'" row of M. We need to prove the
j=0
knowledge of My in both y; and cmt.

The central intuition underpinning the proof lies in the random sampling of a matrix
M =My My ... My_4],

where each column M]’ is drawn uniformly at random from Z7%, for allj € 0,1,..., N — 1. The prover
then furnishes an NTRU encryption of M; alongside a commitment to the matrix M’, compressed with
respect to the same vector x. Upon receiving a challenge vector x’ & Z;, from the verifier, the prover
configures certain responses so that the verifier can validate whether the sum of the k' compressed
plaintexts—computed over the two vectors x and x'—is equal to the sum of the corresponding com-
pressed ciphertexts. In parallel, the verifier can also ascertain whether the combined commitments of

M and M’ equate to the sum of the commitment of one designated responses and that of another.

The following protocol enables a prover to demonstrate, in zero knowledge, that theNTRU cipher-
text 1, and the commitment cmt are consistent—that is, the encryption contains the same underlying
message which was included in the commitment. More precisely, the protocol assures the verifier of the

following:
® The prover knows the plaintext corresponding to the scaled NTRU ciphertext yy.
* The prover knows the secret vector x, used to compress the matrix M.
* Each coefficient of the message is strictly less than p, ensuring proper encoding and bounds.

* The plaintext included in the commitment cmt is identical to that in y.
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Zero-Knowledge Protocol

Psexr (yk/ cmt, My) V(yk, Cmt)

SI, 3/ (i DO(\/EW)
$
Mj, ..., My_y < Doy
/

= (ry,...,7_4) & z;

t =hs' + pe’ + M;,

= (M,x);j=0,... N-1
y, N2, I W7,
t <+ A l] g]-—i-(r,x)h
j=0
SomeCommit: Cpyyy = Com(t, £ dgyyx) Sz,
X' Zj
x/
%
S = (hs,x') + (hs',x)
E={(e,x) + (¢,x)
M; = ((Mj,x’> + (M]’,x)) modp;j=0,...,N—1
M [M() MN—l]
R=({r,x') + (r,x)) modp
Accept with probability
Do) (M)
Biorizhowim™
tEdaux
S,E,M,R
Check:

- ?
Copen (t/ t, Caux; daux) = accept
(e X') + (%) 2 S+ pE + My

N-1 ~
mt+FZ Y M;-§ + Rh + (Lx—x)
j=0

IM| < O(V'Np)

8.2 Security Analysis
The completeness is straight forward,

= (hs,x') + (hs',x) + ple,x') + p(e',x) + (Mg, X) + (M}, x)
= (hs + pe + My, x') + (hs' + pe’ + M, x)
~ (g x) + (%)

N-1 -
2. Y Mg + Rh + (Lx—X)
j=0
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N-1 )
- T (M%) + (M%) -5 + ((6X) + () F+ (Lx—x)

= §O<M]’/X+X/—X>~§j + (t,x+x —x)h + F + (L,x—x)

N—-1 - N-1 -
=YX (Mj,x)-g; + (t,0h + ¥ (Mj,xX' —x) - + (t,X =x)h + F + (L, x—x)
=0 j=0

N ~
=cmt + F+ (Lx—x) + L (Mjx' —x)-§ + (t,xX =x)h

j=0 \i=0 i=0
. n=1 (N=1 3
=cmt + I+ (Lx—x) + ¥ mij- & + rih | (x{ —x;)
i=0 \ j=0
» n—1
=cmt + F+ (Lx—X) + ¥ Li- (x| — x;)
i=0
=cmt + F + (L,x—x') + (L, X' —x)
=cmt + f + (Lx—x) — (L,x—X)
=cmt + f

3. EachM; < pasM; = ((Mj,x’) + (M, x) ) mod p . Thus [M|| < +/Np?2 < O(v/Np).
Theorem 8.2.1. The protocol above has computational 2n-special soundness.

Proof. Let (t, f, xl,Sl,El,Rl,Ml) and (t, f,xll,Sll;,Ell,Rll,Mll) be two accepting transcripts. Then

from the check equation (yj, X') + (t,x) = S + pE + M we get,
(ye,x') + (t,x) =S'+pE' + M;  and

o x") + (t,x) =SV + pE" + M}

Subtracting the above equations we get, (v, x' —x'') = (8! — §) 4+ p(E' — EV) + (M} — M,l(,).

/ . . .
Now I\/I,% — M,{ = (M, xt—x! ). Then we have one equation on m; fori=0,1,...,n—11ie

molk(x(l) — x(l) ) + ml,k(x% - x% )+ o+ myq k(x1l1—1 — x;11—1) = M,% - M,% (8.1)

Let z! = x! —x!. Then the knowledge extractor can rewind over n — 1 more challenge pairs
x2, x2 S e, x”,x”, in such a way that {z!, z2, ... , z"} are linearly independent. Thus we
y y 1%

get a system of linear equations as follows

2! 22 .. 2T M= M -MmE M-yt
Since {z!, z2, ... , 2"} is a set of linearly independent vectors, the matrix [zl z2 ... z"|T hasn
y p

independent rows and is invertible. Thus the above system of linear equation is solvable i.e

-1

M= ([2' 22 . 2T) MMl -y
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Thus the knowledge extractor can extract M with 2n many queries to to the provers. Consequently
this ensures that My is correctly computed and contains information of real M. Also the check cmt +F L
é]il M;-g; + R + (L,x —x') ensures the involvement of My in cmt. Furthermore with these 21 many
(]]l_liries the knowledge extractor can extract M;’s for j € {0,..., N — 1} \ {k}.

In similar way r can also be extracted from 217 many queries. After the extraction of M and r,

N-1 -
knowledge extractor can check cmt L Y (Mj,x) - & + (r,x) - hin the end.
=0

Theorem 8.2.2. The above protocol has perfect special honest verifier zero-knowledge.

Proof. For this we design a simulator S, given a challenge value x’ S outputs (Cauy, X, L) with proba-
bility 1 — 1/C. With probability 1/C, S proceeds as follows : S samples S, E & Zgand R & Z, and

computes the following

1.
Xn—1

e Leta =S + pE + My — (yx,X'). Sample ty, t1, ... , ty—2 & Zg and set t, 1 =
n—2
<¢x -y ti‘xl). Finally set t = [to t1 ... t,_1].
i=0

N-1 .
e f=Y M;-g; + Rh + (L,x—x') — cmt,
=0

® Cayx < SomeCommit(t, f; dgyy ).

The simulator S then outputs (Cayx, X, (£, £, daux, S, E, R, M)).

Clearly the simulator outputs are correctly computed and they will pass the checks by the verifier
as well. Owing to the rejection sampling technique, the distribution of M remains independent of M,
and furthermore, the variables S and E are statistically independent of s and e. Consequently, the
simulated and real protocol transcripts are computationally indistinguishable. In scenarios involving
aborts, indistinguishability is ensured by the hiding property of SomeCommit and the observation that

aborts occur with equal probability for every x'.
O

8.3 Proof Size

The proof size of a zero knowledge proof refers to the amount of data measured in bits generated by the
prover to demonstrate a statement is true to the verifier, without revealing any additional information.
A smaller proof size is desirable as it reduces communication and verification overhead. For our zero-
knowledge protocol the prover sends (Cayx, t, £, daux, S, E, R, M). All of these except t and M can
be expressed by log p many bits each. Now ¢ can be expressed using nlog g many bits. Note that each

M; is in Z, and can be expressed by log p many bits and hence prover needs to send Nlog p many bits
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to express M. As N > n, thus the proof size is dominated by the size of M and finally it is bounded by
O(Nlog p). Since p fixed for a NTRU, the proof size becomes linear.

54



Chapter 9

Batch Proof

9.1 Proof Construction

In this section we will prove the knowledge of multiple plaintexts along with their involvement in
the commitment. We would show this for k NTRU plaintexts {ycl,yCZ,. ..,yck} for cy,cp,...,¢r €
{0,...,N—1}.

Let M = [My M ... My_1] be the collection of N plaintexts, where each M; € M forj =0,...,N —
1. Lety,, = h(%s(@) 4 pelci) 4 M, for j = 1,2,...,k be k NTRU ciphers for {c;,...cy}-th columns
of M respectively and s(), () are short vectors. The reason that each column is encrypted under
different public keys is if all the columns are encrypted under same public key, then selling decryption
key for one column would give away the decryption key for other columns as well.

Let cmt be the commitment of M as described before and let x be the compression vector. Let
L=Lg ... L,_1]T where L; is the Pedersen Vector Commitment of the i" row of M fori=0, ..., n—1.

We use the additive homomorphic property of NTRU to send the knowledge of the k plaintexts

behind y¢,, ..., y¢, along with their involvement in the commitment cmt. The proof goes as follows
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Zero-Knowledge Protocol for Batch Proving

P ({yers - rye tremt, {Mey, ..., M, }) V({Yeys-- - 1Y o cmt)

s el & Do(ﬁa),forj =01,00,.-,Ck

M, ..., My_y € Do)

Y=(rp...,7_1) & zy.

t = W'D 4 peD) 4 ML forj=1,2,...k
l]f= (Mi,x);j=0,..., N—1

~ N_l ’ - / ~
F ]EO -8 + (¢, x)h

SomeCommit: Cayy = Com(tey, ..., te, , F daux) ——
X' Zj
x/
(—
k k
S=(y n)s(e) XY + (¥ n)s(e) x)
=1 i=1
k k
E=(y e, x)+ (L, x)
=1 =1
M; = ((Mj,x’) + (M},x)) modp;j=0,...,.N—-1
M [MO MN*]]
R=({r,x') + (r,x)) modp
Accept with probability
Do) (M)
Byt oty M
bey ey Fillan
S,EM,R
Check:

- ?
Capen(tclr ceey tCkr t, Cauxs daux) = ﬂCC@Pt
k . k 2 k
(Z yeuX) + (L te,x) =S+ pE+ ¥ M,
=1 =1 j=1
?

N-1 -
cmt+Ft= Y M;j-g + Rh 4 (L,x—x)
j=0

IMI| < O(v'Np)

9.2 Security Analysis

The completeness is following :

=1
k k
= ¥ s 4 pel) + M, , x) + (

hC]'S/C]' + pe/C]' + Mé] , xl>

1

k k
el x') + (1 e'<“f)fx>> " <<
j=1

]:
k k
) << L s, x) 4 (& h@f)s’(“f)fﬂ) T <<
S
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N-1 -
2. Y Mj-gj + R+ (Lx—x)

N
_]:o (<M],x’>+<M >).g] ((r,x') + (', x))h + (L, x—x)
_N01<MJIX+X—X> g + (ux+x —x)h + F + (L, x—x)

& |

N— ~ ~
Y AMpx =x)- & + (t,xX' —=x)h + F + (L, x—x)

j=0

N-1 /n-1 n—1

=cmt + F + (Lx—x) + (Zmi/] (x )>g]+ Yo (xl—x)h
j=0 \i=o
n-1 (N-1

=cmt + F + (Lx—x') + Y omii- &+ rilb ) (xj —x;)
i=0 \ j=
n—1

=cmt + F+ (Lx—x) + ¥ Li- (x] — x;)
i=0

=cmt + F + (L, x—x') + (L, X' —x)

=cmt + F + (L,x—x') — (L,x—x)

3. EachM; < pasM; = ((Mj,x’> + <M},x> ) mod p . Thus |M|| < /Np% < O(v/Np).
Theorem 9.2.1. The protocol above has computational 2n-special soundness.

Proof. Let (te,, ..., te, L, x, 81, El R, M) and (tcl,. B x!,sV. gV RV, Mll) be two accepting tran-

k k k
scripts. Then from the check equation ( ¥ y¢;, X') + (¥ tc;,x) Ls+ PE+ ¥ Mc; we get,
j=1 j=1 j=1

k k k
(Y e x") + (Y tg,x) =S"+pE' + }_ ML and
j=1 j=1 j=1

k k k

!/ ! !/
(2 v x') + <‘§ltc].,x>zsl +pEV+ Y 1|\/|}]_
: = j=

k / !/ !/ k
Subtracting the above equations we get, (Y ycj,x1 —x') = (81 =SY) +p(E' —EV)+ & (I\/Ig]_ -
j=1

j=1
ME).
Now M1 Mll <Mc ,x! —=x"). Then we have one equation on 1, fori=0,1,...,n—1ie
! ! ! !
mO,cj(x(lJ - xtl) ) + ml,cj(x% - x% ) + o g, ¢ (x;11—1 - xilq—l) = Mg]- - Mg]- 9.1)
Let z = x! —x!. Then the knowledge extractor can rewind over n — 1 more challenge pairs
{(63,x%), ..., (x",x")} in such a way that {z!, 22, ... , 2"} are linearly independent. Thus we

get a system of linear equations as follows
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2t 22 2T M = ML MY M -]

Since {z!, z%, ... , z"} is a set of linearly independent vectors, the matrix [z' 2> ... z"]” hasn

independent rows and is invertible. Thus the above system of linear equation is solvable i.e

71 ! !
MC.:([zl 2 .. z”]T) ML =M e - T

Thus the knowledge extractor can extract M,; for j = 1,2,...,k with 2n many queries to to the
provers. Consequently this ensures that each M, is correctly computed and contains information of
real M;. Also with these 2n many queries the knowledge extractor can extract M; for j € {0,...,N —
1} \ {c1,...,cx} like the above way with these same 2n many queries.

In similar manner r can also be extracted. After extracting M and r, the knowledge extractor can

N-1 -
check the legitimacy by cmt L 'Zo (Mj,x) - &+ (t,x) - h.
]:

Theorem 9.2.2. The above protocol has perfect special honest verifier zero-knowledge.

Proof. With probability 1/C, S proceeds as follows : & samples S, E & Z4 and R & Z, and computes
the following

k k
e Leta =S+ pE+ ¥ Mcj —(x yC],,x’>. Samplete, te,, ..., e, & ZZ and te0, to1s - s ey (n-2) &
=1 =1
1 k—1 n—2 .
Zy. Settyo1y) = x5 |a— j§1<tcj,x> — iEO tei - Xi |- Finally set f, = [tcjo tea - tc]-n—l] for
i=12.. .k
N-1

e f= Y M;-g + Rh + (Lx—X) — cmt,
j=0
* Cuux < SomeCommit(te,, ..., te,, F; daux)-

The simulator S then outputs (Caux, X, (te,, - -, tep,, E daux, S, E,R,M)).
The simulator outputs are correctly computed and are indistinguishable from real protocol tran-

scripts. O

9.3 Proof Size

Each t; for j = 1,2,...,k are in Zj and can be represented with O(nlog q) many bits and hence
O(k - nlog g) many bits in total. On the other hand M requires O(N - log q) many bits to represent.
All the other responses £, S, E, R can be represented by log p many bits. Thus the proof size is domi-
nated by the size of t.,,...,t, and M. As p,q are fixed, hence the proof size for the batch protocol is
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O(k-n+N).

Note that to prove the knowledge and the involvement of k columns in M using the protocol in
we need to run the protocol independently for each column i.e total k independent protocol runs in
total. Thus the total proof size becomes O(k - N). But the batch protocol proves the same with proof
size in O(k - n + N). Clearly the batch proving becomes efficientifk-n + N < k- Niek > Nﬁn.

If k- n < N then the proof size of the batch protocol is dominated by O(N) i.e it becomes indepen-

dent of k. Thus to have efficient batch protocol we must have % <k< % This bound is possible

whenn < N —nie2n < N.
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Chapter 10

Applications and Future Work

10.1 Applications

The protocol proposed in this work has multiple real-world applications, particularly in hybrid cryp-
tographic settings where both group-based and lattice-based primitives coexist. Such hybrid envi-
ronments are becoming increasingly relevant as cryptographic infrastructures transition toward post-
quantum security. Our zero-knowledge proof system provides a mechanism to prove that a message
encrypted under a lattice-based encryption scheme (e.g., NTRU) is the same as the message committed
using a classical Pedersen vector commitment. Below we explore several domains where this capability

is crucial.

10.1.1 Post-Quantum Blockchain Commitments

In blockchain-based systems, users often rely on group-based commitments (such as Pedersen commit-
ments) to hide transaction details while enabling verification of correctness through zero-knowledge
proofs. However, existing commitments and protocols are vulnerable to quantum attacks. A natural
direction is to adopt post-quantum encryption schemes, such as NTRU or schemes based on Ring-LWE,
for future security.

Our protocol enables a user to prove, in zero knowledge, that the plaintext encrypted under a post-
quantum encryption scheme is equal to the value committed using a legacy Pedersen vector commit-
ment. This feature is essential for post-quantum migration paths where existing on-chain commitments
remain unchanged, but future operations must be post-quantum secure. For example, a privacy coin
protocol may commit transaction amounts using a Pedersen vector commitment, but later encrypt these
values using NTRU for off-chain auditing or decryption. Our protocol ensures these two representa-

tions are consistent without revealing the committed values.
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10.1.2 Verifiable Post-Quantum Voting Systems

End-to-end verifiable electronic voting systems require mechanisms that allow voters to prove that their
encrypted vote is valid and matches the publicly committed value. Traditionally, this involves group-
based encryption and commitments. In a post-quantum setting, votes may be encrypted using a lattice-
based encryption scheme, while the commitment mechanism remains group-based for compatibility
with existing verifiers.

In this setting, our protocol enables a voter to prove that their encrypted vote (under NTRU) is
consistent with a Pedersen commitment published to the bulletin board. The zero-knowledge property
ensures that no information about the vote is leaked, while the soundness guarantees that the encrypted
and committed values match. This hybrid approach supports post-quantum verifiability while preserv-

ing compatibility with existing vote tallying and verification procedures.

10.1.3 Secure Multi-Party Computation and Smart Contracts

In secure multi-party computation (MPC) and zero-knowledge smart contract platforms (e.g., zZkSNARK-
based systems), parties may use lattice-based encryption for secure computation, while relying on
group-based commitments for efficiency and interoperability. Ensuring consistency between encrypted
and committed inputs is often required, especially in outsourced computation or zk-rollup settings.
Our protocol enables a party to commit to a dataset using a Pedersen vector commitment, encrypt
selected parts using NTRU, and later prove that these encrypted components match the committed
ones. This is particularly relevant in privacy-preserving decentralized applications (dApps), where
smart contracts verify commitments while off-chain actors perform encrypted computations. The abil-
ity to bridge lattice encryption with classical commitments allows seamless integration of quantum-safe

cryptography into current blockchain protocols.

10.1.4 Post-Quantum Anonymous Transactions

Privacy-preserving cryptocurrencies often use commitments and encrypted values to hide transaction
details while proving correctness of transfers. For example, a user may commit to a coin value and
use range proofs or other ZK arguments to prove properties of the transaction without revealing the
amount. As these systems move to post-quantum security, encryption of coin values using schemes
like NTRU becomes necessary.

Our protocol enables a user to prove that an NTRU-encrypted coin value matches the Pedersen
commitment published on-chain. This ensures the encrypted value is authentic and consistent with
previously committed data, allowing the system to support post-quantum encrypted transactions while

retaining compatibility with existing commitment-based verification mechanisms.

62



10.1.5 Auditable Encrypted Storage and Integrity Verification

In cloud computing and outsourced data storage, sensitive data is often encrypted before being stored.
To ensure data integrity and auditability, systems may require commitments to the encrypted data to
be published or logged, e.g., on a blockchain or in a tamper-proof audit log.

Using our protocol, a client can prove that the encrypted data they submitted matches a public
commitment without revealing the plaintext. This allows verifiers to confirm data consistency and
integrity, even when the encryption is post-quantum secure. The protocol thus enables verifiable en-
crypted data storage systems where the encryption layer is post-quantum secure, while the audit layer

remains group-based for efficiency.

10.1.6 General Utility in Hybrid Cryptography

More broadly, our construction demonstrates how to securely bridge cryptographic primitives from
different worlds—namely, lattice-based and discrete-log-based systems—using zero-knowledge. This
hybrid compatibility is crucial during the ongoing transition to post-quantum secure systems, where
backward compatibility and interoperability are required. The modularity of the protocol allows it
to be adapted to other commitment schemes or encryption systems, as long as they retain additive

homomorphic properties.

In conclusion, our zero-knowledge protocol provides a critical tool for hybrid environments where
lattice-based encryption coexists with group-based commitments. The ability to prove, in zero knowl-
edge, that a post-quantum ciphertext contains the same value as a committed message unlocks a range
of applications in privacy, integrity, verifiability, and secure computation. These features make the pro-
tocol highly relevant to the future of blockchain systems, voting platforms, secure computation frame-

works, and beyond.

10.2 Future Work

While this thesis lays the groundwork for zero-knowledge interoperability in hybrid cryptographic
environments, several important avenues remain open for further investigation. We outline below the

most promising directions for future research.

1. Reducing Proof Size for Column Membership Protocols.
The protocol presented in Section allows a prover to demonstrate that an NTRU ciphertext
encrypts a column committed within a Pedersen vector commitment. Although sound and com-
plete, the current construction has proof size linear in the dimension of the message space. A
major future direction is to optimize this protocol to achieve sublinear proof size, potentially via re-

cursive argument techniques, polynomial commitments, or lattice-based succinct proof systems.
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Such a development would greatly enhance the practicality of the protocol in high-dimensional

applications like encrypted databases and outsourced computation.

2. Plaintext Equality between Post-Quantum and Classical Vector Commitments.
A crucial next step for hybrid system design is to establish zero-knowledge proofs that a mes-
sage committed under a post-quantum vector commitment (e.g., lattice- or hash-based) is equal to
a message committed under a classical discrete-logarithm-based vector commitment (e.g., Pedersen).
This problem represents a natural analogue of the cross-encryption proofs explored in this thesis
and would form an essential cryptographic primitive for seamless and verifiable migration from
classical commitments to post-quantum secure alternatives. Constructing such protocols with ef-

ficiency, soundness, and zero-knowledge guarantees remains an open and compelling challenge.

3. Extending to Malicious Verifier Zero-Knowledge.
The protocols in this work are primarily designed under the honest-verifier model. A natural ex-
tension is to achieve full zero-knowledge against arbitrary (potentially malicious) verifiers. This
could be realized through standard transformations such as the Fiat-Shamir heuristic (in the ran-

dom oracle model) or the use of a common reference string (CRS) model.

4. Proofs over Fully Homomorphic Ciphertexts.
Extending the notion of plaintext equality proofs to more expressive settings—such as fully ho-
momorphic encryption (FHE)—would enable privacy-preserving auditing of outsourced compu-
tations across cryptographic domains. Constructing ZK protocols that relate classical and post-

quantum FHE ciphertexts is a nontrivial and highly impactful open problem.

5. Quantum-Resistant Non-Interactive Zero-Knowledge (NIZK) in Hybrid Settings.
An important direction is to instantiate our constructions in the non-interactive setting, particu-
larly under quantum-safe assumptions. Developing efficient NIZKs for cross-primitive equality
that remain secure in the quantum random oracle model (QROM) would further enhance the

deployment feasibility of hybrid systems.

6. Proof Composition and Universal Composability.
Another open problem is the composability of our protocols in larger systems such as secure
multi-party computation, verifiable delay functions, or post-quantum voting. Proving that our
protocols compose securely under the Universal Composability (UC) framework would strengthen

their applicability in complex cryptographic protocols.

Pursuing these directions will not only improve the efficiency and flexibility of the protocols pro-
posed in this work but also contribute to the broader goal of building secure and interoperable crypto-

graphic infrastructures in the post-quantum era.
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