+ iThenticate Page 1 of 52 - Cover Page

Surjyanee Halder
Surjyaneeh_dissertation (2).pdf

€ Indian Statistical Institute

Document Details

Submission ID

trn:oid:::3618:100540753

Submission Date

Jun 12, 2025, 3:30 PM GMT+5:30

Download Date

Jun 12, 2025, 3:31 PM GMT+5:30

File Name

Surjyaneeh_dissertation (2).pdf

File Size

943.5 KB

+ iThenticate Page 1 of 52 - Cover Page

45 Pages

9,022 Words

Submission ID trn:oid:::3618:100540753

52,324 Characters

Submission ID trn:oid:::3618:100540753



+ iThenticate

12% Overall Similarity

Page 2 of 52 - Integrity Overview

Submission ID trn:oid:::3618:100540753

The combined total of all matches, including overlapping sources, for each database.

Custom Section Exclusions

{titlesCount} Section Titles, {keywordsCount} Keywords

Section title

"isi

Match Groups

No. of
Section Starters

‘ 42 Not Cited or Quoted 6%

Matches with neither in-text citation nor quotation marks

99 0 Missing Quotations 0%

Matches that are still very similar to source material

“

Integrity Flags

42 Missing Citation 6%
Matches that have quotation marks, but no in-text citation

0 Cited and Quoted 0%
Matches with in-text citation present, but no quotation marks

0 Integrity Flags for Review

No suspicious text manipulations found.

+ iThenticate

Page 2 of 52 - Integrity Overview

Section Starters

Indian statistical institute

kolkata

Top Sources

10%
11%
0%

@ Internet sources
M2 Publications

2 Submitted works (Student Papers)

Our system's algorithms look deeply at a document for any inconsistencies that
would set it apart from a normal submission. If we notice something strange, we flag
it for you to review.

A Flag is not necessarily an indicator of a problem. However, we'd recommend you
focus your attention there for further review.

Submission ID trn:oid:::3618:100540753



+ iThenticate Page 3 of 52 - Integrity Overview

Match Groups

. 42 Not Cited or Quoted 6%
Matches with neither in-text citation nor quotation marks

99 0 Missing Quotations 0%
Matches that are still very similar to source material

42 Missing Citation 6%

Matches that have quotation marks, but no in-text citation

“

Top Sources

The sources with the highest number of matches within the submission. Overlapping sources will not be displayed.

o Internet

0 Cited and Quoted 0%
Matches with in-text citation present, but no quotation marks

Top Sources

10%
11%
0%

@ Internet sources

BE Publications

2 Submitted works (Student Papers)

www.tara.tcd.ie 1%
Internet

library.isical.ac.in:8080 <1%
Internet

www.lti.cs.cmu.edu <1%
Internet

arxiv.org <1%
o Internet

dspace.cuni.cz <1%
° Internet

web.archive.org <1%
Internet

www.mdpi.com <1%
° Internet

www.arxiv-vanity.com <1%
° Internet

deepai.org <1%
“ Publication

Amber Wilcox-O'Hearn. "Real-Word Spelling Correction with Trigrams: A Reconsid... <1%

+ iThenticate Page 3 of 52 - Integrity Overview

Submission ID trn:oid:::3618:100540753

Submission ID trn:oid:::3618:100540753


https://www.tara.tcd.ie/bitstream/handle/2262/83200/PhD%20thesis_Chuan.pdf?isAllowed=y&sequence=1
http://library.isical.ac.in:8080/jspui/bitstream/10263/6456/1/DISS-299.pdf
https://www.lti.cs.cmu.edu/sites/default/files/michel%2C%20paul%20-%20Thesis.pdf
http://arxiv.org/pdf/2505.17519
https://dspace.cuni.cz/bitstream/handle/20.500.11956/184045/120455886.pdf?isAllowed=y&sequence=1
https://web.archive.org/web/20220607190026if_/https:/arxiv.org/pdf/2203.14101v3.pdf
https://www.mdpi.com/1099-4300/23/1/18/htm
https://www.arxiv-vanity.com/papers/2109.01558/
https://deepai.org/publication/characterbert-and-self-teaching-for-improving-the-robustness-of-dense-retrievers-on-queries-with-typos
https://doi.org/10.1007/978-3-540-78135-6_52

+ iThenticate Page 4 of 52 - Integrity Overview

Publication

Sensen Guo, Xiaoyu Li, Zhiying Mu. "Adversarial Machine Learning on Social Netw...

Internet

pure.rug.nl

Publication

Moraffah, Raha. "Responsible Machine Learning: Security, Robustness, and Causa...

° Internet

www.cs.cmu.edu

o Internet

www.isca-archive.org

e Internet

www.springerprofessional.de

Publication

"Advances in Information Retrieval", Springer Science and Business Media LLC, 20...

a Internet

www.diva-portal.se

o Publication

Hang Wang, David J. Miller, George Kesidis. "Anomaly detection of adversarial ex...

Q Publication

Santana, Miguel Tomas Cabrita. "SecRush: New Generation Vulnerability Manage...

Internet

aclanthology.org

Publication

Chan, Ka-Heng. "An LSTM-based Garbage Collection State Predictor Design for th...

Internet

kipdf.com

a Internet

www.preprints.org

+ iThenticate Page 4 of 52 - Integrity Overview

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

Submission ID trn:oid:::3618:100540753

Submission ID trn:oid:::3618:100540753


https://doi.org/10.3389/fphy.2021.766540
https://pure.rug.nl/ws/files/999205979/tacl_a_00651.pdf
https://gateway.proquest.com/openurl?res_dat=xri%3Apqm&rft_dat=xri%3Apqdiss%3A31238227&rft_val_fmt=info%3Aofi%2Ffmt%3Akev%3Amtx%3Adissertation&url_ver=Z39.88-2004
https://www.cs.cmu.edu/~dkaushik/dissertation.pdf
https://www.isca-archive.org/interspeech_2019/peskov19_interspeech.pdf
https://www.springerprofessional.de/pruning-in-the-face-of-adversaries/20403250
https://doi.org/10.1007/978-3-031-28238-6
http://www.diva-portal.se/smash/get/diva2:1707448/FULLTEXT01.pdf
https://doi.org/10.1016/j.cose.2022.102956
https://gateway.proquest.com/openurl?res_dat=xri%3Apqm&rft_dat=xri%3Apqdiss%3A31621395&rft_val_fmt=info%3Aofi%2Ffmt%3Akev%3Amtx%3Adissertation&url_ver=Z39.88-2004
https://aclanthology.org/2022.aacl-main.57.pdf
https://gateway.proquest.com/openurl?res_dat=xri%3Apqm&rft_dat=xri%3Apqdiss%3A31602632&rft_val_fmt=info%3Aofi%2Ffmt%3Akev%3Amtx%3Adissertation&url_ver=Z39.88-2004
https://kipdf.com/provided-by-the-authors-and-nui-galway-in-accordance-with-publisher-policies-ple_5ab1b0ca1723dd349c80fd42.html
https://www.preprints.org/manuscript/202412.2419/v1

+ iThenticate Page 5 of 52 - Integrity Overview

Internet

10wvvw.easychair.org

Internet

ouci.dntb.gov.ua

Internet

www.coursehero.com

a Publication

Abualeenein, Abdelrahman. "Performance Study of Darrieus Turbine Using Nume...

Publication

Changrui Liu, Dengpan Ye, Yueyun Shang, Shunzhi Jiang, Shiyu Li, Yuan Mei, Liqia...

Publication

Guohao Zhu, Zhou Shen, Laiyuan Liu, Sicong Zhao, Fangzheng Ji, Zixia Ju, Jialong S...

Internet

sachsen.digital

Publication

Shengyao Zhuang, Linjun Shou, Jian Pei, Ming Gong, Houxing Ren, Guido Zuccon, ...

Internet

dev.to

Publication

"Advances in Information Retrieval", Springer Science and Business Media LLC, 20...

Internet

github.com

Internet

iris.unica.it

Internet

link.springer.com

Internet

osanseviero.github.io

+ iThenticate Page 5 of 52 - Integrity Overview

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

Submission ID trn:oid:::3618:100540753

Submission ID trn:oid:::3618:100540753


https://10wvvw.easychair.org/publications/preprint/mr3d/download
https://ouci.dntb.gov.ua/works/4wdoYwYl/
https://www.coursehero.com/file/123495382/CS-224N-Default-Final-Project-Building-a-QA-system-Robust-QA-trackpdf/
https://gateway.proquest.com/openurl?res_dat=xri%3Apqm&rft_dat=xri%3Apqdiss%3A31652544&rft_val_fmt=info%3Aofi%2Ffmt%3Akev%3Amtx%3Adissertation&url_ver=Z39.88-2004
https://doi.org/10.32604/cmc.2020.07421
https://doi.org/10.1109/ACCESS.2022.3223382
https://sachsen.digital/werkansicht/5426/91?cHash=22eb1d61adb308c5566b6fff530d060b&tx_dlf%5Bdouble%5D=0&tx_dlf%5Bpagegrid%5D=1
https://doi.org/10.1145/3624918.3625324
https://dev.to/ambarishg/understanding-bbc-news-qa-with-advanced-rag-and-microsoft-phi3-425n
https://doi.org/10.1007/978-3-031-56060-6
https://github.com/UKPLab/sentence-transformers/issues/2874
https://iris.unica.it/retrieve/handle/11584/266893/345292/PhD_Thesis_Barra.pdf
https://link.springer.com/chapter/10.1007/978-3-031-57389-7_4?code=cff4dcf0-a5e4-48dc-82b2-3e9669872faa&error=cookies_not_supported
https://osanseviero.github.io/hackerllama/blog/posts/sentence_embeddings2/

+ iThenticate Page 6 of 52 - Integrity Overview

Internet

worldwidescience.org

m Internet

www.mnrlab.com

Publication

"Neural Information Processing", Springer Science and Business Media LLC, 2019

Publication

Wayne Xin Zhao, Jing Liu, Ruiyang Ren, Ji-Rong Wen. "Dense Text Retrieval based ...

Internet

acl-bg.org

m Internet

dx.doi.org

e Internet

mie-u.repo.nii.ac.jp

e Internet

res.mdpi.com

Internet

www.sussex.ac.uk

m Publication

"Computational Linguistics and Intelligent Text Processing", Springer Science an...

e Publication

Chandrasekaran, Rishikanth. "Enhancing Deep Learning Efficiency: A Hyperdimen...

e Publication

H L Gururaj, Francesco Flammini, V Ravi Kumar, N S Prema. "Recent Trends in He...

Publication

Lindsey, LeAnn Marie. "High Performance Tools to Accelerate Genomic Research....

Publication

Ward, Ian Silvestri. "A Reinforcement Learning Approach to Burn Control in ITER."...

+ iThenticate Page 6 of 52 - Integrity Overview

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

Submission ID trn:oid:::3618:100540753

Submission ID trn:oid:::3618:100540753


https://worldwidescience.org/topicpages/t/terms+quick+links.html
http://www.mnrlab.com/uploads/7/3/8/3/73833313/masters_thesis_mina.pdf
https://doi.org/10.1007/978-3-030-36718-3
https://doi.org/10.1145/3637870
https://acl-bg.org/proceedings/2024/NeTTT%202024/2024.nettt-1.pdf
http://dx.doi.org/10.18419/opus-13825
https://mie-u.repo.nii.ac.jp/?action=repository_action_common_download&attribute_id=17&file_no=1&item_id=14186&item_no=1
https://res.mdpi.com/d_attachment/mca/mca-25-00053/article_deploy/mca-25-00053.pdf
http://www.sussex.ac.uk/mps/internal/departments/mathematics/pg/projectlist
https://doi.org/10.1007/978-3-642-54903-8
https://gateway.proquest.com/openurl?res_dat=xri%3Apqm&rft_dat=xri%3Apqdiss%3A31330824&rft_val_fmt=info%3Aofi%2Ffmt%3Akev%3Amtx%3Adissertation&url_ver=Z39.88-2004
https://doi.org/10.1201/9781003501367
https://gateway.proquest.com/openurl?res_dat=xri%3Apqm&rft_dat=xri%3Apqdiss%3A31640208&rft_val_fmt=info%3Aofi%2Ffmt%3Akev%3Amtx%3Adissertation&url_ver=Z39.88-2004
https://gateway.proquest.com/openurl?res_dat=xri%3Apqm&rft_dat=xri%3Apqdiss%3A31999606&rft_val_fmt=info%3Aofi%2Ffmt%3Akev%3Amtx%3Adissertation&url_ver=Z39.88-2004

+ iThenticate Page 7 of 52 - Integrity Overview

Internet

aclweb.org

e Internet

dspace.vut.cz

e Internet

e-archivo.uc3m.es

a Internet

export.arxiv.org

Internet

madoc.bib.uni-mannheim.de

e Publication

Basemah Alshemali, Jugal Kalita. "Improving the Reliability of Deep Neural Netw...

e Publication

Izzat Alsmadi, Kashif Ahmad, Mahmoud Nazzal, Firoj Alam, Ala Al-Fugaha, Abdalla...

e Publication

Jiafeng Guo, Yixing Fan, Liang Pang, Liu Yang, Qingyao Ai, Hamed Zamani, Chen ...

Publication

Shengyao Zhuang, Guido Zuccon. "CharacterBERT and Self-Teaching for Improvin...

+ iThenticate Page 7 of 52 - Integrity Overview

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

<1%

Submission ID trn:oid:::3618:100540753

Submission ID trn:oid:::3618:100540753


http://aclweb.org/anthology/C/C12/C12-2.pdf
https://dspace.vut.cz/server/api/core/bitstreams/6c632f97-cf31-44e1-a3a5-d8b41037bb70/content
https://e-archivo.uc3m.es/rest/api/core/bitstreams/9a483d69-bc2f-4947-91c3-01d297fbb8cc/content
http://export.arxiv.org/pdf/1812.07555
https://madoc.bib.uni-mannheim.de/68318/1/RL_thesis_camera-ready.pdf
https://doi.org/10.1016/j.knosys.2019.105210
https://doi.org/10.1109/TCSS.2022.3218743
https://doi.org/10.1016/j.ipm.2019.102067
https://doi.org/10.1145/3477495.3531951

+ iThenticate Page 8 of 52 - Integrity Submission Submission ID trn:oid:::3618:100540753

STATISTICAL

128

Z>=0Z =
mMACA=——0Z—

N

Fudaum edan

| UNITY IN DIVERSITY |

INDIAN STATISTICAL INSTITUTE

MASTER’'S THESIS

Exploring Character-level Attacks
on Neural Ranking Models

Author: Supervisor:

Surjyanee Halder Dr. Debapriyo Majumdar

A thesis submitted in fulfillment of the requirements

for the degree of Master of Technology
m

Computer Science

June 12, 2025

+ iThenticate Page 8 of 52 - Integrity Submission Submission ID trn:oid:::3618:100540753



+ iThenticate Page 9 of 52 - Integrity Submission Submission ID trn:oid:::3618:100540753

i

Indian Statistical Institute
203, B.T. Road, Kolkata : 700108

CERTIFICATE

I certify that I have read the thesis titled Exploring Character-level Attacks
on Neural Ranking Models, prepared under my guidance by Surjyanee
Halder, and in my opinion it is fully adequate, in scope and in quality, as a
dissertation for the degree of Master of Technology in Computer Science
of the Indian Statistical Institute.

Debapriyo Majumdar
Assistant Professor
Computer Vision and Pattern Recognition Unit

Indian Statistical Institute

Kolkata
June, 2025.

+ iThenticate Page 9 of 52 - Integrity Submission Submission ID trn:oid:::3618:100540753



+ iThenticate Page 10 of 52 - Integrity Submission Submission ID trn:oid:::3618:100540753

i

Declaration of Authorship

I, Surjyanee Halder, declare that this thesis titled, “Exploring Character-level
Attacks on Neural Ranking Models” and the work presented in it are my own.

I confirm that:

e This work was done wholly or mainly while in candidature for a Master’s

degree at this University.

e Where any part of this thesis has previously been submitted for a degree
or any other qualification at this University or any other institution, this

has been clearly stated.

e Where I have consulted the published work of others, this is always clearly
attributed.

e Where I have quoted from the work of others, the source is always given.

With the exception of such quotations, this thesis is entirely my own work.
e [ have acknowledged all main sources of help.

e Where the thesis is based on work done by myself jointly with others, I
have made clear exactly what was done by others and what I have con-

tributed myself.

Signed:

Date:

+ iThenticate Page 10 of 52 - Integrity Submission Submission ID trn:oid:::3618:100540753



+ iThenticate Page 11 of 52 - Integrity Submission Submission ID trn:oid:::3618:100540753

il

INDIAN STATISTICAL INSTITUTE

Abstract

Exploring Character-level Attacks on Neural Ranking Models

Neural ranking models have achieved state-of-the-art performance in informa-
tion retrieval, yet they remain highly susceptible to subtle adversarial inputs
such as character-level typos. This project explores the robustness of such
systems by introducing a reinforcement learning (RL)-based query perturba-
tion framework. RL agents—PPO, DQN, and A2C—were trained to minimally
modify user queries (e.g., through character deletions or swaps) with the goal of
significantly altering the resulting document rankings, as measured by Kendall’s
Tau. Experiments were conducted on the TREC DL 2019 and 2020 benchmarks
using two different neural rankers: MiniLM and a fine-tuned CharacterBERT
model. The perturbation attacks were shown to succeed in over 85% of cases
for MiniLM and approximately 40% for CharacterBERT, indicating varying
degrees of vulnerability. To mitigate these effects, a set of pretrained query re-
covery models—such as Tbh-large-spell, spelling-correction-base, and grammar
correction modules—were applied to restore the original query form. When
used in combination, these recovery mechanisms reduced the MiniLM attack
success rate to around 52%, demonstrating partial robustness. This study un-
derscores both the fragility of neural rankers to character-level noise and the

value of lightweight correction pipelines in improving retrieval resilience.
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1

Chapter 1

Introduction

Neural Ranking Models (NRMs) have emerged as a powerful paradigm in in-
formation retrieval, driven by the rise of deep learning and the need to capture
complex semantic relationships between queries and documents. Traditional
retrieval methods like BM25 relied heavily on exact keyword matching, often
failing to understand contextual meaning or handle diverse query formulations.
NRMs address this by learning dense vector representations that encode rich
semantic features, enabling more accurate and relevant document ranking. Ini-
tially inspired by advances in representation learning and language modeling
(e.g., BERT, transformers), these models evolved to incorporate architectures
specifically tuned for ranking tasks—ranging from interaction-focused models
to representation-based frameworks. Their integration into reinforcement learn-
ing (RL) pipelines allows for dynamic environments where retrieval quality can
be improved through reward-driven optimization. Despite their performance,
NRMs remain vulnerable to small input perturbations, underscoring the need

to evaluate and enhance their robustness in adversarial and noisy settings.

1.1 Problem of Robustness

Despite their impressive capabilities, NRMs are not robust to small input per-
turbations, especially in the form of typos or adversarial edits. A seemingly
trivial typo like “definiiton” instead of “definition” can significantly alter the
model’s internal representation of the query, leading to poor retrieval results or

even irrelevant outputs.

This lack of robustness is especially concerning in high-stakes applications such
as legal search, clinical question-answering, and digital assistants. If minor,
human-like errors can drastically shift rankings, then the reliability of these

systems is compromised.
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1.2 Adversarial Attacks on IR Systems

Adversarial attacks are deliberate modifications to input queries or documents
designed to manipulate the output of a model. While much work has been done
on adversarial attacks in computer vision and natural language understanding,

attacks on neural IR systems are less explored but increasingly important.

In IR, such attacks often involve minimal edits to a query-like adding, deleting,
or substituting characters-intended to disrupt the ranking order produced by
the system. These are known as character-level attacks. What makes these
attacks powerful is their subtlety: the perturbed queries often appear natural

or human-typed, yet they can significantly degrade retrieval performance.

Adversarial attacks on NRMs can be categorized based on Attacker’s Knowl-
edge. In White-Box Attacks the attacker has full knowledge and access of the
target model, including its architecture, parameters (weights and biases), and
potentially the training data. This allows for more precise and often more ef-
fective attacks, often using gradient information to craft perturbations. While
in Gray-Box Attacks the attacker has partial knowledge of the model, perhaps
knowing the architecture but not the specific weights, or having access to con-
fidence scores but not gradients. But in Black-Box Attacks the attacker has
no knowledge of the model’s internal workings and can only interact with it
by providing inputs and observing the outputs (e.g., class labels or confidence
scores)[14]. These are more realistic in many practical scenarios. Attack strate-
gies often involve querying the model multiple times to infer vulnerabilities or

training a local substitute model.

1.3 Problem Statement

Neural ranking models (NRMs), such as MiniLM and CharacterBERT, have
demonstrated strong performance on various information retrieval (IR) tasks.
However, these models are vulnerable to small, adversarial perturbations in user
queries—especially at the character level, such as typographical errors. These
seemingly benign modifications can significantly alter the retrieved document

rankings, thus impacting both user satisfaction and system reliability.

The goal is to minimally modify a given query such that the resulting ranked

list of documents changes significantly.
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Formally, given
a query g and a document ranking function f(-), our objective is to find a

minimally perturbed query ¢ such that:

T(f(a), f(D) <4, (1.1)

where 7(+, -) is the Kendall’s Tau rank correlation, and 0 is a threshold indicating

a significant ranking shift (e.g., § = 0.5). The perturbation should be minimal:

EditDistance(q, q) < e, (1.2)

with € being a small integer (typically 1 or 2) to mimic realistic typos.

We will also explore query recovery by training a model g(-) such that:

§=9(q9) and 7(f(q),f(q) =, (1.3)

where ¢ is the recovered query and + is a threshold indicating successful recovery.

1.4 Motivation

Understanding how and why neural IR systems fail under minor perturbations
is essential for building robust, trustworthy models. As search engines become
deeply integrated into our daily lives—from casual browsing to academic re-
search and enterprise knowledge discovery—their robustness becomes a matter

of usability, accessibility, and fairness.

Moreover, our two-part system—(1) generating typo-based perturbations and
(2) reconstructing the original queries—offers a testbed for evaluating and im-
proving robustness in future IR models. By simulating human-like mistakes
and gauging recovery performance, we can both test and strengthen existing

ranking architectures.
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Chapter 2

Related Works

The vulnerability of deep neural networks to adversarial examples, which are
inputs with small, often imperceptible perturbations designed to cause incor-
rect model outputs, was first demonstrated in the image domain in [13]. This
discovery has since spurred a significant amount of research into the robustness
of models in other domains, including Natural Language Processing (NLP).
For Neural Machine Translation (NMT), which relies on complex sequence-
to-sequence models, understanding these vulnerabilities is critical for building
reliable systems. This review categorizes and discusses adversarial attacks on
NMT systems based on the granularity of the input perturbation: character,

word, and sentence level.

Character-Level Attacks

Character-level attacks manipulate the source text by introducing subtle errors
such as insertions, deletions, swaps, or visual substitutions of characters. These
modifications are often difficult for a human reader to notice but can cause a
catastrophic failure in the translation output. The primary goal is to break the
model’s processing of sub-word units or its reliance on correct orthography while
maintaining the visual and semantic integrity of the source text for a human

observer.

Ebrahimi 6] was among the first to systematically explore character-level at-
tacks against NMT. They proposed a gradient-based method to identify char-
acters that, when manipulated, would maximally disrupt the translation. Their
“targeted attack” could force the model to produce a specific, malicious phrase
in the output, while “untargeted attacks” simply aimed to degrade the transla-
tion quality, as measured by BLEU score. Another common technique involves

leveraging visual similarity between characters (e.g., replacing ‘o’ with ‘0’ or ‘I
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D with ‘1’) to create adversarial examples that are nearly identical to the orig-
inal input [7]. These attacks highlight the brittleness of models that rely on
character-level tokenization or have not been explicitly trained to be robust

against such typographic noise.

Word-Level Attacks

Word-level attacks operate by replacing one or more words in the source sentence
with alternatives. For the attack to be successful, the replacement word must
be contextually appropriate to avoid easy detection, yet different enough to fool
the model. Early approaches focused on replacing words with their synonyms,
typically sourced from lexical databases like WordNet, by Ribeiro, Singh, and
Guestrin [11]. While effective, this method is limited by the coverage of the

database and its inability to account for subtle contextual nuances.

More advanced techniques leverage the distributional representations learned by
neural networks. Cheng [4] proposed a method that replaces a source word with
another word that is close in the embedding space but causes a significant change
in the translation output. This approach is more flexible than synonym replace-
ment but still risks generating semantically incongruous sentences. To address
this, recent work has focused on preserving semantic consistency. Garg [8| pro-
(47) posed methods that use pre-trained masked language models (e.g., BERT) to
find plausible, context-aware substitutes. By masking a word and having the
language model predict high-probability replacements, they ensure that the ad-
versarial sentence remains fluent and semantically coherent, making the attack
far more potent and stealthy. These attacks demonstrate that even when pre-
serving local semantics, the global compositional meaning understood by the

NMT model can be easily manipulated.

Sentence-Level (or Phrase-Level) Attacks

These Sentence-level attacks involve more substantial modifications to the source
input, such as paraphrasing, changing the syntactic structure, or appending
distracting phrases. These attacks are semantically meaning-preserving from a
human perspective but exploit the model’s sensitivity to surface-level form and

syntax.

One prominent technique is back-translation, where a sentence is translated to

a pivot language and then translated back to the original language to gener-

06

ate a diverse set of paraphrases [10]. By selecting a paraphrase that degrades

the target translation, an adversary can create a valid adversarial example.
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Another powerful method involves applying syntactically controlled transforma-
tions. Iyyer also demonstrated the use of rules to change the syntactic structure
of a sentence (e.g., from active to passive voice) without altering its semantic

content, leading to significant drops in NMT performance.

Furthermore, research has shown that NMT models are susceptible to “distrac-
tor” or “padding” attacks. Belinkov [1] found that simply appending a short,
syntactically valid but semantically unrelated phrase (e.g., “and that is it”) to
the end of a source sentence could severely damage the quality of the trans-
lation. This suggests that the attention mechanisms in NMT models can be
easily distracted, failing to correctly weigh the importance of different parts of
the source sentence and exposing a fundamental weakness in how they model

long-range dependencies.

2.1 Typo Queries

Handling typographical errors (typos) in user queries is a foundational challenge
in IR, representing a natural form of character-level perturbation [9]. Histori-
cally, this was addressed using dictionary-based methods and edit distance met-
rics [3], but the state-of-the-art has since shifted to neural sequence-to-sequence
models. Modern approaches, particularly Transformer architectures like T5,
leverage large-scale, noisy-to-clean text corpora to perform robust grammatical

and spelling correction [12].

While robustness to typos is a crucial first step, it is distinct from robustness
against malicious, character-level adversarial attacks. Character-aware models
such as CharacterBERT have demonstrated strong performance on both tasks,
suggesting a shared underlying requirement [2]. Nevertheless, a key distinction
remains: adversarial examples are intentionally crafted to be worst-case per-
turbations designed to fool models and bypass standard correctors, unlike the
more random and predictable nature of common typos [7]. This necessitates
dedicated research into adversarial defense beyond conventional typo-handling

techniques.

2.2 BERT (Subword) Tokenizers vs. Character-

Based Tokenizers

The choice of tokenizer significantly impacts how a model “sees” text and its

inherent robustness to character-level variations.

+ iThenticate Page 22 of 52 - Integrity Submission Submission ID trn:oid:::3618:100540753



+ iThenticate Page 23 of 52 - Integrity Submission Submission ID trn:0id:::3618:100540753

(18] Chapter 2. Related Works 7

2.2.1 BERT (Subword) Tokenizers (e.g., WordPiece, Byte
Pair Encoding - BPE)

(44) e Mechanism: These tokenizers break words into frequently occurring sub-
word units. For example, “tokenization” might become “token” and “##iza-
tion”. This helps manage vocabulary size, handle rare words (by break-
ing them into known subwords), and share representations among related

words.

e Fragility: A single character change in a word can lead to a completely
different subword segmentation. For instance, “important” might be one
token, but “impotrant” (typo) could be split into “imp”, “##tran” or be-
come an <UNK> (unknown) token if the subword parts are not in the
vocabulary or are rare. This dramatically changes the input representa-

tion for the model.

e “Curse of Tokenization” Research highlights that subword tokenizers can
be sensitive to typos, length variations, and often ignore the internal struc-

ture or compositionality of tokens.

e Out-of-Vocabulary (OOV) for perturbed subwords: Even if a word is
known, a slight misspelling might make its subwords unknown or rare,

leading to poor embeddings.

2.2.2 Character-Based Tokenizers

e Mechanism: Each character is treated as a distinct token. The vocabulary

consists of all possible characters in the language(s) being handled.

e Inherent Typo Tolerance: Typos are just different character sequences;
they don’t create OOV tokens in the same way subword tokenizers might
produce OOV subwords. The model learns representations for individual

characters and their combinations.

e Handling OOV Words: New or rare words are naturally handled as se-

quences of known characters.

e Fine-grained Analysis: Useful for tasks sensitive to spelling or requiring

granular analysis.
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e Improved Robustness to Adversarial Attacks: Several studies suggest that
models using character-level inputs or character embeddings are more ro-
bust to character-level adversarial attacks and spelling errors. For exam-
ple, ByT5[15] (a byte-level T5 model), CharacterBERT[2] and CANINE|[5]

(character-level model) are designed with this principle.

Token-free models like ByT5 and CANINE achieve robustness by completely
removing the traditional subword vocabulary. ByT5 operates directly on raw
UTF-8 bytes, making it inherently immune to out-of-vocabulary errors and or-
thographic tricks like homoglyphs, as visually similar characters have different
byte representations. Similarly, CANINE processes text as a sequence of Uni-
code characters but cleverly uses a downsampling mechanism to summarize
long character sequences into a manageable length for its Transformer, making
it highly efficient. Both models avoid the pitfalls of a fixed tokenizer, allowing

them to handle any text, language, or noise without failure.

In contrast, CharacterBERT uses a hybrid approach that enriches word-level
representations with character-level understanding. It first tokenizes text into
words and then uses a Character-level Convolutional Neural Network (Char-
CNN) to analyze the character composition of each word. This process gener-
ates a robust, character-aware embedding for every word, which is then fed into
a standard BERT architecture. This method allows the model to handle typos
and unknown words gracefully, as it can infer a word’s meaning from its char-
acters rather than mapping it to a generic “unknown” token, thus preserving

vital information.

In summary, prior work has extensively explored both subword and character-
level tokenization strategies to improve robustness against adversarial attacks
and handling of OOV words. While subword models like BERT have shown
strong performance, they remain vulnerable to small perturbations due to their
reliance on token boundaries. On the other hand, character-level models demon-

strate enhanced resilience to typographical errors and adversarial noise.

These insights motivate our exploration of robustness in IR systems through

character-level perturbations and recovery techniques.
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Chapter 3

Proposed Methods

This section outlines the two-stage framework developed to analyze and mitigate
the vulnerability of Neural Ranking Models (NRMs) to adversarial character-
level perturbations. The overall pipeline comprises: (1) a reinforcement learning
agent that strategically introduces minimal yet impactful query perturbations
to degrade ranking quality, and (2) a suite of fine-tuned T5-based models de-
signed to recover the original query from its perturbed version, thereby reducing

adversarial effectiveness.
3.1 Model 1: RL-Based Query Perturbation

1. RL Agent
» PPo. DON, A2c) ® — -

=1

1

1

Takes Action !
1
Observes State'

3. Action

|
]

1

Character Swap or Deletion !

]

1

Pernurbs Query in Environmen |

1

Updates Agent Policy] :
1

2. Environment
Target Ranking Model & Current Query

Generates Reward

4. Reward Signal

+ High ranking change (Kendall's Tau)
+ Perturbing important words (nouns)
- Unnecessary edits (stop words)

FIGURE 3.1: Framework for Model-1
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The first model employs reinforcement learning (RL) to learn optimal character-
level perturbation strategies that can adversarially affect a neural ranker’s per-
formance. Given a query and a black-box access to a target ranking model
(such as MiniLM Cross-Encoder or CharacterBERT), the RL agent perturbs

the query by performing one of a limited set of operations at each timestep.

The choice to constrain the action space was a deliberate design decision aimed
at generating realistic, human-like typos. While a broader set of four character-
level edits—insertion, deletion, substitution, and swap (transposition)—was ini-
tially considered, we opted to focus on deletions and swaps. This is because
random insertions and substitutions can often produce less plausible word forms,
whereas accidental single-character deletions and adjacent character swaps are
highly frequent in genuine user queries. By restricting the action space, we
guide the RL agent to learn the most impactful yet minimally disruptive per-
turbations, ensuring the adversarial examples remain challenging while closely

mimicking natural user behavior.
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Algorithm 1: Training of RL-agents for Minimal Query Pertur-

bation

Require: Query set (), Document set D, Pretrained Ranker R, RL Al-
gorithm A, Timesteps T’
Ensure: Trained RL agent 7*
1: Initialize RL Environment £ with queries () and documents D
2: Initialize RL Agent 7 using A (e.g., DQN, PPO, A2C)
3: fort=1to T do
Sample query q ~ Q)

o

5 Reset environment £ with ¢

6 for each step until max steps do

7 Observe token-level features o; from ¢

8 Choose action a; ~ 7(0;) > Delete or Transpose character
9 Apply a; to get perturbed query ¢

10: Compute ranking lists: r, < R(q, D,), 7 < R(q, D,)

11: Compute Kendall’s 7 shift A7 =1 — 7(ry, 73)

12: Compute edit distance penalty A

il Compute reward:
Rt =10-A7— X

14: Store (o, at, R, 0441) in experience buffer
115 end for

16: Update policy 7 using stored experience

17: end for

18: return Trained agent 7*

The agent is trained using popular RL algorithms such as PPO, DQN, and A2C.
The state consists of the current character-level query string (optionally encoded
with token embeddings), while the action space allows indexed character oper-
ations. The reward function is carefully designed to encourage high-ranking list
changes (measured by Kendall’s Tau shift) while penalizing unnecessary edits
or edits on unimportant tokens (e.g., stop words). Additional positive rewards
are introduced for perturbing content-bearing parts of the query, such as named
entities or nouns. Training proceeds over multiple episodes per query, aiming
to learn perturbations that can degrade the ranker’s output significantly, even

with minor modifications.
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Algorithm 2: Reinforcement Learning Framework for Adversar-

ial Query Generation

1: Input: Query set @, document sets D, ranking model M, RL agents

IT = {7ppo, TDQN, TA2C }-
: Output: Comparative analysis of agent performance in generating adver-

[N)

sarial queries.

3: procedure SETUP

4 Load TREC DL dataset for query-document pairs (@, D).

& Load pre-trained cross-encoder model M;,pk.

6 Define RL environment ‘QueryPerturbationkEnv‘ with:

7 State s;: Feature matrix of the current query (token IDs, POS tags,
etc.).

8: Action a;: Discrete action {Delete Char, Transpose Char}.

9: Reward r;: R = (1 —7) x 20, where 7 is Kendall’s Tau.

10: end procedure

11: procedure EVALUATEAGENTS

12: Initialize results dictionary ‘AllMetrics’.

13: for each agent magent in II do

14: Initialize storage for rewards, 7-shifts, and edit distances.

15: for each query g; € Q over fixed episodes do

16: Reset environment with original query g;.

17: done <+ false.

18: while not done do

19: Observe state s;.

20: Select action a; <— Tagent(5t).

21: Execute a; to get ¢/, s;11, r¢, and done status.

22: // Env calculates r¢ by ranking D; with q; and ¢’ using
M rank-

23: Store metrics (ry, T-shift, edit distance).

24: end while

25: end for

26: Aggregate metrics to compute avg 7-shift, avg edit distance, and

success rate.
27: Store aggregated results in ‘AllMetrics’.
28: end for
29: return ‘AllMetrics’

30: end procedure
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3.2 Model 2: T5-Based Query Recovery

The second model attempts to reverse the adversarial effect introduced by Model
1 by recovering the original query from its perturbed form. For this, a set of
pre-trained and fine-tuned T5 variants are employed, each designed to perform

some form of spelling or grammatical correction.

Algorithm 3: Evaluating Few-Shot Performance of a T5 Correc-
tion Model

1: Input: A T5 model M, its tokenizer T, a dataset D of (perturbed,

original) text pairs.

2: Parameters: Number of prompt examples k. Note: if & = 0, the
evaluation is zero-shot.

Initialize: Load model M and tokenizer T'.

Split dataset D into an example pool D, and a test set Dyt -

Set correct predictions < 0.

for each pair (gpert, Gorig) I Diest dO

Construct a prompt P for gper, optionally including k& examples

from D.y.

8: Generate a predicted correction: gpreqa <— M.generate(T'(P)).

9: if gprea exactly matches guis then

10: correct predictions <— correct predictions + 1

11: end if

12: end for

13: Calculate Accuracy: Accuracy < (correct predictions/|Dyest|) X
100.

(39) 14: Output: The final prediction accuracy of the model.

These models are fine-tuned (where applicable) on noisy-to-clean spelling datasets
and evaluated on their ability to restore the original query such that the result-
ing ranking (using the same NRM) aligns closely with the one generated by the
clean query. Success is measured by the recovery model’s ability to reduce the
adversarial impact (i.e., improving Kendall’s Tau between recovered and origi-
nal rankings). When integrated with the RL model in a pipeline, these recovery

models were shown to reduce the attack success rate.

Together, these two models form a robust adversarial testing and recovery sys-

tem for neural rankers, enabling both targeted attack simulation and defense
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Perturbed Query
(from Model 1)

\J

Model 2: T5 Recovery Models
Pre-trained & fine-tuned T5 variants for
spelling and grammar correction.

\J
Recovered Query

Evaluated by

Neural Ranking Model Original Clean Ranking
(Same NRM as attack phase) (Base]jne}

Recovered R.’IFn king

Compared

Success Metric:
Improved Kendall's Tau
(Reduced Attack Success Rate)

FIGURE 3.2: Framework for Model-2

via automated query restoration.
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Algorithm 4: Compact Pipeline for Evaluating Adversarial

Query Attack and Recovery

10:
11:
12:

: Input: A query set ), a ranking model M., an attack agent magtack,

a recovery model M ccover-
Initialize: Load all models and data. Create an empty list ‘Results’.
for a set number of evaluation runs do
for each original query guiz in ) do
Attack: Generate a perturbed query gpert ¢ Tattack (Gorig)-
Recover: Generate a corrected query grecov <= Mrecover (Qpert)-
Measure Attack: Calculate ranking correlation 7, between
rankings of gorig and gpert.
Measure Recovery: Calculate ranking correlation Tieeov be-

tween rankings of gorig and grecov-

Store key metrics (Tpert, Trecov) il ‘Results’.
end for
end for
Analyze: Aggregate ‘Results’ to compute average attack impact

(Tpert) and recovery effectiveness (Trecov)-

+ iThenticate

13: Output: Final statistics comparing the success of the attack vs. the
defense.
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Stage 1: Perturbation

Query

Model 1: RL-Based
Query Perturbation

[F’erturbed Quer}r]

Stage 2: [Ranking

Meural Ranking Mode|
. (MiniLM, Character BERT) |

Degraded Ranking

Stage 3: Recovery

Model 2: T5-Based
| Query Recovery |
. (T5-Base-Grammarcorrection) |

(Ftecwered Quer'_.fj

FIGURE 3.3: Proposed Framework
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Chapter 4
Experiments

This chapter presents a detailed account of the experiments conducted to inves-
tigate the robustness of neural ranking models under adversarial query pertur-
bations and the potential for recovering original queries from perturbed versions.

The experimental setup is organized into three core components:
e Baseline methods
e Reinforcement Learning-based adversarial query perturbation

e Query recovery and robustness evaluation

4.1 Typo Baselines

To assess the effectiveness of our RL-based attack framework, we compare it
with several baseline methods. These include both naive and heuristic ap-

proaches as well as recovery mechanisms applied post-attack.

4.1.1 Random Typo Baseline

This baseline introduces a random character-level typo in each query. The typo
could be either a deletion or a swap, applied without any optimization. This

method simulates accidental user input errors and serves as a naive benchmark.
e Edit Types: Random delete or swap (one per query).

e Objective: No optimization; purely random.
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4.1.2 Heuristic Typo Generator

This approach uses handcrafted rules based on keyboard proximity or com-
mon spelling mistakes to generate plausible but fixed perturbations. While not

optimized, these typos are more realistic than random edits.
e Edit Types: Substitutions based on QWERTY proximity.

e Objective: Rule-based typo generation.

4.2 Datasets

All experiments are conducted on the TREC Deep Learning 2019 (DIL-2019)
benchmark and TREC Deep Learning 2020 (DL-2020) benchmark queries, which
are based on the MS MARCO Passage dataset. These benchmarks are widely

used for evaluating passage retrieval models in neural IR research.

4.3 Neural Ranking Models

trec-dl-2019 trec-dl-2020
Model ndeg@10 | MAP | pdegaio | MAF
ms-marco-MiniLM-L-6-v2 0.736 0.466 0.744 0.489
CharacterBERT 0.609 0.340 0.586 0.379
CharacterBERT+ST 0.643 0.340 0.606 0.390

TABLE 4.1: Top 1000 documents are retrieved using BM25 and
reranked using the NRMs.

To simulate a real-world neural IR environment, two neural ranking models are
used as black-box rankers for evaluating both perturbation impact and recovery
quality. Both models were used separately to compute ranked lists for original
and perturbed queries, and to measure ranking shifts (e.g., Kendall’s Tau in

this case) as part of the reward function.
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Step 1: Input Pair

Query: "how to bake a cake” ‘ | Document: "Baking a cake is easy..."

Step 2: Subword Tokenization

‘WordPiece Tokenizer

Concatenate with special tokens

| [CLS] ‘ how | to | | [SEP] ‘ Baking | a | | [SEP] \

Step 3] Model Processing

MiniLM Transformer Encoder

rocesses full sequence to produce
single score from the [CLS] token

Relevance Score
(2.9. 0.98)

FIGURE 4.1: Overview of MiniLM

4.3.1 MiniLM Cross-Encoder

e Model: cross-encoder/ms-marco-MiniLLM-L-6-v2

e Architecture: Lightweight transformer with cross-encoder architecture

(query and passage jointly encoded), shown in fig 4.1
e Training: Fine-tuned on MS MARCO passage pairs for relevance ranking

e Purpose: Acts as a baseline neural ranker due to its speed and reasonable

performance

4.3.2 Fine-tuned CharacterBERT

e Model: A CharacterBERT checkpoint fine-tuned on MS MARCO-style
passage ranking|16|

e Architecture: Character-level transformer that processes words using char-

acter convolutional embeddings, shown in fig 4.2
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FIGURE 4.2: Overview of CharacterBERT
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e Strengths: More resilient to character-level perturbations (e.g., typos),

making it ideal for robustness testing

e Purpose: Used to evaluate whether character-aware models are inherently

more robust to adversarial queries

CharacterBERT with Self-Teaching

To create an even more robust version of the CharacterBERT ranker, we also
evaluated a variant trained with Self-Teaching (ST), a technique proposed by
Zhuang and Zuccon (2022) [16]. This method is a novel adversarial training

strategy designed specifically to make dense retrievers resilient to typos.

Inputs

Passages (p)
Original Query (a) - Positive: Tyno Query (a)
- Hard Negatives

Sharedl Encodgr

CharacterBERT
(Teacher Stream)

CharacterBERT 44—
(Student Stream) -

Output Distributions

A\
Original Query Typo Query

Score Distribution Score Distribution

1

1

1

1

Teacher
Ground Truth|Labels : (no gradients) Student

i
Loss Calculation
\J
Supervision Loss KL-Divergence Loss
(Standard Ranking Loss) (Forces distributions to match)

FIGURE 4.3: CharacterBERT+ST

The core idea of Self-Teaching is inspired by knowledge distillation, but with a
key difference: the model acts as its own teacher. During training, for each clean
query, a corresponding version with a synthetic typo is generated. The model
is then trained not only on the standard ranking task but also to minimize the
difference (measured by KL-divergence) between the ranking score distribution
produced by the clean query and the one produced by its typo-ridden counter-
part. This process, shown in fig 4.3 effectively forces the model to learn query
representations that are invariant to the presence of typos, thereby enhancing

its robustness beyond its inherent architectural advantages.
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4.4 Reinforcement Learning Based Query Per-

turbation

4.4.1 RL Environment Design

e States- Each state corresponds to a tokenized form of the input query at
a specific step in the perturbation process. For character-level perturba-
tion, this is represented as a sequence of characters along with a pointer

indicating the current character under consideration.

e Action Space- The action space is deliberately constrained to reflect natu-
ral human errors, ensuring realism: Swap: Swap two adjacent characters.
Delete: Delete a single character. These actions are minimal and help
maintain the query’s semantic proximity to the original, making pertur-

bations harder to detect while still impactful.

e Reward Function- The reward function is designed to encourage significant
changes in the ranked list using Kendall’s Tau distance or nDCG shift.
Penalizing unnecessary or excessive perturbations, optionally incorporate
linguistic knowledge, e.g.: Penalizing edits to stop words, rewarding per-
turbation of nouns, named entities, adjectives/adverbs. Reward function
variants were tested across experiments, showing that task-aware rewards

lead to more effective perturbations.

4.4.2 RL Algorithms

Three popular RL methods have been used for experiments:

e PPO (Proximal Policy Optimization): A policy-gradient method known
for its stability.

e DQN (Deep Q-Network): A value-based method suited for discrete action

spaces.

e A2C (Advantage Actor-Critic): A hybrid actor-critic approach offering a

balance between exploration and stability.

Each agent is trained over tens of thousands of time steps (up to 50,000), with

training convergence validated across three random seeds.
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4.4.3 Training Setup

e Training Queries: TREC DL 2019 (43 queries from MS MARCO, via

ir-datasets)
e Test Queries: TREC DL 2020 (54 queries)

e Ranking Models Used: MiniLM Cross-Encoder (cross-encoder/ms-marco-
MiniLM-L-6-v2) and a fine-tuned CharacterBERT checkpoint.

The neural rankers serve as black-box oracles to evaluate ranking list changes,

i.e., the RL agents do not access internal representations or gradients.

4.4.4 Results and Observations

Robustness Evaluation of MiniLM

Reward Strategy PPO | DQN | A2C
Rewards only for Tau Shift 86.90 | 83.63 | 81.56
+ Penalty for Perturbing Stop Words 87.10 | 85.31 | 86.09
+ Reward for Perturbing Named Entities (NE) | 87.37 | 86.37 | 89.37
+ Reward for Perturbing Nouns 87.12 | 90.00 | 90.08
+ Reward for Adjectives and Adverbs 88.18 | 89.93 | 88.63

TABLE 4.2: Percentage of cases in TREC DL 2020 queries for
which RL agents induced a Kendall’s Tau shift > 0.5 on MiniLM
Cross-Encoder with various reward strategies .

The impact of each reward strategy4.2 was evaluated on the TREC DL 2020
test queries. The results demonstrate a clear trend: agents trained with more
linguistically informed and selective reward functions consistently outperformed
those trained with simpler objectives. Notably, the inclusion of positive rewards
for perturbing named entities and nouns yielded the highest performance. In
particular, the DQN and A2C agents both surpassed 90% success rate in gener-
ating perturbations that caused a Tau shift greater than 0.5, showcasing their

effectiveness in targeting semantically crucial query components.

Interestingly, PPO showed stable improvement with increasing reward com-
plexity but peaked slightly earlier than the others, with its best performance
(88.18%) under the most comprehensive reward scheme that included bonuses
for adjective and adverb modifications. This suggests that while PPO benefits
from richer rewards, its learning dynamics might be more sensitive to over-
specification than DQN or A2C.
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Robustness Evaluation of CharacterBERT

To investigate whether perturbations generated by reinforcement learning agents
trained on one ranking model (MiniLM) could generalize to disrupt another
model (CharacterBERT), a cross-model evaluation was conducted. A finetuned
CharacterBERT model and its self-taught variant|16] were chosen due to its
architectural robustness and character-level encoding, which is expected to be

resilient to minor typographical errors.

Models PPO | DQN | A2C
CharacterBERT 37.64 | 39.70 | 39.94
CharacterBERT+st | 12.54 | 13.23 | 13.78

TABLE 4.3: Percentage of cases in TREC DL 2020 queries where
the best RL agents induced a Kendall’s Tau shift > 0.5 on Char-
acterBERT rankings.

In this setup, three best performed RL agents of PPO, DQN, and A2C—were
applied to the TREC DL 2020 queries. These agents had previously been trained
to generate realistic character-level perturbations (via swaps and deletions) with
the goal of maximizing ranking disruption on a different neural ranker. The
agents were not retrained for CharacterBERT, allowing this evaluation to mea-

sure true transferability of adversarial skill across ranking architectures.

Query Correction and Recovery

To evaluate the robustness of neural ranking systems under adversarial query
perturbations, a recovery pipeline was introduced. The pipeline aimed to reverse
the effects of character-level perturbations generated by reinforcement learning
(RL) agents such as PPO, DQN, and A2C. These perturbations were specifically
designed to disrupt ranking lists by minimally editing the original query at the

character level, through operations like deletion and swap.

To mitigate this effect and attempt reconstruction of the original query, a set of
pretrained language models focused on spelling and grammar correction were
employed. These models were chosen due to their ability to generalize over

noisy and typo-ridden text and included:
e ai-forever/T5-large-spell
e oliverguhr/spelling-correction-english-base
e vennify /t5-base-grammar-correction

e willwade/t5-small-spoken-typo
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e ai-forever/sage-mt5h-large

Each model was independently applied to the adversarially perturbed queries,
and subsequently combined with the respective RL agents to evaluate recovery
success. The outputs of these models were re-ranked using the original neural
rankers, and Kendall’s Tau was used to compute the similarity between the

original and recovered ranked lists.

Submission ID trn:0id:::3618:100540753

Recovery Model PPO (%) | DQN (%) | A2C (%)
T5-large-spell 63.50 66.75 65.30
spelling-correction-english-base 55.15 57.75 56.90
tH-base-grammar-correction 76.25 75.15 76.66
t5-small-spoken-typo 62.50 63.90 63.75
sage-mtb-large 52.90 54.75 54.15

TABLE 4.4: Reduction in adversarial success rate for MiniLM

Cross-Encoder after applying query recovery models

The results demonstrated that some of the individual recovery models were able
to reduce the average attack success rate from over 88% (for MiniLM-based
rankings) to approximately 53%. In case of CharacterBERT the average attack
success rate from over 39% (for MiniLM-based rankings) to approximately 12%

indicating that a significant fraction of adversarial effects were neutralized.

Recovery Model PPO (%) | DQN (%) | A2C (%)
Th-large-spell 12.75 12.75 12.78
spelling-correction-english-base 14.90 15.25 15.25
thH-base-grammar-correction 37.65 36.5 38.5
th-small-spoken-typo 12.35 12.7 13.15
sage-mto-large 11.65 12.5 12.7

TABLE 4.5: Reduction in adversarial success rate for Character-
BERT after applying query recovery models

+ iThenticate

It was also observed that recovery had the most pronounced effect when the
perturbed tokens involved proper nouns or critical content terms. In such cases,
even partial restoration of the original token drastically reduced the ranking list
disruption. However, full recovery was still challenging in queries where context

or semantics were heavily altered by the perturbation.
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4.5 Implementation Details

4.5.1 Dataset and Preprocessing

The TREC DL 2019 and 2020 subset of the MS MARCO passage ranking
dataset has been used, accessed through the ir_datasets library. The following

preprocessing steps have been performed:
e 43 queries have been allocated for training, and 54 for evaluation.
e For testing each query has been tested for 50 times.

e For each query, the top 25 passages from qrels have been selected and

reranked.

4.5.2 Neural Ranking Model

e MiniLM: The cross-encoder/ms-marco-MinilM-L-6-v2 model has been
employed as the primary neural ranker for both training the reinforcement

learning agents and computing ranking metrics such as Kendall’s Tau.

e CharacterBERT: A fine-tuned CharacterBERT checkpoint has been
used during the testing phase to assess the robustness of the perturbed
and recovered queries under different ranking architectures. Character-
BERT is known to be more resilient to character-level noise, making it

suitable for testing query perturbation and recovery efficacy.

4.5.3 Environment Design

The environment has been implemented using the OpenAI Gym interface, with
each query representing an episode. It has been configured to support multi-step
interactions, combining token-level observations with character-level perturba-

tions.

Observation Space

Each query has been represented as a 20 x 4 matrix comprising:
e Normalized token ID
e Stopword flag (binary)

e Named Entity (NE) flag (binary)

e Part-of-Speech (POS) flag (for NOUN, ADJ, ADV)
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Padding with zero vectors has been applied to shorter queries.

Action Space
A discrete action space has been defined, comprising:
1. Delete: One character has been deleted at a random position.

2. Transpose: Two adjacent characters have been swapped.

Reward Function

The reward has been computed based on Kendall’s Tau (7) between the original

and perturbed query’s ranked lists:
Reward = (1 — 7) x 20 (4.1)

This formulation has incentivized greater ranking changes with minimal per-

turbation.

4.5.4 Reinforcement Learning Setup

Reinforcement learning agents have been trained using implementations from
the Stable Baselines3 library, specifically PPO, DQN, and A2C.

TABLE 4.6: Common Training Hyperparameters

Parameter Value

Total Timesteps 300,000

Max Steps / Episode 5

Discount Factor (7) 0.99
Learning Rate 3 x 1074
Environment Type DummyVecEnv

Batch Size (PPO/A2C) 64
Replay Buffer Size (DQN) 100,000

Algorithm-Specific Settings

PPO has been configured with n__steps = 2048, clip_range = 0.2, ent _coef =
0.01, gae lambda = 0.95.

DQN has been set up with buf fer size = 100,000, learning _starts = 1000,
exploration _ fraction = 0.1, exploration _ final eps = 0.02, target _update interval =

500.

A2C has used n_steps =5, vf coef =0.5, ent _coef = 0.01.
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4.5.5 Training Time

Training has been conducted on a machine equipped with an NVIDIA RTX
A5000 GPU (24 GB VRAM). The approximate durations required for training

each agent have been summarized in Table 4.7.

TABLE 4.7: Training Time Per Agent

Agent

Time (minutes)

PPO
DQN
A2C

~ 450
~ 380
~ 450

4.5.6 Tb-based Query Recovery Model

To reconstruct the original query from its perturbed version, T5-based sequence-

to-sequence models have been used.

Evaluation of the recovery model has been conducted using;:

e Levenshtein Distance: To quantify surface-level similarity between the

recovered and original queries.

e Kendall’s Tau: To measure whether the ranking induced by the recov-

ered query aligns with that of the original.
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Chapter 5

Conclusions and Future Work

5.1 Conclusions and Inferences

Based on the comprehensive evaluation of adversarial attacks and defenses on
neural ranking models, several key conclusions can be drawn. These points
collectively highlight the vulnerabilities of modern rankers, the effectiveness of
the proposed attack framework, and the practical viability of a novel defense

pipeline.

5.1.1 Linguistically-Informed Attacks are Significantly More
Effective:

The experiments on MiniLLM clearly show that a naive attack strategy is subop-
timal. While an RL agent rewarded simply for any rank disruption (Kendall’s
Tau shift) can succeed, its performance is dramatically amplified by incorpo-
rating linguistic knowledge. By explicitly rewarding agents for perturbing high-
value words like named entities and nouns, the attack success rate for A2C and
DQN agents surpassed 90%. This suggests that the most potent adversarial
attacks are not random but are targeted strikes on the semantic core of a query,

which these agents learned to identify and exploit.

5.1.2 CharacterBERT Demonstrates Inherent Robustness,

but is Not Immune:

The cross-model evaluation confirms the design principles behind character-
aware models. As hypothesized, CharacterBERT is significantly more robust to
character-level perturbations than the subword-based MiniLM, with the attack
success rate dropping from nearly 90% to around 40% (for Top-25 lists). This

resilience stems from its ability to process character sequences directly, making
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it less susceptible to simple typographical manipulations. However, the fact
that the success rate is still substantial indicates that inherent architectural ro-
bustness alone is not a complete defense, especially against attacks that degrade

meaning. Below could ve one possible explanation for this:

vulnerable to perturbations involving spaces

The fundamental reason CharacterBERT fails on space-related perturbations is
that its robustness is entirely dependent on a correct initial word tokenization
step that happens before any character-level analysis takes place. The model’s
core assumption is that it knows what constitutes a “word". Attacks that vio-
late this assumption break the model’s workflow from the very beginning.

Token Fragmentation (Swapping with a Space) occurs when a space is intro-

duced into a word:

e For the input “how long does it take to remove wisdom tooth”, the whites-
pace tokenizer first splits the string into a list of three tokens: [how’,
‘long’, ‘does’, ‘it’, ‘take’; ‘to’, ‘remove’, ‘wisdom’; ‘tooth’]. The Character-
CNN then processes each of these words independently to generate three

robust embeddings.

e Consider the perturbed query “how long does it take to remove wisdo

mtooth” (swapping ‘m’ and the space).

e The initial tokenizer no longer sees the token “wisdo” or “tooth”. It
sees [‘wisdo”, “mtooth”|. The Character-CNN now receives “wisdo” and
“mtooth” as two separate, distinct tokens. It will generate a perfect em-
bedding for the token “wisdo” and a perfect embedding for the token
“mtooth”, but it never gets to analyze the intended words “wisdom” and
“tooth” as the complete words. The semantic meaning is lost before the

character-level processing can even provide its benefit.

Token Fusion (Deleting a Space) occurs when a space between two words is

removed.

e Normal Operation: For “definition of laudable”, the tokenizer produces
[‘definition’, ‘of’, ‘laudable’]. The Character-CNN processes ‘definition’,

‘of” and ‘laudable’ separately.
e Adversarial Attack: Consider the perturbed query “definition oflaudable”.

e Why it Fails: The initial tokenizer now sees only two tokens: ‘definition’,

‘oflaudable’. It passes this new, long, and likely out-of-vocabulary word
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to the Character-CNN. While the CNN can process its characters, it’s
analyzing a nonsensical word that it has almost certainly never encoun-
tered during training. The resulting embedding may not represent the
combined meaning of ‘of’ and ‘laudable’; it will represent an arbitrary
vector for a novel string of characters, causing the model’s understanding

to collapse.

In summary, CharacterBERT is only robust to character perturbations within
the boundaries of a word. Its vulnerability is its architectural dependency on a
preliminary, non-robust word tokenizer. Adversarial attacks that add or remove
spaces don’t target the sophisticated character-level components; they target

this much simpler and more fragile pre-processing step. This is the key difference

Step 1: Character Encoding & Embedding

Input: "Query with a typo”
Qfufe[r[y[ [w]i[e|n] [a] [¢]v[o]e
| Character Embeddings

: Long Sequence of Character Embeddings

Step 2: Efficient Processing

Downsampling
(e.g., Strided Convolution)

Creates summarized seguence

| Embl' | Emb2 IErnb3' | | EmbN' ‘

Deep Transformer Encoder
(For per-character tasks)

Upsampling

Step 3: Fipal Output

Final Contextualized
Character Representations

FIGURE 5.1: Overview of token-free Models

between a hybrid model like CharacterBERT and a truly token-free model 5.1
like CANINE or ByT5, which would handle these cases better because they
process the entire input as a single stream of characters/bytes from the start,

without a separate word tokenization step.
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5.1.3 Adversarial Skills are Transferable Across Diverse

Architectures:

A crucial finding is that the adversarial strategies learned on MiniLM were
effective against CharacterBERT without any retraining. This demonstrates
a high degree of transferability, suggesting the RL agents learned to exploit
fundamental vulnerabilities in how neural models interpret textual meaning,
rather than just overfitting to the weaknesses of a specific architecture. This
has broader implications for the security of IR models, as it implies that an
adversary could train an attack on a public model and deploy it effectively

against a proprietary, black-box model with a different architecture.

5.1.4 Pre-trained Correction Models Offer an Efficient Al-

ternative to Complex Defenses:

Many existing studies [16] propose computationally intensive methods like ad-
versarial training, data augmentation, or self-teaching to build robust models.
This work demonstrates a more efficient and practical alternative. By simply
integrating off-the-shelf, pre-trained Tbh-based correction models into a post-
processing pipeline, we achieved a significant reduction in the adversarial suc-
cess rate-from over 38% down to ~ 12% for CharacterBERT.

Models PPO | DQN | A2C
CharacterBERT+recovery model | 11.65 | 12.5 12.7
CharacterBERT+self teaching 12.54 | 13.23 | 13.78

TABLE 5.1: Percentage of cases in TREC DL 2020 queries where
the best RL agents induced a Kendall’s Tau shift > 0.5 on Char-
acterBERT rankings.

This result is comparable to those achieved through explicit defensive training
but is accomplished without the need for costly model fine-tuning or modifica-

tion, presenting a highly practical and modular defense strategy.

5.1.5 Recovery is Most Effective on High-Impact Pertur-

bations:
A key insight from the recovery experiments is that the defense is strongest
where the attack is most potent. The T5 models were most successful at cor-

recting perturbations involving critical content terms and proper nouns—the

very same terms the RL agents found most effective to attack. This creates
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an interesting dynamic: while these words are high-value targets for attackers,
their semantic and orthographic uniqueness also makes them easier for a power-
ful language model to recognize and restore. This suggests that future defenses
could be optimized by focusing resources on identifying and correcting these

specific types of words.

5.1.6 A Clear Trade-off Exists Between Agent Complexity

and Reward Design:

The results reveal a nuanced relationship between the choice of RL algorithm
and the design of the reward function. While the A2C and DQN agents achieved
peak performance by focusing on high-impact semantic components (nouns and
named entities), the PPO agent’s best performance (88.18%) was achieved with
the most complex reward function that also included adjectives and adverbs.
This suggests that different RL algorithms have varying capacities to leverage
complex reward signals, and that a more sophisticated agent like PPO might

be able to find effective, subtle attack vectors that simpler agents miss.

5.2 Future Work

While this study provides key insights into the vulnerability and recoverability
of neural rankers under character-level adversarial attacks, several promising

directions remain for future exploration:

1. Extension to Token-Level and Semantic Attacks: The current work
focuses on character-level perturbations such as deletions and swaps. Future re-
search can extend this to more sophisticated token-level or semantically mislead-
ing perturbations (e.g., synonym substitution or paraphrasing), which might be

harder to detect and recover from using spelling-based correctors.

2. Adversarial Training for Robustness: One proactive defense strategy
is adversarial training, where models are fine-tuned using perturbed queries
generated during RL attacks. This could help the rankers learn to ignore or
adapt to such distortions, improving their inherent robustness without external

recovery modules.

3. future Rerankers: Our analysis revealed that while CharacterBERT is
robust to intra-word perturbations, its reliance on a preliminary whitespace
tokenizer makes it vulnerable to attacks involving the deletion or insertion of

spaces. This dependency on correct word segmentation is a critical failure point.
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A promising direction for future research is to mitigate this by employing truly
token-free models, such as ByT5 [15] or CANINE [5], in a reranking capacity.
These models process text as a raw stream of bytes or characters from the outset,
completely bypassing the concept of word boundaries. They could be adapted
to function as highly robust cross-encoder style rerankers. In this setup, a query
and a candidate document would be concatenated into a single input sequence,
separated by a special token. This combined stream would then be fed into
the token-free model to produce a single, highly-contextualized relevance score.
The key advantage of this approach would be its resilience to a wider class of
perturbations, as it would be immune not only to character swaps within words

but also to structural attacks that merge or split tokens by manipulating spaces.

4. User-Centric Evaluation and Usability: An important direction is to
study the impact of real-world query noise (e.g., from voice input or mobile typ-
ing) and measure user satisfaction post-recovery. This could help bridge the gap

between adversarial robustness research and practical IR system deployment.
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