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Abstract

Recent advances in generative AI have significantly improved the abil-
ity to create photorealistic synthetic images, including so-called deep-
fakes, raising concerns about misinformation and the erosion of trust
in digital media. Ensuring the integrity and authenticity of images, es-
pecially in sensitive domains like journalism, is thus increasingly crit-
ical. Existing solutions such as the C2PA (Content Provenance and
Authenticity) framework provide origin verification through camera-
generated digital signatures, but fail to account for image modifications
that invalidate these signatures. To address this limitation, we propose
a zero-knowledge approach to verifiable image editing that preserves
both integrity and privacy.

This system, ZK-IPV, introduces a practical framework for transform-
ing high-resolution images using zero-knowledge succinct non-interactive
arguments of knowledge (zk-SNARKs). ZK-IPV enables developers to
specify permissible image transformations, which are then automati-
cally compiled into zk-SNARK circuits. These circuits verify that ed-
its conform to approved operations while concealing the original im-
age content. Furthermore, ZK-IPV supports composable transforma-
tions and efficient hashing within proofs, enabling scalable verification
pipelines even on commodity hardware.

We also formalize the protocol in which an editor can prove that a
publicly shared image is derived from a signed original through an au-
thorized transformation, without revealing the original image. This is
achieved by demonstrating knowledge of a valid signature and orig-
inal image such that the verified transformation results in the shared
output. Our approach thus extends the C2PA framework with privacy-
preserving guarantees and post-edit authentication, contributing to the
broader goal of trustworthy digital content verification.

Keywords: Deepfakes, C2PA, zk-SNARKs, Recursive proof, Verifiable
image editing, Composable transformations
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Chapter 1

Introduction

1.1 Motivation

The widespread availability of generative AI tools has significantly compli-
cated efforts to verify the authenticity and origin of digital media. With the
capability to generate highly realistic synthetic content now accessible to ev-
eryday users through consumer-grade GPUs and open-source software such
as DeepFaceLab‘[3], discerning real from fake has become increasingly diffi-
cult. Moreover, commercial AI models like Midjourney [4], DALL·E [2], and
Stability AI [9] are available via low-cost subscriptions, enabling the easy
creation of synthetic images that can convincingly mimic authentic media.

This growing ease of content manipulation has led to real-world controver-
sies. A well-known example occurred in 2023 [28], when an artist withdrew
from the Sony World Photography Award after revealing that their submis-
sion was entirely AI-generated. Such incidents underscore the urgency of
developing reliable mechanisms for verifying the authenticity and prove-
nance of digital content.

In response, major tech companies and research institutions have ramped up
their efforts to detect deepfakes and other AI-generated media [37, 40, 47].
Many of these initiatives focus on training models to identify visual inconsis-
tencies or forensic traces typical of synthetic generation. Others explore em-
bedding invisible digital watermarks to signal an image’s origin [49, 30, 45].
However, even the most advanced deepfake detection systems today demon-
strate a performance gap when compared to the rapidly evolving generative
models, making them unreliable for high-stakes or real-world deployment.

An alternative approach involves embedding cryptographically signed meta-
data—such as capture time, location, and device information—directly into
digital images. The Coalition for Content Provenance and Authenticity
(C2PA) [7] has spearheaded this strategy, proposing a standardized frame-
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1. Introduction

work for tracking and verifying the entire lifecycle of an image. Under the
C2PA protocol, a camera can sign captured media at the point of creation,
and any subsequent edits performed through approved software are also
logged and re-signed, forming a verifiable chain of custody. Tools such as
Truepic [10] and applications like Adobe Photoshop have begun integrating
these features, and camera manufacturers like Leica [36] and Sony [48] are
developing devices with secure signing capabilities built in, often utilizing
Trusted Execution Environments (TEEs) [31] to protect private keys.

However, this reliance on trusted software and hardware introduces new
vulnerabilities [39, 41, 42, 43, 46]. If the editing software or TEE is com-
promised, so too is the integrity of the media it processes. Furthermore,
the privacy of the content creator may be at risk, as current implementa-
tions often require disclosure of sensitive metadata to third parties. Another
complication arises from the need to re-sign images after even minor, per-
missible edits—such as cropping or resizing—which invalidates the original
signature.The Associated Press published a list of acceptable edits [12] that
do not fundamentally alter the content of the photo.

To address these limitations, recent work has explored cryptographic tech-
niques such as Succinct Non-Interactive Arguments of Knowledge (SNARKs) [33,
44, 23]. These allow for the creation of short, publicly verifiable proofs that
certain transformations have been applied to an image without exposing the
original data or requiring trust in any intermediary party. Unlike the C2PA
model, SNARK-based approaches eliminate the need for trusted software
during the verification process.

In this thesis, we propose the concept of glass-to-glass security, which aims
to ensure the authenticity of digital media from the moment it is captured
(via the camera lens) to its final display on a user’s screen. This model
seeks to provide strong guarantees of content integrity without relying on
external software, human verifiers, or publishers, enabling end-users to in-
dependently assess whether (i) an image was originally captured by a com-
pliant device, (ii) only allowable modifications were made, and (iii) critical
metadata remains intact.

1.2 Objectives and Contributions

In this thesis, we introduce zkIPV (ero-Knowledge Proofs for Image Provenance
Verification), a system that leverages succinct zero-knowledge arguments
(zk-SNARKs) [17] to prove that an image has undergone authorized mod-
ifications while preserving its authenticity. By employing zero-knowledge
proofs, zkIPV enables public verification of image provenance without re-
vealing sensitive information removed during edits. This approach ad-
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1.2. Objectives and Contributions

dresses key shortcomings in current signature-based systems like C2PA, par-
ticularly the need to trust intermediaries or software in the editing pipeline.

Zero-knowledge proofs allow a verifier to confirm that an edited image orig-
inates from a signed original and that only allowable transformations—such
as cropping or blurring—were applied. These proofs remain succinct and
efficient, enabling integration with browsers or news readers for automatic
verification.

Previous work, including PhotoProof [44] and later optimization efforts,
demonstrated the theoretical feasibility of such proof systems, but were lim-
ited in scale. Their systems operated on images far smaller than typical
photos from modern high-resolution cameras, which commonly exceed 30
megapixels (MP). zkIPV addresses this gap by producing zk-SNARKs for
full-resolution images, achieving practical performance on data sizes up-
wards of 90MB.

The core functionality of zkIPV is defined by a protocol between a prover
(e.g., an editor) and a verifier (e.g., an end user). Given a publicly available
image x, and a known editing function f , the prover demonstrates that there
exists an original image w and a digital signature σ such that:

f (w) = x and SigVerify(vk, w, σ) = 1

where vk is the public verification key corresponding to the signer.

A major technical hurdle in this process is constructing zk-SNARK circuits
capable of verifying the digital signature on a large image file. In traditional
schemes, proving the correctness of hashing such a large input—particularly
using standard cryptographic hashes like SHA-256—is computationally pro-
hibitive in zk circuits due to their complex non-linear operations.

To tackle this, zkIPV introduces two signing modes based on the computa-
tional capability of the signer:

Mode 1: Lightweight Signing for Resource-Constrained Devices

For environments such as digital cameras with limited compute power, we
use a lattice-based collision-resistant hash function to compress the im-
age into a digest. This intermediate result is then further reduced with
a SNARK-friendly hash like Poseidon before being signed. This layered
approach enables efficient proof generation within zk-SNARKs, even for
large image data, as lattice-based operations are significantly more SNARK-
compatible than traditional cryptographic hash functions.
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1. Introduction

Mode 2: Optimized Proving for High-Power Signers

For cases where the signer is a powerful entity (e.g., a cloud provider or
an AI company), we utilize polynomial commitments over the image data,
which are then signed. This allows us to restructure the proof so that the
zk-SNARK only verifies the transformation function without needing to re-
verify the signature inside the circuit. This significantly reduces the proving
overhead for editors.

Implementation and Performance

We implemented zkIPV in two main parts: the signature proof system and
the editing proof logic using the Plonky2 framework. Furthermore, when
leveraging the powerful signer mode, editors can prove image edits in under
five minutes, making the system feasible for real-world newsrooms.

While our work focuses on photo editing, the underlying cryptographic
techniques are more broadly applicable to any scenario requiring verifiable
transformation of signed data—such as authenticated medical or financial
records. Alternative designs, such as redactable or homomorphic signa-
tures, offer potential benefits but lack the generality or practicality needed
for complex edits like resizing, contrast adjustment, or selective blurring.
zkIPV, by contrast, supports these transformations while preserving user
privacy and verification integrity.

Alternative Approaches

An alternate path to enabling verifiable edits involves redactable or homo-
morphic signatures [32, 25, 20, 29]. These allow transformations such that a
signature on the original data can be converted into a signature on the edited
version. While redactable signatures are efficient for basic transformations
like cropping, they cannot accommodate complex edits such as blurring,
resizing, or tone adjustments. zkIPV supports such edits—for example, bi-
linear interpolation used for resizing in Adobe Photoshop [11]—which go
beyond the capabilities of redactable or homomorphic signatures. More-
over, some transformations require information not known at signing time
(e.g., resize dimensions), making pre-signing impractical. For these reasons,
zkIPV offers a more general and practical solution.

1.3 Organizations

In Chapter 2, we present the necessary background to understand our work,
focusing particularly on cryptographic image provenance techniques, the
C2PA standard, and succinct zero-knowledge proofs (zk-SNARKs). In Chap-
ter 3, we present a unified view of zero-knowledge proof (ZKP) systems and
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1.3. Organizations

their use in secure image provenance. We survey general-purpose ZKPs
such as Groth16, Halo2, and Plonky2, comparing them by proof size, prov-
ing time, verification time, and scalability. Our analysis identifies trade-
offs relevant to high-resolution image workflows. We then outline the core
components needed to construct a ZKP system for verifying authorized im-
age transformations. These include the cryptographic assumptions, wit-
ness structure (original image and digital signature), and circuit designs for
transformations like cropping, blurring, and resizing. We also evaluate the
computational costs of encoding these operations in zk-SNARK circuits. Fi-
nally, we describe our prototype implementation, supporting two modes:
one for constrained signers (e.g., cameras) and another for powerful plat-
forms (e.g., OpenAI). It features a custom hashing scheme for large images
and integrates signature verification with transformation logic. We walk
through the full workflow—from image capture to proof generation and
verification—demonstrating the system’s practicality and scalability.

In Chapter 4, we discuss complete implementation considerations, includ-
ing memory bottlenecks, usability trade-offs, and limitations of our current
approach. We also explore how our design generalizes to other signed data
domains, such as verifiable health or financial records.

Chapter 5 reviews related work, covering previous efforts in zero-knowledge
photo editing, provenance standards. We highlight where our contributions
fit within and extend this landscape.

Finally, in Chapter 6, we summarize our main contributions, reflect on the
practical feasibility of zk-SNARKs for image provenance at scale, and pro-
pose directions for future research, including optimizations, broader deploy-
ment strategies, and support for additional transformation types.
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Chapter 2

Background

In this chapter, we introduce the theoretical background of our work with a
particular focus on the zero-knowledge proofs.

Terminology used here

Notation Description

α, β Pixel matrices of the original and transformed images, respec-
tively.

α{R|G|B} Red, Green, and Blue color planes of image α.
αi, βi i-th row of images α and β.
αi,j Pixel value at row i, column j of image α.
H Poseidon hash function, H : Z2

p → Zp.
Hσ Hash value of an entire image row with n pixels:

Hσ : Zn
p → Zp

fT Transformation function: β← fT(α, Uin).
D1, D2 Kernel matrices used in convolution operations.
Op Merkle proof checker Op : Zq → {0, 1}, takes as input a Merkle

path, root, and additional values to open a commitment at a leaf.
Vsig Signature verification function: Vsig : Z3

q → {0, 1}, which veri-
fies a signature against a message and public key.

2.1 Digital Signatures

A digital signature scheme S is a triple of efficient algorithms (KGen,Sign,Vf)
such that:

7



2. Background

• KGen(1λ) → (sk, vk), where sk is the secret signing key and vk is the
public verification key.

• Sign(sk, m)→ σ, where σ is a signature on message m.

• Vf(vk, m, σ)→ 0/1, where 0 implies rejection and 1 implies acceptance.

We say that a signature scheme is secure if it is existentially unforgeable
under a chosen message attack [21]. Digital signatures in practice are imple-
mented as a two step process: first hash the data using a collision-resistant
hash and then sign the hash.

For a signature scheme SIG to be existentially unforgeable under a chosen
message attack, every efficient adversary A with access to the verification
key vk, and a signing oracle that for messages of its choice, should not be
able to produce a signature on a new message m∗ for which A has not
queried the signing oracle. The advantage of the adversary A in the corre-
sponding security game with security parameter λ is Adveuf

SIG(λ).

2.2 Commitment Schemes

A commitment scheme enables a party to commit to a value x ∈ X by
producing a commitment string com. The commitment should be hiding
and binding. More precisely, a commitment scheme C = (setup, commit) is
a pair of PPT algorithms:

• setup(1λ)→ pp, where pp are public parameters for the scheme

• commit(pp, x, r) → com, where com is a commitment to a message
x ∈ X with randomness r ∈ RC

To open the commitment com, the committer reveals x and r and the verifier
accepts if commit(x, r) = com. In some cases the setup algorithm is trivial
in which case we say that the commitment scheme is just the algorithm
commit(x, r)→ com.

Polynomial commitments. A polynomial commitment scheme [34] lets a
prover commit to a polynomial f ∈ F[X] of bounded degree d. Additionally,
the committer can provide an evaluation proof for the committed polyno-
mial at any point x ∈ F. More precisely, a polynomial commitment scheme
C is a tuple of four efficient algorithms C = (setup, commit, open,Vf) such
that:

• setup(1λ, d) → pp, where pp are public parameters to commit to a
polynomial of degree at most d.

• commit(pp, f , r) → com, where com is a commitment to a polynomial
f ∈ F[X] of degree at most d using randomness r ∈ RC.

8



2.2. Commitment Schemes

• open(pp, f , x, r)→ (π, y), where π is an opening proof that proves that
f (x) = y.

• Vf(pp, com, x, y, π) → 0/1, where 0 implies rejection and 1 implies
acceptance.

A polynomial commitment scheme must be correct, evaluation binding, and
optionally hiding. We defer these definitions to Appendix A.2. The KZG
polynomial commitment scheme [34] is built from pairings. Another poly-
nomial commitment scheme is built from the Fast Reed Solomon IOP of
Proximity (FRI IOPP) protocol [14] using a collision resistant hash function.

We define the hiding and binding security property for commitment schemes
below:

• Hiding: for every PPT adversary A, there exists a negligible function
ν(·):

Pr

b′ ̸= b :

pp← setup(1λ)
(x0, x1)← A(pp)
b← {0, 1}
r ← Rc
c← commit(pp, xb, r)
b′ ← A(c)

 ≤
1
2
+ ν(λ) (2.1)

• Binding: for every PPT adversary A the following probability is neg-
ligible

Advbind
A (λ) = Pr[commit(pp, x, r) = commit(pp, x′, r′)] (2.2)

where pp← setup(1λ) and (x, x′, r, r′)← A(pp).

We define correctness, evaluation binding, and hiding for a polynomial com-
mitment scheme below.

• Correctness: for all λ, d ∈ N, all f ∈ F[X] of degree at most d, the
following probability is 1:

Pr

Vf(pp, com, x, y, π) = 1 :

pp← setup(1λ, d)
r ← Rc
com← commit(pp, f , r)
(x, y)← open(pp, f , x, π)

 (2.3)

9



2. Background

• Evaluation Binding: it is not possible to open a committed polynomial
to two different values at one point. That is, for every PPT adversary
A and for all λ, d ∈N, the following function is negligible

Pr

 Vf(pp, com, x, y, π) = 1
Vf(pp, com, x, y′, π′) = 1
y ̸= y′

:
pp← setup(1λ, d)
(com, x, y, π,
y′, π′)← A(pp, d)

 (2.4)

2.3 SNARKs

A succinct non-interactive argument (SNARG) is a triple of algorithms (G, P, V)
that works as follows. The generator G, on input the security parameter k
and a time bound B, samples a reference string σ and a corresponding ver-
ification state τ. The honest prover P(σ, y, w) produces a proof π for the
statement y = (M, x, t) given a valid w, provided that t ≤ B; then V(τ, y, π)
deterministically verifies π.

The SNARG is adaptive if the prover may choose the statement after seeing
σ; otherwise, it is non-adaptive. The SNARG is fully-succinct if G runs “fast”,
otherwise it is of the preprocessing kind.

Definition 4.1

A triple of algorithms (G, P, V), where G is probabilistic and V is deter-
ministic, is a SNARG for the relation RU if the following conditions are
satisfied:

1. Completeness: For every large enough security parameter k ∈ N,
every time bound B ∈ N, and every instance-witness pair (y, w) =
((M, x, t), w) ∈ RU with t ≤ B,

Pr
[
V(τ, y, π) = 1 | (σ, τ)← G(1k, B), π ← P(σ, y, w)

]
= 1.

2. Soundness (depending on which notion is considered):

• Non-adaptive: For every polynomial-size prover P∗, every large
enough security parameter k ∈ N, every time bound B ∈ N, and
every instance y = (M, x, t) /∈ LU ,

Pr
[
V(τ, y, π) = 1 | (σ, τ)← G(1k, B), π ← P∗(σ, y)

]
≤ negl(k).

• Adaptive: For every polynomial-size prover P∗, every large enough
security parameter k ∈N, and every time bound B ∈N,

Pr
[
V(τ, y, π) = 1∧ y /∈ LU | (σ, τ)← G(1k, B), (y, π)← P∗(σ)

]
≤ negl(k).
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2.3. SNARKs

3. Efficiency: There exists a universal polynomial p such that for every
large enough security parameter k ∈N, every time bound B ∈N, and
every instance y = (M, x, t) with t ≤ B:

• G(1k, B) runs in time p(k + B) for fully-succinct SNARG, or p(k +
log B) for preprocessing SNARG.

• P(σ, y, w) runs in time p(k+ |M|+ |x|+ t+ log B) for fully-succinct,
or p(k + |M|+ |x|+ B) for preprocessing.

• V(τ, y, π) runs in time p(k + |M|+ |x|+ log B).

• An honestly generated proof π has size p(k + log B).

Definition 4.2 (Complexity-Preserving SNARG)

A triple of algorithms (G, P, V) is a complexity-preserving SNARG if it is a
SNARG where efficiency is replaced by:

Complexity-preserving efficiency: There exists a universal polynomial p
such that for every large enough security parameter k ∈ N, every time
bound B ∈N, and every instance y = (M, x, t) with t ≤ B:

• G(1k, B) runs in time p(k + log B).

• P(σ, y, w) runs in time (|M|+ |x|+ t) · p(k + log B).

• P(σ, y, w) runs in space (|M|+ |x|+ s) · p(k + log B).

• V(τ, y, π) runs in time (|M|+ |x|+ log t) · p(k + log B).

• An honestly generated proof π has size p(k + log B).

Definition 4.3 (SNARK)

A SNARK is a SNARG where adaptive soundness is replaced by:

Adaptive proof of knowledge: For every polynomial-size prover P∗ there
exists a polynomial-size extractor EP∗ such that for every large enough k ∈
N, every auxiliary input z ∈ {0, 1}poly(k), and every time bound B ∈N:

Pr
[
V(τ, y, π) = 1∧ (y, w) /∈ RU | (σ, τ)← G(1k, B), (y, π)← P∗(z, σ), w← EP∗(z, σ)

]
≤ negl(k).

Verifier privacy: If σ is public, we call the SNARK publicly-verifiable (pvS-
NARK). Otherwise, it is a designated-verifier SNARK (dvSNARK).

Universal vs. NP SNARKs: The SNARKs in Definition 4.3 are for the uni-
versal relation RU (universal SNARKs). In this work, we use and construct
SNARKs for NP.
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2. Background

Definition 4.4 (SNARK for NP)

A SNARK for NP is defined as in Definition 4.3, except that the adaptive
proof of knowledge is weakened:

Adaptive proof of knowledge for NP: For every polynomial-size prover P∗,
there exists a polynomial-size extractor EP∗ such that for every large enough
k ∈ N, every auxiliary input z ∈ {0, 1}poly(k), every time bound B ∈ N, and
every constant c > 0:

Pr
[

Vc(τ, y, π) = 1 ∧ (y, w) /∈ Rc
∣∣

(σ, τ)← G(1k, B), (y, π)← P∗(z, σ), w← EP∗(z, σ)
]
≤ negl(k).

2.4 Recursive ZKP

One of the latest advancements in efficient zero-knowledge (zk) proof gen-
eration is recursive proofs. A recursive zk proof is a proof that verifies some
zk proofs inside of its circuit. The prover proves that they verified some
inner proofs:

P(x1, π1, x2, π2, . . .)→ π.

The proving circuit implements the constraints of zk proof verifiers for the
inner proofs. When the verifier verifies the outer proof π, the inner proofs
π1, π2, . . . are also verified:

V(x, π)→ true⇒ π1, π2, . . . are true.

Recursive proofs offer the significant advantage of enabling parallel proof
generation. This allows the total proving work to be distributed among mul-
tiple computers, rather than relying on a single device. Such an approach
results in considerable performance improvements for proving multiple cir-
cuits or a single circuit that can be divided into small parts. Since the prover
carries out work proportional to the circuit size, breaking a large circuit into
smaller components will yield performance gains.

Recursive proof composition was first introduced in [18] and later realized
in practice using cycles of elliptic curves [16]. Subsequent research, such
as Halo [22] and Nova [35], has continued to enhance recursion speed and
verification cost. Plonky2 [1], the most recent implementation, employs tech-
niques from PLONK [27] and FRI [15].

In our work, we utilize Plonky2 to implement zkTree due to its rapid re-
cursion speed. Tree structures are frequently employed in recursive ZKPs
to generate the final proof that is verified on-chain. The concept of sharing
verification costs by recursively verifying proofs within a tree was first in-
troduced by [5]. zkEVMs [6] also utilize recursion trees for their specific use
cases.
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2.5. Arithmetic Circuits and Circuit Satisfiability

2.5 Arithmetic Circuits and Circuit Satisfiability

Arithmetic circuits are an NP language, where each instance of an arithmetic
circuit is composed of gates and wires, and is defined over a finite field. Gates
may be either input gates or operations (additions and multiplications) over
the finite field. Wires carry values between these gates.

Formally, an arithmetic circuit C over a finite field Fp is an acyclic directed
graph. Every node with indegree zero is an input gate (which, in our con-
text, can be either public or private), and represents either a variable or a
field element in Fp. All other gates perform operations: either modular
additions or modular multiplications.

Edges in an arithmetic circuit may be labeled with field elements, thereby
constraining the values the corresponding wires are allowed to carry.

The circuit satisfiability problem is the problem of finding an assignment
s = [s0, . . . , sn−1] to the input gates of a circuit C such that all constraints (as
enforced by the labeled wires in C) are satisfied. Such an assignment s is
called a valid solution of the circuit C with respect to its constraints.

It is possible to prove knowledge of a valid solution to a circuit in zero-
knowledge using zk-SNARKs. This principle forms the foundation for many
of the proof systems that we will explore throughout this document.

2.6 Custom Gates

Following prior work like TurboPLONK [26], Plonky2 makes extensive use
of custom gates. To illustrate the model, suppose we are designing a gate
for (field) division, q = x/y, or equivalently, (qy = x) ∧ (y ̸= 0).

To enforce y ̸= 0, we ask the prover to supply a purported inverse, i = 1/y.
We then enforce the following constraints:

qy = x,
yi = 1.

More concretely, we map these variables to wire polynomials. Suppose we
assign:

w1(x), w2(x), w3(x), w4(x)

to represent x, y, q, and i, respectively. Then the constraints become:

w3(x)w2(x)− w1(x) = 0, (2.5)
w2(x)w4(x)− 1 = 0. (2.6)
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2. Background

Note that these constraints should only be enforced on rows of our trace
that correspond to division gates. A simple solution is to preprocess a filter
polynomial d(x), defined by:

d(gi) =

{
1 if the ith gate is a division gate,
0 otherwise.

We use d(x) to filter our division constraints, yielding:

d(x)(w3(x)w2(x)− w1(x)) = 0, (2.7)
d(x)(w2(x)w4(x)− 1) = 0. (2.8)

2.7 Filtering Constraints

If we have k custom gates, introducing k individual filter polynomials would
substantially increase the cost of our polynomial opening protocol. We can
achieve the same effect with fewer polynomials by batching multiple filters
together—a technique inspired by [38].

Suppose our circuit uses n custom gates and we fix a canonical ordering.
Let f (x) be a polynomial defined by its evaluations on gi as follows:

f (gi) = j if the jth gate is used in the ith row.

Then, the jth gate’s constraints can be filtered using:

f j(x) = ∏
0≤k<n

k ̸=j

( f (x)− k),

which evaluates to non-zero on gi if and only if the jth gate is used in the
ith row.

Note that f j(x) has degree n − 1. Thus, filtering constraints with f j(x)
can render some gates’ constraint polynomials unacceptably high in degree.
This issue can be mitigated by partitioning the gates into different subsets
and defining distinct filter polynomials for each subset.

2.8 PLONKY2

Here we describe the interactive variant of the Plonky2 protocol. The non-
interactive variant is obtained by applying the Fiat-Shamir transform.

Let r be our repetition parameter. This is the number of times we repeat
certain checks, particularly those with soundness error y/|Fp|, where y is
some “small” quantity such as our circuit degree or constraint count.
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2.8. PLONKY2

We use Com( p⃗) to denote a commitment to a vector of polynomials. Con-
cretely, it represents the cap of a Merkle tree, where each leaf corresponds
to a single point x ∈ H, and contains the evaluations p1(x), . . . , pk(x).

2.8.1 Preprocessing

1. P, V construct the circuit and compute C⃗, a set of polynomials which
encode the constants configured for each gate, as well as σ⃗, which
encode the “extended” permutation described in [?].

2. P, V construct a Merkle tree containing C⃗, σ⃗.

3. P stores this Merkle tree as its proving key.

4. V stores Com(C⃗, σ⃗) as its verification key.

2.8.2 Main Protocol

1. P generates a witness w⃗ and sends Com(w⃗), a commitment to each
wire polynomial w(x).

2. V samples β1, . . . , βr, γ1, . . . , γr ∈ Fp, the randomness used in our per-
mutation argument.

3. P sends Com(Z⃗, π⃗), a commitment to each permutation polynomial
Z(x) and partial product polynomial π(x).

4. V samples α1, . . . , αr ∈ Fp, the randomness used to combine con-
straints.

5. P sends Com(⃗q), a commitment to each quotient polynomial q(x). In
particular,

qi(x) =
Ci(x)
ZH(x)

,

where Ci(x) is a combined constraint (see Section 2.6), and ZH(x) =
xn − 1 is the vanishing polynomial on H.

6. V samples ζ ∈ Fp(ϕ), the random point at which polynomial identities
are to be tested.

7. P sends P⃗(ζ), the purported evaluation of each polynomial at ζ, where
P⃗ = (C⃗, σ⃗, w⃗, Z⃗, π⃗, q⃗).

8. To verify these openings, P and V engage in a batch FRI protocol on
the following list of purported codewords:

B =

{
pi(x)− pi(ζ)

x− ζ
| pi ∈ P⃗

}
.
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2. Background

9. V uses P⃗(ζ) to infer the evaluation of the combined constraint polyno-
mials c1(ζ), . . . , cr(ζ), and asserts that each ci(ζ) = qi(x)ZH(x).

2.8.3 FRI Protocol

Our FRI protocol is nearly identical to that in [?], with minor differences
such as the use of Merkle caps in place of Merkle roots.

1. V samples α ∈ Fp(ϕ) to reduce the batch B into a single purported
codeword:

h0(x) =
|B|−1

∑
i=0

αiBi(x).

2. P sends Com(h0).

3. P and V carry out the FRI commit phase. For each reduction arity ℓi:

a) V samples β ∈ Fp(ϕ).

b) P rewrites hi(x) as:

hi(x) =
ℓi−1

∑
j=0

xjhi,j(xℓi),

where hi,j contains the coefficients of hi(x) whose exponents are
congruent to j mod ℓi.

c) P sends Com(hi+1), a commitment to the polynomial:

hi+1(x) =
ℓi−1

∑
j=0

βjhi,j(x).

4. V samples τ ∈ F4p.

5. P performs grinding [?] and sends the proof-of-work witness µ.

6. V asserts that H(τ, µ) contains at least the required number of leading
zero bits in its binary encoding.

7. V samples num query rounds random indices q1, . . . , qk ∈ {0, . . . , n−
1}.

8. For each query index qi:

a) P sends the evaluations P⃗(x) and each hi(x), where x is the ith
point in the coset over which codewords are defined.

b) V performs a series of consistency checks at x: first between P⃗(x)
and h0(x), and then between each pair (hi(x), hi+1(x)). See [?] for
further details.
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Chapter 3

Design of zkIPV

3.1 Selection of framework

Here we benchmark some of the most widely used zero-knowledge (ZK)
proof systems to identify the most suitable framework for our application.
The goal is to compare their performance in terms of proving and verifica-
tion time, particularly for operations relevant to image provenance, such as
Poseidon hashing. This evaluation guides our selection of an efficient and
scalable ZK backend. All benchmarks (except web benchmarks) were run
on GCP N2 instances.

Protocol Platform Details Prover Time (s) Verifier Time (s)

Groth16 snarkjs 0.910267 0.787 781
Groth16 Chrome (Catalina) 1.1015 0.3255
Groth16 Firefox (Catalina) 1.375 0.445
Halo2 Native 0.13675 0.002 262 3
Plonky2 Native 0.0000020804 0.000 001 204

Table 3.1: Unified benchmark results for Groth16, Halo2, and Plonky2.

Among the evaluated zero-knowledge proof systems, Plonky2 demonstrated
the best performance in terms of prover and verifier times—especially when
applied to Poseidon hashing. With prover times in the order of microsec-
onds and similarly low verifier times, Plonky2 stands out as the most com-
putationally efficient framework.

Given our use case of verifying authorized image transformations, where
many Poseidon hashes are computed as part of the circuit logic (e.g., hashing
pixel blocks or metadata), the efficiency of the hashing operation becomes
a critical performance factor. Poseidon is a SNARK-friendly hash function
optimized for recursive proof systems, and Plonky2 is specifically designed
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3. Design of zkIPV

to support such use cases with minimal overhead.

Moreover, Plonky2 supports fast recursive composition, enabling future scal-
ability improvements where multiple proofs (e.g., per image region or step
in an editing pipeline) can be aggregated efficiently. This property is par-
ticularly relevant for high-resolution images, where computation and proof
sizes grow rapidly.

For these reasons, and particularly because Plonky2 offers the fastest Posei-
don hash implementation among the tested frameworks, we chose Plonky2
as the core ZK proving system for our image provenance pipeline.

Trusted Entity Prover Verifier

sign(α)
α, sigα

β← fT(α)

πβ ← P(α→ β)

πσ ← P(∃sigα s.t. pksig ∈ T )
[sigα or πσ], β, πβ, hα

V(πβ, hα, hβ)

Figure 3.1: Protocol diagram for privacy-preserving verification.

3.2 Threat Model

In the C2PA setting, every camera is equipped with an embedded certi-
fied signing key for a secure signature scheme. The secret signing key is
generated on the camera and certified by a C2PA certificate authority at
manufacturing time.

Every time a camera takes a photo, it signs the raw RGB values of the photo’s
pixels and relevant metadata (e.g., location, timestamp, exposure time). We
assume that the adversary has access to the camera and the camera’s public
key. However, the C2PA assumes that the attacker:
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3.2. Threat Model

• Cannot extract the signing key from the camera.

• Cannot cause the camera to sign an image that was not captured by
the camera’s optical hardware.

In this setting, the only root of trust is the camera and its signing key. The
editor of a photo is not trusted in any way. The verifier wants to ensure that
the received edited photo is the result of applying an acceptable transforma-
tion to a C2PA-signed image.

While C2PA is an important step towards image provenance, it is not a com-
plete solution and must be combined with other defenses. Specific attacks
on C2PA are out of scope for this paper, as our primary focus is on securing
the image editing pipeline.

Nevertheless, for completeness, we describe a few potential attacks on C2PA
and how they might be addressed. These attacks are considered in the C2PA
documentation.

The adversary might extract the C2PA signing key from some deployed cam-
era. For instance, the Leica camera implements a hardware trusted execution
environment (TEE) to protect the key and make extraction harder (though
not impossible).

If a key is extracted, the standard includes a revocation mechanism that
alerts all verifiers to revoke a compromised C2PA certificate.

An attacker might display an AI-generated image on a screen and then take
a picture of the screen using a C2PA camera. The result is a properly signed
image of a fake event.

This is a known challenge. One defense is to require the verifying client to
run a picture-of-picture detector. For instance, the focal length in the signed
metadata may indicate a close-up of a screen, which is inconsistent with the
purported scene.

Other detection strategies have been suggested, but this may result in a cat-
and-mouse game between attackers and defenders.

The list of allowed transformations (e.g., by the Associated Press) may unin-
tentionally allow altering the semantic meaning of an image. For example,
cropping out a person from a photo could be used to falsely imply they were
not present.

C2PA may pose privacy risks since the signature on a photo can identify the
camera that took it. One mitigation strategy is to use group signatures [13,
19], which can anonymize the origin while preserving provenance.

As explained above, these attacks are considered out of scope. We operate
within the C2PA threat model, which assumes protection against the above
threats. Our focus is on securing the image editing pipeline.
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3. Design of zkIPV

3.3 Design of zkIPV

3.3.1 System Overview

We present zkIPV as an interaction between a news organization (prover)
and a web browser (verifier). The system ensures that every photo displayed
in a news article is accompanied by comprehensive metadata including loca-
tion, timestamp, focal length, and other relevant information. Additionally,
each photo must include a detailed description of the edits that were made
to the original photo, along with a succinct zero-knowledge proof that veri-
fies the authenticity of these modifications.

The public statement in our system consists of three key components:

• The published edited photo, denoted as x

• The edits performed to the original photo, represented by function f

• The camera’s public key, denoted as vk

The secret witness contains two critical elements:

• The original photo, denoted as w

• The camera’s signature σ on the original photo w

3.3.2 Mathematical Framework

Our primary objective is to design an efficient proof system for the instance-
witness relation:

R := {(vk, f , x); (w, σ) : f (w) = x ∧ V f (vk, w, σ) = 1} (3.1)

While equation (1) places the verification key vk in the public statement,
we note that photographer privacy can be enhanced by moving vk and its
certificate to the secret witness. For clarity of presentation, we utilize relation
(1) and discuss the more private variant in Section 9 of the extended work.

3.3.3 Verification Protocol

A web browser will only accept a photo’s provenance if the photo x is ac-
companied by a triple (π, vk, f ) where:

1. π is a valid zero-knowledge proof for relation R

2. vk is a properly certified C2PA verification key

3. The function f , which encodes the list of edits, is ”acceptable” as de-
fined by the Associated Press standards
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We can thus conceptualize zkIPV as enforcing a whitelist of allowable edits,
ensuring that only legitimate modifications are permitted while maintaining
the integrity of the original photographic evidence.

3.3.4 Zero-Knowledge SNARK Properties

zkIPV relies on all the fundamental properties of a zero-knowledge Succinct
Non-Interactive Argument of Knowledge (zk-SNARK):

• Completeness and Knowledge-Soundness: These properties ensure
that the web browser does not need to trust the editor, thereby pre-
serving end-to-end security of the signature verification process.

• Non-Interactivity: This property means that the news organization
does not need to interact with any web browser and can instead pub-
lish a single proof along with the news article that any verifier can
independently check.

• Zero-Knowledge: This property ensures that the proof does not re-
veal information that was cropped or blurred in the original photo,
maintaining privacy of sensitive content.

• Succinctness: This property ensures that the proof can be quickly ver-
ified by the browser within a few seconds, making the system practical
for real-world deployment.

3.4 Proof System Architecture

We now turn to designing a proof system for the relation R from equation
(3.1). The proof system consists of two main components:

3.4.1 Image Transformation Proof

First, we require a proof that f (w) = x, for an image transformation function
f . This component verifies that the published image x is indeed the result
of applying the declared edits f to the original image w.

3.4.2 Signature Validity Proof

Second, we need a proof that σ is a valid signature on w. This component is
significantly more complex and represents a major technical challenge in our
system design. We present our comprehensive approach in the following
section.
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3.4.3 Witness Consistency

We must also ensure that the secret witness w used to generate both proofs
are identical. This consistency requirement is crucial for the security of the
entire system and is achieved through careful cryptographic techniques.

3.5 Proving Knowledge of a Valid Signature

3.5.1 Traditional Signature Verification

When verifying a signature σ on some data w, the standard verification
process involves two steps:

1. Compute h← H(w), where H is a collision-resistant hash function

2. Verify that σ is a valid signature on h

When the data being verified is large, as in the case of a high-resolution
photograph, the majority of computational time is spent on computing the
hash h in step (1). The same computational bottleneck applies when proving
knowledge of a valid signature within a zero-knowledge framework.

3.5.2 The Hashing Challenge

The primary challenge is to design an efficient SNARK circuit that can verify
that the hash h of a large amount of data w is computed correctly. Once the
verifier has a valid hash h, proving knowledge of an ECDSA signature on h
can be accomplished using existing circuits.

Ideally, we would prefer to use a standard hash function such as SHA-
256. Unfortunately, proving that we have honestly applied SHA-256 to a
30-megapixel (MP) witness is practically infeasible. This infeasibility stems
from the fact that SHA-256 consists primarily of non-algebraic operations
(such as logical operations), and proving non-algebraic constraints in a zk-
SNARK is extremely time-consuming.

3.5.3 Our Approach

We propose two solutions to address this fundamental challenge:

Solution 1: Poseidon Hash Construction

Our first solution, While there exist SNARK-friendly hash functions like
Poseidon, proving that we have honestly applied Poseidon to a 30 MP wit-
ness is also quite challenging in practice due to the sheer size of the input
data, thus a efficient method to prove the instance-witness relation would
be proving it recursively.
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3.6. Polynomial Commitment Hash

Rhash := {h; w : h = H(w)} (3.2)

Solution 2: Polynomial Commitment Hash

Our second solution employs a polynomial commitment scheme as the collision-
resistant hash function H. Computing this hash function on the image w re-
quires more computational resources than our first solution. However, once
the hash value is computed, incorporating it into a SNARK proof requires
no additional work. This approach is particularly suitable when the origi-
nal photo signer has sufficient computing power to compute a polynomial
commitment to the original photo.

3.6 Polynomial Commitment Hash

3.6.1 High-Level Approach

Our second approach is specifically designed for scenarios where the signer
has substantial computational power, such as the owner of a generative
AI model. As before, we encode the original image w as three vectors
vr, vg, vb ∈ [0, 255]m.

For simplicity in this presentation, we consider only one such vector, de-
noted by v, which can be thought of as any of the three color channel vec-
tors.

3.6.2 Polynomial Interpolation

In our second approach (mode 2), the signer interpolates a univariate poly-
nomial W of degree at most m− 1 such that W(ωi) = vi for i = 1, . . . , m. We
denote this polynomial by poly(w), namely:

W := poly(w) (3.3)

3.6.3 Commitment Generation

Next, the signer computes a succinct polynomial commitment to W(X) as:

com← PCS.commit(pp, W, r) (3.4)

where r is the commitment randomness chosen by the signer, and pp repre-
sents the public parameters of the polynomial commitment scheme.

The signer then signs com to obtain a signature σ on com. The signer sends
the image w along with (vk, com, σ, r) to the news editor, where vk is the
signer’s certified public key.
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3.6.4 Editor’s Workflow

The news editor creates an edited image x := f (w) by applying the per-
mitted editing function f to the original image w. Because the polynomial
commitment is computationally binding, it suffices for the editor to con-
struct a zero-knowledge proof for the following instance-witness relation:

Rsimple := {(pp, f , x, com); (w, r) : f (w) = x∧ com = PCS.commit(pp, poly(w), r)}
(3.5)

3.6.5 Efficient Proof Construction

A naive approach to prove relation (7) would require the SNARK circuit
to verify both that f (w) = x and that com is a polynomial commitment
to poly(w). However, proving the latter would be far more expensive than
proving that the editor has correctly hashed w

3.6.6 Key Insight: Modified PLONK

The key insight is that for the PLONK proof system, building a proof for
Rsimple requires no more work for the editor than simply proving that f (w) =
x. This means that the SNARK circuit never needs to hash w, which greatly
reduces the computational burden for the editor.

To achieve this reduction in work, zkIPV modifies PLONK’s permutation
argument. Let C(x, w) be a circuit that outputs 0 if and only if f (w) = x.

3.6.7 Modified PLONK Protocol

Remarkably, if an editor wants to build a proof for Rsimple, it can simply
use C as the circuit provided to the PLONK system. However, this requires
modifying the PLONK prover to indirectly prove that com is a valid com-
mitment to poly(w).

Computation Trace Construction

First, the editor builds the computation trace T(X) for C(x, w) just as the
standard PLONK prover would. The standard PLONK prover would then
construct a proof π that T(X) is a valid computation with respect to the gate
constraints and copy constraints specified by C.

Extended Permutation Argument

Our editor must additionally prove that com is a valid commitment to
poly(w). Some entries in T(Ω) correspond to the witness w, as illustrated in
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Figure 4. Thus, proving that com is a valid commitment to poly(w) = W(X)
is equivalent to proving that the witness elements represented by entries of
W(Ω) are equal to the corresponding witness entries in T(Ω).

The editor can prove this equality by extending the PLONK permutation ar-
gument. The permutation argument proves that the vector T(Ω) is equal to
the vector T(τ(Ω)), where τ is a polynomial that implements a permutation
of Ω.

Constraint Extension

The standard PLONK prover defines τ to capture copy constraints within
the circuit C and then uses the permutation argument to prove that the
computation trace respects the circuit wiring. In our scheme, the editor
extends the PLONK permutation argument to prove that all entries in T(Ω)
that correspond to a witness element are equal to the corresponding witness
element in W(Ω).

More specifically, the editor extends τ to a new permutation τ′ that captures
additional copy constraints between T(X) and W(X). The standard PLONK
copy constraints are represented by black edges in Figure 4, while the thick
red edges represent the extended copy constraints between T(Ω) and W(Ω).

3.6.8 Verification Protocol

The news editor uses this extended protocol to efficiently construct a proof
that C(x, w) = 0 and that com is a valid commitment to poly(w). It uses both
T(X) and W(X) to build a PLONK proof with respect to the permutation
τ′, which includes the new copy constraints.

The result is a proof π that (pp, f , x, com) is a valid instance of Rsimple.

3.6.9 Final Verification

The final data sent to the verifier (the news reader) is (x, f ) along with the
proof π′ := (vk, com, σ, π). The verifier checks that:

1. V f (vk, com, σ) accepts (i.e., σ is a valid signature on com)

2. π is a valid proof that (pp, f , x, com) is a valid instance of Rsimple

We note that because the polynomial commitment is computationally hid-
ing, the commitment com to w reveals nothing to the verifier about w beyond
what can be inferred from the edited image x.

3.6.10 Complexity Analysis

Augmenting the permutation argument to operate over two polynomials
T and W in this manner does not significantly change the proving time
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compared to simply proving that f (w) = x for a public value x and witness
w. This efficiency is achieved because the additional copy constraints are far
fewer than the copy constraints required for the circuit C.

3.7 Summary and Trade-offs

This polynomial commitment method results in a massive reduction in com-
putational work for the editor, because the zk-SNARK circuit is now much
simpler than the circuit required previously. In particular, the circuit does
not need to hash the large original image w.

While this approach saves significant work for the editor, it creates addi-
tional computational burden for the signer because computing a polynomial
commitment to w is more costly than computing a poseidon hash of w.

The choice between these two approaches depends on the specific deploy-
ment scenario and the computational resources available to different par-
ties in the system. For scenarios where editors have limited computational
power but signers have substantial resources, the polynomial commitment
approach is preferable. Conversely, when computational resources are more
evenly distributed, the lattice + Poseidon hash approach may be more ap-
propriate.

3.8 Conclusion

The zkIPV system represents a significant advancement in photo prove-
nance verification, providing a practical framework for ensuring the in-
tegrity of digital images while preserving privacy and enabling efficient
verification. The two-pronged approach to signature verification addresses
different deployment scenarios and computational constraints, making the
system adaptable to various real-world applications.

The innovative use of zero-knowledge proofs in this context not only solves
the technical challenges of large-scale image verification but also establishes
a new paradigm for trustworthy digital media in an era of increasing con-
cern about image manipulation and misinformation.
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Chapter 4

Implementing zkIPV

4.1 Image Cropping

In this section, we implement a zero-knowledge proof system using the
Plonky2 framework to verify that a cropped portion of an image corre-
sponds to the original image. The original image is treated as a private
input, while the cropped portion and its hash are public inputs. The circuit
enforces consistency of the crop and commits to the original image using a
Poseidon hash, enabling succinct and efficient proof generation.

Overview

Let the original image be represented as a 2D RGB image of resolution
1280× 720, and let the cropped image be the upper 1280× 540 portion of it.
We encode pixel values into field elements using a custom packing scheme
and construct a STARK-friendly circuit with the following constraints:

• The original image is serialized and packed into a vector of field ele-
ments W ∈ FN , where N = 1280·720

3 .

• The cropped image consists of the first M = 1280·540
3 elements of W.

• The circuit exposes:

– The Poseidon hash H = Poseidon(W) as a public output.

– The cropped image values C = W0..M as public inputs.

• The circuit enforces: ∀i < M, W[i] = C[i].

This design ensures that a verifier can check the cropped image’s correctness
and confirm it is derived from a committed full image, without revealing the
full image content.
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Field Encoding of RGB Pixels

Each RGB pixel is represented using 3 bytes. To fit efficiently into a field ele-
ment of the Goldilocks field F264−232+1, three RGB pixels (9 bytes) are packed
into a single field element by stripping the least significant bit (retaining 7
bits per byte): For each 3-pixel chunk (9 bytes), we strip the lowest bit of
each byte, yielding 63 bits. These 63 bits are concatenated and converted
into a 64-bit integer. The integer is interpreted as a canonical field element.
This tradeoff allows efficient packing without overflow, while maintaining
approximate visual fidelity.

Circuit Logic and Constraints

The circuit is constructed using Plonky2’s layered API:

1. Allocate virtual targets for each packed pixel from the full image.

2. Allocate separate virtual targets for each cropped pixel.

3. Enforce equality constraints between the cropped pixel targets and the
corresponding prefix of the full image pixel targets:

connect(crop targets[i], pixel targets[i]) ∀i < M

4. Hash the full image pixel vector using Poseidon: hash n to hash no pad.

5. Register hash output and cropped pixels as public inputs.

Proof System Workflow

Algorithm 1 Proof Generation for Cropped Image Consistency
1: Input: Original image I , crop size (1280× 540)
2: Load and pack image into W ∈ FN

3: Extract C← W0..M
4: Initialize circuit builder over Goldilocks field
5: for each index i < N do
6: Add virtual target ti ← W[i]
7: for each index i < M do
8: Add target ci ← C[i]
9: Register ci as public input

10: Enforce constraint: ti = ci

11: Compute H ← PoseidonHash(W)
12: Register H as public output
13: Assign witness values from packed image
14: Generate zero-knowledge proof
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The use of a Poseidon hash binds the cropped image to a committed full im-
age. While the cropped image is public, the original image remains hidden
unless voluntarily revealed.

4.2 Grayscale Operation

In this section, we present the circuit that verifies the correctness of a grayscale
transformation over a color image using the Plonky2 SNARK framework.
The goal is to enable a prover to convince a verifier that a grayscale image
has been computed correctly from a private RGB image using a fixed linear
weighting scheme, without revealing the original RGB image itself.

We use a weighted average technique where grayscale values are derived
using a weighted sum of red, green, and blue channels, using the equation:

Gray =
5 · R + 9 · G + 2 · B

16

This is implemented within a Plonky2 circuit, where each grayscale output
is calculated from packed RGB values using fixed constants. The proof does
not require zero-knowledge (ZK flag is disabled), and we hash the entire
RGB input using Poseidon hash and register the hash as an additional public
input to commit to the image.

Algorithm 2 Grayscale Image Proof Circuit (Pseudocode)
1: Private Input: RGB pixel values in field form (packed 5 pixels per field)
2: Public Input: Grayscaled values in field form (packed 5 pixels per field)
3: Constants: wr = 5, wg = 9, wb = 2
4: for i = 0 to N (number of packed pixel groups) do
5: Ri ← add virtual target()
6: Gi ← add virtual target()
7: Bi ← add virtual target()
8: rscaled ← wr · Ri
9: gscaled ← wg · Gi

10: bscaled ← wb · Bi
11: grayi ← rscaled + gscaled + bscaled
12: Register grayi as public input
13: Build the circuit and generate the proof

The circuit is configured with the standard Plonky2 recursion parameters
using the PoseidonGoldilocks configuration. RGB inputs are packed into
field elements by storing every 5 RGB pixels (15 bytes) using 12 bits per
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channel to avoid overflow in a 64-bit field element. After proof generation,
the public grayscale values are extracted and converted back into grayscale
pixel format to reconstruct the output image. The proof is then verified
using the Plonky2 verifier.

4.3 Blur Operation

In this section, we describe the implementation of a blur operation applied to
a 2D image and how a zero-knowledge proof is generated using the Plonky2
framework to prove that the transformation was applied correctly.

The blur is implemented as a 3×3 average filter, where each pixel in the
blurred region is the rounded average of its 8-connected neighborhood (in-
cluding itself). To enable verifiability, the original image is provided as a pri-
vate witness, and the blurred output (or unblurred remainder of the image)
is exposed as public input. Additionally, a Poseidon hash of the original
image is exposed publicly to allow verification of image integrity without
revealing the image itself.

To ensure correctness of the average operation in zero-knowledge, the circuit
checks that the result xi,j satisfies:(∑(u,v)∈N(i,j) wu,v) + 4 = 9 · xi,j + r

Where: - N(i, j) are the 9 neighboring pixel values (including the center), -
r ∈ [0, 8] is the remainder.

This is enforced using Plonky2’s range check constraint, validating the bounded
range of r.
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Algorithm 3 Blur Circuit Construction in Plonky2
1: Private Input: Private image matrix wi,j of size H ×W
2: Public Input: Blurred output xi,j in region Hb ×Wb, Poseidon hash of w
3: for i← 0 to H − 1 do
4: for j← 0 to W − 1 do
5: if i, j within blur region then
6: Collect 3x3 neighbors of wi,j into list N
7: s← ∑ N
8: s′ ← s + 4
9: Create virtual target xi,j

10: z← 9 · xi,j
11: r ← s′ − z
12: Enforce r ∈ [0, 8] using range checks
13: else
14: Register wi,j as public input

15: Compute Poseidon hash of all wi,j
16: Register Poseidon output as public input
17: Build the circuit and generate the proof with zero knowledge configura-

tion

The proof verifies that:

• The blurred region is correctly averaged.

• The unblurred portion matches the public input.

• The full image corresponds to the public Poseidon hash.

The circuit supports partial disclosure of the image—exposing only the
blurred region or border pixels while maintaining full integrity via the hash.
This design allows privacy-preserving image transformations with succinct
and efficient proofs.

4.4 Image Resize Proof with Bilinear Interpolation

In this section, we implement a zero-knowledge circuit for verifying a bi-
linear resize operation on an image using the Plonky2 proof system. The
goal is to allow a prover to demonstrate that a resized image was correctly
derived from a larger source image, without revealing the full source image.
A Poseidon hash commitment of the original image is used as a public input
to bind the resized image to its source.

We assume that the image is downsampled (or upsampled) using bilinear
interpolation. For each pixel in the resized image, the proof enforces that
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its value is a weighted sum of four neighboring pixels from the original
image. The weights are determined by the interpolation ratios derived from
the pixel’s position in the resized image.

The circuit treats each pixel value as a field element. For a resized image of
dimensions Hnew ×Wnew, the circuit performs the following for each pixel
(i, j):

• Allocate four virtual targets representing the four neighboring source
pixels: a, b, c, d.

• Multiply each pixel value by its corresponding bilinear weight (pre-
computed constants).

• Sum the four weighted values to obtain the interpolated result.

• Register this value as a public input.

Poseidon hashing of the original (packed) image is done similarly as in the
cropping circuit (see Section ??), and the resulting digest is added as a public
input to bind the private witness to a committed source image.

The circuit also supports verification of rounding via a remainder term
stored privately. This ensures that integer truncation from floating-point
interpolation is faithfully proven.

Pseudocode: Resize Proof Circuit Construction

Algorithm 4 Resize Circuit via Bilinear Interpolation in Plonky2
1: Input: Resized dimensions (Hnew, Wnew), original image hash H, target

image T
2: Private: Original image pixels P, rounding remainders R
3: for i = 0 to Hnew − 1 do
4: for j = 0 to Wnew − 1 do
5: Compute lower and upper bounds (xl , xh, yl , yh) from interpola-

tion
6: Allocate four virtual targets: a = P[yl ][xl ], b = P[yl ][xh], c =

P[yh][xl ], d = P[yh][xh]
7: Compute bilinear weights: α, β, γ, δ
8: Multiply: w1 = a · α, w2 = b · β, w3 = c · γ, w4 = d · δ
9: Sum: s = w1 + w2 + w3 + w4

10: Register s as public output
11: Enforce: s = T[i][j] · denominator+ R[i][j]
12: Compute Poseidon hash of original image
13: Register hash digest as public input
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4.5 Sharpness Enhancement

In this section, we describe the implementation of the sharpness enhancement
operation on an image and how a zero-knowledge proof is constructed using
the Plonky2 framework.

Overview. Sharpness enhancement is performed by applying a convolu-
tional kernel over the image, which amplifies edges and fine details. This
is achieved using a standard sharpening filter applied in a sliding-window
manner. The original (unfiltered) image is kept private, and only the sharp-
ened image and a commitment (Poseidon hash) to the original image are
revealed as public inputs.

Constraints. For each pixel (excluding the borders), the following con-
straint is enforced:

sharpened[i] = 5 ·orig[i]−orig[i− 1]−orig[i+ 1]−orig[i−w]−orig[i+w]

where w is the image width and pixel access is restricted to ensure boundary
safety.

Pseudocode. The implementation can be abstractly described as follows:

Algorithm 5 Proving Sharpness Enhancement with Poseidon Hash Com-
mitment

1: Load image and convert to packed field vector
2: Allocate orig pixels as private input targets
3: Allocate sharpened pixels as public input targets
4: for each pixel i (excluding border) do
5: Compute v = 5 · orig[i] − orig[i−1] − orig[i+1] − orig[i−w] −

orig[i+w]
6: Enforce constraint: sharpened[i] = v
7: Compute Poseidon hash of orig pixels

8: Register the hash as public output
9: Build circuit, assign witness, generate proof

Verification. The verifier checks that:

• The provided sharpened image matches the computation from the
original (private) image.

• The Poseidon hash matches the committed original image.

This ensures the integrity of the sharpness operation while preserving the
privacy of the raw image data.
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4.6 Brightness Adjustment

In this subsection, we describe the construction of a zero-knowledge circuit
to prove that an image was modified by applying a brightness adjustment
operation — either increasing or decreasing its pixel intensities — and that
the modified image corresponds to a committed original image.

Operation: Brightness adjustment involves modifying each RGB channel
of a pixel by adding or subtracting a constant scalar value b ∈ Z, applied
element-wise with clipping at 0 and 255.

Circuit Overview: The circuit accepts as:

• Private input: The full original image, packed into field elements.

• Public input: The brightness-adjusted image (also packed) and the
Poseidon hash commitment to the original image.

Packing: Pixels are packed three RGB values at a time (9 bytes) into a
single 63-bit field element, similar to the crop operation. Packing reduces
the number of gates and increases performance.

Clipping: Since clipping to the [0, 255] range is non-linear and would re-
quire costly logic in zero-knowledge, we restrict the brightness scalar to a
safe range where overflow or underflow does not occur, i.e., b ∈ [−100, 100].

Pseudocode: Brightness Adjustment Proof

Algorithm 6 Prove Brightness Adjustment Correctness
1: Input: Original image I ∈ Fn, brightness scalar b, packed as private

input
2: Input: Brightness-adjusted image I′ ∈ Fn, packed as public input
3: Input: Poseidon hash H = PoseidonHash(I), as public input
4: Step 1: Recompute H∗ ← PoseidonHash(I)
5: Step 2: assert H∗ = H
6: for i = 0 to n do
7: I′i ← Ii + b
8: assert I′i equals public input

4.7 Contrast Adjustment

This subsection describes the construction of a zero-knowledge proof cir-
cuit that verifies the correctness of a contrast adjustment applied to an im-
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age. The goal is to prove, without revealing the original image, that a given
contrast-adjusted subregion corresponds correctly to a committed full image
using the Poseidon hash function.

The prover begins by loading a raw RGB image of dimensions 1280× 720,
which is then packed into field elements. Each field element encodes three
RGB pixels by preserving the most significant 7 bits per channel to fit within
a 63-bit range. The original image is hashed using Poseidon to produce a
succinct public commitment.

The contrast adjustment operation is implemented using a fixed contrast
factor α > 1, applied as follows:

new value = clamp(128 + α · (original value− 128), 0, 255)

This adjustment is performed off-circuit to generate the expected result,
which is then verified inside the circuit by checking that each adjusted pixel
in the output subregion matches the transformation applied to the corre-
sponding pixel in the original committed image.

The circuit takes as:

• Private inputs: The packed field elements representing the full image.

• Public inputs: (1) The Poseidon hash of the full image, and (2) the
contrast-adjusted field elements for a fixed subregion (e.g., top 540
rows).

Each element in the contrast-adjusted subregion is connected to its corre-
sponding original input pixel via the inverse of the contrast formula, ensur-
ing consistency with the transformation. The proof is generated over this
constraint system, and the verifier can efficiently check that the adjusted re-
gion is correctly derived from the committed image, without learning any-
thing about the rest of the image.

Pseudocode Overview:

4.8 JPEG Compression

JPEG Compression Overview

JPEG (Joint Photographic Experts Group) is a widely used image compres-
sion standard that significantly reduces image file sizes by applying lossy
compression. It achieves this by exploiting the limitations of the human
visual system—removing details that are less perceptible while preserving
those that are visually important.
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Algorithm 7 Contrast Adjustment ZK Proof
1: Load image I of size 1280× 720
2: Pack I into field elements fi for circuit
3: Select top half rows: crop(I, 0, 0, 1280, 540)
4: Apply contrast: O = adjust contrast(crop, α)
5: Compute Poseidon hash H = PoseidonHash( fi)
6: Initialize circuit builder
7: Add private targets for original image fields fi
8: Add public inputs:

• Poseidon hash H

• Packed contrast-adjusted output O
9: for each contrast-adjusted target oj do

10: Connect oj to contrast formula applied on corresponding fi

11: Generate and compress proof π
12: Verify proof using public inputs (H, O)

Compression Pipeline

Algorithm 8 JPEG Compression Pipeline
1: Input: RGB image of resolution W × H
2: Convert the image from RGB to YCbCr color space
3: Downsample the Cb and Cr chrominance channels (e.g., 4:2:0)
4: for all channels (Y, Cb, Cr) do
5: Divide image into 8× 8 blocks
6: for all blocks do
7: Subtract 128 from each pixel value
8: Apply 2D Discrete Cosine Transform (DCT)
9: Quantize DCT coefficients using standard quantization tables

10: Serialize quantized blocks into final binary format (.jpg)
11: Output: Compressed JPEG image

Color Space Conversion

JPEG first converts images from the RGB color space to YCbCr to separate
luminance (Y) from chrominance (Cb, Cr). The transformation is defined as:

 Y
Cb
Cr

 =

 0.299 0.587 0.114
−0.168736 −0.331264 0.5

0.5 −0.418688 −0.081312

 ·
R

G
B

+

 0
128
128


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Downsampling

Because human vision is more sensitive to brightness than to color, the
chrominance channels (Cb, Cr) can be downsampled (commonly in 4:2:0
format), reducing their resolution by a factor of four without noticeably im-
pacting visual quality. The luminance channel (Y) remains at full resolution.

Block Division and DCT

Each channel is divided into 8× 8 pixel blocks. For each block:

• Subtract 128 from each pixel to center values around zero.

• Apply a 2D Discrete Cosine Transform (DCT) to convert the spatial-
domain block into frequency components.

Quantization

High-frequency DCT coefficients are less important visually and are more
aggressively quantized. Quantization is performed using standard tables.
For example:

QY =

16 11 10 · · ·
12 12 14 · · ·
...

...
...

. . .

 , QCbCr =

17 18 24 · · ·
21 23 26 · · ·
...

...
...

. . .



Quantized coefficient calculation:

C′u,v = round
(

Cu,v

Qu,v

)

This introduces controlled loss, reducing storage while preserving impor-
tant information.

Poseidon Hash Commitment

After quantization, the JPEG image is processed block-wise to convert each
8× 8 coefficient matrix into a sequence of field elements. This step enables
cryptographic hashing within a SNARK-compatible environment.
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Algorithm 9 Hash Commitment of JPEG Data
1: Input: Quantized DCT coefficients for all blocks
2: for all blocks do
3: Pack each 64-length coefficient array into field elements
4: Flatten all packed blocks into one field element vector
5: Compute Poseidon hash on the complete vector
6: Output: Image hash h ∈ Fp
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Chapter 5

Performance

5.1 Performance Results

In this section, we evaluate proof generation time, verification time, and
proof size for the hash relation and for the image editing relations. We ran
our timing experiments on png images on a virtual machine with 64 GB of
RAM and 12 CPU cores. When considering what is a reasonable amount of
time to generate and verify proofs, it is important to remember that proof
generation only needs to happen once per photo, while proof verification
needs to be performed by every browser that accesses the article. This means
that while proof generation needs to be fast, proof verification needs to be
very fast.

5.1.1 Hash Proof Generation Results

Below we represent the Prover memory needs and Verifier time for Poseidon
hash generation for zkIPV.

Image Size (KP) Peak Memory (GB) Proving Time (s) Verify Time (s)
1 1.14 0.75 0.087
10 1.52 0.95 0.156

100 1.81 1.27 0.170
1,000 2.38 3.52 0.180
10,000 15.4 35.41 0.72
30,000 26.2 400.36 0.75

5.1.2 Photo Edit Proof Generation Results

To evaluate the Plonky2-based implementation for image editing proofs, we
used 33 MP input images, consistent with high-end camera outputs (e.g.,
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Sony Alpha series). For resizing and cropping, we targeted a standard pub-
lishing resolution of 2048× 1365. For grayscale and blurring, we applied
edits directly on the resized image.

Table 5.1: Cropping Proof Generation Timing

Original Size Cropped Size Setup Time (min) Proof Gen Time (min)
6632 x 4976 2048 x 1365 2.34 1.87

Table 5.2: Resizing Proof Generation Timing

Original Size Resized Size Setup Time (min) Proof Gen Time (min)
6632 x 4976 2048 x 1365 5.71 3.25

Table 5.3: Grayscale Conversion Timing

Image Size Setup Time (min) Proof Gen Time (min)
2048 x 1365 1.25 1.10

Table 5.4: Blurring Proof Generation Timing

Image Size Blur Region Setup Time (min) Proof Gen Time (min)
2048 x 1365 529 x 529 1.67 1.23

Table 5.5: Brightness adjustment Timing

Image Size Setup Time (min) Proof Gen Time (min)
2048 x 1365 3.4 3.18

Table 5.6: Contrast adjustment Timing

Image Size Setup Time (min) Proof Gen Time (min)
2048 x 1365 3.99 2.87

Table 5.7: Sharpness Enhancement Timing

Image Size Setup Time (min) Proof Gen Time (min)
2048 x 1365 5.75 3.85

Table 5.8: Jpeg Conversion Timing

Image Size Setup Time (min) Proof Gen Time (min)
2048 x 1365 20.63 12.81
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Above results shows the setup and proof generation times for different edit-
ing operations. Overall, setup and proof generation take only a few minutes.
Since proofs are generated once by the news organization, these times are
practical for real-world use.

Verification takes approximately 2 seconds in a browser. Plonky2 proofs
are about 100–200 KB, which is negligible compared to edited photos (typ-
ically around 8 MB). Moreover, Plonky2 proofs can be further compressed
via a constant-sized zkSNARK (e.g., Groth16 or PLONK) that attests to the
correctness of Plonky2 verification.

Hashing Scheme Comparison

Table 5.9 compares the time and memory usage of different hashing and
polynomial commitment schemes when applied to a 30 MP image.

Table 5.9: Performance comparison of hash functions for zero-knowledge proof systems

Hash Function Proof Time (ms) Verify Time (ms) Prover Memory (MB)

SHA-256 1470 472 158
Poseidon 1507 1329 163
MiMC 1520 1280 190
Pedersen 1552 1275 533
Keccak-256 11933 1426 1601

Table 5.9 shows that computing polynomial commitments (FRI-PCS and
KZG-PCS) takes significantly longer and uses more memory than simple
hashes (SHA256 and lattice-based). This makes it infeasible for computa-
tionally constrained signers like cameras to compute these commitments.

In particular, for a camera to compute a KZG commitment on a 30 MP
photo, it would require access to a large structured reference string (SRS)
and significant storage and RAM to handle polynomials of degree up to 3×
107. Similarly, FRI-PCS requires approximately 20 GB of RAM to efficiently
perform FFTs, which far exceeds typical camera hardware capacity.

5.2 Related Work

The rationale for employing VC in the context of media provenance is to gen-
erate secure proofs of authentic image refinements without requiring trust
in the prover. By opening a commitment that binds the image to its original
source (e.g., using a hash), we prove the authenticity without revealing the
original image. Additionally, each proof can compute a new commitment
for the transformed image, allowing for chained proofs and reduced veri-
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fication complexity, albeit with a significant increase in prover complexity.
Even without commitment generation for the transformed image, the high
prover complexity in most of the related work posed a serious challenge for
practical adoption.

Photoproof [44] pioneered this idea by demonstrating the usability of cryp-
tographic proofs in general for verification of operations like crop, flip, or
adjustments to contrast and brightness. However, their underlying proof
system was not efficient enough and as a result, their experiments were lim-
ited to low resolution images of only 128× 128, which is not practical in real
world. A subsequent study in 2022, ZK-IMG [33] utilized the Halo2, which
is a more efficient method of achieving SNARKs based on Plonky2 [1] proof
system. As a result, ZK-IMG was able to achieve higher efficiency and was
able to generate complete proofs in HD resolution (1280× 720). The main
drawback of works like [33] is that the entire original and transformed im-
ages are given to the proof system, such as Halo2, at once. This means that
in practice, the prover must execute a large amount of arithmetic in one
round of proving, resulting in very high memory complexity. In addition to
lower memory consumption, zkIPV achieves up to 3× faster proving times
compared to [24].
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Discussion and Future Work

6.1 Discussion and Future Work

This paper showcases the practicality of generating proofs for valid image
manipulations using folding-based zkSNARKs. We present zkIPV, an open-
source platform that can efficiently operate on consumer-level hardware.
It can prove the transformations on 8K (33MP, i.e., 100MB) images under
10 minutes, reaching to a peak memory of only 30 GB, while proof size is
just around 10 KB and verification time is under 1 second. zkIPV’s suc-
cinct proofs enable the development of a privacy-preserving, trustless mar-
ketplace for authentic media. Appendix F provides further design details
for such a marketplace. As a complete proof system, zkIPV proves the in-
tegrity of both the original and edited images, as well as the correctness
of the transformation without revealing intermediate images within a chain
of edits—only the final result is disclosed. We further introduce a privacy-
preserving option to the protocol, where the original image owner’s identity
remains confidential, while still enabling a trustless authenticity check of the
signer.

zkIPV, similar to C2PA and other VC-based methods, assumes a trustwor-
thy signature on the original image. However, zkIPV extends C2PA by
eliminating the need for trusted editors, enabling easier integration into
existing frameworks, while guaranteeing editor and original signer’s pri-
vacy. As zkIPV is built on recursion schemes, it is particularly suited for
recursion-friendly transformations, where the final value of the resulting
image is determined by neighboring pixel values. Other types of image ma-
nipulation like affine transformations or rotations, which involve shifting
pixel positions, can be expensive or incompatible with zkIPV’s tiled com-
mitment scheme. Thus, a potential future direction is to explore efficient
recursion-based mechanisms that support such transformations. Currently,
zkIPV supports a limited set of recursion-friendly transformations, but this
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can be expanded to include more configurability with additional hyperpa-
rameters, such as dynamic convolution kernels, to accommodate arbitrary
global image effects.

Future work may also incorporate advancements in recursion-based, some
of which have already been integrated into the underlying Nova protocol [8].
Finally, optimizing zkIPV for greater efficiency could make it more suitable
for deployment on mobile devices.

6.1.1 Extensions and Limitations

The description of zkIPV given here does not protect the identity of the
signer (the photographer). Indeed, the verification key (and signature in
certain modes) are sent along with the ZK proof to the verifier. If the ed-
itor wants to hide the identity of the signer, then the editor could replace
the verification key (and signature) by a public commitment to those val-
ues, and move the verification key and signature to the zk-SNARK secret
witness. The zk-SNARK circuit would then verify that the commitment is a
valid commitment to the verification key and signature, instead of directly
using those values as public inputs. This fully hides the verification key and
signature from the verifier and protects the identity of the signer.

This paper has primarily discussed how to prove edits for photos, but videos
are also a major source of misinformation. The main challenge with videos
is that once they are edited, they are stored in a lossy compressed format.
Directly applying the techniques discussed here to videos would thus re-
quire us to prove statements about video compression in a SNARK, which
is challenging due to the size of a video file. Another avenue for future re-
search is exploring different kinds of range proofs. In our work, we used
folding-based range proofs. More recent methods may lead to time and
memory savings for the editor.

6.2 C2PA Compatible Marketplace

Assuming the original image remains untampered and is signed with a
trusted and authorized key linked to a real or organizational entity1, we pro-
pose an approach that eliminates the need for pre-registration of the original
image before publishing the edited version. To achieve this, we force any ed-
itor to prove their knowledge of specific transformations performed on an
authentic original source, resulting in the final refined image.

Figure 6.1 provides an overview of the proposed protocol. There are two
potential scenarios for submitting a new edited version of an original source:

1We assume the existence of a trusted certificate authority or public key infrastructure
that can validate the authenticity of signing keys.
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1. Sender has direct rights to the original image: In this case the smart
contract verifies the proof and finalizes the transaction accordingly.

2. Sender lacks rights to the original image: The sender must addition-
ally provide a signed declaration from the entity holding the rights to
the original image to confirm ownership transfer.

In the proposed model, each original content can have only one owner, im-
plying that all edited versions of an original image belong to a single owner.
In our ownership model, all edited versions of an image reference the origi-
nal image, and the original image points to its owner. This structure ensures
that the cost of ownership transfer remains independent of the number of
edited versions, as only one storage field in the contract needs updating2.

Another consideration in the protocol design is that the percentage of photos
taken by artists that ultimately get published is typically low. Therefore, reg-
istering every unedited image to the blockchain before editing and finalizing
is not a scalable solution. To address this, we propose a method allowing
honest users to register commitments to an original image simultaneously
with submitting the finalized edited version.

The protocol operates as follows:

1. Original Image Creation: A trusted entity (verified organization or
capable camera) creates an original image α and signs it with their
private key, producing signature sigα.

2. Image Editing: An editor or photographer processes the original im-
age α through a series of transformations TF to produce the refined
image β. The editor generates a zero-knowledge proof Π that demon-
strates knowledge of the valid transformations without revealing the
original image.

3. Smart Contract Submission: The editor submits to the smart contract:

• Commitment outputs Cout = hα, hβ, . . . (hash values of original
and refined images)

• Zero-knowledge proof Π = List(α, TF, Cin, Cout)

• Signature sigw and optionally sigowner for ownership transfer

4. Verification and Storage: The smart contract verifies the proof and
stores:

• In verified originals: mapping from hα to pubkeyowner

• In verified edits: mapping from hβ to hα

2This approach scales efficiently as the number of edits increases, maintaining constant-
time ownership operations.
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6. Discussion and Future Work

Figure 6.1: Overview of the C2PA Compatible Marketplace Protocol. The system enables
trustless verification of image authenticity and ownership through smart contracts, eliminating the
need for trusted third-party editors while maintaining compatibility with existing C2PA standards.

• In auth pubkeys: authorized public keys

5. Public Verification: Users can verify the authenticity of image β by
computing hβ = H0(β) and querying the smart contract, which returns
the ownership information and verification status.

This approach provides several key advantages:

• Trustless Operation: No need to trust third-party editors or interme-
diaries

• Privacy Preservation: Original images and intermediate edits remain
private

• Scalability: Only hash values are stored on-chain, minimizing storage
costs

• Efficient Ownership Transfer: Ownership changes require updating
only one storage field

• C2PA Compatibility: Integrates with existing content provenance stan-
dards
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6.2. C2PA Compatible Marketplace

6.2.1 Key Innovations and Contributions

Our key innovations are two-fold: first, we introduce a new SNARK-friendly
hashing method that reduces the hash proof generation time. We believe this
SNARK-friendly method, may be of independent interest to those looking
to create SNARKs that prove hashes of large amounts of data. Additionally,
we introduce a polynomial commitment hash that completely eliminates
the need for proving knowledge of a valid signature in the SNARK circuit.
However, signing the unedited image using a polynomial commitment hash
is more expensive than the poseidon hash scheme.

In summary, we have demonstrated how to use zk-SNARKs to enable prac-
tical provenance verification for realistically large edited images in online
news articles. Our system uses signing keys embedded in cameras as the
origin of trust, but rather than trusting a third-party application to digitally
sign edited images, we propose to use zero-knowledge proofs to prove to
a news reader that an edited published photo was taken when and where
the article claims it was taken. We create proofs for 30 MP images, which
is the size of images produced by actual cameras equipped with embed-
ded signing keys. The bottleneck in image editing proof systems is proving
knowledge of a valid signature on the unedited photo, which our innova-
tions successfully address.

47





Bibliography

[1] plonky2. Available at: https://github.com/0xPolygonZero/plonky2.

[2] Dall•e. https://openai.com/research/dall-e, 2023. Accessed: 2023-
10-04.

[3] Deepfacelab library. https://github.com/iperov/DeepFaceLab, 2023.
Accessed: 2023-10-05.

[4] Midjourney. https://www.midjourney.com/home/, 2023. Accessed:
2023-10-04.

[5] Reducing the verification cost of a snark through hi-
erarchical aggregation. https://ethresear.ch/t/

reducing-the-verification-cost-of-a-snark-through-hierarchical-aggregation/

5128, 2023. Accessed: 2025-07-10.

[6] Starkware. https://starkware.co/, 2023.

[7] Coalition for content provenance and authenticity (c2pa). https://

c2pa.org/, 2024. Accessed: 2024-01-03.

[8] nova-scotia. https://github.com/nalinbhardwaj/Nova-Scotia, 2024.
Accessed: 2024-01-03.

[9] Stability ai. https://stability.ai/home, 2024. Accessed: 2024-01-02.

[10] Truepic: Secure content transparency with c2pa. https://truepic.

com/, 2024. Accessed: 2024-01-03.

[11] Adobe. Image size and resolution, 2024. Available at: https://helpx.
adobe.com/photoshop/using/image-size-resolution.html.

49

https://github.com/0xPolygonZero/plonky2
https://openai.com/research/dall-e
https://github.com/iperov/DeepFaceLab
https://www.midjourney.com/home/
https://ethresear.ch/t/reducing-the-verification-cost-of-a-snark-through-hierarchical-aggregation/5128
https://ethresear.ch/t/reducing-the-verification-cost-of-a-snark-through-hierarchical-aggregation/5128
https://ethresear.ch/t/reducing-the-verification-cost-of-a-snark-through-hierarchical-aggregation/5128
https://starkware.co/
https://c2pa.org/
https://c2pa.org/
https://github.com/nalinbhardwaj/Nova-Scotia
https://stability.ai/home
https://truepic.com/
https://truepic.com/
https://helpx.adobe.com/photoshop/using/image-size-resolution.html
https://helpx.adobe.com/photoshop/using/image-size-resolution.html


Bibliography

[12] Associated Press. Visuals. Associated Press, 2022. Avail-
able at: https://www.ap.org/about/news-values-and-principles/

telling-the-story/visuals.

[13] M. Bellare, D. Micciancio, and B. Warinschi. Foundations of group sig-
natures: Formal definitions, simplified requirements, and a construc-
tion based on general assumptions. In E. Biham, editor, EUROCRYPT
2003, volume 2656 of LNCS, pages 614–629. Springer, Heidelberg, May
2003.

[14] E. Ben-Sasson, I. Bentov, Y. Horesh, and M. Riabzev. Fast reed-solomon
interactive oracle proofs of proximity. In I. Chatzigiannakis, C. Kakla-
manis, D. Marx, and D. Sannella, editors, ICALP 2018, volume 107 of
LIPIcs, pages 14:1–14:17. Schloss Dagstuhl, Jul 2018.

[15] E. Ben-Sasson, A. Chiesa, M. Riabzev, N. Spooner, M. Virza, and N. P.
Ward. Aurora: Transparent succinct arguments for r1cs. In Y. Ishai and
V. Rijmen, editors, EUROCRYPT 2019, Part I, volume 11476 of LNCS,
pages 103–128. Springer, Heidelberg, May 2019.

[16] Eli Ben-Sasson, Alessandro Chiesa, Eran Tromer, and Madars Virza.
Scalable zero knowledge via cycles of elliptic curves. Journal of Cryptol-
ogy, 79:1102–1160, 2014.

[17] N. Bitansky, R. Canetti, A. Chiesa, and E. Tromer. From extractable
collision resistance to succinct non-interactive arguments of knowledge,
and back again. In S. Goldwasser, editor, ITCS 2012, pages 326–349.
ACM, Jan 2012.

[18] Nir Bitansky, Ran Canetti, Alessandro Chiesa, and Eran Tromer. Re-
cursive composition and bootstrapping for snarks and proof-carrying
data. https://eprint.iacr.org/2012/095, 2012. Cryptology ePrint
Archive.

[19] D. Boneh, X. Boyen, and H. Shacham. Short group signatures. In
M. Franklin, editor, CRYPTO 2004, volume 3152 of LNCS, pages 41–
55. Springer, Heidelberg, Aug 2004.

[20] D. Boneh and D. M. Freeman. Homomorphic signatures for polynomial
functions. In K. G. Paterson, editor, EUROCRYPT 2011, volume 6632 of
LNCS, pages 149–168. Springer, Heidelberg, May 2011.

[21] D. Boneh and V. Shoup. A Graduate Course in Applied Cryptography. 2023.
Available at: https://toc.cryptobook.us/book.pdf.

50

https://www.ap.org/about/news-values-and-principles/telling-the-story/visuals
https://www.ap.org/about/news-values-and-principles/telling-the-story/visuals
https://eprint.iacr.org/2012/095
https://toc.cryptobook.us/book.pdf


Bibliography

[22] Sean Bowe, Jack Grigg, and Daira Hopwood. Recursive proof compo-
sition without a trusted setup. https://eprint.iacr.org/2019/1021,
2019. Cryptology ePrint Archive.

[23] T. Datta and D. Boneh. Using zk proofs to fight disinformation. Medium,
2022. Available at: link.

[24] Trisha Datta, Binyi Chen, and Dan Boneh. Veritas: Verifying image
transformations at scale. Cryptology ePrint Archive, 2024.
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