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Abstract

With the recent development of quantum computing, there is an urge for Post-
Quantum Cryptography(PQC). The National Institute of Standards and Technol-
ogy(NIST) initiated a public process to standardize PQC algorithms to address this
issue in 2016. To search for new signature schemes with diverse hardness problems,
short signature sizes and fast verification, NIST called for additional digital signature
schemes for the PQC in 2022.

Based on multivariate cryptography, the Unbalanced Oil and Vinegar(UOV) sig-
nature scheme is a candidate for this additional round. This scheme has stood out for
two decades of cryptanalysis and has a short signature size and fast verification. We
believe this is a potential candidate for this round. As usual, this scheme is mainly
designed to resist mathematical attacks; however, deploying this scheme in an actual
device leaks unintended information through side-channels such as power consump-
tion. Side-channel analysis helps to exploit those unintended information and recover
the secrets of the scheme. Recently, a few attacks have been shown using correlation
power analysis in this scheme.

Masking is a well-known and provably secure countermeasure against such attacks.
In this thesis, we describe the first masked implementation of the UOV scheme. We
also produce security proof of our implementation in the probing model.

Keywords: Side-channel attack, Masking, Post-quantum cryptography, UOV sig-
nature
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Chapter 1

Introduction

Research shows us that the present hardness assumptions for public key cryptography,
like factorization and elliptic curve discrete logarithm, are no longer sound due to the
recent development of quantum computing. We need new public key cryptography
schemes whose hardness assumptions are quantum-safe but efficient to implement.
NIST initiated a public process to standardize post-quantum cryptography algorithms
in 2016 and selected lattice-based CRYSTALS-Dilithium and Falcon and hash-based
SPHINCS+ for the digital signature in 2022. In the same year, NIST called for
additional digital signature schemes [14] with diverse hardness assumptions, short
signature sizes, fast verification, or schemes that outperform significantly if lattice-

based.

Beullens et al. proposed the unbalanced oil and vinegar signature scheme [5]
for the additional standardized process. UOV is an excellent choice for signature
size and time efficiency. This scheme is based on multivariate cryptography. More
than twenty years of cryptanalysis provide confidence in the mathematical security
of this scheme. UOV is a potential candidate for this selection process. Side-channel
resistant implementation is crucial while deploying a cryptographic scheme in the real
world. An attacker can acquire knowledge about sensitive data of a scheme using side-
channel analysis. Unfortunately, recent research [1, 16, 15| shows NIST submission
UOV is not out of this risk using power analysis.

Masking is a well-studied countermeasure against side-channel attacks using power
or electromagnetic trace. In the masking technique, we split the sensitive data into
multiple shares and securely perform the operations with each share. Thus, we convert
the original cryptographic scheme to its equivalent form so that it provides provable
security against the probing model. However, it comes with performance and resource
overhead, so we need to address those issues by carefully choosing optimised novel
techniques.
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1.1 Motivation

The research community should study the masking of UOV. Recent masking publica-
tions on other schemes show the conversion, produce security analysis on the probing
model, and physical security analysis using Test Vector Leakage Assessment (TVLA)
[10] methodology. We believe no publication has been made on the UOV digital
signature scheme yet. So, we try to address this in this thesis.

1.2 Owur Contribution

Our contributions are summarized as follows.

e We propose a first-order masked version of the NIST submission UOV digital
signature scheme,

e We prove the security of our implementation in the 1-probe model,

e We analyse the complexity of our implementation in terms of required random
bits.

1.3 Thesis Outline

We discuss the required preliminaries, i.e. the NIST submission UOV scheme, mask-
ing and probing model in Chapter 2. In detail, we describe our work, i.e., masked
UOV scheme implementation, provide security analysis in 1-porbe model, and com-
plexity regarding required randomness in Chapter 3. We summarize our work in
Chapter 4.



Chapter 2

Preliminaries

In sections 2.1-4, we recall an overview of the original UOV [12], the design rationale
behind the NIST submission UOV and its functionalities and specification of variants
from [5]. In section 2.5, we recall the security definitions in the probing model from
[4, 3] for further security analysis of our implementation.

2.1 Notations and Conventions

All logarithms are in base 2. All indices start with 0. F, (i.e. GF(q)) denotes a
finite field with ¢ (= 2*) elements. Each element in F, is represented as a polynomial
over Fy. Since x = —z in Fj, we abuse notation by considering field addition and
subtraction as the same. Let x,y € F,, = + y denotes addition/subtraction (i.e.
bitwise XOR) and xy denotes multiplication of x,y. F; denotes F, \ {0}. All the
polynomials, vectors, and matrices are defined over F,. All the vectors are in column
form and denoted as bold lower-case letters; all the matrices are defined as bold
upper-case letters. x = (;) denotes a column vector whose i-th coordinate is x;. AT
denotes transposition of matrix A. 0, denotes the d-dimensional zero vector, and I,
denotes d-dimensional identity matrix. || denotes string concatenation, := denotes
the assignment of a variable. =, V, A, <, and > denote logical not, or, and, left shift,
and right shift, respectively.

2.2 An Overview of UOV

In a multivariate public-key cryptosystem, the public key P = (po,...,pm-1) is a
system of a nonlinear equation in n variables over F,, where n, m, g are public param-
eters. For cryptographic purposes, P is chosen so that it should work as a trapdoor
one-way function: for any given x € Fy, the evaluation P(x) = (po(X), . .., pm-1(x)) is
easy; for any given t € Fi", finding a preimage s € Fy such that P(s) = t is easy with
the trapdoor information but hard without knowledge of trapdoor. The homogeneous
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quadratic polynomial of the form

n—-m—1n
f(x07-- y Lp— 1 Z Z QL5

i=0 j=i

is called oil-vinegar polynomial or simply OV-polynomial; the n — m vari-
ables xg,...,x,_,_1 are referred as vinegar variables, the remaining m variables
Tm—n,---,Tn_1 as oil variables.

Original UOV. The original UOV digital signature scheme follows the hash-and-
sign paradigm with n > 2m:

e In the key generation algorithm, given the security parameter params, it returns
a public-secret key pair (pk = P, sk = (F,T)) randomly.

e In the signing algorithm, given the secret key sk = (F,7) and a message
w € {0,1}*, it returns a signature o of message u. F has special structure
to compute its preimage efficiently and 7 hides this structure in public key
pk =P.

e In the verification algorithm, given the public key pk = P and a message-sign
pair (u, o), it returns whether the given pair is valid.

Algorithm 1 KeyGen

Input: params = (n,m,q)
Output: (pk, sk)

1: Plck m uniformly random OV-polynomials fy, ..., fi._1

2: _(f()a"-)fm—l)

3: Pick a uniformly random invertible linear transformation 7 : Fy — Fy
4: P:=FoT

5: pk =P

6: sk:=(F,T)

T

return (pk, sk)

2.3 Design Rationale Behind UOV

Reformulation of trapdoor. In OV-polynomial, the oil variables never mix with
the oil variable, i.e. there is no term with z;z; in OV-polynomials such that both z;
and x; are oil variables. Due to this special structure, for a random choose F : Fy —

Fy', every fixed vinegar vector v € F;~™ induces a full-rank linear transformation
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Algorithm 2 Sign

Input: params, sk = (F,T),u € {0,1}*

Output: Signature o

. t := Hash(u) > Hash : {0, 1}* — F?
: Pick a random preimage u € Fy of t such that F(u) =t

s:=T *(u)

o:=s

return o

G Wy

Algorithm 3 Verify

Input: params,pk =P, (u,0)
Output: true or false

1: t := Hash(u)
2: t/ = P(J)
3: return t == t’

F ({ﬂ) D Fy > F with significant high probability; thus, it’s easy to compute

a preimage u = :V} € Fy such that F(u) = t and a preimage s € Fj such that
T (s) = u. Therefore,

< (o] ) - () (VD)

T! ( Oi;”]) is in oil space O = span(7 (e, n),...,T (e, 1)), where e; de-
notes the vector with 1 in i-th coordinate and zeros elsewhere. O is m-dimensional

IO } , where O
is picked uniformly random from an_m)xm. Therefore, a short description of trapdoor
information is secret seed,, that is used to sample O.

subspace of Fy which can be seen as column space of the matrix 0=

Generation of the public key P. Note that there is one vinegar variable in each
term in OV-polynomial, and the oil space O is a linear span of (T (e _n),.- -,
T '(en_1)). Therefore, P = F o T vanishes on every element in oil space. Each
homogeneous multivariate polynomial p; can be represented by an upper triangular
matrix P; € F*" such that p;(x) = x"P;x. Let

p? pl
o pPY

%

where P\ ¢ glmm)x(mm) p@) o F7*™ are upper-triangular, and P e g

% %
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Lemma 1 Let A € F*™". Then x’Ax = 0 for all x € Fy if and only if A is
skew-symmetric, i.e. A* = —A.

Therefore, p; vanishes on the oil space O, i.e. column space of O if and only if

o

0" 1,]P, [Im

} =0"P”0 + 0Py, + P’

is skew-symmetric. Thus, given the trapdoor O, we can generate {P; | 0 <i < m—1}
as follows: first {PEO), PI(»I) | 0 < i < m—1} is picked uniformly random; then compute

P .= Upper (~0"P{”0 - 0"P!")

for all 0 < ¢ < m — 1, where Upper(M) denotes the unique upper triangular matrix
N such that M — N is skew-symmetric.

Inversion operation. Given the trapdoor O and {P; | 0 <i < m — 1}, improved
process of calculating a preimage s for a given t as follows: first a vinegar vector
v € F,~™ is picked uniformly random, and then try to find a x € F;", where s is of

q?
following form
_ | Y4 @)
s = 0, 1, X

Lemma 2 Let s be of the above form. Then P(s) = t if and only if Lx = t —y,
where

e Si= (P + PO + PV e Fpmm,

o L c F)”™ with the i-th row being v'S;, and

o y =[P V]pcicm 1 € F.

When L is invertible (with a significantly high probability), we can compute x

with the Gaussian elimination method; otherwise, repeat the forgoing process with a
fresh vinegar vector. Note that S; depends only on public PEO), Pl(»l), and secret O.

2.4 The UOYV Digital Signature Scheme

In this section, we discuss the NIST additional digital signature schemes round one
submission UOV digital signature scheme.
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2.4.1 Parameters in UOV

The UOV digital signature scheme is parameterized as follows:
params = (n,m, q, salt_len, sk_seed_len, pk_seed_len),

where

e n denotes the number of variables in the polynomials in P,

m denotes the number of polynomials in P,

q denotes the size of a finite field,

salt_len denotes the bit length of salt € {0, 1}stt-len

sk_seed_len denotes the bit length of seedy, € {0, 1}sk-seed-len,

pk_seed_len denotes the bit length of seed,; € {0, 1}pPr-seed-len,

NISTSL. n m ¢
uov-Ip 1 112 44 256
uov-Is 1 160 64 16
uov-I11 3 184 72 256
uov-V 5 244 96 256

Table 2.1: Recommended parameter sets for UOV variants

For all recommended parameter sets, salt_len = 128, sk_seed_len = 256, and
pk_seed_len = 128.

2.4.2 Functionalities in UOV
We describe the five algorithms in the UOV digital signature scheme.

o CompactKeyGen. Given the security parameter params, it returns a compact
representation of public-secret key pair (cpk, csk) randomly.

o FapandSK. Given the compact representation of secret key csk, it returns the
expanded representation of secret key esk.

e Sign. Given the expanded representation of secret key esk, and a message p, it
returns a signature o of message .

e FxpandPK. Given the compact representation of public key cpk, it returns the
expanded representation of public key epk.
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o Verify. Given the expanded representation of public key epk, and a message-
sign pair (u, o), it returns whether the given pair is valid.

Expand,, Hash, and Expandy, are instantiated with shake256. Expandp is in-
stantiated with 4 rounds aes128ctr using seed,, as key and zero as nonce.

Algorithm 4 CompactKeyGen

Input: Security parameter params
Output: Compact representation of public-secret key pair (cpk, csk)
. Pick a uniformly random seedg;, € {0, 1}sk-seed-len
Pick a uniformly random seed,;, € {0, 1}Pk-seed-len
O := Expand, (seedg)
{PZ(O), Pgl)}ogigm,l := Expandp (seed,y)
for : =0 upto m — 1 do
PES) := Upper (—OTPEO)O - OTP§1)>
end for

cpk = (seedpk, {ng)} )
0<i<m—1
9: CSkf = (S@edpk, SeedSR)

10: return (cpk, csk)

Algorithm 5 ExpandSK

Input: Compact representation of secret key csk
Output: Expanded representation of secret key esk
O := Expand, (seedy)

{P(O) pW

P }ogz‘gm—l := Expandp (seed,y)
for : =0 uptom — 1 do
S = (P +P"T) 0+ PV

end for

esk == (seedsk, 0O, {PZ(»O), Si} )
0<i<m—1
7: return esk

2.4.3 Specification of the UOV variants

We instantiate the usual three-part API in a digital signature (Key Generation, Sign,
verify) in three different variants: classic, pke, and pke+ske, combining the above five
algorithms. Note that the three variants have the same signature scheme but different
public and secret key representations. One variant can verify a signature generated
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Algorithm 6 Sign

Input: Expanded representation of secret key esk = <seed5k, O, {Pgo), Si}ogigm,1>,
message [
Output: Signature o
1: Pick a uniformly random salt € {0, 1}
2: t := Hash(pl|salt)
3: for ctr = 0 upto 255 do

salt_len

4: v := Expand,, (u||salt||seedg||ctr)
5: L:=0,m
6: for i =0 upto m — 1 do
7 Set i-th row of L to v''S;
8: end for
9: if L is invertible then
10: y « VTP V]ocicm 1
11: x:=L1t-y)
12 s;:{"]+[0]x
0,, L,
13: o = (s, salt)
14: return o
15: end if
16: end for

17: return L

Algorithm 7 ExpandPK

Input: Compact representation of public key cpk
Output: Expanded representation of public key epk

1: {PEO),PZ@} := Expandp (seed,y)
0<i<m—1

2: for i =0 upto m — 1 do

. B PZ(O) P@(l)

4: end for

5. epk = {P; }o<i<m—1
6: return epk

Algorithm 8 Verify
Input: Expanded representation of public key epk = {P; }o<i<m—1, message-sign pair

(u, 0 = (s, salt))
Output:
1: t := Hash(u||salt)
2: return ( == [STPiS]ogigm—1)
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by other variants, and each variant achieves the same hardness for the same security
parameter.

e classic. In this variant, the public-secret key pair is (epk, esk), i.e. ExpandSK
and ExpandPK are part of the Key Generation algorithm. This makes the key
size large, but sign and verify faster.

e pkc. In this public key compressed variant, the public-secret key pair is (cpk,
esk), i.e. ExpandSK is part of the Key Generation algorithm, but ExpandPk
is part of the Verify algorithm. This makes the public key size small but verify
slower.

e pkc+ske. In this public-secret key compressed variant, the public-secret key
pair is (cpk, csk), i.e. ExpandSK is part of the Sign algorithm, but ExpandPk
is part of the Verify algorithm. This makes the public-secret key size small but
slower to sign and verify.

key pair | public key compressed | secret key compressed
classic | (epk,esk)
pke (cpk, esk) v
pke+ske | (cpk, esk) v v

Table 2.2: Qualitative comparisons of three UOV variants

2.5 Masking and Probing model

Let (G, o) be a group and d be a positive integer. For masking countermeasure, we
split every sensitive variable z € GG into d + 1 shares xg,...,r4 € G randomly such
that x = :cooxl’l o.. .ox;l, where ac;l denotes the inverse of x; with respect to o. The
(d+1)-tuple (xq, ..., zq) is called a d-th order masking of . Each z; € {xo,..., 24}
is called a share of variable x. Throughout this thesis, when group operation is
an addition/bitwise XOR(resp. multiplication), we call it Additive/Boolean(resp.
Multiplicative) masking. Let u,v be two positive integers and x;(resp. y;) be
(u — 1)-th(resp. (v — 1)-th) order masking of z;(resp. v;).

Definition 1 (gadget) A (u,v)-gadget for a function f : F, — F' is a (ran-
domize) algorithm A such that for all (xo,...,%,-1) € (Fy)" (and randomness r),
(Y05 -y Ym—1) == A(Xo, ..., Xn_1;7) satisfies (Yo, .-, Ym-1) = f(Toy. .., Tn_1).

The above definition can naturally be extended for any domain of a function f. A
probe is a share of a gadget’s input/internal /output variable. Let ¢,{ be two positive
integers and x; = {x;; | 0 < j <w — 1} be (u — 1)-th order masking of z;.
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Definition 2 (t-simulatability of | probes) Let A be a (u,v)-gadget for a func-
tion define over Fy. A set P = {po,...,pi—1} of l probes on A is t-simulatable, if
there exits n sets Io,..., I,y C {0,...,u — 1} with |[;| < t for all i and a (ran-
domized) function sim : (Fi)" — F. such that for all (Xo,...,Xp—1) € (F4)", the dis-
tributions {po,...,p-1} (which depends on (Xq,...,X,_1) and the randomness used
by the gadget) and {sim((Xo)1y,-- -, (Xn-1)1,_,)} are identical, where (x;);, denotes
{zi; | j € Li}.

Definition 3 (d-non-interference (d-NI)) A (u,v)-gadget A is d-non-interfering
if and only if every set of at most d probes on A is d-simulatabale.

Definition 4 (d-strong non-interference (d-SNI)) A (u,v)-gadget A is d-strong
non-interfering if and only if for every set Py of dy probes on input or internal shares
and every set Py of dy probes on output shares such that dy + dy < d, the set Py U Py
of probes on A is dy-simulatable.

Since we propose first-order masking of the UOV signature scheme, we build 1-NI,
1-NTI with public output X or 1-SNI gadgets. A gadget is 1-NT if and only if any probe
on this gadget can be simulated with at most one share of each input of the gadget.
A gadget is 1-NI with public output X if any probe on this gadget can be simulated
with public output X and at most one share of each input of the gadget. A gadget
is 1-SNI if any internal probe can be simulated with at most one share of each input
of the gadget, but any probe on output should be independent of inputs.






Chapter 3

Masking UOV signature scheme

In this chapter, we build gadgets for the UOV signature scheme in the 1-probe model,
i.e. first-order masking. We mask CompactKeyGen, ExpandSK, and Sign algorithms
since those algorithms deal with secrets. ExpandPK and Verify are public algorithms
and don’t deal with any secrets, so they don’t require any masking.

3.1 Overall structure

In CompactKeyGen, ExpandSK, and Sign algorithm, the following variables are se-
cret/sensitive: seedg, O, {S;}o<i<m—1, v, L, and y, and following variables are public:
seedpy, {pgo),pgl),pgg)}ogigm,l, i (i.e. message), and o = (s, salt) (i.e. signature).
We build gadgets MaskedCompactKeyGen, MaskedExpandSK, and MaskedSign for
CompactKeyGen, ExpandSK, and Sign, respectively. We consider the internal vari-
able x in line 11 of the original sign algorithm as the public output of the gadget
MaskedSign. The last m coordinate of s is the same as x, so we believe the above
consideration doesn’t harm security. Due to the nature of the algorithms, we mostly

use additive/boolean masking; multiplicative masking is also used in a few gadgets.

3.2 Masked gadgets

We use or take motivation from gadgets already in the literature; we provide a short
description, security type and reference of those in Table 3.1. We reproduce the
algorithm of those gadgets in Appendix A.

3.2.1 CondAdd

We perform a conditional add of two rows to make a pivot element of a matrix non-
zero while transforming a matrix to its row echelon form. CondAdd gadget takes
additive masking (zo, 1) of € Fy, (yo0,v1) of y € F, and one-bit boolean masking

19
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3. Masking UOYV signature scheme

Algorithm Description Security Reference
SecAnd Bitwise AND of boolean shares d-SNI 8, 2]
SecOr Bitwise OR of boolean shares d-SNI 6]
Refresh Refresh of additive shares d-SNI 2]
SecNonzero  Nonzero check of additive shares d-SNI 6]
FullXor Unmask additive shares d-NI 8, 3]
AMtoMM  Additive to multiplicative conversion  d-SNI 9, 13]
SecMult Multiplication of additive shares d-SNI 7, 2]

Table 3.1: Gadgets from literature

(b, by) of b as input and return additive masking (zo,21) of z +y if b =by+ by = 1
else independent masking (2o, z1) of z if b = 0.

Algorithm 9 CondAdd

Input: Additive masking (zo,z1) of © € Fy, (yo,y1) of y € F,; boolean masking

(bo,bl) of b e {0 1}

Output: Additive masking (2o, z1) of z + y if b = 0; = otherwise.

1: 8o := xo + (Yo A masky) > masky = by . . . bo(log g times)
2: 81 := 1 + (y1 A masky)
3: Pick a uniformly random r € F,
4: to:=589+T
5: tl =81 +r
6: wo := Yo N\ mask, > masky = by ... bi(log g times)
7: wy = y; A mask;
8: 2o = t() + wo
9: z1 1= tl + wy
10: return (2, z1)
Correctness.

2o+ 21 = t() + tl) (yo + yl) A mask1

zo+ 1) + (Yo + y1) A (masky + masky)
B {x +y, ifb=1

x, otherwise

Security.

(
= ((xo+ 7 +21+7) + (Yo + 11) Amasko) + (Yo + 11) A mask,
= (



3.2. Masked gadgets 21

Lemma 3 CondAdd is 1-SNI.

Proof:

We need to show that each variable in {xq, 1, v0, y1,bo, b1} (input shares) and
{s0, s1, 7, to, t1, wp, w1 } (internal variables) can be simulated using at most one share
from each {xo, 21}, {vo, 11}, and {by, b1}, and each output share in {zp, 21} can be
simulated without any knowledge of inputs. Simulating any input share is straight-
forward.

sp can be simulated with xg, v, and by. Similarly, s;. 7 is random. to (resp. t;)
is random, as it is a sum of sy (resp. s1) and a random value 7. wy can be simulated
with yo and b;. Similarly, wy. 2o (resp. 21) is also random, as it is a sum of wy (resp.
wy) and a random value o (resp. t;). O

Complexity. The CondAdd gadget requires one random value in F,,.

3.2.2 AMtoMMinv

We need to calculate the multiplicative inverse of non-zero pivot elements to trans-
form one matrix to its row echelon form. The exponential operation is easier in
multiplicative masking than in additive masking, so we convert additive masking to
multiplicative masking and perform the inverse operation. AMtoMMinv takes the
additive masking (zo, 1) of # € F} as input and returns (po, p1) such that 2= = pop;.
Gadget RowEchelon checks whether a pivot element is non-zero. If a pivot element
is zero even after trying to make it non-zero, RowEchelon aborts; otherwise, it calls
AMtoMMinv.

Algorithm 10 AMtoMMinv

Input: Additive masking (zo,z1) of z € F;,
Output: (pg, p1) such that 27! = pop,
1: (z0,21) := AMtoMM(zy, x1)
2 po =2 > 25" is multiplicative inverse of z
3 pri=2
4: return (pg,p1)

Correctness. pop; = 25 '21 = (zozfl)_l = (zo+ (—m)) P =271

Security.
Lemma 4 AMtoMMinv is 1-SNI.

Proof:
AMtoMM is 1-SNI. The multiplicative inverse is applied only on zj, independent
of z. O
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Complexity. The AMtoMMinv implicitly calls the AMtoMM gadget, requiring one
non-zero random value in F,.

3.2.3 ScalarMult

Gadget ScalarMult takes additive masking (xg,z1) of € F and (po, p1) such that
pop1 = p € F* as input and return additive masking (yo,y1) of pzr. This gadget is
used to multiply one row of a matrix by a non-zero scalar value. Alternatively, we
could apply MMtoAM [9] on (po,p;*) then call SecMult, but ScalarMult is lighter
computationally and provides the same 1-SNI security.

Algorithm 11 ScalarMult

Input: Additive masking (zq,z1) of € Fg; (po, p1) such that p = pop; € F;,
Output: Additive masking (yo,y1) of px € F,

1: Sp := poxo

2: 81 1= PoT1

3: Pick a uniformly random r € F,
4: tg:=59+ T

5: tl =81 +r

6: Yo := P1lo

7y =ity

8: return (yo,y1)

Correctness. yo+y1 = p1(to +t1) = p1(poxo + 1 + pox1 + 1) = pop1(zo + 1) = pz.

Security.
Lemma 5 ScalarMult is 1-SNI.

Proof:

We need to show that each variable in {zg, x1, po, p1} (input shares), {sg, s1, 7, to,
t1} (internal variables) can be simulated using at most one share from each {xg, z1}
and {pg, p1}, and each output share in {yg, y; } can be simulated without any knowl-
edge of inputs. Simulating any input share is straightforward.

sp can be simulated with py and (. Similarly, s;. r is random. ¢y (resp. tp) is
random, as it is a sum of sy (resp. s1) and a random value r. yo (resp. y;) is random
as it is a multiplication of a random value with a non-zero value p;. O

Complexity. ScalarMult requires one random value in F,,.
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3.2.4 MultAdd

MultAdd takes additive mashing (zg,z1) of x € F, (yo.y1) of y € F and (¢, c;) of
¢ € F as input and return additive masking (zg, z1) of x + cy. This gadget is used to
multiply one row by a scalar first and then add this row to another row.

Algorithm 12 MultAdd

Input: Additive masking (xg,x;) of x € Fy, (yo,v1) of y € F, and (co,¢1) of c €T
Output: Additive masking (2o, 21) of z + cy

. (to,t1) := SecMult((yo, y1), (co, 1))

20 = Tg + to

21 =21+ tl

return (zo, 21)

Security.

Lemma 6 MultAdd is 1-SNI.

Proof:
Since SecMult is 1-SNI, o (resp. 1) is random. zg (resp. z7) is random as it is a
sum of zo (resp. x1) and a random value. O

Complexity. MultAdd implicitly calls the SecMult gadget, requiring one random
value in F,.

3.2.5 RowEchelon

To sign a message in the UOV Signature scheme, we need to solve a system of linear
equations. We use the Gaussian elimination method, which reduces the augmented
matrix of linear equations to its row echelon form. RowEcholon gadget takes addi-
tive masking (Ao, A;) of a matrix A € F"*™ and (bg, b;) of a vector b € F;* and
transforms each share such that unmasked [A | b] is in row echelon form or abort if
one of pivot is zero after unsuccessful attempt to make non-zero, which cause mostly
when det A = 0.

Correctness. To transform a matrix to its row echelon form, we follow the following
steps:

e Step 1 (Lines 4-11). Instead of interchanging two rows, the original implemen-
tation [5] performs conditional addition of the first row with a certain number
of rows below to make the pivot element of the row non-zero. SecNonZero gad-
get returns boolean masking of b € {0,1} such that b = 0 if a; = 0. In line
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Algorithm 13 RowEchelon

Input: Additive maskings (Ao, A;) of A € F;"*™ and (bg, by) of b € F"
Output: transform to row echelon form or L
1. A’ :=[Ag | by] € " > A’ = [a0]
20 A" :=[A; | by] € T > A" = [a]
3: for : =0 uptom — 1 do
/* try to make pivot non-zero */
stop:=(i+l<m)?i+l:m > =8if ¢ =256; 16 if ¢ = 16
for j =i+ 1 upto stop — 1 do
(biO; bzl) = SGCNODZGI‘O((IZ'Z'(), aii1>
bio := —bjo
for kK = ¢ upto m do
(aiko, aikl) = COHdAdd((aiko, aikl), (ajkOa ajkl), (bio, bil))
10: end for

11: end for
/* check if pivot is non-zero */
12: (Cio, ¢i1) := SecNonzero(a;, a;i1)

13: ¢; := FullXor (¢, ¢i1)
14: if ¢; == 0 then
15: return L
16: end if
/* multiplication of a row by the inverse of its pivot */
17: (pio, pi1) := AMtoMMinv (a0, 1)

18: for k = ¢ upto m do
19: (@iko, @ik1) := ScalarMult((ako, @ik1), (Pios Pi1))
20: end for

/* addition of a scalar multiple of one row to another row */
21: for ) =i+ 1 uptom —1do

22: for kK = ¢ upto m do

23: ((ljko, ajkl) = MlﬂtAdd((aJ’ko, ajkl), (aiko, aikl), (ajiO; CL]‘H))
24: end for

25: end for

26: end for

27: return ((Ag, A1), (bg, b))
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7, we flip bjp so that we get new b such that b = 1 if a;; = 0. Then, we call
the CondAdd gadget in lines 8-10 to get the exact same effect of the original
conditional addition of rows.

e Step 2 (Lines 12-16). After conditional addition, the original implementation
checks whether the pivot element is still zero. If it’s zero, then abort; else,
proceed to the next step. We call the SecNonzero gadget with additive masking
of a; as input, then unmask the output ¢;. We consider ¢; as public output.
If we observe ¢; equals zero, we abort as the original implementation does.
Otherwise, we proceed to Step 3.

e Step 3 (Lines 17-20). In this step, we call the AMtoMMinv gadget with ad-
ditive masking of the non-zero pivot element as input and get shares of the
multiplicative inverse. Then, we call the ScalarMult gadget to multiply a row
by the multiplicative inverse of the non-zero pivot element of this row.

e Step 4 (Lines 21-25). We use the MultAdd gadget to add a scalar multiple of
the first row to the current row to make the first element of the current row
zero in masked form. We repeat this from the second row to the last using the
for loop in line 21.

After successfully executing the above steps, we ignore the first row and first
column of the matrix and repeat the above steps till the last row using the for loop
in line 3.

Security.
Lemma 7 RowEchelon is 1-NI with public output {¢;}o<i<m—1-

If we observe ¢; equals zero in line 13, we abort as the original implementation does.
Otherwise, ¢; is always non-zero. So we can consider {¢;}o<i<m—1 as public output.
We bit-flip independently the first share of the output of 1-SNI gadget SecNonzero in
line 7, so we can consider lines 6-7 as 1-SNI gadget.

Complexity. RowEchelon requires O(m?logq) random bits, using table 3.2.

3.2.6 BackSub

If the RowEchelon gadget executes successfully, then det A # 0. We perform back
substitution to get the unique solution. BackSub gadget takes additive masking
(Ao, A;) of a matrix A € F”*™ and (bg, by) of a vector b € F;" where [A | b] is in
row echelon form as input and return unique x € F;* such that Ax = b.
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Required random

Gadget bits per call Number of calls
SecNonZero 2(logqg — 1) 7(m—4)+m
CondAdd log ¢ 7(m —T7)(m+10)/2 4+ 133
FullXor 1 m
AMtoMMinv O(logq) m

ScalarMult log g m(m + 3)/2
MultAdd log q (m—1)m(2m+5)/6

Table 3.2: Required random bits in RowEchelon

Algorithm 14 BackSub
Input: Additive maskings (Ao, A;) of A € F;"™ in row echelon form with det A # 0
and (bg, by) of b € F"
Output: Unique x € F;* such that Ax =b
1: for : = m — 1 downto 1 do

2 €T, = FUHXOI'(bi(), bzl) > b() = (biO); b1 = (bzl)
3 for ) =0 uptoi — 1 do

4: bjo := bjo + xiajio > Ay = [ajo]
5: bj1 == bj1 + xiajn > Ay = [aij]
6 end for

7: end for

8: xo = FullXor(bg, bo1)

9: return x >x = (x;)

Correctness. Since [A | b] is in row echelon form, back substitution is equivalent
to multiplying first ¢ values of i-th column of [A | b] with z; then add to first ¢ values
of b for all 7 such that m —1>1¢> 1.

Security.
Lemma 8 BackSub is 1-NI with public output x.

Proof:

We need to show that each share in {Ag, A1, by, by} (input shares), each internal
variable of FullXor and updated share from {by, by} in lines 4-5 can be simulated using
at most one share from each {Ag, A1}, {bg, b1}, and public output x. Simulating
any input share is straightforward.

In lines 2 and 8, we compute public output z; using the FullXor gadget. Since it is
1-NT, each internal share of it can be simulated with at most one share from {b;1, b2 }.
In line 4, one column of Ay is multiplied by public output and added to by, so it can
be simulated with Ag, by, and public output. Similarly, in line 5. 0J
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Complexity. Backsub implicitly calls FullXor gadget m times, requiring m random
value in F,.

3.2.7 SecDotProd

SecDotProd takes additive masking (xo, x1) of a vector x € F, and (yo,y1) of another
vector y € F, and returns additive masking (zo, z1) of x"y. We built this gadget
using inspiration from SecAnd. This gadget is used as a subgadget of gadgets like
SecMatVec and SecQuad.

Algorithm 15 SecDotProd

Input: Additive masking (xg,x;) of x € ]Ff] and (yo,y1) of y € ]Ff]
Output: Additive masking (29, 1) of x'y
1 (s,t,u,v) :=(0,0,0,0)
2: fort=0uptol—1do
5= S+ TioYio > X0 = (Zi0), Yo = (Yio)
t:=1+4+ 2y > X1 = (i), y1 = (Y1)
U= U+ TioYin
VI=0 4+ TiYio
end for
Pick a uniformly random r € F,
20 :=8+r
10: 2z =t + ((u+7r)+0)
11: return (2, z1)

Security.
Lemma 9 SecDotProd is 1-SNI.

Proof:

We need to show that each variable in {xq, X1, yo,¥1} (input shares) and {s, ¢, u, v,
r} (internal variables) can be simulated using at most one share from each {xg,x;},
{¥0,¥1}, and each output share in {zy, 29} can be simulated without any knowledge
of inputs. Simulating any input share is straightforward.

Each variable in {s,t,u,v} can be simulated using one share of x and one share of
y. r is uniformly random. z; is random since it is a sum of two values, one of which
is random. Similarly, z; is also random. 0

Complexity. SecDotProd requires one random value in F,.
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3.2.8 SecMatVec

SecMatVec takes additive masking (Ao, A1) of a matrix A € F;**! and (xo,x;) of a
vector x € F, as input and return additive masking (bg, by) of Ax € F}".

Algorithm 16 SecMatVec

Input: Additive masking (Ao, A1) of A € IF;”XZ and (xg,x1) of x € ]Ff]
Output: Additive masking (bg, b;) of Ax € Fl"

1: for i = 0 upto m — 1 do

2 (bio, bi1) := SecDotProd((i-th row of Ay, i-th row of A;), (xo,X1))

3: end for

4: return (bg, by) > b, = (bi;)

Security.
Lemma 10 SecMatVec is 1-SNI.

Proof:

We need to show that each variable in {Ag, A1, X0, X1} (input shares) and each
internal variable of SecDotProd can be simulated using at most one share from each
{Ay, A1} and {x¢,x;}, and each output share in {bg, by} can be simulated without
any knowledge of inputs. Simulating any input share is straightforward.

Since SecDotProd is 1-SNI (by Lemma 9), each internal variable of it can be
simulated using almost one share from {x¢,x;} and (one row of) one share from
{Ao, A1 }; output share by (resp. b;1) is random. So, by (resp. by) is a random
vector. U

Complexity. SecMatVec implicitly calls the SecDotProd gadget m times, requires
m random value in F,.

3.2.9 SecQuad

SecQuad gadget takes m public matrix {P, € F.*'}oci<m—1 and additive mask-
ing (x0,x1) of a vector x € F, as input; returns additive masking (yo,y1) of y =
[XTPI@X]OSkSm—l S F;n

Correctness.  yro+yr1 = (So+81)7 (tro +tr1) = (x0+x1)T (Prxo + Pix1) = x ' Pix

Security.

Lemma 11 SecQuad is 1-SNI.
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Algorithm 17 SecQuad

Input: Public {P) € F;*'}ock<m—1; additive masking (xo,x;) of x € F)
Output: Additive masking (yo,y1) of y = [x"PrX]o<k<m—1 € F})'

1: for i =0 upto!—1 do
2: (SZ'(), Sﬂ) = RefTGSh(ZEio, xil) > X; = («Tz'j), 5; = (Sij)
3: end for
4: for k=0up tom —1do
5: (tk(h tkl) = (PkXO, kal)
6: (Yro, Y1) := SecDotProd((sg, s1), (tko, tx1)) >y; = (vij)
7: end for
8: return (yo,y1)
Proof:

We need to show that each variable in {x¢,x;} (input shares), {so,s1, tio, ti1}
(internal variables) and each internal variable of Refresh and SecDotProd can be
simulated using at most one share from {xg,x;}, and each output share in {yo,y:}
can be simulated without any knowledge of inputs. Simulating any input share is
straightforward.

e Since Refresh is 1-SNI, each internal variable of it can be simulated with almost
one share from {xg, X1}, and each output share in {sg,s;} is random.

e tio (resp. tg1) is a linear combinations of xq (resp. X;), so can be simulated
with xq (resp. x1).

e Since SecDotProd is 1-SNI (by Lemma 9), each internal variable of it can be
simulated with almost one share from each {tyg,t;1} (which can be simulated
with at most one share from {x¢.x;}) and {sg,s;1} (but we can replace s; with
a random value); output share ygo (resp. yg1) is random. So, yo (resp. yi) is a
random vector.

O

Complexity. SecQuad implicitly calls Refresh gadget [ times and SecDotProd gad-
get m times, requiring [ + m random values in F.

3.2.10 MaskedCompactKeyGen

MaskedCompactKeyGen gadget is a first-order masked implementation of the UOV
CompactKeyGen algorithm. It takes a security parameter params as input and
returns compact representation of public and masked secret key pair (cpk, mesk).
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Algorithm 18 MaskedCompactKeyGen

Input: Security parameter params
Output: Compact representation of public and masked secret key pair (cpk, mcsk)

ol e
NP2

13:
14:
15:
16:
17:

18:

19:
20:

Pick a uniformly random seed,g € {0, 1}5k-seed-len
Pick a uniformly random seed,; € {0, 1}sk-sced-len
Pick a uniformly random seed,, € {0, 1}Pr-seed-len
(Og, O1) := MaskedExpand,, (seedgpo, seedgy)
(P PW}icm1 = Expandp(seed,y,)
(Qo, Q1) := Refresh(Og, O,)
for i = 0 upto m — 1 do

Ajp = —PEO)OO — Pgl)

Ail = —PZ(O)Ol

(BiOa le) = (Ome, Ome)
for k =0 upto m — 1 do
Set k-th column of By, B;; to
SecMatVec((AL, Al), (k-th column of Qg, k-th column of Q;))
end for
Cio := Upper(By)
C;1 := Upper(B;)
P'¥ := FullXor(Cj, Ci1)
end for

cpk = <seedpk, {ng)} )
0<i<m—1

mesk = (seedyy, (seedsyo, seedsi))
return (cpk, mesk)
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Security. There is a first-order masked implementation of shake256 in literature
[11]. We assume gadget MaskedExpand,,, is 1-NI.

Theorem 1 Gadget MaskedCompactKeyGen is 1-NI.

Proof:

We produce the proof using the traditional “from right to left” approach. As PZ(»O)
and PEI) are part of public key, Ay (resp. A;;) is linear combination of Oq (resp.
0;). So, we can consider lines 8-9 as a 1-NI gadget. The function Upper [5] acts on
an individual share. So, we can consider lines 14-15 as a 1-NI gadget.

Let us assume that an attacker accesses dy probe on MaskedExpand,;, d; probe on
Refresh, d5 probe on gadget in lines 8-9, 63 probe on SecMatVec, d4 probe on gadget
in line 14-15, and d5 probe on FullXor such that Z?:o 0; = 0 < 1. We need to show
that § probe can be simulated with at most ¢ share from {seedgyo, seedgg }-

Since gadget FullXor is 1-NI, 5 probe on it can be simulated with at most 5
share from {C;o, C;1}.

Since gadget in lines 14-15 is 1-NI, all probes on it can be simulated with at most
d4 + J5 share from {B,, Bi1}.

Since gadget SecMatVec is 1-SNI, all probes on it can be simulated with at most
3 share from each {A;p, A;1} and (one column of) {Qq, Q1}.

Since gadget in lines 8-9 is 1-NI, all probes on it can be simulated with at most
dy + 63 share from {Oy, Oq}.

Since gadget Refresh is 1-SNI, all probes on it can be simulated with at most ¢,
share from {Oq, O2}.

Gadget MaskedExpand,;, is 1-NI. At the end of MaskedExpand,,, the simulation
relies on at most 2?21 9; share from {seedgy, seedgrr}. Additionally, dy probes on
MaskedExpand,;, can simulated with at most dy share from {seedgxo, seedgy}. There-
fore, we are done. O

Gadget Required random bits per call Number of calls

Refresh m(n —m)logq 1
SecMatVec mlog q m?
FullXor m?(m + 1) logq/2 1

Table 3.3: Required random bits in MaskedCompactKeyGen

Complexity. MaskedCompactKeyGen requires O(m? log ¢) random bits, using ta-
ble 3.3, apart from randomness used by MaskedExpand,, gadget.
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3.2.11 MaskedExpandSK

MaskedExpandSk gadget is a first-order masked implementation of the UOV ExandSk
algorithm. It takes a masked compact representation of a secret key mesk, i.e. public
seed seed,), and additive masking (seedyo, seedsi1) of secret seed seedyy, as input and
returns expanded representation of masked secret key mesk, i.e. additive masking

(seedgsko, seedsg1) of seedsy, (09.01) of O, {(Sio,Si1)}o<i<m—1 of {S:}o<i<m—1, and
public {PEO)}ogigm—l-

Algorithm 19 MaskedExpandSK

Input: Compact representation of masked secret key
mesk = (seedyy, (seedsko, Seedsk1))
Output: Expanded representation of masked secret key
mesk = ((seedgo, seedg), (0o, 01), {P”), (Si0, Si1) Yo<i<m-1)
(Og, O1) := MaskedExpand,, (seedsko, seedgy1)
{PY PV} ocicm1 == Expandp (seed,y,)
for : =0 uptom — 1 do
Si = (PI” + PO7) 0y + P

S; = (P@ + P§°)T) 0,

end for
mesk = ((Seedsk07 Se@dsm), (007 01), {P(0)7 (Sio, Sz‘l)}ogz‘gm—1)

KA
return mesk

Security. We assume gadget MaskedExpand,, is 1-NI.
Theorem 2 MaskedExzpandSK is 1-NI.

Proof:

We produce the proof using the traditional “from right to left” approach. As
PEO) and Pgl) are part of public key, S;o (resp. S;1) is linear combination of Oq (resp.
0O;). So, we can consider lines 4-5 as a 1-NI gadget.

Let us assume that an attacker accesses 0y probe on MaskedExpand,, and J; probe
on gadget in lines 4-5 such that dp + d; = 0 < 1. We need to show that J probe can
be simulated with at most ¢ share from {seedgyg, seedsii }-

Since gadget in lines 4-5 is 1-NI, d; probe on it can be simulated with §; share
from {Oyg, O4}.

Gadget MaskedExpand,, is 1-NI. At the end of MaskedExpand,,, the simulation
relies on d; share from {seedgo, seedgr }. Additionally, g probes on MaskedExpand,,

can be simulated with at most §y share from {seeds, seedg}. Therefore, we are
done. 0
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Complexity. MaskedExpandSk does not require any random bits apart from ran-
domness used by MaskedExpand,,.

3.2.12 MaskedSign

MaskedSign gadget is a first-order masked implementation of the UOV sign algo-
rithm. It takes a expanded representation of a masked secret key mesk, i.e. additive
masking (S€€d5k07 S€6d5k1> of secret seed seedsk, (0001> of O7 {(SiO’ Sil)}OSiSm—l of
{S:}o<i<m-1, public {PEO)}ogigmfl and message 4 as input and returns signature o
of the message.

Algorithm 20 MaskedSign

Input: Expanded representation of masked secret key
mesk = ((seedgpo, seedgk1 ), (O, O1), {PZ(»O), (Si0, Si1) fo<i<m—1), message (i

Output: Signature o

1: Pick a uniformly random salt € {0, 1}

2: t := Hash(p/|salt)

3: for ctr = 0 upto 255 do
(vo, V1) := MaskedExpand,, (p, salt, (seedsko, seedgy ), ctr) >v; € F,"
(Lo, Ll) = (Omxma Omxm)
for i =0 upto m — 1 do

Set i-columns of Ly, L; to SecMatVec((S%, S%), (vo,v1))

end for
(Yo, ¥1) == SeCQuad({Pz('O)}ogigm—la (vo, v1))
10: (Mo, M,), (2o, 21)) := RowEchelon((Lg, Ly ), (t + yo,¥1))
11: if ((Mo, Ml), (Z()7 Zl)) 7é_]_ then

salt_len

12: x := BackSub((My, M), (zo, 1))

13: s = [O”_m] >s=(s;) €Fy
X i q

14: ug ;= vg + Ogx

15: u =v;+0;x

16: s := FullXor(ug, u;)

17: o = (s, salt)

18: return o

19: end if

20: end for

21: return L

Security. We assume gadget Expand, is 1-SNI and gadget MaskedExpand,, is 1-
NI

Theorem 3 MaskedSign is 1-NI with public outputs {c¢; }o<i<m and Xx.
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Proof:

We produce the proof using the traditional “from right to left” approach. As ug
(resp. u;) can be simulated with public output x and vq (resp. vi) and Oq (resp.
0O;), we can consider lines 14-15 as a 1-NI gadget with public output x.

Let us assume that an attacker accesses dy probe on MaskedExpand,,, 4; probe on
SecMatVec, d; probe on SecQuad, d3 probe on RowEchelon, d, probe on Backsub, 5
probe on gadget in line 14-15, and ¢ probe on FullXor such that Z?:o 0; =0 < 1.

Since gadget FullXor is 1-NI, d¢ probe on it can be simulated with at most dg
share from {ug, u; }.

Since gadget in lines 14-15 is 1-NI, all probes on it can be simulated with at most
05 + g share from each {vq,v1}, {Og, 01} and public x.

Since gadget Backsub is 1-NI with public output x, §4 probe on it can be simulated
with at most d,4 share from each {Mgy, M}, {zo,2,} and public output x.

Since gadget RowEchlon is 1-NI with public output {¢; }o<i<m, all probes on it can
be simulated with at most d3 + d4 share from each {Lg, L1}, {yo,y1} and public t.

Since gadget SecQuad is 1-SNI, all probes on it can be simulated with at most d,
share from {vg,v;} and public key.

Since gadget SecMatVec is 1-SNI, all probes on it can be simulated with at most
9y share from each {S;9,S;1} and {vq, vy }.

Since gadget MaskedExpand,, is 1-SNI, all probes on it can be simulated with at
most dy share from {seedo, seedgy }.

Therefore, all § probes can be simulated with at most dy share from {seedgo,
seedgk }, 01 share from {S;0.S;1}, and 95+ share from {Og, O}, i.e., o401 +5+d <

d share from {seedsyo, seedgyr }. So we are done. O
Gadget Req}ured random Number of calls
bits per call

SecMatVec mlog q O(m)

SecQuad nlogq O(1)

RowEchelon O(m?log q) O(1)

BackSub mlog q 1

FullXor (n —m)logq 1

Table 3.4: Required random bits in MaskedSign

Complexity. MaskedSign requires O(m?log q) random bits, using table 3.4, apart
from randomness used by MaskedExpand, and MaskedExpand,, gadgets.



Chapter 4

Conclusion and Future Work

In this thesis, we describe first-order masking of the NIST first-round submission
UOV digital signature scheme and prove our implementation is 1-NI secure with
public output. We will assess leakage information from the power/electromagnetic
trace of our implementation using TVLA methodology and performance in terms of
clock cycles. We believe that the gadgets we build can be extended naturally to any
order. We observe that RowEchlon required O(m?log q) random bits. Investing in a
more efficient alternative to the RowEchlon gadget could be an excellent future work.

Although our implementation is provably secure in the 1-probe model, it could
still be possible to recover both the share of the vinegar vector v, v; using the at-
tack strategy in [1] due to the mathematical structure of the UOV scheme and the
gf256v_mul_u32 algorithm in implementation. So, we recommend mixing counter-
measures suggested in [1] with our implementation, such as picking a uniformly ran-
dom r € {0,1,...,7} inside _gf256v_madd_u32 and replacing gf256v_mul_u32 with its
shuffled version while computing Pyvg, Prvy in the SecQuad gadget. We reproduce
Shuffled_gf256v_mul_u32 in Appendix B.
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Appendix A

Further Algorithms

Algorithm 21 SecAnd [§]

Input: Additive/boolean masking (zo, 1) of = € F,, (yo,v1) of y € F,
Output: Additive/boolean masking (zg, z1) of x Ay

: 2o = Lo N\ Yo

Z1 - — I A U1

Pick a uniformly random r € F,

S = (IoAy1+T)+$1AyO

2oi=2 +r

Z1:=2z1+ 8

return (zo, 21)

Algorithm 22 SecOr [6]

Input: Additive/boolean masking (zo, 1) of © € F,, (yo,v1) of y € F,
Output: Additive/boolean masking (zg, z1) of z V y

(to, tl) = (_|ZL‘0, ZL’l)

(S0s51) == (=0, ¥1)

(20, 21) := SecAnd((so, s1), (to,t1))

Z0 -— 2o

return (zo, 1)
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38 A. Further Algorithms

Algorithm 23 Refresh [2]

Input: Additive masking (z¢, ;) of x € F,
Output: Independent additive masking (yo,y1) of =
: Pick a uniformly random r € F,

S Yo = To+T

Y=o

return (yo, y1)

Algorithm 24 SecNonzero [6]

Input: Additive/boolean shares (x,z1) of z € F,
Output: Boolean shares (by, by) of b such that b =0y +b; =0 <= =0
(t()’ tl) = (.CCO, Il)
len := (logq)/2
while len > 1 do
(lo, ll) - Refresh((tézlen:len], t[flen:len])’ len)
(TO, Tl) — (t([)len:l]7t[llen:l])
(to, tl) = SQCOI"((Z(), ll), (7'0, 7’1))
len :=len>1
end while
return (t1 ")

Algorithm 25 FullXor [§]

Input: Additive masking (z¢, ;) of x € F,
Output: The unmasked value x

1: (yo,v1) := Refresh(zg, x1)

2: return yy + y1

Algorithm 26 AMtoMM [9]

Input: Additive masking (zo,z1) of z € F;,
Output: Multiplicative masking (2, 21) of =
Pick a uniformly random z; € F

Yo = Toz1

Y1 = X121

20 = Yot

return (zo, 1)
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Algorithm 27 SecMult [7]

Input: Additive masking (zo, 1) of x € Fy, (yo,11) of y € F,
Output: Additive masking (zg, z1) of zy

20 += ZoYo

21 =

Pick a uniformly random r € F,

s = (zoy1 + 1) + T1Y0

o=z +T

Z1:=21+S

return (zo, 21)







Appendix B

Shuffled gf256v_mul u32

Algorithm 28 Shuffled_gf256v_mul_u32 [1]

Input: wint32_t o, uint8_t x, size_t r
Output: wint32_t ax
1: for i =0 upto 7 do
j =1+ r (mod 8)
if ((z > j)A1) then
ret :==ret+ «
tmp = tmp + 0x0
else
tmp :=tmp + «
ret := ret + 0x0
end if
a-msb = a A 0x80808080
a = o+ a-msb
12: a:=(a < 1)+ ((msp > 7)0x1b)
13: end for
14: return ret

=
—= O
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