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INDIAN STATISTICAL INSTITUTE

Abstract

Word Level Attack for Text Ranking

Neural Ranking Models (NRMs) have become state-of-the-art in information re-
trieval, demonstrating remarkable effectiveness across various search and ranking
tasks. However, their increasing deployment in real-world systems raises critical con-
cerns about their robustness and susceptibility to adversarial attacks. This project
investigates the fragility of modern NRMs by proposing and evaluating a document
perturbation method based on targeted, single-word perturbation. Our approach
strategically identifies an influential word depending on the query to be substituted
or added in the document. We have done experiments on benchmark datasets to
assess the impact of these minimal perturbations on ranking performance. Our find-
ings reveal that even a single carefully chosen word addition or substitution can
significantly change the ranking score of the targeted document providing insight
into the NRMs.
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Chapter 1

Introduction

Information Retrieval (IR) is the science and art of finding relevant information from
large collections of unstructured data to satisfy a user’s information need. At its
core, IR is concerned with representing, storing, organizing, and providing access
to information resources. The process typically begins when a user expresses their
need as a query. In response, the system searches its repository to find a set of
potentially relevant documents. The most critical step in modern IR is ranking,
where a sophisticated model scores and sorts the retrieved documents to present
the most relevant documents are at the top. The effectiveness of an IR system
is thus measured by its ability to retrieve relevant documents while filtering out
irrelevant ones. These systems are integral to our daily digital interactions, powering
everything from web search engines like Google and academic databases such as
IEEE Xplore, to e-commerce product searches on platforms like Amazon and even
the recommendation systems that suggest content on Netflix and Spotify. This
project is situated within the sub-field of text ranking, focusing specifically on the
robustness of the neural models that power these sophisticated systems.

1.1 Neural Ranking Models in IR

Ranking of documents according to the relevance to a query is central to Infor-
mation Retrieval. Historically, this was predominantly addressed by statistical

1
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Chapter I. Introduction 2

ranking models, such as BM25 or language modeling approaches, which rely on
term frequencies, document lengths, and other statistical properties of text. While
these methods laid a strong foundation and are still effective in many scenarios, the
landscape of IR has been significantly reshaped by the advent of deep learning. In
recent years, Neural Ranking Models (NRMs) have emerged as the dominant
paradigm, leveraging complex neural architectures, often based on Transformers
like BERT, to learn intricate patterns of relevance between queries and documents.
These models, trained on large-scale datasets, have demonstrated state-of-the-art
performance by capturing deeper semantic relationships that elude traditional sta-
tistical methods. Consequently, NRMs are now widely adopted in both academic
research and commercial search engines, forming the backbone of modern informa-
tion access systems. This dissertation focuses on the robustness of these advanced
NRMs, a critical aspect given their widespread deployment.

1.2 Adversarial Attacks on Neural Ranking Models

Despite the impressive performance of Neural Ranking Models (NRMs), their vul-
nerability to adversarial attacks poses a serious concern for NRMs’ deployment in
real-world applications. An adversarial attack involves making small, often im-
perceptible, modifications to a document’s text with the intent of influencing the
model’s output — for instance, by promoting a non-relevant document or demoting
a relevant one in the ranking.

These attacks can be broadly categorized based on the level at which text is modified:

• Character-level attacks: These attacks operate at the finest granularity.
They involve modifying individual characters within words — such as inserting,
deleting, swapping, or replacing letters (e.g., changing ‘support‘ to ‘sup0rt‘).
Though the changes may look like typos, they can fool models that rely heavily
on sub-word tokenization. Such attacks are often imperceptible to humans but
may affect token embeddings significantly.

• Word-level attacks: These are among the most practical and studied forms
of adversarial perturbation, in this type of adversarial attack, some words

21
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Chapter I. Introduction 3

are chosen and replaced of some words are inserted into the document. This
can significantly affect the perceived semantic relevance of a document without
making the modification obvious. Since our work focuses on minimal document
changes, we concentrate on this attack type and its effectiveness in ranking
manipulation.

• Sentence-level attacks: At the coarsest level, adversaries manipulate en-
tire sentences. This can involve paraphrasing, sentence reordering, insertion,
or deletion. For example, rewording “The phone battery lasts long” to “Bat-
tery life is above average” changes the phrasing without altering meaning.
Such changes can affect the contextual interpretation of documents, though
generating fluent and plausible sentence-level attacks is more computationally
demanding.

Understanding the behavior of NRMs under each of these attack categories is essen-
tial for designing more robust and interpretable retrieval systems. This dissertation
specifically investigates word-level substitutions as a minimal yet effective adversar-
ial strategy.

1.2.1 Word-level Attacks on NRMs

Word-level attacks are widely adopted due to their balance between effectiveness
and semantic coherence. These attacks typically preserve grammatical structure
and readability while significantly altering model behavior. Two primary types of
word-level attacks are described below:

• Word Substitution: This involves replacing a word in the document with
another that changes the model’s interpretation of the content. The strategy
comprises two main steps:

– Choosing the word to substitute — Identify a word that has signif-
icant influence on the document’s relevance with respect to the given
query. This is typically done using relevance attribution methods such as
saliency scores, attention weights, or gradient-based signals.
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Chapter I. Introduction 4

– Selecting the substitute word — Replace the chosen word with a suit-
able alternative, which can be a synonym, antonym, or a term highly
relevant to the query context. The replacement should ideally preserve
fluency while inducing a shift in the ranking score.

• Word Addition: This attack adds new terms to the document to influence
the ranking outcome. The strategy includes:

– Choosing the word to add — Select a word that is contextually or
semantically aligned with the query or that the model may consider as
a relevance signal. This could be a frequently co-occurring keyword or a
term with high impact in similar documents.

– Deciding the insertion point — Determine where to insert the word
within the document. Common strategies include placing the word at
the beginning, end, or near existing query-related content to maximize
influence while maintaining sentence coherence.

This dissertation focuses on both word substitution and word addition as minimal
yet effective methods for generating adversarial perturbations against NRMs.

1.2.2 Black-box vs. White-box Models

We have talked about different types of adversarial attacks depending on the per-
turbation strategy on the document. The adversarial attack can also be categorized
based on the available information of the Neural ranker model that we are attacking.
In a black-box setting, the attacker has no internal knowledge of the model param-
eters or gradients. Only the input-output behavior (e.g., rankings) is observable,
making attacks dependent on query probing or surrogate model training.

Conversely, in a white-box setting, full access to the NRM’s architecture, weights,
and gradients is available. This enables gradient-based attacks that can pinpoint
sensitive positions in the input text, such as tokens with high influence on the
ranking score.

Black-box attacks are more realistic in practice but often less effective, while white-
box attacks, though powerful, assume access that may not be feasible in deployed

3
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Chapter I. Introduction 5

systems. This work primarily assumes a white-box setting to demonstrate the vul-
nerability of NRMs under ideal adversarial conditions.

1.3 Problem Statement

The increasing adoption of Neural Ranking Models (NRMs) in modern information
retrieval systems raises critical questions about their robustness in adversarial set-
tings. These models, despite their impressive performance, may be susceptible to
minor, targeted perturbations in input documents.

This dissertation aims to systematically analyze the robustness of NRMs against
word-level adversarial perturbations. Specifically, we focus on minimal manipula-
tions — such as the substitution or addition of a single word — and investigate how
these affect the ranking behavior of state-of-the-art neural rankers. The goal is to
evaluate the extent to which these models can be manipulated by semantically subtle
edits and to identify potential vulnerabilities in their decision-making processes.

1.3.1 Task Description

In this sub-section we are going to discuss more about what we are trying to
achieve in this Dissertation. Similar to PRADA [1], given a query q and a doc-
ument d from corpus C, a Neural Ranker Model f aims to predict the relevance
score f(q, d). Typically, for a query q we first retrieve a candidate set of docu-
ments D = {d1, d2, · · · , dn}, then the ranking model f assign relevance score f(q, di)

for each of the documents in D which are then used to rank the candidate docu-
ments. For example, the model f outputs L = [dN , dN−1, · · · , d1] if it determines
f(q, dN) > f(q, dN−1) > · · · > f(q, d1).

Based on these settings, the objective is to promote the rank of a selected document
dk, where k ̸= N , from the ranked list L produced by the model f , through a
minimal word-level perturbation applied to dk guided by the query q. Formally, we
say, dadvk is a successful perturbation of the document dk if it satisfies the following,

RankL(d
adv
k ) < RankL(dk) (1.1)

3
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Chapter I. Introduction 6

where dadvk can be described as dk+p where p is the query guided perturbation applied
on dk. In this case we call dadvk a valid adversarial example of the document dk,
and p is called a valid perturbation.

In this dissertation, we talked about some of the previous work done related to our
task in Chapter 2, then we proposed a method to find a valid one-word perturbation
to a targeted document in Chapter 3. The experimental setup, the results, and the
key inferences are shown in Chapter 4. Followed by the conclusion and some aspects
of future work in Chapter 5.

30
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Chapter 2

Related Work

This chapter surveys the landscape of research on adversarial attacks against neural

ranking models (NRMs). The vulnerability of Deep Neural Network models to

adversarial attacks were first examined and explored in the image domain [2]. Later

adapted in the Natural Language Processing domain, this approach of adversarial

attack spurred a significant amount of research that has been done to improve the

robustness of NRMs. Similar to [3], which manipulates only one pixel of an image

to fool neural model our approach focuses to perturbing/adding only one word into

some document to fool NRMs. The next sections cover some work on adversarial

attacks on the language domain.

2.1 Character Level Attack

Character-level attacks represent the most fine-grained form of textual perturbation,

involving subtle modifications like the insertion, deletion, swapping, or replacement

of individual characters within words [4]. For instance, techniques such as HotFlip

[5] have been used to identify and alter characters that have a high impact on

7
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Chapter 2. Related Work 8

the model’s output based on gradient information. While these modifications can

effectively fool models that are sensitive to sub-word tokenization or mimic real-

world typos, they often risk creating non-sensical words or being easily flagged by

spelling correctors [6]. Due to their tendency to disrupt lexical integrity, they are

often considered less practical for semantic ranking tasks compared to word-level

attacks, which better preserve document readability.

2.2 Word Level Attack

A significant focus of recent work is on developing practical attack methods that

mirror real-world scenarios. The PRADA framework, proposed by Wu et al. [1],

operates in a challenging decision-based black-box setting, where an attacker has

no access to model parameters or gradients and can only observe the final rank

of documents. To overcome this lack of information, PRADA[1] trains a separate

surrogate ranking model. It uses Pseudo-Relevance Feedback (PRF) by querying

the target model and treating the top-ranked results as positive examples to train

this surrogate. The gradients from this surrogate model are then used to guide a

Word Substitution Ranking Attack (WSRA), which effectively promotes a target

document’s rank by making small, imperceptible changes to its text. Their results

show this method can successfully fool well-trained NRMs with a high success rate.

In contrast, Wang et al. [7] investigate the fragility of BERT-based rankers from a

white-box perspective, where full access to the model’s gradients is assumed. Their

gradient-based approach demonstrates that adding or replacing as few as five tokens

can cause dramatic shifts in a document’s rank. Their study uncovers two critical

vulnerabilities: first, BERT rankers are disproportionately sensitive to perturbations

3
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Chapter 2. Related Work 9

at the beginning of a document’s text; and second, a small, recurring set of adver-

sarial tokens can be effective across many different queries, exposing potential biases

in either the pre-training or fine-tuning datasets.

Complementing research on attack execution, the work of Ivgi and Berant [8] ex-

plores how adversarial examples can be used to fortify models. They systematically

compare offline augmentation, where a static set of adversarial examples is gener-

ated once for retraining, against online augmentation, where adversarial examples

are generated dynamically at every training step. Their findings show that online

augmentation leads to the most significant gains in model robustness, as the attacks

adapt to the model as it learns. Furthermore, they reveal that simple random sam-

pling of perturbations can be more effective and significantly faster than complex,

search-based offline methods. Their work also contributes an improved search al-

gorithm, Best-First search over a Factorized graph (BFF), designed to find discrete

adversarial examples more effectively than previous greedy approaches.

50
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Chapter 3

Proposed Methods

This chapter presents our proposed method for generating adversarial perturbations

against Neural Ranking Models (NRMs) using a single-word manipulation strategy.

The core idea is to identify the most influential word in the user query — referred

to as the query center — and insert it into the target document at a strategically

chosen location. This minimal addition is designed to subtly boost the semantics of

the document with respect to the query, thereby altering its position in the ranked

list. By focusing on query-aware word insertion rather than arbitrary modifications,

our method ensures high attack success rates. The simplicity and effectiveness of

this one-word attack highlight the vulnerability of NRMs to small but targeted

perturbations.

3.1 Attacking Method: One-Word Manipulation

The core attack strategy proposed in this work involves a minimal perturbation

through the addition of a single, carefully chosen word to a target document. The

10
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Chapter 4. Proposed Methods 11

process is outlined as follows:

1. Let q be a given query. Using this query, the top 100 documents are first

retrieved via the BM25 algorithm. These documents are then reranked using

a Neural Ranking Model (NRM), resulting in a new relevance-based order.

2. From the reranked list, a single document d is selected as the target for adver-

sarial manipulation.

3. The most informative or central word from the query, referred to as the query

center (qcenter), is identified. We will describe the query center later in detail

3.1.1.

4. The query center word is then inserted into document d at a suitable location,

yielding the perturbed document d′ = d+ qcenter.

The insertion location is chosen to maximize the influence of the added word on the

NRM’s scoring function while preserving the document’s coherence. This one-word

manipulation serves as a low-cost yet effective adversarial strategy.

3.1.1 Query Center

To execute a targeted word-level attack, it is crucial to identify the most semantically

central term in the user query — referred to as the query center. This word serves

as the basis for generating effective perturbations in the document. The process for

computing the query center is outlined below:

1. Let the input query be q = (q1, q2, . . . , qk), where each qi represents an indi-

vidual query term.
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Chapter 4. Proposed Methods 12

2. Each term qi is mapped to a high-dimensional vector v(qi) using a counter-fitted

word embedding space [9], in which semantically similar words are positioned

close together. These embeddings enhance synonym sensitivity by enforcing

geometric constraints between word vectors.

3. Compute the centroid of the query term vectors:

v(q) =
1

k

k∑
i=1

v(qi)

This centroid vector v(q) captures the average semantic direction of the query.

4. Search the embedding space to identify the word qcenter whose vector is closest

(typically under cosine similarity) to the centroid vector v(q).

5. The retrieved word qcenter is selected as the query center.

This method ensures that the chosen query center reflects the overall semantic intent

of the query and is thus a strong candidate for insertion during the adversarial attack.

The following algorithm summaries how to find the query center.
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Chapter 4. Proposed Methods 13

Algorithm 1 Find query center
Input: Query q = (q1, q2, . . . , qk), counter-fitted word embedding space

Output: Query center word qcenter

1: for each term qi ∈ q do

2: Compute word vector v(qi) using the counter-fitted embedding space

3: end for

4: Compute centroid vector:

v(q) =
1

k

k∑
i=1

v(qi)

5: Find the word qcenter in the embedding space such that v(qcenter) is closest to

v(q) (e.g., under cosine similarity)

6: return qcenter

3.2 Perturbation Using the Query Center

In this section, we discussed how to use the query center qcenter to perturb a retrieved

document so that its rank decreases. Let q be a user query and L be the ranked list

of documents produced by a neural ranking model f . We denote dk as the targeted

document selected from L, where k ̸= N and N is the index of the top-ranked

document. Our goal is to adversarially perturb dk in a minimal yet effective way

using the computed query center qcenter, such that its rank is improved within the

list L.

We propose three distinct strategies for perturbing the target document:

one_word_start, one_word_sim, and a gradient-based approach, one_word_grad

with an improved variant one_word_best_grad. for injecting or substituting qcenter
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Chapter 4. Proposed Methods 14

into the target document dk. Each method aims to subtly manipulate the model’s

ranking score for dk with minimal alteration to its content and fluency.

3.2.1 Method 1: one_word_start

The simplest black-box model approach involves inserting qcenter at the beginning of

the document dk. As shown in [7], this method also assumes that terms introduced

early in the text can have a stronger influence on the model’s scoring function due

to positional sensitivity.

Algorithm 2 one_word_start
Input: Target document dk, query q, ranking model f

Output: Final document d∗

1: Find qcenter using Algorithm 1

2: Insert qcenter at the beginning of dk

3: Construct perturbed document:

d′k = qcenter ∥ dk

4: if RankL(d
′
k) < RankL(dk) then

5: return d′k

6: else

7: return dk

8: end if
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Chapter 4. Proposed Methods 15

3.3 Method 2: one_word_sim

The one_word_sim strategy perturbs the document by replacing a word in the tar-

get document with the query center qcenter. Unlike insertion-based techniques, this

approach preserves the document length while introducing query-relevant semantics

with minimal disruption to fluency.

We first compute the query center qcenter from the query q using the method described

earlier. Then, for each token ti in the document dk, we find the similarity between

ti and the query center qcenter.

Next, we identify the word t∗ in the document that is most similar to qcenter, ensuring

t∗ ̸= qcenter to avoid self-substitution. This word is considered the optimal candidate

for replacement due to its semantic closeness to the query center.

Finally, we substitute t∗ with qcenter, resulting in the perturbed document d′k. This

substitution is minimal yet semantically aligned with the query, potentially influ-

encing the model’s ranking without compromising readability or naturalness.

23
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Algorithm 3 one_word_sim
Input: Query q, target document dk, ranking model f

Output: Perturbed document d′k

1: Compute query center qcenter from q using Algorithm 1

2: Initialize: min_distance←∞, t∗ ← None

3: for each token ti in dk do

4: if ti ̸= qcenter then

5: Compute similarity distance between ti and qcenter

6: if distance < min_distance then

7: min_distance ← distance, t∗ ← ti

8: end if

9: end if

10: end for

11: Replace t∗ in dk with qcenter to form temporary document d′k

12: if RankL(d
′
k) < RankL(dk) then

13: return d′k

14: else

15: return dk

16: end if

3.3.1 Method 3A: one_word_grad

As the name suggests, we need the model’s gradient values for this type of attack

makes the model a white-box model. This is the most complex method that we

proposed. Similar to the other settings, let q be the query and L = [dN , dN−1, · · · , d1]

be the ranked list outputted by the NRM f for the query q.
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Chapter 4. Proposed Methods 17

We adopt the gradient-based ranking attack framework proposed in PRADA [1] to

guide the insertion of the query center qcenter into the target document. In this

approach, the most influential positions in the document are identified based on

their gradient contributions to a hinge loss function, allowing for effective white-box

perturbation.

PRADA [1] defines the pairwise hinge loss used for relevance ranking as:

Lrank(q, dk + p;L) =
∑

d′∈L\{dk}

max(0, β − f(q, dk + p) + f(q, d′)) (3.1)

where f is the neural ranker, L is the original ranked list, dk is the target document,

and β is a margin hyperparameter.

To identify impactful position in the text, the importance of each token ti in the doc-

ument is computed using the gradient of the hinge loss with respect to its embedding

eti :

I(ti) =

∥∥∥∥∂Lrank

∂eti

∥∥∥∥2

2

(3.2)

Tokens with higher I(ti) are considered more influential in affecting the rank of dk.

In our proposed method, we use this importance score to find the most sensitive

position in the document. We then insert the query center word qcenter at that posi-

tion to construct the perturbed document d′k. This allows us to perform a minimal,

query-aware, and highly targeted adversarial attack in the white-box setting.

16
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Algorithm 4 one_word_grad
Input: Query q, target document dk, ranking model f , query center word qcenter

Output: Perturbed document d′k

1: Compute hinge loss Lrank(q, dk;L) Equation 3.1

2: for each token ti in dk do

3: Compute importance score I(ti) Equation 3.2

4: end for

5: Identify position i∗ = argmaxi I(ti)

6: Insert qcenter at position i∗ in dk to construct perturbed document d′k

7: if RankL(d
′
k) < RankL(dk) then

8: return d′k

9: else

10: return dk

11: end if

3.3.2 Method 3B: one_word_best_grad

In the one_word_grad algorithm, we have used the position of the document

with the maximum gradient of the hinge loss (Equation 3.1). Although that gives

a notion of the most important position in the document, that might not be the

optimal position to increase the relevance score by inserting the query center. But if

we try to find the optimal position by testing all the positions of the document, the

required time will be proportional to the length of the document, which can be too

much. So, we have used the importance score (Equation 3.2) to select k candidate

positions in the document, where k is a constant (we have used k = 20).

Selecting Candidate Positions: The selection process of the k candidate posi-

tions in the document is rather simple. We just select the top k positions with the

6
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Chapter 4. Proposed Methods 19

highest importance score. Then we test each of the candidate positions by inserting

the query center and computing the relevance score using the model. Finally, the

position that increases the relevance score the most is selected for perturbation.

Algorithm 5 one_word_best_grad
Input: Query q, target document dk, ranking model f , query center word qcenter,

number of candidates k

Output: Perturbed document d∗k

1: Compute hinge loss Lrank(q, dk;L) Equation 3.1

2: for each token ti in dk do

3: Compute importance score I(ti) Equation 3.2

4: end for

5: Select top-k positions {i1, i2, . . . , ik} with highest importance scores

6: Initialize best score s∗ = f(q, dk), best document d∗k = dk

7: for each position ij in candidate set do

8: Insert qcenter at position ij in dk to form d′k

9: Compute score s′ = f(q, d′k)

10: if s′ > s∗ then

11: Update s∗ ← s′, d∗k ← d′k

12: end if

13: end for

14: return d∗k

In this chapter, we presented three adversarial strategies for perturbing docu-

ments using the query center: one_word_start, one_word_grad/one_word_best_grad,

and one_word_sim. Each method offers a distinct way to minimally and effectively

influence a neural ranker’s output by introducing query-aware modifications. In the

7
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Figure 3.1: one_word_best_grad framework

next chapter, we evaluate these methods empirically through a series of experiments

to analyze their impact on document ranking performance.
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Chapter 4

Experiments

This chapter details the experimental methodology and findings of our research.

We begin by describing the dataset utilized for our experiments in Section 4.1.

Subsequently, Section 4.2 outlines the models implemented and evaluated. The

empirical results of our experiments are presented and analyzed in Section 4.5.

Finally, Section 4.6 discusses the key inferences drawn from these results and their

implications.

4.1 Dataset

The primary corpus utilized for all experiments in this study is the MS MARCO

V1 passage ranking dataset, specifically the ‘msmarco-passage-full‘ collection.

This is a large-scale dataset comprising over 8.8 million passages extracted from

real web documents. It was developed by Microsoft to support research in machine

reading comprehension and passage ranking, providing a substantial and diverse set

of documents representative of web content. The passages are typically short and

21
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Chapter 5. Experiments 22

serve as candidate answers for information needs expressed as questions or keyword

queries.

For evaluating our methods, we employ query sets from three distinct and commonly

used benchmarks:

• TREC Deep Learning (DL) Track 2019 queries: This set contains 43

queries from the TREC 2019 Deep Learning Track, which are known for their

relevance and difficulty, designed to assess the performance of deep learning

based retrieval models. These queries are typically informational in nature

and have graded relevance judgments.

• TREC Deep Learning (DL) Track 2020 queries: Similar to the 2019 set,

there are 54 queries from the subsequent TREC 2020 Deep Learning Track,

continuing the effort to provide challenging and realistic search tasks for mod-

ern retrieval systems.

• MS MARCO development (dev) set queries: This set of consists of 200

sampled queries from the MS MARCO dev set.

The use of these varied query sets allows for a comprehensive evaluation of our

proposed methods across different distributions and difficulty levels of information

retrieval tasks.

4.2 Models

In this study, we employ and evaluate two neural ranking models from the Hugging

Face model repository. Each model represents a different architectural approach to

17
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document re-ranking in information retrieval. Their details are summarized below.

Evaluation metrics are reported in Table 4.1.

• BERT-base-mdoc-BM25 [10]

– Model: Luyu/bert-base-mdoc-bm25

– Architecture: BERT-base (uncased)

– Training: Fine-tuned on the MS MARCO document corpus with BM25

negatives, enabling it to learn re-ranking over candidates initially re-

trieved using a lexical retriever.

– Purpose: Used to rerank passages retrieved by BM25 using semantic

matching, providing a transformer-based baseline for evaluating the im-

pact of adversarial perturbations.

• monoT5-base-MSMARCO [11]

– Model: castorini/monot5-base-msmarco

– Architecture: T5-base

– Training: Fine-tuned on the MS MARCO passage ranking dataset in a

pointwise manner where each query-passage pair is scored independently.

– Purpose: Serves as a strong baseline for mono-style re-ranking, useful

to assess how perturbations affect scores produced by a generative trans-

former architecture.

These models were chosen to represent effective and commonly used neural architec-

tures for ranking, allowing us to assess their performance on the specified datasets

and query sets. The following sections will detail the experimental setup and the

results obtained using these models.
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Model trec-dl-2019
ndcg@10 MAP trec-dl-2020

ndcg@10 MAP

BERT-base-mdoc-BM25 0.6653 0.3563 0.6378 0.3561
monoT5-base-MSMARCO 0.6995 0.3676 0.6771 0.3944

Table 4.1: Top 100 documents are retrieved using BM25 and reranked using the
NRMs.

4.3 Implementation Details

This section outlines the technical specifications and procedures used to conduct the

experiments. All implementations were carried out using Python with the PyTorch

deep learning framework and the Hugging Face Transformers library for model

access.

4.3.1 Baseline Method: PRADA

To establish a comparative baseline, we implemented the PRADA (PRactical

black-box ADversarial Attacks) method as described by Wu et al. [1]. Since

PRADA is a black-box attack, it does not require access to model gradients rather, it

trains a Surrogate Model. However, due to limited computational power, we choose

to use a white box model attack approach.

• Perturbation: The attack promotes a target document by identifying impor-

tant words using the surrogate model’s gradients and substituting them with

synonyms.

The performance of PRADA serves as a benchmark to evaluate the effectiveness of

our proposed minimal, one-word attack strategies.
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4.3.2 Proposed Attack Strategies

Our proposed methods were implemented based on the algorithms presented in

Chapter 3. The core component for all strategies is the query center, which was

computed using counter-fitted word embeddings [9] to find the semantic centroid of

a query.

• For the one_word_sim strategy, cosine similarity was used to find the closest (in

terms of similarity) word in the document to the query center for replacement.

• For the gradient-based strategies, one_word_grad and one_word_best_grad,

the hinge loss and importance scores were computed as per Equations 3.1 and

3.2.

• In the one_word_best_grad method, the number of candidate positions was

set to k = 20. The model’s scoring function was used to evaluate each of these

candidate positions to find the optimal insertion point.

4.3.2.1 Evaluation Metrics

To evaluate the effectiveness and subtlety of our adversarial perturbation methods,

we use the following evaluation metrics:

1. Success Rate (SR): This measures the average proportion of successful attacks

across all queries. An attack is considered successful if the perturbed document is

ranked higher than the original. Let Sq be the number of successful attacks and Tq

be the total attacked documents for a query q. Then:

Success Rate =
1

|Q|
∑
q∈Q

Sq

Tq

× 100 (4.1)

22
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2. Interval Success Rate (ISR): The ranked list is divided into intervals, such

as [11–20], [21–30], etc. For each query q, we attack all documents whose rank

lies within the interval [a, b]. Let S
[a,b]
q be the number of successful attacks, and

N
[a,b]
q = 10 the number of attacked documents in the interval. The average interval

success rate is:

IntervalSR[a,b] =
1

|Q|
∑
q∈Q

S
[a,b]
q

N
[a,b]
q

(4.2)

3. Average Similarity Score(SS): For each document and perturbed document

pair (dk, d
′
k), let sim(dk, d

′
k) ∈ [0, 1] denote the similarity score. Then:

Average Similarity =
1

N

N∑
i=1

sim(di, d
′
i) (4.3)

4. Perturbation Percentage (PP): This measures the percentage of modified

tokens relative to the document length:

Perturbation % =
1

N

N∑
i=1

(
pi
|di|
× 100

)
(4.4)

where pi is the number of perturbed tokens and |di| is the length of document di.

5. Perturbation Number (PN): This is the average number of words perturbed

per document:

Perturbation Number =
1

N

N∑
i=1

pi (4.5)

6. Rank boost (RB): For any document dk and perturbed document d′k, from a

ranked list L, the rank boost is defined by

RankL(d
′
k)−RankL(dk) (4.6)

11
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Then we take the average of the rank boosts of all the documents.

7. Score boost (SB): For any document dk and perturbed document d′k, from a

ranked list L, the score boost is defined by

f(q, d′k)− f(q, dk) (4.7)

where q is the query, f is the Neural Ranker Model. Then we take the average of

the score boosts of all the documents.

These metrics collectively evaluate the trade-off between effectiveness (in rank pro-

motion) and subtlety for each perturbation method.

4.4 Evaluation Setup

To assess the effectiveness of our proposed adversarial strategies, we conducted ex-

periments on both the BERT-base-mdoc-BM25 and monoT5-base-MSMARCO models.

The evaluation protocol was designed as follows:

1. Query and Document Selection: We used 43 queries from trec-dl-2019,

54 queries from trec-dl-2020, and a set of 200 queries sampled from the MS

MARCO development set. For each query, the top 100 passages were retrieved

using BM25 and subsequently re-ranked by the target NRM.

2. Target for Attack: For each ranked list of 100 documents, all the documents

from rank 11 to 100 are selected for attack. We left out the first 10 documents

as they are highly relevant to the query and unlikely to get promoted even

further, as suggested in [1].

3
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3. Metrics: The performance of each attack strategy was evaluated using the

metrics defined in Section 4.3.2.1.

The results comparing our proposed minimal one-word attack strategies against the

PRADA baseline are presented separately for each target model.

4.5 Results

The key results from our experiments with various models for each of the proposed

methods 3 are presented in this section. For each set of queries (trec-dl-2019, trec-

dl-2020, and msmarco-dev-200) and for each of the described 4.2 models we have

produced the results using the above metrics 4.3.2.1. As PRADA [1] trains a sur-

rogate model, but we are doing a white box attack (in case of one_word_grad

and one_word_best_grad) for a fair comparison, we have reproduced the results of

PRADA for the same models 4.2, considering them as white-box.

For the interval success rate consider the interval I(k) = [10k + 1, 10k + 10] for

k = 1, 2, · · · , 9 (See tables 4.3, 4.5, 4.7, 4.9, 4.11).

Model 1: BERT-base-mdoc-BM25

The results for the model BERT-base-mdoc-BM25 with various sets of queries from

the MS MARCO V1 passage ranking dataset are given.

9

11
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Table 4.2: Attack performance on the BERT-base-mdoc-BM25 model on trec-dl-
2019 queries

Attack Method SR (%) SS PP (%) PN RB SB

PRADA (Baseline) 96.6931 0.8743 12.3033 8.2534 17.8460 1.9885

one_word_start 56.6402 0.9685 0.9888 0.6375 8.2058 1.0864

one_word_sim 38.0952 0.9822 0.8112 0.5219 4.5992 0.5642

one_word_grad 68.2275 0.9710 1.4688 0.9481 5.4693 0.6073

one_word_best_grad 90.9788* 0.97428* 1.4948* 0.9671 12.9751* 1.6171*

Table 4.3: Interval Success Rate (%) on the BERT-base-mdoc-BM25 model on
trec-dl-2019 queries.

Attack Method I(1) I(2) I(3) I(4) I(5) I(6) I(7) I(8) I(9)

PRADA (Baseline) 89.5238 95.0000 96.9047 97.8571 98.8095 97.6190 98.8095 99.0476 96.6666

one_word_start 50.0000 54.5238 57.1428 57.8571 57.8571 62.3809 60.2380 56.9047 52.8571

one_word_sim 26.9047 35.0000 39.0476 38.3333 44.5238 39.7619 45.4761 39.2857 34.5238

one_word_grad 53.0952 65.4761 72.8571 73.5714 74.5238 74.7619 75.9523 70.9523 52.8571

one_word_best_grad 82.1428 89.2857 94.7619 94.2857 94.2857 92.3809 93.3333 94.0476 84.2857

Table 4.4: Attack performance on the BERT-base-mdoc-BM25 model on trec-dl-
2020 queries

Attack Method SR (%) SS PP (%) PN RB SB

PRADA (Baseline) 97.7377 0.8524 13.8311 9.2889 20.0963 2.4173

one_word_start 44.1791 0.9781 0.8137 0.5270 4.2037 0.5251

one_word_sim 30.8988 0.9819 0.7037 0.4435 2.0583 0.2421

one_word_grad 65.0899 0.9657 1.4246 0.9204 3.6481 0.3979

one_word_best_grad 87.1020* 0.9685* 1.4507* 0.9379* 9.4728 1.1624

2
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Table 4.5: Interval Success Rate (%) on the BERT-base-mdoc-BM25 model on
trec-dl-2020 queries.

Attack Method I(1) I(2) I(3) I(4) I(5) I(6) I(7) I(8) I(9)

PRADA (Baseline) 92.9629 95.9183 98.4905 99.2452 99.0566 98.8679 99.4339 99.6226 98.6792

one_word_start 35.5555 42.3005 40.9433 44.1509 45.2830 48.8679 46.4150 50.0000 42.4528

one_word_sim 21.6666 29.3135 33.2075 32.8301 32.6415 32.0754 36.7924 35.4716 24.9056

one_word_grad 52.8301 63.9622 66.6037 66.6037 72.4528 71.8867 68.1132 68.5606 54.2635

one_word_best_grad 78.8461 85.0000 86.9230 87.5000 90.5769 90.7692 91.1538 90.3846 82.7450

Table 4.6: Attack performance on the BERT-base-mdoc-BM25 model on
msmarco-dev-200 queries

Attack Method SR (%) SS PP (%) PN RB SB

PRADA (Baseline) 95.9279 0.8470 13.9678 9.5703 22.1350 2.5615

one_word_start 41.5759 0.9801 0.7562 0.4905 4.7400 0.5544

one_word_sim 29.3083 0.9830 0.6486 0.4226 2.5354 0.2707

one_word_best_grad 81.3605* 0.9720* 1.3621* 0.8916* 9.5666 1.1307

Table 4.7: Interval Success Rate (%) on the BERT-base-mdoc-BM25 model on
msmarco-dev-200 queries.

Attack Method I(1) I(2) I(3) I(4) I(5) I(6) I(7) I(8) I(9)

PRADA (Baseline) 90.9954 93.8407 95.8648 95.7575 96.9696 97.2713 97.4111 97.9187 98.5204

one_word_start 32.2448 37.0408 41.2755 42.0408 43.7755 44.9489 46.0204 44.7959 42.0408

one_word_sim 21.8367 25.6122 28.7755 31.4795 31.5306 32.5000 32.8571 32.2448 26.9387

one_word_best_grad 71.2755 78.4183 81.8367 83.9285 83.9285 85.2040 86.3775 85.7653 75.5102

Model 2: monoT5-base-MSMARCO

The results for the model monoT5-base-MSMARCO with various sets of queries

from the MS MARCO V1 passage ranking dataset is given.

2
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Table 4.8: Attack performance on the monoT5-base-MSMARCO model on trec-dl-
2019 queries

Attack Method SR (%) SS PP (%) PN RB SB

PRADA (Baseline) 69.7883 0.8948 9.70312 6.6714 11.6185 1.3992

one_word_start 57.4867 0.9773 0.9632 0.6087 9.2179 1.2715

one_word_sim 53.7830 0.9811 0.9116 0.5722 7.4515 0.9832

one_word_best_grad 65.1851* 0.9744* 1.1536* 0.7346* 11.7809 1.5384

Table 4.9: Interval Success Rate (%) on the monoT5-base-MSMARCO model on
trec-dl-2019 queries

Attack Method I(1) I(2) I(3) I(4) I(5) I(6) I(7) I(8) I(9)

PRADA (Baseline) 66.1904 69.7619 69.7619 71.1904 75.0000 72.8571 67.8571 69.5238 65.9523

one_word_start 55.0000 60.2380 63.3333 59.5238 61.4285 57.1428 55.7142 56.6666 48.3333

one_word_sim 52.6190 56.9047 60.7142 55.9523 58.0952 54.0476 49.7619 51.4285 44.5238

one_word_best_grad 59.5238 68.0952 66.1904 67.6190 67.1428 69.5238 66.1904 66.6666 55.7142

Table 4.10: Attack performance on the monoT5-base-MSMARCO model on trec-
dl-2020 queries

Attack Method SR (%) SS PP (%) PN RB SB

PRADA (Baseline) 59.6226 5.2442 3.5530 50 7.4280 0.9449

one_word_start 50.2306 0.9772 0.8779 0.5522 5.5786 0.7081

one_word_sim 45.5345 0.9815 0.8085 0.5081 4.3475 0.5244

one_word_best_grad 59.4968* 0.9693* 1.1018* 0.7054* 7.9507 1.0019

Table 4.11: Interval Success Rate (%) on the monoT5-base-MSMARCO model on
trec-dl-2020 queries

Attack Method I(1) I(2) I(3) I(4) I(5) I(6) I(7) I(8) I(9)

PRADA (Baseline) 54.9056 61.8867 60.3773 61.1320 60.9433 62.6415 58.3018 62.2641 54.1509

one_word_start 48.1132 53.5849 55.8490 55.2830 48.8679 53.5849 50.1886 46.9811 39.6226

one_word_sim 45.2830 51.1320 52.8301 50.3773 46.2264 47.9245 42.8301 38.8679 34.3396

one_word_best_grad 53.9622 62.2641 62.8301 62.0754 59.8113 64.5283 61.3207 57.9245 50.7547

2
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4.6 Inferences

The experimental results presented in Section 4.5 provide several critical insights

into the behavior of Neural Ranking Models (NRMs) under adversarial attacks.

The following inferences can be drawn from our analysis:

1. High Efficacy of Minimalist, Single-Word Attacks: A primary finding

is that NRMs exhibit significant vulnerability to extremely minimal pertur-

bations. Our one_word_best_grad method, which introduces only a single

word into the document, achieves a success rate (SR) that is highly competi-

tive with the PRADA [1] baseline. For instance, on the trec-dl-2019 query set

(Table 4.2), one_word_best_grad recorded an SR of 90.98% by perturbing

just one word (PN ≈ 0.97), whereas the baseline PRADA required modify-

ing over eight words on average (PN ≈ 8.25) to achieve its 96.69% SR. This

trend is followed by the other query sets and the monoT5 model too, in fact

for the model monoT5, in some cases our method one_word_best_grad out-

performs PRADA in terms of RB and SB (see tables 4.8 and 4.10). This

demonstrates that the semantic integrity of a document’s ranking score can

be compromised by a single, strategically placed, query-relevant term, high-

lighting a crucial efficiency in our attack and a significant vulnerability in the

model.

2. The Critical Role of Perturbation Placement: The performance gap be-

tween our proposed methods underscores the importance of the attack strategy.

The gradient-based methods (one_word_grad and one_word_best_grad) con-

sistently and significantly outperform the heuristic-based approaches

(one_word_start and one_word_sim). This suggests that merely inserting a

query-relevant word is not sufficient; its placement within the document is also
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important. The superior performance of one_word_best_grad over

one_word_grad further refines this insight, indicating that leveraging gradient

information to identify a candidate set of sensitive locations, and then selecting

the optimal one, is a highly effective strategy for maximizing rank promotion.

3. A "Goldilocks Zone" for Attack Success: The Interval Success Rate

(ISR) analysis (as seen in Tables 4.3, 4.5, 4.7, 4.9 and 4.11) reveals a distinct

pattern resembling a normal distribution or bell curve (see figures 4.1 and 4.2

corresponding to the tables 4.3 and 4.11 respectively). The attack success rate

is not uniform across the ranked list.

• Low Success in High-Ranked Intervals (e.g., 11-30): Documents in

the top ranks are already considered highly relevant by the NRM. Adding

a single word provides only a marginal benefit, as their relevance scores

may already be approaching a saturation point. It is difficult to achieve

a significant rank boost when a document is already near the top.

• Peak Success in Mid-Ranked Intervals (e.g., 40-80): The high-

est success rates are observed for documents in the middle of the ranked

list. These documents possess a moderate level of relevance, making them

highly susceptible to manipulation. A single, well-placed word can pro-

vide the necessary semantic signal to dramatically increase their relevance

score and propel them up the ranks.

• Low Success in Low-Ranked Intervals (e.g., 91-100): Documents

at the bottom of the list are often fundamentally irrelevant to the query.

The semantic gap is too wide for a single-word perturbation to bridge

effectively. Consequently, the attack is less likely to succeed in promoting

these documents to a substantially higher rank.

11
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Figure 4.1: Interval success rate of one_word_best_grad method on BERT-
base-mdoc-BM25, trec-dl-2019 queries, data from Table 4.3.

Figure 4.2: Interval success rate of one_word_best_grad method on monoT5-
base-MSMARCO, trec-dl-2020 queries, data from Table 4.11.

In summary, our experiments demonstrate that while NRMs are powerful, they are

also brittle. Their sensitivity can be exploited by minimalist, query-aware attacks,

particularly when targeting documents within a specific middle range of relevance.
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Conclusion and Future Work

5.1 Conclusion

In this dissertation we have investigated the robustness of modern Neural Ranking

Models (NRMs) against minimal, word-level adversarial attacks. As these models

become increasingly integral to real-world information retrieval systems, understand-

ing their vulnerabilities is of paramount importance. Our work focused on a highly

constrained attack scenario: promoting a document’s rank by adding or substituting

just a single, query-relevant word.

We introduced a series of novel attack strategies, centered around the concept of a

"query center"—a word that semantically represents the core intent of a user’s query.

Our proposed methods ranged from simple heuristics, like inserting the query center

at the start of a document (one_word_start), to more sophisticated, white-box

techniques that leverage model gradients to identify optimal perturbation locations

(one_word_grad and one_word_best_grad).

3511
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Our experiments, conducted on standard benchmark datasets (TREC-DL 2019,

TREC-DL 2020, and MS MARCO DEV queries with MSMARCO PASSAGE V1

data set), yielded significant findings. The primary conclusion is that state-of-the-art

NRMs, such as BERT-based re-rankers, are remarkably brittle. Our most effective

strategy, one_word_best_grad, successfully promoted documents with a very high

success rate (up to 90.98%), rivaling a complex baseline (PRADA) that required

modifying significantly more words. This demonstrates that an attacker can achieve

their objective with extremely subtle and efficient perturbations, posing a realistic

threat.

Furthermore, our analysis of attack success across different rank intervals revealed

a "Goldilocks Zone." Attacks were most effective on mid-ranked documents, which

are moderately relevant, and less effective on highly-ranked (already relevant) or

low-ranked (highly irrelevant) documents. This provides a nuanced understanding

of where NRMs are most susceptible to manipulation.

In summary, this research successfully demonstrates that the complex relevance

signals learned by NRMs can be effectively manipulated through minimal, targeted,

and query-aware word additions. The findings highlight a critical trade-off between

the expressive power of these models and their adversarial robustness.

5.2 Future Work

The insights and methodologies developed in this dissertation open up several promis-

ing avenues for future research. The following directions could build upon our work:

1. Developing Robust Defense Mechanisms: The most critical next step is

to use the identified vulnerabilities to build more resilient NRMs. Adversarial

10
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training, where models are retrained on a diet of perturbed examples generated

by methods like one_word_best_grad, could be explored. This would test

whether NRMs can learn to become insensitive to such minimal manipulations.

2. Transitioning to Black-Box Scenarios: While our gradient-based meth-

ods proved most effective, they operate in a white-box setting. A significant

research challenge would be to adapt the one_word_best_grad strategy to a

practical black-box scenario. This might involve training a surrogate model to

estimate gradients or developing a query-efficient search algorithm to find the

optimal insertion point without direct access to the model’s internals.

3. Exploring Multi-Word, Minimal Attacks: Our work focused on the ex-

treme case of a single-word attack. Future research could explore the trade-off

between the number of perturbed words and attack success. For instance, an

attack that intelligently adds 2-3 words might achieve a near-perfect success

rate while remaining far more subtle than existing baselines.

4. Analysis of Cross-Model and Cross-Domain Transferability: An inter-

esting investigation would be to determine if the adversarial tokens and posi-

tions identified for one NRM are effective against another. High transferability

would suggest a more fundamental weakness in the underlying Transformer ar-

chitecture or pre-training data, rather than in a specific model’s fine-tuning.

5. Extending to Other Retrieval Tasks: The methodologies proposed here

could be adapted and tested on related tasks, such as conversational search,

question answering, and recommendation systems, to assess the broader im-

pact of such vulnerabilities across the information access landscape.

6. Applications in Explainable IR (XAI-IR): The minimalist nature of our

framework can be repurposed as a diagnostic tool for model interpretability.
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The identified query_center reveals the specific term a model deems most

representative of a query’s semantics. Crucially, the optimal insertion posi-

tion found by one_word_best_grad pinpoints the exact locations to which

the model is most sensitive. By observing where a query-relevant term maxi-

mally boosts the score, we can generate post-hoc explanations for why a model

considers a document relevant, thereby making the NRM’s decision-making

process more transparent.

By pursuing these directions, the research community can work towards developing

next-generation information retrieval systems that are not only highly effective but

also secure and trustworthy.
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