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Abstract

In this dissertation, we explore the protocols enabling anonymous communication in quantum
networks i.e. transmission of qubits from sender to receiver by creating or distributing
Entangled states between them without disclosing their identities as sender or receiver to
the other parties in the network. Existing methods uses classical, as well as quantum sub-
protocols to achieve anonymity. The Quantum sub-protocols include protocols for anonymous
entanglement distribution using GHZ states, verification (not device-independent) of GHZ
state that requires secure private classical channels, techniques for e-anonymity(i.e. the
other parties can at most guess a little ¢ amount better than a random guess about who
the sender is, due to little impurity in the GHZ state used as a resource).The existing
classical sub-protocols also uses secure private classical channels for communication, which
is costly to make completely secure. Our contributions include quantum versions of Classical
sub-protocols for tasks such as parity(for calculating Boolean-XOR of the input bits of
all the parties in the network), logical-OR(for calculating Boolean-OR), Notification done
anonymously (i.e. not revealing the input of each party to other parties) without requiring
secure private classical channels and device-independent verification (also without requiring
secure private classical channels) of GHZ state (of odd number of parties) used as a resource
in the sub-protocols. Formal proofs and security analyses demonstrate that our protocols
meet the desired anonymity and correctness guarantees. This work lays the groundwork for
future anonymous quantum communication systems

Keywords: Anonymous communication, quantum networks, GHZ state, GHZ verifica-
tion, Device-independent verification, entanglement, e-anonymity, teleportation, quantum

protocol
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6 Conclusion and Future Work 41

1 Introduction

In a quantum network of a collection of parties or agents, one party (sender) sends quantum
bits or qubits (rather than classical bits) to another party (receiver). In this paper our goal
is to device a method that keeps the identities of the sender and receiver hidden from the
other parties, i.e. keep the sender and receiver anonymous.

The swift advancement of quantum communication networks is poised to enable numer-
ous agents—each with varying levels of classical or quantum technological capability—to
securely exchange messages and efficiently collaborate on distributed computational tasks.
The examples of initial attempts of distributed computational tasks are the calculation of
boolean-XOR (Dining cryptographers problem [1]) and boolean-OR (Anonymous veto [2])
of the input bits of the parties, through classical protocols, anonymously, i.e. keeping the
input bit of each party hidden from the other parties. These progresses pave the way for
significant innovations in information and communication technologies and is expected to
culminate in the realization of a quantum internet [3]. Various applications for quantum
networks have already been established, such as quantum key distribution (QKD) [4, 5] and
protocols for blind and verifiable delegation of quantum computation [6], with many more
potential uses still to be explored.

Among the essential yet complex features that any network must support is the ability to
maintain the anonymity of two parties—a Sender and a Receiver—who wish to communicate.
In practical settings, it is necessary for this anonymity to be preserved even in the presence
of malicious entities. Ideally, such protection should be ensured in an information-theoretic
sense, meaning that it must hold without assumptions about the number or computational
resources of adversarial agents, including the possibility that they may possess quantum
computational power.

In classical contexts, information-theoretic anonymity and secure multiparty computation
are achievable when a majority of agents are honest. Notably, Broadbent and Tapp [7]
demonstrated that even without an honest majority, anonymous communication of classical
messages and other secure tasks can be achieved, provided that secure pairwise classical
channels and broadcast mechanisms are available.

In the quantum domain, the pioneering effort to address quantum message anonymity was
undertaken by Christandl and Wehner [8]. Their protocol assumes that all n agents share a
perfect n-partite GHZ state, specifically \%(\O”} + [1™)) [9]. Based on this assumption, they

introduced perfectly anonymous protocols for classical bit broadcasting and for establishing



an EPR pair between a Sender and Receiver. These are then combined to enable quantum
message transmission through teleportation [10], where an anonymous EPR pair is first
established, followed by the anonymous transmission of classical measurement results. This
scheme only requires local operations and classical communication (LOCC) once the GHZ
state is in place. However, it relies on the assumption that such a GHZ state has been
honestly and perfectly distributed among the agents. Later, Lipiriska et al. [11] proposed a
similar protocol using trusted W states, though only with probabilistic success.

To address the limitation of requiring a perfectly shared quantum state, Brassard et
al. [12] proposed a new approach incorporating a verification step that ensures the shared
state is symmetric with respect to the honest agents, thus maintaining anonymity. This pro-
cess involves each agent performing a controlled-NOT operation between their initial qubit
and n — 1 ancillary qubits, which are then distributed to the other agents. After measuring
these ancillary qubits in a specific subspace, the protocol proceeds with the remaining GHZ
state if the verification passes. While this method achieves perfect anonymity, its imple-
mentation is technically demanding, as it necessitates large-scale quantum circuits and full
quantum connectivity between agents.

In this work, we tackle the challenge of quantum anonymous transmission under the
assumption that the source of the GHZ state cannot be trusted. Our approach combines the
Christandl-Wehner protocol for anonymous entanglement [8] with a GHZ state verification
protocol described in [13]. We introduce a new concept of approzimate anonymity, tailored
to the practical limitations of real-world quantum networks, and propose a practical, efficient
protocol that achieves this form of anonymity in quantum message transmission.

The precise problem statement is as follows. Consider a network with n parties where
k(< n) parties are honest. Our goal is to construct a protocol to send a quantum message

(qubits) from any sender to any receiver such that:

e The identity of the sender remains unknown to all n parties except himself

e The identity of the receiver remains unknown to all except herself and the sender
Our Overall Strategy to do this is as follows. The protocol executes in three phases:

e First, the sender anonymously notifies the receiver,that some message will be sent to

the receiver

e Then, with the resource of previously shared n-party GHZ sate, an EPR pair is formed

between sender and receiver, in such a way that:



— Probability of guessing by other parties , who the sender is :
1
Prlguess sender| < T +€

, without the € this would mean random guess amongst the k honest parties,which
means full anonymity about the identity of the sender is obtained. That is why

with the € it is called e-anonymous.
e Then quantum teleportation is used to send a qubit using that EPR pair.

The remainder of this dissertation is organized into several sections that collectively de-
velop, analyze, and extend protocols for anonymous communication in quantum networks.
In Section 2, we introduce the core building blocks of the proposed anonymous commu-
nication procedure. This includes a series of classical and quantum sub-protocols such as
the Parity Protocol, Logical OR Protocol, and Notification Protocol, all of which enable
secure multi-party computation without revealing individual identities. We then proceed to
describe the Anonymous Entanglement Protocol, which is crucial for establishing entangled
states between anonymous participants. The section also includes rigorous discussions on the
correctness and verification of these protocols, particularly focusing on the GHZ state and its
extensions to non-GHZ entangled states. Furthermore, we describe an e-anonymous variant
of the entanglement distribution protocol and analyze its behavior under noisy conditions.

Section 3 formalizes the anonymity guarantees offered by these protocols. It presents
a mathematical framework for evaluating the fidelity of the shared quantum states and
culminates in the proof of a key Anonymity Theorem that captures the extent to which
sender and receiver identities remain hidden from both honest and dishonest participants.

Section 4 is dedicated to the challenge of verifying the GHZ states in a device-independent
setting, where the internal workings of the measurement devices cannot be trusted. We
present a detailed analysis of the eigenvalue structure of the relevant observables and con-
struct a device-independent verification scheme based on quantum nonlocal correlations.
This is followed by a formal proof of a simultaneous block-diagonalization lemma, which
underpins the verification strategy, and an error analysis that quantifies the robustness of
the scheme against imperfections.

Section 5 explores the quantum analogues of classical anonymous communication pro-
tocols. Here, we examine how the principles and structures of classical protocols can be
adapted to quantum settings, preserving their anonymity properties while leveraging the

unique advantages of quantum information.



2 Components of the Procedure

The whole procedure or protocol comprises several sub-protocols which are classified into

two classes: (i) Anonymous Classical protocols, and (ii) Anonymous Quantum protocols,

and are listed below.

(i)Anonymous Classical Protocols:

e Parity
e Logical OR
e Random Bit (anonymous broadcast)

e Notification

(ii) Anonymous Quantum Protocols:

¢ Anonymous Entanglement
e Verification

e -Anonymous Entanglement Distribution

I will discuss these sub-protocols one by one in the following sub-sections of this section.

2.1 Parity Protocol

In Parity protocol our goal is to calculate the XOR of the input bits x; of agent-i in such a

way that, everyone’s input remain hidden from other agents, i.e. anonymously.

Protocol 1 (Parity Protocol). Parity

Input: {x;}",

Goal: Each agent gets y = @, x;

1. Fach agent i chooses random bits {7"3}2”:1 where _, ] =z,

2. Agent i sends rf to agent j (including themselves), using a secure private channel
3. Each agent j computes z; = @, r{ and broadcasts it

4. The value z = EB?:l z;j calculated by each party equals y




2.2 Logical OR Protocol

In Logical OR protocol our goal is to calculate the OR of the input bits z; of agent-¢ in such

a way that, everyone’s input remain hidden from other agents, i.e. anonymously.

Protocol 2 (Logical OR Protocol). LogicalOR

Input: {x;}" ,, security parameter S

Goal: Each agent gets y; = \/|_, ;

1. Agents agree on n orderings with different last participants

2. For each ordering:

a. Agent i sets:

pi =
1or 0 with probability %each if ;=1

b. Run Parity protocol on {p;}, with a regular broadcast channel
rather than simultaneous broadcast, and with the agents broadcasting
according to the current ordering.

c. If result is 1, sety; =1

3. Repeat S times. If the result is never 1, set y; =0

These two protocols requires secure private classical communication channels. Classical
cryptography offers channels that are computationally secure. But advent of quantum com-
puters can break such security easily. In that situation security can be achieved by quantum
key distribution protocols; but they are costlier. Therefore, I will introduce quantum pro-
tocols for calculating Parity and Logical-OR in a latter section, that will not require secure

private classical communication channels.

2.3 Analysis of Logical OR Protocol

e If all agents input x; = 0, then Logical OR is correct with probability 1

e If any agent inputs z; = 1, then probability of correctness= 1 — 279

Proof: Suppose x; = z; = 1 (‘and the others are 0), then Expected output = 1, and the

protocol fails only if for all S rounds:

(pi=pj=1) OR (p; = p; = 0)

10



, but there are 4 possible combinations of the values of (p;,p;). Thus failure probability:

2\ ° 1\*
N (1) N <5>
2.4 Random Bit Protocol

Protocol 3 (Random Bit Protocol). RANDOMBIT
Purpose: It is used to broadcast any single bit anonymously by any agent

Input: all: parameter S. Sender: distribution D

Goal: sender chooses a bit according to D

1. The agents pick bits {x;}_, as follows:
- The sender picks bit (that he wants to broadcast) x; to be 0 or 1
according to distribution D

- All other agents pick x; =0

2. Perform the LOGICAL-OR protocol with input {z;}?_, and security parameter S

- Output its outcome

3. Properties:
- The outcome of Random Bit is the input of the sender

- If any agent behaves dishonestly, the sender will abort

2.5 Notification Protocol

Before sending the quantum message or qubits to the intended receiver, the sender notifies

her, through this protocol, so that she starts following the steps specific to any receiver.

Protocol 4 (Notification Protocol). NOTIFICATION

Input: security parameter S, sender’s choice of receiwer r

Goal: sender notifies receiver

11



1. For each agent i (i.e. if it is i’s turn (to receive)):
a. Each agent j # i picks p; as follows:
- If i =1 and agent j is the sender, then:
p;j = 1 with probability %
pj = 0 with probability %
- Otherwise, p; = 0
b. Let p; =0
c. Run the PARITY protocol with input {p;}},, with modifications:
- Agent i does not broadcast her value
- They use a reqular broadcast channel rather than simultaneous broadcast
- If the result is 1, then y; = 1

2. Repeat steps 1.(a) - 1.(c) S times:
a. If the result of the PARITY protocol is never 1, then y; =0

3. Output: If agent i obtained y; = 1, then she is the receiver

When there is no collision i.e. only one sender trying to notify one receiver , this protocol
works fine. The cases of collision is addressed in [7]. We also modify this notification protocol
to have a fully quantum version in a latter section.The classical protocols end here and we

turn to the Quantum protocols next.

2.6 Relevant Quantum Computational Preliminaries

In this section I describe some preliminaries about Quantum computation so that it becomes
easy to follow the Anonymous Quantum Protocols in the next sections. In quantum informa-
tion theory, a fundamental concept is that of entanglement, which refers to non-classical
correlations between quantum systems that cannot be explained by classical physics. Let
us consider two quantum systems A and B, associated with Hilbert spaces H4 and Hp,
respectively. A pure state [¢) 5 € Ha ® Hp is called a product state (or separable
state) if it can be written as |¢)) ;5 = |¥a) ® |[¢B), where |tp4) € Ha and |[¢p) € Hp.
In contrast, a state is said to be entangled if it cannot be expressed in this product form.
Entangled states exhibit correlations between the subsystems that do not arise from classical
joint distributions and play a crucial role in many quantum protocols.

A prominent class of entangled states are the EPR pairs, named after Einstein, Podol-
sky, and Rosen, who first discussed such correlations in their 1935 paper questioning the

completeness of quantum mechanics. The four canonical EPR pairs are often referred to as

12



the Bell states, and are defined for two-qubit systems as follows:

1

%) = —=(00) + 1)
B 1

#7) = —5(00) = J11)
by L

%) = 5 (101) + [10)

W) = (o) — |10))

=

These states are mutually orthonormal and form a complete basis for the two-qubit
Hilbert space C? ® C?. Each of them is maximally entangled, meaning that they exhibit the
highest possible degree of entanglement for a pair of qubits.

For multipartite systems, a generalization of entanglement is provided by the GHZ state,

named after Greenberger, Horne, and Zeilinger. The n-qubit GHZ state is given by

(GHE,) = —=(0)°" + 1))
which for n = 3 takes the form |GHZs) = \%(|OOO> + |111)). GHZ states are examples of
genuine multipartite entanglement, as the entanglement spans all participating qubits in a
way that cannot be reduced to entanglement between pairs or subsets of the system.

A state is said to be maximally entangled if, when we consider one part of the system
in isolation (by taking the partial trace over the other part), the resulting reduced density
matrix is a maximally mixed state. Formally, for a bipartite state [¢) ,, € C? ® C%, if
Trp(|v) (¢]) = 114, then the state is maximally entangled. The EPR pairs are maximally
entangled with respect to the two-qubit bipartition, while the GHZ state is maximally en-
tangled in a multipartite sense, distributing its entanglement globally across all participating
qubits.

These entangled states form the foundation of many essential quantum communication
and computation protocols, including quantum teleportation, superdense coding, entanglement-
based quantum key distribution, and distributed quantum computation.

The GHZ state famous for the GHZ paradox presents a more direct and striking contra-
diction between the predictions of quantum mechanics and the assumptions of local realism,
without the need for statistical inequalities as in Bell’s theorem. It demonstrates that, under
certain conditions, quantum mechanics leads to deterministic predictions that are incompat-
ible with any local hidden variable theory.

Consider three spatially separated qubits shared among three parties—Alice, Bob, and

13



Charlie—prepared in the GHZ state:

1

V2

Let each party choose to measure either the Pauli X or Pauli Y observable on their respective

IGHZ3) = ——(|000) + [111)).

qubit. The paradox arises from examining the correlations between these measurements.

Let us denote the observables by:
e X,;: Pauli X measured by party ¢
e Y;: Pauli Y measured by party @

Quantum mechanically, it can be shown that the GHZ state satisfies the following eigen-

value equations:

X1 X5 X3 |GHZs) = + |GHZ) |
X1Y,Y3 |GHZs) = — |GHZ3),
Y1X,Y3 |GHZ3) = — |GHZ3) ,
V1Y, X3 |GHZ3) = — |GHZ;) .

Each of these equations implies that the product of measurement outcomes for the indi-
cated observables must equal the corresponding eigenvalue (either +1 or —1) with certainty.

Now, assume that each measurement outcome is predetermined by hidden variables and
does not depend on the choice of measurement at other locations (local realism). Then each
observable (e.g., X1, Y2) must have a definite value £1, independent of the measurement
context.

Let us assign such predetermined values: z; = +1 for X;, and y; = +£1 for Y, for
1 =1,2,3. Then we should have:

T1yoysz = —1
Y1T2y3 = —1
Y1Yoxz = —1

Multiplying the last three equations:

(T1293) (Y122y3) (1yaws) = (—1)° = —1.

14



Simplifying the left-hand side:

$1$2$3(y1)2(y2)2(y3)2 = Z12213,
since (y;)> = 1. Therefore, we get:
T1X2T3 = —1.

But from the first equation, quantum mechanics predicts:
T1X2X3 — +1.

This is a contradiction. Hence, the predictions of quantum mechanics (as manifested in the
GHZ correlations) cannot be reproduced by any local hidden variable theory.

This paradox reveals a deterministic conflict between quantum theory and classical as-
sumptions, without relying on probabilistic inequalities. The GHZ paradox is considered
a strong refutation of local realism and provides a conceptually clear demonstration of the

nonlocal nature of quantum mechanics.

2.7 Anonymous Entanglement Protocol

This protocol is used to form an EPR pair between the sender and receiver in such a way

that the identity of the sender or receiver remains hidden.

Protocol 5 (Anonymous Entanglement Protocol). ANONYMOUS ENTANGLEMENT

Input: n agents share a GHZ state

Goal: EPR pair shared between the sender and the receiver

15



1.  Fach agent, apart from the sender and receiver:
a. Applies a Hadamard transform to their qubit
b. Measures in the computational basis

c. Broadcasts their outcome m;

2. The sender:
a. Picks a random bit b
b. Broadcasts it
c. Applies a phase flip o, only when b =1

3. The receiver:
a. Picks a random bit b’
b. Broadcasts it
c. Applies a phase flip o, only when the parity of everyone else’s

broadcasted bits is 1

2.8 Correctness of Anonymous Entanglement

The shared state ,after the n — 2 remaining parties apply the Hadamard transform, becomes:

e s B0 (07 + 1)) = = 55 (00l + (<))

z€{0,1}7—2

,where |z|= XOR of the bits in x.
After measurement (j-th party’s outcome be m;), the sender-receiver state is:

1
V2

where |z| = P ie\gsrt M where V=set of all the n parties, and s,r are sender and receiver

(100) + (=1)"]11))

parties respectively.

After sender’s phase flip:
1

V2

Receiver corrects using ' = |z| @ b, resulting in perfect EPR pair:

(100) + (=1)F%%[11))

L (j00) + 1))

Sl

2

16



2.9 Verification Protocol

The success of the Anonymous Entanglement Protocol hinges on the genuineness of the GHZ
state used. Therefore we should have a check on the shared state as the source of the shared
GHZ state may himself be dishonest.

Protocol 6 (Verification Protocol). VERIFICATION

Input: n agents share state |V)
Goal: to verify that |V) is a GHZ state, where k agents are honest

1. The verifier:
a. Generates random angles 0; € [0, ) for all j € [n]
b. Ensures Zj 0; is a multiple of m

c. Distributes angles to all agents via secure private channels

2. Agent j:
a. Measures in basis {|+,), |—o,
0.} = 5(0) = 1))

b. Reports outcome Y; € {0,1} to verifier via secure private channels

)} where:

3. Verification passes if:
D,;Y;=1>,0; (mod 2)

This verification procedure of the GHZ state is not device independent (dimension inde-

pendent), i.e. its correctness depends on the genuineness of the measurement apparatus used
in the protocol. In a latter section I will introduce a new device-independent verification

procedure for GHZ state.

2.10 GHZ State Verification

The verification protocol provides a method to confirm whether the shared quantum state

|W) is a genuine n-partite GHZ state of the form:

n\ __ 1 XN Kn
|Go>—ﬁ(!0 )+ 1157)

When all parties are honest and share a perfect GHZ state, the verification succeeds with

probability 1. The process works as follows:

1. Rotation and Measurement: Each agent j receives a random angle 6; and measures

their qubit in the basis {|+g,),|—s,)}. This measurement is equivalent to first applying

17



the rotation operator:

0 6_193

R.(0;) = [1 ) ]

to their qubit and then measuring in the Pauli-X basis {|+), |—)}.

. State Transformation: For a true GHZ state, applying these rotations yields:

L oemy 4 emiopremy)

V2
where 0 = Z?Zl ¢, is the sum of all rotation angles.

. Parity Condition: The verification test is passed if the parity of measurement out-

comes matches the phase condition:

B - L300 (moa2)
=1 =1

This condition must hold for two cases:

e When # =0 (mod 27): The state becomes \/Li(|0®”> +]1®™)) which when written
in the Pauli X basis is given by a linear summation of terms with even number(out

of n parties) of |—) states and yields even parity

e When § = 7 (mod 27): The state becomes \%(!0@’”) —[1%™)) which when written
in the Pauli X basis is given by a linear summation of terms with odd number(out

of n parties) of |—) states and yields odd parity

.'The GHZ state will always pass this verification test i.e. :

P(pass) =1

for any choice of angles {6;} satisfying the m-multiple condition. This follows from the

intrinsic correlation properties of the GHZ state when measured in appropriately rotated

2.11 Non-GHZ States

For non-GHZ states (p), we have the following theorems relating, the the probability P(p)
of passing the verification test by the non-GHZ state, and, the fidelity F'(p|Gy) between the
non-GHZ state and a GHZ state.

18



Theorem 1 (Honest case). Let p be the state shared between n parties, if F(p|Gy) =
(Gylp|GE), where |GY) is an n-qubit GHZ-state, then

1 1
F(p) >2P(p) —1 or P(passing test) = P(p) < 5t QF(p)

Proof: Let us define a test in order to verify a rotated GHZ-state, namely

1 .
|GY) = E(|O>®” +e 9 1)®") where © € [0, 27].

Here, the sum of the angles of the parties has to comply with the condition:
Zej — © = 0 (mod 27).
j=1

The test that we are interested in is the following:

- b0, — 0O
@yj — L (mod 2),
j=1

™

which means verification-test passed.
Let {P§, I — P5} be the POVM that corresponds to the above test, where clicking of Pg
as a result of the measurements means the test is passed.

We will prove by induction that:

n n n 1
Pg = 1G)( @|+§]7(?7

where I, is the projector on the space orthogonal to |Gg) and |Gg, ). Hence,
n n n 1 ©
I_PG = ’G6+7r>< ®+7r‘+§[n

For n = 1, we have that P} = |G§)(G4], so the statement holds. We assume it is true
for n and show the statement is true for n + 1.

Let us change the protocol a little for n+ 1. Let the angle sent to the 1st party be always
0. Then let, the POVM as a function of 6; be

{Pe(01).1 =P (1)},

but as 6; is chosen uniformly at random from the interval [0, 7], the actual measurement

19



probabilities , Pg“ is given by,

1 s
Pyt = = / dfy P&+ (61).
T Jo
There are two cases for the test to pass:

1. Party 1 outputs Y; = 0. Then the following equality should hold:

R Xt —(e—0)

SNEE
j=2

(mod 2).

™

2. Party 1 outputs Y; = 1. Then,

(mod 2).

™

%BY‘_Z?:;@—@—elm
=
Jj=2

Now suppose {II;} is a POVM. If I knows the probabilities p’ = (1!|I1;|¢}) on a complete
basis {|1;)}, then I can construct IT; = Y7 pf[4;) ().
Just like this, as in case 1, ¥; = 0 means Party 1’s state collapsed to |Gy, ) and Y; = 1

(case 2) means Party 1’s state collapsed to |G§, ), so we can construct P4 (6;) from Cases
1 & 2 as:

PgtH(01) = |G, (G, | ® P& + G, 4 x) (G, srl @ (I = PG) [where, © =0 — 0]
= |Gy, )(Go,| © |GENGorl +1Gp, 1) (G x]l @ |G i) (G4
1 /
+ 3 (|Go, (G, | + 1Gh, ) Gpin]) @I [using definition of P
1 /
= [GENGE [ + Do) (@, | + 5L B I, (1)

where we define: .
Do) = 7 (IG) - 1GE_0) = 1Gain) - G _air)) -

Now, it is easy to verify that:

Iy = |o, ) (o, | + @y 5)(Poiz| + L @I, (2)

20



by writing I9 = I,, — |GB (G, | — |GE,, ) (GB, . .| and writing the GHZ states in Z-basis.

1 [~
Pngl = ;/0 Pngl(el) d‘gl

1 w/2
_ 1 / [Pa(60) + PET 6+ )] doy
0

T
1
= |GETIWGET + 5[,?“. [using eq"s 1, 2]

Therefore, as a special case © = 0(mod 27) we can easily see the verification test is just the

POVM measurement {F}', I — P§'}.
Now we can express a state p with fidelity F(p) with GHZ state as,

p = F(p)|GE){Gy] + (1~ F(p)x.

where, y is a 2" x 2" density with zero in place of |G)(G{|.

(o) = 1) =T ({ 16D+ 512} CFOIGHGH + (1~ Fo) )

= T (F(R)IGR)GRI) + (1~ FloN(GEINIG) + S F(oGs1lan) + T D murny
< F(p) + 040+ (5~ 5F(p) = 5 + F(p).

Theorem 2 (Dishonest Case). Let p = S p,|r){(r| ® p, be the state shared between n

parties in the space HpopestDdgishonest- 1f,

F'(p):=> pr max F((Ix @ Uy_.)pr (I ® Uy )T, |GE)),
r n—k

where U] _,. are operators on the space of the dishonest parities then,

3 1
F(p) 2 4P(p) =3 or P(p) < 7+ 2 F(p).
Proof. We proceed by analyzing three progressively general cases: pure states, mixed states
without classical information, and fully general mixed states with classical side information.
Case 1: Pure States without Classical Information. Assume that p = |U)(V], a

pure state shared between k honest and n — k dishonest parties.
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We decompose |¥) using a basis adapted to the honest parties’ subspace:
T) = 1G5)[Po) + |Ghyn) | Poir) + | ),

where:
o 0=>" jerr 05 mod 7 is the collective "honest angle”,
o [GL) = J5(10)% + e [1)®F),
e The vector |X) has its honest part orthogonal to both |G§) and |G}, ).

The dishonest parties aim to distinguish between the two branches |¥y) and |Wq ) by

performing the optimal Helstrom measurement, whose success probability is:

1 1
Pr[guess Yy|6] = 3 + 3 11We) (Wol| — [Woyn)(Worirlll;

where || - ||; denotes the trace norm.

The trace norm for rank-2 projectors can be evaluated explicitly:

I1Wo) (Pal — [Worr)(Worxlll, = \/(H%II2 + 1 Cosr12)* — 41T Vo) >

Thus,

11
Prlguess Yir|0] = o + 5\/(H%H2 [ Wosr2)* = 41T Tor) .

Let us denote py := ||Wgl|?, go := || Vgr||>. Then we can write:
3 1 9 9
Pr[guess Yy |0] < 171 ((po+ q0)* — 4[(Wo|Vorr)|?) . (3)
We now analyze the inner product (Uy| Wy, ). Consider the Schmidt decomposition:
|G5)[Po) + |Gyr) | Worr) = |A0) | Bo) + |A1)|By),
where (Ag|A1) = 0, (By|B1) = 0, and:
1B = pe,  NIBYII* = go.
Since the subspace spanned by |Ag), |4;) is also spanned by |G§), |GE, ), we can write:

|Ao) = 20|Gh) + 21|Gl ), A1) = 21|Gy) — 251Gyr),
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with |20]? + |21]* = 1. Then:
[Wo) = 20| Bo) + 21|B1),  [Woir) = 21| Bo) — 2| B).

The overlap becomes:

(Vo W¥otn) = (Po — qo)2021,

and thus:
[(Wo|Woir)® = (po — q0)*|20[*|21 ]

1

Now, as |z[?|z1]* < § 1

(since it’s maximized when |zg| = |z1]| = 75), we get:

1
(Vo Woin)|” < Z(pe —q0)”.
Substituting into Eq. (3):
3 1 ) » 3
Prlguess Yj;|0] < 1T ((po + q0)* — (po — 40)°) = 1 T Pode-

Now, we compute the fidelity with the ideal GHZ state |Gy). Since the honest reduced
state of |U) is:
pr = palAo)(Ao| + qa| A1) (A1] + (noise),

and the honest marginal of |Gf) is:

7 = 5 (1Ag) Ao + |41} (Ai]),

we can bound the fidelity as:

F'(p) = (Tr { \//EUH\/p_HDQ > (po + 0)” — M-

Rewriting the previous bound on guessing probability:

1 /™ 1
Pp) = _/ Prisuess Yy |0]d0 < 2 +1F (o)
T Jo

Case 2: Mixed State without Classical Information.
Let p =3, q;|V;){(¥;|. Since both F’(-) and P(-) are linear in mixtures, we have:

P() = Y PR < 5+ S0P (00 = 5 + 1F (o)
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Case 3: General Case with Classical Information.

For p =" p,|r)(r| ® p., by applying the previous case on each p,, we get:

Zpr (pr) <Zpr< + F/ pr))

3 3 1
— _ _ T T T n _ v i nl
= 4+42Prr&a§F((Ik®Un_k>pr(Ik®Un_k) 165) =3+ 1F ().

2.12 e-Anonymous Entanglement Distribution Protocol

This is the main protocol that will run and call the previous protocols as subroutines inside
it.

Protocol 7 (e-Anonymous Protocol). e-ANONYMOUS ENTANGLEMENT DISTRIBU-
TION

Input: security parameter S

Goal: EPR pair created between sender and receiver with e-anonymity

1. Notification:The sender notifies the receiver. Agents Run Notification protocol.

2. GHZ state generation: Source generates and distributes n-party state | V)

3. “Verification” or “Anonymous Entanglement” choice made by sender:
a.The agents perform RandomBit protocol.Sender chooses his input according to the
following probability distribution: he flips S fair classical coins, and if all coins are
heads, he inputs 0, else he inputs 1. Let the outcome be x
b. If outcome x = 0:
1. The agents run Anonymous Entanglement
c. Ifx=1:
i. Run RandomAgent protocol (i.e. run RandomBit logy n times) , where
the sender inputs a uniformly random j €[n/, to get output j
(binary of j is at most logyn bits long)
1. Agent j runs Verification protocol as the verifier
1. If accepted, return to step 2

. Blse abort
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2.13 Analysis of e-Anonymous Protocol

Theorem 3. Let C. denote the event that the e-Anonymous Entanglement Distribution Pro-

tocol does not abort. Suppose the shared state p has fidelity:
F'(p) = max F(Us 4pU}_, GE)) < VT =2
Then the probability that the protocol does not abort is bounded by:

4n
Pr|C. G L —
(Cd < 1—+1—¢€2

Proof:
Each round of the protocol consists of the sender deciding whether to proceed with
anonymous entanglement or run a verification test. This is decided via the RandomBit

protocol with S coin flips.

e With probability 279, the sender inputs 0, and anonymous entanglement is performed.

e With probability 1 — 27, the sender inputs 1.

However, the RandomBit protocol only outputs the correct value with probability 1—279
(due to its probabilistic nature). So the actual probability that verification is correctly

triggered is:
(1—-27%)

Let us define this as:
DPver = (1 - 275’)2

Now consider the probability of passing the verification test:

e If the verifier is one of the n — k dishonest agents, they always accept the test (proba-
bility 1).
e If the verifier is one of the k& honest agents, the test passes with probability at most:

P(p) < 5+ 1F'(0)

So the overall probability of passing verification is:




Simplifying this:

1 1 — /1 — 2
Ppassél—ﬁ(1—§——\/1—62>zl_ﬁ.—e
n

n

Let us now denote:

— . _(q_ogse |n=k k(3 1 s
q ‘= Dver Ppass—(l 2 ) |: n +n(4+4 1 €

This ¢ is the probability that a given verification round is chosen and passes.
Let Pr[C’] be the probability that the protocol proceeds through ¢ — 1 successful verifi-

cation rounds, and in round ¢ the sender chooses anonymous entanglement. Then:
Pr[Cf] =279 . ¢!

So the total probability of not aborting is:
Pr|C] = Pr[Cf] =2~ = -
0] = P =203 =

To upper-bound this, we observe that ¢ < 1 (for any € > 0). To bound the expression

1

o We begin by expanding ¢:

== [P (i)

Since (1 — 27%)% < 1, we can upper-bound ¢ by ignoring this multiplicative factor:

-k k 1
q<"n +EG+Z\/1_€2>

o1t ()
:1—5-(%@—@))

Therefore,
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This gives the desired upper bound.

Now, use the inequality:

E1—+/1—¢2 1 4n
q=>—- = <
n 4 l—q = k1-V1-¢€)

Thus: A A
Pr[C] <275 . i =S -

= k(l—\/—l—e2)§2 (1-VI-e)

To ensure Pr[C,] < §, we choose:

5 =log (m _ ji——em)

Conclusion: The probability that the protocol does not abort is exponentially small in

S, and can be made less than any desired ¢ by setting S appropriately.

3 Anonymity Guarantees

In this section I will show that in the last protocol described in previous section the sender
remains anonymous. We require some lemmas for the proof of the main anonymity theorem

in subsection 3.2.

3.1 Fidelity Bounds

Lemma 1 (State Transformation Under Sender’s Transformation). For the n-partite GHZ

state |Py) = \%(|0”> +[1™)), the following transformations hold:
0:|®G) = [®7) and 0.|®T) = [®F)
where |O) = \%(|0”> —1m)).

Lemma 2 (Honest Case Fidelity). If all agents are honest and share a state | V) with fidelity
F(|W),|®5)) = V1 — €2, then for any two honest potential senders i,j:

F(W:), 7)) > 1 - &

where |U;) is the state after agent i applies the sender’s transformation o,.
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Proof. The shared state can be decomposed as:

2n 1
0) = (1= &)VHOF) + e DF) + Y el P}
k=2
with 37 12 =1 -1 - €.
When agent ¢ applies o,:
2n 1
;) = (1= )VHOT) + e F) + Y | €7
k=2
Likewise,
9n 1
;) = (1= )VDT) + e |®F) + D €| Dp)
=2
The fidelity between |U;) and |V;) is:
on_1 2
F(10:), [¥,)) = V1= + e+ ) e
k=2
) 9n_1 2n_1
Z‘\/1—62+6%—<1—\/1—62>‘ ( €F = e”izl—\/l—@)
k=1 k=1
>1—2¢

Lemma 3 (Dishonest Case Fidelity). If some agents are malicious and the shared state |V)
has F'(|¥)) > v/1 — €2, then for honest potential senders i,7j:

F(0),|9)) > 1 - &

where F" is the mazximum fidelity achievable by malicious parties applying unitary operations

on their qubits.

Proof. Recall that our fidelity measure is given by F'(|¥)) = maxy F(U|¥), |®f)). Let
us now denote by |U’) = U|V) the state after the operation U which maximises this fidelity

has been applied. We can write this state in the most general form as:

0" = @) [1h0) + [PT)]eh1) + ),
where note that |x) contains both honest and malicious parts, of which the honest part is
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orthogonal to both |®4) and |®F).
We want to find the closeness of the states |¥;), |V;), which are the states after the 0,0,

operation is applied to |U’) by either agent ¢ or 7 who is the Sender. These states are given
by:

|Ti) = @) [¢0) — [Po)|vn) + X),
[T5) = [®1)[vo) — [@5)[¥n) + IX).

The fidelity is then given by:

F(10:), 195)) = [(Wi @) [* = [(¢oltho) + (1 [eon) + XX

However, although the overall state |¥’) is normalised, the malicious agents’ part of the
state is not. Thus, we need to determine a bound on (y|1) and (¢1]11). We have:

F(|W),125)) = [(@F¥)* = V1 — €.

It was shown in [2] that we can write for any k,n:

25) = —= b)) — o) 8],

and using this, we get:
@G 10) 7 + (@5 1) — 2405 )@ HJun)] > VT =@
Now let, (@5~*[1ho) = a, (@} ~"|vn) = b:
cg a4 20 > VT

1
= 5 {lal® + [ + 2lalfp]} > VI -e,

1
— §(|a|2+|b|2) 1+ > V1 — €

2
1
|51+
Lo o 2 2 . 1
= §(|a| + [0]7) 1+§ > V1 —€% since x4+ — > 2 always for real z,
x

— ]a\z + ]b|2 >V1—e2

U@ o)+ (@Y ) [P > VI — e,
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Using the Cauchy-Schwarz inequality, we have:

(Wholtoo) + (Wr[wor) > (B *[eho) |* + [(@7F|y) |
> 4/1 — €2

Since the overall state |¥’) is normalised, we have |(x/|x")| <1 — +/1 — €2. Thus, we get

our expression for fidelity as:

F(1W:), [%5)) = [{toltho) + (¢r]er) + (XX

> 1 — 26,
using, (x'|x") > —(1 = V1 —€2).

3.2 Anonymity Theorem

Theorem 4. For shared state |V) with F'(|¥)) > /1 — €2, then the probability that the

malicious agents can guess the identity of the Sender is given by::

Prlguess] < — +¢

| =

Proof:

Let there be k honest agents, each of whom could potentially be the sender. Suppose
that the true sender is agent ¢ € {1,2,...,k}. Let |¥;) be the global pure state (of the
entire network including dishonest agents) after agent i follows the protocol (e.g., applies o,
as required). These are the final states that the malicious agents may observe to infer who
the sender is.

Let {I;}}_; be a POVM (positive operator-valued measure) that the adversary uses to
guess the sender. Then, using theorem of total probability, the probability of correctly
guessing the sender is:

k
Pr[correct guess] = Z (1L |W) (W),

Ir
k

assuming that the sender is chosen uniformly at random from the k honest parties.
We now use the trace distance property to upper bound this probability.
Let |a) be any fixed reference state (for example, any of the {|¥;)}). Then for each i:

Tr(IL W) (Ws]) = Tr(ILfe) (af) + TrIL([W:) (W] = [e){a])).
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We now apply the inequality:
Tr(A(p — o) < [|All - D(p, 0),

where, ||A]| denotes the trace-norm of A and D(p, o) is the distance between the states p, o
(fidelity between p,c =1 —¢€> <= D(p,0) = €), and note that for a POVM element TII;,

we have ||[IL;|| <1 (since II; < I). Thus:

Tr(TL W) (W) < Tr(IL]a)(al) + D(|Wy), |a)).

We now take the average:

Prlcorrect guess| =

T (1| W) (W)

-
| =

=1

VAN
> =

-
I
_

(Tr(Ii|a)(al) + D(|W3), |a)))

Il
-
?vll—

Tr(Il|e) (o) +

?vli—‘

s
I
—_

The first term is just :

—Tr ZH la)(al) = —Tr(]|a>(a|) <

?vl»—

For the second term, note that by the assumption that all pairs |¥;), |¥;) satisfy D(|¥;), |[¥;)) <
€, we have:

D(|93), ) <e.

Therefore: .
1
L3 D(1) o)) <
i=1

Combining both bounds, we obtain:

1
Pr[guess] < z +e.
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4 Device-independent GHZ Verification

First I will describe the result that leads to the new verification protocol for n-party GHZ
state following [15] and then in a latter sub-section show how to make it device-independent
i.e. the correctness of the verification will not depend upon the genuineness of the mea-
surement apparatuses used in the verification protocol. Consider the following set of n + 1

operators:

A 1 2 n
Oy=0,00,..Q00,

Oi=0l®.®c'w 0; ® U;H Rt .. ®d"
for i=1,2,...,n with the convention n+1=1.

Now for the GHZ state |G}) and any of the operators O just defined, we have,
O|Gy) = AGp),

where, A = +1 if @ = Oy, otherwise A = —1. And, each O is a unitary and hermitian

operator by definition, hence its eigen values are +1. Therefore,

—(n+1) < <oo—zn:o> <(n+1)

and the upper-bound is achieved for the GHZ state |Gf) only. I will prove this result in the
next subsection where I discuss the eigenvalue problem of the operator <@0 -> @1>

Also the classical bound is given by (for odd n),

~(n—1)< <oo—zn:o> < (n-1),

Cl

where, <@0 —-> @i>cz is the value of the operator if we replace the Pauli matrices with
local realistic value i.e. with £1. To prove it we note that if the O;-s (i=1,2,...,n) have a
common sign then O, will also have that common sign, analogously as was shown in the
three-qubit GHZ paradox case in a previous section.

This gives a way to verify the GHZ state:

Protocol 8 (New Verification Protocol). NEW VERIFICATION

Input: n agents share states Vo), | V1), ..., |Vy)
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Goal: Verify that all the states |Vy), | V1), ..., |V,) are GHZ states

1. The verifier:
a. selects n+1 states randomly from all of
the shared states and enumerates them from 0 to n.
b.broadcasts which shared state

18 enumerated by which number among 0 to n

2. Agent j:
a. Measures [¢;) with his (j-th party) part of the operator O; and gets
the outcome Y;; € {+1,—1}

3. All the Agents:
a. Run parity protocol n+1 times (for each i) to calculate O; = @j Yij
b. Claculate O = Oy — > | O;

4. Verification passes if:
O=n+1

Evidently GHZ state always passes the test as the POVM associated with the test is
given by, {P}',I — P}'} , where,

B = Ge) (Gl

(because the maximum value +(n + 1) is achievable only for a pure GHZ state) instead of

Py =|Gy)(Gg| + 312, as was in case of the earlier verification protocol.

. P(p) = Tr(FPy'p) = (GylplGy) = F(p)

This is the relation between probability of passing the test and fidelity of the shared state
with GHZ state.

4.1 Eigenvalue problem of (@0 >, (’52>

Let, |¢) be an arbitrary n-party state where each party is a qubit:

W) = Y Chbaba|brba...by)

b11b2 ----- bn

where each b; runs from 0 to 1. Now from the properties of Pauli matrices (that o, only

flips bit, and o, along with flipping bits adds a phase to the bit) and the definition of the
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operators we get,

Ool) = > Chyby.., [b1b2...b)

b1,b2,.0sbn
Oily) = Z Chry..b (— 1)+ b1 by...y,)
b1,b2,.0sbn
Hence, if we define,

we can write,

Olb) = Y Chrpget, (L4 (—1)P802 4 (—1)P2%05 4 (—1)Pnm1®Pn o (—1)000) [B;Dy..b,,)
b1,b2,..., bn

Now let Cyp,. 5, 7 0 only for byby...b, = Vby...b, and byby...b, = b,b,..0!
:tCB’IB’Q...B;L' Then,

; also Gy =

n’

Oly) = +0|),

where,

o= (1 + (_1)b’1®b’2 + (_1)b’2®bg 4o+ (_1)b;,1®b; + (_1>b§1€Bb’l> (4)

1 /77 / VAN
W) = <|b1b2bn> + |b1b2bn>)7

V2

i.c., £0O are the eigenvalues of O.
Now if (b = by =...=b, =0o0r by =0, = ... =b), = 1) and Cyy, s, = +Cyp,. 5, . then,

|¥) :7(100 0) +[11..1)) = [G§)

and, O =n+ 1, and hence,
OlGy) = +(n + 1)|Gy).

For any other combination of b}b}...b],, O < (n+ 1), as is evident from the definition of O.
Now consider the 2nd term in the definition of @. (—1)"1%% is = +1 if b} = b, and it is
= —1if b # b}, i.e. if there is a flip while going from the bit b} to bit t,. Now I claim that
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for any combination of b)b5...b], there will always be an even number of —1-s in the RHS of
eq"(4). This is because, as we traverse from the 2nd term of RHS of eq"(4) starting with b
to the last term, we get an even number of flips, as we return to b} itself in the last term.
Therefore, O takes values differing by 4, because simultaneously at least two (even number)
+1-s become —1-s.

Now if the number of parties n is odd, say n = 5, then the values of O are n + 1=6,2,-2,
and hence the eigen values +O are 6,2-2 (coming from the + sign) and —6,—2,2 (coming
from the — sign), having minimum gaping 4.

But if the number of parties n is even, say n = 4, then the values of O are n + 1=5,1,-3,
and hence the eigen values +O are 5,1,-3 (coming from the + sign) and —5,—1,3 (coming

from the — sign), having minimum gaping 2.

4.2 Device Independent Verification

The measurement apparatus like 6, or 6, used in any quantum protocol is bought from the
market. But what is the guaranty that it really is a ¢, or 6,. That means our successful
verification of GHZ state hinges on the genuineness of the measurement devices used, as was
in the case of our earlier verification protocol. But the new verification protocol can be made
device independent, as will be shown in this sub-section following [16]. First we require a

simultaneous block-diagonalization lemma that will be proved in the next sub-section.

Lemma 4. Given two Hermitian operators A and B with eigenvalues +1 acting on a Hilbert
space H, there is a decomposition of H as a direct sum of subspaces H' of dimension d < 2
each, such that both A and B act within each H!, that is, they can be written as A = @®; A’
and B = ®;B", where A® and B act on H'.

Here A® and B? act on H! means H’ is closed under the action of A* or B*. Now suppose
A = 6, (which we bought from the market, may not be a genuine one,may be of higher
dimension rather than a qubit) and B = 6, (which we bought from the market, may not be

a genuine one) , then A* = 16, II" = 6,; and B* = II'6,II* = G,,;, where I is the projection
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operator corresponding to the subspace H¢. Now for O=0,— Yoy O; we have,

<@> = Tr(pO) = Tr(pO.I)

where,

=Tr (p@ Z Mel?e..® Hi”)

11,82,50ein,

=Tr (P Z Oiip..iy I @12 @ ... ® Hi”)

11,82, 0n

CCOM @2 .. QI |¢) = O i T QT2 @ ... @ [T|¢) Vo))

- S T (p@ili}“inﬂil Rltw.. gl Il ..o H)

11,82,500in,

= Z Tr (H’“ RIM?@ . @O"pll"I?® .. HOm)

11,825 ++yin

(. (’A),;mm,;n is the projection of O by the projector IT" @ 112 ® ... ® IT"")

= E Qiyig..in LT (Pi1i2...z‘n0z'1i2...z'n>7

11,825+, in

Girigein = Tr (I" @2 @ . @I pl" @ I1? @ ... @ II')
Pitig..in — (Hll X Hi2 X ... Hi"pHil & I_J:i2 X ... Hi") /Qiliz---in

: Clearly, Qiyis...in, > 0 and

{0)- % wunl0)

Z Qiria...in = Z Tr(II" 9 II” ® ... ® I'"p)

11,12,y0n 11,025-in

=Tr ( Y mel* .o Hinp> = Tr(Ip) = 1.

11,825+, in

o where, <(9> - =Tr (pilz‘z._.inoilz‘g...in>
1112...1n 21%2...1n

11,025, in

Now if <(’j> attains the maximum value (n+1) then each <(§> =n+1, as ¢i,..i,-S

11%2...0n
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are probabilities that sum up to 1.

S Pivigedn = W)zmzn <w|11121n

where, V)i, i, = ﬁ(’0>i1’0>i2---\0>in +[1)iy [1)ig--| 1))

S YY) = @i g i A Tirigin |V )iz i (where, p = 1) (Y])

Now suppose each party has a qubit ancilla state |0)’. Now if the j-th party applies the local

transformation :

@0, , Vi

and j runs from 1 to n, then,
|¥) ®10)10)3...|0);, = |o) @ |G),

where, |Gg)’ is the GHZ state and |o) is some junk state. Therefore, if <(§> attains the
maximum value (n+1) then all the parties share a genuine GHZ state together with a junk
state up to local unitary transformations. And this verification method does not require the

genuineness of the ¢, and 7,-s used to build O beforehand.

4.3 Proof of the simultaneous block-diagonalization lemma

The lemma stated without proof in the section “Device Independent Verification” is logically

equivalent to the following lemma which I prove below following [17].

Lemma 5. Let Ay, Ay, By, By be orthogonal projectors on a Hilbert space H such that Ay +
Ao =1 and By + By = 1. Then, there exists an orthonormal basis of H in which all four

projectors are simultaneously block-diagonal, with blocks of size 1 X 1 or 2 x 2.

Proof. Since A; + As = I and By + By = I, the pairs (A;, As) and (Bi, Bs) each form a
binary projective measurement.
We begin by examining the operator Bj, and restrict our attention to its support, i.e.,

the subspace where B; acts as the identity. Define the positive semidefinite operators
X1 = BlAlBl, X2 = BlAQBl.
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Note that X; + X5 = By, and both X; and X, act on the support of By. These operators
are Hermitian and commute on this support, and hence can be simultaneously diagonalized.
Let |v) be a simultaneous eigenvector of By, X1, X, with By|v) = |[v), so By|v) = 0.

We analyze three cases:

Case 1: A;|v) = 0. Then Ayjv) = |v), so
Aifo) =0, Aslv) = v),  Bifo) = |v),  Bafv) = 0.

Thus, the one-dimensional subspace span{|v)} is invariant under all four projectors and
corresponds to a 1 x 1 block.
Case 2: Ay|v) = 0. Similarly, this yields

Aoy = o), Aslo) =0, Bil) =|v), Balv) =0,

corresponding to another 1 x 1 block.
Case 3: A;|v) # 0 and As|v) # 0. Define

lar) == Aqlv), |ag2) = Aslv).

Since AjA; = 0 and A; + Ay = [, the vectors |a;) and |ag) are orthogonal and satisfy
|v) = |a1) + |ag). Let
E, = span{|a1), |as2)},

which is a two-dimensional subspace. Observe that
Byla;) = B1A;|v) «x |v) € E,, fori=1,2.

Hence B; maps F), to itself, and being Hermitian, it is diagonalizable on E,,. Therefore, there
exists a basis {|v), |w)} of E, in which B; and hence By = I — B; are diagonal. Moreover,
since |ay), |as) € E,, and Aj, Ay act as orthogonal projectors onto these vectors, all four
projectors are simultaneously block-diagonal on F,.

Repeating this process for all simultaneous eigenvectors of Bi, BiAi By, B1AsB;, and
similarly for Bs, we obtain a decomposition of H into orthogonal subspaces Ey, Es, ..., each
of dimension one or two, on which all four projectors act invariantly and are diagonalizable.

Hence, in the resulting orthonormal basis formed by the union of bases of the Fj, all four
projectors Ay, Ay, By, Bs are simultaneously block-diagonal, with each block of size at most
2 x 2. [l
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4.4 Error Analysis of the Device-independent Scheme

Suppose the state p is given by :

p=> pilr) (pxl-
E <@> = ZPk(PH@Pk)

Now, suppose that <(§> comes out a little less than than the maximum value (n+1):

<@> =(n+1)—
and let this happens because,

" Zpkﬁk =€
k

Also we can write similarly to the previous sub-section :

<pk|o|pk Z qzlzg zn 1122 1n|0|¢z112 zn>

01,02,

where, ¢f ;. -s are probabilities that sum up to 1. Now let,

< 11%2.. 1n| ‘wlllg zn> = (n + 1) - €§1i2~--in' (5)

§ qilig...ineilig.‘.in = €k

ilai27"'7in

Now let, the square root of fidelity between GHZ state and [¢F, . ) be y/1— 5Z 202 i

Therefore, we can expand |¢F ) in orthonormal basis as:

$112...0n

n—1
k,0 1 kel
|77Z)51127,n> 1 - 61122 n |G8> + 61122 zn|G?> + Z 6117,2 zn|G?>’
1=2
where |GT) is the “—" version of GHZ state. Due to normalization of [¢F, . ) we have,
2n—1

k,0
51112 Jn Z(S'leg Ant (6)
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k
1192...0n

Now using this expansion of | ) into eq"(5) we get:

2n—1
k, k, k,l
(n+1)(1- 51'1?2...1'") —(n+ 1)51'1@‘12..% +{(-(n=1) e (n-1)) Z 03 ig..iny = (M +1) — E'Zig.‘.in
1=2

where, (—(n — 1) «» (n — 1)) is some number between —(n — 1) and (n — 1) , because the

minimum gaping between the eigenvalues are 2 units. Simplifying we get,

on—1
eflig...in =(n+ 1)5%?2..% +(n+ 1)5%@‘12...1‘” —{(=(n=1) & (n-1)) Z 5Z’zl'2...in
on—1 - m—1
= (n+ 1)5Z’?2...in —(n—1) Z 55152@” < Ei'clig...in < (n+ 1)51161’?2...1‘” +(n+1) Z 5%2%
=1 =1
— 25517?2...1'" < eflig...in <2(n+ 1)52?2...% (using eq"(6))

k

tin...in-S, 80 We can apply the averaging throughout to get:

Now as € is an average of the €
20 <e<2(n+1)6

where (1 — ) is the fidelity of the whole state p with the GHZ state.

5 Quantum version of Anonymous Classical Protocols

In this section I will describe new Parity, Logical-OR (Veto) and Notification protocols
that relies on the resource of shared GHZ states(that’s why “Quantum” in the name of the
protocols).

For parity protocol we require 1 shared GHZ state. Now to calculate parity, j-th party
applies identity or ., on his part of the shared GHZ state ,accordingly if his input is 0 or 1.
After this the GHZ state becomes:

1 ,
= —= (I00..0) + elm=:2)p11. 1)) 7
v) =5 (100-.0 11...1) (7)
where b; is the input bit of j-th party. Now, |¢)) is GHZ state if Zj b; is even, i.e. even
parity and |¢) is the “ —7 version of GHZ state if ), b; is odd, i.e. odd parity. The agents
can distinguish, whether [¢) is GHZ or its “ —” version deterministically by the following

procedure, from a single copy of [¢)) ( which is not possible for the new verification protocol
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as it requires multiple states, to be verified, as input):
Every agent measures his/her part of the shared state [¢) in X-basis, and all of them simul-
taneously broadcast the measurement outcome (4/— i.e. 0/1). Then everyone can calculate
the XOR of all the simultaneously broad-casted bits and get the answer even/odd parity.
The logic is same as was in the last step of the correctness proof of the section “GHZ state
verification” of the old verification protocol. We can now implement Logical-OR using this
quantum-parity protocol,as a subroutine, as was done in the old Logical-OR protocol.

But suppose, instead we want to calculate Logical-OR by the fully quantum method.Hence,
if parity comes out t be =1 then output of Logical-OR will certainly be = 1. But if parity=0

then to distinguish between the cases :
e every one gave input =0
e even but non-zero number of parties gave input 1

we execute another run of the parity protocol but with the operator:

— (1 0
o= <() exp(i%)) ®)

applied in place of 6,. Now if the final state |¢) is the “—” version of GHZ state then Logical-
OR=1 and if it is indeed the GHZ state then another run of parity protocol is executed but

now with the operator:

J&_z:(l " ) 9)

0 exp(iz)

and so on up to maximum [logsen| times. This process clearly reveals in some cases the
partial information about the estimate of how many agents gave input 1.

To have the quantum version of Notification protocol, we can just replace its classical
Parity sub-protocol with the Quantum version of parity protocol with the change that at the
last step of Quantum parity protocol everyone ,except whose turn is to receive , broadcast

the measurement outcome (in any order) instead of a simultaneous broadcast.

6 Conclusion and Future Work

In this report, we presented protocols for anonymous communication in quantum networks.

The existing protocols use a combination of classical sub-protocols and quantum sub-protocols
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for anonymous communication. We presented the existing protocols for verification or cer-
tification of GHZ state and e-anonymous entanglement distribution. We created Quantum
version of the Classical anonymous sub-protocols like Parity, Logical-OR, Notification. We
have also provided a protocol for device-independent verification or certification of the GHZ
state used in the protocols.

The e-anonymity protocol ensures that the sender anonymity is preserved in a proba-
bilistic sense; a smaller € gives better anonymity. The proposed protocol is implementable
in a distributed quantum network with the help of a trusted source for GHZ state. In case
a trusted source is not available, our protocol for GHZ verification can be used to verify the
state before using it for anonymous entanglement generation.

Future work involves detection and avoidance of collision (i.e. more than one sender or
receiver) in the Quantum Notification Protocol, extending the device-independent verifica-
tion of GHZ state to the case where dishonest agents are present, extending the anonymous
entanglement protocol to a dynamic setting where participants may join or leave the net-
work, and evaluating the performance of these protocols on actual or simulated quantum

hardware.
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