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Abstract

In the era of big data, the explosive growth in data volume has significantly acceler-

ated the development of deep learning. Deep learning is the most promising area of AI,

yielding significant advancements in medical image classification. However, healthcare

data contains important sensitive information and so privacy and security are crucial to

preventing unauthorized access. Note that there are several data protection rules from

multiple regulations to penalize any kind of data security violation, for example, the data

protection principles (Article 5.1-2) and the data protection by design and by default

(Article 25) of the General Data Protection Regulation from the European Union. It

is mandatory to follow such data regulations in developing and deploying deep models.

Traditional deep learning models are vulnerable to several types of attacks, including

membership inference attacks, where an adversary determines whether a specific data

point was used in training; model extraction attacks, where attackers attempt to repli-

cate the functionality of a trained model and reconstruction attacks, which aim to recover

original training data from model outputs.

To mitigate data privacy leakage in deep learning models, this dissertation will focus on

development of “Differential Privacy enabled deep model” that can deal with the privacy

leakage from the trained model. In this research primarily gradient clipping-based deep

optimization algorithms (such as DP-SGD, DP-Adam) will experiment with.

Automated classification of dermatological images will be the chosen application field for

this research. Literature shows that several deep models exist which deal with derma-

tological image analysis and produce promising performance. However, the performance

drop has not yet been explored adequately when such a model was trained with an opti-

mization algorithm that preserves differential privacy. A number of deep neural networks

is experimented with to assess performance degradation with the chosen secure train-

ing mechanism. Finally, this dissertation aims to develop a novel technique to build

differential privacy enabled skin model. This dissertation is utilizing publicly available

dermatological image datasets like ISIC 2018.



Chapter 1

Preliminaries

In the modern day, the rapid increase in data volume has significantly accelerated the

development of deep learning. As a leading subfield of machine learning, deep learning has

achieved state-of-the-art performance across various domains such as images, sounds, and

texts. Its applications include social network analysis [13] , bioinformatics [4], medicine

and healthcare [5] and more.

Despite its success, the use of sensitive healthcare data introduces serious concerns

regarding privacy and security. Numerous regulations, such as the General Data Protec-

tion Regulation (GDPR) [1] of the European Union, impose strict requirements for data

handling. For instance, GDPR’s Article 5.1-2 outlines key principles for data protection,

and Article 25 mandates data protection by design and by default.

Traditional deep models, however, are susceptible to various attacks. These include mem-

bership inference attacks [14], which reveal whether a particular record was part of the

training data; model extraction attacks [15], where adversaries try to copy the model’s

behavior; and reconstruction attacks [11], which attempt to regenerate original training

data based on the model’s outputs.

Alignment with these above laws is essential when developing and deploying deep learning

models.

1.1. Motivation of Data Security

The motivation behind data security lies in the critical need to protect sensitive and

valuable information from unauthorized access, misuse or alteration. In today’s digital

7
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world, individuals, organizations and governments increasingly rely on data for opera-

tions, decision-making and communication. Ensuring data confidentiality, integrity and

availability is essential to prevent identity theft, financial fraud data breaches and loss

of trust. Data security also plays a vital role in maintaining regulatory compliance,

safeguarding intellectual property and preserving organizational reputation.

In the healthcare sector, data security becomes even more significant due to the highly

sensitive nature of patient records, diagnoses and treatment histories. Protecting health-

care data is essential to maintain patient privacy, prevent medical identity theft and

ensure accurate and uninterrupted medical care. Security violation in healthcare systems

can lead to legal liabilities and erosion of public trust. Therefore, securing healthcare

data is not only a matter of compliance with standards like Health Insurance Portability

and Accountability Act(HIPAA) [3] but also a fundamental requirement for safe, ethical

and efficient delivery of medical services.

1.2. Privacy Issues

In the context of deep learning, a privacy issue arises when sensitive information used in

training or inference is at risk of being exposed or misused. An adversary refers to an

entity that actively attempts to exploit the model or its data. The goal of such an adver-

sary is typically to manipulate the model’s behavior, extract confidential information or

deceive the system by leveraging its vulnerabilities. These attacks can lead to significant

violates of privacy, especially when models are trained on personal, financial or medical

data.

Particularly in classification tasks, several privacy attacks present significant threats

to the confidentiality of training data and the integrity of the model. These attacks are

typically carried out by adversaries seeking to exploit the model’s behavior or internal

parameters to gain unauthorized access to sensitive information. There are three popular

attack such as Membership Inference Attack [14], Model Extraction Attack [15] and

Reconstruction Attack [11].
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Membership Inference Attack

In recent years, Deep Learning (DL) models have demonstrated remarkable performance

across various domains such as healthcare, finance, image recognition, and natural lan-

guage processing. However, as these models are increasingly trained on sensitive data,

privacy concerns have emerged. One of the most widely studied privacy threats in this

context is the Membership Inference Attack (MIA). A Membership Inference Attack is

a type of privacy attack in which an adversary attempts to determine whether a specific

data point was used in the training dataset of a deep learning model. In simpler terms,

the attacker tries to infer the “membership status” of a given instance—whether it was

part of the model’s training set or not—by observing the model’s predictions or behavior.

This attack becomes particularly concerning when models are trained on sensitive

datasets, such as patient medical records, user profiles, or financial transactions. Even if

the actual data is not shared publicly, the trained model may still leak information about

its training set through overfitting or response patterns.

The attacker typically queries the target model with a specific input and observes its

confidence score, probability vector or output class. Based on these outputs, the attacker

analyzes differences in the model’s behavior on training data versus unseen data.

The attack may be executed using the following steps:

Black-box access: The attacker has query access to the model’s predictions but not

to its internal parameters.

Shadow model training: The attacker trains one or more models (shadow models)

on a dataset similar in distribution to the target model’s training data to simulate its

behavior.

Attack model training: Using outputs from the shadow models, the attacker trains

a classification attack model that learns to distinguish whether an input was in the

training set or not.

Model Extraction Attack

In modern deep learning systems, particularly those deployed via public APIs or cloud-

based platforms, security threats have evolved to include attacks not just on data, but

also on the models themselves. One such threat is the Model Extraction Attack [15],
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in which an adversary attempts to extract the entire or partial ML model architecture,

weights, or parameters.

Model extraction is particularly dangerous because it allows the attacker to steal the

model’s functionality without accessing the original training data or internal code. This

undermines the intellectual property of the model owner, as models often represent the

result of significant investment in data collection, feature engineering, and computational

resources. Once the model is extracted, it can be misused.

Model Extraction Attack: Design

The primary goal of a Model Extraction Attack [15] is to replicate or approximate the

functionality of a target machine learning model M by using only input-output interac-

tions. The attacker builds a surrogate model M ′ that mimics the behavior of M without

access to the original training data, model weights, or internal architecture.

Assumptions

• The attacker has black-box access to the model: they can send input queries to

M and receive predictions.

• The internal parameters, training dataset, and architecture of M are not disclosed.

• The attacker may receive either hard labels or soft probability outputs from M .

Attack Pipeline

1. Input Generation: Generate or sample a set of inputs xi from the data distribu-

tion(public dataset or synthetic data).

2. Query the Target Model: For each xi, query the model to get yi = M(xi).

These may be predicted class labels or probability vectors.

3. Construct a Surrogate Dataset: Build a dataset D′ = {(xi, yi)} from the col-

lected queries and responses.

4. Train the Surrogate Model: UseD′ to train a surrogate modelM ′ that replicates

the decision boundaries of M .
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5. Evaluation: Measure how wellM ′ approximatesM by comparing their predictions

on new inputs (fidelity) or using accuracy if ground truth labels are known.

Architecture Overview

Below is a schematic flow of a model extraction attack:

Input Generator

Synthetic Data Target Model M

Collected Inputs Collected Outputs

Train Surrogate Model M ′

Evaluate and Analyze

Query

Reconstruction Attack

The adversary’s goal in a reconstruction attack [11] is to recreate the original input that

produced a specific output prediction by exploiting the internal behavior of the model. By

reverse-engineering the relationship between the model’s outputs and its corresponding

inputs, the adversary can potentially extract sensitive information and gain insights into

the original data points that were used during the model’s training process.

Assumptions

For a successful reconstruction attack, the following assumptions are generally made:
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• The attacker has black-box access to the target model, meaning they can query

the model with inputs and observe its outputs.

• The attacker may also know the data distribution or feature space from which

inputs are drawn.

• The model’s outputs are sufficiently informative (e.g., probability scores, confidence

levels, or internal embeddings).

• In some cases, the attacker may have access to intermediate layers or gradients

(white-box setting).

Design Steps of the Attack

The reconstruction attack typically follows these core stages:

1. Querying the Target Model The attacker sends multiple input queries to the

target model. These queries can be randomly generated, crafted based on prior knowl-

edge, or sampled from known data distributions. The model returns output predictions

for each query.

2. Capturing Model Outputs The attacker collects the model’s responses, which

may include softmax probability vectors, logits, class predictions, or embeddings. These

outputs often encode rich information about the data the model was trained on.

3. Formulating an Inverse Problem The core of the attack is to solve an inverse

problem:

x̂ = argmin
x
L(f(x), y)

where f(x) is the model’s output for input x, and y is the observed output (e.g., label or

probability vector). The attacker uses optimization techniques to find the input x̂ that

most likely caused the model to produce output y.

4. Output Reconstructed Data The final reconstructed data x̂ may resemble orig-

inal training samples, capturing identifiable patterns or features. These reconstructed

instances can leak sensitive attributes such as patient faces, financial records, or textual

content.
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1.3. Security Enable Deep Learning

To mitigate privacy threats such as membership inference, model extraction and re-

construction attacks, several robust privacy-preserving techniques have been developed.

Among the most effective is Differential Privacy (DP) proposed by Dwork et al [6]in 2006

, which introduces mathematical guarantees to limit the influence of any individual data

point on the model. By injecting carefully calibrated noise into gradients or outputs, DP

enables model training while preserving individual-level privacy.

In distributed environments, where data is stored across multiple devices or institu-

tions, then we use Federated Learning (FL) [12] for data privacy. It allows models to

be trained locally on decentralized data without ever sharing the raw data itself. Only

model updates are exchanged, thereby reducing the risk of data leakage.

To further enhance security, techniques such as Homomorphic Encryption (HE) and

Secure Multi-Party Computation (SMPC) are also used. Homomorphic Encryption allows

computation to be performed directly on encrypted data, enabling inference without de-

cryption. On the other hand, SMPC allows multiple parties to jointly compute a function

over their inputs while keeping those inputs private, making it suitable for collaborative

learning settings where data sharing is restricted.

Here we used Differential privacy for secure the deep learning model.
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DP Enabled DCNN Formulate

Diferential privacy [7] constitutes a robust standard for privacy guarantees for algorithms

on aggregate databases. It is defined using the concept of neighboring databases, which

is specific to the application. For example, each training dataset in our research is a

collection of image-label pairs; two sets are considered nearby if they differ in a single

entry, meaning that one image-label combination appears in one set but not in the other.

2.1. Basic of Differential Privacy

A. Defination

Definition 1. A randomized mechanism M : D → R with domain D and range R is

ε-differential privacy if for any two adjacent inputs D1, D2 ∈ D and for any subset of

outputs O ⊆ R, it holds that:

Figure 2.1: Formal Definition of Differential Privacy

So, ε-differential privacy implies that a change to one entry in a database only creates

a small change in the probability distribution of the outputs of measurements, as seen by

the attacker.

Definition 2. A randomized mechanismM : D → R with domain D and range R

satisfies (ε, δ)-differential privacy if for any two adjacent inputs d, d′ ∈ D and for any

14
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subset of outputs S ⊆ R, it holds that:

Pr[M(d) ∈ S] ≤ eε Pr[M(d′) ∈ S] + δ

The original definition of ε-differential privacy, as introduced by Dwork et al. [7] ,

does not include the additive term δ. The (ε, δ)-differential privacy is a relaxed version

that allows for a small probability δ (preferably much less than 1
|d|).

If is δ = 0, then the randomized mechanism M gives-differential privacy by its strictest

defnition.

B. Sensitivity

Let f : N |X| → Rd be an arbitrary d-dimensional function, and define its ℓ2 sensitivity to

be ∆2f = maxadjacent x,y ∥f(x)− f(y)∥2.

C. Gaussian Mechanism

For instance, the Gaussian noise mechanism is defined as:

M(d) = f(d) +N (0,∆2f
2)

where N (0,∆2f
2) denotes a normal (Gaussian) distribution with mean 0 and standard

deviation ∆2f .

A single application of the Gaussian mechanism to a function f with sensitivity ∆2f

satisfies (ϵ, δ)-differential privacy if:

δ ≥ 4

5
exp

(
−ϵ2

2

)

This provides a bound on δ in terms of ϵ, given the standard deviation of the Gaussian

noise is properly scaled according to the sensitivity of the function and ϵ < 1 [See,

Theorem 1]
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D. Privacy Loss

Privacy loss is a random variable that reflects the amount of information leaked by

the mechanism due to the added noise. As described by Dwork et al., for neighboring

datasets d and d′, a differentially private mechanismM(D) ∈ R, an auxiliary input aux,

and a possible outcome o ∈ R, the privacy loss at outcome o is defined as:

c(o;M, aux, d, d′) = log
Pr[M(aux, d) = o]

Pr[M(aux, d′) = o]
(2.1)

Privacy loss is typically calculated at each step during training or algorithm execution,

and its accumulation over multiple steps is used to estimate the overall privacy budget

consumed. This cumulative tracking is performed by a privacy accountant, which

enables the mechanism to maintain a global (ϵ, δ)-DP guarantee.

Theorem 1 Let ε ∈ (0, 1) be arbitrary. For c2 > 2 ln(1.25/δ), the Gaussian Mechanism

with parameter σ ≥ c · ∆2f
ε

is (ε, δ)-differentially private.

This theorem proof by Dwork et al. [7] in Appendices A.

2.2. Deep Networks

2.2.1. ResNet-18 Architecture Overview

ResNet-18 is a widely used convolutional neural network architecture that belongs to the

family of residual networks (ResNets) [9]. It was designed to address the degradation

problem observed in very deep networks, where increasing the depth of the model leads

to worse performance due to vanishing gradients. ResNet overcomes this by introducing

skip connections, which allow the network to learn residual mappings rather than direct

transformations.

Each residual block in ResNet-18 contains two 3×3 convolutional layers, each followed

by batch normalization and a ReLU activation. The input to each block is added to the

output through a shortcut connection. If the input and output dimensions differ, a 1× 1

convolution is used for projection to match dimensions before addition. When dimensions

match, the shortcut is simply an identity connection.

The overall architecture of ResNet-18 includes:
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1. An initial convolutional layer with a 7 × 7 kernel and stride 2, followed by batch

normalization, ReLU activation, and 3× 3 max pooling.

2. Four stages of residual blocks:

• Conv2 x: two blocks with 64 filters.

• Conv3 x: two blocks with 128 filters.

• Conv4 x: two blocks with 256 filters.

• Conv5 x: two blocks with 512 filters.

3. A global average pooling layer.

4. A fully connected (dense) layer for classification.

The residual learning framework enables effective training of deep networks by al-

lowing gradients to propagate more smoothly. This architecture has proven successful

in a variety of image classification tasks and is particularly suitable for medical imaging

applications due to its balanced depth and computational efficiency.

Layer Name Output Size Layer Configuration Parameters
Input 224×224×3 RGB Image -
Conv1 112×112×64 7×7 conv, stride=2,

padding=3
9,408

BatchNorm1 112×112×64 Batch Normalization 128
ReLU 112×112×64 ReLU Activation -
MaxPool 56×56×64 3×3 MaxPool, stride=2 -

Conv 2x 56×56×64

[
3× 3, 64
3× 3, 64

]
× 2 147,456

Conv 3x 28×28×128

[
3× 3, 128
3× 3, 128

]
× 2 525,312

Conv 4x 14×14×256

[
3× 3, 256
3× 3, 256

]
× 2 2,097,152

Conv 5x 7×7×512

[
3× 3, 512
3× 3, 512

]
× 2 8,388,608

AvgPool 1×1×512 7×7 Global Average Pool -
FC 1×7 Fully Connected (7 classes) 3,584
Softmax 1×7 Softmax Activation -

Table 2.1: ResNet-18 Architecture Overview
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2.2.2. ResNet-50 Architecture Overview

ResNet50 is a powerful image classification model that can be trained on large datasets

and achieve state-of-the-art results. One of its key innovations is the use of residual

connections, which allow the network to learn a set of residual functions that map the

input to the desired output. These residual connections enable the network to learn much

deeper architectures than was previously possible, without suffering from the problem of

vanishing gradients.

The architecture of ResNet50 is divided into four main parts: the convolutional layers,

the identity block, the convolutional block, and the fully connected layers. The convo-

lutional layers are responsible for extracting features from the input image, while the

identity block and convolutional block are responsible for processing and transforming

these features. Finally, the fully connected layers are used to make the final classification.

The convolutional layers in ResNet50 consist of several convolutional layers followed

by batch normalization and ReLU activation. These layers are responsible for extracting

features from the input image, such as edges, textures, and shapes. The convolutional

layers are followed by max pooling layers, which reduce the spatial dimensions of the

feature maps while preserving the most important features.

The identity block and convolutional block are the key building blocks of ResNet50.

The identity block is a simple block that passes the input through a series of convolutional

layers and adds the input back to the output. This allows the network to learn residual

functions that map the input to the desired output. The convolutional block is similar

to the identity block, but with the addition of a 1x1 convolutional layer that is used to

reduce the number of filters before the 3x3 convolutional layer.

The final part of ResNet50 is the fully connected layers. These layers are responsible

for making the final classification. The output of the final fully connected layer is fed

into a softmax activation function to produce the final class probabilities.

Differentially Private Deep Learning Mechanisms

There are several representative deep learning approaches that incorporate differential

privacy. Differential privacy provides a formal guarantee that the outputs of a trained

model remain statistically similar even when trained on neighboring datasets—datasets
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differing by just one individual record. This helps to mitigate privacy leakage risks in

both white-box and black-box attack settings.

Most of the mechanisms discussed aim to defend againstmembership inference attacks,

as introduced earlier. Depending on the stage of the data processing pipeline in deep

learning, the application of differential privacy can be categorized into three primary

layers:

• Input layer: Noise is added directly to the input data or features.

• Hidden layer: Noise is injected during intermediate computations such as gradi-

ents or activations.

• Output layer: The final model output or parameters are privatized before release.



Chapter 3

DP Enabled Deep Model for Skin

Disease Classification

3.1. Skin Image Classification :

Skin diseases are among the most common health conditions globally, affecting millions

of individuals across all age groups. Accurate and timely diagnosis is essential for effec-

tive treatment and improved patient outcomes, particularly in the case of life-threatening

conditions such as melanoma. However, experienced dermatologists is often limited, espe-

cially in rural or resource-constrained regions, which can delay diagnosis and treatment.

In this context, skin image classification, powered by advances in deep learning and

computer vision, has emerged as a promising technique for the automated identification

of various dermatological conditions using dermoscopic or clinical images. By analyzing

the visual patterns and features present in skin lesions, such systems can assist clinicians

in detecting diseases such as melanoma, basal cell carcinoma, eczema, and psoriasis at an

early stage. These automated tools not only help bridge the gap in healthcare accessibility

but also reduce the workload on medical professionals, enabling faster and more consistent

decision-making in dermatological diagnosis

3.2. Literature Review:

The literature reveals that numerous deep learning models have been developed for derma-

tological image analysis, many of which demonstrate promising classification performance

on benchmark datasets. These models, typically trained using standard optimization

20
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techniques, are capable of achieving accuracy levels comparable to expert dermatologists

in certain tasks such as skin lesion classification.

However, the impact on model performance when training is carried out using opti-

mization algorithms that enforce differential privacy. While differential privacy provides

formal guarantees for preserving individual data confidentiality, which may degrade model

accuracy. Despite its growing importance in privacy-sensitive medical domains, few stud-

ies have systematically analyzed the trade-off between privacy preservation and diagnostic

performance in the context of deep dermatological models.

3.3. Methodology:

In this research primarily gradient clipping-based deep optimization algorithms (such as

DP-SGD, DP-Adam ) will experiment with various CNNmodels like ResNet18, ResNet50.

This dissertation proposes a privacy-preserving framewor under Differential Privacy

setting. To ensure privacy in SGD, the gradients are clipped and then noise is added to

them.

Algorithm 1 Differentially private SGD (Outline) [2]

1: Input: Examples {x1, . . . , xN}, loss function L(θ) = 1
N

∑
i L(θ, xi). Parameters:

learning rate ηt, noise scale σ, group size L, gradient norm bound C.
2: Initialize θ0 randomly
3: for t ∈ [T ] do
4: Take a random sample Lt with sampling probability L/N
5: Compute gradient
6: for each i ∈ Lt do
7: gt(xi)← ∇θL(θt, xi)
8: end for
9: Clip gradient
10: ḡt(xi)← gt(xi)/max(1, ∥gt(xi)∥2

C
)

11: Add noise
12: g̃t ← 1

L
(
∑

i ḡt(xi) +N (0, σ2C2I))
13: Descent
14: θt+1 ← θt − ηtg̃t
15: end for
16: Output θT and compute the overall privacy cost (ε, δ) using a privacy accounting

method.
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Algorithm 2 Differentially Private Adam (Outline)

1: Input: Dataset {x1, . . . , xN}, loss function L(θ) = 1
N

∑
i L(θ, xi)

2: Hyperparameters: Learning rate ηt, noise scale σ, batch size L, gradient norm
bound C, exponential decay rates β1, β2, smoothing term ϵ1

3: Initialize θ0, m0 = 0, v0 = 0
4: for t = 1 to T do
5: Sample a minibatch Lt with probability L/N
6: Compute per-example gradients:
7: for each i ∈ Lt do
8: gt(xi)← ∇θL(θt, xi)

9: Clip: ḡt(xi)← gt(xi)/max(1, ∥gt(xi)∥2
C

)
10: end for
11: Add Gaussian noise:
12: g̃t ← 1

L
(
∑

i ḡt(xi) +N (0, σ2C2I))
13: Update biased first and second moment estimates:
14: mt ← β1mt−1 + (1− β1)g̃t
15: vt ← β2vt−1 + (1− β2)g̃

2
t

16: Bias correction:
17: m̂t ← mt/(1− βt

1)
18: v̂t ← vt/(1− βt

2)
19: Descent step:
20: θt+1 ← θt − ηt · m̂t/(

√
v̂t + ϵ1)

21: end for
22: Output: Final model θT and total privacy loss (ε, δ) using privacy accounting.

Norm Clipping:

To prove the differential privacy guarantees of Algorithm 1 & 2, it is necessary to bound

the influence of any single example on the gradient g̃t. Since gradients can be arbitrarily

large, we apply ℓ2-norm clipping to each individual gradient. Specifically, a gradient

vector g is replaced by g/max(1, ∥g∥2
C

), where C is the clipping threshold. This operation

leaves g unchanged when ∥g∥2 ≤ C, and scales it down proportionally when ∥g∥2 > C,

ensuring that all gradients have a maximum norm of C. We remark that gradient clipping

of this form is a popular ingredient of SGD for deep networks for non-privacy reasons,

though in that setting it usually suffices to clip after averaging.

Per-layer and time-dependent parameters:

In Algorithm 1 & 2, all parameters are grouped into a single input to the loss function L(.).

However, for multi-layer neural networks, it is beneficial to treat each layer individually.
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This enables the use of distinct clipping thresholds C and noise scales σ for each layer.

Moreover, both clipping and noise parameters may vary with the number of the training

step t.

Lots:

To compute the gradient of the loss function L, we take the average of the gradients over

a group of examples. This averaged gradient serves as an unbiased estimator, and its

variance decreases rapidly as the group size increases. We refer to such a group as a lot

to differentiate it from the computational grouping that is commonly called a batch. To

reduce memory usage, the batch size may be set significantly smaller than the lot size

L, which is a tunable parameter of the algorithm. Computation is carried out in smaller

batches, which are then combined into a lot before noise is added. For computational effi-

ciency, examples are randomly shuffled and then divided into appropriately sized batches

and lots. However, for theoretical analysis, we assume that each lot is formed by including

each data point independently with probability q = L/N , where N is the total number

of examples in the dataset.

Privacy Accounting:

For algorithms like DP-SGD and DP-Adam, a critical aspect is determining the total

privacy loss incurred during training. Rényi Differential Privacy (RDP) enables the use

of a privacy accountant—a mechanism that tracks the privacy cost at each data access

and accumulates it over the course of training.

Since each training step involves computing gradients across multiple layers, the ac-

countant aggregates the privacy cost associated with all of them, thereby providing an

estimate of the overall privacy loss throughout the training process.
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Theorem 2 Algorithm 1 & 2 preserve Differential Private i.e, the Gaussian mechanism

satisfies(ϵ, δ)-DP

For single-step updates:

A mechanismM satisfies (ϵ, δ)-DP if for all measurable sets S, for all neighboring datasets

D and D′

Pr[M(D) ∈ S] ≤ eε Pr[M(D′) ∈ S] + δ

Now let two Gaussian distributions are

P = N (µ, σ2) (output distribution for dataset D)

Q = N (µ′, σ2) (output for neighboring dataset D′)

Therefore, the difference in means is d = |µ − µ′| ≤ ∆ , where ∆ is the Sensitivity.

The privacy loss at point x can be written as:

L(x) = log
P (x)

Q(x)

From the PDF of Gaussian distribution

P (x) =
1√
2πσ2

exp

(
−(x− µ)2

2σ2

)

Q(x) =
1√
2πσ2

exp

(
−(x− µ′)2

2σ2

)

L(x) = log
P (x)

Q(x)

= log

 exp
(
− (x−µ)2

2σ2

)
exp

(
− (x−µ′)2

2σ2

)


= −(x− µ)2

2σ2
+

(x− µ′)2

2σ2

=
(x− µ′)2 − (x− µ)2

2σ2

=
(x2 − 2xµ′ + µ′2)− (x2 − 2xµ+ µ2)

2σ2
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=
−2x(µ′ − µ) + (µ′2 − µ2)

2σ2

=
−2xd+ (µ′2 − µ2)

2σ2

Now, consider x is a random draw from N (µ, σ2), we have:

x = µ+ Z where Z ∼ N (0, σ2)

Then L(x) will be as follows:

L(x) =
−2(µ+ Z)d+ µ′2 − µ2

2σ2

=
−2µd− 2Zd+ µ′2 − µ2

2σ2

=
d2 − 2Zd

2σ2
as µ′2 − µ2 − 2µd = (µ′ − µ)2 = d2

=
d2

2σ2
− Zd

σ2

As Z ∼ N (0, σ2), so −Zd
σ2 is Gaussian with mean 0 and variance d2

σ2 . Therefore, we

have:

L(x) ∼ N
(
µL =

d2

2σ2
, σ2

L =
d2

σ2

)
Since L(x) is Gaussian, the equivalent standard normal variable (mean 0, variance 1)

will look like

Pr[L(x) ≥ ε] = Pr

[
L(x)− µL

σL

≥ ε− µL

σL

]
= Pr

[
d2

2σ2 − Zd
σ2 − d2

2σ2

|d|
σ

≥
ε− d2

2σ2

|d|
σ

]

= Pr

[
−Zd

σ2

|d|
σ

≥
ε− d2

2σ2

|d|
σ

]

= Pr

[
−Z

σ
≥

ε− d2

2σ2

|d|
σ

]

= Pr

[
Z1 ≥

εσ

|d|
− |d|

2σ

]
, where Z1 ∼ N (0, 1)
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So the standardized z-score is:
εσ

|d|
− |d|

2σ

According to the Gaussian tail bound:

Pr[Z1 ≥ z] ≤ exp

(
−z2

2

)

To satisfy (ε, δ)-DP, we need:

exp

(
−z2

2

)
≤ δ ⇒ z2

2
≥ ln

(
1

δ

)
⇒ z ≥

√
2 ln

(
1

δ

)

Substitute z = εσ
|d| −

|d|
2σ
:

εσ

|d|
− |d|

2σ
≥

√
2 ln

(
1

δ

)
Drop the second term for simplification:

εσ

|d|
≥

√
2 ln

(
1

δ

)
⇒ σ ≥

|d| ·
√

2 ln
(
1
δ

)
ε

In this expression, δ is empirically adjusted to δ/1.25 to make the bound safer. So,

the final expression looks like the following:

σ ≥
|d| ·

√
2 ln

(
1.25
δ

)
ε

For Multi-Step Updates (Using RDP Moment)

As per the setting, the original gradient distribution is perturbed with zero mean and

σ2 variance. Now we have to compute the Rényi divergence (RD) between the original

distribution and the perturbed distribution.

We see that we have two distributions having the same variance but different means.

This is because the noise-adding procedure keeps the standard deviation of the noisy data

the same, but the mean changes slightly.

The Rényi divergence of order α > 1 between two distributions P and Q is defined



Master Thesis 27

as:

Dα(P∥Q) =
1

α− 1
log

∫
p(x)αq(x)1−αdx

Now, P and Q are Gaussian distributions with means µ1 and µ2, and variances σ2
1 =

σ2
2 = σ2.

Therefore, after plugging in the Gaussian densities of p(x) and q(x), we get:

Dα(P∥Q) =
1

α− 1
log

(
exp

(
−α(1− α)(µ1 − µ2)

2

2σ2

))
=

α(µ1 − µ2)
2

2σ2

=
α∆2

2σ2
, where ∆ = ∥µ1 − µ2∥2

The ∆ is the sensitivity (max difference between points on neighbouring datasets).

This is determined by the point at which the gradient is clipped.

As ∆ is set to 1, we obtain:

Dα(P∥Q) =
α

2σ2

This divergence is computed per individual update. Now, in mini-batch SGD and

ADAM training, the probability of choosing a batch is q. So, we will have following

relation

Dbatch
α ≤ q2α

2σ2

For training over T epochs, the total Rényi divergence accumulates additively, giving:

Dtotal
α ≤ T · q

2α

2σ2
(1)

Now, suppose two datasets D and D′ differ by only one sample. The privacy loss at

output o is defined as:

Privacy Loss at o = log

(
Pr[M(D) = o]

Pr[M(D′) = o]

)
In a more general form, this is written as:
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L(o) = log
P (o)

Q(o)

The moment generating function (MGF) of the privacy loss random variable L(o) at

a point λ is:

Eo∼Q

[
eλL(o)

]
In Rényi Differential Privacy (RDP) of order α, we set λ = α− 1. So we have:

Eo∼Q

[
e(α−1)L(o)

]
≤ e(α−1)Dα(P∥Q)

Applying Markov’s inequality, we have,

Pr[L(o) ≥ ε] ≤
Eo∼Q

[
e(α−1)L(o)

]
e(α−1)ε

≤ e(α−1)Dα

e(α−1)ε

If we call tail probability δ, we obtain:

δ ≤ exp ((α− 1)(Dα − ε))

Taking logarithms and rearranging the terms gives:

ε ≥ Dα +
log(1/δ)

α− 1
(2)

Thus, the mechanism satisfies (ε, δ)-DP for any α > 1, where:

ε = Dα +
log(1/δ)

α− 1

From Equation (1), we earlier derived the total Rényi divergence after T epochs with

batch selection probability q as:

Dα =
Tq2α

2σ2

So,

ϵ =
Tq2α

2σ2
+

log(1/δ)

α− 1
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3.4. Datasets:

The first skin image analysis challenge globally, organized by the International Skin Imag-

ing Collaboration (ISIC) that has established the largest public archive of dermoscopic

skin images. The challenge was hosted in 2018 at the Medical Image Computing and

Computer Assisted Intervention (MICCAI) conference in Granada, Spain. The dataset

included over 12,500 images across 3 tasks. The first paper addressing Task 3 (Disease

Classification) of the ISIC 2018 Challenge was submitted by Hardie et al [8]. from the

University of Dayton.

In this research, will used the challenge dataset ISIC 2018(Task 3) [10], Skin Lesion

Analysis. In training set, there are a total of 10015 skin lesion images from seven skin

diseases- Melanoma (1113), Melanocytic nevus (6705), Basal cell carcinoma (514), Ac-

tinic keratosis (327), Benign keratosis (1099), Dermatofibroma (115) and Vascular (142).

The validation dataset consists of 193 images. The test dataset consists of 1512 images.

Sample images from all seven lesion types are shown in Figure 3.1

Figure 3.1: Images of different skin lesion
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Experiments and Results

Result and Discussion

Here relation between noise and privacy budget is

σ =

√
2 log

(
1.25
δ

)
ϵ

Let δ = 10−5.

4.1. SGD and DP-SGD with ResNet50 model

Here we used the custom Convolution Neural Network(CNN) ResNet50 model with Op-

timizer SGD.

We use Pretrained ResNet50 model.

Use Dense(28, ReLU), fully connected layer with 28 units and ReLU activation and

applies dropout(0.4) i.e. 40% to reduce overfitting. Final layer is Dense(7, Softmax) for

multi-class classification with 7 output classes.

The hyperparameter setting of our SGD optimizers are:

learning rate = 0.0001

batch size = 20,

number of epoch = 9.

We run this program in NVIDIA gpu and the graph of the training loss vs validation

loss is bellow

30
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Figure 4.1: Training loss vs Validation loss

In the epoch 9 training loss and validation loss is same, also minimum. So, we run

the model upto 9 epoch.

Final Testing accuracy is 64.68%.

For DP-SGD, we use same hyperparameter setting and same CNN architecture and

different values of noise σ , get the value of ϵ

Accuracy with DP-SGD in different values of ϵ is given below:

Values of ϵ Accuracy (using DP-SGD)

0.59812 58.60%

0.58371 58.40%

0.56997 58.86%

0.55687 57.94%

0.54436 58.40%

4.2. SGD and DP-SGD with ResNet18 model

In this work, we employed a custom deep Convolutional Neural Network (CNN) based

on the pretrained ResNet18 architecture, using the Stochastic Gradient Descent (SGD)

optimizer.

The ResNet18 model was used as a feature extractor, followed by custom fully con-

nected layer with 28 neurons and ReLU activation enables the model to capture non-linear
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combinations of features extracted by the convolutional base. To mitigate overfitting, a

Dropout layer with a rate of 0.2 is applied immediately after, randomly deactivating 20%

of the neurons during training.

The final classification layer is a Dense layer with 7 classes and softmax activation,

suitable for multi-class classification involving 7 output classes.

The hyperparameter settings used for the SGD optimizer were as follows:

Learning rate: 0.0001

Batch size: 20

Number of epochs: 20

We run this program in NVIDIA GPU and the graph of training loss versus validation

loss is shown below.

Figure 4.2: Training loss vs Validation loss

As observed, by the 20th epoch, both training and validation losses converge and

reach their minimum values. Therefore, training was terminated after 20 epochs Finally,

we get the testing accuracy is 66.60%.

For training with Differentially Private Stochastic Gradient Descent (DP-SGD), we

employed the same CNN architecture ResNet50 and retained the same hyperparameter

settings used in the standard SGD training. The only variation introduced was in the

value of the noise multiplier σ, which directly influences the differential privacy guarantee

quantified by ϵ.
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Using a fixed value of δ, the corresponding values of ϵ were computed for each setting

of σ using the standard privacy accounting mechanisms. The model was trained under

these conditions and the resulting classification accuracies were recorded.

The table below presents the classification accuracy achieved under various privacy

budgets ϵ:

Accuracy with DP-SGD is given below:

Values of ϵ Accuracy (using DP-SGD)

0.59812 59.79%

0.58371 59.72%

0.56997 60.12%

0.55687 60.12%

0.54436 60.05%

4.3. ADAM and DP-ADAM with ResNet50 model

We employed a custom deep Convolutional Neural Network (CNN) based on the pre-

trained ResNet50 architecture, using the Adaptive Moment Estimation (ADAM) opti-

mizer. The ResNet50 model was used as a feature extractor, followed by custom fully

connected layer with 28 neurons and ReLU activation enables the model to capture

non-linear combinations of features extracted by the convolutional base. To mitigate

overfitting, a Dropout layer with a rate of 0.1 is applied immediately after deactivating

10% of the less important neurons during training. The final classification layer is a Dense

layer with 7 units and softmax activation, suitable for multi-class classification involving

7 output classes.

The hyperparameter settings used for the ADAM optimizer were as follows:

Learning rate: 0.0001

Batch size: 20

Number of epochs: 10

The graph of training loss versus validation loss is shown below.

As observed, by the 10th epoch, both training and validation losses converge and

reach their minimum values. Therefore, training was terminated after 10 epochs Finally,

we get the testing accuracy with ADAM is 65.41%.
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Figure 4.3: Training loss vs Validation loss

For training with Differentially Private Adaptive Moment Estimation (DP-ADAM),

we employed the same CNN architecture (based on ResNet50) and retained the same

hyperparameter settings used in the standard ADAM training. The only variation intro-

duced was in the value of the noise multiplier σ, which directly influences the differential

privacy guarantee quantified by ϵ.

Using a fixed value of δ = 10−5, the corresponding values of ϵ were computed for each

setting of σ using the standard privacy accounting mechanisms. The model was trained

under these conditions and the resulting classification test accuracies were recorded.

The table below presents the classification accuracy achieved under various privacy

budgets ϵ: Test Accuracy with DP-ADAM is given below:

Values of ϵ Accuracy (using DP-ADAM)

0.59812 59.83%

0.58371 59.91%

0.56997 60.12%

0.55687 60.05%

0.54436 60.12%
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4.4. ADAM and DP-ADAM with ResNet18 model

We utilized a custom deep Convolutional Neural Network (CNN) built upon the pre-

trained ResNet50 architecture, optimized using the Adaptive Moment Estimation (Adam)

algorithm. The ResNet50 model served as a powerful feature extractor, followed by a cus-

tom fully connected layer comprising 28 neurons with ReLU activation, enabling the net-

work to capture complex, non-linear feature combinations derived from the convolutional

base.

To reduce the risk of overfitting, a Dropout layer with a rate of 0.2 was applied, which

randomly deactivates approximately 20% of less significant neurons during training. The

final classification layer consists of 7 units with softmax activation, making it suitable for

multi-class classification involving seven output categories.

The hyperparameters for Adam optimization were configured as follows:

Learning rate: 0.0001

Batch size: 20

Number of epochs: 7

We run this program in NVIDIA GPU and the training and validation loss trends are

illustrated in the figure below:

Figure 4.4: Training loss vs Validation loss

As shown, both training and validation losses converge and reach their minimum

around the 7th epoch. Consequently, model training was terminated at epoch 7, and the
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final test accuracy achieved using Adam is 63.43

For training with Differentially Private Adam (DP-Adam), the same CNN architecture

and hyperparameter settings were employed. The only change introduced was in the value

of the noise multiplier σ, which governs the level of differential privacy by controlling the

magnitude of added noise.

Using a fixed privacy parameter δ = 10−5, the corresponding values of the privacy

budget ϵ were computed for different σ values using a standard privacy accounting mech-

anism. The model was trained under these settings, and the resulting test accuracies

were recorded.

The table below summarizes the classification accuracy achieved for various levels of

privacy budget ϵ.

Test Accuracy with DP-ADAM is given below:

Values of ϵ Accuracy (using DP-ADAM)

0.59812 60.12%

0.58371 60.12%

0.56997 60.12%

0.55687 60.10%

0.54436 60.05%

4.5. Observation

In our privacy-preserving setting, we observe that the performance degradation caused by

the integration of Differential Privacy (DP) is relatively small. Among the four evaluated

models, ResNet18 combined with the DP-Adam optimizer gives the best trade-

off between privacy protection and model accuracy, demonstrating its effectiveness in

balancing utility and confidentiality.
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Conclusion and Future Works

The training dataset suffers from data imbalance, which adversely impacts model perfor-

mance. To tackle this challenge, we plan to implement strategies such as class weighting,

oversampling and data augmentation in the later stages of our study to enhance the

model’s fairness and generalization ability.

While our model demonstrates promising predictive performance, interpretability re-

mains a critical concern, especially in privacy-sensitive applications. In future work, we

aim to incorporate model-agnostic interpretability techniques to better understand fea-

ture importance and decision rationale, ultimately enhancing transparency and trust in

the system.

Next, we will perform a comprehensive security analysis of the trained model against

standard privacy attacks, such as membership inference, model extraction, and recon-

struction attacks. By simulating these attacks, we will evaluate how much information

or data-leakage our model inadvertently exposes and quantify the extent of privacy risk.

This analysis will help assess the real-world applicability of the model and guide the

implementation of stronger privacy-preserving mechanisms.

37
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