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Notation

• The word size n is 32 for SHA-256 and 64 for SHA-512.

• The number of steps r is 64 for SHA-256 and 80 for SHA-512. We use
‘step’ and ‘round’ synonymously.

• Message words: Wi ∈ {0, 1}
n, W ′

i ∈ {0, 1}
n for any i.

• Xj: jth-bit of the word X.

• Message pair: {W0, W1, W2, . . .W15} and {W ′
0, W ′

1, W ′
2, . . .W ′

15}.

• Expanded message pair: {W0, W1, W2, . . .Wr−1} and {W ′
0, W ′

1, W ′
2,

. . .W ′
r−1}.

• The internal registers for the message pair in step i: REGi =
{ai, . . . , hi} and REG′

i = {a′
i, . . . , h

′
i}.

• ROTRk(x): Right rotation of an n-bit quantity x by k bits.

• SHRk(x): Right shift of an n-bit quantity x by k bits.

• x: Bitwise negation of x, where x can be an n-bit or a 1-bit quantity.

• ∗: Logical ‘AND’ (i.e. multiplication) of 2 single bits.

Note: In this thesis we use two kinds of differences – XOR based and
modular subtraction based. We use ∆ for XOR differences and δ for modular
differences.

• ⊕: bitwise XOR.

• +: addition modulo 2n, when operands are n-bit quantities.

• −: subtraction modulo 2n, when operands are n-bit quantities.

• ∆X = X ′ ⊕X where X is an n-bit quantity.

• δX = X ′ −X where X is an n-bit quantity.
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• Σ0, Σ1: n-bit to n-bit functions used in the compression function of
SHA-2 family members. They are defined differently for SHA-256 and
SHA-512. For details refer to Section 1.4.

• σ0, σ1: n-bit to n-bit functions used in the message expansion of SHA-2
family members. They are defined differently for SHA-256 and SHA-
512. For details refer to Section 1.4.

• δσ0(δWi): Output difference of the σ0 function when its inputs differ by
δWi. That is, δσ0(δWi) = σ0(W

′
i )− σ0(Wi) = σ0(Wi + δWi)− σ0(Wi).

• δσ1(δWi): Output difference of the σ1 function when its inputs differ by
δWi. That is, δσ1(δWi) = σ1(W

′
i )− σ1(Wi) = σ1(Wi + δWi)− σ1(Wi).

• δΣi
1(x): Output difference of the Σ1 function in step i when its inputs

differ by x. That is, δΣi
1(x) = Σ1(e

′
i)− Σ1(ei) = Σ1(ei + x)− Σ1(ei).

• δΣi
0(x): Output difference of the Σ0 function in step i when its inputs

differ by x. That is, δΣi
0(x) = Σ0(a

′
i)− Σ0(ai) = Σ0(ai + x)− Σ0(ai).

• δf i
MAJ(x, y, z): Output difference of the fMAJ function in step i when

its inputs differ by x, y and z. That is, δf i
MAJ(x, y, z) = fMAJ(a′

i, b
′
i, c

′
i)−

fMAJ(ai, bi, ci) = fMAJ(ai + x, bi + y, ci + z)− fMAJ(ai, bi, ci).

• δf i
IF (x, y, z): Output difference of the fIF function in step i when its

inputs differ by x, y and z. That is, δf i
IF (x, y, z) = fIF (e′i, f

′
i , g

′
i) −

fIF (ei, fi, gi) = fIF (ei + x, fi + y, gi + z)− fIF (ei, fi, gi).

Abbreviations

• NIST: National Institute of Standards and Technology.

• SHA: Secure Hash Algorithm.

• LC: Local Collision. For details, refer to Section 1.6.

• DP: Differential Path. For details, refer to Section 1.7.

• DV: Disturbance Vector. For details, refer to Section 1.8.

• MSB: Most Significant Bit.

• LSB: Least Significant Bit.

• GH Local Collision: The Gilbert and Handschuh local collision [22].

• NB Local Collision: The Nikolić and Biryukov local collision [38].

LC(X): Denotes the 9-step message differentials as per the local collision
when the initial message difference is an n-bit quantity X.
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Introduction

Cryptology is the study of secret communication and information hiding. It
covers two closely related branches – cryptography and cryptanalysis. Cryp-
tography is the science of the enciphering and deciphering of messages in
secret code or cipher. On the other hand, the science and art of recovering
information from ciphers (without knowing some hidden details) is known as
cryptanalysis.

Cryptology has been used in some form or the other since ages. Before
the nineteenth century, cryptology, or more specifically cryptanalysis, was
closely related to linguistics. There are many writings of the ancient people
which have been lost. The best known example of such a language is avail-
able in the Egyptian “Hieroglyphics”. The hieroglyphs contain the written
language of thousands of years of Egyptian culture. These remained a mys-
tery for nearly two thousand years until a tablet known as the Rosetta Stone
was discovered by Napoleon’s soldiers while making excavations necessary to
build a fort. It was quickly recognized by Champollion, the leading Egyp-
tologist at the time, that the Rosetta stone had the same passage written
in hieroglyphics, Demotic, and ancient Greek. The last two being known
languages, Champollion could prove his idea that the hieroglyphics were a
phonetic alphabet for a language closely related to modern day Coptic. The
Rosetta Stone was the key to the decipherment of hieroglyphics.

Another example of linguistic cryptanalysis is for the language “Linear
B”, which was the style of written language used in ancient Crete during
(or possibly shortly thereafter) the supposed time of King Minos. Around
1940, at the age of eighteen, Michael Ventris discovered a precise correspon-
dence between the glyphs of Linear B and the syllables of ancient Greek, and
thereby enabled the decipherment of that language. This also proved that
the Greeks had arrived in Crete at that time.

Despite the modern advances, some ancient languages remain hidden till
date. Two of the prominent examples are Linear A (a language older than
Linear B) and the language of the Indus valley.

The first recorded use of cryptography for correspondence is by the Spar-
tans in≈ 400 BC. The Spartans employed a cipher device called a “scytale” to
send secret communications between military commanders. The scytale con-
sisted of a staff of wood around which a piece of papyrus or leather or parch-
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2 Introduction

ment was close-packed and inscribed with the message. Once unwrapped
the parchment appeared to contain an incomprehensible set of letters, how-
ever when wrapped around another staff of identical size the original text
appears [29].

Some Hebrew writings (≈ 400 BC) contain what is now called as the
Atbash substitution cipher to jumble and hide the written message [29]. Few
centuries later, around 100 BC, Julius Caesar’s army used alphabets shifted
by 3 places cyclically to transfer messages.

An interesting use of secret communication is described in the Kamasutra

of Vatsyayana (≈ 400 AD) where the intended use is to exchange messages
between lovers while keeping it secret from others [13]. The text mentions
“the ability to communicate secretly” as one of the sixty four arts that men
and women should possess. However, no details about how this was to be
achieved are available in the Kamasutra.

Greek historian Herodotus provides earliest records of hiding a message in
some other medium, without actually ciphering the message. This technique
is known as steganography. When Histiaeus had to send a secret message
to his son-in-law, he shaved the head of a slave and tattooed a message, he
waited till the hair had grown before dispatching him in order to avoid de-
tection. The unfortunate slave was not allowed to take bath for few months.
Another Greek history was when Demeratus scraped the wax off tablets and
wrote messages on the underlying wood. He then covered the wood with wax
again to conceal the message. The tablets appear to be blank and unused
when inspected.

Invisible ink has always been a popular method of steganography. Ancient
Romans wrote between lines using invisible inks made from substances like
milk, urine and fruit juices. When it is heated, the invisible ink would darken
and become legible.

Even in modern times, several special ways of writing, such as different
spaces between characters or accents on some characters, have been used
to denote certain characters in the written communication. Pictures with
hidden messages, texts containing anagrams and micro-dots were also used
in numerous situations including in the second world war. For an interesting
and comprehensive discussion of the history of cryptography, see [29].

Modern Cryptology. The scientific basis for cryptology started with the
legendary paper of Claude Shannon [55]. Prior to this work, cryptosystems
were designed in an ad-hoc manner. Shannon laid the foundations for the
theoretical analysis and design of cryptosystems.

The principal aims of modern cryptosystems are confidentiality, integrity
and authorization. Confidentiality is achieved by the use of block or stream
ciphers, integrity is usually achieved by the use of hash functions and au-
thorization is usually achieved by access control lists. Block ciphers, stream
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ciphers and hash functions are also used as primitives in numerous protocols
to achieve special cryptographic needs, such as secure evaluation of a multi-
party function etc. For further details about the primitives of cryptology,
refer to [36,61].

After Shannon’s fundamental work, another milestone was achieved in
the history of cryptology in 1976 by the work of Diffie and Hellman [16].
Prior cryptosystems required the use of a secret key between every pair of
parties which were interested in communicating secretly. This resulted in
problems of key distribution, since n interested parties would require Cn

2

secret keys. The work of Diffie and Hellman showed that it was possible
to design cryptosystems in which both the communicating parties do not
share the same secret key. In their setting, each party is supposed to have a
“public key” and a corresponding “private key”. The public key of a party
is made available to everyone wishing to communicate with that party, while
the private key is kept secret by the party for own use. This new design
results in only n pair of keys for n interested parties.

The interesting thing about the new cryptosystem is that despite the keys
used for ciphering and deciphering the message being different, they still re-
sult in perfectly inverse operation. Due to the different keys used at the two
ends of communication, this type of cryptosystems were called “Asymmetric
key cryptosystems” or “Public key cryptosystems”. The earlier cryptosys-
tems were, in retrospect, given the name “Symmetric key cryptosystems” or
“Private key cryptosystems”.

Although Diffie and Hellman showed that it was possible to design an
asymmetric key cryptosystems, they did not instantiate such a cryptosys-
tem. The first asymmetric cryptosystem was designed by Rivest, Shamir and
Adleman in 1977. This is known as the RSA Cryptosystem [45]. For further
details and technical information about the asymmetric key cryptosystems,
refer to [36,61].

Hash Functions. Cryptographic hash functions are an important primi-
tive used in a variety of ways in modern cryptography. Essentially, a hash
function produces a “digest” or a “fingerprint” of fixed length for a message
of any arbitrary length [36]. Although all practical hash functions impose an
upper bound on the length of the message, this bound is so large (≥ 264 bits)
that for all practical purposes, one can think of a hash function as producing
digest of any arbitrary sized message.

The hash function compression is necessarily “lossy” and it is not possible
to reconstruct the original message from the digest alone. In this respect,
the hash value of a message is somewhat like human fingerprints. One can
compare a person’s fingerprint with a recorded fingerprint and ascertain the
person’s identity; but by seeing only a fingerprint, not much can be learned
about the identity of the person to whom it belongs. Mathematically, a hash
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function is a mapping from a very large domain to a much smaller range.
A hash function is required to satisfy some properties in order to be

useful for cryptographic applications. Some of the important ones among
these are “collision resistance”, “pre-image resistance” and “second pre-image
resistance”. In addition, some “randomness” properties are also required to
be satisfied from a hash function. Loosely speaking, this means that even if
one knows a message and its hash value, it should be difficult to predict the
bits of the hash value for another message. In some sense, the bits of the
hash value should appear random.

A collision resistant hash function has the property that it is infeasible
to develop an efficient algorithm to produce two distinct messages which will
produce the same fingerprint (hash value computed by the hash function un-
der consideration) for these two different messages. Note that it is impossible
to construct a hash function which will completely eliminate these “hash col-
lisions”. This is due to the fact that a hash function has much larger domain
than the range.

The presence of collisions notwithstanding, the design of a hash function
attempts to make finding such collision computationally difficult. One of the
design goals of hash functions is that finding collision for it should not be
easier than the “birthday attack” [36].

A pre-image resistant hash function makes it computationally difficult to
find (one among the many possible) pre-images for a given hash value. The
second pre-image resistance property is similar to the collision resistance in
that the aim is to find two different messages both hashing to the same value.
However, the difference is that for second pre-image resistance, one of the
messages is given and the other colliding message is to be found.

Generic Attacks Against Hash Functions. There are two generic at-
tacks which are applicable to any hash function. These are described next.

1. Brute force attack. Since a hash function maps a large (but finite)
domain to a much smaller sized co-domain, any random element in the
co-domain will likely have multiple pre-images. Repeatedly trying to
hash random messages will ultimately yield a pre-image (or a second
pre-image) for any random (or chosen) hash value. This attack is the
so called “brute force” attack. Let H be a hash function defined as
H : X → Y . Then the complexity of the brute force attack is 2|Y| for
both the pre-image attack and for the second pre-image attack for H.

2. Birthday attack. The birthday attack is a generic attack against the
collision resistance of a hash function. It stems from the so called
“Birthday paradox”. The birthday paradox is not really a paradox,
but merely a surprising statistical fact. It states that if there are more
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than 23 people in a group, then the probability of two people in the
group sharing the same birthday is more than 1/2.

This simple statistical fact has important consequences for the design
of hash functions. Let H be a hash function defined as above. Then
a collision is expected for H in roughly 2|Y|/2 evaluations of H. What
it means for H is that even though H may produce |Y|-bit digests,
it will take only 2|Y|/2 effort to find two message with the same hash
value. This fact provides a generic algorithm, known as the birthday
attack, for finding a colliding pair of messages. The idea is to randomly
generate messages to the order of square root of the co-domain size.
Among them, with high probability, there is going to be a pair which
will hash to the same digest. This implies that when digest of a hash
function is of size |Y|-bits, the hash function provides only |Y|/2-bit
security against collision attacks.

The practical significance of the birthday attack is that all hash func-
tions are designed with sufficiently large co-domains. First widely used
practical hash function MD4 was designed with co-domain size of 2128

bits. More recent hash functions such as SHA-1 and SHA-2 family have
even larger co-domains.

“Breaking” of a Hash Function If an algorithm can be constructed
which finds pre-images/ second pre-images/ collisions for a hash function in
effort less than the generic attacks described above, then that hash function
is said to be broken. This “academic break” may not immediately render the
hash function obsolete, but it does provide a strong justification for replacing
it from practical applications. We discuss this issue in some more details a
little later.

In this thesis, we are concerned only with the collision attacks, hence we
will refer to algorithms in comparison to the birthday attack. That is, if
there exists an algorithm which generates a pair of different messages which
collide for the hash function and the cost of such an algorithm is less than the
birthday attack, then the hash function is said to be broken. For example,
for a hash function which has 128-bit output, the existence of a collision
producing algorithm with effort less than 264 will render that hash function
“broken”.

Practical Use of a Hash Function: Digital Signature Scheme. Dig-
ital signatures are a fundamental primitive used in cryptology. They are
used to achieve authentication, authorization and non-repudiation in vari-
ous cryptographic protocols. The basic purpose of a digital signature is to
provide a way to bind an entity with some information [36].
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Digital signatures in the digital world serve the same purpose as physical
signatures on paper in our day to day life. An authority provides a paper
document putting its “seal” or “signature” on the document. This seal serves
to authenticate the veracity of the document. Digital signatures are used
to electronically “sign” documents (such as email, electronic bank transfer
instructions etc.) for the same purpose.

However, there are some differences between the paper signatures and the
digital signatures. Paper signatures are difficult to copy whereas any elec-
tronic information can be easily copied. Moreover, electronic information can
be exactly duplicated. We explain below how this affects digital signatures.

Suppose a person buys an article online and pays for it by means of an
electronic cheque. This electronic cheque can be encashed by the merchant
with the bank. The bank pays the merchant once it verifies that the signature
indeed belongs to the customer.

There are few problems with this setting. Since any electronic informa-
tion is easy to copy, the merchant can change the amount payable to him
on the electronic cheque. Worse still, the merchant can repeatedly use the
same instruction to collect money from the bank. Scenarios such as these
cause a basic difference in the way digital signatures are used. Unlike paper
signatures which are the same on all documents, digital signatures change as
the document changes. Thus, a digital signature is not unique to a person,
but rather unique to a {person, document} pair.

Creating and Verifying Digital Signatures Digital signatures are cre-
ated by using a public key cryptosystem. We briefly review the essential idea
of a public key cryptosystem. For further details, refer to [36,61].

A public key cryptosystem utilizes a pair of keys – a public key pk and
a secret key sk, corresponding to each party which wishes to receive confi-
dential information. The encryption function Epk(m) encrypts message m
corresponding to the public key into cipher text c (say). The decryption
function Dsk(c) decrypts the cipher text back to the plain text m. The cryp-
tosystem relies on the fact that it is not feasible to compute sk even when
pk is known.

We explain the basic idea of RSA based digital signature scheme next.
A message m is first hashed to a quantity h(m) using a hash function h.
This hash value h(m) is encrypted by the private key, say sk, of the sender.
Finally, both the message m and the digital signature Esk(h(m)) are sent
to the receiver. Upon receiving this pair, the receiving party first decrypts
the digital signature, using the public key of the party who has sent the
message, to obtain h(m). Next the receiving party computes the hash of
the message h(m). This can be done since the hash function h is a publicly
known algorithm and m is already available to the receiver. If this computed
value of h(m) matches with what has been obtained by decrypting the digital
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signature, the document is indeed signed by the sender.

Impact of Hash Function Collision on a Digital Signature Scheme.
Suppose a hash function h is not collision resistant. Then it is feasible to
generate two messages M and M ′ both hashing to the same value. Let
h(M) = h(M ′) = h and the signer’s secret key be sk. Since the digital
signature is computed on the hash of the message, rather than on the message
itself, the pair (M,Esk(h)) and (M ′, Esk(h)) will both pass-off as having been
signed by the same party. This is called a “forgery”.

In the case of a forgery, one of the communicating parties may send a
message M and sign it, and later claim to have sent the message M ′. The
other party in the communication can not prove the falsity of this claim.

This shows that it order to be useful, a digital signature scheme must be
based on a collision resistant hash function.

History of Cryptographic Hash Functions. Merkle [37] and Damg̊ard
[12] independently made the first theoretical study on the construction of
hash functions at Crypto ’89. Following the design principle proposed in
their study, Rivest designed the first widely used hash function MD4 in 1990.
The MD4 hash function is described in [42] and [43]. The design of MD4 has
inspired a host of other hash functions which were designed later. Following
the indications of some weaknesses in MD4, Rivest designed a stronger (but
somewhat slower) hash function MD5 in 1992 as a replacement for MD4 [44].
MD4 was indeed found to be weak later, when Dobbertin announced colli-
sions for it in 1994.

The European project RACE Integrity Primitives Evaluation, known by
its acronym RIPE, developed a substitute for MD4 in 1995 independently.
This proposal was named RIPEMD [7]. The design of RIPEMD was inspired
by extended-MD4, a variant of MD4 which did not gain much attention al-
though it was described by Rivest in the original design proposal of MD4
itself. Following cryptanalytic results on MD4, MD5 and RIPEMD, Dob-
bertin et al. [19] proposed a family of hash functions. This family consisted
of four hash function proposals- RIPEMD-128, RIPEMD-160, RIPEMD-256
and RIPEMD-320. RIPEMD-128 was intended to be a replacement for the
original RIPEMD proposal with its digest having the same size as RIPEMD,
whereas the other three variants had longer digest sizes.

The US governmental body National Institute for Standards and Tech-
nology (NIST) proposed a new hash function in 1993. This proposal was
named the “Secure Hash Algorithm” or SHA [57]. An year later, NIST an-
nounced that there was a “design flaw” in SHA and they announced a minor
modification in the algorithm [58]. No details about the “flaw” were pro-
vided by NIST. In order to differentiate the two versions of the Secure Hash
Algorithm, the original proposal is referred to in the literature as SHA-0 and
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the later version as SHA-1. Both the SHA-0 and SHA-1 designs are inspired
by the MD4 construction.

In 2002, NIST announced the design of three new hash functions SHA-
256, SHA-384 and SHA-512. Later a fourth hash function SHA-224 was also
added to these [59]. The design of all these four hash functions is very similar,
and hence they are commonly referred to as the SHA-2 hash family. The
SHA-2 family takes many design ideas from SHA-0/1. As already mentioned,
the SHA-0/1 hash functions themselves are based on MD4. Therefore all the
hash functions discussed above are known as the “MD Hash Family” [14].

Apart from the above mentioned hash functions, many other hash de-
signs have been proposed in the literature. Some of these are HAVAL [71],
PANAMA [9], Whirlpool [40], TIGER [1] etc.

A Brief History of Attacks on the MD Family of Hash Functions.
Attacking a hash function means attacking one of the three main crypto-
graphic properties, the Collision resistance, the Pre-image resistance or the
Second pre-image resistance. As already explained, if an attack against a
hash function succeeds with an effort lesser than the generic attack, then
that hash function is said to be broken.

It often takes long time and deep understanding of the design of a hash
function to find shortcut attacks breaking that hash function. Therefore,
it is common in literature to study variants of a design and attack these
variants instead. As the knowledge of the cryptanalysis community grows
with dissemination of the analysis, either the hash function in question is
broken in the long run or the confidence of the users grows with respect to
its security.

MD4 is the first widely used hash function and hence also the first to
receive the attention of cryptanalysis community. Boer and Bosselaers [15]
studied a variant of MD4 by considering the last two rounds of MD4 and
reported collisions better than the birthday attack against this variant. Vau-
deney [62] studied a MD4 variant by considering only the first two rounds
of MD4 and reported that this variant was insecure against collision attacks.
Dobbertin [18] studied the first two rounds of MD4 and showed that it was
not a one way function. However, the major breakthrough in the cryptanal-
ysis of MD4 was achieved by Dobbertin [17] when collisions for the full MD4
were reported. The reported messages were not only colliding for MD4 but
also meaningful. In an important paper at Eurocrypt ’05, Wang et al. [64]
showed a much faster attack against MD4. At the same conference, Wang
et al. [66] also presented collision attacks against MD5 and some other hash
functions. The attacks of Wang and her team form the basis of many more
attacks which have improved the complexities of the MD4 and MD5 attacks.

As already mentioned, the hash function SHA-0 was withdrawn (and
replaced by SHA-1) without any tangible justification provided by NIST.
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Chabaud and Joux [5] studied SHA-0 and showed that collisions better than
the generic attacks could be found against it, thereby providing the first
public justification for the decision of the NIST. In this work, the authors
showed that SHA-1 was secure against their attack. In another two papers at
Crypto ’05, Wang et al. [65,67] showed an improved collision attack against
SHA-0 and the first collision attack against the full SHA-1.

The SHA-2 family is an important target for cryptanalysis at this mo-
ment. At the time of writing of this thesis, attacks against up to 24-round
SHA-2 family are known. The attacks described in this thesis are the most
efficient till date.

Known Results for the SHA-2 Family. Gilbert and Handschuh [22]
first studied the compression function of SHA-2 family and described the
first linearized local collision2 for SHA-2 family. Mendel et al. [34] used the
Gilbert-Handschuh local collision and reported a message pair colliding for
18-round SHA-256 (corrected later in [35]). We studied the linearized local
collisions for SHA-2 family in a general framework and obtained 16 new
local collisions [47]. Utilizing one of these new local collisions, we obtained
colliding message pairs against 18-round SHA-256 [48].

Nikolić and Biryukov [38] started the analysis of SHA-2 using nonlinear
differentials and attacked up to 21-round SHA-256. They presented a new
local collision in this work which we refer to as the NB local collision. We
developed the work of Nikolić and Biryukov (NB) and generalized their tech-
nique. By studying the nonlinear local collisions in a combinatorial frame-
work, we obtained another local collision which has certain advantages over
the NB local collision. In order to distinguish it from the earlier local colli-
sions, we refer to it as the SS local collision. Also, we extended the number
of rounds that can be attacked to 24 for all members of the SHA-2 family.
Indesteege et al. [26] attacked up to 24-round SHA-2 members using the NB
local collision.

Apart from the above mentioned collision attacks, non-random properties
(pseudo collisions, near collisions, pseudo near collisions or differential paths
for these) for SHA-2 family or variants of SHA-2 family have also been studied
by researchers. We now briefly describe the works in this area. Mendel et
al. [34] provided (i) a differential path for 19-round near collision for SHA-256
and (ii) a pseudo near collision for 22-round SHA-256. An earlier work by
Matusiewicz et al. [33] studied a very simplified variant of SHA-256 in which
the functions Σ0, Σ1, σ0 and σ1 were removed. Using the Chabaud-Joux
disturbance vector approach [5], it was shown in [33] that collisions much
faster than brute force search can be found for this variant. The SHA-256

2Technical terms, e.g. linearized and non-linear local collisions, pseudo collisions etc.,
used in the present discussion are formally defined in Chapter 1 of the thesis.
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Table 1: Summary of collision attacks against reduced SHA-2 family. Effort is
expressed as either the probability of success or as the number of calls to the
respective reduced round hash function.

Work Hash Function Rounds Effort Local Collision Attack Type Example

Prob. Calls utilized provided

[34,35] SHA-256 18 ∗ GH [22] Linear yes

[48] SHA-256 18 ∗∗ SS5 [47] ” yes

[38] SHA-256 20 1

3
NB [38] Non-linear yes

21 2−19 ” ” yes

[51] SHA-256/SHA-512 18,20 1 1 SS [51] ” yes

SHA-256 21 2−15 ” ” yes

[49] SHA-256/SHA-512 21 1 1 ” ” yes

[26] SHA-256 23 218 NB [38] ” yes

24 228.5 ” ” yes

SHA-512 23 244.9 ” ” yes

24 253 ” ” no

[50] SHA-256/SHA-512 22 1 1 SS [51] ” yes

SHA-256 23 211.5 ” ” yes

24 228.5 ” ” yes

24 215.5 † ” ” no

SHA-512 23 216.5 ” ” yes

24 232.5 ” ” yes

24 222.5 ‡ ” ” no
∗ It is mentioned in [34,35] that the effort is 20 but no details are provided.

∗∗ Effort is given as running a C-program for about 30–40 minutes on a standard PC.
† A table containing 232 entries, each entry of size 8 bytes, is required.
‡ A table containing 264 entries, each entry of size 16 bytes, is required.

hash function with all modular additions replaced by XOR was studied in [69]
and it was shown that pseudo collisions for this variant of the hash function
can be found much faster than brute force for up to 34 rounds. Nikolić and
Biryukov [38] obtained semi-free start collisions for 23-round SHA-256 and
semi-free start near collision for 25-round SHA-256. Indesteege et al. [26] have
also studied non-random properties of SHA-256 obtaining semi-free start near
collision for 31-round SHA-256. The work [26] also reports other non-random
properties for smaller number of rounds for SHA-256. Yu et al. [70] have
recently reported non random properties for 39-round SHA-256.

Recent Collision Attacks on Reduced Round SHA-2. The work [26]
and its different versions [27] (later published as [26]) was done independently
and in parallel to ours [46,49–51]. This work used the NB local collision.

A summary of results on collision attacks against reduced SHA-2 family
is given in Table 1.

Organization of this Thesis. Chapter 1 describes the technical prelim-
inaries on Hash functions and differential collision attacks including defi-
nitions of various terms used in later chapters. The structure of Merkle-
Damg̊ard construction and the design of the SHA-2 hash family is described
in the same chapter.
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Chapter 2 studies linearized local collisions for the SHA-2 hash family.
To obtain these local collisions, we approximate the two nonlinear functions
present in the state update step of SHA-2 family by some suitable linear com-
bination of their inputs. This approximation is done in a generic framework
which allows us to obtain 16 new local collisions for the SHA-2 family. This
work is motivated by the fact that the only prior known local collision for the
SHA-2 family was obtained by removing (that is approximating with zero)
the two nonlinear functions in the state update step of SHA-2 family [22].
This chapter is based on [47].

Chapter 3 utilizes one of the local collision described in the previous
chapter to attack 18-step SHA-256. We describe an algorithm to generate
colliding message pairs for 18-step SHA-256 and exhibit such a message pair.
The algorithm uses message modification technique to obtain the colliding
message pair. The effect of neutral bits on the collision search is also studied
briefly in this chapter. Using coding theoretic techniques in a novel way, we
generate longer round differential paths for SHA-256. This chapter is based
on [48].

Chapter 4 studies non-linear local collisions for the SHA-2 family in a
combinatorial framework. This allows us to explain the local collision ob-
tained by Nikolić and Biryukov (NB) in their important work presented at
FSE ’08 [38]. The combinatorial framework also allows us to generate a dif-
ferent non-linear local collision. We show that the NB local collision can be
utilized to obtain deterministic attacks against up to 21-step SHA-2 fam-
ily, and our new local collision can be used to obtain deterministic attacks
against up to 22-step SHA-2 family. We utilize the new local collision to
describe attacks against 23 and 24 step SHA-2 family. These attacks have
the best complexity at the time of writing this thesis, improving the results
of Indesteege et al. at SAC ’08 [26]. The improved complexity allows us
to obtain the first colliding message pair for 24-step SHA-512. Finally we
study some mathematical properties of the NB local collision. This chapter
is based on [51], [49], [50] and [52].

Note that our attacks in this chapter (based on the non-linear local col-
lisions) are better than those described in the previous chapter (based on
the linearized local collisions). However, the non-linear techniques may be
difficult to extend to longer number of rounds. The analysis of linear attacks
that we have done in the previous chapter may be useful for such purposes.

Chapter 5 describes the construction of a new hash family obtained by
modifying the SHA-2 family. The modifications proposed are minor in na-
ture and do not affect the SHA-2 speeds substantially. On the other hand,
the security margin of the new design is expected to be considerably more.
In particular, all the known attacks against (reduced) SHA-2 fail against the
new design. We describe the justification of the proposed modifications, pro-
vide pseudo-code of the implementation of new design and present software
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speed comparisons with SHA-2. This chapter is based on [53].
Chapter 6 concludes this thesis with a brief overview and discussing pos-

sible directions of further research.



Chapter 1

Preliminaries

1.1 Hash Functions

Hash functions are an important cryptographic primitive. A hash function
produces a fixed length digest for an arbitrary sized message [36]. The basic
concept of a hash function is shown in Figure 1.1.

Figure 1.1: A hash function produces a fixed length digest for an arbitrary length
message.

x

h(x)

Hash fun
tion h

{0, 1}∗

{0, 1}n

It is easy to design a function which produces a fixed length digest for
a message of an arbitrary length. A naive example is to take first n bits of
the message, when the message length is at least n, and discard the rest to
produce a digest of length n bits. When the message length is less than n,
some null characters can be padded at the end of the message to generate
a digest of length n. It is not difficult to construct many more such simple
designs for hash functions. However, to be useful for cryptographic applica-
tions, a hash function must satisfy certain security requirements. We briefly
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describe some of the security requirements for such a function in the next
section. For further details, refer to [36,61].

1.2 Basic Definitions

Definition 1.2.1. Hash Function: A hash function is a function h :
X → Y , where X = {0, 1}∗ and Y = {0, 1}n for some n ≥ 1. The output
digest h(x) is referred to as the “hash value” or the “digest” of x under h.

Remark 1.2.2. Hash functions with infinite domain, along with other de-
sired properties as explained later, are not easy to realize. Therefore, the
domain of practical hash functions is bounded above by a very large number,
e.g. 264 bits. In practice, however, this puts no restrictions on the use of the
hash function. In the rest of this thesis, we will use this restricted definition
of a hash function only, i.e. a hash function which has finite size domain.

The above definition encompasses all types of hash functions, namely
the Cryptographic hash functions and the Non-cryptographic hash
functions. Both types of hash functions share some common requirements,
e.g. they must be very efficiently computable. However, there are many
differences in their design and use. In this thesis, we are only concerned with
the former variety. For the latter type of hash functions, see e.g. [30]. In
the rest of the thesis, a hash function refers to cryptographic hash function,
unless explicitly stated otherwise.

A cryptographic hash function must satisfy certain additional properties
for being useful. Roughly speaking, a cryptographic hash function must
produce a digest which is random looking and does not have any correlation
with its input. Further, a cryptographic hash function is “almost injective”
for any randomly selected subset from the domain, having cardinality less
than or equal to the co-domain. That is, either all the members from this
subset will produce different digests or very few members will produce the
same digest. In addition, as already stated for every type of hash function,
the evaluation of the digest h(x) from any given x must be very efficient.

All these requirements are difficult to achieve in practice. Therefore,
a cryptographic hash function must satisfy some or more of the following
properties, depending on the intended use of that hash function [36].

Definition 1.2.3. Pre-image Resistance: A hash function h(.) is pre-
image resistant if it is computationally infeasible to find an x for any given
y such that h(x) = y.

Definition 1.2.4. Second Pre-image Resistance: A hash function h(.)
is second pre-image resistant if it is computationally infeasible to find an x2

given any x1 such that h(x1) = h(x2) and x1 6= x2.
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Definition 1.2.5. Collision Resistance: A hash function h(.) is collision
resistant if it is computationally infeasible to find a pair (x1, x2), x1 6= x2 such
that h(x1) = h(x2).

By “computational infeasibility”, we mean that the complexity of an
algorithm to break any one of the security properties is less than the generic
attack for breaking that property. For a hash function producing an n-bit
digest, the complexity of birthday attack is 2n/2, and that for the pre-image
and the second pre-image attack is 2n. If an attack can be described against
any one of these properties and that attack has better complexity than these
generic attacks then it is known as a “breaking” of the hash function.

Remark 1.2.6. Some other terms are also used in the literature for the above
mentioned security properties. These are: pre-image resistant ≡ one-way;
second pre-image resistant ≡ weak collision resistant; collision resistance ≡
strong collision resistant ( [36], Note 9.2).

1.3 The Design of Iterated Hash Functions

In order to be practically useful, the hash function is required to be compu-
tationally very efficient. Since the message to be hashed can be of arbitrary
size, most modern hash functions use an iterative structure to evaluate the
hash digest. The message M is divided into multiple block M1,M2, . . . ,Mk

of equal size, called block size. If the message is not a multiple of block size,
a padding scheme is used to increase its length and make it a multiple of
block size.

The hash function h(.) uses a compression function f(., .) on each of the
message blocks in turn. The compression function f is designed to compute
the digest of a single block message in one iteration. The hash evaluation
of M starts with a constant value called IV and produces a digest h1 corre-
sponding to M1. The value h1 is used in place of IV for the next iteration
corresponding to M2 to obtain the next digest h2. Repeating this process,
hk, the last digest corresponding to Mk is obtained. A final processing step
is used to output the hash digest of M as g(hk), where g is another function.
Next we formally define these notions.

1.3.1 Compression Function

Definition 1.3.1. Compression function: A function f : X×Y → Z is
a compression function if X = {0, 1}m, Y = {0, 1}l and Z = {0, 1}m, where
l ≥ 1. That is, it compresses a message of length (m + l) into an output of
length m.



Chapter 1: Preliminaries 16

Some Desirable Properties of Compression Function

In addition to the three security properties defined earlier, cryptographic
hash functions are sometimes also required to satisfy a few additional prop-
erties. Some such properties are discussed next. In the following discussion,
f(IV, x) is the compression function used in the design of the hash function
h. The function f takes the input IV and the message x. The IV is usually
a constant defined by the design of the hash function. We write IVstd for the
standard IV and IV1, IV2, . . . for arbitrary IV’s.

1. Near Collision Resistance: It is computationally difficult to obtain a
message pair (x1,x2) such that f(IVstd, x1) and f(IVstd, x2) (i.e. h(x1)
and h(x2)) differ in very few bits.

2. Pseudo Collision Resistance: It is computationally difficult to ob-
tain a message pair (x1,x2) for some (IV1,IV2) such that f(IV1, x1) =
f(IV2, x2).

3. Pseudo Near Collision Resistance: It is computationally difficult to
obtain a message pair (x1,x2) for some (IV1,IV2) such that f(IV1, x1)
and f(IV2, x2) differ in very few bits.

Remark 1.3.2. If there exist IVand message pairs (IV1, x1), (IV2, x2) satisfy-
ing the relation f(IV1, x1) = f(IV2, x2) then the messages x1 and x2 are said
to be forming a pseudo collision. A further distinction can be made between
the cases when one of the two IV’s are chosen to be the standard IV and when
both the IV’s are not equal to the standard IV. These two cases are known as
Semi-free start collisions and Free start collisions respectively.

1.3.2 Merkle-Damg̊ard Design Principle

The domain of a compression function can be extended by recursively using
it on subparts of the input. The following design is used in most of the
modern hash functions.

Definition 1.3.3. Merkle-Damg̊ard Design Principle: Let f :
{0, 1}m×{0, 1}l → {0, 1}m be a compression function as defined above, IV be
a constant m-bit number and g : {0, 1}m → {0, 1}m be an additional transfor-
mation function. The hash output h(M) of a message M = M1||M2|| . . . ||Mk,
where each Mi ∈ {0, 1}

l, is defined as follows.

h0 := IV

hi = f(hi−1,Mi) for 1 ≤ i ≤ k

h(M) = g(hk)
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Figure 1.2: The Merkle-Damg̊ard design principle for hash functions.
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This design principle is explained in Figure 1.2.
For a single block message, typical hash function compression takes places

as in Figure 1.3.

Figure 1.3: Design of an iterated hash function. The schema below represents
the hash output of a single block of message. For multi-block messages, the IV is
replaced by the hash output of the previous block.
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1.3.3 Padding Scheme

Most of the real life hash functions use the iterative structure defined above.
The only minor difference is that the padding scheme is always used, irrespec-
tive of whether the message length is a multiple of block length or not. The
padding scheme has a strong influence on the usability of the hash function.
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It is shown in [36,61] that certain padding schemes lead to security vulnera-
bilities in the hash function. Such insecure padding schemes are referred to
as the “weak padding schemes”.

One requirement of the padding scheme is that it should be unambiguous.
Let the padding corresponding to the binary string x be denoted by pad(x)
and let x and x′ be two binary strings. Then the unambiguousness of the
padding scheme means the following.

(x||pad(x) = x′||pad(x′)) =⇒ (x = x′).

MD Strengthening: A padding scheme, proposed by Merkle [37] and
Damg̊ard [12] at Crypto ’89 independently, is to append some block which
contains the binary representation of the message length at the end of the
message.

Remark 1.3.4. This requires that the length of the message can be encoded
in a single block. It is possible to overcome this restriction and design a
padding scheme for messages of infinite length. However, since in this thesis
we are considering hash functions with finite domains only, the condition on
message length is not restrictive.

This padding scheme is not only unambiguous, but makes the hash func-
tion using it secure. This is due to the following theorem.

Theorem 1.3.5. Merkle-Damg̊ard Theorem: Let h be a hash function
which utilizes f as a compression function in the Merkle-Damg̊ard structure,
with MD strengthening. Then the following result holds.

f is pseudo collision resistant =⇒ h is collision resistant.

Proof. Assume that h is not collision resistant, i.e. we have two binary strings
x and x′ such that x 6= x′ but h(x) = h(x′). Let x = x1||x2||x3|| . . . ||xl and
x′ = x′

1||x
′
2||x

′
3|| . . . ||x

′
k, where each of the xi and x′

j are of the same length
which is the size of the second argument of the compression function f(IV, .).
Further, let the intermediate chaining hash values for two evaluations of the
hash digests for messages x and x′ be denoted by hi and h′

j respectively, with
suitable indices i and j.

We consider two cases on the lengths of x and x′ as follows.

Case 1: The lengths of x and x′ are different.
If the lengths of the two messages are different, then their last blocks are
necessarily different. This implies that there exists a pseudo collision for the
compression function. This pseudo collision can be explained as follows.

h(x) = f(hl−1, xl) = f(h′
k−1, x

′
k) = h(x′).
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Case 2: The lengths of x and x′ are same.
In this case, we consider two sub cases.

1. If all the intermediate hash values are equal, i.e. h1 = h2 for all i ≤ l
with some xj 6= x′

j. In this case, the pseudo collision is obtained as
follows.

hj = f(hj−1, xj) = f(h′
j−1, x

′
j) = h′

j.

2. If some intermediate hash values are unequal, i.e. hi 6= h′
i for some

i ≤ l then take the maximal such i and then the pseudo collision is
obtained as follows.

hi+1 = f(hi, xi+1) = f(h′
i, x

′
i+1) = h′

i+1.

The theorem implies that if h is not collision resistant then f is not pseudo
collision resistant.

1.4 The SHA-2 Hash Family

The newest members of SHA family of hash functions were standardized
by US NIST in 2002 [59]. There are 2 differently designed functions in this
standard: the SHA-256 and SHA-512. In addition, the standard also specifies
their truncated versions as SHA-224 and SHA-384. The truncation is done
by taking only the initial bits of the hash value. The number in the name
of the hash function refers to the length of message digest produced by that
function.

In this work we are interested in reduced round collision attacks against
SHA-256 and SHA-512. Since SHA-224 is the truncated version of SHA-256
and SHA-384 is the truncated version of SHA-512, all the reduced round
attack against SHA-256 are also valid for SHA-224 and similarly all the
reduced round attacks against SHA-512 are also valid for SHA-384. Next we
briefly describe SHA-256 and SHA-512. For details refer to [59].

The round function of SHA-2 hash family is shown in Figure 1.4. Eight
registers are used in the evaluation of SHA-2. The initial value in the registers
is specified by an 8×n bit IV, where n is 32 for SHA-256 and 64 for SHA-512.
In Round i, the 8 registers are updated from (ai−1, bi−1, ci−1, di−1, ei−1, fi−1,
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Figure 1.4: Round function of SHA-2 hash family
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(1.4.1)

The fIF and the fMAJ are three variable boolean functions defined as:

fIF (x, y, z) = (x ∧ y)⊕ (¬x ∧ z)
fMAJ(x, y, z) = (x ∧ y)⊕ (y ∧ z)⊕ (z ∧ x)

The functions Σ0 and Σ1 are defined differently for SHA-256 and SHA-512.
For SHA-256, these functions are defined as:

Σ0(x) = ROTR2(x) ⊕ ROTR13(x) ⊕ ROTR22(x),
Σ1(x) = ROTR6(x) ⊕ ROTR11(x) ⊕ ROTR25(x).

For SHA-512, they are defined as:

Σ0(x) = ROTR28(x) ⊕ ROTR34(x) ⊕ ROTR39(x),
Σ1(x) = ROTR14(x) ⊕ ROTR18(x) ⊕ ROTR41(x).
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Round i uses a n bit word Wi which is derived from the message and a
constant word Ki. The number of rounds r is 64 for SHA-256 and 80 for
SHA-512. The hash function operates on a 512 bit/1024 bit message specified
as 16 words of 32/64 bits. Given the message words m0, m1, . . .m15, the Wi

’s are computed using the equation:

Wi =

{
mi for 0 ≤ i ≤ 15
σ1(mi−2) + mi−7 + σ0(mi−15) + mi−16 for 16 ≤ i ≤ r

(1.4.2)

For SHA-256, the functions σ0 and σ1 are defined as:

σ0(x) = ROTR7(x) ⊕ ROTR18(x) ⊕ SHR3(x),
σ1(x) = ROTR17(x) ⊕ ROTR19(x) ⊕ SHR10(x).

For SHA-512, they are defined as:

σ0(x) = ROTR1(x) ⊕ ROTR8(x) ⊕ SHR7(x),
σ1(x) = ROTR19(x) ⊕ ROTR61(x) ⊕ SHR6(x).

The IV = (a−1, b−1, c−1, d−1, e−1, f−1, g−1, h−1) is defined as (6a09e667,
bb67ae85, 3c6ef372, a54ff53a, 510e527f, 9b05688c, 1f83d9ab, 5be0cd19)
for SHA-256. Different IV values are specified for SHA-224, SHA-384 and
SHA-512. All additions in Equations 1.4.1 and 1.4.2 are modulo 2n. Since
SHA-224 and SHA-384 are just truncated versions of SHA-256 and SHA-512
respectively, we refer to all the four hash functions as SHA-2 family.

The output hash value of a one block (512/1024 bit) message is obtained
by chaining the IV with the register values at the end of the final round as
per the Merkle-Damg̊ard construction [12,37]. A similar strategy is used for
multi-block messages, where the IV for next block is taken as the hash output
of the previous block.

Reduced Round SHA-2. The number of rounds r is fixed by the specifi-
cation [59]. For the purpose of analysis, one may work with a lower value of
r. In this thesis, we will work with r up to 24. Everything else of the com-
pression function, including the feed-forward, remain the same. Actually, we
will not have to bother about the feed-forward, since we will be obtaining
collisions for several rounds of the round function itself.

1.5 Differential Collision Attacks

The aim of a collision attack is to produce two different messages both of
which map to the same hash output. This is done by employing differential
attack against the hash function in question. First a suitable difference of
messages is found such that a pair of messages having that difference is
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likely to collide to the same hash value with high probability. For example,
if a given message differential {∆W0, ∆W1, . . . ∆W15} is likely to generate
colliding pairs with probability 1

28 then one needs to try roughly 28 different
pairs {W0,W1, . . . ,W15} and {W ′

0,W
′
1, . . . W

′
15} having the given difference

to get a colliding pair of messages.
However, the probability of the specified differential to generate a collision

is likely to be very low for most of the practical hash functions. Hence some
sophisticated methods are used to search for the right (colliding) pair, rather
than generating them at random. Message modification techniques [64, 66]
and neutral bit technique [2] are the two methods to find colliding message
pairs.

We next describe some terms and techniques used in the differential attack
on hash functions.

1.6 Local Collision

A local collision (LC) is a list of consecutive message word differences, which
will cancel themselves when run through some rounds of the hash function
evaluation. In this thesis we use two types of local collisions, the XOR based
linearized LC and the modular addition based non-linear LC. Let a k-round
local collision L be {d1, d2, . . . dk}. The difference between the two types of
local collisions can be understood as follows.
L is called a linearized local collision when the message pair {M1,M2, . . . ,

Mk} and {M1 ⊕ d1,M2 ⊕ d2, . . . ,Mk ⊕ dk} collide for k rounds of evaluation
of the linearized version of the hash function. This local collision holds with
probability 1 for the linearized version of the hash function, but much less
probability for the actual hash function.
L is called a non-linear local collision when the message pair {M1,M2, . . . ,

Mk} and {M1 +d1,M2 +d2, . . . ,Mk +dk} collide for k rounds of evaluation of
the actual hash function. This local collision usually holds with significantly
higher probability for the hash function in comparison to the linearized local
collision.
All the local collisions for the SHA-2 hash family studied in this thesis are
of k =9 rounds.

1.6.1 Local Collision for the Linearized Hash Function

To analyze a hash function, it is often advantageous to consider its linearized
version. That is, all the non-linear components in the hash function design
are first replaced by their linear approximations. Since the resulting design
is linear, we have h(x)⊕h(x⊕∆x) = h(∆x) where h is one round of the hash
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function evaluation. Therefore we can look at the behavior of the differential
of the messages ∆x on the linearized hash function rather than considering
a pair of messages x and x⊕∆x operated on by a round of linearized hash
function, and then taking their differential.

The simplified version of the hash function is then analyzed for a small
number of rounds. The technique from [5] is to introduce a small perturbation
in the message at the first round and then correct it by suitable differences in
the messages in next few rounds. After introducing some message differences
for few rounds it is possible to completely cancel the effect of the original
perturbation. A sequence of message word differences which cancel their
own effect locally for the linearized version of the hash function are said to
construct a “local collision for the linearized hash function”. For the sake
of convenience, we also refer to it as the“linearized local collision” in this
thesis. Note that the hash function is linearized, not the collision. All the
message words are considered to be unrestricted during the search for these
local collisions. Finally many linearized local collisions are interleaved to
obtain (reduced round) colliding pair of messages.

Attacks on the SHA-0 and SHA-1 hash functions use the 5-round lin-
earized local collision obtained by Chabaud and Joux [5].

For the SHA-2 family, a 9-round local collision by Gilbert and Hand-
schuh [22] is known. We describe sixteen new 9-round local collisions in this
thesis.

1.6.2 Non-linear Local Collision

There are instances of hash function designs for which linearized local colli-
sions do not allow attacks with high probability. In such situations, one may
look for a local collision for the actual rounds of the hash function involving
non-linear rounds. Doing so may lead to restrictions which may be difficult
to satisfy. However, it turns out that for the SHA-2 design, the non-linear
local collisions and attacks based on them have much higher probabilities of
success. The first non-linear local collision for SHA-2 was given by Nikolić
and Biryukov [38].

In this thesis, we will further develop the important work of Nikolić and
Biryukov and obtain another nonlinear local collision for SHA-2 family. As
this work will later show, non-linear local collisions have recently been used
to attack reduced round SHA-2 family successfully. Note that, unlike the
linearized local collisions, the non-linear local collisions cannot be easily su-
perimposed to obtain longer round collisions.
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1.7 Differential Path

The introduction of the message differentials causes the internal registers of
hash function to differ too. The propagation of the differences in the regis-
ters creates a “differential path”. If the differential path has been obtained
for the linearized version of the hash function then it is referred to as the
“L-characteristic” [34]. It has also been called the “linearized differential
path”. We also use these terms interchangeably with differential path for the
linearized hash function.

Let messages M = {M1,M2, . . . ,Mk} and M ′ = {M ′
1,M

′
2, . . . ,M

′
k} be

used in k Rounds of the hash evaluation. The list of differences in the two
copies of the registers at each round is called the differential path (DP). If
the two copies of the registers match after the kth Round, then such a DP is
called a colliding DP. As in the case of the local collision, the DP can also be
of two types depending on whether the differences are XOR based or Mod-
ular addition based. These two types are termed linear DP and non-linear
DP respectively. In this thesis we use both these types of DPs. A particular
DP may be referred to as simply DP, without an explicit prefix, when the
context makes the type of that DP obvious.

For the members of SHA-2 family, the linearized differential path for
k rounds can be completely specified by differences in the 8 registers for
these k rounds along with the k message differences corresponding to the
same rounds. If the linearized differential path includes rounds in which
the message expansion is involved, then the message words for some rounds
are computed on the basis of previous message words. In such a case, the
message expansion is also linearized. If the register differences are all zero
at the last round of the differential path then such a path is said to be a
“colliding differential path”. The differential of the messages for a colliding
differential path are called as “colliding message differential”.

The linearized differential path holds for the linearized version of the hash
function with probability 1, but with much less probability for the actual hash
function.

It is straightforward to extend the terms defined above for the actual (non-
linear) hash function as well. In this later case, we refer to the terms above as
“non-linear differential path”, “non-linear colliding differential path” etc. In
order to shorten the terms, we often refer to these terms without the prefix
“non-linear” or “linearized”. It will be clear from the context as to which
version is referred to.
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1.8 Chabaud-Joux type Disturbance Vector

Disturbance Vector (DV) is a binary sequence having one at those positions
where a linearized LC has been started, and zero otherwise. A linearized local
collision starts with an initial difference in the message words. If the rest k−1
message word pairs follow the chosen k-round LC, then this will lead to a
collision for the linearized version of the hash function after k Rounds. It is
possible and straightforward to combine multiple linearized LCs to produce
a longer round DP. For example, a k-round linearized LC may be started at
Round 1 and another at Round 4. The combined effect of these two LCs
will be a k + 3 Round DP. Using the terminology of [5], we say that the DV
for this case is 1001. We say that perturbation differences are introduced at
Rounds 1 and 4, and are corrected in the other rounds. We will not be using
disturbance vectors in this thesis.

1.9 Message Modification Technique

This technique was effectively used by Wang et al. in [64,66] to attack many
hash functions including MD4 and MD5. The basic idea of the method is
to first translate conditions on the differential path to bit-level conditions
on the internal registers at different steps. A condition on the differential
path may be satisfied in multiple ways. In such cases the authors use a set of
conditions on internal register bits so that there are no conflicting conditions.
Once all the bit-level conditions have been generated, the authors utilize the
fact that in all the hash functions they attack, a particular register in the ith

step, say ai, has the following relation with the message word in the ith step,
say mi.

ai = G(.) + mi, where G(.) is some function.

The technique starts with some randomly chosen message pair as candidate
pair for collision. Naturally, most of the bit conditions will not be satisfied
for these messages. The interesting part of the technique is to now solve the
above equation in reverse and find mi after the satisfaction of bit-conditions
on ai. This gives a new value of the message word, which is called as the
“modified message”.

Modification of the message in this way is easy to do for first few rounds,
since the message words can be freely chosen in initial rounds. The authors
provide more sophisticated methods to satisfy conditions on registers in later
rounds by suitably modifying multiple message words from previous rounds.
Once all the message modifications have been carried out, a much lesser set
of bit conditions remain. These are satisfied probabilistically by starting the
message modification on randomly generated pair of messages. For further
details refer to [64,66].
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1.10 Neutral Bit Technique

This technique was developed by Biham and Chen [2] and utilized for at-
tacking (reduced) SHA-0 and SHA-1. The authors first make a startling
observation that there are many message bits which, even if flipped, do not
affect bit-level conditions on registers for long number of rounds. Such mes-
sage bits are termed “neutral bits”. The authors take this concept further
and find pairs, triples etc of message bits which, if flipped together, do not
break-down conditions on the differential path. Once a set of n neutral bits
are found, it is easy to generate 2n message pairs starting from only a single
pair, by flipping all combinations of neutral bits. This gives a big pool of
messages to start message modifications.

Since it is possible to generate large number of messages starting from
just one pair and all the pairs have similar differential behaviour, it is better
to use them, rather than randomly choose messages for modification. A
near collision for the full SHA-0 was found using this technique in [2]. For
complete details of the technique, refer to [2].

1.11 Multicollisions

Multicollisions are an extension of collisions for hash functions. The basic
idea is to find many messages (rather than a pair), all of which hash to the
same value. A k-way multicollision means finding a set of k messages all
of which have the same digest. Multicollisions were considered in [37] with
respect to the ideal goal of a hash function as being completely random.

Extending the birthday bound to cover multicollisions, we expect that

one will require 2
(k−1)n

k effort to find k-way multicollisions for an ideal n-bit
hash function. However, Joux [28] showed that constructing 2t collisions
for the MD structure requires an effort which is at most t times the effort
required for finding the usual (2-way) collision.

The result of Joux shows that the Merkle-Damg̊ard design principle can-
not yield an ideal hash function. There have been a number of later works
on designing hash functions with resistance to multicollision attack.
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New Linearized Local Collisions
for the SHA-2 Hash Family

2.1 Introduction

The starting point for collision attacks on practical hash functions is a local
collision. This is a collision for a fixed number of rounds of the compression
function. Details about the message expansion are ignored. There are two
types of local collisions – the linearized LC and the non-linear LC. In the
linearized LC, all nonlinear components of the hash design are approximated
by some suitable linear functions. In the non-linear LC, the nonlinear compo-
nents remain as in the actual hash function, but some simplifications are used
in handling them. The approximations/simplifications of non-linear compo-
nents are a necessity in order to render the analysis of the local collision
tractable.

In this and the next chapter, we discuss the linearized LCs only. Therefore
in the rest of this chapter, wherever the term LC is used, it refers to the
linearized LC only. Once a local collision is obtained, one attempts to find
a collision for the full hash function by taking into account the message
expansion and the nonlinear behavior of the hash design. For example, Wang
et al.’s attack on the SHA-1 hash function [65] uses the local collision obtained
by Chabaud and Joux [5]. For details about this approach one may refer
to [5].

2.2 Linearized Local Collisions

2.2.1 The Gilbert-Handschuh Local Collision

Gilbert and Handschuh (GH) [22] were the first to study local collisions in
the SHA-2 family. They reported a 9-round local collision and estimated

27
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the probability of the differential path to be 2−66. In this thesis we refer to
this local collision as the GH local collision. Most of the early works on the
SHA-2 family consider only the GH local collision.

As already remarked in the previous chapter, the GH local collision was
obtained by approximating both fIF and fMAJ by 0. In this chapter, we
show that both the approximations have one conflicting condition each and
this can lead to an impossible differential path.

2.2.2 New Local Collisions

Local collisions are found by forming linear approximations of the Boolean
functions fIF and fMAJ involved in round function of SHA-2. We make a
systematic analysis of the linear approximations of the two Boolean functions.
The differential analysis shows that certain kinds of linear approximations
give rise to conflicting conditions.

Given any linear approximations for fIF and fMAJ , we describe a step-
by-step method for finding a 9-round local collision for the corresponding
linearized round function. This method has been applied on all feasible
linear approximations. There are four linear approximations each of fMAJ

and fIF which do not have any conflicting conditions. These give rise to a
total of 16 different linear approximations without any conflicting conditions.
We develop all these approximations to obtain 16 new local collisions without
any conflicting conditions. Also, we describe four other local collisions which
have one conflicting condition for fMAJ and none for fIF .

The probabilities of these local collisions are a little less than the GH local
collision. On the other hand, the absence of conflicting conditions possibly
make them more suitable for (reduced round) collision search attacks on the
SHA-2 family.

Probabilities of all the local collisions are computed. By our calculations
we obtain the probability of the GH local collision to be 2−42. We provide
detailed analysis of our probability computations.

Remark 2.2.1. The probability of the GH local collision was estimated to
be 2−66 in [22]. Our calculations later in this chapter show this to be 2−42.
In [24] this probability was computed to be 2−39 when using modular differ-
ences (as opposed to XOR differences considered here). Mendel et al. [34]
remarked that the probability can be higher than 2−39 even when considering
XOR differences. However, the details of how this estimate was arrived at
were not provided in [34]. As later explained in [25], this increase in the
probability is obtained by satisfying three conditions in some special ways.
The relative probabilities of the different local collisions will remain the same
irrespective of which method is applied to compute the probabilities.
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2.3 Differential Properties of Boolean Func-

tions

Let f(x) be a Boolean function on n variables. By ∆x we denote the XOR
difference in the input of f , i.e., ∆x = x ⊕ x′ for two n-bit strings x and
x′. The value of ∆x can be any 2n bit string. Given ∆x, define ∆f =
f(x ⊕ ∆x) ⊕ f(x). The value of ∆f is either 0 or 1 but is not uniquely
determined by the value of ∆x. Assuming that x is uniformly distributed
over {0, 1}n, the value of ∆f is 0 or 1 with certain probabilities.

There are two Boolean functions used in SHA-2, namely the fIF and the
fMAJ , which are 3-input bit-wise ‘If’ and the ‘Majority’ functions respec-
tively. The three inputs to the functions can have XOR differences of 0 or
1. Depending on their positions, the Boolean functions propagate the dif-
ferences or absorb them. The differential properties are shown in Table 2.1.
The first 3 columns in this table are the input differences to the Boolean
functions, whose output differences are listed in next 2 columns. An entry
of 0 (resp. 1) in a Boolean function column means that ∆f is 0 (resp. 1)
with probability 1. An entry (0, 1) denotes that ∆f is 0 with probability
half. We will use this table to compute the probabilities of the differential
paths that we show later. Note that the differential properties of Boolean
function fIF and fMAJ are also considered in [41], for the analysis of SHA-1
round function, but our presentation is different. In particular, while we list
conflicting conditions for different linear approximations of fIF and fMAJ in
Table 2.2, Table 2 in [41] lists the probability of output bit flipping when
input bits are changed as per a selected difference for all linear functions.

Conflicting Conditions: Suppose we approximate f(x) by a linear func-
tion l(x). Note that ∆x fixes the value of ∆l with probability one. Now
suppose that for some ∆x, the value of ∆f is also determined with proba-
bility one and that ∆f 6= ∆l for this value of ∆x. Then the particular value
of ∆x for which this occurs is said to be a conflicting condition for the
approximation of f by l. The complete list of conflicting conditions which
arise when fIF and fMAJ are approximated by different linear functions is
given in Table 2.2.

The probability that fIF (a, b, c) = 0 is 1/2 and the probability that
fIF (a, b, c) = c (or b) is 3/4. This suggests that approximating fIF by c
(or b) should be better than approximating fIF by 0. From Table 2.1, the
probability that ∆fIF = ∆c is 5/8, whereas the probability for ∆fIF = 0
is still 1/2. Thus, on an average, the approximation of fIF by c should be
better than that by 0 even for a differential analysis.
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Table 2.1: Differential properties of fIF and fMAJ . A single 1 (0) in the last 2
columns means that this value holds with probability 1. The entry (0,1) implies
that both the values are possible with probability 1

2 each.

∆a ∆b ∆c ∆fIF (a, b, c) ∆fMAJ(a, b, c)
0 0 0 0 0
0 0 1 (0,1) (0,1)
0 1 0 (0,1) (0,1)
0 1 1 1 (0,1)
1 0 0 (0,1) (0,1)
1 0 1 (0,1) (0,1)
1 1 0 (0,1) (0,1)
1 1 1 (0,1) 1

Table 2.2: Conflicting conditions for the different linear approximations of
fIF (a, b, c) and fMAJ(a, b, c). The entries in the table provide the values of
(∆a,∆b, ∆c) which are the conflicting conditions for the corresponding approx-
imation.

0 a b c
fIF (0, 1, 1) (0, 1, 1) none none

fMAJ (1, 1, 1) none none none

a⊕ b a⊕ c b⊕ c a⊕ b⊕ c
fIF none none (0, 1, 1) (0, 1, 1)

fMAJ (1, 1, 1) (1, 1, 1) (1, 1, 1) none
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Explanations of two observations on Page 135 of [34]. These obser-
vations were made regarding the presence of impossible characteristics in the
GH local collision where both fIF and fMAJ are approximated by 0.

1. If there are three consecutive rounds in the differential path, such that
∆a is 1 in the same bit position, then the resulting characteristics is
impossible.

2. If there are three consecutive rounds in the differential path, such that
there is a bit position where ∆e is 1 for the first two rounds and 0 for
the third round, then the resulting characteristics is impossible.

The first observation is explained by the fact that the condition (1, 1, 1)
is a conflicting condition for the approximation of fMAJ by 0. The second
observation is explained by the fact that the condition (0, 1, 1) is a conflicting
condition for the approximation of fIF by 0. Note that Mendel et al. [34]
also explain these observations on the basis of probability of approximations
of fIF and FMAJ being 0 in certain cases, without explicitly mentioning the
conditions as presented here. We discuss these observations here since they
fit with our unified way of considering the conflicting conditions in the two
Boolean functions.

2.4 Linear Approximation of SHA-2 Round

Function

All additions in the SHA-2 round function are approximated by XOR. There
are many possibilities for the linear approximations of fIF and fMAJ func-
tions. A general form of expressing these approximations is the following

fMAJ(a, b, c) = x1a⊕ x2b⊕ x3c
fIF (e, f, g) = y1e⊕ y2f ⊕ y3g

}

(2.4.1)

where (x1, x2, x3) and (y1, y2, y3) are 3-bit strings. Thus, the linear approx-
imations are completely specified by these two strings. Let ∆regi = (∆ai,
∆bi, ∆ci, ∆di, ∆ei, ∆fi, ∆gi, ∆hi). Then the linearized version of the SHA-2
round function can be expressed by an equation of the form

(∆regi)
t = A(∆regi−1, ∆Wi)

t (2.4.2)

where ()t denotes transpose and A is a suitable matrix which is constructed
depending upon the particular linear approximation being used.

Let Σ0 and Σ1 be functions mapping n-bit binary strings to n-bit binary
strings. These functions are defined for SHA-2 members as given in Sec-
tion 1.4. Let I be the identity function and O be the zero function on n-bit
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binary strings1. Let an n-bit all zero string be denoted by 0. Then for a
n-bit string x, I(x) = x and O(x) = 0 = (0, 0, . . . , 0).

Let b be a bit. Define opb as follows.

opb = O if b = 0

= I if b = 1.

Finally, let (opb ⊕ Σ0) be another function defined for an n-bit binary
string x as follows.

(opb ⊕ Σ0)(x) = opb(x)⊕ Σ0(x).

Similarly define (opb ⊕ Σ1).
The form of A in terms of (x1, x2, x3) and (y1, y2, y3) is given by (2.4.3).

A =















p1 opx2
opx3

O p2 opy2
opy3

I I
I O O O O O O O O
O I O O O O O O O
O O I O O O O O O
O O O I p2 opy2

opy3
I I

O O O O I O O O O
O O O O O I O O O
O O O O O O I O O















where p1 = (opx1
⊕ Σ0) and p2 = (opy1

⊕ Σ1). (2.4.3)

Note that the elements of the matrix A are taken from the ring of func-
tions over n-bit strings. Not all of these elements are invertible. For example,
the functions I ⊕Σ0 and I ⊕Σ1 are not invertible for both SHA-256 as well
as for SHA-512 (see Section 5.2 for more details).

The simplest linear approximation of the SHA-2 round function can be
obtained by approximating both fMAJ and fIF by the constant function O
(i.e., (x1, x2, x3) = (0, 0, 0) and (y1, y2, y3) = (0, 0, 0)) as has been done by
Gilbert and Handschuh [22]. These approximations, however, give rise to two
conflicting conditions as has been discussed in Section 2.3. There are four
linear approximations of fIF which do not have any conflicting conditions. In
Table 2.3, we consider the situation where fMAJ is approximated by the zero
function and fIF is approximated by five different functions. One of these
five approximations is the zero function and the rest four approximations are
those for which fIF does not have any conflicting conditions. From Table 2.2,
we find that there are 16 possible combinations of linear approximations of
fMAJ and fIF which do not have any conflicting conditions. These are listed
in Table 2.4.

1We thank an anonymous reviewer of the thesis for pointing out errors and inconsis-
tencies in notation in an earlier version of the thesis and helping us improve readability
in this Section.
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Table 2.3: Linear approximations for fMAJ(a, b, c), fIF (e, f, g) and the correspond-
ing (x1, x2, x3, y1, y2, y3). Case A has been considered by Gilbert-Handschuh. It
has one conflicting condition each for both fMAJ and fIF . Cases B to E have one
conflicting condition for fMAJ and none for fIF .

Case fMAJ(a, b, c) fIf (e, f, g) (x1, x2, x3) (y1, y2, y3)
A 0 0 (0,0,0) (0,0,0)
B 0 gi−1 (0,0,0) (0,0,1)
C 0 fi−1 (0,0,0) (0,1,0)
D 0 ei−1 ⊕ gi−1 (0,0,0) (1,0,1)
E 0 ei−1 ⊕ fi−1 (0,0,0) (1,1,0)

Table 2.4: Linear approximations for fMAJ(a, b, c) and fIF (e, f, g) and correspond-
ing (x1, x2, x3, y1, y2, y3). These approximations do not have any conflicting con-
ditions for either fMAJ or fIF .

Case fMAJ(a, b, c) fIF (e, f, g) (x1, x2, x3) (y1, y2, y3)
1 a f (1,0,0) (0,1,0)
2 a g (1,0,0) (0,0,1)
3 a e⊕ f (1,0,0) (1,1,0)
4 a e⊕ g (1,0,0) (1,0,1)
5 b f (0,1,0) (0,1,0)
6 b g (0,1,0) (0,0,1)
7 b e⊕ f (0,1,0) (1,1,0)
8 b e⊕ g (0,1,0) (1,0,1)
9 c f (0,0,1) (0,1,0)
10 c g (0,0,1) (0,0,1)
11 c e⊕ f (0,0,1) (1,1,0)
12 c e⊕ g (0,0,1) (1,0,1)
13 a⊕ b⊕ c f (1,1,1) (0,1,0)
14 a⊕ b⊕ c g (1,1,1) (0,0,1)
15 a⊕ b⊕ c e⊕ f (1,1,1) (1,1,0)
16 a⊕ b⊕ c e⊕ g (1,1,1) (1,0,1)
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2.5 Technique for Finding Local Collisions

We describe the method for finding a local collision spanning k rounds. For
the local collision to exist, the difference of registers at the start and at the
end must be zero. Besides, the first and the last message differences must
not be zero, to make it exactly a k-round collision. The basic idea is to
iterate the linear system in the forward direction; equate the register values
to 0 after k rounds and then solve the resulting equations. Note that the
standard Gaussian method to solve the linear equations can not be used
here since not all the elements of the matrix A are invertible. As described
earlier, these are elements of the ring of functions from {0,1}32 to {0,1}32.
The forward iteration is done in the following manner.

1. ∆reg0 = (0, 0, 0, 0, 0, 0, 0, 0).
2. For i = 1 to k do
3. (∆regi)

t = A(∆regi−1, ∆Wi)
t;

4. end do.

The procedure provides ∆regk in terms of ∆W1, . . . , ∆Wk. We now have
to set ∆regk = 0 and solve for ∆W1, . . . , ∆Wk. Since the expressions for
∆regk are quite complicated, there does not seem to be any general method
for solving these equations. On the other hand, the equations do have a
pattern, which we have exploited to obtain solutions. We explain our method
for k = 9 for Case B of Table 2.3. Similar methods have been applied to
the other cases of this table and to the cases described in Table 2.4. All our
computations have been carried out using the symbolic computation package
Mathematica [68].

2.5.1 Case B of Table 2.3

The actual values of ∆reg9 in this case is given next.

∆a9 Σ2
0∆W1 ⊕ Σ4

0∆W1 ⊕ Σ5
0∆W1 ⊕ Σ8

0∆W1 ⊕ Σ0Σ1∆W1 ⊕ Σ7
0Σ1∆W1 ⊕

Σ2
0Σ

2
1∆W1 ⊕ Σ3

0Σ
2
1∆W1 ⊕ Σ6

0Σ
2
1∆W1 ⊕ Σ5

0Σ
3
1∆W1 ⊕ Σ4

1∆W1 ⊕
Σ0Σ

4
1∆W1 ⊕ Σ4

0Σ
4
1∆W1 ⊕ Σ3

0Σ
5
1∆W1 ⊕ Σ2

0Σ
6
1∆W1 ⊕ Σ0Σ

7
1∆W1 ⊕

Σ8
1∆W1⊕∆W2⊕Σ0∆W2⊕Σ3

0∆W2⊕Σ4
0∆W2⊕Σ7

0∆W2⊕Σ1∆W2⊕
Σ2

0Σ1∆W2 ⊕ Σ6
0Σ1∆W2 ⊕ Σ0Σ

2
1∆W2 ⊕ Σ2

0Σ
2
1∆W2 ⊕ Σ5

0Σ
2
1∆W2 ⊕

Σ3
1∆W2⊕Σ4

0Σ
3
1∆W2⊕Σ4

1∆W2⊕Σ3
0Σ

4
1∆W2⊕Σ2

0Σ
5
1∆W2⊕Σ0Σ

6
1∆W2⊕

Σ7
1∆W2⊕∆W3⊕Σ2

0∆W3⊕Σ3
0∆W3⊕Σ6

0∆W3⊕Σ5
0Σ1∆W3⊕Σ2

1∆W3⊕
Σ0Σ

2
1∆W3 ⊕ Σ4

0Σ
2
1∆W3 ⊕ Σ3

0Σ
3
1∆W3 ⊕ Σ2

0Σ
4
1∆W3 ⊕ Σ0Σ

5
1∆W3 ⊕

Σ6
1∆W3 ⊕ Σ0∆W4 ⊕ Σ2

0∆W4 ⊕ Σ5
0∆W4 ⊕ Σ1∆W4 ⊕ Σ4

0Σ1∆W4 ⊕
Σ2

1∆W4 ⊕ Σ3
0Σ

2
1∆W4 ⊕ Σ2

0Σ
3
1∆W4 ⊕ Σ0Σ

4
1∆W4 ⊕ Σ5

1∆W4 ⊕∆W5 ⊕
Σ0∆W5⊕Σ4

0∆W5⊕Σ3
0Σ1∆W5⊕Σ2

0Σ
2
1∆W5⊕Σ0Σ

3
1∆W5⊕Σ4

1∆W5⊕
∆W6 ⊕ Σ3

0∆W6 ⊕ Σ2
0Σ1∆W6 ⊕ Σ0Σ

2
1∆W6 ⊕ Σ3

1∆W6 ⊕ Σ2
0∆W7 ⊕

Σ0Σ1∆W7 ⊕ Σ2
1∆W7 ⊕ Σ0∆W8 ⊕ Σ1∆W8 ⊕∆W9
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∆b9 ∆W1⊕Σ0∆W1⊕Σ3
0∆W1⊕Σ4

0∆W1⊕Σ7
0∆W1⊕Σ1∆W1⊕Σ2

0Σ1∆W1⊕
Σ6

0Σ1∆W1 ⊕ Σ0Σ
2
1∆W1 ⊕ Σ2

0Σ
2
1∆W1 ⊕ Σ5

0Σ
2
1∆W1 ⊕ Σ3

1∆W1 ⊕
Σ4

0Σ
3
1∆W1⊕Σ4

1∆W1⊕Σ3
0Σ

4
1∆W1⊕Σ2

0Σ
5
1∆W1⊕Σ0Σ

6
1∆W1⊕Σ7

1∆W1⊕
∆W2 ⊕ Σ2

0∆W2 ⊕ Σ3
0∆W2 ⊕ Σ6

0∆W2 ⊕ Σ5
0Σ1∆W2 ⊕ Σ2

1∆W2 ⊕
Σ0Σ

2
1∆W2 ⊕ Σ4

0Σ
2
1∆W2 ⊕ Σ3

0Σ
3
1∆W2 ⊕ Σ2

0Σ
4
1∆W2 ⊕ Σ0Σ

5
1∆W2 ⊕

Σ6
1∆W2 ⊕ Σ0∆W3 ⊕ Σ2

0∆W3 ⊕ Σ5
0∆W3 ⊕ Σ1∆W3 ⊕ Σ4

0Σ1∆W3 ⊕
Σ2

1∆W3 ⊕ Σ3
0Σ

2
1∆W3 ⊕ Σ2

0Σ
3
1∆W3 ⊕ Σ0Σ

4
1∆W3 ⊕ Σ5

1∆W3 ⊕∆W4 ⊕
Σ0∆W4⊕Σ4

0∆W4⊕Σ3
0Σ1∆W4⊕Σ2

0Σ
2
1∆W4⊕Σ0Σ

3
1∆W4⊕Σ4

1∆W4⊕
∆W5 ⊕ Σ3

0∆W5 ⊕ Σ2
0Σ1∆W5 ⊕ Σ0Σ

2
1∆W5 ⊕ Σ3

1∆W5 ⊕ Σ2
0∆W6 ⊕

Σ0Σ1∆W6 ⊕ Σ2
1∆W6 ⊕ Σ0∆W7 ⊕ Σ1∆W7 ⊕∆W8

∆c9 ∆W1 ⊕ Σ2
0∆W1 ⊕ Σ3

0∆W1 ⊕ Σ6
0∆W1 ⊕ Σ5

0Σ1∆W1 ⊕ Σ2
1∆W1 ⊕

Σ0Σ
2
1∆W1 ⊕ Σ4

0Σ
2
1∆W1 ⊕ Σ3

0Σ
3
1∆W1 ⊕ Σ2

0Σ
4
1∆W1 ⊕ Σ0Σ

5
1∆W1 ⊕

Σ6
1∆W1 ⊕ Σ0∆W2 ⊕ Σ2

0∆W2 ⊕ Σ5
0∆W2 ⊕ Σ1∆W2 ⊕ Σ4

0Σ1∆W2 ⊕
Σ2

1∆W2 ⊕ Σ3
0Σ

2
1∆W2 ⊕ Σ2

0Σ
3
1∆W2 ⊕ Σ0Σ

4
1∆W2 ⊕ Σ5

1∆W2 ⊕∆W3 ⊕
Σ0∆W3⊕Σ4

0∆W3⊕Σ3
0Σ1∆W3⊕Σ2

0Σ
2
1∆W3⊕Σ0Σ

3
1∆W3⊕Σ4

1∆W3⊕
∆W4 ⊕ Σ3

0∆W4 ⊕ Σ2
0Σ1∆W4 ⊕ Σ0Σ

2
1∆W4 ⊕ Σ3

1∆W4 ⊕ Σ2
0∆W5 ⊕

Σ0Σ1∆W5 ⊕ Σ2
1∆W5 ⊕ Σ0∆W6 ⊕ Σ1∆W6 ⊕∆W7

∆d9 Σ0∆W1 ⊕ Σ2
0∆W1 ⊕ Σ5

0∆W1 ⊕ Σ1∆W1 ⊕ Σ4
0Σ1∆W1 ⊕ Σ2

1∆W1 ⊕
Σ3

0Σ
2
1∆W1 ⊕ Σ2

0Σ
3
1∆W1 ⊕ Σ0Σ

4
1∆W1 ⊕ Σ5

1∆W1 ⊕∆W2 ⊕ Σ0∆W2 ⊕
Σ4

0∆W2 ⊕ Σ3
0Σ1∆W2 ⊕ Σ2

0Σ
2
1∆W2 ⊕ Σ0Σ

3
1∆W2 ⊕ Σ4

1∆W2 ⊕∆W3 ⊕
Σ3

0∆W3⊕Σ2
0Σ1∆W3⊕Σ0Σ

2
1∆W3⊕Σ3

1∆W3⊕Σ2
0∆W4⊕Σ0Σ1∆W4⊕

Σ2
1∆W4 ⊕ Σ0∆W5 ⊕ Σ1∆W5 ⊕∆W6

∆e9 ∆W1 ⊕ Σ4
0∆W1 ⊕ Σ2

0Σ
2
1∆W1 ⊕ Σ8

1∆W1 ⊕ Σ3
0∆W2 ⊕ Σ1∆W2 ⊕

Σ0Σ
2
1∆W2⊕Σ4

1∆W2⊕Σ7
1∆W2⊕∆W3⊕Σ2

0∆W3⊕Σ6
1∆W3⊕Σ0∆W4⊕

Σ2
1∆W4⊕Σ5

1∆W4⊕Σ4
1∆W5⊕∆W6⊕Σ3

1∆W6⊕Σ2
1∆W7⊕Σ1∆W8⊕

∆W9

∆f9 Σ3
0∆W1⊕Σ1∆W1⊕Σ0Σ

2
1∆W1⊕Σ4

1∆W1⊕Σ7
1∆W1⊕∆W2⊕Σ2

0∆W2⊕
Σ6

1∆W2⊕Σ0∆W3⊕Σ2
1∆W3⊕Σ5

1∆W3⊕Σ4
1∆W4⊕∆W5⊕Σ3

1∆W5⊕
Σ2

1∆W6 ⊕ Σ1∆W7 ⊕∆W8

∆g9 ∆W1⊕Σ2
0∆W1⊕Σ6

1∆W1⊕Σ0∆W2⊕Σ2
1∆W2⊕Σ5

1∆W2⊕Σ4
1∆W3⊕

∆W4 ⊕ Σ3
1∆W4 ⊕ Σ2

1∆W5 ⊕ Σ1∆W6 ⊕∆W7

∆h9 Σ0∆W1⊕Σ2
1∆W1⊕Σ5

1∆W1⊕Σ4
1∆W2⊕∆W3⊕Σ3

1∆W3⊕Σ2
1∆W4⊕

Σ1∆W5 ⊕∆W6

Below we show how to solve for ∆W1, . . . , ∆W9 under the condition
∆reg9 = 0.

Round 1: The expression for ∆h9 is

∆h9 = ∆W6 ⊕ Σ1(∆W5)⊕ Σ2
1(∆W4)⊕∆W3 ⊕ Σ3

1(∆W3)⊕ Σ4
1(∆W2)⊕

Σ0(∆W1)⊕ Σ2
1(∆W1)⊕ Σ5

1(∆W1).

Setting ∆h9 = 0 provides

∆W6 = Σ1(∆W5)⊕ Σ2
1(∆W4)⊕∆W3 ⊕ Σ3

1(∆W3)⊕ Σ4
1(∆W2)⊕ Σ0(∆W1)

⊕Σ2
1(∆W1)⊕ Σ5

1(∆W1). (2.5.1)



Chapter 2: New Linearized Local Collisions 36

Round 2: Eliminating ∆W6 from (∆a9, . . . , ∆g9) using (2.5.1), we obtain

∆g9 = ∆W7 ⊕∆W4 ⊕ Σ1(∆W3)⊕ Σ0(∆W2)⊕ Σ2
1(∆W2)⊕∆W1 ⊕ Σ2

0(∆W1)

⊕Σ0(Σ1(∆W1))⊕ Σ3
1(∆W1).

Setting ∆g9 = 0 provides

∆W7 = W4 ⊕ Σ1(∆W3)⊕ Σ0(∆W2)⊕ Σ2
1(∆W2)⊕∆W1 ⊕ Σ2

0(∆W1)

⊕Σ0(Σ1(∆W1))⊕ Σ3
1(∆W1). (2.5.2)

Round 3: Eliminating ∆W7 from (∆a9, . . . , ∆f9) using (2.5.2), we obtain

∆f9 = ∆W8 ⊕∆W5 ⊕ Σ1(∆W4)⊕ Σ0(∆W3)⊕ Σ2
1(∆W3)⊕∆W2 ⊕ Σ2

0(∆W2)

⊕Σ0(Σ1(∆W2))⊕ Σ3
1(∆W2)⊕ Σ3

0(∆W1)⊕ Σ2
0(Σ1(∆W1))

⊕Σ0(Σ
2
1(∆W1))⊕ Σ4

1(∆W1).

Setting ∆f9 = 0 provides

∆W8 = ∆W5 ⊕ Σ1(∆W4)⊕ Σ0(∆W3)⊕ Σ2
1(∆W3)⊕W2 ⊕ Σ2

0(∆W2)⊕

Σ0(Σ1(∆W2))⊕ Σ3
1(∆W2)⊕ Σ3

0(∆W1)⊕ Σ2
0(Σ1(∆W1))⊕

Σ0(Σ
2
1(∆W1))⊕ Σ4

1(∆W1). (2.5.3)

Round 4: Eliminating ∆W8 in (∆a9, . . . , ∆e9) using (2.5.3) we obtain

∆e9 = ∆W9 ⊕ Σ0(∆W4)⊕ Σ2
0(∆W3)⊕ Σ0(Σ1(∆W3))⊕ Σ3

0(∆W2)⊕

Σ2
0(Σ1(∆W2))⊕ Σ0(Σ

2
1(∆W2))⊕∆W9 ⊕ Σ0(∆W1)⊕ Σ4

0(∆W1)⊕

Σ3
0(Σ1(∆W1))⊕ Σ2

0(Σ
2
1(∆W1))⊕ Σ0(Σ

3
1(∆W1)).

Setting ∆e9 = 0 provides

∆W9 = Σ0(∆W4)⊕ Σ2
0(∆W3)⊕ Σ0(Σ1(∆W3))⊕ Σ3

0(∆W2)⊕ Σ2
0(Σ1(∆W2))

⊕Σ0(Σ
2
1(∆W2))⊕∆W1 ⊕ Σ0(∆W1)⊕ Σ4

0(∆W1)⊕ Σ3
0(Σ1(∆W1))

⊕Σ2
0(Σ

2
1(∆W1))⊕ Σ0(Σ

3
1(∆W1)). (2.5.4)

Round 5: Eliminating ∆W9 in (∆a9, . . . , ∆d9) using (2.5.3) we obtain

∆d9 = Σ0(∆W5)⊕ Σ2
0(∆W4)⊕ Σ0(Σ1(∆W4))⊕ Σ3

0(∆W3)⊕ Σ2
0(Σ1(∆W3))⊕

Σ0(Σ
2
1(∆W3))⊕∆W2 ⊕ Σ0(∆W2)⊕ Σ4

0(∆W2)⊕ Σ3
0(Σ1(∆W2))⊕

Σ2
0(Σ

2
1(∆W2))⊕ Σ0(Σ

3
1(∆W2))⊕ Σ2

0(∆W1)⊕ Σ5
0(∆W1)⊕ Σ1(∆W1)⊕

Σ4
0(Σ1(∆W1))⊕ Σ3

0(Σ
2
1(∆W1))⊕ Σ2

0(Σ
3
1(∆W1))⊕ Σ0(Σ

4
1(∆W1)).
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Now the situation is different from the previous 4 rounds. In the expression
for ∆d9 we do not have any ∆Wi whose “coefficient” is 1. Only ∆W5 occurs
once with a “coefficient” of Σ0. We solve for ∆W5 in the following manner.
Set

∆W2 = Σ0(x)⊕ Σ1(∆W1), (2.5.5)

where x is a variable to be determined later.
With this substitution, we have ∆d9 = Σ0(∆W5⊕X), for some expression

X which we provide shortly. Now setting ∆d9 = 0, provides one solution to
be ∆W5 = X, where the value of X is given by the right side of the following
expression.

∆W5 = (1⊕ Σ0 ⊕ Σ4
0Σ

3
0Σ1 ⊕ Σ2

0Σ
2
1 ⊕ Σ0Σ

3
1)(x)⊕ Σ0(∆W4)⊕ Σ1(∆W4)⊕

Σ2
0(∆W3)⊕ Σ0(Σ1(∆W3))⊕ Σ2

1(∆W3)⊕ Σ0(∆W1)⊕ Σ4
0(∆W1)⊕

Σ1(∆W1). (2.5.6)

Round 6: Eliminating ∆W5 in (∆a9, ∆b9, ∆c9) using (2.5.6) we obtain

∆c9 = Σ2
0(x)⊕ Σ0(Σ1(x))⊕∆W3 ⊕ Σ2

0(∆W1).

Setting ∆c9 = 0 provides

∆W3 = Σ2
0(x)⊕ Σ0(Σ1(x))⊕ Σ2

0(∆W1). (2.5.7)

Round 7: Eliminating ∆W3 in (∆a9, ∆b9) using (2.5.7) we obtain

∆b9 = Σ2
0(Σ1(x))⊕∆W4 ⊕∆W1 ⊕ Σ2

0(Σ1(∆W1)).

Setting ∆b9 = 0, provides

∆W4 = Σ2
0(Σ1(x))⊕∆W1 ⊕ Σ2

0(Σ1(∆W1)). (2.5.8)

Round 8: Eliminating ∆W4 from ∆a9 using (2.5.8), we obtain

∆a9 = x⊕∆W1.

Setting ∆a9 = 0 provides

∆W1 = x. (2.5.9)

Equations (2.5.1), (2.5.2), (2.5.3), (2.5.4), (2.5.5), (2.5.6), (2.5.7), (2.5.8),
and (2.5.9) form a solution to the problem of finding a local collision for the
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linearized round function. In this form, the equations are not easy to handle.
But, if we start the process of back substitution, i.e., use ∆W1 = x in (2.5.8)
and then use the values of ∆W1 and ∆W4 in (2.5.7) and so on, then the
solution is substantially simplified and we finally obtain

(∆W1, . . . , ∆W9) =

(x, Σ0(x)⊕ Σ1(x), Σ0(Σ1(x)), x, Σ0(x)⊕ x, Σ0(x)⊕ Σ1(x), 0, x, x).

2.5.2 A Difficult Example: Case 3 of Table 2.4

The technique described in the previous subsection does not always work.
There are cases when we cannot solve the equations in the manner described
earlier. A slightly modified method is used for such cases. We briefly describe
this procedure for the Case 3 of Table 2.4. First we give the actual values of
∆reg9 for this case.

∆a9 Σ0∆W1 ⊕ Σ3
0∆W1 ⊕ Σ6

0∆W1 ⊕ Σ7
0∆W1 ⊕ Σ8

0∆W1 ⊕ Σ1∆W1 ⊕
Σ0Σ1∆W1 ⊕ Σ2

0Σ1∆W1 ⊕ Σ3
0Σ1∆W1 ⊕ Σ6

0Σ1∆W1 ⊕ Σ7
0Σ1∆W1 ⊕

Σ2
0Σ

2
1∆W1 ⊕ Σ4

0Σ
2
1∆W1 ⊕ Σ5

0Σ
2
1∆W1 ⊕ Σ6

0Σ
2
1∆W1 ⊕ Σ4

0Σ
3
1∆W1 ⊕

Σ5
0Σ

3
1∆W1 ⊕ Σ2

0Σ
4
1∆W1 ⊕ Σ3

0Σ
4
1∆W1 ⊕ Σ4

0Σ
4
1∆W1 ⊕ Σ2

0Σ
5
1∆W1 ⊕

Σ3
0Σ

5
1∆W1⊕Σ6

1∆W1⊕Σ0Σ
6
1∆W1⊕Σ2

0Σ
6
1∆W1⊕Σ7

1∆W1⊕Σ0Σ
7
1∆W1⊕

Σ8
1∆W1⊕Σ0∆W2⊕Σ2

0∆W2⊕Σ3
0∆W2⊕Σ4

0∆W2⊕Σ5
0∆W2⊕Σ7

0∆W2⊕
Σ1∆W2⊕Σ6

0Σ1∆W2⊕Σ2
1∆W2⊕Σ2

0Σ
2
1∆W2⊕Σ3

0Σ
2
1∆W2⊕Σ5

0Σ
2
1∆W2⊕

Σ3
1∆W2⊕Σ4

0Σ
3
1∆W2⊕Σ4

1∆W2⊕Σ0Σ
4
1∆W2⊕Σ3

0Σ
4
1∆W2⊕Σ2

0Σ
5
1∆W2⊕

Σ0Σ
6
1∆W2 ⊕ Σ7

1∆W2 ⊕ Σ3
0∆W3 ⊕ Σ5

0∆W3 ⊕ Σ6
0∆W3 ⊕ Σ2

0Σ1∆W3 ⊕
Σ3

0Σ1∆W3 ⊕ Σ4
0Σ1∆W3 ⊕ Σ5

0Σ1∆W3 ⊕ Σ2
1∆W3 ⊕ Σ0Σ

2
1∆W3 ⊕

Σ3
0Σ

2
1∆W3 ⊕ Σ4

0Σ
2
1∆W3 ⊕ Σ3

1∆W3 ⊕ Σ0Σ
3
1∆W3 ⊕ Σ2

0Σ
3
1∆W3 ⊕

Σ3
0Σ

3
1∆W3⊕Σ0Σ

4
1∆W3⊕Σ2

0Σ
4
1∆W3⊕Σ5

1∆W3⊕Σ0Σ
5
1∆W3⊕Σ6

1∆W3⊕
Σ0∆W4 ⊕ Σ2

0∆W4 ⊕ Σ5
0∆W4 ⊕ Σ1∆W4 ⊕ Σ2

0Σ1∆W4 ⊕ Σ4
0Σ1∆W4 ⊕

Σ2
1∆W4⊕Σ3

0Σ
2
1∆W4⊕Σ3

1∆W4⊕Σ2
0Σ

3
1∆W4⊕Σ0Σ

4
1∆W4⊕Σ5

1∆W4⊕
∆W5 ⊕ Σ2

0∆W5 ⊕ Σ3
0∆W5 ⊕ Σ4

0∆W5 ⊕ Σ2
0Σ1∆W5 ⊕ Σ3

0Σ1∆W5 ⊕
Σ2

1∆W5⊕Σ0Σ
2
1∆W5⊕Σ2

0Σ
2
1∆W5⊕Σ3

1∆W5⊕Σ0Σ
3
1∆W5⊕Σ4

1∆W5⊕
∆W6 ⊕ Σ0∆W6 ⊕ Σ3

0∆W6 ⊕ Σ2
0Σ1∆W6 ⊕ Σ0Σ

2
1∆W6 ⊕ Σ3

1∆W6 ⊕
Σ0∆W7 ⊕ Σ2

0∆W7 ⊕ Σ1∆W7 ⊕ Σ0Σ1∆W7 ⊕ Σ2
1∆W7 ⊕ Σ0∆W8 ⊕

Σ1∆W8 ⊕∆W9
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∆b9 Σ0∆W1 ⊕ Σ2
0∆W1 ⊕ Σ3

0∆W1 ⊕ Σ4
0∆W1 ⊕ Σ5

0∆W1 ⊕ Σ7
0∆W1 ⊕

Σ1∆W1⊕Σ6
0Σ1∆W1⊕Σ2

1∆W1⊕Σ2
0Σ

2
1∆W1⊕Σ3

0Σ
2
1∆W1⊕Σ5

0Σ
2
1∆W1⊕

Σ3
1∆W1⊕Σ4

0Σ
3
1∆W1⊕Σ4

1∆W1⊕Σ0Σ
4
1∆W1⊕Σ3

0Σ
4
1∆W1⊕Σ2

0Σ
5
1∆W1⊕

Σ0Σ
6
1∆W1 ⊕ Σ7

1∆W1 ⊕ Σ3
0∆W2 ⊕ Σ5

0∆W2 ⊕ Σ6
0∆W2 ⊕ Σ2

0Σ1∆W2 ⊕
Σ3

0Σ1∆W2 ⊕ Σ4
0Σ1∆W2 ⊕ Σ5

0Σ1∆W2 ⊕ Σ2
1∆W2 ⊕ Σ0Σ

2
1∆W2 ⊕

Σ3
0Σ

2
1∆W2 ⊕ Σ4

0Σ
2
1∆W2 ⊕ Σ3

1∆W2 ⊕ Σ0Σ
3
1∆W2 ⊕ Σ2

0Σ
3
1∆W2 ⊕

Σ3
0Σ

3
1∆W2⊕Σ0Σ

4
1∆W2⊕Σ2

0Σ
4
1∆W2⊕Σ5

1∆W2⊕Σ0Σ
5
1∆W2⊕Σ6

1∆W2⊕
Σ0∆W3 ⊕ Σ2

0∆W3 ⊕ Σ5
0∆W3 ⊕ Σ1∆W3 ⊕ Σ2

0Σ1∆W3 ⊕ Σ4
0Σ1∆W3 ⊕

Σ2
1∆W3⊕Σ3

0Σ
2
1∆W3⊕Σ3

1∆W3⊕Σ2
0Σ

3
1∆W3⊕Σ0Σ

4
1∆W3⊕Σ5

1∆W3⊕
∆W4 ⊕ Σ2

0∆W4 ⊕ Σ3
0∆W4 ⊕ Σ4

0∆W4 ⊕ Σ2
0Σ1∆W4 ⊕ Σ3

0Σ1∆W4 ⊕
Σ2

1∆W4⊕Σ0Σ
2
1∆W4⊕Σ2

0Σ
2
1∆W4⊕Σ3

1∆W4⊕Σ0Σ
3
1∆W4⊕Σ4

1∆W4⊕
∆W5 ⊕ Σ0∆W5 ⊕ Σ3

0∆W5 ⊕ Σ2
0Σ1∆W5 ⊕ Σ0Σ

2
1∆W5 ⊕ Σ3

1∆W5 ⊕
Σ0∆W6 ⊕ Σ2

0∆W6 ⊕ Σ1∆W6 ⊕ Σ0Σ1∆W6 ⊕ Σ2
1∆W6 ⊕ Σ0∆W7 ⊕

Σ1∆W7 ⊕∆W8

∆c9 Σ3
0∆W1⊕Σ5

0∆W1⊕Σ6
0∆W1⊕Σ2

0Σ1∆W1⊕Σ3
0Σ1∆W1⊕Σ4

0Σ1∆W1⊕
Σ5

0Σ1∆W1⊕Σ2
1∆W1⊕Σ0Σ

2
1∆W1⊕Σ3

0Σ
2
1∆W1⊕Σ4

0Σ
2
1∆W1⊕Σ3

1∆W1⊕
Σ0Σ

3
1∆W1 ⊕ Σ2

0Σ
3
1∆W1 ⊕ Σ3

0Σ
3
1∆W1 ⊕ Σ0Σ

4
1∆W1 ⊕ Σ2

0Σ
4
1∆W1 ⊕

Σ5
1∆W1 ⊕ Σ0Σ

5
1∆W1 ⊕ Σ6

1∆W1 ⊕ Σ0∆W2 ⊕ Σ2
0∆W2 ⊕ Σ5

0∆W2 ⊕
Σ1∆W2⊕Σ2

0Σ1∆W2⊕Σ4
0Σ1∆W2⊕Σ2

1∆W2⊕Σ3
0Σ

2
1∆W2⊕Σ3

1∆W2⊕
Σ2

0Σ
3
1∆W2 ⊕ Σ0Σ

4
1∆W2 ⊕ Σ5

1∆W2 ⊕ ∆W3 ⊕ Σ2
0∆W3 ⊕ Σ3

0∆W3 ⊕
Σ4

0∆W3⊕Σ2
0Σ1∆W3⊕Σ3

0Σ1∆W3⊕Σ2
1∆W3⊕Σ0Σ

2
1∆W3⊕Σ2

0Σ
2
1∆W3⊕

Σ3
1∆W3 ⊕ Σ0Σ

3
1∆W3 ⊕ Σ4

1∆W3 ⊕ ∆W4 ⊕ Σ0∆W4 ⊕ Σ3
0∆W4 ⊕

Σ2
0Σ1∆W4 ⊕ Σ0Σ

2
1∆W4 ⊕ Σ3

1∆W4 ⊕ Σ0∆W5 ⊕ Σ2
0∆W5 ⊕ Σ1∆W5 ⊕

Σ0Σ1∆W5 ⊕ Σ2
1∆W5 ⊕ Σ0∆W6 ⊕ Σ1∆W6 ⊕∆W7

∆d9 Σ0∆W1 ⊕ Σ2
0∆W1 ⊕ Σ5

0∆W1 ⊕ Σ1∆W1 ⊕ Σ2
0Σ1∆W1 ⊕ Σ4

0Σ1∆W1 ⊕
Σ2

1∆W1⊕Σ3
0Σ

2
1∆W1⊕Σ3

1∆W1⊕Σ2
0Σ

3
1∆W1⊕Σ0Σ

4
1∆W1⊕Σ5

1∆W1⊕
∆W2 ⊕ Σ2

0∆W2 ⊕ Σ3
0∆W2 ⊕ Σ4

0∆W2 ⊕ Σ2
0Σ1∆W2 ⊕ Σ3

0Σ1∆W2 ⊕
Σ2

1∆W2⊕Σ0Σ
2
1∆W2⊕Σ2

0Σ
2
1∆W2⊕Σ3

1∆W2⊕Σ0Σ
3
1∆W2⊕Σ4

1∆W2⊕
∆W3 ⊕ Σ0∆W3 ⊕ Σ3

0∆W3 ⊕ Σ2
0Σ1∆W3 ⊕ Σ0Σ

2
1∆W3 ⊕ Σ3

1∆W3 ⊕
Σ0∆W4 ⊕ Σ2

0∆W4 ⊕ Σ1∆W4 ⊕ Σ0Σ1∆W4 ⊕ Σ2
1∆W4 ⊕ Σ0∆W5 ⊕

Σ1∆W5 ⊕∆W6

∆e9 ∆W1⊕Σ2
0∆W1⊕Σ4

0∆W1⊕Σ2
0Σ

2
1∆W1⊕Σ6

1∆W1⊕Σ8
1∆W1⊕∆W2⊕

Σ2
0∆W2 ⊕ Σ3

0∆W2 ⊕ Σ1∆W2 ⊕ Σ0Σ
2
1∆W2 ⊕ Σ3

1∆W2 ⊕ Σ4
1∆W2 ⊕

Σ5
1∆W2⊕Σ6

1∆W2⊕Σ7
1∆W2⊕Σ2

0∆W3⊕Σ2
1∆W3⊕Σ6

1∆W3⊕∆W4⊕
Σ0∆W4 ⊕ Σ4

1∆W4 ⊕ Σ5
1∆W4 ⊕∆W5 ⊕ Σ2

1∆W5 ⊕ Σ4
1∆W5 ⊕∆W6 ⊕

Σ1∆W6 ⊕ Σ2
1∆W6 ⊕ Σ3

1∆W6 ⊕ Σ2
1∆W7 ⊕∆W8 ⊕ Σ1∆W8 ⊕∆W9

∆f9 ∆W1⊕Σ2
0∆W1⊕Σ3

0∆W1⊕Σ1∆W1⊕Σ0Σ
2
1∆W1⊕Σ3

1∆W1⊕Σ4
1∆W1⊕

Σ5
1∆W1⊕Σ6

1∆W1⊕Σ7
1∆W1⊕Σ2

0∆W2⊕Σ2
1∆W2⊕Σ6

1∆W2⊕∆W3⊕
Σ0∆W3 ⊕ Σ4

1∆W3 ⊕ Σ5
1∆W3 ⊕∆W4 ⊕ Σ2

1∆W4 ⊕ Σ4
1∆W4 ⊕∆W5 ⊕

Σ1∆W5 ⊕ Σ2
1∆W5 ⊕ Σ3

1∆W5 ⊕ Σ2
1∆W6 ⊕∆W7 ⊕ Σ1∆W7 ⊕∆W8

∆g9 Σ2
0∆W1⊕Σ2

1∆W1⊕Σ6
1∆W1⊕∆W2⊕Σ0∆W2⊕Σ4

1∆W2⊕Σ5
1∆W2⊕

∆W3 ⊕ Σ2
1∆W3 ⊕ Σ4

1∆W3 ⊕∆W4 ⊕ Σ1∆W4 ⊕ Σ2
1∆W4 ⊕ Σ3

1∆W4 ⊕
Σ2

1∆W5 ⊕∆W6 ⊕ Σ1∆W6 ⊕∆W7

∆h9 ∆W1 ⊕ Σ0∆W1 ⊕ Σ4
1∆W1 ⊕ Σ5

1∆W1 ⊕∆W2 ⊕ Σ2
1∆W2 ⊕ Σ4

1∆W2 ⊕
∆W3⊕Σ1∆W3⊕Σ2

1∆W3⊕Σ3
1∆W3⊕Σ2

1∆W4⊕∆W5⊕Σ1∆W5⊕∆W6
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Rounds 1 to 4: Using the method described earlier, we can obtain

∆W9 = Σ2
0∆W1 ⊕ Σ3

0∆W1 ⊕ Σ4
0∆W1 ⊕ Σ2

0Σ1∆W1 ⊕ Σ3
0Σ1∆W1 ⊕ Σ0Σ

2
1∆W1

⊕Σ2
0Σ

2
1∆W1 ⊕ Σ3

1∆W1 ⊕ Σ0Σ
3
1∆W1 ⊕ Σ0∆W2 ⊕ Σ3

0∆W2 ⊕ Σ1∆W2

⊕Σ2
0Σ1∆W2 ⊕ Σ2

1∆W2 ⊕ Σ0Σ
2
1∆W2 ⊕ Σ0∆W3 ⊕ Σ2

0∆W3 ⊕ Σ1∆W3

⊕Σ0Σ1∆W3 ⊕∆W4 ⊕ Σ0∆W4 (2.5.10)

∆W8 = Σ0∆W1 ⊕ Σ3
0∆W1 ⊕ Σ1∆W1 ⊕ Σ2

0Σ1∆W1 ⊕ Σ2
1∆W1 ⊕ Σ0Σ

2
1∆W1

⊕Σ0∆W2 ⊕ Σ2
0∆W2 ⊕ Σ1∆W2 ⊕ Σ0Σ1∆W2 ⊕∆W3 ⊕

Σ0∆W3 (2.5.11)

∆W7 = ∆W1 ⊕ Σ0∆W1 ⊕ Σ2
0∆W1 ⊕ Σ1∆W1 ⊕ Σ0Σ1∆W1 ⊕ Σ2

1∆W1

⊕Σ4
1∆W1 ⊕ Σ0∆W2 ⊕ Σ1∆W2 ⊕ Σ2

1∆W2 ⊕ Σ3
1∆W2 ⊕ Σ2

1∆W3

⊕∆W4 ⊕ Σ1∆W4 ⊕∆W5 (2.5.12)

∆W6 = ∆W1 ⊕ Σ0∆W1 ⊕ Σ4
1∆W1 ⊕ Σ5

1∆W1 ⊕∆W2 ⊕ Σ2
1∆W2 ⊕ Σ4

1∆W2

⊕∆W3 ⊕ Σ1∆W3 ⊕ Σ2
1∆W3 ⊕ Σ3

1∆W3 ⊕ Σ2
1∆W4 ⊕∆W5 ⊕

Σ1∆W5 (2.5.13)

Now in the expression for ∆d9, we do not have any ∆Wi with coefficient
“1”. Therefore, we let the sum of all the terms which do not have Σ0 in their
coefficients be Σ0X. This substitution results in

∆W5 = Σ0X ⊕∆W1 ⊕ Σ1∆W1 ⊕ Σ2
1∆W1 ⊕ Σ3

1∆W1 ⊕ Σ4
1∆W1 ⊕ Σ3

1∆W2

⊕Σ1∆W3 ⊕ Σ2
1∆W3 ⊕ Σ1∆W4 (2.5.14)

where X is a variable whose value is not yet known.
Substituting this expression for ∆W5 in ∆d9 = 0, we still get an equation

in which none of the variables has a coefficient of Σ0 only. To get such a
variable, we sum all the terms which have no Σ0 coefficient and equate this to
Σ0Y , where Y is another variable. This results in the following substitution

∆W4 = Σ0Y ⊕X⊕∆W1⊕Σ1∆W1⊕Σ2
1∆W1⊕Σ3

1∆W1⊕Σ2
1∆W2⊕∆W3⊕Σ1∆W3

(2.5.15)

Now we need to solve ∆d9 = 0. Still the form of this equation is

∆d9 = Σ5
0∆W1 ⊕ Σ4

0Σ1∆W1 ⊕ Σ2
0Σ

2
1∆W1 ⊕ Σ3

0Σ
2
1∆W1 ⊕ Σ2

0∆W2 ⊕ Σ3
0∆W2 ⊕

Σ4
0∆W2 ⊕ Σ2

0Σ1∆W2 ⊕ Σ3
0Σ1∆W2 ⊕ Σ2

0∆W3 ⊕ Σ3
0∆W3 ⊕ Σ2

0Y ⊕

Σ3
0Y (2.5.16)

In this expression for ∆d9, we note that the coefficient of ∆W3 is Σ2
0(1+Σ0).

To solve for ∆W3 we try to generate the same coefficient in other terms too.
This can be done if we substitute

∆W2 = Σ0∆W1 ⊕ c1∆W1 ⊕ (1⊕ Σ0)Z (2.5.17)
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where Z is another variable unknown as of now. With these substitutions,
∆d9 = 0 gives

∆W3 = Σ0∆W1 ⊕ Σ1∆W1 ⊕ Σ0Σ1∆W1 ⊕ Y ⊕ Z ⊕ Σ2
0Z (2.5.18)

Now solving for ∆c9 = 0,∆b9 = 0 and ∆a9 = 0 with these values of
∆W9 . . . ∆W3 substituted, we get

Z = 0 (2.5.19)

Y = 0 (2.5.20)

X = 0 (2.5.21)

Taking ∆W1 to be x and then back substituting all the variables results
in the solution

(∆W1, . . . ,∆W9) = (x,Σ0(x)⊕ Σ1(x), Σ0(x)⊕ Σ1(x)⊕ Σ0(Σ1(x)),

x⊕ Σ0(x), x,Σ0(x)⊕ Σ1(x), x, 0, x).

2.6 Results

The detailed differential paths for the cases of Table 2.3 are shown in Ta-
ble 2.7. The differential paths for the cases in Table 2.4 are shown in Ta-
bles 2.9, A.1, A.2 and A.3. Table 2.9 is provided in this chapter and the
other three tables are given in Section A.1 in the Appendix.

2.6.1 Probability of Linear DP

A linear DP holds with probability one for the linearized version of the round
function. However, when we move to the actual round function, then it holds
with lower probability which in some cases may even be zero. If the differ-
ential path holds with probability zero for the actual round function, then
we call it to be an impossible differential path. Such impossible differential
paths arise due to the conflicting conditions in the approximations of the
constituent functions by linear functions. Later we will show examples of
such differential paths including one obtained from the Gilbert-Handschuh
local collision.

We next describe how we computed the probability for a differential path.
This computation is based on the following three points.

1. If a and b be two words which differ in one bit position and x be a
random word, then a + x and b + x also differ in one bit position with
probability one if the differing bit is the most significant bit, else with
probability half. (This was also mentioned in [22].)
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2. We also assume that if a and b differ in k different bit positions none
of which is the most significant bit, then a + x and b + x differ in these
k positions, and at no other position, with probability 1/2k. If one of
the bit positions where a and b differ is the most significant bit, then
this probability is 1/2k−1.

See Proposition 2.6.1 below for proof of this assumption2.

3. Table 2.1 is used to determine the differential probabilities for the ap-
proximations of fIF and fMAJ .

Since the XOR and additive differences coincide for the most significant bit,
to achieve higher probability, it is advantageous to ensure that many bits in
the differential path are MSBs. Based on this observation, we choose x = 231

for SHA-256 and x = 263 for SHA-512 in Table 2.7 and compute the resulting
probabilities. An example of illustration of probability calculations is given
in Section 2.6.2 next.

Proposition 2.6.1. If a and b differ in k different bit positions none of which
is the most significant bit, then a+x and b+x differ in these k positions, and
at no other position, with probability 1/2k. If one of the bit positions where
a and b differ is the most significant bit, then this probability is 1/2k−1.

Proof. In this proof, we denote the ith bit of any binary string y by yi where
the index i is zero for the least significant bit of y.

Note that the required probability is over all random choices of x. Hence
we take x to be a uniform random n-bit string and let x0, x1, ..., xn−1 be
uniform and independent bits of x. We can write x = xn−1xn−2 . . . x1x0

where xn−1 is the MSB and x0 is the LSB.
Let a and b be n-bit strings differing at k positions indexed by i1, i2, . . . ,

ik, and let i1 < i2 < . . . < ik. Let (a + x) = d and let c be the carry-vector
for the addition a+x. We define the ith bit of c to be carry into the addition
of a and x at the ith bit, and define c0 = 0. The addition of a and x is shown
in Figure 2.1. Clearly, ci depends on x0, x1, . . . , xi−1 and is independent of
xi. Also, di = ai ⊕ xi ⊕ ci.

Similarly, define the addition (b + x) = e. Also define the event E as
follows.

E :

{
dj 6= ej for j = i1, i2, . . . , ik;
dj = ej otherwise.

(2.6.1)

Consider the situation xi1 = ci1 . Since a and b are different at this bit
position and equal at positions j < i1, the carry vector for the addition
(b + x) will be same as that for (a + x) till the position i1. Now since

2We thank an anonymous reviewer of the thesis for the suggestion of providing the
proof of this assumption.
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Figure 2.1: Addition of bit-strings a and x.

ai1 6= bi1 , xi1 = ci1 and aj = bj for i1 < j < i2, the result of the two
additions (a + x) and (b + x) will both have the same carry vectors for all
positions j such that i1 < j < i2. With this insight, we define the events Ej

as Ej : (xj = cj) for j = i1, i2, . . . ik. Since xij is a uniformly distributed bit
which is independent of cij and of all the previous xi’s; and Eij is the event
(xij = cij), we get that Pr[Eij |(Ei1 ∧ . . .∧Eij−1

)] = Pr[Eij ]. Finally, we note
that the required event E can be expressed in terms of these events Ej’s as
E = Ei1 ∧ Ei2 ∧ . . . ∧ Eik .

Hence the required probability can be computed as follows.

Pr[E] = Pr[Ei1 ∧ Ei2 ∧ . . . ∧ Eik ]

= Pr[Ei1 ]× Pr[Ei2 |Ei1 ]× . . .× Pr[Eik |(Ei1 ∧ Ei2 ∧ Eik−1
)]

= Pr[Ei1 ]× Pr[Ei2 ]× . . .× Pr[Eik ]

(See the discussion above.)

=
1

2
×

1

2
× . . .×

1

2
︸ ︷︷ ︸

k terms

=
1

2k
.

In case one of the bits where a and b differ is the MSB then the words
a + x and b + x will necessarily differ at the MSB and the carry out of the
MSB, if any, does not affect the outcome of the required event. Therefore
the required probability will not have a factor of 1

2
contributed by the carry

out of the MSB. Hence, in this case the required probability will be 1
2k−1 .

This completes the proof of the proposition.

We also verified this assumption computationally by repeatedly choosing
random values of a and b and taking all possible 32-bit words x to compute
a + x and b + x. The computed values of the required probability match
exactly with those predicted from the proposition.
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2.6.2 Illustration of Probability Calculation

First we calculate the probability for Round 2, Case 1 of Table 2.9. For this
round the fMAJ function’s inputs are registers a1, b1 and c1. Differential value
of the three registers is (1,0,0). From Table 2.1, we know that the probability
that fMAJ will behave as its first argument, is 1

2
. The fIF function takes as

inputs the registers e1, f1 and g1 in this round. The second and the third
inputs to fIF have zero differences while the first input has a 1-bit difference.
In this table, fIF is being approximated by the middle argument and therefore
the desired output difference from fIF is 0. This is the case (1,0,0) of Table
2.1 for the fIF function and in this case it will not propagate the difference
with probability 1

2
.

In computing ∆a2, there are 6 bits Σ0(a1)⊕ Σ1(e1) to be cancelled with
the input 6-bit message word difference. The probability for this to happen
is 1

26 . For calculating ∆e2, there are 3 bits in Σ1(e1) to be cancelled with the
input message word difference and 3 bits Σ0(x) to be propagated into ∆e2

from input. The cancellation part’s probability has already been taken care of
while considering cancellation of difference in register a2, and the propagation
part’s probability is 1

23 . The combined probability due to approximations in
a2 and e2 calculations is 1

26 ×
1
23 . Thus, the probability for the differential

path to hold for this round is 1
2
× 1

2
× 1

26 ×
1
23 = 1

211 . Probabilities for other
rounds can be computed similarly.

Table 2.5 shows the calculation of probabilities for Case 1 of Table 2.9.
In this table, pi

1 (resp. pi
2) is the probability for fMAJ (resp. fIF ) to behave

as its first (resp. second) argument in round i given that the differential
path holds for the (i − 1)th round. In the same way, pi

3 is the probability
for differences in registers ai and ei to follow the differential path given that
fMAJ and fIF behave correctly in this round; and the previous rounds follow
the differential path. The last column in this table is the product of previous
3 column entries and it is the probability for this round given that all the
previous rounds follow the differential path.

Let Ai denote the event that the differential path holds for round i given
that it already holds up to round i− 1. Then Pr[A1] is the value of column
‘Pr’ in row 1 of Table 2.5. Now we consider Pr[A2] and as discussed above,
probability of A2 given that A1 holds is that the value of column ‘Pr’ in row
2 of Table 2.5. Therefore, Pr[A1 ∧ A2] = Pr[A1] × Pr[A2|A1].

In the same way, the probability for the differential path to hold till the
9 rounds is given by:

Pr[Diff Path holds] = Pr[A1 ∧ A2 ∧ . . . ∧ A9]

= Pr[A1]× Pr[A2|A1]× . . . × Pr[A9|(A1 ∧ A2 . . . ∧ A8)].

The value in the probability column for the ith row in Table 2.5 is equal to
Pr[Ai|(A1 ∧A2 ∧ . . . ∧Ai−1)]. Thus, the probability for Case 1 of Table 2.9
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Table 2.5: Probability calculations for Case 1 of Table 2.9.

Round i pi
1 pi

2 pi
3 Pr.

1 1 1 1 × 1 1
2 1

2
1
2

1
26 ×

1
23

1
211

3 1
2

1
24

1
212 × 1 1

217

4 1
2

1
23

1
23 × 1 1

27

5 1 1
24 1× 1 1

24

6 1 1
2

1
26 × 1 1

27

7 1 1
2

1× 1 1
2

8 1 1
2

1× 1 1
2

9 1 1 1× 1 1
Total probability = 1

248

is 1
248 . The probabilities for other differential paths have been computed

similarly.

2.6.3 Comments on the Local Collisions Presented

From Tables 2.9, A.1, A.2 and A.3, it is interesting to note that all approxi-
mations of fMAJ by the same linear function have the same differential path.
The weight of the differential path increases with the increase in the number
of variables in the linear approximation of fMAJ .

The GH local collision (Case A) has the highest probability. It is, however,
not necessarily the best possible local collision. This is due to the fact that
it has two conflicting conditions and may result in an impossible differential
path. We illustrate this point using the conflicting condition for fIF . A
12-round impossible differential path for the GH local collision is shown in
Table 2.8. This is obtained by interleaving two GH local collisions with the
second one starting at the fourth round of the first one. In terms of the
Chabaud-Joux [5] type disturbance vector, the 12-round differential path is
given by the vector 1001. Here, ∆e6 = 0, ∆f6 = x ⊕ Σ0(x) and ∆g6 = x.
This shows that whatever be the value of x, there will be one bit position
where the differential input to fIF is (0, 1, 1). From Table 2.1 we have ∆fIF

to be 1 with probability 1, whereas the approximation of fIF by l = 0 will
have ∆l = 0. This shows that although the differential path is valid for the
linearized version with fIF approximated by l = 0, it fails for the actual
round function.

As mentioned earlier, the issue of impossible differential paths was also
observed in [34]. They developed techniques for circumventing such impos-
sible paths in their collision search attacks on reduced round SHA-2. On
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Table 2.6: Summary of different properties of the local collisions. Wt(DP) provides
the weight of the differential path; Wt(MD) provides the weight of the message
difference; Pr. provides the probability of the differential path; and NIC provides
the number of conflicting conditions. The cases are from Table 2.3 and 2.4. Case
A is the GH local collision, rest are new local collisions.

Case A B C D E 1 2 3 4 5 6

Wt(DP) 24 24 24 24 24 28 28 28 28 28 28

Wt(MD) 24 29 29 34 34 35 33 35 35 29 35

Pr. 1
242

1
245

1
245

1
248

1
248

1
248

1
248

1
251

1
251

1
249

1
249

NIC 2 1 1 1 1 0 0 0 0 0 0

Case 7 8 9 10 11 12 13 14 15 16

Wt(DP) 28 28 28 28 28 28 36 36 36 36

Wt(MD) 35 37 35 31 37 35 37 37 43 41

Pr. 1
252

1
252

1
248

1
248

1
251

1
251

1
254

1
254

1
257

1
257

NIC 0 0 0 0 0 0 0 0 0 0

the other hand, if we use a local collision such as Case 1, then there are
no conflicting conditions. Consequently, no circumvention techniques will be
required in collision search attacks. The probability of this local collision is
a little lower than the GH local collision, but this is offset by the absence
of conflicting conditions. This issue will be discussed in detail in the next
chapter.

2.7 Conclusions

In this chapter, we have made a systematic study of the local collisions for
the SHA-2 family of hash functions. Conflicting conditions have been iden-
tified in the various approximations of the constituent Boolean functions. In
particular, we have shown that the previous local collision by Gilbert and
Handschuh [22] has one conflicting condition each in the approximation of
fIF and fMAJ . We have presented 16 new local collisions with no conflict-
ing conditions though the probabilities are a little lower than the GH local
collision. A summary of various features of the different local collisions are
given in Table 2.6.

In this chapter, we have not considered the issue of message expansion.
Combining message expansion with the new local collisions to obtain (re-
duced round) collisions for the SHA-2 family is discussed in the next chapter.
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Chapter 3

Using Linearized Local
Collisions in Attacking
Reduced Round SHA-256

3.1 Introduction

In the last chapter we made a systematic study of linearized local collisions
for the SHA-2 family. In this chapter, we utilize the local collisions discussed
earlier.

We make two contributions in this work. First we construct a 18-round
colliding DP using one of the new local collisions from the previous chapter.
Then we describe message modification techniques to find messages following
this DP. Using these techniques, we provide an algorithm to generate pairs
of messages which collide for the actual SHA-256 reduced to 18 rounds. Our
second contribution is to present DPs for 19 to 23 rounds of SHA-256. In
obtaining these DPs, we use coding theoretic methods in a novel way.

Using linearized local collisions, there were no colliding DPs known for
SHA-256 beyond 18-rounds. Previously known best DP was for near collision
for 19-round SHA-256 and it used 23 local collisions. In contrast, our 19-
round DP uses only 15 local collisions and is an exact collision path. All the
15 local collisions start in the same word and therefore this DP can also be
seen as consisting of a single local collision with the starting word difference
having a weight of 15 bits. In addition there are no conflicting conditions
caused by the fIF and fMAJ functions for the DPs reported here. Therefore
the search for actual colliding message pairs following these paths can be
much easier.

We also show that neutral bit technique may not be of much help in find-
ing actual colliding pair of messages for SHA-256 while message modification
methods seem to hold much more promise.
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3.2 Linearized Local Collisions in SHA-256

Linearized local collisions were studied in the previous chapter. We use two
of these local collisions in the present work. The first is due to Gilbert and
Handschuh [22] and the second is one of the 16 new local collisions from the
last chapter. From among the 16, we choose the 5th local collision (Case 5
in Table A.1) because of the following two reasons :

1. It is one of the 4 for which obtaining an 18-round collision is easier
than the other 12 (the others being 7th, 14th and 16th). This issue is
explained a little later.

2. It has the highest probability among these 4.

We call the two local collisions the GH local collision and the SS5 local
collision respectively. The other three local collisions are denoted by SS7,
SS14 and SS16.

As already studied, the following approximations were used in these local
collisions:

1. Operator + is approximated by ⊕.

2. In GH, fIF and fMAJ are approximated by zero function.

3. In SS5, fIF and fMAJ are approximated by their middle arguments.

All the local collisions mentioned above are:

• GH : {x, Σ0(x)⊕ Σ1(x), Σ0(Σ1(x)), 0, x, Σ0(x)⊕ Σ1(x), 0, 0, x}

• SS5 : {x, Σ0(x) ⊕ Σ1(x), Σ0(Σ1(x)), Σ0(x) ⊕ Σ1(x), 0, Σ0(x) ⊕ Σ1(x), 0,
0, x}

• SS7 : {x, x ⊕ Σ0(x) ⊕ Σ1(x), Σ0(x)⊕ Σ0(Σ1(x)), x ⊕ Σ0(x) ⊕ Σ1(x), 0,
x⊕ Σ0(x)⊕ Σ1(x), 0, 0, x}

• SS14 : {x, x⊕Σ0(x)⊕Σ1(x), x⊕Σ1(x)⊕ Σ0(Σ1(x)), Σ1(x), Σ0(x)⊕Σ1(x),
Σ0(x)⊕ Σ1(x), 0, 0, x}

• SS16 : {x, Σ0(x)⊕Σ1(x), Σ0(x)⊕Σ1(x)⊕ Σ0(Σ1(x)), x⊕Σ1(x), x⊕Σ0(x)⊕
Σ1(x), x⊕ Σ0(x)⊕ Σ1(x), 0, 0, x}

For differential paths, along with the message word differences, corresponding
to these local collisions, refer to Tables A.1, A.2 and A.3. Note that in all the
above local collisions, once a starting message difference x is chosen, next 8
words must have the difference in accordance with the chosen local collision.
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Figure 3.1: Extending a single local collision to 18 rounds.

Step 1Step 2
Step 0
Step 3

Step 11Step 12
Step 15Step 16Step 17

W16 = σ1(W14) + W9 + σ0(W1) + W0

W17 = σ1(W15) + W10 + σ0(W2) + W1

3.3 Attacking 18-Round SHA-256

The essential idea of obtaining an 18-round collision is shown in Figure 3.1.
The goal is to have a single local collision within the first sixteen free words
and then ensure that the first two expanded message words W16 and W17 do
not have any differences. Such an idea has already been used in [34]. We
describe this for clarity of exposition.

First of all, note that any local collision under consideration spans 9
rounds and the message expansion of SHA-256 does not play any role in the
first 16 rounds. Therefore if a local collision spans from Round i to Round
(i + 8), and if we take ∆W0 = ∆W1 = . . . = ∆Wi−1 = ∆Wi+9 = ∆Wi+10 =
. . . = ∆W15 = 0, we get a differential path for 16-round collision for SHA-256.

The issue of message expansion is not considered in obtaining the 16-
round colliding differential path described above. Next we tackle two rounds
of the message expansion.

Message expansion rule for W16 and W17 are given by :

W16 = σ1(W14) + W9 + σ0(W1) + W0 (3.3.1)

W17 = σ1(W15) + W10 + σ0(W2) + W1 (3.3.2)

Let a local collision L start at Round 3 and hence end at Round 11. This
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Table 3.1: 18-round linear DP for SHA-256. Only 1 SS5 local collision is used to
build this path.

Round i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0-2 0 0 0 0 0 0 0 0 0

3 80000000 80000000 0 0 0 80000000 0 0 0

4 22140240 0 80000000 0 0 20040200 80000000 0 0

5 42851098 0 0 80000000 0 80000000 20040200 80000000 0

6 22140240 0 0 0 80000000 0 80000000 20040200 80000000

7 0 0 0 0 0 80000000 0 80000000 20040200

8 22140240 0 0 0 0 0 80000000 0 80000000

9 0 0 0 0 0 0 0 80000000 0

10 0 0 0 0 0 0 0 0 80000000

11 80000000 0 0 0 0 0 0 0 0

12-17 0 0 0 0 0 0 0 0 0

local collision defines the 9 word differences ∆W3, ∆W4, . . . ∆W11. The first
round of the local collision corresponds to ∆W3 and the 9th round corresponds
to ∆W11. Taking the differentials of all the message words outside the span
of the local collision to be zero, the differential path for L will have ∆W0 =
∆W1 = ∆W2 = ∆W12 = ∆W13 = ∆W14 = ∆W15 = 0.

Note that ∆Wi = 0 means that Wi = W ′
i . Since ∆W0 = ∆W1 = ∆W14 =

0 for L, from (3.3.1), W16 and W ′
16 may be different only due to the differences

in W9 and W ′
9.

∆W9 corresponds to the 7th round word difference for L. If L is chosen
such that its 7th round word difference is zero, then W9 = W ′

9. Therefore
even after the message expansion recursion is used, we will have W16 = W ′

16.
This results in a 17-round colliding differential path for SHA-256.

Similarly, if the 8th message word difference for L is zero, then by (3.3.2),
W17 = W ′

17. This results in a 18-round colliding differential path for SHA-256.
Both the 17 and the 18-round DPs discussed above use just one local

collision. To increase the probability of this DP for the case of real SHA-256,
we can take starting messages differing in only 1 bit.

All the local collisions listed in the previous section have the 7th and the
8th message word differences zero. Therefore any one of them can be used to
obtain 18-round colliding differential path for SHA-256 easily. We list one
of these differential paths in Table 3.1. This 18-round colliding DP is also a
17-round colliding DP for SHA-256.

3.4 Message Modification Techniques

We have used XOR differences for registers and message words in the differ-
ential path for reduced round SHA-256. The differential path in Table 3.1 is
obtained by using linearized SHA-256. However our aim is to obtain a pair
of messages which follows this differential path for real SHA-256. The prob-
ability for this to happen for random messages is 2−49 for 18-round SHA-256
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(Refer to Case 5 of Table A.1 for the probability estimate). If the message-
pair satisfies certain conditions then the probability of the differential path
can be increased significantly. We list conditions on the registers and the mes-
sage words which help in finding messages following the 18-round differential
path shown in Table 3.1 when actual SHA-256 is used. These conditions
try to ensure that the functions fIF and fMAJ both behave like their middle
arguments, and that + behaves like ⊕. These conditions are shown in Ta-
ble 3.2. Sufficient conditions for 9-round SHA-256 collision have also been
given in [25], Table 3. We next highlight the advantages of our conditions
with those in [25].

1. The conditions in [25] are for only 9-round collision in SHA-256. Our
conditions are for 18-round collision in SHA-256.

2. The GH local collision is used in [25] whereas we use the SS5 local
collision. We also provide complete details on the derivation of the
conditions required for the SS5 local collision. It is possible to use
the method described in this work to derive conditions for 18-round
SHA-256 collisions using any other LC.

3. In [25], the conditions are claimed to be “sufficient” but it is not clear
if satisfying them will immediately lead to a collision. The conditions
that we identify are not claimed to be sufficient. We only note that
satisfying them will increase the probability of finding colliding message
pairs.

3.4.1 Explanation of Conditions in Table 3.2

∆Wk = 0 for rounds k=0, 1 and 2 and hence there are no restrictions due
to these rounds. In Round 3, although ∆W3 6= 0, the difference is only in
the most significant bit. The + and ⊕ behave the same with probability 1
for a difference in MSB, so even Round 3 does not impose any restrictions.
Hence conditions are needed to tackle the proper differential behavior for the
message pair only from Round 4 onwards.

Conditions Due to fMAJ and fIF : In Round 4, fMAJ has inputs a3, b3

and c3 with ∆a3 = 0x80000000. In SS5 local collision fMAJ is approximated
by its middle argument, which will happen if b31

3 = c31
3 . Similarly the fIF

function having arguments e3, f3 and g3 will behave like its middle argument
if f 31

3 = g31
3 .
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Conditions Due to Register a4 : Once the two boolean functions are
approximated by their middle arguments, register a4 is evaluated for both
the messages as follows :

a4 = Σ0(a3) + b3 + Σ1(e3) + f3 + h3 + K4 + W4 and

a′
4 = Σ0(a

′
3) + b′3 + Σ1(e

′
3) + f ′

3 + h′
3 + K4 + W ′

4

Registers a3 and a′
3 (resp. e3 and e′3) differ in their MSB, and the operator

Σ0 (resp. Σ1) expands this difference to 3 bit positions 6, 20 and 25 (resp.
9, 18 and 29). The word difference ∆W4 at this round has been chosen to
differ in these 6 bit positions (namely 6, 20, 25, 9, 18 and 29) with the aim
of cancelling these differences.

The cancellation will happen as desired if :

1. The difference of words W4 and W ′
4 is opposite to the difference in

words Σ0(a3) and Σ0(a
′
3) on bit positions 9, 18 and 29. For example,

if (Σ0(a3))
i = 1 and (Σ0(a

′
3))

i = 0, then we would like (W4)
i = 0 and

(W ′
4)

i = 1 so that W4 +Σ0(a3) and W ′
4 +Σ0(a

′
3) are equal at the ith bit

position; i = 9, 18 and 29.

2. Similarly, (W4)
i and (W ′

4)
i have difference opposite to the difference in

(Σ1(e3))
i and (Σ1(e

′
3))

i at bit positions i = 6, 20 and 25.

All the 6 bit differences will be cancelled if the conditions shown in Ta-
ble 3.2, Round 4, column ak are met. Note that this is not a necessary way of
cancelling the differences, other possibilities exist when the sum of the terms
in a4 and a′

4 may behave as desired. In particular, we do not use bit carries
in addition modulo 232 to cancel these type of differences like Wang et. al
do for SHA-1 [65]. We use XOR differences only, unlike [65] where modular
differences are used.

Conditions due to register e4 : Having cancelled the 6 bit differences
to obtain ∆(a4) = 0, it can be seen that 3 bits from ∆(W4) will certainly
propagate into ∆(e4) because there is no Σ0 term in calculating e4 and e′4.
If the differential path is to be followed, then these 3 differing bits in W4

and W ′
4 should not carry forward to other positions. Carry propagation to

other bits will cause problems in adjusting the register differences in next
rounds since any single bit difference in a or e register is expanded into 3 bit
differences by the operators Σ0 and Σ1. We have chosen the word differences
in next rounds considering these positions by following the L-characteristics.
It is possible to allow some bit carries here but it seems that it will only
reduce the probability of the differential path.



Chapter 3: Linearized Reduced Round SHA-256 Attack 58

To complete the analysis of Round 4, we finally look at the difference
∆(e4). The registers e4 and e′4 are computed as follows:

e4 = d3 + Σ1(e3) + fIF (e3, f3, g3) + h3 + K4 + W4,

and e′4 = d′
3 + Σ1(e

′
3) + fIF (e′3, f

′
3, g

′
3) + h′

3 + K4 + W ′
4.

In these two computations, bits 6, 20 and 25 corresponding to Σ1 rotations
of the differing bit 31 in e3 have already been taken care of while considering
a4. Bit numbers 9, 18 and 29 are the places where W4 and W ′

4 differ and these
differences are required to be propagated to ∆e4. Since d3 = d′

3, h3 = h′
3 and

fIF (e3, f3, g3) = fIF (e′3, f
′
3, g

′
3);

if we write rest = Σ1(e3) + fIF (e3, f3, g3) + h4 + K4,

then e4 = rest + W4,

and e′4 = rest + W ′
4.

If the ith bit of rest is 0 and there is no carry into the ith bit while addition
with W4 takes place, then the XOR difference W4 ⊕W ′

4 will propagate into
e4⊕e′4 as desired. Alternately, if the ith bit of rest is 1 and there is a carry into
the ith bit while addition with W4 takes place, then too the XOR difference
W4 ⊕W ′

4 will propagate into e4 ⊕ e′4.
Thus, either we would like no carry propagation in e4 and e′4 at bits 6,

20 and 25 if rest is 0 at these bit positions or we would like carry propa-
gation in both these registers if rest is 1 at these bits. We do not have a
deterministic way to ensure this since we do not have complete freedom to
choose the registers and the message words as desired at this stage. However,
the probability of the carries to happen as desired can be increased if we set
other free bits of W4 and W ′

4 according to the following conditions :

1. if rest9 is 0 then W 7
4 = W 8

4 = 0.

2. if rest9 is 1 then W 7
4 = W 8

4 = 1.

3. if rest18 is 0 then W 10
4 = W 11

4 = . . . = W 17
4 = 0.

4. if rest18 is 1 then W 10
4 = W 11

4 = . . . = W 17
4 = 1.

5. if rest29 is 0 then W 26
4 = W 27

4 = W 28
4 = 0.

6. if rest29 is 1 then W 26
4 = W 27

4 = W 28
4 = 1.

In setting these conditions, we have used the bits between 6, 9, 20 and 9, 18
and 29 which are not restricted.

Similarly we have set conditions for other rounds so that the messages
follow the differential path as desired.
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3.4.2 Method to Satisfy Conditions in Table 3.2

First four words in the DP are free and hence we choose them randomly.
Thereafter, many conditions in Table 3.2 are easy to fulfill as they depend
only on word Wk in round k. Some of the conditions on registers can be tack-
led by suitably choosing the word Wk at that round which we can choose as
desired. However, there may be instances when a previously selected message
word causes conflicting condition at a later round. As an example, we may
not get the bit carry conditions for register e4 as described previously. Also
we wish to have e31

6 following a particular pattern at Round 8 whereas this
bit has been set at Round 6 itself. In such contradicting cases, we choose
another message word randomly at the round before the round where the
condition was breaking down. Then we apply message modification tech-
niques from that round onwards and continue the search process for further
rounds. We search incrementally proceeding further only when all the con-
ditions at a round are fulfilled and the differential path is as desired. The
differential path in Table 3.1 holds with probability 2−49, but with the proce-
dure described above, we are able to get a much higher probability. In fact,
Rounds 0 to 7 become very easy to fulfill with the message modification and
we are able to satisfy all the conditions till Round 7 in about a minute on an
ordinary PC. The only difficult conditions are those imposed due to a8. We
could find a colliding message pair following exact differential characteristic
in time varying from about 40 minutes to a couple of hours on an ordinary
PC. Repeatedly running the program we could generate many such pairs.

Tables 3.3 and 3.4 show the message pairs found using the techniques
described previously. Similar method can be used for finding 9-round pseudo
collisions for SHA-256 as well. Since we can already find message pairs
colliding for 18-round SHA-256 with the standard IV, the only utility for
such an exercise would be to see how easy it becomes to find these pseudo
collisions due to the benefits of relaxing the IV conditions. However, we found
that the time required to find a 9-round pseudo collision is only marginally
less than the time required to find an 18-round collision. We give an example
of such a pseudo collision in Table 3.5.

It seems possible to use neutral bits to increase the efficiency of the search
for finding message pairs following the given differential path. We experi-
mented with this idea and found that the gains are not significant. Details
about our experiments with neutral bits are given next.
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Table 3.3: Colliding message pair for 18-round SHA-256 with standard IV. These
two messages follow the differential path given in Table 3.1.

M1 0-3 ccea5c17 53ad1a2d 141db23c b6acfaa8

4-7 5ee7fe4d 53c5b764 2bf20d44 87d63bf6

8-11 63a07869 f305fdea 26ee271f b973b91c

12-15 d0f87828 b724a487 a295fa2a 0a67c97a

M2 0-3 ccea5c17 53ad1a2d 141db23c 36acfaa8

4-7 7cf3fc0d 1140a7fc 09e60f04 87d63bf6

8-11 41b47a29 f305fdea 26ee271f 3973b91c

12-15 d0f87828 b724a487 a295fa2a 0a67c97a

Table 3.4: Another colliding message pair for 18-round SHA-256 with standard
IV. These two messages also follow the differential path given in Table 3.1.

M1 0-3 ed919421 aa75e4fe 8548d0e0 9c1888f7

4-7 1da3fc3d a11f7a02 bb463b64 e9b28365

8-11 323ecf28 8097e497 4343b78b dc484e91

12-15 bf588b4b 8401140a 42499da1 f88a3e2e

M2 0-3 ed919421 aa75e4fe 8548d0e0 1c1888f7

4-7 3fb7fe7d e39a6a9a 99523924 e9b28365

8-11 102acd68 8097e497 4343b78b 5c484e91

12-15 bf588b4b 8401140a 42499da1 f88a3e2e
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Table 3.5: IV and the messages for the 9-round pseudo collision. These two
messages follow the differential path given in Table 3.1 starting from Round 3
till Round 11 (i.e. Round 3 in Table 3.1 is Round 1 for this message pair).

registers a b c d
IV 1b309331 1d07d226 190c04e9 0b413baf

e f g h
7c11cf34 2d035d09 76e27935 0fb234e2

M1 0-2 5ce03f69 a36bfc0b f99332c1

3-5 590db302 7c1cd4df 163c2f4b

6-8 2077b003 29ab9330 efb8306e

M2 0-2 dce03f69 817ffe4b bb162259

3-5 7b19b142 7c1cd4df 34282d0b

6-9 2077b003 29ab9330 6fb8306e

3.5 Using Neutral Bits to Search for the Col-

liding Pairs

Once a linear differential path is obtained, message modification or neutral
bit technique are used to find message pairs following that characteristic.
Biham and Chen [2] introduced the concept of neutral bits and utilized it
to attack SHA-0. They made the following two assumptions regarding the
SHA-0 hash function.

1. All the 1-neutral bits are also 2-neutral; and

2. The set of neutral bits is about 1/8th the size of the set of 2-neutral
bits.

The large number of neutral bits obtained in the case of SHA-0 allowed the
authors to generate new candidate message pairs conforming to the differen-
tial characteristics without any extra effort.

It is suggested in [34] that using neutral bits will make the probability
of finding the colliding message pairs for reduced round SHA-256 close to
1. We had tried to use neutral bit technique on random messages to get a
message pair colliding for 18-step SHA-256. But the number of neutral bits
was too low for random messages pairs that were generated during the search
for the right pair. Consequently, we used message modification technique to
find the message pairs colliding for 18-step SHA-256 (as already explained
in Section 3.4). We next provide details of the number of 1-neutral bits and
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Table 3.6: Count of 1-neutral bits and their distribution for the message pair
shown in Table 3.3. Rounds 11 to 15 are not shown here since they do not put
any restrictions on the messages and hence have all bits neutral.

Round i 0 1 2 3 4 5 6 7 8 9 10 Total
0 32 – – – – – – – – – – 32
1 32 32 – – – – – – – – – 64
2 32 32 32 – – – – – – – – 96
3 32 32 32 32 – – – – – – – 128
4 0 0 0 5 23 – – – – – – 28
5 0 0 0 0 4 23 – – – – – 27
6 0 0 0 0 0 15 26 – – – – 41
7 0 0 0 0 0 2 23 32 – – – 57
8 0 0 0 0 0 0 3 21 26 – – 50
9 0 0 0 0 0 0 2 12 23 32 – 69
10 0 0 0 0 0 0 1 7 17 30 32 87

their distribution in various words of the message pairs for the two colliding
message pairs shown in Tables 3.3 and 3.4.

The distribution of neutral bits for the two message pairs is shown in
Tables 3.6 and 3.7. The entry in the jth column of the ith row in the two
tables denotes the number of 1-neutral bits for the jth message word at round
i. The entry ‘–’ means that the particular message word is not available at
that round.

As can be expected, all the bits in the first 4 words in both the tables
are 1-neutral. However, as soon as the fifth word is chosen, the number of
1-neutral bits comes down to about 30 and surprisingly almost all the bits
of first 4 words do not remain 1-neutral anymore. It is not clear that the
assumptions made in [2] for SHA-0 also hold for SHA-256. Consequently,
the application of neutral bits alone in SHA-256 may not help us in finding
colliding message pairs. A combination of message modification and neutral
bit technique may be required to attack more number of rounds in the SHA-2
family.

3.6 Using Coding Theoretic Methods to Find

Linear DPs

In [41] and [39] coding theoretic techniques were used to search for differen-
tial paths in SHA-1. Extension to SHA-2 was mentioned in [34]. We describe



63 3.6 Using Coding Theoretic Methods to Find Linear DPs

Table 3.7: Count of 1-neutral bits and their distribution for the message pair
shown in Table 3.4. Rounds 11 to 15 are not shown here since they do not put
any restrictions on the messages and hence have all bits neutral.

Round i 0 1 2 3 4 5 6 7 8 9 10 Total
0 32 – – – – – – – – – – 32
1 32 32 – – – – – – – – – 64
2 32 32 32 – – – – – – – – 96
3 32 32 32 32 – – – – – – – 128
4 0 0 0 5 26 – – – – – – 31
5 0 0 0 0 8 23 – – – – – 31
6 0 0 0 0 0 13 26 – – – – 39
7 0 0 0 0 0 3 22 32 – – – 57
8 0 0 0 0 0 1 6 19 26 – – 52
9 0 0 0 0 0 1 3 15 25 32 – 76
10 0 0 0 0 0 1 1 9 19 31 32 93

a new way of forming parity check equations and then find low weight code-
words for the corresponding generator matrix. Each of these codewords can
be used to build a differential characteristic for reduced round SHA-256. This
method results in tackling up to 23-round reduced SHA-256.

3.6.1 A New Way of Constructing Parity Check Equa-
tions

Tackling message expansion in SHA-2 can be a problem. A non-zero value
of ∆Wi for i ≥ 16 necessitates tackling the recursion for message expansion.
So one way to avoid this is to ensure that ∆Wi = 0 for i ≥ 16. Clearly, this
cannot work for full SHA-2. But, for round reduced versions, one can find
differential paths using this approach, as we describe below.

The technique described below assumes a local collision L. The descrip-
tion is not for one particular local collision. It holds for any local collision. As
already studied in Chapter 2, obtaining a particular local collision requires
certain linear approximations of the constituents of the SHA-256 round func-
tion. This converts the round function into a linear map based on which we
define our linear code. Our method of obtaining linear code is different from
that described in [39]. One aspect of this difference is that our method can
be used only up to 23 rounds (see below), whereas the method in [39] is
independent of the number of rounds.

A message consists of 16 32-bit words for a total of 512 bits. We use
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the Chabaud-Joux [5] type disturbance vector approach. Let DV = {d0, d1,
d2, . . . , d255} be a 256-bit disturbance vector. If di = 1 then the two initial

messages differ in their ith bit, and further message bits differ as per the
local collision.

We do not consider a 512-bit DV for the following reason. A local collision
defines the differences of 9 words of messages and only the first 16 words of
SHA-256 are unrestricted. Thereafter the message words are calculated using
the message expansion recurrence. This implies that a local collision can not
be started after first 8 rounds without affecting the message expansion.

Let us now describe the linear code that we require. This is done in two
rounds. In the first round, we express ∆Wi (i ≥ 16) in terms of d0, . . . , d255.
In the second round, we define the parity check equations for the code by
setting ∆Wi = 0 for i ≥ 16. Thus, any DV (d0, . . . , d255) which satisfies
these parity check equations is a codeword. Our task then is to look for a
low weight codeword as this gives a differential path with a small number of
local collisions.

The first task is to express ∆Wi (i ≥ 16) in terms of d0, . . . , d255. We
describe how this is done. Let L be a 9-round local collision for SHA-256.
For any local collision L, the first word determines the next eight words.
We define L(x) to denote the nine words of message differentials as per the
local collision when the initial word difference is x. In terms of the notation
above, we can define the Gilbert-Handschuh local collision [22] as L(x) =
{x, Σ0(x) ⊕ Σ1(x), Σ0(Σ1(x)), 0, x, Σ0(x) ⊕ Σ1(x), 0, 0, x}. Some more
examples of local collisions are given in Section 3.2.

Consider the 32-bit vector (d0, 0, . . . , 0), where d0 is treated as a (binary)
variable. Note that, following Chabaud-Joux [5], we treat disturbance vector
to denote the place where the local collision is started. In this case, d0 = 1
will imply that a local collision is started at the first bit of the first message
word. Using the notation defined above, L(d0, 0, . . . , 0) defines the nine 32-
bit words affected by the local collision. At this point, only the first nine
words have been defined. The rest seven are taken to be zero. For i ≥ 16,
∆Wi is now obtained using the message recursion. This expresses all the
∆Wis (i ≥ 16) as linear function of d0.

Next consider the 32-bit vector (0, d1, 0, . . . , 0); use L to obtain the next
eight words and the message expansion recursion to express ∆Wis (i ≥ 16)
as linear function of d1. Now, for the 32-bit vector (d0, d1, 0, . . . , 0), we can
express ∆Wis (i ≥ 16) as linear function of d0 and d1 by XORing the separate
∆Wis corresponding to d0 and d1. Clearly, the procedure can be extended
to the entire DV (d0, . . . , d255). The exact details are given in Table 3.8.

It is clear that such codes can be formed as long as there are less than
256 parity check equations. If we apply this procedure up to N rounds
(corresponding to round N −1), then we will obtain 32(N −16) parity check
equations. Thus, the maximum N that we can use with this method is
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Table 3.8: Algorithm for generating parity check equations for linearized N -round
SHA-256.

external LC(x) : accepts a 32 bit input x and returns 9 words of 32 bits
conforming to the local collision chosen.

· Set ∆Wfinal := (U0, U1, . . . UN−1) Ui ∈ {0, 1}
32

· Set δWcur := (V0, V1, . . . V8) Vi ∈ {0, 1}
32

· Initialize ∆Wfinal and δWcur to all zeros.

For(i = 0 to 8){
For(j = 0 to 31){

set D := (0, 0, . . . , d32i+j, 0, . . . , 0);
/* The jth bit of D is given by d32i+j.

Each dn ∈ {0, 1} is the component of the disturbance
vector and D ∈ {0, 1}32 */

set δWcur := LC(D);
For(k = i to i + 8){

∆Wfinal[k] = ∆Wfinal[k] ⊕ δWcur[k − i];
}

}
}
/* At this point the ∆Wfinal list contains Wi ⊕W ′

i for 0 ≤ i < 16 */

· Obtain ∆Wi for 16 ≤ i < N using linearized message expansion
of SHA-256.
· Equate all 32 bits of ∆Wi for i ≥ 16 to zero to get 32 ∗ (N − 16)

parity check equations.



Chapter 3: Linearized Reduced Round SHA-256 Attack 66

N = 23. The minimum value of N is clearly 17. Since we already report
18-round collision, we do not consider N = 17 and 18. Instead we report
differential paths from 19 to 23 rounds.

Methods presented in [4], [31] and [60] are used to search for low weight
codewords from the check-matrices (and the corresponding generator matri-
ces) obtained using the algorithm in Table 3.8. Codewords of least weight
found and the linear differential path for that codeword are shown in the
next section.

3.7 Results

Low weight disturbance vectors are searched for round reduced SHA-256 by
using the probabilistic methods described in [4], [31] and [60]. The minimum
weights of codewords found are listed in Table 3.9. For 19-round SHA-256
the weight of the codeword found is 15 for both GH and SS5 local collision.
This means that 15 local collisions are interleaved to obtain the 19-round
DP. Interestingly, all the 15 local collisions start at the same word for both
GH and SS5. Thus the case of 19-round DP can be considered as consist-
ing of a single local collision starting at Round 3 where the initial message
difference is a word with weight 15 bits. Prior to this work, the best known
19-round differential path was for a near collision consisting of 23 GH local
collisions [34]. There was no colliding known differential path for 19 or more
rounds using the linearized local collision.

For 20 to 23 rounds, no differential path using a linearized local collision is
known so far. We provide the first differential paths for these cases using the
linearization technique. For 23-round SHA-256, the size of the corresponding
generator matrix is 32×256, i.e. there are only 32 codewords of length 256.
It is possible to do exhaustive search on this size, hence we did not use
the probabilistic methods for this case. For the 23-round case, the reported
codeword weight is actually the minimum possible.

Two differential paths for 19-round SHA-256 are provided in Tables 3.10
and 3.11. These DPs have been obtained by using the SS5 and the GH local
collisions respectively. Differential paths for 20 to 23-round SHA-256 are
provided in Tables A.4 to A.11 in Section A.2 in the Appendix. All these
differential paths have also been obtained by using the SS5 and the GH local
collisions.

Difficulty of Obtaining Message Pairs Following These DPs. Even
after minimizing the number of local collisions to obtain the differential paths,
the weight of the difference of message words is quite large. There does
not appear to be any direct way to obtain message pairs following these
characteristics. We tried to obtain message pairs following the 19-round DP
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Table 3.9: Summary of results. Least weight of the codeword found using differ-
ent local collisions. For the 23-round case, the codeword weight is obtained by
exhaustive search. For all other cases, methods described in [4], [31] and [60] are
used.

Round i Size of Check matrix using GH using SS5

18 – 1 1
19 96×256 15 15
20 128×256 33 31
21 160×256 45 45
22 192×256 59 60
23 224×256 79 75

shown in Table 3.10, but even for this case, we could not go beyond initial
few rounds. The difficulty stems from the fact that there are a large number
of bit changes in the messages. This causes more and more conditions on
the later message words. Estimating the probability of success of these DPs
is also not easy. Unlike the case for 18-round SHA-256 where only one local
collision was being utilized, there are multiple interleaved local collisions in
these DPs. This makes the estimation of the probability of these DPs much
more difficult.

3.8 Conclusions

In this chapter, we first obtained message pairs colliding for 18-round SHA-
256. We developed an algorithm for this purpose which utilizes one of the
local collisions developed in the previous chapter. We briefly analyzed the
applicability of neutral bit technique to speed-up the search for colliding
message pairs. Our conclusion is that the direct application of neutral bit
technique does not lead to significantly improved results for reduced round
SHA-256. We also obtained new differential paths for 19 to 23-round SHA-
256. For obtaining these differential paths, we used coding theoretic tech-
niques in a novel way. For these differential paths too, we used the linearized
local collisions studied earlier. In the next chapter we study local collisions
obtained using non-linear methods.
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Table 3.10: 19-round linear DP for SHA-256. There are 15 SS5 local collisions.
This DP can also be seen as a single SS5 local collision in which weight of ∆W3 is
15 bits.

Round i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0-2 0 0 0 0 0 0 0 0 0

3 27f42515 27f42515 0 0 0 27f42515 0 0 0

4 bde9c6f8 0 27f42515 0 0 b1c0627b 27f42515 0 0

5 4180045d 0 0 27f42515 0 27f42515 b1c0627b 27f42515 0

6 bde9c6f8 0 0 0 27f42515 0 27f42515 b1c0627b 27f42515
7 0 0 0 0 0 27f42515 0 27f42515 b1c0627b

8 bde9c6f8 0 0 0 0 0 27f42515 0 27f42515

9 0 0 0 0 0 0 0 27f42515 0

10 0 0 0 0 0 0 0 0 27f42515

11 27f42515 0 0 0 0 0 0 0 0

12-18 0 0 0 0 0 0 0 0 0

Table 3.11: 19-round linear DP for SHA-256. There are 15 GH local collisions.
This DP can also be seen as a single GH local collision in which weight of ∆W3

is 15 bits. Note that this DP differs from the one in Table 3.10 at several places.
For example in message words and registers at 7th round.

Round i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0-2 0 0 0 0 0 0 0 0 0

3 27f42515 27f42515 0 0 0 27f42515 0 0 0

4 bde9c6f8 0 27f42515 0 0 b1c0627b 27f42515 0 0

5 4180045d 0 0 27f42515 0 0 b1c0627b 27f42515 0

6 0 0 0 0 27f42515 0 0 b1c0627b 27f42515

7 27f42515 0 0 0 0 27f42515 0 0 b1c0627b

8 bde9c6f8 0 0 0 0 0 27f42515 0 0

9 0 0 0 0 0 0 0 27f42515 0

10 0 0 0 0 0 0 0 0 27f42515

11 27f42515 0 0 0 0 0 0 0 0

12-18 0 0 0 0 0 0 0 0 0



Chapter 4

Non-Linear Attacks on
Reduced Round SHA-2

4.1 Introduction

In the previous chapters we studied local collisions for the linearized version of
SHA-2 compression function and used them to obtain collisions for 18-round
SHA-256. An important contribution in the cryptanalysis of reduced round
SHA-2 family came recently due to the work of Nikolić and Biryukov [38].
Whereas the prior works [34,35,48] used local collisions valid for the linearized
version of SHA-256 from [22] and [47], the work [38] used a local collision
which is valid for the actual SHA-256.

In this chapter, we take a general approach to the analysis of SHA-2 fam-
ily. The set of all possible 9-round local collisions using additive differentials
are analyzed using a general and unified framework. Simplification of the
expressions are done in a systematic manner which lead us to the local colli-
sions from [38] and [51] as special cases. We will call these NB and SS local
collisions respectively.

The study also clarifies several advantages of the SS local collision over
the NB local collision. Deterministic constructions of up to 22-round SHA-2
collisions are described using the SS local collision and up to 21-round SHA-
2 collisions are described using the NB local collision. For 23 and 24-round
SHA-2, we describe a general strategy and then apply the SS local collision
to this strategy. The resulting attacks are faster than those proposed by
Indesteege et al. using the NB local collision. We provide colliding message
pairs for 22, 23 and 24-round SHA-2.

4.1.1 Cross Dependence Equation (CDE)

In the calculation of new register values, at each round of the SHA-2 hash
family, registers b, c and d are merely copies of register a values of previous

69
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rounds. Registers e and a are also related since most of the terms in their
computation are common. Thus, we note that ei can be computed solely
from the register a values as shown below.

ei = di−1 + Σ1(ei−1) + fIF (ei−1, fi−1, gi−1) + hi−1 + Ki + Wi

= di−1 + ai − Σ0(ai−1)− fMAJ(ai−1, bi−1, ci−1)

= ai−4 + ai − Σ0(ai−1)− fMAJ(ai−1, ai−2, ai−3). (4.1.1)

This relationship between these two register values, which we call the Cross
Dependence Equation (CDE), implies that if the a register values for five
consecutive rounds are known then the e register for the last of these rounds
can be determined. This fact means that we can control the value of ei from
ai−4, a register value which was computed 4 rounds earlier. Later, we make
extensive use of this relation.

A special case of this equation was utilized in Section 6.1 of [51]. The
equation in the form above was used in [49]. A consequence of CDE is that
it can be used to provide an alternate description of SHA-2 round function.
This was independently observed in [26].

The following result can be used to set registers to specific values.

Proposition 4.1.1. Suppose that (ai−1, . . . , hi−1) are known and α and β
are any two n-bit words. Then it is possible to choose Wi such that either
ai = α or ei = β. In general, however, using only Wi, it is not possible to
simultaneously set both ai to α and ei to β.

Proof. This is an easy consequence of (1.4.1). Consider the equation for ai.
This is given in terms of (ai−1, . . . , hi−1) and Wi. So, if we set

Wi = α− (Σ0(ai−1) + fMAJ(ai−1, bi−1, ci−1) + Σ1(ei−1)

+fIF (ei−1, fi−1, gi−1) + hi−1 + Ki),

then clearly ai = α is attained. Similarly for ei.
Note, however, that using Wi, we cannot simultaneously set the values of

both ai and ei.

Even though we cannot use Proposition 4.1.1 to simultaneously set the
values of ai and ei, there is a way out. This way is given by the CDE.
Suppose, the values of ai−3, . . . , ai have already become fixed, but, ai−4 is
still free. Then by choosing a suitable value for ai−4 we can attain any
desired value for ei. Now, using Proposition 4.1.1, we can use Wi−4 to set
ai−4 to the required value. So, in effect, we can use Wi−4 to set ei to any
desired value. This is something nice (from a cryptanalytic point of view)
and unexpected and we use this feature extensively.
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Table 4.1: Some examples of high frequency values of δ = σ1(W )− σ1(W − 1) for
SHA-256.

δ freqδ δ freqδ

ffff6000 229 + 226 + 225 0000a000 229 + 226 + 225

ffffa000 229 + 226 00006000 229 + 226

ff006001 216 ff005fff 216

4.1.2 Differential Properties of σ1

For the analysis of 23 and 24-round SHA-2, we will need to consider the
differential properties of σ1 with respect to modular addition. The particular
property that we require is discussed in this section.

SHA-256. Consider the distribution of δ = σ1(W )−σ1(W−1) as W ranges
over all 232 values. This distribution is highly skewed and was mentioned in
Section 7.1 in [51]. Later, it has been independently observed in [26] that δ
takes only 6181 values and there are several values of δ which occur for more
than 229 or more values of W .

Let freqδ be the number of W such that δ = σ1(W ) − σ1(W − 1). It is
quite easy to prepare a list of (δ, freqδ) values. For each of the 232 values of
W , compute δ = σ1(W ) − σ1(W − 1). If this δ has been obtained earlier,
then increment the frequency for this δ; else insert (δ, freqδ = 1) into the list.
To do this efficiently, we need a suitable index structure for searching and
inserting into the list. A height balanced tree (or AVL tree) is the optimal
solution; but, for the current application, a simple (data structure) hash
technique is good enough and is the technique we implemented. Some values
of (δ, freqδ) are given in Table 4.1.

Note. Interestingly, we have observed that if freqδ is greater than 216, then
δ is always even.

SHA-512. In this case, n = 64 and it is not possible to exhaustively pre-
pare a list of values for δ = σ1(W )− σ1(W − 1) for all possible 264 values of
W . Instead, we created a list using 225 randomly chosen values of W . This
provides certain values of δ with certain frequencies. From these frequencies
we extrapolate to estimate the actual frequency of each delta among all the
264 choices of W . The extrapolation is done in the following manner. If a
particular difference δ occurs κ times in 225 random trials, then we expect it
to have a frequency freqδ of about κ× 264/225. Some of the observed and the
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Table 4.2: Some examples of high frequency values of δ = σ1(W )− σ1(W − 1) for
SHA-512. The column freqo denotes the observed frequencies among 225 random
trials of computing δ. The column freqδ contains the extrapolated values of the
frequencies for the complete search space of 264.

δ freqo freqδ δ freqo freqδ

200000000008 4795491 261.5 8e000000003a9 22 243.5

ffffdffffffffff8 4793201 261.5 fff26000000000c9 22 243.5

1ffffffffff8 4792982 261.5 600000000237 18 243.5

extrapolated frequencies are shown in Table 4.2.

4.2 A General Non-Linear Differential Path

We use a differential technique to find a 9-round local collision. The idea is
to use modular differentials which was first used for SHA-2 by Nikolić and
Biryukov [38]. Given a word w, we define

x = −δΣi
0(w)− δf i

MAJ(w, 0, 0),
y = −δf i+1

MAJ(0, w, 0),
z = −δf i+2

MAJ(0, 0, w).






(4.2.1)

The general differential path and corresponding message differences are
shown in Table 4.3. It can be verified that the differential path holds for
the stated message differences. We show the first round of the computation,
the other rounds are similar. In the (i + 1)st round we want δai+1 = 0 and
δei+1 = x. The given values of x and δWi+1 ensure that these two conditions
hold. Note that the values of the other registers are fixed by the values of
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the registers at the ith round.

δai+1 = a′
i+1 − ai+1

= (Σ0(a
′
i) + fMAJ(a′

i, b
′
i, c

′
i) + Σ1(e

′
i) + fIF (e′i, f

′
i , g

′
i) + h′

i + K ′
i+1

+W ′
i+1)− (Σ0(ai) + fMAJ(ai, bi, ci) + Σ1(ei) + fIF (ei, fi, gi)

+hi + Ki+1 + Wi+1)

= (Σ0(a
′
i)− Σ0(ai)) + (fMAJ(a′

i, b
′
i, c

′
i)− fMAJ(ai, bi, ci))

+(Σ1(e
′
i)− Σ1(ei)) + (fIF (e′i, f

′
i , g

′
i)− fIF (ei, fi, gi))

+(W ′
i+1 −Wi+1)

= δΣi
0(w) + δf i

MAJ(w, 0, 0) + δΣi
1(w) + δf i

IF (w, 0, 0) + δWi+1

= −x + (δΣi
1(w) + δf i

IF (w, 0, 0)) + (x− δΣi
1(w)− δf i

IF (w, 0, 0))

= 0

δei+1 = e′i+1 − ei+1

= (Σ1(e
′
i) + fIF (e′i, f

′
i , g

′
i) + h′

i + K ′
i+1 + W ′

i+1)

−(Σ1(ei) + fIF (ei, fi, gi) + hi + Ki+1 + Wi+1)

= (Σ1(e
′
i)− Σ1(ei)) + (fIF (e′i, f

′
i , g

′
i)− fIF (ei, fi, gi))

+(W ′
i+1 −Wi+1)

= δΣi
1(w) + δf i

IF (w, 0, 0) + δWi+1

= δΣi
1(w) + δf i

IF (w, 0, 0) + x− δΣi
1(w)− δf i

IF (w, 0, 0)

= x.

The important thing to note about the differential path shown in Table
4.3 is that it puts no restrictions on the actual message words Wi, . . . , Wi+8.
Starting at any value for the registers ai to hi, and using any given non-zero
w, and any Wi, . . . ,Wi+8, we simply run the compression function step-by-
step and define the words x, y, z, the respective δWis and consequently the
respective W ′

i s. All the steps are deterministic and hence with probability
one, we obtain W ′

i s which collide with Wis. This gives rise to a local collision.

Note. We have defined δX = X ′−X and so δWi = w means W ′
i = Wi +w;

if we had defined δX to be X − X ′, then W ′
i would have been Wi − w.

Consequently, without loss of generality one can assume w > 0.
Specifying the values of (w, x, y, z) completely specifies message differ-

ences as well as the differences in the register values at all the rounds. Two
special cases for (w, x, y, z) have been used.

Nikolić-Biryukov (NB) [38]. (w, x, y, z) = (1,−1, 0, 0).

Sanadhya-Sarkar (SS) [51]. (w, x, y, z) = (1,−1,−1, 0).

The NB local collision was the first to be proposed and has been used for
finding collisions in both [38] and [26,27]. The SS local collision was proposed
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Table 4.3: General 9-round nonlinear local collision for the SHA-2 family.

Differential Path
Round i δWi δai δbi δci δdi δei δfi δgi δhi

i− 1 0 0 0 0 0 0 0 0 0
i w w 0 0 0 w 0 0 0

i + 1 δWi+1 0 w 0 0 x w 0 0
i + 2 δWi+2 0 0 w 0 y x w 0
i + 3 δWi+3 0 0 0 w z y x w
i + 4 δWi+4 0 0 0 0 w z y x
i + 5 δWi+5 0 0 0 0 0 w z y
i + 6 δWi+6 0 0 0 0 0 0 w z
i + 7 δWi+7 0 0 0 0 0 0 0 w
i + 8 δWi+8 0 0 0 0 0 0 0 0

Message Word Differences
δWi = w;
δWi+1 = x− δΣi

1(w)− δf i
IF (w, 0, 0);

δWi+2 = y − δΣi+1
1 (x)− δf i+1

IF (x,w, 0);
δWi+3 = z − δΣi+2

1 (y)− δf i+2
IF (y, x, w);

δWi+4 = −w − δΣi+3
1 (z)− δf i+3

IF (z, y, x);
δWi+5 = −x− δΣi+4

1 (w)− δf i+4
IF (w, z, y);

δWi+6 = −y − δf i+5
IF (0, w, z);

δWi+7 = −z − δf i+6
IF (0, 0, w);

δWi+8 = −w.
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Table 4.4: Different cases for (w, x, y, z).

(I) (II) (III) (IV)
(w,−w, 0, 0) (w,−w, 0,−w) (w,−w,−w, 0) (w,−w,−w,−w)

(V) (VI) (VII) (VIII)
(w,−2w, 0, 0) (w,−2w, 0,−w) (w,−2w,−w, 0) (w,−2w,−w,−w)

later and was motivated by the analysis done in [38]. But, it turns out that
the SS local collision is actually more attractive than the NB local collision.
This is due to the fact that the time complexities of collision attacks using
the SS local collision is lower than the time complexities of collision attacks
using the NB local collision. To understand why this is so, one needs to
go through the detailed combinatorial analysis of the SHA-2 round function
carried out in this chapter.

4.2.1 Simplifications

The differential path by itself is not useful for obtaining longer round colli-
sions. To do this, we need to simplify the expressions and obtain conditions.
This is done using several rules which are actually sufficient conditions. The
rules and their consequences are described below.

Simplifying δΣ0. There is only one occurrence of Σ0 in all the expressions
and that is in the expression for x. In both SHA-256 and SHA-512, Σ0 is
a linear function which is invariant only on 0 and −1. Note that −1 =
ffffffff for SHA-256 and −1 = ffffffffffffffff for SHA-512. Since
δΣi

0(w) = Σ0(ai + w) − Σ0(ai) an easy way to satisfy this is to ensure that
both ai and ai + w are either 0 or −1.

Rule 1: Ensure that δΣi
0(w) = w by putting w = 1 and ai = −1.

Simplifying Majority. If two of the inputs are equal, then the output
of fMAJ() is equal to this input. Based on this observation, we have the
following rule.

Rule 2: Simplify each occurrence of fMAJ by making two of the inputs
equal.

This rule has several consequences. The function fMAJ is used only in the
definitions of x, y and z. Consider, for example x which, after the application
of Rule 1, is equal to

x = −w − fMAJ(ai + w, ai−1, ai−2) + fMAJ(ai, ai−1, ai−2).
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There are three ways to apply Rule 2 to this occurrence of fMAJ . These are:

1. Set ai−1 = ai−2 which implies x = −w;

2. set ai−1 = ai + w, ai = ai−2 which implies that x = −2w;

3. set ai−2 = ai + w, ai = ai−1 which also implies that x = −2w.

So applying Rule 2 to x implies that either x = −w (in which case ai−1 =
ai−2) or x = −2w (in which case either (ai−1 = ai + w and ai = ai−2) or
(ai−2 = ai + w and ai = ai−1).

Similar reasoning applies to the expressions for y and z. Now, if we
simultaneously apply Rule 2 to all the three occurrences of fMAJ , then there
are eight possible values of (w, x, y, z) which are listed as Cases (I) to (VIII)
in Table 4.4. The related sufficient conditions are given in Table 4.5.

These sufficient conditions specify certain values for the registers (ai−2,
ai−1, ai, ai+1, ai+2) and (ei+1, ei+2). Actually, the conditions on the a-register
values are independent and the conditions on the e-register values are ob-
tained from these values using the CDE. Using Proposition 4.1.1, it is possible
to set the values of (Wi−2, . . . ,Wi+2) to ensure that the (ai−2, . . . , ai+2) ob-
tain the required values. Consequently, we can ensure that any of the cases
in Table 4.5 can be made to hold with probability one.

Note. If w = 1, then Case (I) of Table 4.4 corresponds to the NB local
collision and Case (III) of Table 4.4 corresponds to the SS local collision. As
we proceed, we will see that the other cases become unusable.

4.2.2 Simplifying δWi+4 to δWi+7

The expression for δWi+4 involves δΣi+3
1 (z) and δf i+3

IF (z, y, x). Joint simplifi-
cation of the above two quantities is possible by ensuring that both ei+3 and
ei+3 + z are either 0 or −1.

1. If z = 0, then ei+3 can be either 0 or −1.

2. If z = −w, then we choose ei+3 = 0 if w = 1; and ei+3 = −1 if w = −1.

Similarly, simplification of δWi+5 is possible by ensuring that both w and
ei+4 + w are either 0 or −1.

For δWi+6 and δWi+7 we respectively ensure that ei+5 and ei+6 are either
0 or −1. The effect of these simplifications are summarized in Tables 4.6
and 4.7. In particular, the simplifying conditions and the resulting values
of the respective δW s are shown. The condition on the values of e-register
can be achieved by setting the corresponding message word W (see Proposi-
tion 4.1.1). So, any of the conditions in Tables 4.6 and 4.7 can be achieved.
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Table 4.5: Result of applying Rules 1 and 2. For this table, we have w = 1 and
ai = −1.

Case ai−2 ai−1 ai ai+1 ai+2 ei+2 ei+1

I α α −1 α α −Σ0(α) + α 1 + ai−3

II(a) 0 0 −1 0 −1 −1 1 + ai−3

II(b) −1 −1 −1 −1 0 1 1 + ai−3

III(a) −1 −1 −1 0 0 0 2 + ai−3

III(b) 0 0 −1 −1 −1 1 ai−3

IV(a) −1 −1 −1 0 −1 −1 2 + ai−3

IV(b) 0 0 −1 −1 0 2 ai−3

V(a) −1 0 −1 0 0 −1 2 + ai−3

V(b) 0 −1 −1 −1 −1 1 1 + ai−3

VI(a) −1 0 −1 0 −1 −2 2 + ai−3

VI(b) 0 −1 −1 −1 0 2 1 + ai−3

VII(a) −1 0 −1 −1 −1 0 1 + ai−3

VII(b) 0 −1 −1 0 0 1 2 + ai−3

VIII(a) −1 0 −1 −1 0 1 1 + ai−3

VIII(b) 0 −1 −1 0 −1 −1 2 + ai−3

Table 4.6: Summary of simplifying conditions for δWi+4 and δWi+5. These sim-
plifications require Rules 1 and 2 and so, in particular w = 1 in all these cases.

δW Condition(s) Value of δW

δWi+4

z = 0, ei+3 = 0 −w − x
z = 0, ei+3 = −1 −w − y
w = 1, z = −w, ei+3 =
0

ei+1 − ei+2 + y

δWi+5 w = 1, ei+4 = −1 −w−x−y +ei+3−ei+2

Table 4.7: Summary of simplifying conditions for δWi+6 and δWi+7. These simpli-
fications do not require these Rules 1 and 2 and consequently, w can be any n-bit
word.

δW Condition(s) Value of δW

δWi+6
ei+5 = 0 −y − z
ei+5 = −1 −y − w

δWi+7
ei+6 = 0 −w − z
ei+6 = −1 −z
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Table 4.8: Message expansion from W16 to W23.

δW16 = δσ1(δW14) + δW9 + δσ0(δW1) + δW0

δW17 = δσ1(δW15) + δW10 + δσ0(δW2) + δW1

δW18 = δσ1(δW16) + δW11 + δσ0(δW3) + δW2

δW19 = δσ1(δW17) + δW12 + δσ0(δW4) + δW3

δW20 = δσ1(δW18) + δW13 + δσ0(δW5) + δW4

δW21 = δσ1(δW19) + δW14 + δσ0(δW6) + δW5

δW22 = δσ1(δW20) + δW15 + δσ0(δW7) + δW6

δW23 = δσ1(δW21) + δW16 + δσ0(δW8) + δW7

4.3 Obtaining Up To 22-Round Collisions

The basic idea is the following. Choose a suitable value for i and place the
local collision from Rounds i to i+8. By placing we mean the following. En-
sure that δW0, . . . , δWi−1 are all zeros and introduce the required differences
in δWi, . . . , δWi+8. This creates a collision from Rounds i to i + 8. Ensure
that there are no further disturbances by setting δWi+9 to δW15 to be zero.
This works well if we are interested in up to 16-round collisions.

For obtaining collisions on r > 16 rounds, we need to consider the message
expansion. The initial words W0, . . . ,W15 are free and from W16 onwards, the
words are computed using the message expansion recursion given by (1.4.2).
For clarity, some word differences are shown in Table 4.8. The differences
in the message words introduced in Rounds i to i + 8 can possibly affect
δW16, δW17, . . . , δWr−1. We ensure that the effects of these induced differ-
ences can be cancelled out and we have δW16 = δW17 = · · · = δWr−1 = 0.
This results in an r-round collision.

18-Round Collisions. Deterministic 18-round collisions are easy to obtain
by setting i = 3 (i.e., the local collision spans from i = 3 to i + 8 = 11). So,
we necessarily have δWj = 0 for j = 0, 1, 2, 12, 13, 14, 15.

Additionally, we need to ensure that δW16 = δW17 = 0. From Table 4.8,
we see that in the expression for δW16 the only possible non-zero term is
δW9 = δWi+6. Similarly, in the expression for δW16, the only possible non-
zero term is δW10 = δWi+7. By ensuring that δWi+6 = δWi+7 = 0, we will
obtain δW16 = δW17 = 0. But, ensuring δWi+6 = δWi+7 = 0 can be easily
done by setting a suitable condition from Table 4.7. For example, if y = z =
0, then the setting ei+5 = 0 and ei+6 = −1 ensures δWi+6 = δWi+7 = 0 for
any choice of w. Using Proposition 4.1.1, the required values of ei+5 and ei+6

can be achieved by setting Wi+6 and Wi+7 to appropriate values. As a net
result, we obtain deterministic 18-round collisions for any value of w.
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Table 4.9: Summary of sufficient conditions which ensure deterministic 18 round
collisions for all hash function of SHA-2 family. For this table a single local collision
is spanned from round i = 3 to round i+8 = 11. The initial perturbation difference
w could be any value.

No. Condition Method to satisfy
1 ai+1 = ai−1 Choose Wi+1 so that ai+1 attains the value ai−1.
2 ai+2 = ai+1 Choose Wi+2 so that ai+2 attains the value ai+1.
3 ei+5 = 0 Choose Wi+5 so that ei+5 attains the value 0.
4 ei+6 = −1 Choose Wi+6 so that ei+6 attains the value −1.

Summary of conditions which will ensure deterministic 18-round collisions
for all function of the SHA-2 family is given in Table 4.9. This attack works
with a single local collision spanning from Round 3 to Round 11. The local
collision is allowed to have any arbitrarily chosen initial perturbation differ-
ence w. Example of 18-round SHA-256 and SHA-512 collisions are shown in
the Appendix. For more examples with non-zero y and z values, refer to [51].

20-Round Collisions. Set i = 5, i.e., the local collision spans from i = 5
to i+8 = 13, so that δWj = 0 for j = 0, . . . , 4, 14, 15. We need to ensure that
δW16 = · · · = δW19 = 0. From Table 4.8, we see that this can be achieved
by setting δW9 = δW10 = δW11 = δW12 = 0.

Since i = 5, this means that we have to set δWi+4 = δWi+5 = δWi+6 =
δWi+7 = 0. The conditions for individually setting any of these to 0 are
given in Tables 4.6 and 4.7. In the present case, we need to consider how to
simultaneously set all of these to 0. In this situation, some conditions become
infeasible. More precisely, certain conditions for obtaining δWi+4 = 0 are
incompatible with certain conditions for obtaining δWi+5 = 0. The possible
conditions for ensuring these two δW s to be zero are given in Table 4.10. In
particular, we see that z = 0 in all cases. The conditions for setting δWi+6 =
0 and δWi+7 = 0 do not cause any conflict with other conditions. The set
of conditions required for setting δWi+4 = δWi+5 = δWi+6 = δWi+7 = 0 are
summarized in Table 4.11. Again achieving the appropriate values of the a
and e-registers can be done using Proposition 4.1.1.

Note. Tables 4.10 and 4.11 show that it is possible to deterministically
set all the four δW s to zero in Case (A) which is the NB local collision.
Consequently, it is possible to obtain deterministic 20-round collision using
this local collision. This was not done in [38] but was later mentioned in [51].
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Table 4.10: Conditions for setting δWi+4 = δWi+5 = 0.

Case w x y z ei+2 ei+3 ei+4 Extra Condition
A 1 −1 0 0 0 0 −1 Case I
B 1 −1 −1 0 1 0 −1 Case III (b)
C 1 −2 −1 0 1 0 −1 Case VII (b)
D 1 −1 −1 0 0 −1 −1 Case III (a)
E 1 −2 0 0 1 −1 −1 Case V (b)
F 1 −2 −1 0 1 −1 −1 Case VII (b)

Table 4.11: Conditions for setting δWi+4 = δWi+5 = δWi+6 = δWi+7 = 0.

A row of Table 4.10
AND

(ei+5 = 0 and y = −z) or (ei+5 = −1 and y = −w)
AND

ei+6 = −1.

21-Round Collisions. Set i = 6, i.e., the local collision spans from i = 6
to i + 8 = 14. We need to ensure that δW16 = · · · = δW20 = 0. As in the
case of 20-round collision, we set δWi+4 = δWi+5 = δWi+6 = δWi+7 = 0 by a
suitable set of conditions given by Table 4.11. So, we have δWj = 0 for j =
0, . . . , 5, 10, 11, 12, 13, 15. From Table 4.8, we see that if we can now achieve
δW16 = 0, then we will have achieved the condition δW16 = · · · = δW20 = 0.

From the structure of the differential path shown in Table 4.3, δW14 =
δWi+8 = −w and so

δW16 = δσ1(δW14) + δW9. (4.3.1)

Consider δW9 = δWi+3 which by the differential path in Table 4.3 is equal to
z−δΣi+2

1 (y)−δf i+2
IF (y, x, w). To simplify this, we choose rows from Table 4.10

such that both ei+2 and ei+2 + y are either 0 or −1. These are rows A and
D.

In the case of row D, we have δW9 = −e7 + e6 + 2; whereas for row A,
we get δW9 = −1. It is possible to deterministically satisfy the case for row
D. However, row A (which is the NB local collision) cannot be used in the
attack. This is due to the fact that there does not exist any word X such
that σ0(X)− σ0(X − 1) = −1 either for SHA-256 or for SHA-512.

Since i = 6, the row of Table 4.5 corresponding to row D of Table 4.10
ensure that a4, a5, a6, a7, a8 and e8 are all fixed to particular values. Using
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CDE, we can now use a3 to set e7 to any specific value and then use a2 to
set e6 to any specific value.

Now, the following strategy is used to ensure that δW16 = 0. Choose an
arbitrary value for W14 and compute δ to be

δ = δσ1(δW14) = σ1(W14 + δW14)− σ1(W14) = σ1(W14 − w)− σ1(W14).

Choose W2 and W3 to set a2 and a3 such that e7−e6−2 = −δ. From (4.3.1),
it now follows that δW16 = 0. This gives a deterministic 21-round collision.

It is also possible to obtain deterministic 21-round collision by placing the
local collision from Rounds 7 to 15. Set i = 7 so that the local collision spans
rounds i = 7 to i + 8 = 15. In this case, set δWi+4 = δWi+5 = δWi+6 = 0
the sufficient condition for this being any row of Table 4.10 AND ((ei+5 = 0,
y = −z) or (ei+5 = −1, y = −w)). This ensures δW11 = δW12 = δW13 = 0.
Now

δW16 = σ1(δW14) + δW9,

δW17 = σ1(δW15) + δW10.

We have δW15 = −w and by setting ei+6 = 0, we also have δW14 = −w.
Also,

δW9 = δWi+2 = y − δΣi+1
1 (x)− δf i+1

IF (x,w, 0)

δW10 = δWi+3 = −δΣi+2
1 (y)− δf i+2

IF (y, x, w).

To simplify δW10 = δWi+3 we choose rows from Table 4.10 such that both ei+2

and ei+2 + y are either 0 or −1. These are rows A and D (which correspond
to the NB and SS local collisions respectively). Similarly, to simplify δW9 =
δWi+2, in row A we choose ei+1 = 0; and in row D we choose ei+1 = −1.

The overall strategy is now the following. Choose arbitrary values for
W14 and W15 and compute δ1 = δσ1(δW14) and δ2 = δσ1(δW15), where
δW14 = δW15 = −w. Now set δW9 = −δ1 and W10 = −δ2 using W3 and W4

to set a3 and a4 and hence, using CDE to set e7 and e8 to desired values.
This can be done deterministically.

We have sketched two ways of achieving deterministic 21-round collisions.
In one case, the local collision spans from Round 6 to Round 14 and in the
second case, the local collision spans from Round 7 to Round 15. For the
first case, only the SS local collision can be used, while in the second case,
both the SS and the NB local collisions can be used. The fact that the NB
local collision can be used to obtain deterministic 21-round collisions was not
mentioned in [38]; it was mentioned in [49].

The sketches above can be developed into detailed algorithms. We do
not describe these algorithms. This is because below we describe in details
a similar algorithm for constructing deterministic 22-round collisions.
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4.3.1 22-Round Collisions

Set i = 7 so that the local collision spans from i = 7 to i + 8 = 15. Use suf-
ficient conditions from Table 4.11 to ensure that δWi+4 = δWi+5 = δWi+6 =
δWi+7 = 0. So δWj = 0 for j = 0, . . . , 6, 11, 12, 13, 14. If we can now en-
sure that δW16 = δW17 = 0, then from Table 4.8, we will have δWj = 0
for j = 18, 19, 20, 21 which will give rise to a 22-round collision. Under the
conditions, we have

δW16 = δW9

δW17 = δσ1(δW15) + δW10.

}

(4.3.2)

So, if we can achieve δW9 = δWi+2 = 0 and δσ1(δW15) + δW10 = 0, then we
are done. Note that δW15 = −w = −1.

First, consider the condition on δW17. To simplify δW10 = δWi+3 we need
to choose both ei+2 and ei+2 + y to be 0 or −1. These imply that we have to
use either row A or row D of Table 4.10 (which respectively correspond to
the NB and the SS local collisions).

In case of row D, we have δW10 = −e8 + e7 = 2, whereas in the case of
row A, we have δW10 = −1. The computation for row D is as follows. (A
similar computation shows the value of δW10 for row A.)

δW10 = −δf9
IF (−1,−1, 1)− δΣ1(−1)

= −fIF (e9 − 1, f9 − 1, g9 + 1) + fIF (e9, f9, g9)

−Σ1(e9 − 1) + Σ1(e9)

= −fIF (e9 − 1, e8 − 1, e7 + 1) + fIF (e9, e8, e7)

−Σ1(e9 − 1) + Σ1(e9)

= −fIF (−1, e8 − 1, e7 + 1) + fIF (0, e8, e7)− Σ1(−1) + Σ1(0)

= −(e8 − 1) + e7 − (−1) + 0

= −e8 + e7 + 2.

If we want to use row A, then from (4.3.2) we need to have a value for W15

such that σ1(W15 +1)−σ1(W15) = 1. There is no such value for W15 for both
SHA-256 and SHA-512. Hence, row A, which correspond to the NB local
collision, cannot be used.

So, we use row D which correspond to Case III(a) of Table 4.5. In this
case, we see that e8 = ei+1 = 2+ai−3 = 2+a4. We set a4 = −2, so that e8 = 0
and δW10 = e7 +2. Setting a4 to −2 is done using W4 as in Proposition 4.1.1.

Choose an arbitrary value for W15 and set δ = −δσ1(δW15) where δW15 =
−1. Then use W3 to set a3 such that due to CDE, e7 gets set to a particular
value required to ensure that e7 + 2 = δW10 = δ, i.e., e7 = δ − 2. This
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computation is as follows.

δ = e7 + 2 = a3 + a7 − Σ0(a6)− fMAJ(a6, a5, a4) + 2

= a3 + (−1)− Σ0(−1)− fMAJ(−1,−1,−2) + 2

= a3 − 1− (−1)− (−1) + 2

= a3 + 3.

So, using W3 we need to set a3 = δ − 3.
Now consider the condition on δW16 given in (4.3.2), i.e., the condition

δW9 = 0. Up to this point, the values of a3 to a6 have been fixed as follows:
a3 = δ − 3, a4 = −2, a5 = −1, a6 = −1. Noting that i = 7 and row D
correspond to (w, x, y, z) = (1,−1,−1, 0), from Table 4.3, we have

δW9 = δWi+2 = y − δΣi+1
1 (x)− δf i+1

IF (x,w, 0)

= −y − Σ1(ei+1 + x) + Σ1(ei+1)

−fIF (ei+1 + x, ei + w, ei−1) + fIF (ei+1, ei, ei−1)

= −1− (−1) + 0− fIF (−1, e7 + 1, e6) + fIF (0, e7, e6)

= −e7 − 1 + e6

= 2− δ − 1 + e6.

To obtain δW9 = 0, we need to have e6 = δ − 1. Using CDE, we have

e6 = a6 + a2 − Σ0(a5)− fMAJ(a5, a4, a3)

= −1 + a2 − (−1)− fMAJ(−1,−2, δ − 3)

So, setting a2 = δ− 1 + fMAJ(−1,−2, δ − 3) ensures, e6 = δ− 1 as required.
This completes the description. All of the above steps can be written more
explicitly in an algorithmic form. We provide this below.

Algorithm to Obtain 22-Round Collisions. We define two functions
which return the required message word Wi to set the register value ai or ei

to desired values, say desired a and desired e, at Round i. (See Proposi-
tion 4.1.1.) Equation 1.4.1 provides the definitions of these two functions.

1. W to set register A(Round i, desired a, Current State {ai−1,
bi−1, . . . , hi−1}) : = (desired a −Σ0(ai−1)− fMAJ(ai−1, bi−1, ci−1)
−Σ1(ei−1)− fIF (ei−1, fi−1, gi−1)− hi−1 −Ki)

2. W to set register E(Round i, desired e, Current State {ai−1,
bi−1, . . . , hi−1}) : = (desired e −di−1−Σ1(ei−1)−fIF (ei−1, fi−1, gi−1)
−hi−1 −Ki)

Using these functions, the complete algorithm to obtain message pairs lead-
ing to deterministic 22-round collisions for SHA-2 family is described in Ta-
ble 4.12.
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Table 4.12: Deterministic algorithm to obtain message pairs leading to collisions
for 22-round SHA-2.

First Message words:
1. Select W0, W1, W14 and W15 randomly.
2. Set DELTA = σ1(W15)− σ1(W15 − 1).
3. Run Rounds 0 and 1 of hash evaluation to define {a1, b1, . . . h1}.
4. Choose W2 = W to set register A(2,

DELTA− 1 + fMAJ(−1,−2, DELTA− 3), {a1, b1, . . . h1}).
5. Run Round 2 of hash evaluation to define {a2, b2, . . . h2}.
6. Choose W3 = W to set register A(3, DELTA− 3, {a2, b2, . . . h2}).
7. Run Round 3 of hash evaluation to define {a3, b3, . . . h3}.
8. Choose W4 = W to set register A(4, −2, {a3, b3, . . . h3}).
9. Run Round 4 of hash evaluation to define {a4, b4, . . . h4}.
10. Choose W5 = W to set register A(5, −1, {a4, b4, . . . h4}).
11. Run Round 5 of hash evaluation to define {a5, b5, . . . h5}.
12. Choose W6 = W to set register A(6, −1, {a5, b5, . . . h5}).
13. Run Round 6 of hash evaluation to define {a6, b6, . . . h6}.
14. Choose W7 = W to set register A(7, −1, {a6, b6, . . . h6}).
15. Run Round 7 of hash evaluation to define {a7, b7, . . . h7}.
16. Choose W8 = W to set register A(8, 0, {a7, b7, . . . h7}).
17. Run Round 8 of hash evaluation to define {a8, b8, . . . h8}.
18. Choose W9 = W to set register A(9, 0, {a8, b8, . . . h8}).
19. Run Round 9 of hash evaluation to define {a9, b9, . . . h9}.
20. Choose W10 = W to set register E(10, −1, {a9, b9, . . . h9}).
21. Run Round 10 of hash evaluation to define {a10, b10, . . . h10}.
22. Choose W11 = W to set register E(11, −1, {a10, b10, . . . h10}).
23. Run Round 11 of hash evaluation to define {a11, b11, . . . h11}.
24. Choose W12 = W to set register E(12, −1, {a11, b11, . . . h11}).
25. Run Round 12 of hash evaluation to define {a12, b12, . . . h12}.
26. Choose W13 = W to set register E(13, −1, {a12, b12, . . . h12}).
Second message words:
27. Define δWi = 0 for i ∈ {0, 1, 2, 3, 4, 5, 6, 9, 11, 12, 13, 14}.
28. Define δW7 = 1 and δW15 = −1.
29. Define δW8 = −1− fIF (e7 + 1, f7, g7) + fIF (e7, f7, g7)

−Σ1(e7 + 1) + Σ1(e7).
30. Define δW10 = −fIF (e9 − 1, f9 − 1, g9 + 1) + fIF (e9, f9, g9)

−Σ1(e9 − 1) + Σ1(e9).
31. Compute W ′

i = Wi + δWi for 0 ≤ i ≤ 15.
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A Remark on the NB Local Collision. We have mentioned that if we
place the local collision from Rounds 7 to 15, then row A of Table 4.10 cannot
be used to obtain a deterministic 22-round collision. Row A corresponds to
the NB local collision.

We considered the issue of whether it is possible to place the NB local
collision from Rounds 8 to 16 to obtain a 22-round collision (which may not
be deterministic). In this case, the local collision will end at Round 16 and
hence δW16 = −1. Recall from Table 4.8, that a difference in δW16 will affect
δW18. We would like to have δW18 = 0 so as to ensure that there are no
differences after the local collision ends. Again from Table 4.8 and the fact
that the local collision spans Rounds 8 to 16, to achieve δW18 = 0, we need
to have δσ1(δW16) + δW11 = 0.

More generally, we considered the situation, where the NB local collision
spans Rounds i to (i + 8), with i ≥ 8 and we require δWi+10 = 0. From
Table 4.8, the last condition is achieved if δσ1(δWi+8) + δWi+3 = 0. Note
that δWi+8 = −1.

For SHA-512, using the NB local collision makes achieving the condition
δσ1(δWi+8) + δWi+3 = 0 difficult. This is because of the fact that there is a
“gap” in the values of |δWi+3| and |δσ1(δWi+8)|. In Section 4.6, we show that
the probability of |δWi+3| ≥ 2j is less than 1/2j−1; and for any 64-bit value for
Wi+8, |σ1(Wi+8)−σ1(Wi+8−1)| ≥ 242+239+238+236−23. As a consequence,
to achieve δσ1(δWi+8) + δWi+3 = 0, we need to have |δWi+3| > 242, an event
which occurs with probability less than 2−41.

The above probability computation is over uniform random choices of
Wi+8 and Wi+3. In fact, this was one of the factors that had led us to focus
only on the SS local collision. It was shown in [26] that the NB local collision
can be used to obtain 23 and 24-round SHA-512 collision. However, the time
complexities of the NB local collision attack is more than that of the SS local
collision attack. This fact is possibly attributable to the “gap” in the values
of |δWi+3| and |δσ1(δWi+8)| mentioned above.

4.4 A General Idea for Obtaining 23 and 24-

Round Collisions

Obtaining deterministic collisions up to 22 rounds did not require the (single)
local collision to extend beyond Round 15. For obtaining collisions for more
number of rounds, we will need to start the local collision at Round 8 (or
further) and hence the local collision will end at Round 16 (or further). This
will require us to analyze the message expansion more carefully.

For obtaining collisions up to 22 rounds, we also needed to consider mes-
sage expansion. But, we ensured that there were no differences in message
words from Round 16 onwards. However, now that we consider the local
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collision to end at Round 16 (or further), this will necessarily mean that one
or more δWi (for i ≥ 16) will be non-zero. This will require a modification
of the strategy followed so far. Instead of requiring δWi = 0 for i ≥ 16, we
will require δWi = 0 for a few i’s after the local collision ends. So, supposing
that the local collision ends at Round 16 and we want a 23-round collision,
then δW16 is necessarily −w and we will require δW17 = · · · = δW22 = 0.

4.4.1 A Class of Local Collisions

A local collision of the type shown in Table 4.3 is completely determined
by the values of w, x, y and z which in turn determine the values of δWi to
δWi+8. We need to consider some special values for the δW s. Let

(δWi, . . . , δWi+8) = (w,−w, δ1, δ2, 0, 0, 0, u,−w) with w = 1. (4.4.1)

The value of u is either 0 or w and the values of δ1 and δ2 will be explained
later. Using the form of the δW s from Table 4.3, Equation 4.4.1 gives rise
to the following 9 equations. We will refer to them as (4.4.2.1) to (4.4.2.9).

(1) δWi = = w;
(2) δWi+1 = x− δΣi

1(w)− δf i
IF (w, 0, 0) = −w;

(3) δWi+2 = y − δΣi+1
1 (x)− δf i+1

IF (x,w, 0) = δ1;
(4) δWi+3 = z − δΣi+2

1 (y)− δf i+2
IF (y, x, w) = δ2;

(5) δWi+4 = −w − δΣi+3
1 (z)− δf i+3

IF (z, y, x) = 0;
(6) δWi+5 = −x− δΣi+4

1 (w)− δf i+4
IF (w, z, y) = 0;

(7) δWi+6 = −y − δf i+4
IF (0, w, z) = 0;

(8) δWi+7 = −z − δf i+4
IF (0, 0, w) = u;

(9) δWi+8 = = −w.







(4.4.2)

The values of x, y and z from (4.2.1) are the following.

x = −δΣi
0(w)− δf i

MAJ(w, 0, 0);

y = −δf i+1
MAJ(0, w, 0);

z = −δf i+2
MAJ(0, 0, w).

We now set conditions on the values for a and the e registers to obtain desired
values for x, y and z and also to simplify the values of δW s. Using the kind
of analysis done to obtain Rules 1 and 2, the following are easy to verify.

1. If ai = −1 and ai−1 = ai−2 = α, then x = −1.

2. If ai+1 = ai−1, then y = 0; if ai+1 = ai−1, then y = −1.

3. If ai+2 = ai+1, then z = 0; if ai+2 = ai+1, then z = −1.
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Table 4.13: Values of a and e register for the δW s given by (4.4.1) to hold. The
value of u is either 0 or w. We have w = 1, x = −1 and z = 0. If y = 0, then β = α,
while if y = −1, then β = α. By CDE, we have λ = β+α−Σ0(β)−fMAJ(β,−1, α).
Thus, the independent quantities are α, γ and µ.

index i− 2 i− 1 i i + 1 i + 2 i + 3 i + 4 i + 5 i + 6
a α α −1 β β
e γ γ + 1 −1 µ λ λ + y −1 y −1− u

Note. In our analysis of up to 22-round SHA-2, we saw that z = 0 arose
as a necessary condition. Motivated by this, we will continue to work with
z = 0. So, we will have ai+2 = ai+1. Let this common value be β. Further,
if β = α, then y = 0 and if β = α, then y = −1. These and other values of
a and e registers are shown in Table 4.13. We note the following.

1. If y = 0, then λ = α− Σ0(α).

2. If y = −1, then λ = α + α + 1− Σ0(α) = −Σ0(α).

At later point in the analysis, we will be obtaining λ and will require to

obtain a corresponding value for α. In the case y = −1, α = Σ−1
0 (−λ) and it

is easy to obtain α from λ. The case y = 0 is not so simple. For SHA-256,
one works with 32-bit words and then obtaining α from λ can be done by
exhaustive search; however, for SHA-512, one has to work with 64-bit words
and then things become more difficult. This is one of the reasons why it is
more convenient to work with y = −1. (Note that (w, x, y, z) = (1,−1, 0, 0)
corresponds to the NB local collision, whereas (w, x, y, z) = (1,−1,−1, 0)
corresponds to the SS local collision.)

The values shown in Table 4.13 have been chosen so that the conditions on
δWi+1 and δWi+5 to δWi+7 hold with probability one. Consider, for example,
δWi+1. From (4.4.2.2), we have

δWi+1 = x− δΣi
1(w)− δf i

IF (w, 0, 0)

= x− (Σ1(ei + w)− Σ1(ei))

−(fIF (ei + w, ei−1, ei−2)− fIF (ei, ei−1, ei−2))

= −1− (0− (−1))− (ei−2 − ei−1)

= −2− γ + γ + 1

= −1.

Similarly, Equations (4.4.2.6), (4.4.2.7) and (4.4.2.8) can be verified. Equa-
tions (4.4.2.3), (4.4.2.4) and (4.4.2.5) on the other hand give rise to the
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following conditions on the values of α, γ and µ.

δ1 = y − Σ1(µ + x) + Σ1(µ)− fIF (µ + x, 0, γ + 1)
+fIF (µ,−1, γ + 1)

δ2 = −Σ1(λ + y) + Σ1(λ)− fIF (λ + y, µ + x, 0)
+fIF (λ, µ,−1)

w = −fIF (λ + y, λ + y, µ + x) + fIF (λ + y, λ, µ).







(4.4.3)

The special case of these equations with y = 0 have been reported in [26]
and a method for solving them has been discussed. The method to solve
these equations is different for SHA-256 and for SHA-512. Next, we discuss
methods to solve (4.4.3) for the case y = −1.

4.4.2 Solving Equation (4.4.3) for y = −1

The following provides an outline of the method to solve (4.4.3) for µ, γ and
λ when y = −1 and δ1 and δ2 are given. From λ, we obtain α.

• The third equation holds with probability 1 if both λ and µ are odd.

• Given that λ and µ are odd, the second equation simplifies to δ2 =
−Σ1(λ − 1) + Σ1(λ) + (λ− 1). For a given odd value of δ2 occurring
in the distribution of σ1(W ) − σ1(W − 1), it is possible to solve this
equation for odd λ.

• Given such a λ, it is easy to solve the equation λ = −Σ0(α) to obtain a
suitable value of α, since Σ0 is an invertible mapping for both SHA-256
and SHA-512.

• For the first equation, the term −fIF (µ−1, 0, γ+1)+fIF (µ,−1, γ+1) is
equal to µ, if γ is odd. This term is equal to µ−1 if γ is even. Further,
we note that −Σ1(µ− 1) + Σ1(µ) is always even for both SHA-256 and
SHA-512. Thus taking an arbitrary odd value of γ, the first equation
is in the single variable µ and can be solved easily for a given δ1.

Now we provide proofs of the observations above.

Lemma 4.4.1. If y = −1, then the third equation of (4.4.3) is satisfied for
any odd λ and odd µ.

Proof. We have to show that

1 = −fIF (λ− 1, λ− 1, µ− 1) + fIF (λ− 1, λ, µ).

The quantities λ and λ − 1 differ only in their least significant bit since
λ is odd. Similarly, µ and µ− 1 differ only in their least significant bit since
µ is odd. Let xi denote the ith bit of x, then λ0=1, (λ− 1)0 = 0, µ0 = 1 and
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(µ− 1)0 = 0. Let (λ− 1)i = λi = 1 and (λ− 1)j = λj = 0 for some non-zero
indices i and j. Also, let µi = b1 and µj = b2 for these bit positions i and j.
Now we are ready to write the bit patterns of the quantities occurring in the
third equation.

bit 63 . . . i . . . j . . . 0
λ− 1 . . . . 1 . . . 0 . . . 0
λ . . . . 1 . . . 0 . . . 1
µ . . . . b1 . . . b2 . . . 1
fIF (λ− 1, λ, µ) . . . . 1 . . . b2 . . . 1

Similarly,

bit 63 . . . i . . . j . . . 0
λ− 1 . . . . 1 . . . 0 . . . 0
λ− 1 . . . . 1 . . . 0 . . . 0
µ− 1 . . . . b1 . . . b2 . . . 0
fIF (λ− 1, λ− 1, µ− 1) . . . . 1 . . . b2 . . . 0

From the two bit patterns above, we get that

fIF (λ− 1, λ, µ)− fIF (λ− 1, λ− 1, µ− 1) = 1.

Lemma 4.4.2. Let y = −1. For odd λ and odd µ, the second equation
of (4.4.3) simplifies to δ2 = −Σ1(λ− 1) + Σ1(λ) + (λ− 1).

Proof. Consider the following expression

−fIF (λ− 1, µ− 1, 0) + fIF (λ, µ,−1).

Similar to the proof of the previous lemma, we consider the bit patterns of
the quantities occurring in the above equation. Let λi = 1 and λj = 0 for
some non-zero i, j. Also, let µi = b1 and µj = b2. Then the following bit
patterns can be seen for the various quantities.

bit 63 . . . i . . . j . . . 0
λ . . . . 1 . . . 0 . . . 1
µ . . . . b1 . . . b2 . . . 1
−1 1 . . . 1 . . . 1 . . . 1
fIF (λ, µ,−1) . . . . b1 . . . 1 . . . 1

Similarly,

bit 63 . . . i . . . j . . . 0
λ− 1 . . . . 1 . . . 0 . . . 0
µ− 1 . . . . b1 . . . b2 . . . 0
0 0 . . . 0 . . . 0 . . . 0
fIF (λ− 1, µ− 1, 0) . . . . b1 . . . 0 . . . 0
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Table 4.14: Values leading to collisions for different number of rounds of SHA-256.
The value of i denotes the start point of the local collision, i.e., the local collision
is placed from Round i to i + 8.

(#Rounds, i) δ1 δ2 u α λ γ µ

(23, 8) 0 ff006001 0 32b308b2 051f9f7f 684e62b7 041fff81

(23, 9)
(24, 10)

00006000 ff006001 1 32b308b2 051f9f7f 98e3923b fbe05f81

From the two bit patterns above, we get that fIF (λ, µ,−1) and fIF (λ−1, µ−
1, 0) will have the same bit value whenever the corresponding bit of λ is 1
and different bit value whenever the corresponding bit of λ is 0, except the
least significant bit which will always be different. Comparing this difference
with the bit pattern λ− 1, we obtain

fIF (λ, µ,−1)− fIF (λ− 1, µ− 1, 0) = λ− 1.

This completes the proof.

Lemma 4.4.3. Let y = −1. For odd µ and odd γ, the first equation of (4.4.3)
simplifies to δ1 = −1− Σ1(µ− 1) + Σ1(µ) + µ.

Proof. By considering the bit patterns of µ, µ − 1 and γ + 1 the following
can be proved in a manner similar to the previous two lemmas.

fIF (µ,−1, γ + 1)− fIF (µ− 1, 0, γ + 1) =

{
µ if γ is odd.
µ− 1 if γ is even.

Substituting the above value in the equation for δ1 gives the required
proof.

SHA-256. For SHA-256 we did not solve the second equation explicitly
since random search is itself good enough, producing a solution in few sec-
onds. Solving all the three equations for α, γ and µ can be done in a few
seconds on a current PC. Examples of values of (δ1, δ2) and the solutions
to (4.4.3) for λ, γ and µ are provided in Table 4.14. The value of α is
obtained from λ as explained earlier. The justification for choosing these
particular values for the δs as well as the explanation for the first column
will be provided later.

SHA-512. It is possible to solve (4.4.3) for SHA-512 as well, although we
require a different approach than SHA-256. The main difference is in solving
the first and the second equations. Since now 64-bit quantities are involved,
it is no longer possible to solve the first and second equations by exhaustive
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Table 4.15: Values leading to collisions for different number of rounds of SHA-512.
The value of i denotes the start point of the local collision, i.e., the local collision
is placed from Round i to i + 8.

(# Rounds, i) δ1 δ2 u α λ γ µ

(23, 8) 0 600000000237 0 7201b90f9f8df85e 3e000007ffdc9 1 43fffff800001

(23, 9)
(24, 10)

200000000008 600000000237 1 7201b90f9f8df85e 3e000007ffdc9 1 45fffff800009

search. We describe a method to solve the second equation with the aid of
an example.

Examples of values of (δ1, δ2) and the solutions to (4.4.3) for λ, γ and µ
are provided in Table 4.15 and the value of α is obtained from λ as explained
earlier. As in the case of SHA-256, the justification for choosing these par-
ticular values for the δs as well as the explanation for the first column will
become clear later.

Solving the Second Equation of (4.4.3) For SHA-512. As shown in
Lemma 4.4.2, for odd λ the second equation simplifies to

δ2 = −Σ1(λ− 1) + Σ1(λ) + (λ− 1).

We need to get an odd λ satisfying the above equation for a given value of
δ2. Since −Σ1(λ − 1) + Σ1(λ) is always even and (λ− 1) is odd due to our
choice of odd λ, we require δ2 to be odd. This equation can be solved by
hand. We explain the method to solve this equation for δ2 = 600000000237.

First note that Σ1(x) is the XOR addition of 3 n-bit quantities which are
rotated/shifted forms of x. If λ is odd, then λ and λ − 1 differ only in the
least significant bit. Therefore, the bit patterns of Σ1(λ) and Σ1(λ− 1) will
be same except at 3 bit positions. These 3 bit positions are indexed by 23,
46 and 50. By the structure of Σ1 function and using the fact that λ is odd
(i.e. λ0 = 1), we have the following

b1 = (Σ1(λ))23 = λ0 ⊕ λ37 ⊕ λ41 = 1⊕ λ37 ⊕ λ41,

b2 = (Σ1(λ))46 = λ0 ⊕ λ23 ⊕ λ60 = 1⊕ λ23 ⊕ λ60,

b3 = (Σ1(λ))50 = λ0 ⊕ λ4 ⊕ λ27 = 1⊕ λ4 ⊕ λ27.

Also, because (λ − 1)0 = 0, we have (Σ1(λ − 1))23 = b1, (Σ1(λ − 1))46 = b2

and (Σ1(λ− 1))60 = b3.
Now consider the bit pattern of various quantities as follows.
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bit 63 . . . 50 . . . 46 . . . 23 . . . 0

A = Σ1(λ− 1) . . . . b3 . . . b2 . . . b1 . . . .
B = Σ1(λ) . . . . b3 . . . b2 . . . b1 . . . .
A−B . . . . . . . . . . . . 1 0. . . 0
δ2 . . . . . . . . . . . . . . . . .
A−B + δ2 . . . . . . . . . . . . . . . . .

We require the quantity (A − B + δ2) to be equal to (λ− 1). It is clear
from the bit pattern above that the lowest 23 bits (indexed from 0 to 22) of
(A−B+δ2) will be same as those of δ2. Equating these bits to corresponding
bits of (λ− 1), we immediately get the lowest 23 bits of λ.

Now consider the bits between 23 and 46 of (A− B). It is clear that all
these bits will be equal. Further, all these bits will be equal to 1 if b1 = 1
due to the borrow while subtracting B from A at bit position 23. Similarly,
all these bits of (A−B) will be equal to 0 if b1 = 0. Our choice of δ2 has all
these bits equal to zero, hence the term (A−B + δ2) will too have all these
bits equal. But since this term is equal to (λ− 1), all these bits of (λ − 1)
will also be equal. Finally, note that λ and (λ− 1) differ only in the lowest
bit position, hence all the bits between 23 and 46 of λ will also be equal. In
particular, we will have λ37 = λ41, hence we have that b1 = 1⊕λ37⊕λ41 = 1.

Continuing reasoning on bit positions in this way, for any given δ2, either
we can solve for λ or determine that a solution does not exist. For δ2 =
600000000237 we obtained the solution λ = 3e000007ffdc9. Note that the
method explained above does not require any particular structure of the bits
of δ2. As another example, we also solved for δ2 = 19ffffffffdd9 and
obtained the solution as λ = 2200000800227.

Note.

1. The first equation can be solved in a similar manner for µ for a given
δ1.

2. It is possible to design an algorithm to do the task described above.
But, such an algorithm will be complicated. Since we are interested in
solving for a single value of δ2, we chose not to describe and implement
an algorithm. The method of solving by hand is good enough.

4.5 Finding 23 and 24-Round Collisions

We show that by suitably placing a local collision of the type described in
Section 4.4.1 and using proper values for α, γ and µ, it is possible to obtain
several 23 and 24-round collisions for SHA-2. For the description below, we
will be considering the SS local collision, i.e., (w, x, y, z) = (1,−1,−1, 0).
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4.5.1 23-Round Collisions

There are two options of placing the SS local collision. From Round i = 8
to Round i + 8 = 16 and from Round i = 9 to Round i + 8 = 17. This gives
rise to two kinds of 23-round collisions for SHA-2.

Case i = 8.

The local collision is started at i = 8 and ends at i = 16.
We have (w, x, y, z) = (1,−1,−1, 0) and β = α. Also, we set u = 0

and δ1 = 0. We need to choose a suitable value for δ2 which is the value of
δWi+3 = δW11. For this case, we let δ = δ2. The value of δ2 has to be chosen
so that (4.4.3) has a solution. The time complexity of the algorithm depends
on freqδ (see Section 4.1.2 for the meaning of freqδ) as explained below, so,
one would like to choose δ such that freqδ is as high as possible. At the same
time, we have to ensure that (4.4.3) can be solved for the particular value
of δ. Our choices of δ given in the rows with (23, 8) of Tables 4.14 and 4.15
have the highest value of freqδ for which it is possible to solve (4.4.3).

Since the local collision ends at Round 16, from Table 4.4.1 it necessarily
follows that δW16 = −1. To obtain a 23-round collision, we want to ensure
that δW17 = · · · = δW22 = 0. From Table 4.8, (4.4.1) and the fact that
δWj = 0 for 0 ≤ j ≤ 7, it follows that the condition δW17 = · · · = δW22 = 0
is achieved if we can ensure δW18 = 0. Again, from Table 4.8, we have

δW18 = δσ1(W16) + δW11. (4.5.1)

So, for δW18 to be zero, we need δ = δW11 = −δσ1(W16), so that δW11 should
be one of the values which occur in the distribution of σ1(W ) − σ1(W − 1)
for some W . (This is the reason why we analyzed the differential behavior
of σ1 in Section 4.1.2.) The word W16 is defined using message recursion and
so, we cannot control this word directly. Instead, we analyze which message
words can be used to control W16.

First, let us consider which register values need to be set to specific values.
Since i = 8, from Table 4.13, we see that a6 to a10 and e6 to e14 get defined.
Using CDE, the value of e10 is actually determined by the values of a6 to a10.
Using CDE, the values of e9 down to e6 determine the values of a5 down to
a2. So, the values of a2 to a10 and the values of e11 to e14 are fixed.

From message recursion, the expression for W16 is the following.

W16 = σ1(W14) + W9 + σ0(W1) + W0.

From the update function of the e-register, we have

W14 = e14 − (Σ1(e13) + fIF (e13, e12, e11) + a10 + e10 + K14).
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In this equation, all values other than W14 have already been fixed. So, W14

and hence σ1(W14) have fixed values. Let us now consider W9. From the
update function of the a-register, we can write

W9 = a9 − Σ0(a8)− fMAJ(a8, a7, a6)− Σ1(e8)− fIF (e8, e7, e6)− e5 −K9.

In the right hand side, all quantities other than e5 have fixed values. Using
CDE,

e5 = a5 + a1 − Σ0(a4)− fMAJ(a4, a3, a2).

Again in the right hand side, all quantities other than a1 have fixed values.
So, we can write W9 = C − a1, where C is a fixed value. Now,

a1 = Σ0(a0) + fMAJ(a0, b0, c0) + Σ1(e0) + fIF (e0, f0, g0) + h0 + K1 + W1

where a0 and e0 depend on W0 whereas b0, c0, f0, g0 and h0 depend only
on the initialization vector and hence are constants. Thus, we can write
a1 = Φ(W0) + W1, where

Φ(W0) = Σ0(a0) + fMAJ(a0, b0, c0) + Σ1(e0) + fIF (e0, f0, g0) + h0 + K1.

We write Φ(W0) to emphasize that this depends only on W0. At this point,
we can write

W16 = σ1(W14) + W9 + σ0(W1) + W0

= σ1(W14) + C − Φ(W0)−W1 + σ0(W1) + W0

= D − Φ(W0)−W1 + σ0(W1) + W0. (4.5.2)

We need to obtain W0 and W1 such that the value of W16 given by (4.5.2)
satisfies the condition σ1(W16−1)−σ1(W16) = −δ and then using (4.5.1) we
obtain δW18 = 0 giving us the required condition of δW17 = · · · = δW22 = 0.

Once W0,W1 have been obtained, a collision can be constructed in a
manner similar to that for the 22-round case and as shown in Table 4.12. The
idea is to first run SHA-2 for two rounds using W0 and W1. This determines
the registers (a1, . . . , h1). Now, using Proposition 4.1.1, run SHA-2 step-by-
step using Wi to set ai to the desired value for 2 ≤ i ≤ 10. Then run SHA-2
step-by-step using Wi to set ei to the desired value for 11 ≤ i ≤ 14. Finally,
choose any value for W15. The values of W ′

i are determined by the values of
Wi and δWi for 0 ≤ i ≤ 15. This gives a colliding message pair (W0, . . . ,W15)
and (W ′

0, . . . ,W
′
15).

Estimate of Computation Effort. The main computational effort is in
solving (4.5.2) for W0 and W1 such that σ1(W16 − 1) − σ1(W16) = −δ. We
did not attempt an analytic solution. Instead, we tried random choices of
W0 and W1 until we found a suitable W16. There are freqδ values of W16
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for which σ(W16)− σ(W16 − 1) equals δ. On an average, success is obtained
after freqδ trials. Each trial corresponds to about a single round of SHA-2
computation. So, the total cost of finding suitable W0 and W1 is about freqδ

24.5

tries of 23-round SHA-2 computations.

SHA-256. The value of δ given in Table 4.14 is such that freqδ = 216. (See
Table 4.1 in Section 4.1.2.) So, the complexity of finding 23-round SHA-256
collision is about 211.5 tries of 23-round SHA-256 computations. A message
pair colliding for 23-round SHA-256 is given in Table A.20 of the Appendix.

SHA-512. In this case, we have estimates on freqδ. (Again, see Sec-
tion 4.1.2 for discussion on this issue.) For the particular value of δ given
in Table 4.15, our estimate is freqδ ≈ 243. (See Table 4.2.) So, the effort
required is about freqδ

24.5 = 221

24.5 = 216.5 trials of 23-round SHA-512. A message
pair colliding for 23-round SHA-512 is given in Table A.23 of the Appendix.

Case i = 9.

It is possible to place the local collision from Round 9 to Round 17 and then
perform an analysis to show that it is possible to obtain 23-round collisions
for both y = 0 and y = −1. We do not provide these details, since a similar
technique with an additional constraint is required for 24-round collision for
which we provide complete details. An example of a collision obtained using
this method is given in Table A.21 of the Appendix.

4.5.2 24-Round Collisions

The SS local collision is placed from Round i = 10 to Round i + 8 = 18, i.e.
(w, x, y, z) = (1,−1,−1, 0). The message differences are as given by (4.4.1)
where we choose u = 1. The values of δ1, δ2 need to be suitably chosen and
then the values of λ, γ and µ can be found by solving (4.4.3) as explained in
Section 4.4.2. From λ, we find α as explained earlier.

Since the collision ends at Round 18 and u = 1, from (4.4.1) we have
δW17 = 1 and δW18 = −1. To obtain a 24-round collision, we need to ensure
δW19 = · · · = δW23 = 0.

From Table 4.8, (4.4.1) and the fact that δWj = 0 for 0 ≤ j ≤ 9, we get
that the conditions δW19 = δW20 = 0 translate into the conditions

δ1 = δW12 = −(σ1(W17 + 1)− σ1(W17))
δ2 = δW13 = −(σ1(W18 − 1)− σ1(W18)).

}

(4.5.3)

As in the case of 23-round collisions, based on the differential behavior of
σ1 (described in Section 4.1.2), we should try to choose δ1 and δ2 such that
freq−δ1 and freqδ2 are as high as possible.
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Consider Table 4.13. This table tells us what the values of the different a
and e-registers need to be. The values of a8 to a12 and the values of e8 to e16

get defined. Using CDE, the values of e11 down to e8 determine the values
of a7 down to a4. Thus, the values of a4 to a12 and e13 to e16 are fixed. So,
the values of a0 to a3 are free. In particular, we see that e16 = −1− u = −2.
This can be achieved by setting W16 to

W16 = e16 − Σ1(e15)− fIF (e15, e14, e13)− a12 − e12 −K16. (4.5.4)

Since all values on the right hand side are constants, we have that W16 is a
constant value. On the other hand, W16 is defined by message recursion. So,
we have to ensure that W16 takes the correct value. This is in addition to
the requirement that the value of W17 and W18 satisfy (4.5.3).

We have already seen that W16 is a fixed value. Note that

W14 = e14 − Σ1(e13)− fIF (e13, e12, e11)− a10 − e10 −K14

W15 = e15 − Σ1(e14)− fIF (e14, e13, e12)− a11 − e11 −K15.

}

(4.5.5)

Since for both equations, all the quantities on the right hand side are fixed
values, so are W14 and W15.

Using CDE twice, we can write

W9 = −W1 + C4 + fMAJ(a4, a3, a2)− Φ0

W10 = −W2 + C5 + fMAJ(a5, a4, a3)− Φ1

W11 = −W3 + C6 + fMAJ(a6, a5, a4)− Φ2






(4.5.6)

where

Ci = ei+5 − Σ1(ei+4)− fIF (ei+4, ei+3, ei+2)− 2ai+1

−Ki+5 + Σ0(ai)
Φi = Σ0(ai) + fMAJ(ai, bi, ci) + Σ1(ei) + fIF (ei, fi, gi)

+hi + Ki+1.







Using the expressions for W9,W10 and W11 we obtain the following expres-
sions for W16,W17 and W18.

W16 = σ1(W14) + C4 −W1 + fMAJ(a4, a3, a2)− Φ0

+σ0(W1) + W0

W17 = σ1(W15) + C5 −W2 + fMAJ(a5, a4, a3)− Φ1

+σ0(W2) + W1

W18 = σ1(W16) + C6 −W3 + fMAJ(a6, a5, a4)− Φ2

+σ0(W3) + W2.







(4.5.7)

We need to ensure that W16 has the desired value given by (4.5.4) and that
W17 and W18 take values which satisfy (4.5.3).

The only free quantities are W0 to W3 which determine a0 to a3. The
value of C4 depends on e8, e7 and e6, where e8 has a fixed value and e7 and e6
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are in turn determined using CDE by a3 and a2. Similarly, C5 is determined
by e9, e8 and e7; where e9, e8 have fixed values and e7 is determined using a3.
The value of C6 on the other hand is fixed. Coming to the Φ values, Φ0 is
determined only by W0; Φ1 determined by W0 and W1; and Φ2 determined
by W0,W1 and W2. Let

D = W16 − (σ1(W14) + C4 + fMAJ(a4, a3, a2)− Φ0 + W0). (4.5.8)

If we fix W0 and a3, a2, then the value of D gets fixed and we need to find
W1 such that the following equation holds.

D = −W1 + σ0(W1). (4.5.9)

A guess-then-verify algorithm can be used to solve this equation. This algo-
rithm will be different for SHA-256 and for SHA-512 since the σ0 function
is different for the two. The guess-then-verify algorithms for both SHA-256
and SHA-512 are described in Section 4.5.3.

Solving (4.5.9) Using Table Look-Up. An alternative approach would
be to use a pre-computed table. For each of the 2n possible W1s (n is the
word size 32 or 64), prepare a table of entries (W1,−W1 +σ0(W1)) sorted on
the second column. Then all solutions (if there are any) for (4.5.9) can be
found by a simple look-up into the table using D. The table would have 2n

entries and if a proper index structure is used, then the look-up can be done
very fast. We have not implemented this method.

Given a1, b1, . . . , h1 and a2 the value of W2 gets uniquely defined; simi-
larly, given a2, b2, . . . , h2 and a3, the value of W3 gets uniquely defined. The
equations are the following.

W2 = a2− (Σ0(a1) + fMAJ(a1, b1, c1) + h1 + Σ1(e1)
+fIF (e1, f1, g1) + K2)

W3 = a3− (Σ0(a2) + fMAJ(a2, b2, c2) + h2 + Σ1(e2)
+fIF (e2, f2, g2) + K3)







(4.5.10)

The strategy for determining suitable W0, . . . ,W3 is the following.

1. Make random choices for W0 and a2, a3.
2. Run SHA-2 with W0 and determine Φ0.
3. From a3 and a2 determine e7 and e6 using CDE.
4. Determine C4 using (4.5.7) and then D using (4.5.8).
5. Solve (4.5.9) for W1 using the guess-then-verify algorithm.
6. Run SHA-2 with W1 to define a1, . . . , h1.
7. Determine Φ1 using (4.5.7) and then W2 using (4.5.10).
8. Run SHA-2 with W2 to define a2, . . . , h2.
9. Determine Φ2 using (4.5.7) and then W3 using (4.5.10).
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10. Compute W17 and W18 using (4.5.7).
11. If σ1(W17 + 1)− σ1(W17) = −δ1 and σ1(W18 − 1)− σ1(W18) = δ2, then

return W0,W1,W2 and W3.

The values of W0,W1,W2 and W3 returned by this procedure ensure that the
local collision ends properly at Round 18 and that δWj = 0 for j = 19, . . . , 23.
This provides a 24-round collision. The actual construction of the collision
is similar to the procedure for obtaining 22-round collisions described in
Table 4.12; using the obtained values of W0, . . . ,W3 run SHA-2 for 4 rounds
to define the values of (a3, . . . , h3). Use Proposition 4.1.1 to set W4, . . . ,W12

to values so that a4, . . . , a12 get the required values. Set W13,W14,W15 to
ensure that e13, e14, e15 get the required values. Finally, set W ′

i = Wi + δWi

for i = 0, . . . , 15. Then the message pairs (W0, . . . ,W15) and (W ′
0, . . . ,W

′
15)

provide a 24-round collision.

Estimate of Computation Effort. Let Round 5 involve a computation
of g operations, where each operation is much faster than a single round of
SHA-2; by our assessment the time for each operation is around 2−4 times
the cost of a single round of SHA-2. Thus, the time for Round 5 is about g

24

single SHA-2 rounds. Further, let the success probability of the guess-then-
verify attack be p. Then Round 5 needs to be repeated roughly 1

p
times to

obtain a solution.
By the choice of δ1, the equality σ1(W17 + 1) − σ1(W17) = −δ1 holds

roughly with probability
freqδ1

2n while by the choice of δ2 the equality σ1(W18−

1)−σ1(W18) = δ2 holds roughly with probability
freqδ2

2n and we obtain success

in Round 11 with roughly
freqδ1

×freqδ2

22n probability. So, the entire procedure

needs to be carried out around 22n

freqδ1
×freqδ2

times to obtain a collision.

The guess-then-verify step takes about g/24 single SHA-2 rounds. The
time for executing the entire procedure once is about ( g

24 + 3) single SHA-2
rounds which is about 2−4.5 × ( g

24 + 3) 24-round SHA-2 computations. Since

the entire process needs to be repeated 22n

freqδ1
×freqδ2

times for obtaining success,

the number of 24-round SHA-2 computations till success is obtained is about
(

22n

freqδ1 × freqδ2

)

×

(

2−4.5 ×
( g

24
+ 3

)

×
1

p

)

.

If (4.5.9) is solved using a table look-up, then the cost estimate changes
quite a lot. The cost of Round 5 reduces to about a single SHA-2 round so
that the overall cost reduces to about

(
22n

freqδ1 × freqδ2

)

×

(

2−4.5 × 3×
1

p

)

24-round SHA-2 computations. The trade-off is that we need to use a look-up
table having 2n entries.
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SHA-256. We choose δ2 = ff006001 with freqδ2 = 216. Also, we choose
δ1 = 00006000 so that −δ1 = ffffa000 and freq−δ1 = 229 + 226. (See
Table 4.1 in Section 4.1.2.) (For choices of δ2 with higher value of freqδ2

there are no solutions to the second equation of (4.4.3).)
For these values of δ1 and δ2, it is possible to solve (4.4.3) to obtain

suitable λ, γ and µ, which in turn determine α. An example of these values
is shown in Table 4.14 in the row (24, 9). (The same values also hold for
obtaining 23-round collision by placing a local collision from Round 9 to 17.)

The values of g, freqδ1 and freqδ2 are 218, 229 and 216 respectively. So, the
time complexity is about 228.5 24-round SHA-256 computations. In our ex-
periments, we found that the computation effort required to find W0, . . . ,W3

actually turns out to be less than the estimated effort of 228.5 24-round SHA-
256 computations. The value of 228.5 matches the figure given in [26], but [26]
does not provide the detailed analysis of their cost. A message pair colliding
for 24-round SHA-256 is given in Table A.22 of the Appendix.

As already explained, if (4.5.9) is solved using a table look-up, then the
cost reduces to about 215.5 24-round SHA-256 computations.

SHA-512. We choose δ2 = 600000000237 with freqδ2 ≈ 243. Also, we
choose δ1 = 200000000008 so that freq−δ1 ≈ 261.5. See Table 4.2 in Sec-
tion 4.1.2 For these values of δ1 and δ2, it is possible to solve (4.4.3) to
obtain suitable λ, γ and µ, which in turn determine α. An example of these
values is shown in the row marked (24, 10) of Table 4.15.

The guess-then-verify attack for SHA-512 case requires g = 215 opera-
tions. Hence, the effort required for 24-round SHA-512 attack is about

(
22×64

261.5 × 243

)

×

(

2−4.5 ×

(
215

24
+ 3

)

×
1

2−2.5

)

= 232.5

trials of 24-round SHA-512. In [26], the corresponding effort is 253 trials of
24-round SHA-512. This significant improvement in the attack complexity
allows us to provide the first example of a colliding message pair for 24-
round SHA-512. A message pair colliding for 24-round SHA-512 is given in
Table A.24 of the Appendix.

Note that using a table having 264 entries to solve (4.5.9) will reduce the
computational effort to about 222.5 trials of 24-round SHA-512.

4.5.3 Guess-Then-Verify Algorithm for Solving Equa-
tion (4.5.9)

For the ease of notation, in this section we will use W instead of W1.
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For SHA-256.

Consider Table 4.1 where the structure of W and σ0(W ) is shown for SHA-
256. We have−W+σ0(W ) = D, where D = (d31, . . . , d0) is a 32-bit constant.
For 31 ≥ k ≥ l ≥ 0, we will use the notation X[k, l] to denote bits xk, . . . , xl

of the 32-bit quantity X.
We explain how the guess-then-verify algorithm proceeds. Suppose that

we guess W [14, 0]. Let X = D+W and Y = (W [14, 0]≫ 3)⊕(W [14, 0]≫ 7).
Then W [25, 18] = (X ⊕ Y )&(ff). Having determined W [25, 18] we next
determine W [29, 26] using positions 22 to 19 of Table 4.1. This time, however,
there may have been a possible carry into the 19th bit and we need to account
for that. Let c0 be a bit. Define X = (D ≫ 19) + (W [25, 18]≫ 1) + c0 and
Y = (W [14, 0] ≫ 5) ⊕ (W [25, 18] ≫ 4). Then W [29, 26] = (X ⊕ Y )&(f).
This illustrates the general idea and can be extended to determine the other
bits. Once the entire W has been determined we need to determine whether
−W + σ0(W ) = D. The entire algorithm is shown in Figure 4.2. This
algorithm involves guessing W [14, 0] and bits c0, c1, c2, which is a total of 18
bits. If the equation D = −W +σ0(W ) does not have any solution, then none
will be returned by this algorithm; on the other hand, if there is a solution or
there are more than one solutions, then all solutions will be returned. A total
of 218 operations are required. The time for each operation is significantly
less than the time for a single SHA-256 round and by our assessment it is
about 2−4 times the time for a single SHA-256 round.

Note. In [26], it has been remarked that “by guessing the least 15 bits of
W1 the entire W1 can be reconstructed and with probability 2−14 it is going
to be correct”. No details are provided. In particular, the guess-then-verify
algorithm that we have described is not present in [26].

In our experiments with SHA-256, we found that for almost every other
value of D, (4.5.9) has solutions, the number of solutions being one or two.
So, for a random choice of D, we consider (4.5.9) to hold with probability
p ≈ 1.

For SHA-512.

Consider Table 4.3 where the structure of W and σ0(W ) is shown for SHA-
512. We have−W+σ0(W ) = D, where D = (d63, . . . , d0) is a 64-bit constant.
For 63 ≥ k ≥ l ≥ 0, we will use the notation X[k, l] to denote bits xk, . . . , xl

of the 64-bit quantity X.
We explain how the guess-then-verify attack proceeds. Suppose that we

guess W [7, 0]. So we know the 7 bits W [7, 1] and W [6, 0]. Now, consider the
lowest 7 bits of D + W . We need D + W to be equal to σ0(W ). The term
σ0(W ) consists of 3 quantities XOR’ed, one of which, W [7, 1], is already
known. The other two quantities are W [13, 7] and W [14, 8]. So we can
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Figure 4.1: Structure of W and σ0(W ) for SHA-256.

W w31 w30 w29 w28 w27 w26 w25 w24

W ≫ 3 0 0 0 w31 w30 w29 w28 w27

W ≫ 7 w6 w5 w4 w3 w2 w1 w0 w31

W ≫ 18 w17 w16 w15 w14 w13 w12 w11 w10

W w23 w22 w21 w20 w19 w18 w17 w16

W ≫ 3 w26 w25 w24 w23 w22 w21 w20 w19

W ≫ 7 w30 w29 w28 w27 w26 w25 w24 w23

W ≫ 18 w9 w8 w7 w6 w5 w4 w3 w2

W w15 w14 w13 w12 w11 w10 w9 w8

W ≫ 3 w18 w17 w16 w15 w14 w13 w12 w11

W ≫ 7 w22 w21 w20 w19 w18 w17 w16 w15

W ≫ 18 w1 w0 w31 w30 w29 w28 w27 w26

W w7 w6 w5 w4 w3 w2 w1 w0

W ≫ 3 w10 w9 w8 w7 w6 w5 w4 w3

W ≫ 7 w14 w13 w12 w11 w10 w9 w8 w7

W ≫ 18 w25 w24 w23 w22 w21 w20 w19 w18

Figure 4.2: A guess-then-verify algorithm for solving D = −W + σ0(W ) for SHA-
256.

1. Guess W [14, 0].
2. Let X = D + W and Y = (W [14, 0]≫ 3)⊕ (W [14, 0])≫ 7

and set W [25, 18] = (X ⊕ Y )&(ff).
3. Guess c0.
4. Let X = (D ≫ 19) + (W [25, 18]≫ 1) + c0,

and Y = (W [14, 0]≫ 5)⊕ (W [25, 18]≫ 4)
and set W [29, 26] = (X ⊕ Y )&(f).

5. Guess c1.
6. Let X = (D ≫ 23) + (W [25, 18]≫ 6) + c1

and Y = (W [14, 0]≫ 9)⊕ (W [29, 26]≫ 4),
and set W [31, 20] = (X ⊕ Y )&(3).

7. Guess c2.
8. Let X = (D ≫ 8) + (W [14, 0]≫ 8) + c2

and Y = (W [14, 0]≫ 11)⊕ (W [29, 26]),
and set W [31, 20] = (X ⊕ Y )&(7).

9. If −W + σ0(W ) = D, then output W as one solution.
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compute X = W [13, 7] ⊕ W [14, 8] = (D + W ) ⊕ W [7, 1]. Now, consider
the least significant bit of X. This is the XOR of W [7] and W [8]. We
already know W [7], so it is possible to compute W [8]. Once W [8] is known,
we can compute W [9] by considering the second least significant bit of X.
Continuing this way, we can get W [14, 7].

Now consider the quantity (D + W ) ⊕ (W ≫ 1) for bit positions 7
to 13. If the possible carry bit into the addition D + W at bit position 7
can be guessed, then W [21, 15] can be determined. Extending this reasoning
further, we need to guess 7 carry bits and the initial 8 bits of W to completely
determine W . If the obtained value of W satisfies −W + σ0(W ) = D, then
we have the correct solution. The entire algorithm is shown in Figure 4.4.

In the algorithm, we use a function GTD, which takes low order 7i bits
of W as input and produces low order 7i + 7 bits of W . This function is
described at the end of the figure.

This algorithm involves guessing W [7, 0] and bits c1, c2, . . . c7, which is
a total of 15 bits. If the equation D = −W + σ0(W ) does not have any
solution, then none will be returned by this algorithm; on the other hand,
if there is a solution or there are more than one solutions, then all solutions
will be returned. A total of 215 operations are required. The time for each
operation is significantly less than the time for a single SHA-512 round and
by our assessment it is about 2−4 times the time for a single SHA-512 round.

4.6 A Property of the NB Local Collision for

SHA-512

The NB local collision has (w, x, y, z) = (1,−1, 0, 0); δWi = 1, δWi+8 = −1
and δWj = 0, for j = i + 4, i + 5, i + 6, i + 7. Here 8 ≤ i ≤ 10. The
message word differences δWi+1, δWi+2 and δWi+3 are given by the following
equations:

δWi+1 = −1− δf i
IF (1, 0, 0)− δΣ1(ei),

δWi+2 = −δf i+1
IF (−1, 1, 0)− δΣ1(ei+1),

δWi+3 = −δf i+2
IF (0,−1, 1).






(4.6.1)

Suppose that the NB local collision is placed between Round i and Round
i + 8, i = 8, 9, 10; and it is desired to obtain a collision for i + 14 rounds.
Since the local collision ends at Round i + 8, from the differential path of
the local collision in Table 4.3, we require the difference in the message word
δWi+8 to be −1.

The basic idea is to ensure that the message word differences are all zero
after the local collision ends. This will ensure that the two messages will not
introduce any difference in the registers. Therefore, δWi+9 = δWi+10 = . . . =



103 4.6 A Property of the NB Local Collision for SHA-512

Figure 4.3: Structure of W and σ0(W ) for SHA-512.

W w63 w62 w61 w60 w59 w58 w57 w56

W ≫ 7 0 0 0 0 0 0 0 w63

W ≫ 1 w0 w63 w62 w61 w60 w59 w58 w57

W ≫ 8 w7 w6 w5 w4 w3 w2 w1 w0

W w55 w54 w53 w52 w51 w50 w49 w48

W ≫ 7 w62 w61 w60 w59 w58 w57 w56 w55

W ≫ 1 w56 w55 w54 w53 w52 w51 w50 w49

W ≫ 8 w63 w62 w61 w60 w59 w58 w57 w56

W w47 w46 w45 w44 w43 w42 w41 w40

W ≫ 7 w54 w53 w52 w51 w50 w49 w48 w47

W ≫ 1 w48 w47 w46 w45 w44 w43 w42 w41

W ≫ 8 w55 w54 w53 w52 w51 w50 w49 w48

W w39 w38 w37 w36 w35 w34 w33 w32

W ≫ 7 w46 w45 w44 w43 w42 w41 w40 w39

W ≫ 1 w40 w39 w38 w37 w36 w35 w34 w33

W ≫ 8 w47 w46 w45 w44 w43 w42 w41 w40

W w31 w30 w29 w28 w27 w26 w25 w24

W ≫ 7 w38 w37 w36 w35 w34 w33 w32 w31

W ≫ 1 w32 w31 w30 w29 w28 w27 w26 w25

W ≫ 8 w39 w38 w37 w36 w35 w34 w33 w32

W w23 w22 w21 w20 w19 w18 w17 w16

W ≫ 7 w30 w29 w28 w27 w26 w25 w24 w23

W ≫ 1 w24 w23 w22 w21 w20 w19 w18 w17

W ≫ 8 w31 w30 w29 w28 w27 w26 w25 w24

W w15 w14 w13 w12 w11 w10 w9 w8

W ≫ 7 w22 w21 w20 w19 w18 w17 w16 w15

W ≫ 1 w16 w15 w14 w13 w12 w11 w10 w9

W ≫ 8 w23 w22 w21 w20 w19 w18 w17 w16

W w7 w6 w5 w4 w3 w2 w1 w0

W ≫ 7 w14 w13 w12 w11 w10 w9 w8 w7

W ≫ 1 w8 w7 w6 w5 w4 w3 w2 w1

W ≫ 8 w15 w14 w13 w12 w11 w10 w9 w8
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Figure 4.4: A guess-then-verify algorithm for solving D = −W + σ0(W ) for SHA-
512.

1. Guess W [7, 0] and carry bits c1, c2, c3, c4, c5, c6, c7.
2. Let c0 = 0.
3. for(i = 0; i ≤ 7; i++)
4. W [7i + 7, 0] = GTD(W [7i, 7i− 6],ci);
5. If −W + σ0(W ) = D, then output W as one solution.

1. function GTD(W [7i, 7i− 6],ci){
2. X = (((D ≫ (7i− 7))&(7f)) + ci + (W ≫ (7i− 7))&(7f))

⊕((W ≫ (7i− 6))&(7f));
3. T1 = (X&1)⊕ ((W ≫ (7i))&1);
4. T2 = ((X ≫ 1)&1)⊕ T1;
5. T3 = ((X ≫ 2)&1)⊕ T2;
6. T4 = ((X ≫ 3)&1)⊕ T3;
7. T5 = ((X ≫ 4)&1)⊕ T4;
8. T6 = ((X ≫ 5)&1)⊕ T5;
9. T7 = ((X ≫ 6)&1)⊕ T6;
10. temp = T1 ⊕ (T2 ≪ 1)⊕ (T3 ≪ 2)⊕ (T4 ≪ 3)⊕ (T5 ≪ 4)

⊕(T6 ≪ 5)⊕ (T7 ≪ 6);
11. W [7i + 7, 0] = W [7i, 7i− 6]⊕ (temp≪ (7i + 1));
12. Return W [7i + 7, 0] }.
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δWi+14 = 0. From Table 4.8 it follows that we require δσ1(δWi+8)+δWi+3 = 0
to ensure that δWi+10 = 0.

We now show for SHA-512, it is difficult to find values of δWi+3 and
δσ1(Wi+8) which are of the same order of magnitude. The values of δWi+3

are biased towards small magnitudes. In contrast, the values of σ1(Wi+8)−
σ1(Wi+8−1) for SHA-512 are biased towards large magnitudes. This makes it
difficult to achieve equality of the two terms as required to ensure δWi+10 = 0.

In the discussion that follows, we use Xi to denote the ith bit of a 64-bit
quantity X. We also use the convention that the index of the least significant
bit is 0.

Proposition 4.6.1. Pr[Pj 6= (P +1)j] = 1/2j, where the probability is taken
over random P .

Proof. The necessary and sufficient condition for the jth bit of P and P + 1
to differ is that all the bits from 0 to (j − 1) in P are 1. This happens with
probability 1/2j, hence proved.

Proposition 4.6.2. If two numbers X and Y are such that Xi 6= Yi and
Xi−1 = Yi−1, then |X − Y | ≥ 2i−1 + 1.

Proof. Without loss of generality, suppose Xi = 1 and Yi = 0. Let Z =
X − Y . If Zi = 1, then clearly Z ≥ 2i and we are done.

So, suppose Zi = 0 and consider the process of binary subtraction of Y
from X to obtain Z. Since Xi = 1 and Yi = 0, the result Zi = 0 can happen
only if the subtraction of Yi−1Yi−2 . . . Y0 from Xi−1Xi−2 . . . X0 produces a
carry. But since Xi−1 = Yi−1, this implies the following two things.
1. Zi−1 = 1.
2. The subtraction of Yi−2Yi−3 . . . Y0 from Xi−2Xi−3 . . . X0 produces a carry.

1. Zi−1 = 1.

2. The subtraction of Yi−2Yi−3 . . . Y0 from Xi−2Xi−3 . . . X0 produces a
carry.

The second point implies that at least one bit of Zi−2Zi−3 . . . Z0 must be 1.
This together with the first point Zi−1 = 1 implies that Z ≥ 2i−1 + 1. Hence
proved.

Next we prove that the probability that the absolute value of δWi+3, in
the NB local collision is larger than 2j is bounded above by 1/2j−1.

Lemma 4.6.3. If the NB local collision is started at Round i, then

Pr[|δWi+3| ≥ 2j] < 1/2j−1.
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Proof. Since the local collision is started from round i, the message difference
δWi+3 is given by Equation 4.6.1. This equation gives:

δWi+3 = −δf i+2
IF (0,−1, 1),

= −fIF (ei+2, fi+2 − 1, gi+2 + 1) + fIF (ei+2, fi+2, gi+2),
= −fIF (ei+2, ei+1 − 1, ei + 1) + fIF (ei+2, ei+1, ei).

The two fIF terms in the computation above have the same first argument
ei+2. The second and the third arguments have a modular difference of ±1. If
the jth bit of ei+2 is 1 then the two fIF functions will select the corresponding
bit from the middle argument, else from the third argument.

Let A = fIF (ei+2, ei+1 − 1, ei + 1) and B = fIF (ei+2, ei+1, ei). Further,
let Pn be the event that An 6= Bn. The event δWi+3 ≥ 2j can happen if and
only if at least one of the bits j, j + 1, . . . 63 of δWi+3 is 1, i.e., if and only if
at least one of the events Pj, Pj+1, . . . P63 holds.

Now we are ready to bound the probability of the required event. In the
fourth step below, we use the fact that fIF (a, b, c) = b if a = 1 and = c if
a = 0.

Pr[δWi+3 ≥ 2j] = Pr[
⋃

i≥j

Pi]

≤
∑

i≥j

Pr[Pi]

=
∑

i≥j

(Pr[(ei+2)i = 0] · Pr[Pi|((ei+2)i = 0)]

+ Pr[(ei+2)i = 1] · Pr[Pi|((ei+2)i = 1)])

=
∑

i≥j

(
1

2
· Pr[(ei + 1)i 6= ei]

+
1

2
· Pr[(ei+1 − 1)i 6= ei+1]

)

=
1

2
·
∑

i≥j

(
1

2i
+

1

2i

)

(Using Proposition 4.6.1)

<
1

2j−1
.

This proves the result.

We now look at the distribution of values of σ1(W )−σ1(W−1) for random
choices of W .

Lemma 4.6.4. For the function σ1 used in SHA-512,

|σ1(W )− σ1(W − 1)| ≥ (242 + 239 + 238 + 236 − 23),

where W is any 64-bit word.
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Proof. The function σ1 is defined for SHA-512 as:

σ1(W ) = ROTR19(W )⊕ROTR61(W )⊕ SHR6(W ). (4.6.2)

Let the 64-bit word W be specified as (w63, w62, . . . , w1, w0) where w0 is the
least significant bit of W . Then σ1(W ) can be expressed as bit-wise XOR of
three quantities having bit pattern shown below.

Bit Index 63 62 . . . 58 57 . . . 45 44 . . . 0
ROTR19 w18 w17 . . . w13 w12 . . . w0 w63 . . . w19

ROTR61 w60 w59 . . . w55 w54 . . . w42 w41 . . . w61

SHR6 0 0 . . . 0 w63 . . . w51 w50 . . . w6

Let W ′ = W−1. Then similar structure for σ1(W
′) can also be visualized.

We are interested in the magnitude of σ1(W )− σ1(W
′).

Let j be the least index such jth bit of W is 1. That is, wj = 1 and wi = 0
for all i ≤ j − 1. Then we have, wi 6= w′

i for i ≤ j and wi = w′
i for i > j.

Now we consider two cases for j.

Case 1: 0 ≤ j ≤ 40. In this case, we have that wi = w′
i for i = 63, 51, 50,

42, 41 and w0 6= w′
0. From the structure of σ1(W ) and σ1(W

′), we note
that their 45th bits will be unequal but their 44th bits will be equal.
Using Proposition 4.6.2 we get, |σ1(W )− σ1(W

′)| ≥ 244 + 1.

Case 2: j ≥ 41. We need to consider the individual cases j = 41, 42, . . . 63
here. Consider the case j = 41 first. In this case, we know the exact
bit pattern in W and W ′ up to 41 bits. Only the high order bits from
42 to 63 are unknown in these two quantities. We also know that
these high order bits are the same in W and W ′. Since these are only
22 bits, we can exhaustively search this space and compute the value
|σ1(W )− σ1(W

′)| for the case j = 41. As j is increased, the same idea
can be used with even smaller search space. The size of the complete
search space is 1 + 2 + 22 + . . . + 222 = 223 − 1. A C program running
on an ordinary PC takes a fraction of a second to traverse this space.

Using exhaustive search, we found the minimum vale of |σ1(W ) −
σ1(W − 1)| to be 000004cffffffff8 which occurred for j = 42. This
value is equal to (242 + 239 + 238 + 236 − 23).

We have left one particular case of W undiscussed. This is the special
case when all the bits in W are zero. In this case, we can compute the
difference directly since σ1(0) = 0 and σ1(−1) = 1 + 2 + . . . + 257. Thus, we
have the difference = 258 − 1.

Combining all the cases, the result is proved.
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4.7 Extending the Attack to Longer Rounds

The method of attack described so far cannot be meaningfully extended be-
yond 24 rounds as already mentioned in [26]. This is due to the fact that
every extra round will introduce a new condition on the previous message
words. The 24-round collision already utilized the freedom in the first mes-
sage word W0. To have a 25-round collision by starting the local collision
at Round i = 11, will introduce impossibility in ensuring that the message
word difference δW16 = 0. This is explained below.

As shown in Section 4.4.1, the local collision is {w,−w, δ1, δ2, 0, 0, 0, u, w}.
If we start this local collision at Round i = 11, then δW15 = δW16 = δW17 =
0. Now from the message recursion of SHA-2, we have:

W16 = σ1(W14) + W9 + σ0(W1) + W0.

All the terms in the above equation, except W14, are zero. Therefore this
equation cannot be satisfied by this local collision. Similar reasons apply for
longer round collisions.

Perhaps more fundamentally the problem is that, we are using only a
single local collision. Since the local collision is nonlinear in nature, it is
difficult to combine two or more such collisions. Further progress in analysis
of round-reduced SHA-256 collisions will require some method to combined
more than one (linear or non-linear) local collision.

4.8 Conclusions

In this chapter we studied recent nonlinear attacks against the SHA-2 family.
We developed new attacks against up to 24-round SHA-256 and up to 24-
round SHA-512. We have utilized some weaknesses of the SHA-2 compression
function to construct these attacks. In the next chapter, we attempt to make
the SHA-2 family resilient against these attacks.



Chapter 5

A New Hash Family Obtained
by Modifying the SHA-2
Family

5.1 Introduction

In this chapter, we study several properties of the SHA-2 design which have
been utilized in recent collision attacks against reduced round SHA-2. Small
modifications to the SHA-2 design are suggested to thwart these attacks.
The modified round function provides the same resistance to linearization
attacks as the original SHA-2 round function, but provides better resistance
to non-linear attacks. Our next contribution is to introduce the general
idea of “multiple feed-forward” for the construction of cryptographic hash
functions. This can provide increased resistance to the Chabaud-Joux type
“perturbation-correction” collision attacks. The idea of feed-forward is taken
further by introducing the idea of feed-forward across message blocks lead-
ing to resistance against generic multi-collision attacks. The net effect of
the suggested changes to the SHA-2 design has insignificant impact on the
efficiency of computing the digest.

In the previous chapters we studied linear and non-linear local collisions
and developed attacks against up to 24-round SHA-2 using these local colli-
sions. Recent attacks starting with [38] and followed by [26, 49–51] utilized
certain previously unknown properties in the round function of SHA-2. While
none of these attacks threaten any of the security properties of the full SHA-2
hash functions, it is also true that some features of the compression function
have been exploited in the attack. The following four properties have been
used in the recent round-reduced attacks.

1. The works in [22], [24], [34, 35] and [47] show that 9-round local colli-
sions obtained using XOR differentials hold with probability 2−39 or less

109
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for SHA-256. In contrast, the work of [38] shows that 9-round local col-
lisions using additive differentials can be obtained with probability 1/3
(and improved to probability 1 in [51]). This suggests that the round
function resists XOR differentials better than additive differentials.

2. SHA-2 design uses 8 registers a to h, where a and e registers are non-
linearly updated while the rest are simply copied. It turns out that
there is a very simple relation by which the e-register value at Round i
can be controlled using only the a-register values at Round i to i− 4.

3. The round update function for the a-register uses an invertible linear
transformation Σ0 while that of the e-register uses an invertible linear
transformation Σ1. Both Σ0 and Σ1 have 0 and −1 as fixed points.

4. The technique of perturbation-correction [5] is used to build the at-
tacks. A 9-round local collision is suitably placed between rounds i
and i + 8 and it is ensured that all message word differences after
Round i + 8 are zero.

We suggest methods to get around the above issues. The linear maps
Σ0, Σ1 are modified to affine maps Γ0, Γ1 to ensure that Γ0, Γ1 and Γ0 ⊕ Γ1

do not have any fixed points (along with a few other properties). This takes
care of the third point above. Simple but carefully considered changes are
suggested to the update function of the a and e-registers. These changes
help in avoiding local collisions of high probability based on additive differ-
entials which have been obtained in [38] and [51]. These changes also lead to
cancelling out the simple relation between the a and e-registers. As a result,
both the first and second points above are eliminated.

The resistance of the new round function to linearization attacks is the
same as that provided by the SHA-2 round function. In particular, the best
linear local collision for the 256-bit case holds with probability 2−39 as in the
case of SHA-256. We argue later that the suggested changes provide better
resistance to recent non-linear attacks.

To tackle the fourth point, we introduce a new hash function design
called multiple feed-forward. This provides additional resistance to the
perturbation-correction technique for finding collisions. The SHA-family de-
sign uses a single feed-forward where the chaining value is added to the out-
put of composition of all the round functions. We suggest introducing several
other feed-forward rounds where the feed-forward is alternately provided us-
ing addition and XOR. A consequence is that if any 9-round local collision
is placed within the first 16 rounds, then there will be a round i within these
16 rounds such that there will be a perturbation in the registers at Round i
and this perturbation will necessarily extend to rounds beyond the first 16
rounds. Since message words beyond the first 16 rounds are obtained using
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the message recursion, it will be difficult to cancel out the effect of such cas-
caded perturbation. This improves the resistance to perturbation-correction
attacks. Such resistance is achieved at a marginal cost. The amortized cost
of the new feed-forward steps is less than one t-bit operation (add/XOR) per
round, where t = 32 for SHA-256 and t = 64 for SHA-512.

The idea of feed-forward is taken one step further. We suggest the idea
of providing feed-forward across message blocks. The intuitive justification
is that this provides an additional mechanism for allowing the processing of
the current block to depend on earlier blocks. Concrete suggestions are given
for the SHA-2 family. These improve the resistance of SHA-2 hash functions
against generic multi-collision attacks introduced in [28]. At a general level,
our idea of feed-forward across message blocks can be seen as a practical
version of the wide-pipe design strategy suggested in [32].

We put together all the ideas and make a new proposal called SShash. A
description is given in Section 5.6 along with comparison of timing results to
SHA-2. The implementation has been made by modifying the implementa-
tion of SHA-2 available from [11]. Test vectors and the code for the 256-bit
variant of SShash are given in Section A.4.

Relation to the SHA-3 Competition. The NIST of USA is currently
running a competition to select a new hash standard called SHA-3 [20].
Around 60 candidates have been submitted to the SHA-3 competition. Our
proposal SShash has not been submitted to the SHA-3 competition. We in-
tended to submit it to the SHA-3 competition, but missed the deadline for
submission to the same.

According to NIST documentation [20], “NIST does not currently plan
to withdraw SHA-2 or remove it from the revised Secure Hash Standard”.
So, scientific interest in SHA-2 is still very much alive. Our proposal should
be seen in this light. We have suggested some modifications to SHA-2 so as
to resist the recent reduced-round attacks and also to achieve other desirable
features. As is the case in all designs of symmetric primitives, confidence in
a primitive grows with the failure of cryptanalytic efforts. The same is also
true for our proposal. If SShash gets broken in the future, then the procedure
may throw some light on possible attacks on SHA-2. On the other hand, if
the design survives, then some lessons would have been learnt.

The new proposal is not a competitor for SHA-3 and hence will not be
a standard. But, NIST standards are of great interest worldwide. Conse-
quently, there are users who would be interested in knowing how to avoid the
recent reduced-round attacks on SHA-2. If SShash can indeed achieve this,
then such users may consider using SShash for possible proprietary purposes.
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5.2 Some Insights into Recent Attacks on

SHA-2

Local collisions for linearized version of SHA-2 were studied by Gilbert and
Handschuh [22] and in Chapter 3 of this thesis. All these local collisions hold
for the actual SHA-256 with probabilities of about 2−39 or less. Using these
local collisions, Mendel et al. [34,35] and later our work in Chapter 4 reported
collisions for 18 round SHA-256. We call attacks using local collisions for the
linearized version of SHA-2 as linear attacks.

Nikolić and Biryukov [38] presented a local collision which is valid for
the actual SHA-256 function. The important point to note is that this local
collision holds with probability of about 1/3. Using similar methods, we
presented another local collision in Chapter 4 of this thesis which holds with
probability 1. Extension of these attacks to obtain up to 24-round collisions
for both SHA-256 and SHA-512 have been given in [26] and in Chapter 4 of
this thesis. We call attacks using local collisions valid for the actual SHA-2
as nonlinear attacks.

We now discuss certain features of the SHA-2 design which facilitated
collision attacks against reduced round versions discussed earlier.

Linear vs. Nonlinear attacks. The only places where XOR is used in
the SHA-2 design are in the design of the transformations Σ0, Σ1 and σ0, σ1.
Modular addition is much more extensively used in the round function. To
a certain extent, this explains the difference in probabilities between linear
and non-linear attacks.

Choice of the Transformations Σ0 and Σ1. Two transformations Σ0

and Σ1 are used in the round function of SHA-2. These transformations are
given in Section 1.4.

Consider the equations Σ0(x) = x and Σ1(x) = x. Any solution to these
equations will give a “fixed point” for the transformations Σ0 and Σ1. Since
both these transformations use only XORs, we can equivalently look at the
equations (Σ0 ⊕ I32)(x) = 0 and (Σ1 ⊕ I32)(x) = 0 for SHA-256, where I32 is
the identity matrix of order 32. For SHA-512, the I32 needs to be replaced
by I64.

For SHA-256, Σ0 ⊕ I32 has rank 31 but Σ1 ⊕ I32 has rank 29. The null
space of Σ0 ⊕ I32 has basis {0xffffffff}, whereas the null space of Σ1 ⊕
I32 has basis {0x99999999, 0xaaaaaaaa, 0xcccccccc}. For SHA-512, the
ranks of both Σ0 ⊕ I64 and Σ1 ⊕ I64 are 63 and the null space has basis
{0xffffffffffffffff}.

Fixed points of Σ0 and Σ1 for both SHA-256 and SHA-512 are shown in
Table 5.1.
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Table 5.1: Fixed points of Σ0 and Σ1 for SHA-256 and SHA-512.

Hash function Transformation Fixed Points
SHA-256 Σ0 {0x00000000, 0xffffffff}

Σ1 {0x00000000, 0xffffffff,
0x33333333, 0x55555555,
0x66666666, 0x99999999,
0xaaaaaaaa, 0xcccccccc}

SHA-512 Σ0 {0x0000000000000000,
0xffffffffffffffff}

Σ1 {0x0000000000000000,
0xffffffffffffffff}

The analysis above shows that both Σ0 and Σ1 have common fixed points
for both the functions in the SHA-2 family. Moreover, the common fixed
points have very simple structure as well: all the bits are either zero or one
when they are expressed as 32-bit (or 64-bit) quantities. The numeric value
of these common fixed points are 0 and −1. This is one of the crucial issues
which provides the nonlinear local collisions of high probability utilized in
recent attacks.

Cross Dependence Equation. The Cross Dependence Equation (CDE)
was described in 4.1.1. We revisit the equation here. The CDE describes
relationship between the e and the a register values in the update function
of SHA-2 family as follows.

ei = ai−4 + ai − Σ0(ai−1)− fMAJ(ai−1, ai−2, ai−3).

The CDE allows an attacker to get simple relations between a and e
registers by ensuring suitable behavior of fMAJ . Note that it is rather easy to
control the differential behavior of fMAJ as utilized in [38] and other related
works. The CDE, therefore, reduces the utility of two register updates in
each round.

Local Collision and Message Expansion. The idea of perturbation-
correction from [5] is used to obtain a local collision. If a message differ-
ence (perturbation) is introduced at Round i, then it is possible to define
subsequent message differences such that the perturbation is cancelled at
Round i + 8. This leads to a 9-round local collision. The idea of the Nikolić-
Biryukov attack [38] and its extensions for obtaining an r-round collision is
the following. Choose a suitable i and place a local collision from Round i
to i + 8. Then ensure that δWj = 0 for j = i + 9, . . . , r − 1 leading to an
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r-round collision. This approach succeeds because a perturbation introduced
at some step can be “quickly” cancelled within a few steps. Viewed another
way, the introduced perturbation need not affect registers at Round j if j is
somewhat far from i, i.e., the perturbation does not have long-range effects.

5.3 Suggestions for Improvements to SHA-2

Design

5.3.1 Using Affine Transformations in the Update
Function

We suggest that the linear functions Σ0, Σ1 be replaced by affine functions
Γ0 and Γ1 respectively such that the following conditions are satisfied.

1. For all x ∈ {0, 1}t, Γi(x) 6= x or x, i = 0, 1.

2. For all x ∈ {0, 1}t, Γ0(x) 6= Γ1(x) or Γ1(x).

The first property is similar to one of the design criteria for the AES S-
box [10]. This property ensures that Γi have no fixed points or complemen-
tary fixed point. On the other hand, the second property ensures that Γ0

and Γ1 do not agree upon any input; and also the output of one on any input
cannot be obtained by complementing the output of the other on the same
input. The formulation of these properties are motivated by the desire to
avoid the situation where 0 and −1 are fixed points of both Σ0 and Σ1.

Achieving the above properties requires a bit of linear algebra. Suppose,
we define Γi(x) = Σi(x) ⊕ bi, where b0,b1 are to be chosen such that the
above two conditions are satisfied. Additionally, we would like each of b0,
b1 and b0 ⊕ b1 to be either balanced or nearly balanced.

Consider the first point for SHA-256: Γi(x) = x for some x implies (Σi⊕
I32)x = bi and Γi(x) = x for some x implies Γi(x) = (Σi ⊕ I32)x = bi. In
other words, the first point holds if both bi and bi are not in the column
space of (Σi⊕I32). In a similar manner, it can be shown that the second point
holds if both b0 ⊕ b1 and b0 ⊕ b1 are not in the column space of (Σ0 ⊕Σ1).

We computed many choices of b0 and b1 satisfying these constraints.
Examples for SHA-256 are

b0 = 0xdcb2344c and b1 = 0x9b097671.

For SHA-512, examples are

b0 = 0x1762e66a04d6be32 and b1 = 0x12135c7549e2fcdd.
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5.3.2 Mix of + and ⊕

In the design of the SHA-2 round function, the XOR operation is used a
relatively lesser number of times compared to modular addition. A better
mix of + and ⊕ can be obtained by using + to add Wi to obtain ai and
using ⊕ to XOR Wi to obtain ei. This will mean that if we work with XOR
differentials, then it will be difficult to analyze the XOR differentials of the
a-register; on the other hand, if we work with modular differentials, then it
will be difficult to analyze the modular differentials of the e-register.

A property of the SHA-2 round function is that it is easy to fix ai−4, . . . , ai

(using words Wi−4, . . . ,Wi) to simple values and ensure that ei is also fixed
to a simple value. This is because of the CDE (4.1.1). An example of the
simplification that is possible using the CDE is when ai−1 = ai−2 = 0. In
this case, ei = ai + ai−4, which is a rather simple relation.

To remove the above issues, we suggest the update functions to be the
following.

ai = hi−1 ⊕ (Γ0(ai−1) + fMAJ(ai−1, bi−1, ci−1) + Γ1(ei−1)
+fIF (ei−1, fi−1, gi−1) + Ki + Wi)

bi = ai−1

ci = bi−1

di = ci−1

ei = (di−1 + Γ1(ei−1) + fIF (ei−1, fi−1, gi−1) + hi−1 + Ki)
⊕Wi

fi = ei−1

gi = fi−1

hi = gi−1.







(5.3.1)

Note that the term Ti−1 = Γ1(ei−1) + fIF (ei−1, fi−1, gi−1) + Ki is present in
the computation of both ai and ei. This common sub-expression need to be
computed only once for each round. In the SHA-2 compression function, the
term Σ1(ei−1) + fIF (ei−1, fi−1, gi−1) + hi−1 + Ki + Wi is common to both ai

and ei. Computing Γ requires one extra t-bit XOR operation, where t = 32
for SHA-256 and t = 64 for SHA-512. By our estimate, the round function
given in (5.3.1) requires 6 extra t-bit operations when compared to the SHA-
2 round function. We expect this to have insignificant effect on the efficiency.
The actual efficiency depends on a large number of parameters such as cache
size, instruction pipelining, number of processor cores, etcetera.

New Cross-Dependence Relation. We have

Ti−1 = (ai ⊕ hi−1)− (Γ0(ai−1) + fMAJ(ai−1, bi−1, ci−1)−Wi)

= (ei ⊕Wi)− (di−1 + hi−1).
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Consequently the new cross-dependence relation is the following.

ei = Wi ⊕ ((ai ⊕ hi−1) + (di−1 + hi−1)

−(Γ0(ai−1) + fMAJ(ai−1, bi−1, ci−1)−Wi)) (5.3.2)

The dependences on both Wi and hi−1 do not directly cancel out. As a
result, it is impossible to express ei solely in terms of ai−4 to ai. Going
back to the previous example, if ai−1 = ai−2 = 0 (note bi−1 = ai−2) then
ei = Wi ⊕ ((ai ⊕ hi−1) + (di−1 + hi−1 + Wi − b0)) which has two alternations
of + and ⊕ and is a more complicated relation compared to the simple
ei = ai + ai−4 that is obtained for the SHA-2 compression function.

Resistance to Linear Attacks. Local collisions using linear approxima-
tions involve two steps. In the first step, all additions are replaced by XORs
and in the second step, the functions fMAJ and fIF are replaced by suitable
linear approximations [22, 47]. Then one considers the differential behavior
of the resulting linear function and tries to obtain a local collision for the
linearized version of the round function.

Let ℓ1(x, y, z) and ℓ2(x, y, z) be linear approximations of fMAJ(x, y, z)
and fIF (x, y, z). Further, suppose all additions are replaced by XORs in the
SHA-2 round function. Define ∆ai = a′

i ⊕ ai, where a′
i and ai correspond to

two different messages. Similarly, define ∆ of the other registers. Then for
the SHA-2 round function, we have,

∆ai = Σ0(∆ai−1)⊕ ℓ1(∆ai−1, bi−1, ci−1)⊕ Σ1(∆ei−1)

⊕ℓ2(∆ei−1, fi−1, gi−1)⊕∆hi−1 ⊕∆Wi; (5.3.3)

∆ei = ∆di−1 ⊕ Σ1(∆ei−1)⊕ ℓ2(∆ei−1, fi−1, gi−1)

⊕∆hi−1 ⊕∆Wi. (5.3.4)

For the round function shown in (5.3.1), we have

Γ0(a
′
i−1)⊕ Γ0(ai−1) = Σ0(a

′
i−1)⊕ b0 ⊕ Σ0(ai−1)⊕ b0

= Σ0(a
′
i−1)⊕ Σ0(ai−1)

= Σ0(a
′
i−1 ⊕ ai−1)

= Σ0(∆ai−1).

A similar calculation shows that Γ1(e
′
i−1)⊕ Γ1(ei−1) = Σ1(∆ei−1). Now, it is

easy to see that the expression for ∆ai and ∆ei for the round function shown
in (5.3.1) are exactly those given by (5.3.3). As a result, the entire analysis
of linear approximations [22,47] done for SHA-2 compression function apply
without any change to the new suggestion. In particular, this shows that the
best linear local collision holds with probability 2−42 for the new suggestion
as for the SHA-256 compression function.
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Resistance to Non-Linear Attacks. In the SHA-2 round function, we
have

δei = δΣ1(ei−1) + δfIF (δei−1, δfi−1, δgi−1) + δdi−1 + δhi−1 + δWi

δai = δΣ0(ai−1) + δfMAJ(δai−1, δbi−1, δci−1) + δei − δdi−1.

As a result, introducing a message difference of w at the i-th round, i.e.,
δWi = w, makes δai = δei = w. This is the starting step of the Nikolić-
Biryukov and later attacks. The next few message differences are used to
cancel out the difference introduced in ai and ei. Let us now consider the
differential form for a and e registers using the new suggestion.

δai = a′
i − ai

= (h′
i−1 ⊕ (Γ0(a

′
i−1) + fMAJ(a′

i−1, b
′
i−1, c

′
i−1) + Γ1(e

′
i−1)

+fIF (e′i−1, f
′
i−1, g

′
i−1) + Ki + W ′

i ))

−(hi−1 ⊕ (Γ0(ai−1) + fMAJ(ai−1, bi−1, ci−1) + Γ1(ei−1)

+fIF (ei−1, fi−1, gi−1) + Ki + Wi))

δei = e′i − ei

= ((d′
i−1 + Γ1(e

′
i−1) + fIF (e′i−1, f

′
i−1, g

′
i−1) + h′

i−1 + Ki)⊕W ′
i )

−((di−1 + Γ1(ei−1) + fIF (ei−1, fi−1, gi−1) + hi−1 + Ki)⊕Wi).

Suppose that we now introduce an additive difference of w in δWi, i.e., δWi

= W ′
i −Wi = w. Then

δai = (c1 ⊕ (c2 + Wi + w))− (c1 ⊕ (c2 + Wi))

6= (c3 ⊕ (Wi + w))− (c3 ⊕Wi) = δei

where

c1 = hi−1,

c2 = Γ0(ai−1) + fMAJ(ai−1, bi−1, ci−1) + Γ1(ei−1) + fIF (ei−1, fi−1, gi−1)

+Ki,

c3 = di−1 + Γ1(ei−1) + fIF (ei−1, fi−1, gi−1) + hi−1 + Ki.

Since i is the first place where the perturbation is introduced, the quantities
corresponding to primed and unprimed variables are same for (i−1)st round,
i.e., the quantities c1, c2 and c3 take the same value for both primed and
unprimed values.

One can notice that for the new suggestion, the expressions for δai and
δei are not as simple as that for SHA-2 compression functions. Introducing
a perturbation of w through Wi does not introduce the same perturbation
in the a and e registers and neither of these perturbations is equal to w.
The analysis of a few more rounds does not provide any means to cancel out
the perturbations of δai and δei. Consequently, there is no way to apply the
Nikolić-Biryukov type attack on this round function. This is an improvement
over the SHA-2 round function.
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5.4 Multiple Feed Forward: A New Design

Construct

We introduce the idea of multiple feed-forward, i.e., feed-forward at sev-
eral places. This provides a possible additional layer of resistance against
perturbation-correction attacks. The idea of using more than one feed-
forward has also been used recently in the SHA-3 candidate Arirang [6].
We would like to note two points in this regard.

1. Though the basic idea of multiple feed-forwards is the same, the details
of how the feed-forwards are applied and the feed-forward points are
chosen are different.

2. Our idea of multiple feed-forwards is based on our earlier technical re-
port [54]. At the time (June 2008) of posting of this technical report,
the Arirang design was not publicly available. So, to the best of our un-
derstanding, the idea of using several feed-forwards has been obtained
independently by us and by the designers of Arirang.

The computation starts with a C (the initial value of which is IV) and
suppose that the output of round i is S(i). The SHA-2 compression function
employs a single feed-forward, i.e., the output of H is C+S(r−1) where r = 64
for SHA-256 and r = 80 for SHA-512.

Let t1 = 7, t2 = 14 and s = 16. We introduce new feed-forwards at
rounds t1 + s × k1 and t2 + s × k2, where k1, k2 are positive integers. Let
S(−1) = C. We use two sets of temporary registers T1 and T2, i.e., each Ti

consists of n = 8 t-bit words, where t = 32 for SHA-256 and t = 64 for
SHA-512.

The algorithm for the compression function is shown in Figure 5.2. In the
figure assume for the moment that in the input T1 = T2 = 0nt and the output
does not contain T1 and T2. The general description allows the introduction
of feed-forward across message blocks as explained in the next section.

The following points are to be noted.

1. The feed-forward with C at Round r − 1 remains unchanged.

2. There are two feed-forward threads starting at t1 and t2. Both threads
alternate the type of feed-forward between + and ⊕. The first thread
starts with +, while the second thread starts with ⊕.

3. The choice of t1 and t2 ensures that if we take any interval of length 9
in the range 0 to 15, then at least one of t1 or t2 will lie properly within
the interval.
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Figure 5.1: Illustration of multiple feed-forward for SHA-256. There are two
threads of feed-forwards, based on XOR and modular addition. The original ad-
ditive feed-forward from the input (marked as Round −1) to Round 63 is also
retained.

+

7 23 39 55 63

6214 30 46Step

⊕⊕

++ ⊕

+
-1 0

4. The choices of t1, t2 and s ensure that the sets {t1 + s × k1 : k1 ≥ 1}
and {t2 + s × k2 : k2 ≥ 1} are disjoint. (A sufficient condition for
this is to have s to be co-prime to (t1 − t2).) So, at no round will two
feed-forward threads starting at t1 and t2 meet.

5. New feed-forward is not introduced at Round (r−1). Again, the choices
of t1, t2 and s ensure this.

6. The amortized cost of the new feed-forwards is less than one t-bit oper-
ation (addition or XOR) per round, where t is 32 for SHA-256 and 64
for SHA-512. In an efficient implementation with loop unrolling, the
conditional statements will not be required. The temporary registers
T1 and T2 will simply be added or XORed to the internal registers at
the appropriate round.

For SHA-256, the line starting at t1 = 7 introduces feed-forwards at
Rounds 23, 39 and 55 and the line starting at t2 = 14 introduces feed-forwards
at Rounds 30, 46 and 62. Additive feed-forward is used at Rounds 23 and 55
due to the first line and at Round 46 due to the second line. XOR feed-
forward is used at Round 39 due to the first line and at Rounds 30 and 62
due to the second line. There is a total of 6 feed-forward steps requiring
a total of 6 × 8 = 48 32-bit add/XOR operations. Amortized over the 64
rounds, the cost is 3/4th 32-bit operation per round. The feed-forwards for
SHA-256 are illustrated in Figure 5.1.

For SHA-512, the feed-forwards of the first line occur at Rounds 23, 39,
55 and 71 with additive feed-forwards at Rounds 23 and 55 and XOR feed-
forwards at Rounds 39 and 71. The second line of feed-forwards is introduced
at Rounds 30, 46, 62 and 78, with XOR at Rounds 30 and 62 and addition
at Rounds 46 and 78. Amortized over the 80 rounds, the cost is 4/5th 64-bit
operation (add/XOR) per round.

The idea of multiple feed-forward is generic and can be used with other
hash designs. Depending on the number of registers, the number of free
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words and the total number of rounds r, the value of t1, t2 and s has to be
chosen appropriately so as to ensure the properties described above.

Resistance to Perturbation-Correction Attacks. The basic idea of
such an attack has been discussed earlier. By our choice of t1 and t2, at
least one of these will be properly contained in any 9-round local collision.
Consequently, the registers at the corresponding round will have a difference.
Due to feed-forwards, this difference will be pushed out into the rounds where
the message words are defined through message recursion. Since these words
cannot be directly controlled, it will be difficult to cancel out the introduced
perturbation at these rounds. The overall effect will be that the local collision
based perturbation-correction attack will become substantially more difficult
to apply.

A Possible Drawback. There is a possibility that the idea of multiple
feed-forward can be used to attack the design. The feed-forward steps may
be seen as providing possible control in the message expansion region which
can in fact be used to correct perturbations in the higher rounds. However,
we could not actually see how this could be done. At this point of time,
we think multiple feed-forwards actually create perturbations in the message
expansion region rather than cancel them.

5.5 Feed-Forward Across Message Blocks

The idea of feed-forward can be extended to different message blocks. Let us
go back to the construction in Section 5.4. After the first message block has
been processed, three quantities are produced, the chaining variable C and
the quantities T1 and T2. But, T1 and T2 are not used further. These two
quantities are “lightweight” digests of the first message block. We suggest
that these be used in the processing of the second message block.

The processing of the second block starts with C as the IV and by the
construction of Section 5.4, the output of Round 7 is taken to be new T1 and
the output of Round 14 is taken to be the new T2. We modify this as follows.
The new T1 is the XOR of the old T1 and the output of Round 7; and the
new T2 is the sum of the old T2 and the output of Round 14. The rest of
the two feed-forward threads are as before. Figure 5.2 shows the complete
description. Note that at a general level, this idea of feed-forward across
message blocks is similar to the wide-pipe design strategy introduced in [32].

The modification can still be considered to be within the MD frame-
work. Let M (0), . . . ,M (ℓ) be the message blocks (including padding with
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Figure 5.2: Modified compression function with two feed-forward threads. Here
t1 = 7, t2 = 14 and s = 16; Gi is the round function.

Compress(reg, T1, T2,W )
1. parse W into 16 t-bit words W0, . . . ,W15;
2. (W0, . . . ,Wr−1) = msgExpn(W0, . . . ,W15);
3. S−1 = reg;
4. for i = 0, . . . , 15 do
5. S(i) ← Gi(S

(i−1),Wi);
6. if (i = 7) then T1 ← T1 ⊕ S(i); if (i = 14) then T2 ← T2 + S(i);
7. end for;
8. for i = 16, . . . , r − 1 do
9. S(i) = Gi(S

(i−1),Wi);
10. if ((i− t1) mod s = 0) then S(i) ← S(i) + T1; T1 = S(i);
11. if ((i− t1) mod 2s = 0) then S(i) ← S(i) ⊕ T1; T1 = S(i);
12. if ((i− t2) mod s = 0) then S(i) ← S(i) ⊕ T2; T2 = S(i);
13. if ((i− t2) mod 2s = 0) then S(i) ← S(i) + T2; T2 = S(i);
14. end for;
15. output (S(r−1) + reg, T1, T2).

length). Let C(−1) = IV and T
(−1)
1 = T

(−1)
2 = 0nt. There are ℓ invo-

cations of the compression function, where the (i + 1)st invocation of the

compression function takes (C(i), T
(i)
1 , T

(i)
2 ,M (i+1)) as input and produces a

(C(i+1), T
(i+1)
1 , T

(i+1)
2 ) as output. Here C(i), C(i+1) are the chaining variables;

and T
(i)
1 , T

(i)
2 , T

(i+1)
1 , T

(i+1)
2 are the feed-forward quantities.

Viewed in this way, it is easy to prove as usual by backward induction
that a collision for the hash function leads to a collision for the compression
function. Finding a pseudo collision for the compression function defined
in this manner may be easier than the compression function where there is
no feed-forward across message blocks. This is because one may choose T1

and T2 as suitable values. However, the hashing starts with C(−1) = IV and
T

(−1)
1 = T

(−1)
2 = 0nt, which fixes the initial choice of T1 and T2.

Resistance to Multi-Collision Attacks. Let us now consider the effect
of multi-collision attacks [28]. This is a generic technique which applies to
the MD type construction. Using r invocations of generic collision finding
algorithm on the compression function, it is possible to construct 2r messages
which map to the same value. Suppose M1,M

′
1 are two distinct message

blocks which (starting from IV) map to the same value C1; and M2,M
′
2 are

two distinct message blocks which starting from C1 map to the same value
C2. Then the four messages (M1,M2), (M1,M

′
2), (M ′

1,M2) and (M ′
1,M

′
2)
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map to the same value C2. Since the output of the compression function
consists of nt bits, the generic algorithm will require 2× 2nt/2 invocations of
the compression function to find a collision.

Suppose we apply this to the new construction. The output of the com-
pression function is the chaining variable C as well as T1 and T2. Then we
need distinct M1,M

′
1 which starting from IV and T1 = T2 = 0nt map to same

value C(1), T
(1)
1 , T

(1)
2 ; and distinct M2,M

′
2 which starting from C(1), T

(1)
1 , T

(1)
2

map to the same value C(2), T
(2)
1 , T

(2)
2 . Then as before, we will have four

messages which map to the same value C(2), T
(2)
1 , T

(2)
2 . The advantage here

is that the generic collision finding algorithm now needs to be applied to a
compression function whose output is 3nt bits. As a result, the generic algo-
rithm will require 2× 23nt/2 invocations of the new compression function to
find a collision. This is more than 2n invocations and hence is not useful. (If
a hash function produces n-bit digests, then one can surely obtain a collision
by applying the hash function to 2n +1 distinct inputs; and one can obtain a
collision with high probability by applying the hash function to 2n/2 inputs.)

On the other hand, suppose that M1,M
′
1 are such that starting from IV

and T1 = T2 = 0nt, they produce the same value for C(1) but not necessar-
ily the same value for T

(1)
1 , T

(1)
2 , i.e., (T

(1)
1 , T

(1)
2 ) 6= ((T

(1)
1 )′, (T

(1)
2 )′). Further,

suppose that M2,M
′
2 are such that M2 starting from C(1) and T

(1)
1 , T

(1)
2 pro-

duces the same C(2) that M ′
2 starting from C(1) and (T

(1)
1 )′, (T

(1)
2 )′ produces.

This results in single two-block collision between (M1,M
′
1) and (M2,M

′
2).

But, now (M1,M2) does not produce the same value as (M1,M
′
2). More

generally, no two of the four possible messages produce the same value.
This is due to the difference in the intermediate feed-forward values, i.e.,
(T

(1)
1 , T

(1)
2 ) 6= ((T

(1)
1 )′, (T

(1)
2 )′). To summarize, in a manner similar to the

wide-pipe design strategy [32], extending feed-forward across message blocks
provides resistance to generic multi-collision attacks.

5.6 Design Specification and Implementation

We describe the complete hash algorithm, which we call SShash. There
are two main variants – SShash-256 and SShash-512 with truncated versions
SShash-224 and SShash-384 being obtained as in SHA-2 [59].

Suppose M is a message to be hashed. We consider M to be a binary
string of length λ and this string is padded as in SHA-2, i.e., append the bit
1 to the message, followed by k zeros where k is the smallest non-negative
integer such that λ+1+k ≡ 14t mod 16t, with t = 32 for SShash-256 and t =
64 for SShash-512. Then the 2t-bit binary representation of λ is appended.
This makes the total length of the padded message to be a multiple of 2t.
The padded message is parsed into q 16t-bit blocks M (1), . . . ,M (q).

The algorithm starts with 8 t-bit registers called the initialization vector
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IV; the IV for SShash-256 is same as the IV for SHA-256 and the IV for
SShash-512 is same as the IV for SHA-512. A compression function Compress

is used to process the message blocks and produce the digest in the following
manner.

SShash.
1. reg = IV; T1 = T2 = 08t;
2. for i = 1 to q do (reg, T1, T2) = Compress(reg, T1, T2,M

(i));
4. return reg;

The function Compress is shown in Figure 5.2. It takes as input 8 t-bit
registers and a 16t-bit message block. The message block is parsed into 16
t-bit words W0, . . . W15. These words are then expanded into r t-bit words
W0, . . . ,Wr−1 using msgExpn. The message expansion for SShash-256 is the
same as that for SHA-256 and the message expansion for SShash-512 is the
same as that for SHA-512. In particular, the value of r is 64 for SShash-256
and 80 for SShash-512. (Note. In the above q refers to the number of message
blocks, while r refers to the number of t-bit words after the expansion of a
single message block.)

The round function G is applied r times. This function G takes as in-
put 8 t-bit registers (ai−1, . . . , hi−1) and updates them using Wi to obtain
(ai, . . . , hi). This updation is done as shown in (5.3.1). These updations
require the values of the t-bit constants K0, . . . , Kr−1. Again, these constant
values are as specified in SHA-2.

The above completes the description of the modified algorithm SShash.
We have implemented both SShash-256 and SShash-512. For this imple-
mentation, we modified the SHA-2 code available at [11]. Macros for the
compression function of SShash-256 is given in Appendix A.4. The code for
SShash-512 is similar and is not shown. Appendix A.4 also provides test
vectors for SShash.

Speed comparison of SShash with SHA-2 is shown in Table 5.2. The
obtained speeds correspond with our earlier stated intuition that the sug-
gested modifications of SHA-2 to obtain SShash do not affect the efficiency
too much.

5.7 Conclusions

In this chapter, we studied several properties of the SHA-2 design which were
used in recent collision attacks against reduced SHA-2. We have suggested
modifications to the SHA-2 design so as to make these attacks inapplicable.
The modified SHA-2 design is almost as efficient as the original one.

We provided a generic construction of multiple feed-forward. This can be
used to strengthen a design against perturbation-correction collision finding
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Table 5.2: Speed of SShash compared to SHA-2. For SHA-2, the implementation
from [11] has been used and SShash implementations have been obtained by mod-
ifying the SHA-2 implementations of [11]. The speed measurements are given in
cycles/byte and were obtained on a dual-core Pentium having two CPUs at 2.2
GHz and running Fedora.

SHA-256 SShash-256 SHA-512 SShash-512
19.3 22 13.6 14.0

attacks. Further, the idea of feed-forward over several message blocks is
suggested and shown to provide resistance to multi-collision attacks.
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Conclusions and Open
Problems

In this thesis we have made a systematic study of linear as well as non-linear
local collisions for the SHA-2 family. We utilized these different types of lo-
cal collisions to obtain reduced round attacks on the members of the SHA-2
family. Using linearized local collisions, we presented an algorithm for find-
ing 18-round SHA-256 collisions. Later, using the techniques of Nikolić and
Biryukov [38], we studied non-linear local collisions for SHA-2 family. We
presented a unified combinatorial analysis of 9-round nonlinear local colli-
sions for SHA-2 family. Utilizing a nonlinear local collision, we obtained
deterministic attacks against up to 22-round SHA-2 family. Finally we ex-
tended these attacks to 23 and 24 rounds of SHA-256 and SHA-512. Our
23 and 24-round SHA-2 attacks have a simpler description than the earlier
known 23 and 24-round attacks described in [26]. These also improve on
the complexities of the earlier corresponding round attacks. All our attacks
utilizing the nonlinear local collision were studied under a unified model of
shifting the local collision one step at a time. This is unlike the attacks of [26]
where a pseudo collision is first constructed, which is later converted into a
collision for appropriate number of rounds.

Building on the work of finding collisions for reduced round SHA-2 family,
we suggested improvements to the SHA-2 family to make them immune to
all the known attacks. Our suggestions do not cause much performance
degradation but they are likely to enhance the security of the SHA-2 design.
One of our suggestions, namely the Multiple Feed Forward, is quite generic
and can be used with other hash designs as well.

We hope this work will help understand the SHA-2 family better and
help construct longer round attacks against it. We also hope it will help in
designing new and better hash functions for the future.

There are several ways in which the work described in this thesis can be
extended. Some of the open problems on the area are listed below.

125
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1. We have seen that a single local collision cannot yield a collision better
than 24 rounds of SHA-2. To go farther will require a combination
of multiple local collisions, and possibly the combination of linear and
non-linear techniques. How to achieve this is not yet known.

2. We have not attempted pre-image or second pre-image attacks in this
thesis. Investigation and development of such attacks against SHA-2
will be an interesting problem.

3. We have also not tried to look for other non-random properties of
SHA-2 design, like pseudo collisions or near collisions. Exhibiting non-
randomness of the SHA-2 design could also be a possible extension of
this work.
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Table A.4: 20 step linear DP for SHA-256. There are 31 SS5 local collisions.

Step i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0 00210808 00210808 0 0 0 00210808 0 0 0

1 f4ec270b 0100c000 00210808 0 0 c568a30a 00210808 0 0

2 fd5cb0fc 00000204 0100c000 00210808 0 0361320e c568a30a 00210808 0

3 0f1c9c64 12080000 00000204 0100c000 00210808 0320d081 0361320e c568a30a 00210808

4 e38e0ddb 40080208 12080000 00000204 0100c000 64ab980c 0320d081 0361320e c568a30a

5 91de6968 00040600 40080208 12080000 00000204 3344e7c2 64ab980c 0320d081 0361320e

6 552353b0 00006000 00040600 40080208 12080000 601161ac 3344e7c2 64ab980c 0320d081

7 9b7f2ad2 26239208 00006000 00040600 40080208 35af8c0b 601161ac 3344e7c2 64ab980c

8 694d62fd 0 26239208 00006000 00040600 5789970e 35af8c0b 601161ac 3344e7c2

9 3c97a984 0 0 26239208 00006000 26279408 5789970e 35af8c0b 601161ac

10 85cea813 0 0 0 26239208 00006000 26279408 5789970e 35af8c0b

11 13b8198f 0 0 0 0 26239208 00006000 26279408 5789970e

12 27dcb927 0 0 0 0 0 26239208 00006000 26279408

13 00040600 0 0 0 0 0 0 26239208 00006000

14 00006000 0 0 0 0 0 0 0 26239208

15 26239208 0 0 0 0 0 0 0 0

16-19 0 0 0 0 0 0 0 0 0

A.2 Differential Paths Obtained Using Cod-

ing -Theoretic Methods

A.3 Colliding Message Pairs
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Table A.5: 20 step linear DP for SHA-256. There are 33 GH local collisions.

Step i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0 11000200 11000200 0 0 0 11000200 0 0 0

1 921ea8c4 46110000 11000200 0 0 525988c4 11000200 0 0

2 71813ea9 01000002 46110000 11000200 0 54867192 525988c4 11000200 0

3 d8d10826 60a14800 01000002 46110000 11000200 e0f14804 54867192 525988c4 11000200

4 b9f28f71 1e420280 60a14800 01000002 46110000 d2495608 e0f14804 54867192 525988c4

5 8f9b9016 00a00200 1e420280 60a14800 01000002 5d2b70c9 d2495608 e0f14804 54867192

6 6d415897 00004084 00a00200 1e420280 60a14800 91204504 5d2b70c9 d2495608 e0f14804

7 c7276fd3 000000a0 00004084 00a00200 1e420280 65834883 91204504 5d2b70c9 d2495608

8 0b152ad9 0 000000a0 00004084 00a00200 1b4082a8 65834883 91204504 5d2b70c9

9 08044ede 0 0 000000a0 00004084 00a00200 1b4082a8 65834883 91204504

10 8123d10c 0 0 0 000000a0 00004084 00a00200 1b4082a8 65834883

11 65230b89 0 0 0 0 000000a0 00004084 00a00200 1b4082a8

12 8f40d2aa 0 0 0 0 0 000000a0 00004084 00a00200

13 00a00200 0 0 0 0 0 0 000000a0 00004084

14 00004084 0 0 0 0 0 0 0 000000a0

15 000000a0 0 0 0 0 0 0 0 0

16-19 0 0 0 0 0 0 0 0 0

Table A.6: 21 step linear DP for SHA-256. There are 45 SS5 local collisions.

Step i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0 0100000a 0100000a 0 0 0 0100000a 0 0 0

1 23510596 0a050090 0100000a 0 0 8a152096 0100000a 0 0

2 926e15c7 c2041880 0a050090 0100000a 0 d10748ae 8a152096 0100000a 0

3 6b6f5fa5 22a00008 c2041880 0a050090 0100000a cc401590 d10748ae 8a152096 0100000a

4 4bcb749e 00035100 22a00008 c2041880 0a050090 4bee7c02 cc401590 d10748ae 8a152096

5 1b692042 8480040c 00035100 22a00008 c2041880 2961d0ce 4bee7c02 cc401590 d10748ae

6 2c749ed0 26422000 8480040c 00035100 22a00008 e5117e91 2961d0ce 4bee7c02 cc401590

7 78a6949f 05014062 26422000 8480040c 00035100 a230feee e5117e91 2961d0ce 4bee7c02

8 70cf2020 0 05014062 26422000 8480040c a1108106 a230feee e5117e91 2961d0ce

9 3c408d06 0 0 05014062 26422000 8181446e a1108106 a230feee e5117e91

10 b375fdee 0 0 0 05014062 26422000 8181446e a1108106 a230feee

11 023c7a57 0 0 0 0 05014062 26422000 8181446e a1108106

12 83a6352d 0 0 0 0 0 05014062 26422000 8181446e

13 8480040c 0 0 0 0 0 0 05014062 26422000

14 26422000 0 0 0 0 0 0 0 05014062

15 05014062 0 0 0 0 0 0 0 0

16-20 0 0 0 0 0 0 0 0 0

Table A.7: 21 step linear DP for SHA-256. There are 45 GH local collisions.

Step i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0 0002009c 0002009c 0 0 0 0002009c 0 0 0

1 ee6bb675 80090000 0002009c 0 0 8cebf037 0002009c 0 0

2 a91c7e24 00201514 80090000 0002009c 0 0426575c 8cebf037 0002009c 0

3 e2c68750 42816080 00201514 80090000 0002009c 6a7d34c5 0426575c 8cebf037 0002009c

4 ecac961f 4e100262 42816080 00201514 80090000 5f324fdf 6a7d34c5 0426575c 8cebf037

5 13c4cbce 40000200 4e100262 42816080 00201514 0096fb20 5f324fdf 6a7d34c5 0426575c

6 c742bbcf 6c113420 40000200 4e100262 42816080 6c3b20b4 0096fb20 5f324fdf 6a7d34c5

7 4a23a824 04240100 6c113420 40000200 4e100262 b872cdb1 6c3b20b4 0096fb20 5f324fdf

8 8f8f731c 0 04240100 6c113420 40000200 d71d2312 b872cdb1 6c3b20b4 0096fb20

9 a701e563 0 0 04240100 6c113420 40000200 d71d2312 b872cdb1 6c3b20b4

10 2d32209c 0 0 0 04240100 6c113420 40000200 d71d2312 b872cdb1

11 b5551b71 0 0 0 0 04240100 6c113420 40000200 d71d2312

12 e50db794 0 0 0 0 0 04240100 6c113420 40000200

13 40000200 0 0 0 0 0 0 04240100 6c113420

14 6c113420 0 0 0 0 0 0 0 04240100

15 04240100 0 0 0 0 0 0 0 0

16-20 0 0 0 0 0 0 0 0 0
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Table A.8: 22 step linear DP for SHA-256. There are 60 SS5 local collisions.

Step i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0 20088104 20088104 0 0 0 20088104 0 0 0

1 7723d081 61404100 20088104 0 0 43677185 20088104 0 0

2 974e080e 10042040 61404100 20088104 0 215bba83 43677185 20088104 0

3 c03afd79 05a14180 10042040 61404100 20088104 726188f1 215bba83 43677185 20088104

4 301bc5d8 420111c8 05a14180 10042040 61404100 fa63cdf0 726188f1 215bba83 43677185

5 a13271fd 43008748 420111c8 05a14180 10042040 bd64f2ba fa63cdf0 726188f1 215bba83

6 a3795c7f 1d044014 43008748 420111c8 05a14180 679e6946 bd64f2ba fa63cdf0 726188f1

7 5d086433 398a1838 1d044014 43008748 420111c8 69ca76a3 679e6946 bd64f2ba fa63cdf0

8 dbcb0f3a 0 398a1838 1d044014 43008748 b8c6fb64 69ca76a3 679e6946 bd64f2ba

9 702d2d4f 0 0 398a1838 1d044014 7a8a9f70 b8c6fb64 69ca76a3 679e6946

10 b5f25131 0 0 0 398a1838 1d044014 7a8a9f70 b8c6fb64 69ca76a3

11 c3975255 0 0 0 0 398a1838 1d044014 7a8a9f70 b8c6fb64

12 872fbe4f 0 0 0 0 0 398a1838 1d044014 7a8a9f70

13 43008748 0 0 0 0 0 0 398a1838 1d044014

14 1d044014 0 0 0 0 0 0 0 398a1838

15 398a1838 0 0 0 0 0 0 0 0

16-21 0 0 0 0 0 0 0 0 0

Table A.9: 22 step linear DP for SHA-256. There are 59 GH local collisions.

Step i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0 40200502 40200502 0 0 0 40200502 0 0 0

1 91474f60 10034314 40200502 0 0 280d4a54 40200502 0 0

2 01ac1d4e 0c800345 10034314 40200502 0 1d2c03da 280d4a54 40200502 0

3 c8319061 14021803 0c800345 10034314 40200502 4d0768e0 1d2c03da 280d4a54 40200502

4 41c0f00e 12111224 14021803 0c800345 10034314 5f493d66 4d0768e0 1d2c03da 280d4a54

5 29db56e8 41122608 12111224 14021803 0c800345 80fd2155 5f493d66 4d0768e0 1d2c03da

6 f592f204 82031028 41122608 12111224 14021803 e61db37a 80fd2155 5f493d66 4d0768e0

7 caaa1ee6 a0340814 82031028 41122608 12111224 19b2660d e61db37a 80fd2155 5f493d66

8 cb37951b 0 a0340814 82031028 41122608 aa994301 19b2660d e61db37a 80fd2155

9 aac397a4 0 0 a0340814 82031028 41122608 aa994301 19b2660d e61db37a

10 8f02dd86 0 0 0 a0340814 82031028 41122608 aa994301 19b2660d

11 bf223e6e 0 0 0 0 a0340814 82031028 41122608 aa994301

12 e0899ff0 0 0 0 0 0 a0340814 82031028 41122608

13 41122608 0 0 0 0 0 0 a0340814 82031028

14 82031028 0 0 0 0 0 0 0 a0340814

15 a0340814 0 0 0 0 0 0 0 0

16-21 0 0 0 0 0 0 0 0 0

Table A.10: 23 step linear DP for SHA-256. There are 75 SS5 local collisions.

Step i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0 80018c11 80018c11 0 0 0 80018c11 0 0 0

1 e08ba9dd 22c18214 80018c11 0 0 247da71c 80018c11 0 0

2 9acf831a 29105222 22c18214 80018c11 0 b708f831 247da71c 80018c11 0

3 99b76e84 81804506 29105222 22c18214 80018c11 f95c13bc b708f831 247da71c 80018c11

4 ef3d10f6 5217b401 81804506 29105222 22c18214 72466d77 f95c13bc b708f831 247da71c

5 f2ce8282 5421e110 5217b401 81804506 29105222 5d3f5ef7 72466d77 f95c13bc b708f831

6 15e6cb63 84815301 5421e110 5217b401 81804506 65882d39 5d3f5ef7 72466d77 f95c13bc

7 ee97bfc1 64196841 84815301 5421e110 5217b401 4dd8ba8f 65882d39 5d3f5ef7 72466d77

8 6d60f25f 0 64196841 84815301 5421e110 a83a984b 4dd8ba8f 65882d39 5d3f5ef7

9 4e6744df 0 0 64196841 84815301 30388951 a83a984b 4dd8ba8f 65882d39

10 bf10f8de 0 0 0 64196841 84815301 30388951 a83a984b 4dd8ba8f

11 5b6b267a 0 0 0 0 64196841 84815301 30388951 a83a984b

12 2db30d74 0 0 0 0 0 64196841 84815301 30388951

13 5421e110 0 0 0 0 0 0 64196841 84815301

14 84815301 0 0 0 0 0 0 0 64196841

15 64196841 0 0 0 0 0 0 0 0

16-22 0 0 0 0 0 0 0 0 0
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Table A.11: 23 step linear DP for SHA-256. There are 79 GH local collisions.

Step i ∆Wi ∆ai ∆bi ∆ci ∆di ∆ei ∆fi ∆gi ∆hi

0 06410482 06410482 0 0 0 06410482 0 0 0

1 5a5956e6 4310a0e6 06410482 0 0 e282dbd7 06410482 0 0

2 936b23d5 22053aa0 4310a0e6 06410482 0 f7709310 e282dbd7 06410482 0

3 c4c16eb1 9421149d 22053aa0 4310a0e6 06410482 5d4bca94 f7709310 e282dbd7 06410482

4 50e078c8 b50c2248 9421149d 22053aa0 4310a0e6 f6fbb4b5 5d4bca94 f7709310 e282dbd7

5 d0d250ef 01606240 b50c2248 9421149d 22053aa0 4dff4081 f6fbb4b5 5d4bca94 f7709310

6 ce2982f4 4036003e 01606240 b50c2248 9421149d f1e22908 4dff4081 f6fbb4b5 5d4bca94

7 6cb9d29e 8bc0502c 4036003e 01606240 b50c2248 561e3c0e f1e22908 4dff4081 f6fbb4b5

8 e3a3f08f 0 8bc0502c 4036003e 01606240 17d8da6e 561e3c0e f1e22908 4dff4081

9 540feff8 0 0 8bc0502c 4036003e 01606240 17d8da6e 561e3c0e f1e22908

10 09d6a48d 0 0 0 8bc0502c 4036003e 01606240 17d8da6e 561e3c0e

11 b3d6fdee 0 0 0 0 8bc0502c 4036003e 01606240 17d8da6e

12 404eb561 0 0 0 0 0 8bc0502c 4036003e 01606240

13 01606240 0 0 0 0 0 0 8bc0502c 4036003e

14 4036003e 0 0 0 0 0 0 0 8bc0502c

15 8bc0502c 0 0 0 0 0 0 0 0

16-22 0 0 0 0 0 0 0 0 0

Table A.12: Colliding message pair for 18-step SHA-256 with standard IV. These
two messages satisfy the conditions of Table 3.2. The initial perturbation w is
taken to be abcdef01.

M1 0-3 0 0 0 0

4-7 ab3da9c1 f84ea2f0 0 0

8-11 7133174a feb9c846 0 0

12-15 0 0 0 0

M2 0-3 0 0 0 abcdef01

4-7 00820670 a4bd669c d65210fe 5a322501

8-11 dcc10ab5 feb9c846 0 543210ff

12-15 0 0 0 0
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Table A.13: Colliding message pair for 18 step SHA-512 with standard IV. These
two messages satisfy the conditions of Table 3.2. The initial perturbation w is
taken to be abcdef0123456789.

M1 0-1 0 0

2-3 0 0

4-5 1e4387c99964e3df 833c00f2b6a3adde

6-7 0 0

8-9 823dd46c0c9346e5 29c51252ea4e9d0b

10-11 0 0

12-13 0 0

14-15 0 0

M2 0-1 0 0

2-3 0 abcdef0123456789

4-5 3e1ae599c9a10350 d80a93fe0e9ecbef

6-7 b0c053b0e95ee217 845204a29bf9d88f

8-9 f5b543b1f125cc3e 29c51252ea4e9d0b

10-11 0 543210fedcba9877

12-13 0 0

14-15 0 0

Table A.14: Colliding message pair for 20 step SHA-256 with standard IV.

M1 0-3 0 0 0 f5db4e55

4-7 ce1ed8cf 26586d76 a8a699ba fa28bc9a

8-11 acf3d949 72a3426f e7f10e02 aaf3823e

12-15 0 0 0 0

M2 0-3 0 0 0 f5db4e55

4-7 ce1ed8cf 26586d77 ad069839 f608bd1a

8-11 33efcf9b 72a3426f e7f10e02 aaf3823e

12-15 0 ffffffff 0 0
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Table A.15: Colliding message pair for 20-step SHA-512 with standard IV.

W1 0-1 0 0

2-3 0 b5d7924a5f1dfac8

4-5 1d8a59931fde4139 f585791431ba6218

6-7 4cb5bceeaf756795 3a68e5bec866399e

8-9 b3ae5a6fb00c2fec 533c19c84c7c8969

10-11 a28b08dc36fe38cf aaf3823c2a004b1f

12-13 0 0

14-15 0 0

W2 0-1 0 0

2-3 0 b5d7924a5f1dfac8

4-5 1d8a59931fde4139 f585791431ba6219

6-7 4cb1fceeaef56794 3a74a5bec7e6399e

8-9 14ab7440a4022222 533c19c84c7c8969

10-11 a28b08dc36fe38cf aaf3823c2a004b1f

12-13 0 ffffffffffffffff

14-15 0 0

Table A.16: Colliding message pair for 21-step SHA-512 with standard IV. The
six free words are taken to be all zero in the first message.

W1 0-1 0 0

2-3 0 f31b03afd93b0f6d

4-5 8308c99162dbe6fe 739cde771413fca7

6-7 49404e11d70bcb89 b913ae32c4c3736f

8-9 e284a20a666a735b 573c19c84c7c8968

10-11 a28b08dc36fe38d0 6db010d6afe33679

12-13 8d41a28b0d847692 0

14-15 0 0

W2 0-1 0 0

2-3 0 f31b03afd93b0f6d

4-5 8308c99162dbe6fe 739cde771413fca7

6-7 49404e11d70bcb8a b907ee32c543736f

8-9 e290620a65ea735b 533c19c84c7c8969

10-11 a28b08dc36fe38d0 6db010d6afe33679

12-13 8d41a28b0d847692 0

14-15 ffffffffffffffff 0
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Table A.17: Colliding message pair for 21-step SHA-256 with standard IV. The
six free words are taken to be all zero in the first message.

W1 0-3 0 0 0 e9f8ba95

4-7 534d9ceb c6ceba8e 3b9d659d e5eb4a91

8-11 93bc685a 76a3426e e7f10e03 b6d615fd

12-15 8d41a28d 0 0 0

W2 0-3 0 0 0 e9f8ba95

4-7 534d9ceb c6ceba8e 3b9d659e ea0b4a10

8-11 8f9c68d8 7663426f e7f10e03 b6d615fd

12-15 8d41a28d 0 ffffffff 0

Table A.18: Colliding message pair for 22 step SHA-256 with standard IV.

M1 0-3 0 0 0be293bf 99c539c9

4-7 1c672194 99b6a58a 5bf1d0ae 0a9a18d3

8-11 0c18cf1c 329b3e6e dc4e7a43 ab33823f

12-15 8d41a28d 7f214e03 0 0

M2 0-3 0 0 0be293bf 99c539c9

4-7 1c672194 99b6a58a 5bf1d0ae 0a9a18d4

8-11 07d56809 329b3e6e dc0e7a44 ab33823f

12-15 8d41a28d 7f214e03 0 ffffffff
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Table A.19: Colliding message pair for 22 step SHA-512 with standard IV.

M1 0-1 0 0

2-3 c2bc8e9a85e2eb5a 6d623c5d5a2a1442

4-5 cd38e6dee1458de7 acb73305cddb1207

6-7 148f31a512bbade5 ecd66ba86d4ab7e9

8-9 92aafb1e9cfa1fcb 533c19b80a7c8968

10-11 e3ce7a41b11b4d75 aef3823c2a004b20

12-13 8d41a28b0d847692 7f214e01c4e96950

14-15 0 0

M2 0-1 0 0

2-3 c2bc8e9a85e2eb5a 6d623c5d5a2a1442

4-5 cd38e6dee1458de7 acb73305cddb1207

6-7 148f31a512bbade5 ecd66ba86d4ab7ea

8-9 90668fd7ec6718ee 533c19b80a7c8968

10-11 dfce7a41b11b4d76 aef3823c2a004b20

12-13 8d41a28b0d847692 7f214e01c4e96950

14-15 0 ffffffffffffffff
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Table A.20: Colliding message pair for 23-step SHA-256 with standard IV. These
messages utilize a single local collision starting at Step i = 8.

W1 0-3 122060e3 000f813f d92d3fc6 ea4a475f

4-7 fb0c6581 dc4558c4 d86428b4 6e2ca576

8-11 c8d597bf 6372d4c2 ddbd721c 79d654c4

12-15 f0064002 a894b7b6 91b7628e 3224db20

W2 0-3 122060e3 000f813f d92d3fc6 ea4a475f

4-7 fb0c6581 dc4558c4 d86428b4 6e2ca576

8-11 c8d597c0 6372d4c1 ddbd721c 78d6b4c5

12-15 f0064002 a894b7b6 91b7628e 3224db20

Table A.21: Colliding message pair for 23-step SHA-256 with standard IV. These
messages utilize a single local collision starting at Step i = 9.

W1 0-3 c201bef2 14cc32c9 3b80da44 d8212037

4-7 8987161d a790cb4a 53b8d726 89e9a288

8-11 3edd76e0 05f41ddc 9ebc0fc3 e099698a

12-15 2eaec58f e7060b78 95d7030d 6bf777c0

W2 0-3 c201bef2 14cc32c9 3b80da44 d8212037

4-7 8987161d a790cb4a 53b8d726 89e9a288

8-11 3edd76e0 05f41ddd 9ebc0fc2 e099c98a

12-15 2daf2590 e7060b78 95d7030d 6bf777c0

Table A.22: Colliding message pair for 24-step SHA-256 with standard IV. These
messages utilize a single local collision starting at Step i = 10.

W1 0-3 657adf63 06c066d7 90f0b709 95a3e1d1

4-7 c3017f24 fad6c2bf dff43685 6abff0da

8-11 e6cfc63f de8fb4c1 c20ca05b f74815cc

12-15 c2e789d9 208e7105 cc08b6cf 70171840

W2 0-3 657adf63 06c066d7 90f0b709 95a3e1d1

4-7 c3017f24 fad6c2bf dff43685 6abff0da

8-11 e6cfc63f de8fb4c1 c20ca05c f74815cb

12-15 c2e7e9d9 1f8ed106 cc08b6cf 70171840
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Table A.23: Colliding message pair for 23-round SHA-512 with standard IV. These
messages utilize a single local collision starting at Step i = 8.

W1 0-1 b9fa6fc4729ca55c 8718310e1b3590e1

2-3 1d3d530cb075b721 99166b30ecbdd705

4-5 27ed55b66c090b62 754b2163ff6feec5

6-7 6685f40fd8ab08f8 590c1c0522f6fdfd

8-9 b947bb4013b688c1 d9d72ca8ab1cac04

10-11 69d0e120220d4edc 30a2e93aeef24e3f

12-13 84e76299718478b9 f11ae711647763e5

14-15 d621d2687946e862 0ee57069123ecc8b

W2 0-1 b9fa6fc4729ca55c 8718310e1b3590e1

2-3 1d3d530cb075b721 99166b30ecbdd705

4-5 27ed55b66c090b62 754b2163ff6feec5

6-7 6685f40fd8ab08f8 590c1c0522f6fdfd

8-9 b947bb4013b688c2 d9d72ca8ab1cac03

10-11 69d0e120220d4edc 30a3493aeef25076

12-13 84e76299718478b9 f11ae711647763e5

14-15 d621d2687946e862 0ee57069123ecc8b

Table A.24: Colliding message pair for 24-round SHA-512 with standard IV. These
messages utilize a single local collision starting at Step i = 10.

W1 0-1 dedb689cfc766965 c7b8e064ff720f7c

2-3 c136883560348c9c 3747df7d0cf47678

4-5 855e17555cfedc5f 88566babccaa63e9

6-7 5dda9777938b73cd b17b00574a4e4216

8-9 86f3ff48fd12ea19 cd15c6f8d6da38ce

10-11 5e2c6b7b0411e70b 36ed67e93a794e66

12-13 1b65e96b02767821 04d0950089db6c68

14-15 5bc9b9673e38eff3 b05d879ad024d3fa

W2 0-1 dedb689cfc766965 c7b8e064ff720f7c

2-3 c136883560348c9c 3747df7d0cf47678

4-5 855e17555cfedc5f 88566babccaa63e9

6-7 5dda9777938b73cd b17b00574a4e4216

8-9 86f3ff48fd12ea19 cd15c6f8d6da38ce

10-11 5e2c6b7b0411e70c 36ed67e93a794e65

12-13 1b66096b02767829 04d0f50089db6e9f

14-15 5bc9b9673e38eff3 b05d879ad024d3fa
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Table A.25: Test vectors for SShash. The given digests are the outputs of SShash

on the string “aaa”.

SShash-256 0x27ef472acd480e556be88c4b320008b2

78d1819fe297abdd97ed947a295e3eb4

SShash-512 0x47cd2dafcc070c317d242d027a2b3ec6

5345065dadbeff05cf88745a2a759c8f

ff67b38965dbd9fbc15280fe41415b83

64fe8f46baf9dc60a5173912480ce916

A.4 Compression Function for SShash-256

The required macros and the description of the compression function for
SShash-256 are provided below. Corresponding macros for SShash-512 are
similar and hence not provided. Test vectors for SShash-256 and SShash-512
are given in Table A.25.

#define word32 unsigned int

#define ROTR(x, n) (((x) >> (n)) | ((x) << (32-(n))))

#define SHR(x, n) ( (x) >> (n) )

#define NEW_SIG_0(x) ( ((ROTR(x,2))^(ROTR(x,13))^(ROTR(x,22)) )\

^ 0xdcb2344c )

#define NEW_SIG_1(x) ( ((ROTR(x,6))^(ROTR(x,11))^(ROTR(x,25)) )\

^ 0x9b097671 )

#define sig_0(x) ( (ROTR(x,7)) ^ (ROTR(x,18)) ^ (SHR(x,3)) )

#define sig_1(x) ( (ROTR(x,17)) ^ (ROTR(x,19)) ^ (SHR(x,10)) )

#define CH(x,y,z) ((z)^((x)&((y)^(z))))

#define MAJ(x,y,z) (((x)&(y))|((z)&((x)|(y))))

#define a1(i) T[(0-i)&7]

#define b1(i) T[(1-i)&7]

#define c1(i) T[(2-i)&7]

#define d1(i) T[(3-i)&7]

#define e1(i) T[(4-i)&7]

#define f1(i) T[(5-i)&7]

#define g1(i) T[(6-i)&7]

#define h1(i) T[(7-i)&7]
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#define FF_XOR_START(T) { \

T[0]^=a1(i); T[1]^=b1(i); T[2]^=c1(i); T[3]^=d1(i); \

T[4]^=e1(i); T[5]^=f1(i); T[6]^=g1(i); T[7]^=h1(i); \

}

#define FF_ADD_START(T) { \

T[0]+=a1(i); T[1]+=b1(i); T[2]+=c1(i); T[3]+=d1(i); \

T[4]+=e1(i); T[5]+=f1(i); T[6]+=g1(i); T[7]+=h1(i); \

}

#define FF_ADD(T) {\

a1(i) +=T[0]; b1(i) +=T[1]; c1(i) +=T[2]; d1(i) +=T[3]; \

e1(i) +=T[4]; f1(i) +=T[5]; g1(i) +=T[6]; h1(i) +=T[7]; \

T[0]=a1(i); T[1]=b1(i); T[2]=c1(i); T[3]=d1(i); \

T[4]=e1(i); T[5]=f1(i); T[6]=g1(i); T[7]=h1(i); \

}

#define FF_XOR(T) { \

a1(i) ^=T[0]; b1(i) ^=T[1]; c1(i) ^=T[2]; d1(i) ^=T[3]; \

e1(i) ^=T[4]; f1(i) ^=T[5]; g1(i) ^=T[6]; h1(i) ^=T[7]; \

T[0]=a1(i); T[1]=b1(i); T[2]=c1(i); T[3]=d1(i); \

T[4]=e1(i); T[5]=f1(i); T[6]=g1(i); T[7]=h1(i); \

}

#define FF_FINAL(REG) { \

REG[7] += h1(0); REG[6] += g1(0); \

REG[5] += f1(0); REG[4] += e1(0); \

REG[3] += d1(0); REG[2] += c1(0); \

REG[1] += b1(0); REG[0] += a1(0); \

}

#define R_0(i) { \

temp1 = NEW_SIG_1(e1(i))+CH(e1(i),f1(i),g1(i))+K[i]; \

temp2 = NEW_SIG_0(a1(i)) + MAJ(a1(i),b1(i),c1(i)); \

d1(i) += temp1 + h1(i); d1(i) ^= data[i]; \

h1(i) ^= temp1 + temp2 + data[i]; \

}

#define R_1(i) { \

temp1 = NEW_SIG_1(e1(i))+CH(e1(i),f1(i),g1(i))+K[i+16]; \

temp2 = NEW_SIG_0(a1(i)) + MAJ(a1(i),b1(i),c1(i)); \

d1(i) += temp1 + h1(i); d1(i) ^= W[i+16]; \

h1(i) ^= temp1 + temp2 + W[i+16]; \

}

#define R_2(i) { \
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temp1 = NEW_SIG_1(e1(i))+CH(e1(i),f1(i),g1(i))+K[i+32]; \

temp2 = NEW_SIG_0(a1(i)) + MAJ(a1(i),b1(i),c1(i)); \

d1(i) += temp1 + h1(i); d1(i) ^= W[i+32]; \

h1(i) ^= temp1 + temp2 + W[i+32]; \

}

#define R_3(i) { \

temp1 = NEW_SIG_1(e1(i))+CH(e1(i),f1(i),g1(i))+K[i+48]; \

temp2 = NEW_SIG_0(a1(i)) + MAJ(a1(i),b1(i),c1(i)); \

d1(i) += temp1 + h1(i); d1(i) ^= W[i+48]; \

h1(i) ^= temp1 + temp2 + W[i+48]; \

}

compression_func(word32 *reg, const word32 *data){

word32 i, W[64], temp1, temp2, T[8];

static word32 T1[8]={0,0,0,0,0,0,0,0}, T2[8]={0,0,0,0,0,0,0,0};

memcpy(W,data,64);

for(i=16; i<64; i++)

W[i] = sig_1(W[i-2])+W[i-7]+sig_0(W[i-15])+W[i-16];

memcpy(T, reg, sizeof(T));

{

R_0( 0); R_0( 1); R_0( 2); R_0( 3);

R_0( 4); R_0( 5); R_0( 6); R_0( 7); FF_XOR_START(T1);

R_0( 8); R_0( 9); R_0(10); R_0(11);

R_0(12); R_0(13); R_0(14); FF_ADD_START(T2); R_0(15);

}

{

R_1( 0); R_1( 1); R_1( 2); R_1( 3);

R_1( 4); R_1( 5); R_1( 6); R_1( 7); FF_ADD(T1);

R_1( 8); R_1( 9); R_1(10); R_1(11);

R_1(12); R_1(13); R_1(14); FF_XOR(T2); R_1(15);

}

{

R_2( 0); R_2( 1); R_2( 2); R_2( 3);

R_2( 4); R_2( 5); R_2( 6); R_2( 7); FF_XOR(T1);

R_2( 8); R_2( 9); R_2(10); R_2(11);

R_2(12); R_2(13); R_2(14); FF_ADD(T2); R_2(15);

}

{

R_3( 0); R_3( 1); R_3( 2); R_3( 3);

R_3( 4); R_3( 5); R_3( 6); R_3( 7); FF_ADD(T1);

R_3( 8); R_3( 9); R_3(10); R_3(11);

R_3(12); R_3(13); R_3(14); FF_XOR(T2); R_3(15);
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}

FF_FINAL(reg);

}


