CRYPTOGRAPHIC AND
COMBINATORIAL PROPERTIES
OF BOOLEAN FUNCTIONS AND

S-BOXES

Thesis submitted to Indian Statistical Institute

by
Kishan Chand Gupta
Applied Statistics Unit

Indian Statistical Institute
2004



Cryptographic and Combinatorial Properties
of Boolean Functions and S-boxes

Thesis submitted to Indian Statistical Institute in partial fulfillment
of the requirements for the award of the degree of Doctor of
Philosophy

by
Kishan Chand Gupta
Applied Statistics Unit
Indian Statistical Institute
203, B. T. Road, Calcutta 700 108, INDIA
e-mail : kishan_t@isical.ac.in

under the supervision of
Dr. Palash Sarkar
Applied Statistics Unit
Indian Statistical Institute

203, B. T. Road, Calcutta 700 108, INDIA
e-mail : palash@isical.ac.in



To my ufe.



Acknowledgements

A number of people have inspired me in starting and continuing my research. It is indeed
a pleasure for me to acknowledge the help received from various persons. I am particularly
grateful to Prof. Bimal Roy. I was led into cryptology by joining a project headed by him.
I thank him for his tant and i ion during my research work. I owe
a considerable debt to Prof. Rana Barua for his help in many ways. I am grateful to Prof.
K. S. Vijayan for his loving and helping attitude.

My supervisor and friend Dr. Palash Sarkar has always been a great source of inspiration.
It was due to him I was able to come back to academics after a break of seven years. His
thoughts on the subject greatly infl my own ing of the subject and are
reflected to some extent in the present work.

I thank Dr. Subhamoy Maitra for his help and He always
me and provided thoughtful suggestions. I wish to thank Jim Massey, Willi Meier, Kaisa
Nyberg, Vincent Rijmen and Johan Wallén for providing comments on some of the papers
on which this thesis is based.

I am thankful to Dr. Arup Pal, Dr. Pinakpani Pal and Dr. Punam Kumar Saha for their
support and encouragement. I am grateful to Prof. Aditya Bagchi, Mr. Subhasis Kumar Pal
and Mr. Dibyendu Bose for their generous support and help. I thank Sandeepan Chowdhury
for numerous help and discussions in the early stages of my work and for being a humourous
and good friend at all times. Also, I must thank all my friends Pradeep, Tanmay, Avishek,
Sourav, Arindam, Joydeep, Sanjit, Partha, Sagarnil, Madhu, Chandan, Deepak, Rajasekhar,
Ratna, ..., who stood by me during all good and hard times. I also thank all the members
of Cryptology Research Group, Indian Statistical Institute for their fruitful interactions. I
am grateful to all the staff of ASU for providing all kinds of facilities whenever needed.

I express my thanks to my family. My mother, father and sisters have always been a
great source of inspiration. I thank Sankar, Manoj, Vijay, Dipak and their wives for their
support and encouragement. I also thank Kartick, Baby and Sahleja who always inspired
me. 1 thank Ridhika, Sidhika, Shital and Rama who always kept me refreshed. My daughter
Shruti is always nice.

Last but not the least I am grateful to all the teachers and staff of ISIL



Contents

1 Introduction

11 ThesisPlan . . . oo vt

2 Definitions and Preliminaries

21 Boolean Functions . .. .. .. ... ...
2.1.1 Representation of Boolean Functions . ... ..............
2.1.2 Walsh Transform . . .. ............. ... ...
2.1.3 Nonlinearity . . . .. .. ...
214 Resiliency . .. ... .
2.1.5 Strict Avalanche Criteria . . . .. .. ... .. ... ...

22 SBOXES . . i e
221 S-Box Representation . . ................... .. ...
2.2.2 Nonlinearity of S-boxes . . . ... ... ...
2.2.3 Resiliency of S-boxes . . ... ...
224 SACoOfS-boxes . .. ...

2.3 Cryptographic Motivation . .. . ... ... ... ... ...
2.3.1 Significance of Correlation Immunity . ... ........... ...
2.3.2  Significance of Nonlinearity . . ... ............... ..
2.3.3  Significance of SAC . . . . ...
2.3.4 Significance of Degree . . .. ... ...

e



L

Computing Partial Walsh Transform from ANF

3.1 INErodUCtion . . . . oo e et
3.2 Walsh Transform . . . .. .vvvvu e e it
3.21 Case g(X1,Xz, -, Xm) = X1Xz2 - X« « « « « oo
3.2.2 AIDILEALY € - - o o o e e
3.3 SIMPHEYING Cy . o o o o oo
3.4 AlGOTItAI . . . ..o i
3.5 Experimental Results . . . . . . ........ P
3.6 Possible IMProvements . . . . . . . ... ...
37 ConclUSIOn . . o o o\ e
A General Correlation Theorem
I Cmtroddction® or Hesed on MZZ Constrastige. | o Lo o a e
42 Convolution and Composition Theorems . . . . . . . . ... .......
43 Correlation TREOTEM . . - « « « « o oo
4.4 Nyberg’s Correlation Theorems . . . . .. ... ........
45 Applications . . . . ...
4.5.1 Brick Layering . - . . ... ... ... ...
4.5.2  Substitute-and-Add . . . . .. ...
46 Conclusion . . . . . ... ...
Construction of Perfect Nonlinear Functions Satisfying Higher Order SAC

5.1 Introduction . . . . . .. ...
5.2 BasicResults . ... ... .. ................
5.3 Construction of (n,2,% —2) S-box . . . . . . ... ..

5.4  Relation With One Factorization of a Complete Graph
5.4.1 Improvements for Two Output S-Boxes

5 Construction of (n,3. k) S-boxes . .



5.6 Maximally Nonlinear Functions . . . . . .. . .................
5.7 Improving Algebraic degree . . . . . . ... 83
58 A Concrete Example . . . .« oottt 85
59 ConclUSION . « . vttt e e 86

6 - Construction of High Degree Resilient S-Boxes With Improved Nonlinear-
ity 88
6.1 Introduction . . . . . . . ... L. 88
6.2 Coding Theory Results . . . . . v oo vv e oo oo 89
6.3 Construction of (r, m, t)-Resilient S-box with Degree > m. . . . .. ... .. 89
6.4 COMPATISON . . « . o v v ettt et e 91
6.5 Second Construction of (n, m, t)-Resilient S-box with Degree > m. . . . . . 92
6.6 Degree Comparison Based on M2Z Construction . . . . . . . . .. .. 95
6.7 COnlUSION . . .\ L 96
7 Improved Construction of Nonlinear Resilient S-Boxes 97
71 IRETOdUCHON « -+« o o e 97
7.2 A description of the Maiorana-McFarland Construction . . . . . 98
7.2.1  Some Recent CONStructions . . . . . . ... ... 99
7.3 A Construction to Obtain High Nonlinearity . . . . . .. ... ........ 100
7.4 Nonlinearity Comparison Based on Construction-I . . . 107
75 Conclusion . . . .. ..... e 109
8 Software Implementation of Resilient Maiorana-McFarland S-Boxes 110
8.1 Applicability of Resilient S-boxes in Nonlinear Combiner Model 110
8.2 Algebraic Attacks . . . . . . e 113
8.3 Maiorana-McFarland Construction for S-boxes . 114
84 A Concrete Example . . . . . . . . 114
114

84.1 Constructionof L{C) . . . . . . . ... ... ..



84.2 Construction of (16,4,2) Resilient S-Box . . . .. ... ........ 115

8.4.3 Implementation . . . . . .o« .t e e 118
844 Computing the Qutput . . . . . . .. ... ... ... 118
8.5 General Methodology . . - . . . . . . ... 119
86 Conclusion . . . . . . . . . ... L. 120



Chapter 1
Introduction

In this thesis we study combinatorial aspects of Boolean functions and S-boxes with impor-
tant cryptographic properties and construct new functions possesing such properties. These
have possible applications in the design of private key (symmetric key) cryptosystems.

Symmetric key cryptosystems are broadly divided into two classes.
1. Stream Ciphers,
2. Block Ciphers.

Some recent proposals of stream ciphers are SNOW ([37], SCREAM [52], TURING (98],
MUGI [117), HBB [102], RABBIT [9), HELIX [38] and some proposals of block ciphers are
DES, AES, RC6 [97], MARS [12], SERPENT (6], TWOFISH [104].

dorand of bits of length equal to the

In stream cipher cryp: iphy a
message length is generated. This sequence is then bitwise XOR-ed (addition modulo 2)
At the receiving end,

with the message and the resultin is tr
deciphering is done by generating the same pseudorandom sequence and again bitwise XOR-
ing the cipher bits with the random bits. The seed of the pseudorandom bit generator is
obtained from the secret key.

Lincar Feedback Shift Registers (LFSRs) are important building blocks in stream cipher
systems. A standard model (see Figure 1) of stream cipher [109, 110, 34] combines the out-
puts of several independent LESR sequences using a nonlinear Boolean function to produce
the keystream. Design and analysis of practical stream cipher was kept confidential for a long
time. An important boost occurred in the 1970’s, when several rescarch papers on the design
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Figure 1.1: LFSR based encryption scheme

of LFSR-based stream cipher occurred. As LFSRs are linear, some form of nonlinearity is
by using nonlinear Boolean functions (see [100]).

Properties of the nonlinear combining Boolean function received a lot of attention in
literature for the last two decades and it is now possible to get good Boolean functions which
resist many of the known attacks. In this thesis we have not considered algebraic attacks
s class of attacks have become known only very recently. We consider balancedness,
f and il of Boolean i and

as thi

1 , algebraic degree,
S-boxes for use in stream ciphers model based on Figure 1.

A Boolean function used in stream cipher should be balanced, which is required for
the pseudorand of 1 | . In the stream cipher model, the combining
Boolean function is so chosen that it increases the linear complexity [100] of the resulting
key stream. High algebraic degree provides high linear complexity [101, 34]. Thercfore
high algebraic degree is desirable in stream ciphers. A Boolean function should have high
nonlinearity to be used in stream ciphers. A function with low nonlinearity is prone. to
linear approximation attack. Linear ion means appr g the g
function by a linear function. To resist divide-and-conguer attack a Boolean function in
stream cipher should be correlation immune of higher order [109, 110]. See Chapter 2.3.1
for a more detailed discussion of these properties.

We can not achicve all the desirable properties of our liking, so there will be some trade of
between these properties. Depending on the application we have to decide which properties

are more important.

In block cipher cryptography, the message bits are divided into blocks and each block is
separately enciphered using the same key and transmitted. Most of the modern day block
substitution boxes (S-boxes) as the nonlinear part in the

ciphers are itcrated ciphers and use
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scheme. The security of the block ciphers greatly depends on the strength of the substitution

boxes.
Matsui [76] introduced linear cryptanalysis method for block cipher. Linear cryptanalysis
of the functions of an S-box, used in a

means i ing a linear
block cipher by a linear function of the input variables. To resist linear cryptanalysis S-boxes
should have higher nonlinearity.

Differential cryp is (7] is a ch lai attack and involves comparing the
XOR of two inputs to the XOR of corresponding two outputs. A nonuniform output distri-
bution will be the basis for a successful differential attack.

Webster and Tavares [118] introduced the concept of strict avalanche criteria (SAC).
Propagation Characteristic (PC) and SAC are two important cryptographic properties for
S-boxes to resist differential cryptanalysis. To get uniform output distribution, S-boxes in
block ciphers should have PC(l) of higher order for I > 1. SAC(k) is PC(1) of order k.
S-boxes having PC(I) of order k with large { and with very high nonlinearity and algebraic
degree are hard to find. Therefore sometimes we may have to be satisfied with S-boxes of
higher order SAC.

Jakobsen and Knudsen [58) identified interpolation attack on block ciphers with S-boxes
having small algebraic degree. Later Canteaut and Videau [15] provided higher order differ-
ential attack on block ciphers using S-boxes with low algebraic degree. So algebraic degree
of S-boxes should be high to resist such attacks.

Again, as stated for Boolean functions used in stream ciphers, we can not achieve all the
desirable properties for S-boxes used in block ciphers. We have to decide which properties

are more important depending on the application.
In writing this introduction, we have benefitted from Willi Meier’s tutorial in National
Workshop on Cryptology 2003 organized at Anna University, India.

1.1 Thesis Plan

This thesis is based on six papers [46, 47, 48, 49, 50, 51]. We provide a brief summary of
Chapter 1 contains the introduction. In Chapter 2

the chapters which appear in the thesis.
we provide the necessary preliminary material required in the later chapters.

In Chapter 3, we consider the problem of computing Walsh transform (WT) of a Boolean
function from its algebraic normal form (ANF). Two standard ways of representing a Boolean
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function are its truth table representation and ANF representation. Given a truth table we
can compute WT by using the fast WT [73] which has complexity O(m2™), where m is the
number of input variables. Hence it is useful if 7n is around 40 or less. Some Boolean functions
have very compact ANF. An example is g(z1, - - - Tox) = 122 ® T3Ts ® - - - © Tpk_1T2x which
is a bent function. In general nothing can be said about the WT of a 50-variable Boolean
function using the fast WT. We try to provide some answers to this problem. Clearly, it is
not possible to compute the WT at all 2™ points. Suppose we want to compute WT at a
small set of points. We show that this is possible in certain cases where the Boolean function
has a compact ANF.

We obtain a formula for the WT of a Boolean function at a certain point in terms of
parameters derived from the ANF. We simplify this formula and develop an algorithm to
evaluate it to compute the WT at any point. In certain cases, It is possible to run our
algorithm for 50 to 100 variable functions having a few hundred terms in their ANF. For
such functions it is possible to compute the WT for a small set of poin#s. This provides
some useful information about the function such as the size of its support and an estimate
of its nonlinearity. Note that for small number of variables, the fast WT is faster than our
algorithm. Hence we do not provide a substitute for the fast WT; rather we provide a tool
to analyse a Boolean function in situations where the fast WT cannot be used.

An important cryptanalytic method for the DES algorithm is the linear cryptanalysis
method presented by Matsui in [76], which makes use of correlations between the input and
output of the round functions of DES. Nyberg [86] presented three correlation theorems and
applied them to partial cryptanalysis of several symmetric ciphers.

In Chapter 4, we continue the work of Nyberg [86] in a more theoretical direction. We
consider a general functional form and obtain its WT. Two of Nyberg’s correlation theorems
are seen to be special cases of our general functional form. S-box look-up, addition modulo
22 and X-OR are three frequently occurring operations in the design of symmetric ciphers.
We consider two methods of combining these operations and in each case apply our main
result to obtain the WT. Our result have possible applications to analysis of reduced round
block ciphers.

In Chapter 5, we construct perfect nonlinear multi-output Boolean functions satisfying
higher order SAC. Our first construction is an infinite family of 2-output perfect nonlinear
functions satisfying higher order SAC. This construction is achieved using the theory of
bilinear forms and symplectic matrices. Next we build on a known connection between 1-
struct more examples of 2 and 3-output

factorization of a complete graph and SAC to co
perfect nonlinear functions. In certain cases, the constructed S-boxes have optimal trade-off
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between the following parameters: numbers of input and output variables, nonlinearity and
order of SAC. In case the number of input variables is odd, we modify the construction for
perfect nonlinear S-boxes to obtain a construction for maximally nonlinear S-boxes satisfying
higher order SAC. Our constructions present the first examples of perfect nonlinear and
maximally nonlinear multioutput S-boxes satisfying higher order SAC. Lastly, we present a
simple method for improving the degree of the constructed functions with a small sacrifice in
nonlinearity and the SAC property. This yields functions which have possible applications
in the design of block ciphers.

The next three chapters consider construction of resilient S-boxes and their implementa-
tion. We briefly describe each of them below.

In Chapter 6, we describe two constructions. In the first construction we describe a
simple method using [ — d — 1,m, ¢ + 1] linear binary code to construct an n-input, m-
output, t-resilient function with degree d > m and nonlinearity 27~! — 2n~l(@+1/21 _ (m
1)2"~4-1. For any fixed values of parameters n,m,¢ and d, with d > m, the nonlinearity
obtained by our construction is higher than the i ity obtained by the only previ
known construction which provides d > m (due to Cheon [24]).
a simple modification of a construction due to Zhang and Zheng [122] and constructs n-
input, m-output resilient S-boxes with degree d > m. We prove by an application of the
Griesmer bound for linear error correcting codes that the modified Zhang-Zheng construction
is superior to the method of [24].

In Chapter 7, we use a sharpened version of the Maiorana-McFarland technique to
btained by our construction is better

The second method is

construct nonlinear resilient S-boxes. The 1i ity
than previously known construction methods. The idea is to use affine functions on small
number of variables to construct nonlinear resilient functions on larger number of variables.
For Boolean the Mai -McFarland hni to construct resilient functions
was introduced by Camion et al [14]. Nonlinearity calculation for the construction was
first performed by Seberry, Zhang and Zheng [107]. This technique was later sharpened by
Chee et al (23] and Sarkar-Maitra [103]. For S-boxes, this technique has been used by [63]
and [89]. Here we develop and sharpen the technique of afﬁne function concatenation to
construct nonlinear resilient S-boxes. This leads to signifi in 1i; ity
over that obtained in [89] and provides S-boxes with currently besL known nonlinearity.

In Chapter 8, we consider implementation aspects of resilient S-boxes. We first discuss
the applicability of resilient S-boxes to the nonlinear combiner model of stream ciphers.
Next we consider the software impl i of Maior: McFarland resilient S-boxc
Most papers on construction of resilient Maiorana-McFarland Boolean functions and S-boxes
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provide mathematical descriptions which are not sufficient for implementation purposes.
Moreover, the mathematical description do not bring out the fact that in most cases such
S-boxes can be efficiently implemented using a small amount of memory. Our work shows
that these S-boxes can be implemented using a small amount of memory and the output of
an S-box can be evaluated using very little computation.



Chapter 2

Definitions and Preliminaries

Let IF, = GF(2), be the finite field of two elements. We consider the domain of an m-~
variable Boolean function to be the vector space (IFJ, @) over IF3, where @ is used to denote
the addition operator over both IF; and the vector space IFy*. The inner product of two
vectors u, v € IF5" will be denoted by (u,v). The (Hamming) distance between two vectors
z = (21,22, -, Tm) and y = (Y1,Y2,- -, Um) is the number of places where they differ and
is denoted by d(z,y). The bitwise complement of a bit string  will be denoted by Z. A
Boolean function g is said to be degenerate on the variable z; if

9@y Tie, L Zigt, 0, Tm) = 9(T1, 000, Tim1, 0, Tigt, -, T

The function g is said to be degenerate if it is degenerate on some variable, else it is said to
be non-degenerate.

2.1 Boolean Functions

An m-variable Boolean function is a map g : IFj' — IF2. The support of a Boolean function
g is denoted by Sup(g) and is defined to be Sup(g) = {z : g(z) = 1}. The weight of g is
denoted by wt(g) and is defined to be wt(g) = [Sup(g)|. A function g is said to be balanced
if wt(g) = 271, It is easy to see that there are Ti”,.) balanced functions in the set of
all m-variable Boolean functions. The (Hamming) distance d(f. g) between two m-variable
Boolean functions f and g is defined as

d(f.9) = {z € FJ : f(z) # g(2)}| = wt(f(z) @ g()).
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To il the differen ions we take a small example.
Example 1 : Let g be a 3-variable Boolean function whose support is given by, Sup(g) =
{(000), (001), (011), (100)} so wt(g) = [Sup(g)| = 4 = 2~! and hence g is balanced.

2.1.1 Representation of Boolean Functions

Two standard ways of representing a Boolean function are its truth table representation
and ANF r i There is an al i ion of Boolean fi i ~ the
numerical normal form (NNF) [19]. We will not require the NNF in this thesis and hence
we do not define it. In Chapter 3, we make a brief reference to the NNF.

Truth Table Representation

If we fix an enumeration of the elements of IF5*, then an m-variable Boolean function can
be uniquely represented by a binary string of length 2™. One standard enumeration of IFj*
is 7(0), ..., 0(2™ — 1), where o(q) is the m-bit binary representation of 4.

A truth table is tabulation of all possible combinations of input values and their corre-
sponding outputs. The following provide an example of a 3-variable Boolean function. Note
that the input variables z3,z,, 7, are tabulated in each row. The function is represented
in the rightmost column. For an m-variable Boolean function the truth table contains m
columns for inputs, 1 column for output and 2™ rows for all the enumerations of the input

variables.
T3 [z |7 || [
oj0|o0 1
o011
o|1]0]o0
0 1 1 1
1({0[0|1
1 0 1 0
1| 1]|0f{o0
1 1 1 0

Table 1 : Truth table repr

Ezample I (continued) : Table 1 provides truth table representation of the Boolean function

of Example 1



ANF Representation

An m-variable Boolean function g(z1, 3, -+ -,2m) can be uniquely (upto a permutation of
the monomials) written as
91,22, -+, Tm) = (53] Aglar, @z, ..., om)z3t2g? . (2.1)
' (@ ezom)elFT
where A,(z1, %z, - - ., Tm) is a Boolean ion. This ion is called the

normal form (ANF) of g. The degree of the polynomial is called the algebraic degree or
simply the degree of g and is denoted by deg(g). We will also call the Boolean function Ay
the ANF of g. The braic degree achievable for an m-variable Boolean funcmon
is m. However, such a function is not balanced. The maximum algebraic degree of a balanced
function is m — 1 (see Reed-Muller codes [73]). This can also be proved easily without going
into Reed-Muller codes. An m-variable affine function is of the form l,,(z) = (u,z) @ b,
where u € IF3* and b € IF,. If b = 0, the function is called linear.

Ezample 1 (continued) : ANF of Boolean function of Example 1 is 1® 72 @ 2173 @ 7273 and
the degree of the Boolean function is two.

2.1.2 Walsh Transform

The Walsh transform (WT) of an m-variable Boolean function g is an integer valued function
W, : {0,1}™ — [—2™,2™] defined by (see (73, page 414])

Wo(w) = 3 (—1)g@otw), (2.2)

The WT is called the spectrum of g. We here like to mention that the Walsh transform
of g(z) is actually the Fourier transform of (—1)9(®). The conservation law for the spectral
values of g is known as Parseval’s Theorem (see [34]), which say that sum of the square of
Walsh transform is constant, i.e., Syepp WF(u) = 22,

Given a truth table we can compute WT by using the fast WT algorithm (73] which has
complexity O(m2™), where m is the number of input variables.

Now we explain the Fast WT (FWT) by a small example. Let us compute the FWT
of the function given in Table 1. First we map the values in the truth table by 0 — 1 and
1 - -1, ie, g(z) = (—1)9®. Next, each pair of elements is modified by an “in-place
butterfly”; that is, the values in each pair produce two results which replace the original
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pair, wherever they were originally located. The left result will be the two values added;
the right will be the first less the second. That is, (¢',4') = (a + b,a — b) where (a,b) is the
original pair. So for the values (—1,1), we get (—1 + 1, —1 — 1) which is just (0, —2). We
start out pairing adjacent elements, then every other element, then every 4th element, then
every eighth element and so on until the correct pairing is impossible, as shown in Figure 2.1.

Original 1 1

First —><— 1 ><—1 =1

- _2%2 %é o
= 2 -2 -2

1 1 1

Third = - -2
Final 0 0 —4 -4 -4 4 0 0
Figure 2.1: An 8-Element Fast Walsh Tr (FWT) of E le 1.

So we have the following WT.
Ezample 1 (continued) : WT of Example 1 is given by

v W
000 0
001 0
010 —4
011 —4
100 —4
101 4
110 0
111 0




The inverse Walsh transform is given by

9 = L5 W), @3
welF7"

The inverse Walsh transform is also computed by a butterfly network. Let Hin, be the 2 x 2™
Hadamard matrix defined recursively as (see 73, page 44]).

1 1
mo= i ]
Hpn = HI®Hu, form>1,
where ® denotes the Kronecker product of two i Considering the rows and col

of Hy, to be indexed by the elements of F§*, we obtain [Hm]we) = (—~1)®™%. Then we can
write

[(—1)9®, . (=1 C"DH,, = [W,(0),..., W,(2™ — 1)]. (2.4)

2.1.3 Nonlinearity

A parameter of fundamental importance in cryptography is the nonlinearity of a Boolean
function. This quantity measures the distance of a Boolean function from the set of all affine
functions. Let A, be the set of all m-variable affine functions. The nonlinearity nl(f) of an
m-variable Boolean function is defined as nl(f) = minsea,, d(f,{). The maximum nonlinearity
achievable by an m-variable Boolean function is 2™~ — 207-2/2_ Functions achieving this
value of nonlinearity are called bent and can exist only when m is even [99]. In other words,
for even m, an m-variable function f is called bent if W, (u) = +2%, for allu € 7' (see [99]).
When m is odd, the lineari hievable by an m-variable Boolean function
hieving a nonlinearity of 2m~1 — 2(m~1)/2 are easy to

is not known. However,
construct and are called almost optimally nonlinear [16].

It is i ient to express Ii ity in terms of the spectrum of a Boolean
function. The nonlinearity nl(f) of an m-variable Boolean function f, can be written as

RIS =27 = 5 ma (W)l

Ezample 1 (continued) : Nonlinearity of the Boolean function of Example 1 is 4 —
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2.1.4 Resiliency

An m-variable function is called correlation immune of order t (¢-CI) if W,(u) = 0 for all u
with 1 < wt(u) < ¢ [109, 119]. Further the function is balanced if and only if W,(0) = 0.
A balanced ¢-CI function is called ¢-resilient. For t-CI functions the algebraic degree d is
bounded by d < m — ¢ [109]. Also for #-resilient Boolean functions the algebraic degree d is
bounded by d < m — ¢ — 1 [109).
Erample 1 (continued) : The Boolean function of Example 1 is not correlation immune as
W,(001) = 0.

If two functions are highly correlated, then they are “close” to each other and can be
approximated one for the other. The correlation between two m-variable Boolean functions
f and g is defined in the following manner (see for example [86]).

W) =27 B (10, @5

We have the following relationship c(f, g) = 2-™W,ey(0) and o(f,1,) = 2-™W;(v), where
I, is the lincar function defined as l,(z) = (v, ) for z € IFy". Thus correlation between a
Boolean function and a linear function can be conveniently studied using Walsh transform

analysis.
2.1.5 Strict Avalanche Criteria

Webster and Tavares [118] introduced the concept of strict avalanche criteria (SAC). A more
general concept is Propagation Characteristic (PC) [94]. An m-variable Boolean function f

satisfies
1. SAC if f(z) @ f(z @ a) is balanced for any & € IF}* such that wt(a) =1 [118].
2. SAC(k), if every subfunction obtained from f(z1," -, Zm) by keeping at most k input
bits constant satisfies SAC.
3. PC(l), if f(z) ® f(z @ a) is balanced for any a such that 1 < wt(a) < L.
4. PC(!) of order k, if any function obtained from f by keeping any & input bits constant

satisfies PC({)
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EBrample 1 (continued) : The Boolean function of Example 1 satisfies SAC as f(z) @ f(z @ a)
is balanced for & = 001, = 010, = 100. Also f does not satisfy SAC(1) since if we fix
3 = 0 in truth table of example 1, and take @ = 001, then f(z) @ f(z @ a) is not balanced.

2.2 S-Boxes

An (n,m) S-box (or vectorial function) is a map f : {0,1}" — {0,1}™. An S-box f :
{0,1}" - {0,1}™ has component functions fi,..., fm. Let f : {0,1}* = {0,1}™ be an
S-box and g : {0,1}™ — {0,1} be an m-variable Boolean function. The composition of g
and f, denoted by go f is an n-variable Boolean function defined by (g o f)(z) = g(f(x)).

2.2.1 S-Box Representation

Truth table repr ion and ANF r. ion of ions of S-boxes.

S-box Representation by Truth Table

A truth table is ion of all possible combinations of input values and their correspond-
ing outputs. The following provide an example of a 3-input, 2-output S-box. Input variables
are 73, 7, 7) and component functions are f, and f,.

EEEA A
ojojof1]1
0|01 1]0
ol1]ofo]fo
o111
1{ofof1]1
1|ofl1fo]1
1l1]ofofo
t]1]1]o]o

We give another example of (5,4) S-box G with component functions Gy, Gy, G and G,
The output of G of any 5-bit input is given by a 4-bit string which can be represented as a
hexadecimal digit. We can write G as a 32-tuple of hexadecimal digits having the following
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form:
G=(0,0,4,7,5F,B,2,D,C,1,3,8,F,2,4,7,9,B,6,C,8,4,D,1,E,5,9,6,3,8, D)

S-box Representation by ANF

Let G be the (5,4) S-box above with component functions Gy, G2, G5 and Ga. The ANFs of
its component functions are

Gi(yn, -1 ¥s) = v D Y1Ys D Y1ys D Y2y3 D Y2ys @ y2ys D Yaya D ysys D vays

Ga(yr, " »Ys) = 2O Ys D Ya @ ys D Y1¥s D Ysya D yays

Ga(y, -, ys) = Ys DYz © 11U © Y2us ® Y1¥s D Ysys D yays

Galyr, 3 ¥s) = y2@YaDYs D Y1y D Y1va D vays

We define the degree of an (rn,m) S-box f to be the minimum of the degrees of o f, where {
ranges over all non constant m-variable linear functions. This definition is more meaningful
to cryptography than the definition where the degree of an S-box is taken to be the maximum
of the degrees of all the component functions. The later definition has been used in [15]. In
the example above the degree of G is 2.

2.2.2 Nonlinearity of S-boxes
Let f be an (n,m) S-box. The nonlinearity of f is defined to be
nl(f) = min{nl({ o f) : L is a non-constant m-variable linear function}

The maximum achievable nonlinearity of an n-variable function is 2"~' —2("~2/2 and S-boxes
achieving this value of nonlinearity are called perfect nonlinear S-boxes. For m = 1, perfect
nonlinear S-boxes are bent functions described earlier. Such S-boxes exist only if n is even
and m < (n/2) (83]. For odd n and m = n, the maxi possible nonlinearity achievable is
27-1  2(n=1/2 and S-boxes achieving this value of nonlincarity are called maximal nonlinear
S-boxes. For odd n and 1 < m < n, the maximum possible achicvable nonlinearity is an
open problem. However, for odd 1, 1 < m < n, and quadratic (degree two) functions the
maximum possible achievable nonlinearity is 2~ — 20*=1/2. We will als h functions
example above the nonlinearity of G is 25~ — 2(6-1/2 =

to be maximally nonlinear. In the
16 -4=12.



2.2.3 Resiliency of S-boxes

An (n,m) S-box f is said to be balanced if Lo f is d for every m-variable
linear function I. An (n,m) S-box f is said to be ¢-CI, if o f is ¢-CI for every non-constant
m-variable linear function ¢ (see [122]). Further, if f is balanced then f is called t-resilient.
By an (n,m, t) S-box we mean t-resilient (n, 77) S-box. Similarly by an (n,m, ¢, d) S-box (or
(n,m, ¢, d)-resilient function) we mean t-resilient (r,m) S-box with algebraic degree d.

2.2.4 SAC of S-boxes

An (n,m) S-box f is said to satisfy SAC(K), if ({ o f) is SAC(k) for every non-constant
m-variable linear function . Now we give an example of an (8,2) S-box f = (f1, f2) which
is SAC(3) with algebraic degree two. The component functions are

fi(@, .. T8) = T1T2 © T1T3 © T1T4 B 1175 D T177 D TaTs S L2T4 D Ta%e O T2Ts D T3y
D T3z7 O T3Ts ® TaTe D TaT7 B T4Ts D TsTe D TsTr D TsTs D TeT7 D TeTs-

and

(@, T8) = Z1Z2 ® 7174 D T1Te D T1Ts D TaTs D TaTs @ T2Z7 @ T3T4 D T3Ts O TaT7

D T4Zs D TaT6 D TsTe D TsT7 D TsTs D TeTs D T1Ts-

2.3 Cryptographic Motivation

We consider cryptographic signi of resiliency, nonlinearity, SAC and algebraic degree.

2.3.1 Significance of Correlation Immunity

To resist divids d-cong attack a ion in stream cipher should be correlation immune
of higher order [109, 110]. First we explain the basic model (nonlinear combiner model) and

-ribe the idea of correlation attack. We also explain LFSRs used in this model.

then de

Nonlinear Combiner Model

The cryptographic paradigm we consider here is a private key system. The sender and
receiver both have the same key. The sender encrypts the message with a key and the
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Figure 2.2: LFSR based encryption scheme

receiver decrypts the cipher with the same key. The attacker taps the channel between
the sender and receiver and grabs a portion of the cipher. The target of the attacker is
then to recover the key from the cipher he possesses. See Figure 2.2a for the scheme. At
the sender side, the message text is encoded to binary stream using some coding scheme.
Depending on the key a binary keystream is generated. Each bit of the message is XOR-ed
to a corresponding keystream bit and a cipher bit is generated. This cipher bit stream is
transmitted through the communication channel. The receiver side possesses the same key
as the sender. Hence at the receiver side same keystream bit sequence is gencrated. Each bit
of the cipher stream is XOR-ed with the corresponding keystream bit and thus the message
is recovered.

LFSRs are used as running key subgenerators in stream ciphers. See Figure 2.2b for one
step evolution of an LFSR. Note that b; € {0,1}. The LFSR in the Figure 2.2b is of length
6. It implements a recurrence relation of the form z, = Zn_2@® Tn-5 ® Ta-s where z; € {0,1}
and & represents the GF(2) sum (addition mod 2). The initial condition of the LFSR is
bsbybsbabibo. The state after one clock is bbsbabsbzby where bg = by @by @bo and the output is
by. The recurrence relation may also be d by the ti i ial (82, Page
196), which is 1 + 2 + z° + z° for the LFSR in Figure 2.2b.

1,2,...,n are usually realized by LFSRs,

The n subgenerators S, (Figure 2.2a), i =
where the feedback connection polynomials are taken to be primitive [34, 100) over GF(2).
The initial conditions of n subgenerators (LFSRs) are k1, ks, . . ., k. respectively, where each
k, is a bit string of length d;.

A Boolean function f is used as a nonlinear combining function on » inputs x
= f(z1, %2, ... %) (Figure 2.2a). We will denote the n input sequences

to [ by

with
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#,...,25. The keystream sequence z°,2!,22,7% ... is determined by z* = f(f,...,a%)
for t > 0. The plaintext message sequence is m®. This message sequence m‘ is bitwise
XOR-ed with z* to produce the ciphertext sequence c. Deciphering is done by performing
a bitwise XOR of ciphertext sequence with the keystream sequence produced by the same f
and same initial conditions ki, k2, . . ., kn of the LFSRs 51, Sz, - .., Sn. Thus, the encryption
is ¢! = m! @ 2* and the decryption is m* = ¢* @ 2*.

Correlation attack

In the stream cipher model of Figure 2.2, ciphertext only attacks need to identify the initial
conditions ki, ka, .. . , kn for the m LFSRs 51, Sa, .- -, Sa. Let M; be the number of different
initial conditions k; for the LFSR. Si. So the total number of different initial conditions are
M = [I™, M;. The size of the ith LFSR being d;, M; = 2% — 1 (all zero condition need not
be considered). This implies that it is practically infeasible to check all the keys by a brute
force attack [110]. Siegenthaler [110] proposed a divide and conquer attack on this kind of
stream cipher model. If the combining function f is not correlation immune, a cryptanalysis
scheme may separately attack each keystream generator S; individually to find the initial
condition k;. So in this case the number of trials is M’ = £, M;, which may be realistic.

Now we describe the basic idea of correlation attack which was originally proposed by
Siegenthaler [110] and then continue with Example 1. For u € F3, let lu(z1,...,7,) be a
linear function defined as

L@, 2n) = (w, (21, -+, Zn))-

Suppose Wy(u) # O for some u € 3, with wt(u) = 1. Let i be such that u; = 1 and
for j # 4, u; = 0. In this situation first order correlation attacks are applicable. The
function (21, - ..,Zn) is equal to z;. The basic concept is to use the bias 8, = [Prob(l, =
| = Wil 45 estimate the sequence = from the sequence 2z¢ or even from the cipher
sequence ¢!, Let Prob(l, = f) = p1 # & (since Wy(u) # 0) and Prob(m! = 0) = p,, then
Prob(c! pip2 + (1 — p1)(1 — p2). If p # § then we can apply correlation attack. The
message text is encoded to binary stream using some coding scheme and generally py # §.

Ezample I (continued) : Note W(010) = —4 # 0, f, =L #0and py =1 #£ L. So

3 1 1
) —pa) =S — o E
ppe+ (1 =p)(A =) =7 =3P # 5

Prob(c! =

assumiing ps # L.



If B, = 0 i.e., Wy(u) = O for all u with wt(x) = 1, then we can not estimate any z
from z!. Then a higher order correlation attack can be applied. Suppose f is m-CI but
not (m + 1)-CL Then there exists € IF§ with wt(z) = m + 1 such that Wy(u) # 0. Let
it im1 be such that u;, = --» = w;,,,, = 1 and = 0 for j ¢ {i1,---,ims1}. Then
the B, is used to estimate the sequence y* = zf, @ --- ® zf_,,. The individual sequences
can be obtained from y* by solving a system of linear equation.

£ gt
Ty By

2.3.2 Significance of Nonlinearity

Linear cryptanalysis [76] is a very powerful cryptanalytic method for block ciphers. The study
of correlation between linear combinations of input and output of an S-box is therefore very
|mponam A function with low nonlmea.nty is prone to linear approximation attack. Linear

means i the fi ion by a linear function. Thus for
symmetric cipher applications we need functions (both Boolean functions and S-boxes) with

high nonlinearity.

Apart from its importance in cry hy, highly nonlinear Boolean ions are impor-
tant combinatorial objects by tt Ives and have close relationship with coding theory [73].

and T i ity in Block Cipher

Linear Cryp

The discussion in this section is based on [114). Nonlinearity is an important parameter
to resist linear cryptanalysis. We describe the strategy behind linear cryptanalysis. It is
possible to find a probabilistic linear relationship between a subset of plaintext bits and
a subset of state bits immediately preceding the substitution performed in the last round.
When the nonlinearity properties of the S-box are enumerated, it is possible to develop
linear approximations between sets of input and output bits in the S-box. Consequently it is
possible to linear approxi i of the S-boxes together so that intermediate
state bits cancel out and we are left with a linear expression which has a large bias and
involves only plaintext and last round input bits. In other words, there exists a subset of
bits whose XOR behaves in nonrandom fashion. Assume that an attacker has a large number
of plaintext-ciphertext pairs, all of which are encrypted using the same unknown key. For
each of the plaintext-ciphertext pairs, we will begin to decrypt the ciphertext, using all
possible candidate keys for the last round of the cipher. For each candidate key, we compute
the values of the relevant state bits involved in the linear relationship, and determine if
the above mentioned linear relationship holds. Whenever it does, we increment a counter
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corresponding to the particular candidate key. At the end we hope that the candidate key
that has a frequency count that is furthest away from } times the number of pairs contains
the correct values for the key bits.

Piling-up Lemma

Let X1, Xz, ... be independent random variables taking on the values from the set {0,1} and
suppose Prob(X; = 0) = p; for i =1,2,...

It is often convenient to express probability distribution of a random variable in terms
of the bias of the distribution. The bias of X; is defined to be the quantity € = p; — § (see
[114]).

Let €, 45,4 denote the bias of the random variable X;, & - -- @ X, . The following result
is known as piling-up lemma [114]. Let €. denote the bias of the random variable
Xy ®--® Xi,. Then

k.
o

IES

=
Consider an S-box f : {0,1}" — {0,1}™. We write input n-tuple as ¢ = (zi,...,,). Each
coordinate z; defines a random variable X; having bias ¢; = 0. Also these random variables
areindependent. Let output n-tuple be y = (41, . . . ym)- Each coordinate y; defines a random
variable ¥;. These m random variables are in general not independent. The probability that
the random variable

€y g,y =

X, @ ®X, 0Y;, @ DY
takes on value 0 can be computed by counting the number of rows of the truth table of the
S-box in which X;, @ -+ ® X;, @ Y;, @ --- @Y}, = 0 and then dividing it by 2™

An S-box S; is said to be active in round k if S; has nonzero input and is used in linear
approximation. Let T, ..., T, be the random variables associated with active S-boxes and
G,.... ¢, be there biases. We can compute the bias (say ¢) of T, @ --- @ T, by piling-up
lemma.

In general a linear attack based on a linear approximation having bias e will be successful
if the number of plaintext-ciphertext pairs, is approximately ce~2, for some small constant
¢. The motivation of using S-boxes with high nonlinearity is that S-boxes having high
nonlincarity will have low value of €. Hence linear cryptanalysis may require very large
number of plaintext-ciphertext with same secret key and may be practically impossible.




Cryptanalysis and Nonlinearity in Stream Cipher

In nonlinear combiner model the combining Boolean function f should have high nonlinearity.

As di d in subsection 2.3.1 the ining Boolean function is m-CI but not
(m+1)-CL Then there exists a u with wt(u) = m~+1 such that W;(x) # 0. The notations used
here are explained in subsection 2.3.1. Let i1,...,4n+1 be such that w, = -+ = us,,, = 1
and uj = 0 for § & {41,...,%m+1}. The attacker will choose the bias at point u so that
fu = [Prob(ly, = f) — 4| = MW@ s maximum, and is used to estimate the sequence z!

from the sequence z¢ or even with the cipher sequence ¢f. In other words the B, is used to
estimate the sequence y¢ =z, @ - @ =, ,,. The individual sequences z%,,- -, , can be
obtained from y* by solving a system of linear equation.

To resist the above attack the value B, = 2% should be low. To ensure this, the
nonzero values of the Walsh spectra should be more or less uniform, so that the maximum
absolute value of Walsh spectra is minimized, as Parseval’s theorem [34] say that sum of the
square of Walsh transform is constant. If the maximum of absolute values of Walsh spectra
islow the Boolean function has high nonlinearity. So to resist this kind of attack f should

have high nonlinearity.
2.3.3 Significance of SAC
The security of block ciphers can be analysed by viewing the S-boxes as a set of Boolean

functions. To resist differential cryptanalysis S-boxes should have higher order of SAC.

Overview of Differential Attack

This discussion of differential attack is mainly from [114]. We turn our focus to the appli
tion of differential cryptanalysis to the basic substitution-permutation network (SPN) [114]
cipher. Differential cryptanalysis exploits the high probability of certain occurrences of plain-
text differences and differences into the last round of the cipher. For example, consider a
ystem with input z = [z1,%2,...,2,] and output y = [y1,¥2,...ya]. Let two inputs to
the 'm be z and z* with the corresponding outputs y and y* respectively. The input
difference is given by z = z @ z*. Similarly 3’ = y @ y* is the output difference.

In an ideally randomizing cipher, the probability that a particular output difference
' occurs given a particular input difference z’ is 2%, where n is the number of bits of .r.

Differential cryptanalysis seeks to exploit a scenario where a particular y' occurs given a
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particular input difference 2’ with a very high probability (i.e., much greater than ). The
pair (z, ) is referred to as a differential.

Differential cryptanalysis is a chosen plaintext attack, meaning that the attacker is able
to select inputs and examine outputs in an attempt to derive the key. For differential
cryptanalysis, the attacker will select pairs of inputs, z and z* , to satisfy a particular z’,
knowing that for a specific ' value, a particular ¢ value occurs with high probability.

Now we provide some definitions.

Let f : F} — FFZ, be an S-box and let a,a* € IF3. The difference o/ = a @ a* is said to
propagate to the difference b’ = f(a) @ f(a’) though f. This is denoted by o’ % ¥. An
expression of the form a’ = ¥ is called a differential.

The propagation ratio Ry of the differential a’ % ¢ is defined by
Ry(a’,¥) = 27" {z € F}|f(z) ® f(z ® a’) = b'}].

A table that shows the distribution of the input XORs and output XORs of all the possible
pairs of an S-box is called the difference distribution table of the S-box.

Given an S-box it is easy to construct difference distribution table and hence it is sim-
ple to calculate propagation ratio. Suppose we find propagation ratios for differentials in
consecutive rounds of the SPN, such that input XOR of a differential in any round is the
same as the permuted output XORs of the differentials in the previous round. Then th
differentials can be combined to form a differential trail. It is assumed that the various prop-
d dent. This asst ion allows us to multiply

agation ratios in a di: ial trail are i
the propagation ratios of the differentials in order to obtain the propagation ratio of the
differential trail.

An S-box S; is said to be active in round k if it has non-zero input XOR in round k. The
s the number of active S-boxes the higher is propagation ratio of the differential trail.

les

Differential Cryptanalysis and SAC Property

The motivation of SAC is the following. Suppose the S-boxes satisfy SAC. Also suppose
some S-boxes in differential trail have input XOR of weight one. Then the output of these
S-boxes will have uniform distribution i.c., propagation ratios will be low, making the overall
me form of differcutial

propagation ratio of the differential trail less and this will re
attack. The generalization is to use S-box with PC({). In that case that weight of input
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XOR of any active S-box should be at least {, otherwise output distribution will be uniform
which is almost impossible for higher value of I.

The motivation of using S-boxes satisfying SAC(k) is that, if we fix k or less bits of input
XOR in first round of SPN, even then the output XOR will be uniformly distributed and
hence decrease the propagation ratio. Thus by using S-boxes satisfying SAC(k) with higher
value of k we can resist differential cryptanalysis.

2.3.4 Significance of Degree

High algebraic degree resists certain attacks and is therefore desirable in both stream and

block ciphers.

Cryptanalysis and Algebraic degree in Stream Cipher

In the stream cipher model, the combining function f is so chosen that it increases the
linear complexity [100] of the resulting key stream. High algebraic degree provides high
linear complexity [101, 34]. The linear complexity of a binary keystream is the length of the
shortest LFSR which is able to generate the keystream. For secure stream cipher systems
large linear complexity is necessary.

As shown in Figure 2.2a, let the lengths of n LFSRs be l1,l3,...,l, where the I;’s are
distinct. A Boolean function f is used as a nonlinear combining function on n inputs
13,Ty,...Tn with 2 = f(z1,%2,...,2,). The linear complexity of the output sequence z
isequal to f(ly,l2,...,1s) where the ANF of f is evaluated over integers (see [101]). The
above fact shows that (1+41;)...(1+1,) is an upper bound on the maximum possible linear
complexity in the nonlinear combiner model.

Now we provide a simple example (see [100, 101]) for more details). Let us consider
afunction f(z1,z2, T3, T4) = T172 ® T3T4. If the linear complexities of four LFSRs (as in
Figure 2.2a) are 5, 6, 7, 8 respectively, then the linear complexity of the output sequence z
willbe 5x6+7x8 = 86. Suppose we consider another function g(z, z2, 23, 24) = T\ ®T2T324.
then the linear complexity of the output sequence z will be 5+ 6 x 7 x 8 = 341. This clearly
underlines the need for high algebraic degree of a Boolean function.

Algebraic attacks (28] are a new type of attack on stream ciphers. These attacks exploit
the fact that even if a function may have high degree it may have a low degree multiple. In
this thesis, we have not considered algebraic attacks. In Chapter 8, we make a brief reference
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to the algebraic attacks.

Cryptanalysis and Algebraic degree in Block Cipher

The differentials used by Biham and Shamir [7] in their differential attacks correspond to
the first order derivative. Later Knudsen [64] used higher order differentials to cryptanalyze
ciphers presumably secure against conventional differential attacks, i.e., attacks based on
first order differentials.

A round function  in iterated block cipher leads to an upper bound on the degree of the
function f o f which grows much slower than deg(f)? [15]. Therefore iterated block ciphers
may be vulnerable to higher order differential attack if the round function has low degree

Let f be a function from IF3 into IF3'. The derivative of f with respect to a is the function
D.f(z) = f(z)® f(z®a)
The i-th derivative of f at the point ai,...,qa; is defined as
DY (@) = Dad DT o, S ().

Itis proved (71] that if D) .. f(x) is not constant then deg(D$) . f(z)) < deg(f) —i. The
design principle for the S-bozes to be used in block cipher should be such that, for each small
i, the non trivial i-th derivatives of function should take on each possible value uniformly
ie, i-th derivatives of function should take on each possible value with probability about
2 [71).

Higher Order Differential Cryptanalysis [15, 64]

For any i-dimensional vector subspace V' of IF3, the i-th derivative of F~ with respect to 17
is the function
Dy f(z) = D), o f(2)

.., is any basis of V. We know (see [71]) for any = € IF},

Dvf(z) = D flz @)
zeV

Suppose we consider 7 round iterated block cipher with block size n and round function f
Reduced cipher is the cipher obtained by removing the final round of the original cipher
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The reduced cipher correspond to the function ¢ = fk,_, ©... o fx,, where K; is the ith
round key. Suppose g has degree at most i, then there exists a i-dimensional subspace V' of
F}, such that Dy g(z) = c for all z € IF} (see [71]) where c is a constant in IF} which does
not depend on the round keys K, -+, K,—,. Then for any round keys the reduced cipher g

satisfies

Pozov)=c (2.6)
Prad

for all z € IF}.
This gives us the following chosen plaintext attack.

1. Select a random plaintext zo € IF§ and get the plaintexts o ® v and ciphertexts ¢,
corresponding to all v € V.

2. Compute ¢ by equation 2.6 to the reduced cipher with K,
3. For each candidate round key k., compute

a(k:) = D fi' (@)
zev

The key k. with o(k,) = ¢ is the correct last round key with high probability. If the
attack returns several round keys, it could be repeated with different values of xo. The
attack corresponds to 2™** evaluations of f~!, where m is the size of the last round key. It
requires the knowledge of 2* chosen plaintexts. The maximum value of 7 is degree of f. So
the degree of S-boxes used in iterated block ciphers should be high to resist higher order

differential attacks.

Interpolation attack [58]

s are distinct

Let Fbe a field and let 2s elements 1, . . ., %4, Y1, - - -, ys € F be given, where 3
Define

f@=>w II

=1 1€y

Then f(x) is the polynomial over the field F of degrec at most s — 1 such that f(,) = y, for
i=1,....s This formula is known as Lagrange interpolation formula, Now we explain the
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outline of interpolation attack. Consider an m-bit secret key block cipher. The ciphertext
y can be described as a polynomial p(z) € GF(2™)[z]. If the number of coefficients of
this polynomial is sufficiently low, one can reconstruct it with sufficiently many plaintext-
ciphertext pair by solving a set of linear equations. Hence we have an algorithm which can
encrypt and decrypt plaintexts and ciphertexts, without knowledge of secret key.

Now we consider key-recovery variant of interpolation attack. We express the output from
the reduced cipher as a polynomial p(z) € GF(2™)[z]. Let this polynomial be of degree d
and we have (d + 1) plaintext-ciphertext pairs. Then for all possible values of last round
key one decrypts the d ciphertexts one round and tries to construct the polynomial. With
(d+1)th plaintext-ciphertext pair one checks whether the polynomial is correct. If this is the
aase, then the correct value of the last round key has been found with a high probability. It
isknown [58], that there exists an interpolation attack of average time complexity 2°~!(s+1)
requiring s + 1 chosen plaintexts, where b denotes the number of last round key bits and s
denotes the number of coefficients in the polynomial. The maximum number of coefficients
isd + 1, where d is the degree of the polynomial.

The above attacks motivate the requirement for high algebraic degree of S-boxes for block
cipher applcations.
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Chapter 3

Computing Partial Walsh Transform
from ANF

In this chapter we study the relationship between the Walsh transform and the algebraic
normal form of a Boolean function. At first we carry out a combinatorial analysis to obtain
aformula for the Walsh transform at a certain point in terms of parameters derived from the
algebraic normal form. The second part is devoted to simplify this formula and develop an
algorithm to evaluate it. Our algorithm can be applied in situations where it is practically
impossible to use the fast Walsh transform algorithm. Experimental results show that under
certain conditions it is possible to execute our algorithm to evaluate the Walsh transform (at
asmall set of points) of functions on a few scores of variables having a few hundred terms

in the algebraic normal form.

3.1 Introduction

One of the most useful tools for the study of Boolean functions is the Walsh transform, which
entially the Fourier transform applied to the function (—1)9). The Walsh transform
measures the correlations between an rm-variable Boolean function and all the m-variable
linear functions. These correlations uniquely determine the function and hence it is possible
to work entirely with the Walsh transform. In fact, many properties of Boolean functions
are most casily stated in terms of Walsh transform.

is o

For practical applications it is often useful to be able to compute the Walsh transform
of a Boolean function. It turns out that there is an excellent algorithm to do so, namely,
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the fast Walsh transform [1] (see Section 2.1.2 for an exposition of the fast Walsh transform
algorithm). For an m-variable function the fast Walsh transform takes time O(m2™) and
hence can be used for functions of around 30 variables. The fast Walsh transform is computed
from the description of the function itself. More precisely, the fast Walsh transform takes
as input the bit string f(oo). .. f(oam_1) of length 2™, where for 0 < i < 2™ — 1, o; is the
m-bit binary representation of 7.

There is another way to uniquely represent a Boolean function, namely by its algebraic
normal form, which expresses a Boolean function as a multivariate polynomial over IF,,
the finite field of two elements (see Section 2.1.1). The number of nonzero terms in the
polynomial can be 2™ in the worst case. However, many interesting classes of Boolean
functions have compact algebraic normal form representation. (For example, an m = 2k-
variable bent function can have as few as k many terms in their ANF.)

In this chapter, we study the relationship between the algebraic normal form and the
Walsh transform of a Boolean function. We obtain a formula for the Walsh transform of a
Boolean function at a point v € IF3" in terms of certain parameters derived from the algebraic
normal form. We present an efficient algorithm to evaluate the formula and hence compute
the Walsh transform at v.

Our algorithm can be used to compute the Walsh transform in cases where it is not
possible to use the fast Walsh transform. For example, it is possible in certain cases to run
our algorithm for 50 to 100 variable functions having a few hundred terms in their algebraic
normal form. For such functions it is possible to compute the Walsh transform for a small
set of points ». Note that it is practically impossible to compute the Walsh transform of an
m-variable function at all points in IF7* if m is around 50 or more. Qur algorithm provides
amethod to probe the spectral domain of large variable functions. This will provide some
useful information about the function such as the size of its support and an estimate of its
nonlinearity. Note that for small number of variables, the fast Walsh transform is faster than
our algorithm. Hence we do not provide a substitute for the fast Walsh transform; rather we
provide a tool to analyse a Boolean function in situations where the fast Walsh transform

cannot be used.

Carlet and Guillot [19] study an alternative representation of Boolean functions - the
mumerical normal form (NNF). In Theorem 5 of [19], they obtain a formula for computing
the NNF from the ANF representation and in Equation (6) of [19], they obtain a formula
for computing the Walsh transform from the NNF representation. Using these two results.
itis possible to obtain a formula for computing the Walsh transform from the ANF repre-
sentation. In fact. in principle this formula can be used to derive the explicit relationship




between the Walsh transform and ANF that we obtain in this chapter. However, carrying
out this task appears to be a non-trivial exercise. More importantly, we do more than just
obtain the relationship between the Walsh transform and the ANF. We analyse this rela-
tionship and ultimately obtain an algorithm to compute the Walsh transform from the ANF.
Obtaining this algorithm is the major motivation of this chapter. We note that our analysis
and algorithm is not present in [19]. (Actually, the purpose of [19] is to study the NNF and
its relationship with the other representations.)

Boolean functions are studied extensively from different perspectives - coding theory [73],
circuit complexity [72] and cryptography [20) are some examples. In all these areas, the Walsh
transform is the main tool in the analysis of Boolean functions. However, to the best of our
knowledge, the only previously known algorithm for computing the Walsh transform is the
fast Walsh transform [1]. Hopefully the present work will motivate researchers to study the
algorithmic issues of the Walsh transform more deeply.

To illustrate different definitions, terms and and notations we take two small
examples.

Example 1 : g,(z1, %2, Z3) = 2122 @ T223 D 2321, and
Sup(4y,) = {(1,1,0),(0,1,1), (1,0,1)}.

Example 2 : go(zy, T2, 23) = 2122 ® T223 D 7, D 24, and
Sup(4,,) = {(1,1,0),(0,1,1),(1,0,0),(0,1,0)}.

3.2 Walsh Transform

In this section, we express the Walsh transform of a Boolean function in terms of certain
parameters derived from its ANF. The approach that we take is the following. Equation (2.3)
expresses the relation between (—1)9¢) and W, (u). Our first task is to obtain a formula for
(-1)%=) in terms of the ANF of g(z). Then using Equation (2.3) we obtain the desired
relationship between the Walsh transform and the ANF.

In obtaining a formula for (—1)9) in terms of the ANF, we first tackle the special case
when g(z) = g(1,...,Tm) = 21 ... Tm- The result of this case is used to analyse the general

case.
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3.2.1 Case g(x1,X2, -, Xm) = X1X2 - Xm

For z = (z1,-+*,ZTm) € {0,1}™, define
N (z) & N @y, zm) £ (— 1)@ o
1<) i< <ip <M

Lemma 1 Let = (z1,.-.,2m) € F} be such that wi(z) = k. Then
.
k —k
NE™ (z) :;0(—1)’(1) nE).
Consequently, N™(z) is the Krawtchouk polynomial pr(k,m) [78, page 130].

Proof : In the vector (21, --,Zm), k of the z;’s are 1 and (m — k) of the z;'s arc 0.
Hence the number of terms of the type (z;, @ - - - & z;,) with j number of I’s (0 < j < r)
and (r — j) number of 0's is equal to (%) (""7F). Since j of the z.'s are ones, we have,
(<1j®®% = (~1)%. Hence we get N{™ (21, -+, Tm) = Tjoo(—1) (£) (72F) which is the
Krawtchouk polynomial p, (k,m) [73, page 130). -

Corollary 2 1. Sro(=1) "IN (21, -+, Zm) = O for any vector x = (21, -+, Tm) #
(1,---,1).
2 To(=1) TN, 1) = =2
Proof : From (73, Equation (16), page 130] we have £-7L(—1)""'p-(k,m) = 0for 0 < & < m

and S7o(—1)71p, (k, m) = —2™ for k = m. Hence using Lemma 1 the result follows. ~ m

Theorem 3 Let g(x) = 1@+ - T Then

-1y = 2 (2 + i(—l)""Nﬁ"”(r))
=0

Proof : Case I: = € {0.1}™ such that ¢ = (1,---,1). Then L.H.S = (-1)! = —L. By
Corollary 2(2) we have S7Lo(—1)" NI (z) = SMo(—1) N1+ 1) = =2 Hence
RHS = glr(2m1 —2m) = —1.

Case 2 v € {0.1}™ such that = # (1,---,1). Then L.H.S =
we have S7Lo(=1)7 NI (z) = 0. Hence R.H.S = 77 (2™

(—1)° = 1. By Corollary 2(1}
—0)=1 -
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3.2.2 Arbitrary g

Let g be a Boolean function and A, be its ANF. For o,z € IFf* and r € [m] = {1,...,m}
define
LEICOE D S Gl i
1< <is < <irgm
Fora = (ay, a2, -, am) € IFF and « = (21, -+, Tm), define z B 9257 - - - z%m. Note that
ifa; = 1, then 2% = 1; else 2% = 1.

Proposition 4

Proof : Let 1= (1,...,1) and note that N/™ (1,z) = Ni™(z). We define y = (y1,- -, ym)
as follows. For 1 < ¢ < m, if a; = 1 then y; = z; else y; = 1. Now it is easy to check the

following
I & = y and hence (—1)*" = (—1)%.
2 Ni(a,z) = N (y).

From this the result follows. []

The next result expresses (—1)9(=) in terms of A,.

Proposition 5

wt(4,) m
(~1)2@ — (zml,.) AI(I> ‘ (2"!4 +§J(—1)""N§"‘)(<y,r))

Proof :
)g(z):(—.l)eueﬂ;\;nAy(ﬂ)T"= I (ns@= = ] ((_1)1a)»\y(a): o o

aelFy aclFy aidg(a)=1

= I = (2"’ ‘+Z( 7 NI 1))

aAgla)=1

1\ Wty
- ()

(2'"*‘ F 3TN
r=0

@A (a)=1
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For a = (a1, -, 0m) and u = (u1,-+,Um) we define u < @ if u; < oy for1 < i <m.
In the rest of the chapter we will denote (wt(u) mod 2) by wty(u). In the next two results
we present a two step simplification of the sum $7q(—1)""'N{™ (e, z) which occurs in
Proposition 5.

Proposition 6

NI, z) = (~1)"
{uelF7 u<a,Wt(u)<r}

-wt(a) (u,z)BWL:
(’:—wt(:))(‘l)< 2)OWL2(u)

Proof : Note z;,%1 = z,, if oy, = 1 and z;,%1 =1if a;, =0.S0 7;,*1 =1® (1 ® 7, ), =
16 (%;,)as, and hence 2;,%1 @ - & z;,*r = (r mod 2) & (T, - -+, Ti, ) (@iy, =+, 05,)). We
have

N(az) = (prat e em S
1<i1<ig < <ir <M
- (71)0 mod D)@((F:, -+ Fi. )i, i)
1€i <ig < r<ir <m.
= (-1) > (—1){ @i o e )y,
1S <ia < <in Sm
Given @ = (a,...,@m) and 1 < 4 < i3 < ... < i, < m, define an m-bit vector u in the

following manner. For 1 < j < m, if j € {i1,--,%}, then u; = o else u; = 0. We say that
{i1,...,ir} produces u from . If {i1,...,%,} produces u from o, then it is easy to verify the
following relations.

A@a T ) (w5 03)) =A@ B (U Uum))
= (@1, s T (U1, Um)) B WE(

2 u<aand wt(u) < 7.

Itis possible that two distinct sets {1, 2, ..., } and {#},75,...,%} produce the same u < .
12 -

This will happen if and only if wt(ay,, ..., ) = wt(ew, .., ) = wt(ay,. ., ay,), where
Gioodsd = {01~ ir} N {d},..., 2L}, We now claim that the number of distinc
{it,iz,-.,ir} which produce the same u is ("}, where & = wt(a) and { = wt(u).

this fix u < o with wt(u) = { < 7. Let ji,. .., be such that u;, = ... =1wu; = 1 and u

forj ¢ (ji.---»di}. If {ir.... .4} produces u, we must have {ji,.... 5} C {ir,- . 4} and

a,=0forj€S={ir,....ir} \ {Jr,.... 5t}
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Thus the number of sets {41, ..., %} which produce u is the number of ways we can choose
the set S of r — [ elements such that o; = 0 for j € S. Since wt(a) = &, the number of
j€{L,...,m} such that a; = 0 is m — k. Since S has r — ! elements, the number of possible
sets S is (’;‘:f), which proves our claim. Hence we can write

Na,z) = (-1 ™) pemene

(welFT u<awt)<r) (T -

This completes the proof. -
Proposition 7

i(—l)”‘N,("‘)(a, z)=(-1) x S gmeWHe (et
i (welF7 u<a}

Proof : By Proposition 6

i(_l)qur(m)(a, z) = (-1 i b (m - wt(a)) (_1)(""'5)@‘”(2(0)
=0 =0 (e F ucawtons) wt(u)

= (-1 (m - wt(a)) (—1)mreWta()

(ueTF T ruga) Wi 7 W)
= - > gm=Wi(e) (_1)(a)eWta)
{uelFy wu<a)
This completes the proof. =

Let Sup(A4,) = {a(®), -, o} and k; = wt(a). Define

V(Sup(4,)) £ V({a®, -, a})
A @ut u) <o) (6, i) Sl 1< <)
Example 1 (continued) For Boolean function g, (z1, Z2, T3) = 2122 © 273 © 732,
Sup(4g,) = {(1,1,0),(0,1,1),(1,0,1)} and k) = ky = ky = 2.
Note that V(Sup(A,)) is a subspace of (IFJ', @). It is easy to verify that V(Sup(A,)) =
if and only if g is non-degenerate. Suppose v = ul) @ - - - ® ul) where u) < o) then we
say that R = {(u®), o)), -, (w0, ali))} is @ representation of v. For v € 3", define

S(v) £ set of all representations of v in the vector space V'(Sup(A,)).
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Example 1 (continued)

For v = 000, we have S(v) = S(000) = {R, Ry, Ra,-- -, Ris, Ris, R17} where

Ry ={((0,0,0),(1,1,0)}, Rz = {((0,0,0),(0,1,1))}, Rs = {((0,0,0), (1,0,1))},

Re=1{((0,0,0),(1,1,0)), ((0,0,0), (0,1, 1))}, Rs = {((0,0,0),(0,1,1)),((0,0,0), (1,0,1))},

Re = {((0,0,0),(1,1,0)), ((0,0,0), (1,0, 1))}, Bz = {((0,1,0), (1,1,0)), ((0,1,0), (0, 1, 1))},
={((1,0,0),(1,1,0)),((1,0,0), (1,0,1))}, Ra = {((0,0,1),(0,1,1)),((0,0, 1, 1,0, 1)) },

Rio=1{((0,0,0),(1,1,0)),((0,0,0),(0,1,1)),((0,0,0), (1,0, 1))},

Ru ={((0,1,0),(1,1,0)),((0,1,0),(0,1,1)),((0,0,0), (1,0, 1))},

R ={((1,0,0), (1, 1,0)),((0,0,0), (0,1,1)), ((1,0,0), (1,0,1)},

Ris={((0,0,0), (1,1,0)), ((0,0,1),(0,1,1)),((0,0, 1), (1,0, 1))},

Ru=1{((1,1,0),(1,1,0)),((0,1,1),(0,1,1)),((1,0,1),(1,0,1))},

Ris={((1,1,0), (1, 1,0)),((0,1,0), (0,1,1)), ((1,0,0), (1,0,1))},

Rie={((0,1,0), (1,1,0)), ((0,1,1),(0,1,1)), ((0,0,1), (1,0, 1))},

R = {((1,0,0), (1,1,0)),((0,0,1), (0,1,1)), ((1,0,1), (1,0, 1)) }-

Note:

1. S(v) = 0 if and only if v ¢ V(Sup(4g))-
2. 1fv=(0,-,0), then S(v) # 0.

Letve FP and R = {(u@),0l), -, (u), a*))} € S(v). Define

cr) &
P (3.1)
c = ( 1Wh) Znesu) C(R)-
Example 1 (continued)
Cmw = C(R)+C(Re) +C(Ra) +---+ C(Rns) + C(Rue) + C(Fr)
)b (et~ 1)2 12 8 (= 1y
B (2‘ S
-1)2 —1)3 (713 1)3 1)3 1)3 1)% 1)3
L O G L C L G G G
= -1

Note that if S(v) = @, then T resqy C(R) = 0 and hence, if v ¢ V(Sup(A,)) then C, =0
The parameters C, for v € IF* are derived entirely from the ANF of g. Our next result
expresses (—1)97) in terms of Cy.
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Theorem 8
(1@ =14 3 C (-1

velF7

where C, is as defined by Equation 3.1.

Proof : As before let Sup(4,) = {a®,...,a{”} where wt(a?) = k;. Using Proposition 5

and Proposition 7 we can write.

(-1 = mewt(n)(71)(u.z)$wt1(u))

1- om—1
a:Ag(a)=1 {welF7 uga)
The first term in the expansion of the above expression is clearly 1. For 1 <1 < p = wit(4,),
the general term is of the form
( -1 )r Z 2(,,_,,(_‘)+..V+(m7k‘,)(_1)(u<.,183. ulin) 2)@Wls (2B @ubin))
277 it utgatn
Letv=u(" @ @ ul). Then R = {(16), o), ..., (ul), ali))} is a representation of v.
Therefore the general term is of the form
ST C(R)(~1)EHOWE® = S g (—1).
weFy RES() velFy

This gives us the desired result. =

Now we are in a position to state the main result of this section which relates Wy(v) to
C.

Theorem 9 If g is an m-variable Boolean function then
W,(v) = 2%(C,+46,) (3.2)
where §, = 1 if v = 0 else 8, = 0.

Proof : From Theorem 8 we have

(-1)%) — 1= 3 G~
velFy
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So [(-1)7@ — 1,...,(=1)?C") — 1] = [Co,...,Com_1)Hpn, Where Hp is the (2™ x 27)
Hadamard matrix (see Section 2.1.2). Post multiplying both sides by Hy, and noting that
HpHp = 2™ Ipm we get

[(=1)9@, ..., (=1)9" D Hp — [1,...,1]Hp = 27[Cq, . . ., Com1].

ie. [W,(0),..., Wy(2™ = 1)] — [2™,0,...,0] = 27[Cy, ..., Com_1). Hence 2mC, = W,(v) —
.

3.3 Simplifying C,

Theorem 9 relates W, (v) to C,. Thus to compute W,(v) it is sufficient to compute C,.
However, the definition of C, given by 3.1 is in purely algebraic terms. We need to obtain
aformula for C, which can be computed by an algorithm. In this section we perform this
task of simplifying C,.

Westart by defining certain terms. As in Section 3.2, we assume Sup(4,) = {aV, .., a®}.
Gven @ # S C [p] = {1,2,---,p} and v € Fy, we define A(S,v) as follows. Let v =
(o 0m) and S = {i1,---,ir}. Write o) = (a1, -+, ajm) where a;x € {0,1} for

1<j<r,1<k<m. Let ¢(S,v) be a Boolean formula which is true if and only if there is
ak € [m], such that a;x = 0 for all j € [r] and vx = 1. Let

0(5) = Viesa® = aldv..-val)
S) = wiio(s). } ©8

Here V represents the bitwise logical OR of two binary strings of the same length. Definc

A(S,v) = 0 if ¢(S,v) =1 )
_ : (3.4)
= gkt otherwise.

Remark: If A(S,v) > 0, then the value of A(S,v) is independent of v and depends only on
S.

Theorem 10
Cy = (VB 3T (<1)TA(S, ).
0£5C[p)
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Proof : Fix a set S, such that, § # S = {iy,...,%ir} C [p] and a vector v = (U1, Um) €
Fy. Define I'(S) = srrfrr Where ki, = wt(ali)). As before, let ) = (a1, -, ¥jm)s
1< <rand define Ay = £J; a4 For 1 < k < m, define B
b = 2%71 Qf A #£0
=1 if Ay =0, =0 (3.5)
=0 if A = 0,06 =1
Define n(S,v) = by -« + b.
Claim 1: A(S,v) = n(S,v)[(S)
Proof of Claim 1: There are two cases to consider.
Cuse (S,v) = 1: In this case, A(S,v) = 0 by Equation 3.4. Also ¢(S,v) = 1 implies that

there is a k € [m] such that ey = 0 for all j € [r] and vx = 1. This implies that A, = 0 and
%=1 Hence by = 0 and so n(S,v) = 0. Thus in this case we have A(S,v) = n(S, v)['(S).

Case $(S,v) = 0 : In this case A(S,v) = zwi= by Equation 3.4, where m; = u(5) and
r=|9|. Also by = 2*=2 where z; = 0 if Ax = 0; and z, = 1 if A, > 0. So

ot Am) = (et zm)

n(S,v) = (M) (207 - (22
Since m; = pu(S) = wt(al) v - .-V o)) we have (21 + 22 + - - - + zm) = my. Also we have
PIPVE-DIDILNEDIDDIVED DI
= K==t et =

S0 we get
olkiy +otkiy)
om
By definition [(S) = s and 50 A(S,v) = gwb=r = n(S,v)[(S). This completes the
proof of Claim 1

n(S, v) = 2P+ AR

Claim 2:
C, = (~1)WEM S (—1)n(S. v)I(S).
0£5C[p)
Proof of Claim 2: From Equation 3.1, we have Cy = (—1)W&®) S e,y C(R).
Given § = {i1, -+, 4r}, the vectors al), ..., @l are fixed. Let D(S,v) be the set of all

representations of v of the form {(ut),at™), ..., (ut), o)}, The value of C(R) for any
such representation R is equal to z—2r— and depends only on S. From definition. this
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value is equal to ['(S). In evaluating C, we have to sum over all representations of v. The
contribution of the set S to this sum is clearly |D(S, v)|['(S). Thus we obtain

Cy = (-)"¥EO 30 [D(S,v)I1(S).
0#£5C[p)

From this it is sufficient to show that n(S,v) = |D(S,v)|. There are two cases to consider.

Case b = 0 for some k € [m)] :
This implies that v cannot be represented as {(u™), &™),
) < at). Hence D(S,v) = 0 and so we have n(S,v) =
Case by > 0 for all k € [m)] :
In this case D(S,v) # 0. Suppose R = {(u@), ), .
1<5 <ryul) = (ug, - uzm) € FF and o) = (az1, ..., aym) € FT

Define two 7 x m matrices M; and M, in the following manner. The (j, k)th entry of M,
(resp. M,) is cjx (resp. u;x). The conditions u®) < o) is equivalent to M, < M, where
the matrices are compared entrywise. Since R is a representation of v, we must have,

., (ut), o} for any choice of
1D(S,v)l-

L, (w), M} € D(S,v), where for

ULk D ... D urp = v for each k € [m]. (3.6)

Thus the problem of enumerating the set D(S,v) is equivalent to enumerating matrices My
such that M, < M, and Equation (3.6) holds. Let cx be the number of possible choices for
ihe kth column of M,. Then |D(S,v)| = ¢ ... Gm and it is sufficient to show that ¢; = by
for cach & € [m]. There are two cases to consider.
Subease A = 05 Tn this case vx = 0 and by = 1. Since A, = 0, the kth column of M, is the
all zero column. Hence the only possible choice for the kth column of M, is also the all zero
column and 50 G = 1= be.
Subcase Ay > 0+ Tn this case by = 241, We first observe that the XOR of the ones in the kth
column of M, must be equal to v Thus we have to consider two cases according as v, = 0
or v = 1. First supposc vx — 0. The £th column of M, contains A, ones. Since v; = 0,
we can choose an even number of these ones to form a column for the matrix Afy. Thus the
o) -] s s - o is o = (M A A T
mmber of ehoices for the kil cohumn of My s e = (3 )+ (3) +++ (4, ) = 27 = b
A similar argument holds when v, = 1.
This completes the proof of Claim 2. Theorem 10 is a direct consequence of Claim 1 and
Claim 2 -
Theorem 10 provides a method for computing C,. However, this requires an algorithm to
consider all possible subsets of [p) = {1,...,p}. If p is even moderately large, this yields an
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impractical algorithm. Our next task is to show that it is actually not required to consider
all the subsets of [p]. In this section we present one such special case and in the next section
we present a general algorithm to compute C, without generating all the subsets of [p].

Theorem 11 Let Sup(A4,) = {ou, -+, 0p} and ¢t > 0 be such that for any {in, -, 8} C
<oV @ipy,) =m. Then

{L,...,p}, we have wt(exi, V

=(—1>“"“"’(i(2;1),’(;)+ > (—1)'$‘A(S.v))

+1 0#5C[p],|SI<t

Proof : We have from Theorem 10

C = (—)WEO 3 C)FIA(S,)

0£5C[p]
= (-¥Ee ( PN G VLAY XY R DI G VL (Syv)) .
0#£SCIpLISIZe+! 0£5CIplISIst
Under the given condition if |S| > ¢ + 1 then using Equation 3.4 we have x(5) = m. Hence
1 .
c, = (~1Wh® ( P+ 3 (—1)IST A (S, u))
0£SCIPLISI>t+1 0ASCplISISt

2 1
> W=+ i a (s,w)
F=t+l 0#5C[p).|SI<t

(_1)Wtz(") (

This completes the proof. -

Under the condition of Theorem 11, to evaluate C, we only have to consider all non
empty subsets of [p] of cardinality at most ¢. If ¢ is reasonably small, this is much better
than considering all non empty subsets of [p]. In the next section, we develop this idea to
obtain an algorithm to compute C,.

3.4 Algorithm
n gencral we are interested in computing the Walsh transform of g at all the points u € IF}*
However, if m is relatively large (say around 50), then it will be practically impossible to

compute the Walsh transform at all the 2™ points. In such a sitnation. it will be of interest
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to compute the Walsh transform at a particular point or for a small set of points. The fast
Walsh transform takes time O(m2™) and computes the Walsh transform at all the 2™ points.
In fact, to the best of our knowledge, there is no known algorithm which can compute the
Walsh transform at a particular point in time less than 2™.

Our approach is to design an algorithm that consists of two parts. In the first part, the
algorithm does a certain amount of preprocessing and prepares a list. In the second part,
the algorithm takes as input a particular v € IF5* and computes C,. (Using Theorem 9 this
also gives us Wy(v)). Once the preprocessing is complete, the second part can be run for
different v without running the first part. This makes it efficient to compute W,(v) for a set
of v.

We start by defining certain parameters. For @ # S5 C [p] recall from equation (3.3) that
0(5) = Vies & and p(S) = wt(a(S)). For j =0,---,m define

e

Ly yadBET T (1A, ).

#(S)=j 3=0 u(s)=j

B,

Note that if § = {i} and ¥ = (0,...,0), then u(S) = 0. The vector (0,...,0) € Sup(A,)

implies that the constant term in the ANF of g is equal to 1. The values of By, ..., B,, are
independent of v and only the value of B depends on v.
Theorem 12 For any v € IF}', we have
—1)» —1—Bg— - -
G = (-)Wh® [4*——*( 1 = meL oy BJ . fexs)

Proof : Define ,
a
A 3 (=2 =32y (B) = —1+ (~1)"
0#5C(p) =t
Then A = Yjio B;. Consequently, By = A — By — -~ — Br_1. To sec this note that
Tite By = Tilo Tutsy=s(— 21 = Sogscp(—2)17 = 4.

From Theorem 10 we have

C, = (WEO S (—)IA(S,v)
0#5C(p)

= (—pWte [Z > (4)'-*‘@(5,@}

I=0 p(S)=5



= (_1)Wtﬂ<“)[ > (—1)’5|A(s,v)+mf > (—1)|S‘A(S,U)J
u(S)=m =0 u(S)=j
= (W@ [B +B]

A—By— -+ — B,

= (c1Whe) [ = + B]

This completes the proof. L]

Our algorithm is based on Equation (3.7). The intuition behind the algorithm is the
following. For most sets S, the value of u(S) will be equal to m and will be accounted
for by Bm. Thus if we can avoid computing By, directly, then we will be saving a lot of
computation. We will compute By, ..., Bn_; and then use Equation (3.7) to compute the
value of C,. However, the value of B has to be computed. We next describe how this is
done

Define

S = {SClp]:p(S) <m});
S = o(8) = {o(S): S € &) } (3:8)

Example 2 (continued) From now onward, we consider the Boolean function
911,72, T3) = T2y @ LT3 DT BT, 50 Sup(Ay,) = {(1,1,0), (0,1,1),(1,0,0), (0,1,0)}. This
Boolean function is taken different from the previous one so that [S;| and |S,| are different.
Here p = 4, m = 3. It is easy to see

Si={{1}, {2}, {3}, {4}, {1,3},{1,4}, {2,4}. (3,4}, {1,3,4}},

S ={o({1}) = (1,1,0),0({2}) = (0,1,1),5({3}) = (1,0,0), a({4}) = (0,1,0)}

and hence [Sy] = 9 and [S,| = 4. Note by definition of 0, o({1,3}) = (1,1,0) v (1,0.0) =
(1,1,0) = o({1}). And this is the reason for |Sy| < |Si].

Write S = {stry,..., stry} for some n > 0. For 1 < i < n define val; = g2y, (—2)!%
In the first part of our algorithm we prepare the list £ = ((stry, valy), ..., (stru. val,)). Note
that this part does not depend on w.
Example 2 (continued) S, =
(0.1,0)}. Now val, = Zye)=
Similarly val, = 2, valy = —2 and valy
For str,v € Y, define w(str,v) 2
and A is the bitwise logical AND. The operation A is performed bitwise on sfr and «

= (1,1,0),stry = (0,1,1),stry = (1,0,0),stry =
(-2)' + (=2 + (-2 + (~2)° + (-2)" = —2

7 is bitwise complement of st/
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Suppose @ # S C [p] such that o(S) = str and v € FJ. Then A(S,v) > 0 if and only if
Y(str,v) = (0,...,0). Thus

val,
B= S —
Sotri 1= (0,0) 2V

Alsofor j=0,...,m—1,
B;= > val.
wi(str;)=j
Hence once the list £ is prepared, it is easy to compute Bo, ..., Bn_1 and B.

Example 2 (continued) We take v = (1,0,0), then %((1,1,0),(1,0,0)) = (0,0,1) A
11,0,0) = (0,0,0). Similarly %((0,1,1), (1 0,0)) = (1,0,0), 1/»((1 0, o) (1,0,0)) = (0,0,0)
and ((0,1,0),(1,0,0)) = (1,0,0). So B = —t(—u) F’i?:ﬁ = —1 Again from
{efinition By = 0, By = vals + valy = —2 + (=2) = —4, B, = valy + vah =2 + 2 = 4. Now
4= -1+ (=1 = 0. So C, = (—1)Wta) [A=Bozpiops +B] = —[0=Ukt=d 4 4] = L

Now we describe a method for preparing the list £. First we describe a rooted directed
rree T whose nodes are the subsets of [p] = {1,...,p}. The root node of 7 is the empty set.
The children of a set S are the sets Si, ..., Sk, where for 1 < i < k, S; = S U {max(5) + i}
md k = p — max(S). This ensures that if S’ is a node in the subtree rooted at S, then
5cS.

Our algorithm will traverse all the nodes S of 7 for which u(S) < m. (Note that T has
» nodes and if an algorithm is required to traverse all the nodes of T, then the algorithm
sill be exponential in p.) From the structure of 7 we know that if 4(S) = m for some node
3, then p(S') = m for all nodes S’ in the subtree rooted at S. This crucial fact makes the
raversal particularly efficient. If during the traversal we reach a node S with u(S) = m,
hen we need not visit any of the nodes in the subtree rooted at S. This means that we are
Afectively pruning the subtree rooted at S from 7. The more we encounter this pruning
Affect, the more efficient is our algorithm.

While traversing 7~ we prepare the list £ in the following manner. Initially £ is the empty
ist. Let First(£) = {str : (str,val) € L}. Suppose we have reached a node S with p(S) < m.

(S) ¢ First(L), then we add (o(S), (=2)!!) to £. On the other hand, if o(S) € First(£).
hen we update val to val + (—2)5.

Thus the operations on £ are search and insert. We implement £ using a height balanced
jinary tree (sce [57]). Hence each search/insert operation requires time O(log £). One such
iearch or insert operation is required for each S such that 1(S) < m. Also the total time
isited is O(m). Hence the total time required by the algorithm

jpent at any node which is
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is O(m|S1|log(|S2|)). We next present the algorithm for computing C,.

Algorithm ComputeCv

Inputs :
1. sup(A,), where g is an m-variable Boolean function.
2. ve 7.

Output : Cy.

Part 1: Computation of list £.
Set £ equal to the empty list.
Set str equal to the empty string.
Traverse(str).
Assume £ = ((stry,valy), ..., (stry, val,)) at the end of Traverse.
Part 2: Computation of C,,.
Set By =---= Bm_; =0.
Fori=1tondo
if (wt(str;) = 7)) then B; = B; + val;.
if (¢(stri,v) = (0,...,0)) then B= B+ W‘ﬁ—ﬁ—)
End For.
Cy = (~)WBON (A (-1 - 1 - 5" B) + B).
Return C,.
End Algorithm ComputeCv.

The subroutine Traverse() performs a depth first search on the tree T described before. The
details of the algorithm Traverse() are given below. In the algorithm we use the notation
a(tstr) for a p-bit string ¢str to mean o(S) where S = {7 : tstr; = 1}

Algorithm Traverse(str)
Input : a binary string str of length at most p.

For i = [str| to p— 1 do
Set j — |str|.
Set tstr = str||07]]1.
If (su(tstr) < m) then
If (a(tstr) ¢ First(C), then
Add (a(tstr), (- )Wt'w to L
Else suppose (o(tstr), val) is present in L.
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Set val = val + (—2)Wetn),
End If.
If (|tstr| < p), then Traverse(tstr).
End If.
End For.
End Algorithm Traverse

From the above discussion we obtain the following result.

Theorem 13 Let v, ..., v, € FY and g be an m-variable Boolean function. Then {W,(v;) :
1< <t} can be computed in time O(m(1S1|log(IS[) + ¢S 1))

Proof : Part 1 of Algorithm ComputeCv has to be executed only once for all the vectors
..., ;.. This takes time O(|S;]log(|Sz])). Part 2 of Algorithm ComputeCv has to run once
for each of the vectors vy, . ..,v,. Each execution of Part 2 takes time O(|S,|). This gives the
time complexity of the algorithm. Correctness of the algorithm follows from the previous
discussion. u
Remark : It is important to note that for small ¢ it is possible to have || log(|S:[) +£|S:| <
min(2?,2™). In such situations it is possible to efficiently compute the Walsh transform of g
for a small set of points. Cardinality of |S;| and |S;| depends on ANF and in the worst case
can be O(27). To keep |S)| and |5,| within a controllable limit, the ANF should be a sparse
multinomial and support of ANF should contain terms with very high weights (nearly m).
In Section 3.5, we provide some experimental data to support this intuition.

3.5 Experimental Results

Similar to Section 3.2, let Sup(4g) = {afV),...,a®}. We write at) = (au1, - -, qum) where
a; € {01} for 1 <4 <p, 1 <j<m Forl<j<m,define p, = p— S0, oy Let
par = MaTjeim)(05), Pavg = ity 2 and wayg = S5, M# We use the notation S, and
§; as defined in Equation 3.8.

Tables 1 and 2 consider the cases p > m and p < m respectively. (Here we note that
the class of Boolean functions for which p is less than mn is also very rich. For example this
class includes an important subset of the class of bent functions.) The results in these two
tables show that p;’s (specially pq.) are crucial to the complexity of the algorithm. If p,.,.,
is comparatively larger than the other p’s then the size of |S)] is exponential in .. Also

note that in general [8§)| > 20mes,



m,p | IS |81, 20 Prmaz, Pavg) Wavg
100, 250 | 546 | 2135470, 1048576 20,15,94
100,250 | 547 | 3184044, 2097152 21,15,94
100,250 | 549 | 5288601,4194304 22,15,94
100,250 | 540 | 9482897, 8388608 23,15,94
100, 250 | 550 | 17871500, 16777216 24,15,94
100, 250 | 552 | 34648698, 33554432 25,15,94
100,250 | 553 | 68203122, 67108864 26, 15,94

Table 1

mp | |5 181], 20me= Pmazs Pavg, Wavg
100,50 | 2258 | 365465, 131072 17,15,70
100,50 | 2392 | 1340716, 1048576 20, 15, 70
100,50 | 2429 | 8678491, 8388608 23,15, 70
100,50 | 2465 | 67386792, 67108864 26,15, 70

From the definition, the parameters m, p, Pavy and Wey, satisfy the following relations
X Pavg = D X (7 = Wayg). For fixed m and p, pasy decr

for fixed m and pau,, as p increases
with p for m = 100 and puye = 16.

Table 2

a5 Waug Incre:

p:

Similarly,

50 d0es Wayg. In Table 3, we show the change of oy,

m,p A |S1], 20me= Piaz: Pavg: Wavg |
100,50 | 9976 | 5313186, 524288 19,16, 68
100, 100 | 2934 | 6482400, 524288 19,16, 84
100,200 | 1414 | 4609688, 524288 19,16, 92
100,400 | 827 | 6644436, 524288 19,16, 96

Table 3

It is possible to run the algorithm in cases where m is large but puae is small. Table 4

provides some data which illustrates this fact.

oy | 1S

[Si]. 27

Ponaes Pavgs Wavg |

200,200 | 725

96213, 32768

15,12,188

100,200 | 2175

207969, 16384

800,200 | 1938

528605, 65536

3200.100 | 2290

243188, 16384

3200, 100 | 2502

4436706, 4194304

22,12,2816
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Table 4

In the above examples we see that |S;| is small. In Table 5 we provide some examples for
which |Sp| is large but wey, is small.

m,p | S| |81, 2me= | Praz: Pavg: Wavg
50,25 | 134260 21432167, 1048576 20,16,18
60,30 | 150554 48852312, 8388608 23,16,28
70,35 | 92849 61196173,16777216 24,16, 38
80,40 | 13403 17968626, 33554432 26, 16,48
90,45 | 22728 | 585495610, 134217728 27,16,58

Table 5

As long as ppaz is small (say less than 25), it is possible to run the algorithm for quite large
values of both m and p. Table 6 provides some evidence of this fact.

[ mp [EA [S1], 2me= Prmaz, Pavgr Wavg
| 400,800 | 1578 1442226, 32768 15,14, 393
400,800 | 1588 | 2489671, 1048576 20,14, 393
Table 6

fable 7 provides the actual running times taken by a simple C language implementation
Linux operating system on Pentium IV, 2.4 GHz CPU, 1 GB RAM).

m, p |S,] 1S1] time in seconds |
100,50 | 9976 | 5313186 50
100,100 | 625 | 103455 2
100,200 | 1297 | 71257808 830
400,800 | 1588 | 2489671 1059
Table 7

Note that the following are true for the experiments performed above.
1. |81] is exponential in pme, and hence the run time of the algorithm is exponential in
Pmaz-

2. The bounds on p are 0 < p < 2™. But for our algorithm to be useful the value of p can
not be very large because in that case ppq, can not be restricted to low values (say 25)
and our algorithm will not work
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The value of way, should be high i.e., the ANF should be a very sparse multinomial
and support of ANF should contain terms with very high weight.

o

In most cases, |S,| is small compared to |Si|. Also |S;| tends to grow as way, decreases.

IS

In all the examples given above, the chosen functions were non-degenerate on all the

o

variables.

Finally, in summary we note that for certain types of Boolean functions on large number
of variables algorithm ComputeCv can be used to compute the Walsh transform for a small
set of points. This can provide some useful information about the Boolean function. For
example, one can obtain the weight (or size of support) of g by computing W,(0). Also
the ability to probe the spectral domain of the function at random points can provide an
estimate of the nonlinearity of the function.

3.6 Possible Improvements

In this section we discuss possible ways of improving the algorithm. From Theorem 13, we
see that the complexity of the algorithm depends on |S;| and |S;|. These two parameters are
determined by the ANF of the function. We discuss two ways of improving the efficiency.

Let g be the function under consideration whose ANF is Ajy. Suppose we apply an affine
transformation to the variables of ¢ to obtain f such that |sup(A[)| < |sup(A,)|. In such a
situation it might be possible to improve the run time of the algorithm. The problem is in
obtaining an affine transformation which will perform this task.

Another approach to improve the efficiency is to look for a more general and compact
algebraic representation of a function. We briefly discuss this approach below and indicate
the difficulty of this method.

Let g be of the form

Im) = D (1@ L) (T D )"

(aB)etist

9(z1, 22, ..

where list = ((a), BV), -+, (P, 1)) and o, 8O € FF. The ANF of g is a special case

of the above form where 8; = Bm =0.
Let 7 be such that 1 < r < [lst| and suppose v = u/) @ - - @ ul*) where u'®) < al)
then we say R = {(u®"), a0, D), ... (46" olin) BGr))} is a representation of v
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Let R € S(v), such that R = {(ut), o), g0y ... (uln), oli), BE))} where ulh) < o)
and for 1 < 7 < 7, let ki, = wt(al)). Define
— 1) 861 - @(ulir) glir)
C(R) = gy (- )&t
Now it is simple to check that Theorem 9 holds. But in this situation it seems difficult to
simplify the formula and obtain an algorithm to compute C,.

3.7 Conclusion

In this chapter we have developed an algorithm to compute the Walsh transform of Boolean
function at a point from its algebraic normal form. This can also be extended to evaluate
the Walsh transform for a set of points. The advantage of our method is that in certain
situations it is possible to run our algorithm to evaluate the Walsh transform (at a small
set of points) of Boolean functions with large number of variables and hence can be used in
cases where the fast Walsh transform is not applicable.

An important parameter in the study of a Boolean function is its nonlinearity. To com-
pute nonlinearity, it is necessary to compute the Walsh transform at all the points. For
Boolean functions on a large number of variables (> 40), it is practically impossible to
perform this task. In certain situations, our algorithm can be used to evaluate the Walsh
transform at any particular point. In such situations, it is possible to use our algorithm
in conjunction with some randomized heuristic (simulated annealing/ hill climbing/ genetic
algorithms) to estimate the nonlinearity of the function.
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Chapter 4

A General Correlation Theorem

In 2001, Nyberg proved three important correlation theorems and applied them to several
cryptanalytic contexts. We continue the work of Nyberg in a more theoretical direction.
We consider a general functional form and obtain its Walsh transform. Two of Nyberg’s
correlation theorems are seen to be special cases of our general functional form. S-box look-
up, addition modulo 2% and X-OR are three frequently occurring operations in the design
of symmetric ciphers. We consider two methods of combining these operations and in each
case apply our main result to obtain the Walsh transform.

4.1 Introduction

Symmetric ciphers are a basic cryptographic primitive. In practice, symmetric ciphers are
designed using nonlinear Boolean functions and S-boxes. One of the most effective methods
of attacking symmetric ciphers is the technique of linear cryptanalysis [76) (see Section 2.3.2
for a brief description of this technique). The efficacy of this technique depends upon the
ability to obtain good linear approximations of the constituent Boolean functions and S-
boxes.

Linear approximations are studied using the technique of Walsh transform analysis.
While it is usually easy to apply the Walsh transform to an individual constituent of a
symmetric cipher, in general it is more difficult to apply the technique when a combination
of primitives are used. This requires the development of a general methodology of Walsh
transform applications.
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One such important work has been done by Nyberg in [86]. This work unifies some of
the previous approaches and obtains three key results on the Walsh transform of various
functional forms. These are then applied to several typical cryptanalytic context.

The purpose of the current chapter is to continue the direction of research initiated in [86].
We obtain the Walsh transform for the following general functional form:

(21,22, Ze) = flgu(21, %2), 92(%2, T3), - - -, Ge(e, Ter))
where each g; is a map from IF3**™*! to IF3* and f is a Boolean function from FJ**"+™ to
2. We obtain a closed form expression for the Walsh transform of 4 in terms of the Walsh
transform of f and g1,...,g:. We show that two of Nyberg’s results in [86] are special cases
of our theorem. This underlines the importance of our result in the context of symmetric
cipher cryptanalysis.

We also consider two applications of our result. The operations of S-box look-up, X-OR
and addition modulo 2% typically occur in the design of block and stream ciphers. We
consider two possible ways of combining these operations. The first method is the situation
where an S-box is applied to the X-OR of two outputs of the application of the S-box to two
input bit strings. The second method considers the situation where an S-box is combined
with addition modulo 22¢. In both cases, we obtain complete expressions for the Walsh
transform.

4.2 Convolution and Composition Theorems

The Convolution for two n-variable Boolean functions is well known (see for example [31]).

Theorem 14 (Convolution Theorem) Let f and g be n-variable Boolean functions and
hz) = 9(2) ® f(z). Then

Wi(w) = Zi" 3 W ()Wi(v @ u). 4.1)
velF;

We next prove a generalization of the Convolution Theorem

Theorem 15 (Generalized Convolution Theorem) Let g, ..., gx be n-variable Boolean
functions and h(z) = g1(z) @ - - - ® gx(z). Then for u € Fy

1
Wi(u) = > ST Wi (u® wee )W, (uper @ ug_3) -+ W, (un @ 2 )Wy, () (4.2)
velF;
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1 k
= 5 2 MWameu-) (43)
welFy 3=

shere 5 = n(k — 1), v = (1, -, wke1), ux = u and o = (0,....,0) with each u; € F3.

Proof : We prove the above Theorem by induction on k. For k = 2, the result follows from
the Convolution Theorem. Assume that result holds for (k — 1) > 2. We now apply the
Convolution Theorem on the functions gi(z) and f(z) = i(z) @ -+ & gk—1(z). This gives

Waw) =5z X AW/(u'cfn)Wg.(" @ up1) = % S Wiluk—1)We, (us @ ur—1)

w1l wemr €l

Now we invoke the induction hypothesis for (k — 1) on the function f to get

1 1 k1
Wiw) = 3z 2 Walu@u) (m > I Wg.(u;eéu‘_,))
we—r€lF7 (U1, tikmz) P=1
1 k
= 5 2 Walui®u-)
el =1

This proves the result. -
Now we provide the Walsh transform of composition of an S-box and a Boolean function.

A similar result is stated in [31] in terms of correlation matrices.

Theorem 16 (Composition Theorem) Let g : {0,1}" — {0,1}™ and f : {0,1}™ —
(0.1}. Then for any w € F},

1
Wireq (W) = 5 X]F: Wi (0) W09 (w)
ey

= {v,9(z)) -

uhere (L, © g)(z

Proof : From the inverse Walsh transform (2.3) we know

) = 1 T WD
velFy



Let y = g(x). Then

(=1)U0®) = (—1)7 oD = (~1)/®)

= = W nEY
velFy

= 5 ¥ WEEne )

velF7

= L > weneeom.
velF3

So we have

= 3 (-nUea@elw,z)

zelF;
1 tog)@)e(w, T)
= > Z Wi (v)(—1)0o0®®
o
2¢TF; velF;
1 o
== W/(v) 3 (~1)en@e(w, z)
velF7 zelF;
1
= 3= 2 Wi@Wieep()-
velF7
This proves the result. -
4.3 Correlation Theorem
In this section we prove the main correlation theorem. Let gi,...,9: be S-boxes, where

forl <i <t g : Fp¥™+ 5 F. Let f: F} — IFy be a Boolean function, where
n=ny 4 +n. Let m=my +---+ m1 and define a Boolean function  : Fy' — IF; in
the following manner.

(@1, Ten) = flgi(z1,22), g2(22,%3), -, ge(@e, Tewt) (4.4)

where z; € FJ% for 1 < i < ¢+ 1. Our task in this section is to compute Wy (u) for u € Fy3.
In Theorem 20 (see later) we show that Wj(w) is given by the following expression.
gmitmest 3
Wiw) = " X Wiw) X TT W, eo0 (wes ® i1, wiisn)
velFy welF? =1
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where v = (v1, ..., ) with v; € FJ, M = m — m; — Mgy, w = w, = (W1, - - - W) With

wys € IFP, u = (wi2,...,We1,) and for 1 < i < ¢, wi_1; € FP¥ with wo, = (0,...,0).
This result is obtained through a series of simplifications. Let g’ : IF5* — IF7 be an S-box
defined by
I@1 e T) = (9131, 22), - - 9T Ter1))- (4.5)
Using the Composition Theorem we have the following result.
Proposition 17 Let h be defined by (4.4). Then
1
Waw) = o2 32 Wi(0)Weeq (u)-
velF;
For v € IF3, write v = (v1,...,%), where v; € IF§. We can write
Log) (@ zer) = L(g'(@1,-- s Ter1)
= L((g1(z1,%2),- -, 9u(e, Terr))
= lu(91(21,72)) @ - - @ b (92(21, Te41))
(tny ©91)(21,22)) @ - - @ (L, © 90)(Tt, Te1))- (4.6)
For 1 < ¢ < t, we define
hi(@r, - Ten) = (b © 9:)(, Tiva)- (4.7)
Given bit strings uy,...,ux we define 6(uy,...,ux) = 1 if each uy,...,u; are all-zero bit

strings; otherwise 6(u1,...,ux) = 0. The Walsh transform of A is given by the following

proposition.
Proposition 18 Let k! be defined by (4.7). Then

Wiy (u) = 2 Wi, o, (i, i41)8(ws)

where u = (uy, ..., uey1), My =m —m; — iy and wy = (Ur, - -, Uimts Uiz, - -5 Uet1)-

Proof : We compute as follows.

Wuw) = 3 (-1)kH@elwz)
zelFy
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= T (~DbEmel(, ), @ )

zelFy

= 3 (—nwsw x > (=1)etostaimir@{(wi, i), (2ir Ti1))
welFy (zorzip )T

= Wioq (i tia) D (71)(w,-,y,)

wielF
= 2MW, og0) (ui, wina)8(ws)
where y; = (%1,.-.,Tic1, Tixa .., Teer). The last statement follows from the fact that
Loy (-1){®>2) = 21416 (w). This completes the proof. =
Now we obtain the Walsh transform of (I, o ¢').

Lemma 19 Let g' be defined as in (4.5). Then
Qrm1+mes
Wiyogy(w) = — > H W, 000 (Wi @ Wimt 5, Wiie1)
"
welF3 =1
uhere M = m—mu —mMep1, w =W = (We1, - - -, Weee1) With wy; € FIY, w = (w12, ..., We-1e)
and for 1 <4 < ¢, wi_y; € FP with wo, = (0, ...,0).

Proof : Using (4.6), (4.7) and the Generalized Convolution Theorem, we have

1 .
Wiegy (we) = 5oy > I Wa(wi @ wiea)
o) i1
where w; € FJ for 0 < 7 < ¢ — 1 and wp = (0,...,0). For 0 < i < ¢, write w; =
(Wi, - -, Wigp1) With wi; € F57. Set @iy = wij ® wi_yy and a5 = (i, ..., Ciee1) =
0 ® win
Set Bt =

@ity -+ Qliio1, Giia2, - -5 Gige1). Using Proposition 18, we obtain

1 .
Witogy(we) = Ty > [IWala)

Wi, we—1) 3=

S LT Wi e (s s 1)5(5)

2"‘“71) (w1, ywe—y) =1
P . )
= T X I W (o e )508)

(w1 reeowe—) =1
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The proof now follows from the following claim.

Claim: For ¢ > 2, we have

. .
S T Wien (@i, @ii01)d(85) = 3 I Weo(wes @ wimr i i)
(i yeomwe—1) i=1 (Wi zsmwe1,e) i=1
Proof : The claim is proved by induction on ¢ > 2. Let £, (resp. R.) be the left (resp.
right) side of the claim.

Base : Case t = 2. In this case, the left side becomes

Ly =3 Wiy og, (01,1, 1,2)8(B]) Wiy, 0, (02,2, 23)8(583)-

Note that 82 = a3 = w13 ® wo,s = w3 and BZ = a1 = wa,; @ wy,. Substituting the value
of a’s, we write the above expression as
Ly = 330" Wioq (w11, w12) Wi, e0, (W22 @ W12, Wa 3 @ w1,3)8(wi,3)8 (w1 & i)

wi w2 wis

= 3 Wi o0 (wi,1, w1,2) Wiy o0, (W2,2 @ W12, w2,3)8 (w21 @ wr 1)

Wi wie

= 30D Wiy g (wi,1, 01,2) Wiy 00, (w22 @ w12, w2,3)8 (w1 @ wy 1)

= 30 Wiy o0 (W1, w1,2) Wiyoqs (w22 @ w12, w2,3)
wiz

which is equal to Ry, i.e., the right side of the claim for ¢ = 2.
Induction hypothesis : Assume that the claim is true for ¢ — 1.

Induction step : We now prove the result for t. We will use the induction hypothesis in this
case. The main difficulty arises from the fact that the length of the w’s and the a’s increase!
by one. We have to take care of this while applying the induction hypothesis. First note
that for 1 <7 <t — 1, we have 8(8!) = 86(B!™)8(cu,e41). Now we compute

1
L = 3 I Waon (0 00i1)8(BE) 30 Wiy eq, (e, aa1)8(5)

(wwe—2) i=1

-1
= 30 IT Wa,en (@i, @iirn)S(87)
() =1
= > Sar ) - O(ze1)

(WLt we—2.041)
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X Z v‘/lweg:(at,lyat,t+l)5(ﬁ:)
wemy

t=1
] S TT Wions (@i @ii1)8(BF)
(Wi im) i1
X Z S(ae1)0(0n2) - - - S(aee-1)
(We1,150sWe-1,6)
X > Wiygon(0tts @t41)0(a1,e41) - - S(e-2,041)-
(W11 Wem2,t41,We=1,841)
Note that aier1 = Wies1 © Wourr = Wiesr and for @ > 1, Qipp1 = Wig1 ® Wimres1. Thus
the expression within the last sum evaluates to Wy, og, (@4t Qt,t41) only under the condition
Wi =+ = W41 = (0,...,0). Also the expression within the second sum evaluates to
1 only under the condition wg; = we_y,; for 1 < i < t—1. We invoke the induction hypothesis
on the first sum to obtain.

t=1
L = > T Wi, o00) (We-1, ® Wi, wisi1)

(01,2500 08-2,4-1) =]

X 37 Wigoq (s, 0tp41)
wemne
= Ry
This completes the proof of the claim and the lemma.

Finally using Proposition 17 and Lemma 19 we obtain the Walsh transform of Wj.

Theorem 20 Let h be defined as in (4.4). Then

gmitmesy

t
Z Wi) 3 T Winyoo0 (Wi @ wicriswignn)  (48)
z HG]F;M v

Wi(w) =

Tonim

where v = (v1,...,v,) with v; € Y, M =m —my — mepr, w = wy = (w1, -, Weern) With
wy € F, u = (wig, ..., we1y) and for 1 <i<t, iy € F3 with wey = (0,...,0).

4.4 Nyberg’s Correlation Theorems

In [86], Nyberg stated three correlation theorems — Theorems 3, 4 and 5 -~ which have
important applications to cryptanalysis. Of these, Theorem 4 has been proved in [85] and
the other two theorems are proved in (86]. In this section, we show that Nyberg’s correlation
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theorems — Theorem 3 and 5 of [86] — can be obtained as special cases of Theorem 20. First
we rewrite Theorem 20 for ¢t =

Theorem 21 Let h be defined as in (4.4) and t = 2. Then Wy (w21, w22, wa,3)

gmu+ma

om+n

3 Wiw) 3D Wiyeq (w21, w1,2)Wiy,eq (w2,2 @ wh,2, wa ) (4.9)
velF3 T

w27
where v = (vy,vs) with v; € Fy.

A special case is obtained when f is the linear function f(ai,...,an) = a1 ®- - - ®ay,. In this
case Wy(1,...,1) = 2" and Wy(v) = 0 for v € FF \ {(1,-..,1)}. Also v, = (1,...,1) € IF}*
and vy = (1,...,1) € IF3*. We denote by 1 the all one vector of length k. When the value
of k is clear from the context, we will simply write 1. We have the following corollary to

Theorem 21.

Corollary 22 Let h(z1, 2, 3) = (Ln, (91(21,%2), 92(22, 3))). Then

gt
Wi(wz, wag was) = “oo

S0 Wi op (wa,1, wi2) Wiy, o0, (W22 @ w12, w2 3).-

wi2elFT?

Substituting 7, = n, = 1 we obtain h(zy, 2, 3) = g1(z1,Z2) @ g2(z2, 3). Further, substi-
tuting w2 = 0 in Corollary 22 we obtain the the following result of Nyberg [86] (stated in

terms of Walsh transform).

Theorem 23 (Nyberg [86], Theorem 5) Let h(z1, T2, %3) = g1(21, T2)Dga(w2, 23). Then

omtms
Wh(wa, 0,wag) = =0

W, (w2,1, w1,2) W, (w12, w2,3)
w2elF7?

urn to Theorem 3 of Nyberg [86]. For this we make the following substitution in
g9 = g2, 91(z) = z and hence n; = m,. Thus A is now of the

z3)}). In this situation, we have

Now w
the definition of h: m,
form h(zy,x3) = f(x1, g(a

S Winon (War, w1 2)Wigyo, (w22 @ w12, was) = Wiy e, (w2n) Wiy, e, (w23)-

el
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Since g1(2) = z, we have (L, 091) () = Ly (91(2)) = L, (%) = (1, ) and hence Wi, og, (ws,1) =
276(v1 @ wa1) = 276(vy @ wa,), since my = ny. Thus Wi, e (ws,1) = 2 if v = wy, and
is equal to 0 otherwise. Let the right side of (4.9) be .A. In this case A becomes

1
A = mm X W) Wiyen (a1, 12) Wiy o, (w22 © w1 2, wi5)
velF7 w1 2elF7?
1
= w2 WL v) Wi ep (w2,) Wigye (w2,5)

(o,v)elF
1
= ZF‘Z Wy (wa,1,v2) Wi, o9 (w2)-
welF;

Now we have the following result of Nyberg [86] again stated in terms of Walsh transform.
Theorem 24 (Nyberg [86], Theorem 3) Let h(z1,3) = f(z1,9(z3)). Then

1
Wawan,wag) = 5o 30 Wywan, v2)Wigep(waa).
veelF;?

4.5 Applications

In this section, we consider two other applications of Theorem 20. These are based on
operations which typically occur in design of symmetric ciphers, namely S-box look-up,
addition modulo 2% and the X-OR operation. We consider two possible ways of combining
these operations and obtain the Walsh transform in each case.

4.5.1 Brick Layering

In this section, we consider a map of the form
z,y,2) = g(g(z,y) ®9(y, 2)). (4.10)
Figure 4.1 gives a diagrammatic view of the map. The term brick layering was used in [31] to
denote a map which consists of several parallel applications of different S-boxes on disjoint
subsets of the inputs which also form a partition of the input. In our case the X-OR and the
second application of g is used to “glue” the outputs of the first two applications of ¢. In
cipher applications g is usually a 2k-bit to 2k-bit S-box possibly the inverse function

blocl
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'9(y, 2)
v(z,v) & 9(y, 2)

Figure 4.1: Brick layering transformation.

over GF(2%). Hence we assume that g is an 2k-bit to 2k-bit map and z, y and z are all k-bit
strings. Let g1, -+, ga« be the component functions of g. Let v(2,y, 2) = g:(z,y) ® gi(y, 2)
and v = (v1,...,v). Applying Corollary 22 with ny = ny = 1 we obtain

1
W (61,62,83) = 5 > W (u @ 82, 83) Wy, (u, 1) (4.11)
uelF;

Let hy, ..., ha be the component functions of . We have
hi(z,y,2) = gi(n (2,9, 2), . .., var(z, 9, 2)).
Now applying the Composition Theorem we get for (v1,72,7s) € {0, 1}3%,
(4.12)

1
Wi (72, 1) = 53 37 W (0)Weon) (71,72, 73)
velF3*

The next step is to compute the Walsh transform of (4, o v). Let v be of weight 7 (i.e..
wt(z) = ) with the bits in the ji,..., j,-th positions to be 1 and all others to be 0. Then
(bov)(wy,2) = p(r,y,2) @ -+ @ pe(2.y, 2), where 11 = v, for 1 < i < r. Further, let

s = 3k(wt(v) = 1), w = (ur,...,u,_y), with each u; € F3¥*, wuo = (0,...,0) € F¥* and
3 3
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& = (11,72, 73)- Now applying the Generalized Convolution Theorem, we have

% > ILIWM.(u.eBu.,x):% > TIW, (@ i),

Witgor) (71,72, 73)
welF =1 welFy =1

Substituting in (4.12) and using (4.11) we obtain the Walsh transform for any component
function of the map defined in (4.10).

Theorem 25 Let h be an S-box defined as in (4.10) and let hy, ..., hay be its component

functions. Then 1 f
Wi (71,72, %) = 53 > Wg.(v)w
velF3*

x II 3 Wi, (w w2 @ vimi2, w3 @ uin1,3) We,, (w, i) @ wim11)
1) =1, [

where u; = (us1, Uig, uis) with ui; € FS and for each v € F3¥, r = wt(v), ur = (71,72, 73)-

Theorem 25 provides the complete expression for the Walsh transform of any h;.

4.5.2 Substitute-and-Add

" In this section, we consider the map obtained by alternate application of an S-box and sum
modulo 2%, More precisely, we consider the following map.

h(z,y) = g@)[+lo)- (4.13)

The map is shown diagrammatically in Figure 4.2. We obtain the complete Walsh transform
of cach component function of . As before we consider g to be an 2k-bit to 2k-bit S-box
whose component functions are gi, - - . , gak-

For the sake of convenience, we will denote v(z,y) = The map v is conveniently
described by separating the carry part. Suppose (ai, ..., ax) and (b, ..., by) are the inputs
Then the carry in the ith position is given by the function c(ay, .. ., a;, by, ..., b;) and
@ b; @ ci. The Walsh transform of the carry function has been described in [116]. Let
, hai. be the component functions of A. We can now write

b,

hi(z,y) = 9:(2) @ 6i(y) @ (1 (@), -, 9:(2), 91 (), - 9:ly))-
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Figure 4.2: Substitute and add.

Let fi(z,y) = ci(91(2), -+, 9:(2), 1 (W), - - -, 9:(¥))) = ci(ui(=,y)) where
w0, 1}3% — {0, 1%
is defined as ui(z,y) = (91(2), -+, (), 91(¥), - - -, 9i(¥)). Applying the Composition Theo-

rem for (u,v) € {0, 1}, we have

1
Wiuwv) = 55 3 Welw)Wgou(u,v)
-
welF}
Let Ai(, y) = g:(x)®g:(y) and hence Wy, (u, v) = W, (w)W,, (v). We have hi(z,y) = \i(z, y)®
fi(z,y). Using the Convolution Theorem we have

1
Wi (wv) = 5 > Wa(u, u)W(u@u, v @ v)
(el

1
= oz > Wi (w1)Wo, (v1) Wy, (u @ w1, v @ v1)
(o)l
= Sura Wo(u)We (1) 30 We, () Wityop) (u @ uy, v @ v1).

(un on)elF3H2 welFy'

Thus we get the following result.

Theorem 26 Let h be defined as in (4.13) and hy, - . ., hay be its component functions. Then
1

Qak+2i

Wo (u)Wy, (1) 3 W (w) Wy ou) (v @ ur, v @ v1)

() elFFH2* welFy'

Wi, (u,0) =
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where pi(z,y) = (91(2), -+, 9:(2), 1 (W), - - -, 9: (¥))-

The complete expression for Wi, (u,v) is obtained by ing the Walsh of
(I, o s12). This requires one more invocation of the Convolution Theorem and hence involves

another summation.

4.6 Conclusion

We have proved a result which provides the Walsh transform of a general functional form.
As special cases, we obtain two of Nyberg’s correlation theorems proved in [86]. We consider
two applications of our results. These applications combine S-box look-up with addition
modulo 2% and the X-OR operation. In each case we obtain complete expressions for the
Walsh transform. A possible future research problem is to apply our techniques to perform
reduced round cryptanalysis of practical block ciphers.
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Chapter 5

Construction of Perfect Nonlinear
Functions Satisfying Higher Order
SAC

In this chapter we consider the problem of constructing perfect nonlinear multi-output
Boolean functions satisfying higher order strict avalanche criteria (SAC). Our first construc-
tion is an infinite family of 2-output perfect nonlinear functions satisfying higher order SAC.
This construction is achieved using the theory of bilinear forms and symplectic matrices.
Next we build on a known connection between 1-factorization of a complete graph and SAC
to construct more examples of 2 and 3-output perfect nonlinear functions satisfying higher
order SAC. In certain cases, the constructed S-boxes have optimal trade-off between the fol-
lowing parameters: numbers of input and output variables, nonlinearity and order of SAC
In case the number of input variables is odd, we modify the construction for perfect nonlin-
car S-boxes to obtain a construction for maximally nonlinear S-bo; tisfying higher order
SAC. Our constructions present the first examples of perfect nonlinear and maximally non-
lincar multioutput S-boxes satisfying higher order SAC. Lastly, we present a simple method
for improving the degree of the constructed functions with a small trade-off in nonlinearity
and the SAC property. This yields functions which have possible applications in the design

of block ciphers.
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5.1 Introduction
Multi-output Boolean functions are usually called S-boxes (see Section 2.2) and are used
as basic primitives for ic ciphers. For le, the S-boxes used in DES
have n = 6 and m = 4 and the S-box used in the design of AES has n = m = 8. For
m > 1, construction of perfect nonlinear S-boxes satisfying SAC(k) for k > 0 has been a
open problem. 'In this chapter, we (partially) solve this problem by providing constructions of
perfect nonlinear S-boxes with m = 2,3 and satisfying SAC(k) for k > 1. Our contributions
are the following.

e Construction of an infinite family of 2-output perfect nonlinear S-boxes satisfying
higher order SAC. More precisely, for each even n > 6, we construct a 2-output perfect
nonlinear S-box satisfying SAC((n/2) — 2).

o In an earlier paper [68], a 1-factorization of the complete graph on n-vertices was used
to construct S-boxes satisfying higher order SAC. However, the S-boxes constructed
in [68] did not satisfy perfect nonlinearity. We make a more detailed analysis of the
connection between 1-factorization and higher order SAC to construct 2 and 3-output
perfect nonlinear S-boxes satisfying higher order SAC.

o In certain cases, the functions that we construct achieve the best possible trade-off
among the following parameters: number of input variables, number of output vari-
ables, nonlinearity and order of SAC. Hence for such functions, it is not possible to
improve any one parameter without changing some other parameter.

For small n, our constructions provide S-boxes which cannot be obtained from the
currently known constructions [68, 69, 103]. Some examples of such functions are the
following.

— 8-input, 2-output perfect nonlinear S-box satisfying SAC(3).

— S-input, 3-output perfect nonlinear S-box satisfying SAC(1).

— 10-input, 3-output perfect nonlincar S-box satisfying SAC(3).
The first and third S-boxes achicve the best possible trade-off.

 Our constructions are based on bilinear forms and symplectic matrices used in the study

of second order Reed-Muller code. We show that if 7 is odd, then the construction for
(n+1) can be modified to obtain maximally nonlincar S-boxes satisfying higher order
SAC
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« We provide a simple technique for improving the degree of an S-box with a small
sacrifice in nonlinearity and the SAC property. This results in S-boxes which have
possible applications in the design of symmetric ciphers

5.2 Basic Results

\n n-variable Boolean function g of degree < 2 can be written as (see [73, page 434])
i(z) = zQaT & LaT @ b where Q = (gi;) is an upper triangular n x n binary matrix,
L= (l,---,1,) is a binary vector and b is 0 or 1. The expression zQz7 is called a quadratic
form and Lz is called a linear form. Let B = Q@®QT. Then B is a binary symmetric matrix
with zero diagonal. Such a matrix is called a symplectic matrix (see [73, page 435]). Thus
from a quadratic Boolean function we can define a symplectic matrix. Conversely, given a
symplectic matriz B we can construct a quadratic Boolean function by reversing the above
steps. We denote this Boolean function by fp.

It is known that the rank of a symplectic matrix is always even (73, page 436]. The
nonlinearity of the Boolean function g is related to the rank of B by the following result [73,

page 441].
Proposition 27 Let g be a quadratic n-variable Boolean function and B be its associated
symplectic form. Then the nonlinearity of g is equal to 2"=' — 27~h=1, where the rank of B

is 2h.

Consequently, a quadratic Boolean function is bent if and only if the associated symplectic
matrix is of full rank

We will be interested in nonlinear quadratic functions satisfying higher order SAC. From
Proposition 27, a convenient way to study the nonlinearity of quadratic functions is through
the rank of the associated symplectic matrix. We now develop the basic relationships be-
tween the nonlinearity and SAC property of a quadratic S-box and the symplectic matrices

associated with the component functions.

Proposition 28 Let f be a quadratic Boolean function and B its associated symplectic

matriz. Then f satisfies SAC(k) if and only if for all 1 < i < n, we have wt(r®)) > k + 1
where ) is the i™ row of B. (Since B is symmetric, a similar property holds for the columns

of B.)
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Proof : Let f(z) = 2Qz7 @ LzT @ b. Let « be such that only the ith component of a is 1
nd all other components are zero. Further, let the ith column of @ be a® and the ith row
of @ be b®. Then 7 = (a¥)T @ b®. We have

f@)@feda) = Q1T ® (@ a)Q(z® o)’ & Lo’
= 2Qa” ® aQzT & Lo’ @ aQa”
= (D @ (a7, 2) & Lo’ & aQa”
= (r,z) ® La” ® aQa”

Note that LaT @ aQaT is a constant. Now suppose wt(r) > k + 1. Let g(z) be a function
obtained by setting any & bits of f(z) @ f(z @ a) to constant values. Then (r®),z) is a non
constant linear function and hence g(z) is balanced. Conversely, if wt(r®) < k, then we can
set k variables to constant values in such a manner that g(z) is a constant function. This
proves the result. =
Let f = (f1,-- -, fm) be an (n, m) quadratic S-box. Then each of the component functions
Jiis an n-variable quadratic Boolean function. For 1 < i < m, let B; be the symplectic matrix
associated with the component function f;. Clearly, any linear combination of symplectic
matrices is also a symplectic matrix. We have the following extension of Proposition 28.

Lemma 29 Let f be an (n,m) S-boz with quadratic fi fi and iated
symplectic forms B, for 1 < i < m. Then f satisfies SAC(K) if and only if the weight of
every row in any nonzero linear combination of the By’s is at least k + 1.

A similar result for nonlinearity can be stated by extending Proposition 27.

Lemma 30 Let f be an (n,m) S-boz with quadratic ions f; and
symplectic forms B; for 1 < i < m. The nonlinearity of f is 2"~ P — 277h1 where 2h is the
minimum of the ranks of any nonzero linear b of the B;’s. Ce ly for even

n, the S-boz f is perfect nonlinear if and only if every nonzero linear combination of the B,’s
has full rank. Similarly, for odd n, the S-box f is mazimally nonlinear if and only if every
nonzero linear combination of the By’s has rank (n — 1).

Lemmas 29 and 30 will be used in proving the correctness of our constructions in the next

sections.
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5.3 Construction of (n,2,% —2) S-box

Our construction will be via symplectic matrices. Given any (n,7) quadratic S-box, it is
clear from the above di i that the sy ic matrices d with the output
component function defines the S-box. Thus to describe the construction, it is sufficient to
define these symplectic matrices and use Lemmas 29 and 30 to prove the correctness of the

construction.

In this section, we describe the construction of (n,2) S-boxes. Hence it is sufficient to
define two symplectic matrices. We proceed to do this as follows. For each even n > 6,
we define two sequences of n x n matrices and show that these matrices are the symplectic
matrices required in the construction. For the rest of this chapter, we will use the following

notation.
o For each n > 1, define v, to be a string of length n which is the alternating sequence
of 0’s and 1’s starting with a 0. For example, v4 = 0101 and vs = 01010. Define
Wwn = 1757

« For each even n > 2, define up, as up = 1...10...0. Forodd n > 3, define z, = 171,

(n/2)  (n/2)

Define M, = [0010,0010,1101,0010]” and N; = [0101,1011,0101,1110]". Further, for even
n > 4 define

Vp—z O 0 va2 O
M, = Map vI, |, Fo = |8y Maa ul s |5

Va0 0 upz O -

e | 0 T 1 G
No = Na—z 05 |» Gn = | vis Nz Ui,

Tz O 1 %2 O

The following result is easy to prove by induction on even n > 6.
Lemma 31 Fa, G and Fy ® G are symplectic matrices, where Fy, and Gy are defined by
cquation 5.1.

The matrices Fy and Gn are our required symplectic matrices which define the two output

component functions of the required (n, 2) S-box. In particular, we have the following result.
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Theorem 32 Let n > 6 be an even integer. The S-boz f : F3 — W3 defined by f(2) =
(/5.(2), fen (%)) is a perfect nonlinear S-boz satisfying SAC(% — 2).

We now turn to the proof of correctness of Theorem 32. The proof is in two parts — in the
first part we prove the statement about SAC and in the second part we prove the statement

about nonlinearity.
Lemma 33 The S-boz f defined in Theorem 32 satisfy SAC(3 — 2).

Proof : Let r; denote the j-th row of M. We make the following claim which can be
routinely proved by induction on even n > 4.

wi(r;) > 2-1 if1<j<3 and j is odd;

wi(ry) = 2-2 if1<j<32 and j is even; 5.2)
wi(r;) > 2 if2+1<j<n and jisodd;

wt(r;) > 2—1 if2+1<j<n and jiseven.

We will use the notation 7} for j-th row which is obtained by dropping first and last column
of M. Let s; denote the jth row of F,. We now have several cases.

Case 1: 1< j <2 andj odd: There are two subcases.
Subcase 1(a) : j = 1. In this case wt(s;) = wt(vp_p) = %52 = 3 — L.
Subcase 1(b) : j > 1. In this case wt(s;) =1+ 1 +wt(r}) 22+ 252 —2=5 — 1.

n=2 _j=12_1.

2 2

Case 2 : 1 <j <% and j even: In this case wt(s;) =1+ wt(r;) >1+

Case 3: 2+1<j<nandjodd: In this case wt(s;) = 1 +wt(rj) > 14232 -1=3%-1
Case 4 : 3+ 1< j <nandjeven: There are two subcases.
Subcase 4(a) : j < n. In this case wt(s;) = wt(r}) > 25
Subcase 4(b) : j = n. In this case wt(s;) = wt(un—2)
This proves that the weight of each row of F, is at least (n/2) — 1 and hence the cor-
responding Boolean function satisfies SAC((n/2) — 2). By a similar argument the Boolean

function associated with G, also satisfies SAC((n/2) — 2). Also note

0 Jazz 1
Fo@®Gn=|Jly Mys®Naz J1, |,
1 Jns 0

where J, is all 1 vector. From this it is simple to verify by induction that F, & G, satisfies
SAC(Z — 2). Now using Lemma 29 we obtain the required result. =

We next turn to the nonlinearity of the S-box defined in Theorem 32.
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Lemma 34 For even n > 6, the rank of Fy, is n.

Proof : First we prove that the rank of M, is n— 2. It is easy to check that the rank of M,
is2. Assume that the rank of M,_, is n — 4. It is clear that 1-st column and n-th column of
M, are identical. Likewise 1-st column and n — 2-th column of M,_; are identical. Consider

" 0 ° vp2
an[ur ]

n-2

the matrix

From the definition of v,, we have that the first bit of v,_» is 0 and (n — 2)-th bit is 1. So
U,_s is linearly independent of rows of M, _,. So rank of M}, is at least n — 4+ 1 =n — 3.
But M}, is symplectic matrix and hence its rank must be even (see [73, page 436]). So the
rank of M, (and hence M,) is n — 2.

Now we turn to the rank of F,. As M}, has rank n — 2, the rank of Fy, is at least n — 2. It
issimple to verify by induction that 3-th column and (}§ + 2)-th column of M, are identical.
from definition, the 3-th bit of Oup—20 is 1 and the (3 + 2)-th bit is 0. Hence the last row
04,20 of F, is linearly independent of the previous (n — 1) rows. Thus the rank of F, is at
lastn — 241 =n — 1. But F, is a binary symplectic matrix and hence its rank must be
even. Hence the rank of F, is 7. -

Lemma 35 For even n > 6, the rank of Fy & Gy is n.

Proof : Note My @ Ny = [0111,1001,1000,1100]” and hence the rank of My & Ny is 4.
Assume that the rank of Mp_» @ N,_5 is n — 2. Note

0 Jnoz 1
Fo®Gu=M,®No=| JI ), My ®Naz JI, |,
1 Jn-z )

where J, is the all 1 vector. The row 1J,_20 is lincarly independent of rows of matrix
I (M2 @ Np_2)JI_,. So rank of

Ty Mo ® Ny JI,
1 oz Y

sat least n — 2 + 1 = n — 1 and hence the rank of F,, ® G, is at least n — 1. Again since
.6 G, is a symplectic matrix its rank must be even. Hence its rank is n. -



We define T3 = [01010, 10101, 01011,10101, 011107,

0 Tz
To=| v, Tao wi,| foroddn>5and
» 0 w.o 0 (5.3)
T
H, = [ To-t @po ] for even n > 6.
Tn-1 0
First we prove the following result.
Lemma 36 G, = H,, for all even n > 6.
Proof : We first prove the by i ion on 7.
T, = [ 0 T ] for odd n > 5 and
vi_1 Nao1 (5.4)
Taor Wiy
N, = for even n > 6.
Wn—1 0
" 0 g Ty T
[t is easy vo verify that Ts = o ';;‘\ and Ng = 1:5 “’; . Assume that (5.4)
holds for (n — 1). By definition and using on=1 = =30 we have that for odd n > 7,
0 o— mz 0
[ £ danl J = | 975 Tuo wl_, | = T Similarly, by definition and using 17,7 =
Vot N1
0 was O

. P 0 wHm 1
70 we have that for even n > 8, [ arln Has1 } = | v7, N, oL, | = N, This
1 w3 0

wh_y 0
Now to prove G, = H, it is sufficient to show T,_; =

completes the proof of (5.4).
0 -
— 1’\’, 2 | and 2,_,0 = 1%;=50. The first statement follows from (5.4) and the sec-
Un_2 n-2
ond statement follows from the definition of z,.

Lemma 37 For odd n > 5, the following statements hold for T,,.

1. The first column of T,_» is vI_, and the second column is vi_,.

2. The |2]-th column and (|2] + 2)-th column of Ty, are identical
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3. The rank of Ty is (n — 1).
Proof : All three statements are proved using induction on odd n > 5. We only describe the
Jwoof for the third statement. For n = 5 it is easy to verify that the rank of Ty is 4. Assume
b
‘hat the rank of T,_» is n — 3. Consider the matrix A, = “"62 :"-2 ] . By the first
n-2
statement of the lemma, the first and third columns of the matrix [vi_, Tn-2] are identical.
\t the same time the first and third bits of the vector Ow,_» are 0 and 1 respectively. So the
Jast row of Ay, is linearly independent of other rows. Hence the rank of A, isn—3+1=n-2.
Consequently, T, has rank at least n — 2. Again since T is a symplectic matrix, its rank
must be even and hence must be n — 1. -

Now we are in a position to prove that G, is of full rank.

Lemma 38 The rank of Gp is n.

Ty izl

1 ] . Since the rank of T),_; is (n — 2) the rank
Ty 0

Proof : Consider Gn, = Hn = {

of H, is at least n — 2. Again from Lemma 37, the |25 -th column and the (|*3* 2=1| 4 2)-th
column of T,,_; are identical. But the [ 25! ]-th and the (L251] +2)-th bits of 2, are 0 and
1 respectively. Hence z,_; is linearly independent of Ty,—;. Thus the rank of G, is at least
n—2+1=n—1. Again since G, is a symplectic matrix its rank must be even and hence
its rank is 7. -

Thus we have the following result which completes the proof of Theorem 32.
Lemma 39 The S-boz f defined in Theorem 32 is a perfect nonlinear S-boz.

Proof : Using Lemmas 34, 35 and 38, we know that F, G, and F, @ G, have full rank.
Hence the Boolean functions fr,, fc, and fr, ® fc, = fr.ec, are bent. Thus the function
1 defined in Theorem 32 is a perfect nonlinear function. .

5.4 Relation With One Factorization of a Complete
Graph

A one-factor of a graph G is a one-regular spanning subgraph of G. A one-factorization of
G is a partition of the edges of G into one-factors.
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Let K, be the complete graph with n vertices. For even n > 2, it is well known that K,
can be decomposed into (n — 1) edge disjoint, one-factors [10]. One such decomposition of
K, is described as follows. For even n and 1 < i < n — 1, define

F o= A} u{((n—2-j+9) mod (n—1)+1,(G+7 — 1) mod (n — 1) + 1) :

n
1<j<2-
<jsz-1}

= {FP,..., F_,} is a one factorization of K, where the vertices are labeled

The collection T,
yn. When 7 is clear from the context we will write F; instead of F7.

by the integers 1
The elements of 75 (i.e. a one factorization of Kg) are given below.
Fo= {(8,1),(7,2),(6,3),(59} F» = {(8,2),(1,3),(7,4),(6,5)}
Fio= {8,3),(2,9),(1,5),(7,6)} Fu = {(8,4),(3,5),(2,6),(1,7)}

75 = {(85),(4,6),37,2 1} F = {(86),(57),(4,1),(3,2)}

Fr = {(8,7),(6,1),(5,2), (4,3)}
In [68], one factorization of /&, was used as a tool for construction of S-boxes satisfying SAC.
We point out the connection of the construction of Section 5.3 to the one factorization of Kn.
This connection will be developed in later sections to obtain other constructions of perfect
nonlinear S-boxes satisfying higher order SAC.

Suppose S C T,. We use S to define a symplectic matriz Bs in the Jollowing manner:
For 1 < k,l < n, the entry Bs[k,l] = 1 if and only if either (k,1) or (i, k) is in FP* for some
Fres
Theorem 40 Let n > 4 be an even integer, Si = {F%,..., Fy} and S = T\ S1. Let Bs,
and Bs, be the symplectic matrices associated with S, und S, respectively. Then

1. Fy is obtained from Bs, by changing the zeros in positions (% +1,%) and (2,2 +1) to

ones.
2. Gy is obtained from Bs, by changing the zeros in positions (5+1,5+2) and (§+2, 2+1)
to ones.

Theorem 40 shows the relationship between one factorization and two output S-boxes of

.3. This can be generalized to more than two output S-boxes. In fact, the earlier
one major difficulty with
-box is a perfect

Section 5.
work of [G8] provides such a generalization. However, there i

the generalization. It becomes very difficult to ensure that the resulting S;
nonlinear S-box. Thus while the generalization of [68] ensures the SAC property, it results
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in functions with quite weak nonlinearity. On the other hand, our motivation is to obtain
perfect nonlinear S-boxes satisfying higher order SAC. The rest of the chapter is devoted to
identifying other perfect nonlinear S-boxes satisfying higher order SAC.

5.4.1 Improvements for Two Output S-Boxes

We know from [68] that for an (n, 2, k)-SAC function, k < [ 2%~ | —1. Thus the construction
in Section 5.3 is suboptimal with respect to the SAC property. (However, it is optimal with
respect to nonlinearity).
Here we provide some examples of two output S-boxes with higher order SAC. All these
were ined using exp 1 method. The constructions are based on the
relationship between the sy i and one factorization described above. These
sxamples are summarized in Table 1. The interpretation of the entries in Table 1 is as follows.
Each row describes a construction for the particular value of . The second column describes
two subsets S, and S; of T,. Let Bs, and Bs, be the symplectic matrices associated with
these two sets. We set B, = Bg, and B; is Bs, with the following mo If (k1) is
in the third column, then B, [k, ] and Bs,[l, k] are changed from 0 to 1. The desired S-box
13 — IF3 is given by f(2) = (f5,(2), f5.()). Each of these S-bowes is a perfect nonlinear
S-boz. The fourth column provides the order of SAC that is achieved by the corresponding
S-box. The fifth column provides the maximum order of SAC that can be achieved by an
(n,2) S-box. In the situation where this mazimum is equal to the achieved order of SAC, the
construction provides optimal trade-off among the following parameters : nonlinearity, order
of SAC, number of input variables, number of output variables. None of these parameters
can be improved without changing some other p

5.5 Construction of (n,3, k) S-boxes

We describe constructions of (n,3, k) perfect nonlinear S-boxes. These constructions were
also obtained by experimental methods. Some of the constructions seem to have a general
pattern, though it has not been possible to prove a general result. There are several cases in
the construction though the description of the constructions in all the cases is similar. We
first identify three subsets ), S; and S of 7,.. These three subsets define three symplectic
matrices Bg,, Bs, and Bs,. These matrices are then modified by ¢

to ones to obtain three other symplectic matrices By, B, and By. The positions where the

anging a number of zeros
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n_| Description Modification | & | maxk

§ | Si = {F2, Fs, Fa, 5, o} - 3| 3
So = {F1, F5, Fer Fr} (5,6)

10 | 81 = {F1, Fs, Fs, Fs, Fo} - 4] 5
Sz = {Fa, Fo, F1, Fs, Fo} (6,9)

12 | 81 = {F1, Fa, For Frr sy Fo, P2} 2,7) 6| 6
S = {F1, Fa, Fs, Fs, Fo, Fro, Fu} -

14 | 81 = {F, Fa, Fa, Fa, Fs, Fro, Fuv, Frz, Frsb - 7 7
Sz = {Fe, F1, Fo, Fo, Fro, Fu1, Frz, Fus} (8,9)

16 | 51 = {F2, Fs, F, F5, Fe, Fr, Fa, Fo, Fro} - s 9
Sz = {F1, Fs, Fo, Fro, Fuv Fra, Fis, Fras Fis} (3,9)
able 1 : Improved and Optimal Constructions of Two Output S-boxes.

changes arc to be made are given by the third column. If (k,!) is in the third column,
then Bs,(k,(] and Bs,(L,k] (1 < j < 3) are changed from 0 to 1. The required (n,3) S-
box f : IF} — IF$ is obtained from these three matrices in the following manner: f(z) =
(f5:(2), f5,(x), f5,(x)). There are three cases.

1. Table 2 describes several cases of constructions for n = 0 mod 8. For n > 8, there
is a general heuristic which provides the required construction. For n = 8, a special
construction is required.

Table 3 describes constructions for n = 4 mod 8. These constructions have a gencral

pattern.

i

Table 4 describes several constructions for n = 2 mod 4. There does not appear to be
any general pattern for these constructions.

w

The constructions for n = 10,22 provide optimal trade-off between the following parame-
ters: numbers of input and output variables, nonlinearity and the order of SAC. Further, for
n=12,16,20 and 24 the achieved value of k is only one less than the upper bound on k.

5.6 Maximally Nonlinear Functions

The constructions described so far hold when the number of input bits n is even. In case n is
odd, there do not exist any perfect nonlinear S-boxes. In this section, we describe a simple

81



n_ | Description Modification k max k
8

S1 = {F2, F3, Fa} (4,5) 1 2
Sp = {F4,Fs, Fe} =
Sz = {F1, Fa, Fr} 4,7)
16, | S1 = {F2, 73, ... Fa} Z.2+1) T-2 min(
24, [ S = {Faqa- - Fsn} Z2+1,(52+1 (DTN
32 [ 83 = {F1,Farzr--r Fg: Fangnr - Fa1} D 2122) — 1)
Table 2 : Constructions for n = 0 mod 8.
n Description k max k
12,2028 | S1 = {72, 73,--. Fa} Z.3+1) |2-2 min(
S = {Fgam - T} (3.3+2) |27,
S = {F1, Fa42r--» 73 Faagn s Fat} .2+ 2120 1)

Table 3 : Constructions for n = 4 mod 8.

modification of the previously described constructions which provide maximally nonlinear

S-boxes.

Theorem 41 Let f be a (2r,m, k) perfect nonlinear quadratic S-boz where the symplectic
fi are By,...,Bp. For1 <i<m, let B

matrices d with the
be obtained from B; by deleting the first row and column. Then the S-bow [ FT 5 FR

defined by f'(z) = (f5; @)y -, Joy, (@) is @ (2r = 1,m, k —1) mazimally nonlincar quadratic
S-boz.

Proof : There are two things to be proved — the nonlinearity and the order of SAC. Since
Jis a perfect nonlinear S-box, each nonzero linear combination of the B’s has full rank (sce
Lemma 30). Dropping one row and one column decreases the rank by two for symplectic
Hence the rank of any nonzero linear combination of the B’s is 2r — 2 and the
Jing Boolean function is 227~2 — 2"~!. Now using Lemma 30 we

matri
linearity of the corr

have that f* is a maximally nonlinear S-box.
Further, since f satisfies SAC(k), the number of ones in any nonzero linear combination

of the By's is at least k + 1. Dropping one row and one column decreases the number of ones

(or column) by at most one. Again using Lemma 29, it follows that the S-box '
-

in any row

satisfies SAC(k — 1).
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n_| Description Modification | k | max&
Fa, Fa, F, Fo} (6,9) 3| 3
F1, Fs, Fs, For Fo} -
Fo, Fr, Fs, Fo} (5,6)
F, Far Fa, Fs, Fiz, Fra) (1,6) 4] 6
Fi1, Fs, Fr, Fro, Fuu, Frz, Frs} -
Fu, Fo, Fs, Fo, Fiz Frs} (1,9
o, Fa, Fro, Fun, Fiz, iz, Fis Frs} (5,10) 7| 8
Fr, Fs For Frz, Fis, Fia, Fis, Fie, Fir} =
Fo, Fr, T, Fo, Frz, Frs, Fra, Fis} (9,10)
Fr, Far Fs, Fo, Fr, Fra, Fis, Frs, Fiz, Fis} (1,5) 9 9
Fr, Far For Fras Fiss Fio, Fir, Fas, Fro, Foos Fn} -
Far Fr0, Fit, Fiz, Fis, Fra, Fas, Fio Far, Fis} (1,16)
Table 4 : Constructions for nn = 2 mod 4.

5.7 Improving Algebraic degree

The constructions described in the previous sections provide quadratic functions. In this
section, we describe a method of improving the degree of the constructed functions with a
small trade-off in the nonlinearity and the SAC property. We first need to relax the notion
of SAC. (See [67] for the notion of almost PC({) of order k functions.)

Definition 42 An n-variable Boolean function f is said to be (¢, k)-SAC if the following
property holds: Let g be an (n — i)-variable Boolean function obtained from f by fizing i < k
input variables to constants. Then |240=)2sz0a) 1| < ¢ for any & of weight 1. An (n,m)
S-boz is said to be (n,m, e, k)-SAC if every nonzero linear combination of the component
Junctions is an (¢, k)-SAC function.

The next result shows how to convert an (n,m, k) S-box into an (n, m, €, k) S-box for a small
¢ and with a small change in nonlinearity.

Theorem 43 Let f = (fi, ..., fm) be an (n,m, k) S-boz where the degree of any f; is less
than (n — 1). Then it is possible to construct an (n,m, e, k) S-box g with algebraic degree
1oL, ¢ =y andnl(g) 2 nl(f) — (m + 1) if m is odd; nl(g) > nl(f) —m if m is cven.

Proof : We construct an (n,m) S-box g with component functions g1, g2, - - -, gm in the fol-
lowing manner. For 1 < i < m, define gi(z1, -+, a) = fi(z1, " Tn) @ T1 - TiaTusr - Tn
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By construction, the algebraic degree of any g is n — 1. Further, the degree (n — 1) terms
in the g;’s are distinct. Hence any nonzero linear combination of the g;’s also has degree
(n— 1). Thus the degree of g is (n — 1).

We now prove the nonlinearity. The term z;...Zi-1%i+1.--Zn which is XORed to f;
to obtain g; changes exactly two output values of fi. Thus nl(g;) = nl(f;) — 2. Further,
the inputs for which the outputs are changed are the all one vector and the vector with a
zero only in the ith position. Thus if h (resp. R') is a linear combination of ¢ of the gi's
(resp. f;'s), then h and A’ differ in at most (i + 1) positions. Since 1 < i < m, we have
nl(g) > nl(f) = (m + 1) when m is odd. Since the nonlinearity of a function of n variables
and degree < n is always even we have nl(g) > nl(f) — m when m is even.

Now suppose that hi(z) (resp. h{(z)) is obtained from h(z) (resp. h'(z)) by fixing at
most j (1 < j < k) input bits to constant values. Since h(z) and i'(z) differ in exactly
(i +1) positions, it follows that hy(z) and hj(z) differ in at most (i + 1) positions. Further,
since hy(z) and K (z) differ in at most (¢ + 1) positions, so does hy(z @ a) and hi(z ® a).
Let p(z) = h(z) ® h(z ® @) and p'(z) = (z) ® K (z ® o). Then it follows that u(z) and
4/(z) differ in at most 2(i + 1) positions. Since f satisfies SAC(k), it follows that 1u/(z)
is balanced and has weight 2"~9~!. Also since 1 < i < m and 1 < j < k, we obtain
’—“%,‘é%» - %l = |%,{—‘§§D - "’%‘:—Lﬂl‘ . ‘Eﬂ“z—u%’(ﬂm‘ < %f_i_}l < 241, This completes the

[}

proof.
Table 5 provides some examples to illustrate Theorem 43. The interpretation of Table 5

degree m=2 m=3

8| 7 | (301875 118) | (I, 0.0625, 116)
9| 8 | (3 00938, 238) | (2, 0.0625, 236)
0] 9 | (4,00938 494) | (3,0.0625, 492)
11| 10 | (5, 00938 990) | (3, 0.0313, 983)
12| 11 | (6, 0.0938, 2014) | (4, 0.0313, 2012)
Table 5 : Values of k, ¢ and nonlinearity for 2 and 3 output S-boxes for different values of n
(see Theorem 43).

3

is as follows. Each entry is of the form (k, ¢, z), where k is the order of SAC, e is defined in
Theorem 43 and 7 is the nonlinearity of the modified function. (When m is even, the value
of nonlinearity is one more than the lower bound given in Theorem 43.) Note that in cach
case the algebraic degree is n — 1. The drop in nonlinearity is very small; for example for
n = 8, the lower bound from Theorem 43 is 117 while the maximum possible nonlinearity
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$120. Similarly, in each of the above cases, the value of ¢ is small. Hence the deviation
rom peftect nomimeattty witithre/grefiect) SH propetty ‘mrsnrdh. Durthashee hand., the.
fegree increases to the maximum possible. Thus such S-boxes are amply suited for use in
the design of practical block cipher algorithms.

58 A Concrete Example

Here we provide a step by step procedure to construct a (8,2, 3) perfect nonlincar quadratic
Sbox. Then we modify it to get higher degree with some sacrifice in nonlinearity and SAC
property. We take (sce Table 1) Sy = {Fz, Fa, Fa Fs, Fo} and S = {F, T Fo, Fr}. We
construct symplectic matrix Bs, in the following manner: the entry Bs,[k,!] = L if and only
ifeither (k,1) or (I, k) is in ; for some F; € ;. Similarly we construct symplectic matrix

Bs,.

01111010 01010101

10110101 10101010

11001011 01010110

- 11000111 Bs, = 10101100
o 10100111 |’ ? 01010z11
01011011 10112001

10111100 01101001

01111100 10001110

Initially 2 = 0 in matrix Bs,. We modify Bs, by changing the value of 2 from 0 to 1
Symple matrix Bs, can uniquely be written as Q1 @ QT, where Q) is an upper triangular
matrix with zero diagonal. Similarly for modified Bs, we have Q2. Where

01111010 01010101
00110101 00101010
00001011 00010110

_ | ooooo111 00001100
Q=" goooor11 | 00000111
00000011 00000001
00000000 00000001
00000000 00000000



Associated with Bs, and modified Bs, we have two quadratic component functions h=
1Q,27 and f, = 2Q227. So
(@1 B8) = T122 @ 7173 © T184 © 7175 D 0177 S D273 © TaTq © 2276 D D2Ts D T3Ts
@ T337 @ T3Ts D T4l D T4ty ® T4Ts  TsTe D TsTr D TsTs D T627 S ToTs-
Similarly
fol@r,- . T) = T1T2 @ T1T4 B T1T6 © T1Ts © T2T3 D ToZs @ ToT7 © T3T4 © 23T6 © T3T7
D T4Ts D T4T6 ® TsTo © TsTr @ TsTs S TeTy © TrTs.
The S-box f = (f1, f2) is an (8,2,3) perfect nonlinear S-box with algebraic degree two. To
increase the algebraic degree we define S-box g = (g1, 92) by g1(21, ..., 78) = fi(@y, ..., 28)@®

2933 ..z and go(21, . - -, 28) = fi(T1, .- -, Ts) ® T123T4 . . . 7g. The 8-input, 2-output S-box g
has degree 7, nonlinearity 118 and € = 0.1875 (see Table 5).

Now we give an example of (8,3,1) perfect nonlinear S-box (see Table 2). Let fi,f2, f3
be the component functions, then associated symplectic matrices By, By, Bs are given below

00101010 01010010 00000111
00010101 10100100 00001110
10001001 01001010 00011100
01001011 10000101 00101011
10110100 |’ 00100011 |’ 01110000
01001010 01010001 11100000
10010100 10101000 11010001
01110000 00011100 10010010

As in the previous example we can compute the algebraic normal form of the component
functions and can also increase degree sacrificing a little bit of nonlinearity and SAC property.
5.9 Conclusion

In this chapter, we have considered the problem of constructing perfect nonlinear S-boxes
satisfying higher order SAC. Previous work in this area [68] also provided constructions of
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Sboxes satisfying higher order SAC. However, the nonlinearity obtained was lower. To the
hest of our knowledge, we provide the first examples of S-boxes satisfying higher order SAC
ind perfect nonlinearity. Some of the constructed S-boxes also achieve optimal trade-off
between the numbers of input and output variables, nonlinearity and the order of SAC. Our
(onstruction uses bilinear forms and symplectic matrices and yields quadratic functions. We
show that the degree can be significantly improved by a small sacrifice in nonlinearity and
the SAC property. This yields S-boxes which have possible applications in the design of
block ciphers. To increase degree we use a method by which we get an S-box which is
wery close to the original S-box. One research problem is to investigate other methods for
increasing the degree. Lastly, we would like to remark that more research is necessary to
ceneralize our construction using symplectic matrices to more than 3 outputs and also to
obtain direct constructions of higher degree S-boxes which satisfy higher order SAC and
perfect nonlinearity.

87



Chapter 6

Construction of High Degree Resilient
S-Boxes With Improved Nonlinearity

Resilient, S-boxes were introduced by Chor et al [27] and Bennett et al [2]. The study
of other important cryptographic properties of resilient S-boxes such as high nonlinearity
and algebraic degree have been performed in [24, 63, 70, 89, 122]. In [24], Cheon used an
[n—d—1,m,t+ 1] code to construct an n-input, m-output, t-resilient S-box with degree
d > m and nonlinearity (2"~} — 2°~4~1| /27| + 2"~9-2)_ Till date this is the only known
method which can be used to obtain degree d > m. The construction of Cheon uses the
algebraic structure of linearized polynomials and the nonlinearity calculation is based on the
Hasse-Weil bound for higher genus curves.

6.1 Introduction

In this chapter we provide two new constructions. We first describe a simple construction
of nonlinear resilient S-boxes with high algebraic degree. Given an [n —d — 1,m, ] code
we construct an m-input, m-output, t-resilient S-box with degree d > m and nonlinearity
—2n=1*41 _ (m4-1)27-4-1 | Further we prove that for any fixed values of the parameters
n,m,t and d with d > m, the nonlinearity obtained by our method is in all cases higher than

the nonlinearity obtained by Cheon’s method.

The second construction is a simple modification of the Zhang-Zheng method [122]. To
set algebraic degree d > m, we start with an [n, d+1, t+1] code. Then we apply Zhang-Zheng
construction to obtain a nonlinear S-box. Finally we drop d+1—m output columus to obtain
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an (n,m, t)-resilient S-box (see Section 6.5). This simple modification is powerful enough to
improve upon the best known construction with algebraic degree greater than m [24]. Our
contribution is to apply the Griesmer bound for linear error correcting codes to prove that
the modified Zhang-Zheng construction is superior to the best known construction [24].

6.2 Coding Theory Results

We will use some standard coding theory results and terminology all of which can be found
in[73]. An [n, k, d] binary linear code is a subset of IF§ which is a vector space of dimension
k over IF, having minimum distance d. We here mention the Griesmer bound (see (73, page
546]). For an [n, k,d) linear code let N(k,d) = length of the shortest binary lincar code of
dimension k and minimum distance d.

The Griesmer bound states (see [73, page 547])

k=i g
> =]1. .
N(k,d) > %[2] (6.1)
We say that the parameters n, k, d satisfy the Griesmer bound with equality if n = >4 [£].

There is a general construction (see [73, page 550]) which gives large class of codes meeting the
Griesmer bound with equality. Given d and & , define s = [z ] and d = 526~ — 57, 21
where k > uy > -+ > u, > 1. Given d and k, there is an [n = s(2% — 1) — 7, (2% — 1), &, d]
code meeting the Griesmer bound with equality if 7P+ u, < sk (see (73, page 552)).
This condition is satisfied for most values of d and k.

6.3 Construction of (n,m,t)-Resilient S-box with De-

gree > m.

We will be interested in (n,m) S-boxes with maximum possible nonlinearity. The following

result is well known(see for example [63]).

Theorem 44 Let C be an [n,m, t+1] binary linear code. Then we can construct an (n.m, ?)-

resilient function

The following result is a slight generalization of Theorem 44.
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Lemma 45 Let f : {0,1}* — {0,1}™ be an S-boz and fi, fa,- -, fm are the component
functions. Let C be a [p,m,t + 1] binary linear code. We can construct a t-resilient S-boz
ki {0,1)"*7 — {0,1}™ with component functions hy, ha, -+ -, hm, where nl(h) = 27nl(f) and
algebraic degree of h(z) is same as algebraic degree of f(x

Proof : A binary linear code [p,m, ¢ + 1] is a vector space of dimension m over IF. Let
{C1,Cs,+,Cm} be a basis where C; = (i, iz -5 ;) € . We construct the S-box
h:{0,1}™» — {0,1}™ as follows. For 1 < i < m, we define,

Zntp))-

hi(@1, o Ty Tty -5 Tntp) = fi(@15 05 Tn) D (Ciy (Tnat, Tngas

Let /' be any nonzero linear combination of the component functions Ay, - -+, Am. So &'
can be written as &' = d1h) @ - - - @ dmhm for some nonzero vector (dy, - - -, d,,) € IF3*. Hence
o= difi & @dufn ®(diC1 @ ® dnCrn, (Tnt1, 1 Tntp))

= difi@ - @ dpnfm @ (C', (Tns1,7+, Tngp))

d1Cy @ -+ ® dnCrm. We have weight of vector C’ > ¢+ 1 since C is a [p,m, ¢ + 1]
-, Tnip) is t-resilient. As we
n

where C
linear code. Hence /' is t-resilient and s0 h(z1, -+, Tn, Tnt1, -
are adding p new variables, nl(k) = 2°nl(f). Clearly deg(h) = deg(f) -
The next result provides a simple method to construct a (d+ 1,7) S-box with degree d and

very high nonlinearity.

Theorem 46 It is possible to construct a (d+1,m) S-boz with degree d > m and nonlinearity
nl(h) > 2¢ — 2L — (m 4+ 1).

Proof : Let f be a (d+1,d+ 1) maximally nonlinear S-box whose component functions are
fis foy -+, fas1. We construct a (d+1,m) S-box h with component functions hy, ha, - - -, Ay, in
the following manner. For 1 < i < m, define pi(21,- .., Ta41) = T1 - - . Tic1Tig1 - - . Tap1, and

@ @an) = fu(@1 o Tan) ® @, Tar)-

By construction algebraic degree of S-box h : {0,1}4+! — {0,1}™ is d. It is known that
al(f) > 2¢— 21*#*) [36]. We show that nl(h) > nl(f) — (m + 1). Let & be the identity
vector which has a one at the ith position and zero elsewhere. Let 1 = (1,...,1). From the
= (@1, Tar) (@ zann) = 1} = (L&} A
.., hm can be written as

definition of y; it is clear that Sup(u;
nonzero linear combination A’ of the component functions A, .

W=fi,® @ fi, @, ... @, for some {ir, iz, i} € {1,2,---,m}.

90



We have Uj_;Sup(py;) = {1, €,---» €, } and so the weight of the function p;, @. .. @ p, is at
most 7+ 1. Hence nl(h’) > nl(f) — (r-+1). Since r < m, it follows that nl(k) > nl(f) —(m+1)
which gives us the required result. -
Now we are ready to describe our construction method.
Construction-I .

1. Input: Parameters n,m,t and d with d > m .

2. Output: An (n,m,t,d)—resilient function.
Procedure

1. Construct a (d + 1,m) S-box using Theorem 46.

2. Let C be a [n —d — 1,m, ¢+ 1] code. If no such code exists, then stop. The function

cannot be constructed using this method.
3. Apply Lemma 45 on h and C to construct the required S-box g.

Theorem 47 If an [n — d — 1,m,t + 1] code ezists, then Construction-I constructs an
(n,m, t,d) S-boz g with nonlinearity 2*~* — 2"~ (1 — (m + 1)2=d-1

24 — 2l**) _ (m + 1) and deg(h) = d. By Lemma 45, g is
n=1 _ 9n=*1 _ (m 4 1)27~4~! and deg(g) = deg(h) = d.m

Proof : By Theorem 46, nl(h)
esilicat, nl(g) = 27~4~1nl(h) =

6.4 Comparison
In [24, Theorem 5], Cheon proved the following result.

Theorem 48 For any non-negative integer d, if there evists [n —d — 1,m,t + 1] linear code
then there egists a (n,m, t)-resilient function with degree d and nonlinearity
(27171 et 21:74—] l\/2—nj A 21:747’1)_

The nonlinearity calculation in the above theorem is based on Hasse-Weil bound for higher
genus curves. Till date, this is the only construction which provides (n,m, ) nonlinear
resilient S-boxes with degree greater than m. In the next Theorem we prove that nonlinearity
obtained by Construction-I is higher than nonlinearity obtained by Cheon’s construction.

Theorem 49 Let f be an (n,m, t,d)-resilient function f with d > m and nonlincarity n;
constructed by Cheon’s method. Then it is possible to construct an (n,m, t,d)-resilient func-
tion g with nonlinearity ny using Construction-1. Further ny > n;.
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Proof : As (n,m,t)-resilient function f is constructed by Cheon’s method, there exists
an [n —d — 1,m,t + 1] code. Construction-I can be applied to obtain an (n,m, t)-resilient
function g with degree d and nonlinearity nl(g) = ny = 271 — 27~ _ (g 4 1)2n—d-1 ]t
remains to show that ny > n,, which we show now. Recall n, = 2n=1—27~d-1| /27| 4 gn—d-2_
Hence ny — ny = —27= 1441 4 gn=d=1| /37| _ 9n=d=2 _ (; 4 1)27=4-1, Thus we have ny > 1
if 2n=4=1|2% | > 2n=[*F1 4 9n—d-2 4 (1 4 1)27-4-1_ The last condition holds if and only if
(28] > §+(m+1)+291 -1 Sony > ny if 28 —1 > $+m+2%, ie, if 2% > S4m+2%F,
It is simple to check that the last condition holds for n > d+ 2 for all positive integers n and
d > m. The maximum possible degree of an S-box is (n — 1), s0d <n—1. Ford =n — 1
the required code is [0,m, ¢+ 1]. Clearly such a code does not exist. Hence n; > n; holds
for all d. .
Remark : We note that Cheon’s method does not provide any nonlinearity for d < 251,
whereas Construction-I provides positive nonlinearity for d > 2.

6.5 Second Construction of (n,m, t)-Resilient S-box with
Degree > m.
In this section we modify an elegant construction by Zhang and Zheng [122] to obtain high

degree nonlinear resilient S-boxes.

Modified Zhang-Zheng ( MZZ ) Construction.

1. Input: Number of output columns = m, degree = d > m and resiliency =
2. Output: An (n,m,t)—resilient function with degree d and nonlinearity 27~1 — 2741

Procedure

Choose an [n,d + 1, + 1] code to obtain a linear (n,d + 1, ¢)-resilient function f.
Define g = G o f, where G : {0,1}%+! — {0,1}%*! is a bijection and deg(G) = d, nl(G)
=24 218, Then nl(g) > 27-4-1(2¢ — 2l4*]) = 2n=1 _ 97~ and deg(g) = d.

3. Drop (d + 1 — m) columns from the output of g to obtain an(n,m, t)-resilient function
on—T4H4

i

with degree d and nonlinearity 2"~! —

In Step 2 above, we choose the function G to be the inverse function over GF(2¢+!)
(with respect to a fixed irreducible polynomial). Then the nonlinearity of G is 2¢ — 2!
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and is given in [84]. There are other bijections by which we get the same value of nl(G) but
deg(G) = d is achieved only for G obtained from the inverse map over GF(24+1) (see [21]).
The fact that g = G o f is t-resilient if f is t-resilient is given in a more general form in [13]
and also appears in [122].

The modification to the Zh heng construction is really simple. If we want degree d,
then we start with an [n,d + 1,¢+ 1] code. Then we apply the main step of Zhang-Zheng
construction to obtain a nonlinear S-box. Finally we drop d + 1 — m output columns to
obtain an (n, m, t)-resilient S-box. Though simple, this modification is powerful enough to
improve upon the best known construction with high algebraic degree [24].

Theorem 50 Let n,m,d,t be such that the following two conditions hold.

Either (a) d < m or (b) d > m > logy(t + 1).

~

The parameters n,d + 1, + 1 meet the Griesmer bound with equality. Then it is not
possible to construct an (n,m, t)-resilient function f with degree d using Cheon [24]
method.

to

Proof : We have from Theorem 48, given any [N, M,T + 1] and a non negative integer
D, the Cheon construction produces an (N + D + 1, M, T)-resilient function with degree D.
Thus if f is obtained by the Cheon construction we must have n = N+ D+1,m = M ,
t=Tandd=D.

This means that an [n—d—1,m, ¢+1] code will be required by the Cheon construction. Since
the parameters n,d+1,¢ + 1 satisfies Griesmar bound with equality we have n = ¢, [4£1].
Claim : If (a) d < m or (b) d > m > log,(t + 1) then n — d — 1 < S5 [4

Proof of the claim: Since n = ¢, [44] we have that n —d — 1 < 75! [4:1] if and only if

a m-1
t+ 1" {t + 1“
e d =< —] .
=5 %=
Ifd < m, then the last mentioned condition is trivially true. So suppose d > m > log, (¢ +1).
Then the above inequality holds if and only if
a
t+1
B~ i O
[ > ] <d+

=d—m+1<d+1form > 1. This completes the proof

Since m > logy(t + 1), T[4
of the claim.
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Since n —d — 1 < T75'[42], the parameters n —d — 1,m, ¢ + 1 violate the Griesmer bound
and hence an [n — d — 1,m, t + 1] code do not exist. Thus Cheon method cannot be used to

construct the function f. [ ]

The following result is a of Theorem 50 and the MZZ construction.

Theorem 51 Let n,m,d,t be such that the following two conditions hold.

Either (a) d < m or (b) d > m > logy(t + 1).

~

2. An [n,d + 1,t + 1] code meeting the Griesmer bound with equality exist. Then it is
possible to construct an (n,m, t)-resilient function f with degree d by the MZZ method
which cannot be constructed using Cheon [24] method.

Remark: As mentioned in [73, page 550] there is a large class of codes which meet the
Griesmer bound with equality. Further, the condition d > m > log,(t + 1) is quite weak.
Hence there exists a large class of (n, m, t)-resilient functions which can be constructed using
MZZ construction but cannot be constructed using Cheon [24] construction. See Section 6.6
for some concrete examples.

Given any [N, M, T + 1] and a non negative integer D, the Cheon construction produ
an (N + D + 1, M, T)-resilient function with degree D (see Theorem 48). Nonlincarity in
Cheon method is (2N+P — 2N |\/2N+D+1| 4 9n=1y which is positive if D > N + 1 for N > 2.
So for D < N, Cheon method does not provide any nonlinearity. Thus Cheon method may
provide high algebraic degree but it does not provide good nonlinearity. In fact, in the next
theorem we prove that nonlinearity obtained by MZZ method is larger than nonlinearity
obtained by Cheon method.

ces

Theorem 52 Let f be an (n,m, t)-resilient function f of degree d and nonlinearity n, con-
structed by Cheon method. Suppose there egists a linear [n,d + 1, + 1] code. Then it is
possible to construct an (n,m, t)-resilient function g with degree d and nonlinearity n using
MZZ method . Further ny > n,.

Proof : Since [n,d+ 1,t+ 1] code exists, the MZZ construction can be applied to obtain an
(n,m, t)-resilient function g with degree d and nonlinearity nl(g) = P A R
remains to show that ny > n;, which we show now. Recall rny = 211 2n=d=1| /30 | 4. on-d-2

Hence
ng —ny > =2 4 ndnl R oo d-2,
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Thus we have np > ny if =252 4 2-@+1)| /37| — 2-@+2) > 0. The last condition holds if
and only if

1 1
[V27] > 2%+1( a 247)'

Somp > my if V27— 1 > 2% +271, ie, if 23 > 2% + 2. Again the last condition hold
for 1 <d<n-—3. Henceny >n, for1 <d <n— 3. The maximum possible degree of an
S-box is n — 1. For d = n. — 1 and d = n — 2, Cheon construction requires [0,m, ¢ + 1] and

[1,m, ¢ + 1] codes respectively. Clearly such codes do not exist. Hence n, > n, holds for all
-

Lemma 53 Let f be an (n,m,t)-resilient function f of degree d > m constructed by Cheon
method and m > logy(t + 1). Then the parameters n,d+ 1,t + 1 satisfy the Griesmer bound.

Proof : Since f has been obtained from Cheon method, there exists an [n —d — 1,m,t + 1)
code. Hence the parameters n — d — 1,m and t + 1 satisfy the Griesmar bound. Since
n—d—1,m and ¢ + 1 satisfy the Griesmar bound we have

na= S

ie, we have n > d+1+ S5 [4+]. As m > log,(t + 1) we have [41] =1 for i > m. Hence
t+1 el
n>(d+1)—(d— m+1)+z[ ]+;[2]

Thus the parameters
-

This shows n > m + ¥4 o[41] and consequently n > S&,[4
n,d + 1,t + 1 satisfy the Grlesmer bound.

Remark: Since the parameters n,d + 1 and ¢ + 1 satisfy the Griesmer bound, in most cases
it is possible to obtain an [n,d+1,¢+ 1] code (see [73, page 550]) and apply Theorem 52. In
fact we do not know any case where a function can be constructed using the Cheon method
but not by the MZZ method. Theorems 51 and 52 prove the clear advantage of the MZZ
method over the Cheon construction. Thus MZZ method is the currently known best method
to construct [n, m, t]-resilient function with degree d > m.

6.6 Degree Comparison Based on MZZ Construction

We present examples to show the advantage of the MZZ method over the Cheon method

Cheon method cannot construct (n,m,t)-resilient function of degree d > m > 2 if the fol-
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lowing two conditions hold.

1 [t] 1 [2to3[4to7[8to15]16to3l]
( [mm=z1[m>2m>3m>4 | m=>5 |

(2) The parameters n,d + 1,¢ + 1 satisfy Griesmer bound with equality.
We next present some examples of n,m,d and ¢t satisfying condition (1) and (2) such that
the MZZ method can be used to construct (n,m, t)-resilient function with degree d.
(a)t=1,2<m<d, n=d+2. Itis easy to check that a [d + 2,d + 1, 2] code exists.
(b) t=2,2<m<d, (nd) = (62),(73),(8,4),(9,5), (10,6), (11,7). In each case an
[n,d + 1,t + 1] code exists.
(©)t=32<m<d (nd = (7,2),(83),(11,6),(12,7),(13,8). In cach case an

[n,d +1,¢+ 1] code exists.
In (a) to (c) above an (n,m, t)-resilient function with degree d can be constructed using MZZ

method, but cannot be constructed using Cheon method(see Theorem 51). Now we present
some examples where both MZZ and Cheon method construct (n,m,t)-resilient function
with degree d and compare their nonlinearity using Theorem 52. An (n,m, d,t) S-box is an
(n, m, t)-resilient S-box with degree d.

Function [(10,3,1,5) [ (18,4,2,10) | (24,5,2,15) | (24,7,3,12) [ (28,6,4,14) ]
[ Cheon [24, Theorem 5] | 8 216 429 [ 2% 9204 o7 210 212
MZZ [ 2927 | 2" _om 273 _ 916 2% 217 | 27 om0 |
Table T : Comparison of nonlinearity obtained by MZZ Construction to that obtained by
Cheon [24].

We see that in each case the nonlinearity obtained by the MZZ method is superior to that
obtained by the Cheon method.

6.7 Conclusion

5 with

In this chapter we have presented two simple construction of nonlinear resilient S-bo;
algebraic degree greater than m. We proved that for any fixed values of the parameters
n,m, ¢ and d, the nonlinearity obtained by our constructions is superior to the nonlinearity
obtained by the only previously known construction [24] which can provide degree d > m.
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Chapter 7

Improved Construction of Nonlinear
Resilient S-Boxes

Our construction for nonlinear resilient functions uses a sharpened version of the Maiorana-
McFarland hni The li ity obtai by our construction is better than previ-

ously known construction methods.

7.1 Introduction

The current state-of-art in resilient S-box design can be classified into the following two

approac]

1. Construction of (n,m, t)-resilient functions with degree d > m and high nonlinearity.
2. Construction of (n,m, t)-resilient functions with very high nonlinearity.

The first problem has already been discussed in Chapter 6. The second problem has been
studied in [122, 70, 63, 89]). The currently best known results are obtained using the con-
struction described in [89], though in certain cases, for small number of variables, the search
technique of [63] yields better results.

In this chapter, we first prove that the correlation immunity of a resilient function is
preserved under composition with an arbitrary Boolean function. This property is useful for
possible application of resilient S-boxes in designing secure stream ciphers. Our contribution
in this chapter consists of describing constructions for the second class of of problems.
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As in the case of Boolean functions (see Section 2.1.1), if we fix the enumeration ¢ of the
set IF3, then an (n,m) S-box f is uniquely defined by a 2" x m matrix M;, where f(o(i))

is given by the ith row of M;. Given a sequence of S-boxes f1, -+, fx; where f; is an (ng, m)
S-box we define the concatenation of fy,- -, fi to be the matrix
My,
o Al.lz
My,

If 2™ 4 ...+ 2% = 2" for some n, then the matrix M uniquely defines an (n,m) S-box f.

In this case we say f is the concatenation of fi,---, fe.

7.2 A description of the Maiorana-McFarland Construc-
tion

li resilient func-

Maiorana-McFarland construction it consists of obtaining a
tion by concatenating small affine functions and was introduced in [14]. Later work have
helped in developing and sharpening the idea. Our discussion is based on [103].

We start by providing a brief description of the construction as applied to Boolean func-
tions and then discuss the modifications required for applying to S-boxes. An n-variable
Boolean function may be represented uniquely by a binary string of length 2%. Thus to
describe a Boolean function it is sufficient to describe its representation as a string of length
2". The construction consists of several ideas.

First idea : Let fi,-- -, fon-r be 27" affine functions, where each f; is represented by a string
of length 27 and is non-degenerate on at least ¢ + 1 variables. Consider the concatenation of
the string representation of the functions fy, - -, fan-r. The resulting string is of length 2"
and hence represent an n-variable Boolean function f.

Second idea : Let g(z,, ..., %,4+1) be a nonlinear function and let h(z,, . .., ;) be a linear
function which is non-degenerate on at least ¢ + 1 variables. Define

F@nre oy 1) = g(Tny o Togd) @ A2y, - ., 1)

ow consider the string representation of f. Suppose we fix the values of z,,---,2,., to
SOME CONSLANtS Cn, - - -, Cri1. Then f(Cn, oy Crpt, Try+, 21) = g(Cny -+ Cri1)@h(Ty, - . 2y).
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Since g(cn, -+ -, ¢r41) is a constant, the substring of f as @, - - -, , runs over 2" possible values
is equal to either the string representation of A or the string representation of 1 @ h. Thus
the entire string f is a concatenation of & and 1 & h.

Generalization : Let R + --- + Rx = 2" where R; is a multiple of 2 and is of the form
Ri = M; x 27 = (2%1 4 ... 4 2%k)27 = 2%a27 4 ... 4 2%k2%. Let g;; be a nonlinear
function of s;; variables and I is a linear function of r; variables disjoint from the previous
si, variables. Let h;; = gi; @ ;. By the second idea h,; is a concatenation of I; or [;.
Consider concatenation of A1, - -, hix, and call it f;. Each f; may not represent a Boolean
function since its string representation may not be a power of 2. Let f be concatenation of
fi,++, fi- This f is an n-variable Boolean function which is ultimately a concatenation of
the /s and the (1@ [)s.

The Maiorana-McFarland technique is a well known method to construct nonlinear re-
silient functions. The idea is to use affine functions on small number of variables to construct
nonlinear resilient functions on larger number of variables. We provide a construction to
generate functions of the first type using a sharpened version of the Maiorana-McFarland
method. For Boolean functions, the Maiorana-McFarland technique to construct resilient
functions was introduced by Camion et al [14]. Nonlinearity calculation for the construction
was first performed by Seberry, Zhang and Zheng [107]. This technique was later sharp-
ened by Chee et al [23] and Sarkar-Maitra [103]. For S-boxes this technique has been used
by [63] and [89), though [63] uses essentially a heuristic search technique. Here we develop
and sharpen the technique of affine function Concatenauon to construct nonlinear resilient
S-boxes. This leads to signifi impr in ity over that obtained in [89].
Thus we obtain better results than [89] which currently provides the best known nonlinearity
results for most choices of input parameters n,m, t.

7.2.1 Some Recent Constructions
Here we summarize the previous construction results.

1 Zhang and Zheng [122]: This is the first paper to provide a general construction of
nonlinear resilient S-boxes. The main idea of the construction was also stated in [13].
The result proved is the following [122, Corollary 6]. If there exists a linear (n, m, t)-
resilient function, then there exists a nonlinear (n, m, t)-resilient function with algebraic
degree (m — 1) and nonlinearity > (271 — 27~%).

2. Kurosawa, Satoh and Yamamoto [70, Theorem 18]: For any even [ such that [ > 2in,
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if there exists an (n — I, m, t)-resilient function , then there exists an (n, m, t)-resilient
function, whose nonlinearity is at least 27! — 2n=5-1,

Johansson and Pasalic [63): They use a linear error correcting code to build a ma-
trix A of small affine and ity is ensured by using non-
intersecting codes along with the matrix 4. The actual non-intersecting codes used
btained by a heuristic search i It becomes difficult to carry out this

o

were
search technique for n > 12.

. Pasalic and Maitra [89]: They use the matrix A of the previous method (3) along with
highly nonlinear functions for their construction. The nonlinearity obtained is higher
than the previous methods, except in certain cases, where the search technique of (3)
yields better results.

IS

7.3 A Construction to Obtain High Nonlinearity

In this section we concentrate on obtaining (n, m, t)-resilient S-boxes with high nonlinearity
only. We present a construction method which improves the nonlinearity obtainable by the
previously known methods. We start by mentioning the following result which is restatement,

of Lemma 7 in [63)].

Theorem 54 Let C be a [u,m,t+1] code. Then it is possible to construct (2™—1) xm matriz
D with entries from C, such that, {¢1Di1 @ - @ cmDim 11 <i<2m—1} = C\{(0,---,0)}
for each nonzero vector (c1, -+, cm) € FJ.

Let D be the matrix in Theorem 54. For (1 < ¢ < 2™ — 1) and (1 < j < m) define a

u-variable linear function L (21, -, Zu) 2 (Dij, (1, -, 7). Given the code C we define
a (2™ — 1) x m matrix L(C) whose entries are u-variable linear functions by defining the i, j
th entry of L(C) to be Li;(z1,---,z,). We have the following result which follows directly

from Theorem 54.

Proposition 55 Let ¢ € 3 be a nonzero row vector. Then all the entries of the column
vector L(C)cT are distinct.

For positive integers k,! with k < I, we define L(C,k,!) to be the submatrix of L(C')
consisting of the rows k to . Thus L(C,1,2™—1) = L(C). Let G(y1, - - -, yp) be a (p, m) S-box
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whose component functions are Gy, - -, Grm. We define G® L(C, k,{) tobe an (I —k+1) xm
matrix whose i, j th entry is

G, Yp) @ Liwi-1,5(Z15 - -+, Tu)

forl<éi<l—k+1land1<j<m Ifl—k+1=2" for some r then G & L(C, k, I) defines
an S-box F: {0,1}7+#+% 5 {0,1}™ in the following manner.

Fi(z, 520,01, 5 Upn B+, Z) = G301+ -, Yp) @ Liio 1521, -+, %)

wherel < j <m,1<i<2,F,---,F, are the component functions of F and z; - - - , is the
binary representation of i — 1. By F' = G @ L(C, k,1) we will mean the above representation
of the S-box F. Note that the function F is t-resilient, since each Li;(T1,---,ay) is non-
degenerate on at least (¢ + 1) variables and hence t-resilient.

In the matrix M = G(y1, -, 4,) ® L(C, k, 1) we say that the row L;,, of L(C) is repeated
2° times. Let G(y1,+*,¥p) and H(yy," -, y,) be (p,m) and (g, m) S-boxes respectively and
My = GOL(C, k,1), M; = H® L(C, k,1). Then we say that the row L;. of L(C), (k < i < I)
is repeated a total of 2 + 27 times in the matrix [M; M;)"

Proposition 55 has also been used by [89] in the construction of resilient S-boxes. However
we improve upon the construction of [89] by utilizing the following two ideas.

1. We use all the 2™ — 1 rows of the matrix L(C). In contrast, [89] uses at most 2™
rows of L(C).

2. We allow a row of L(C) to be repeated 2 or 27 + 2™ or 27 + 27 + 2% times as
required. On the other hand, the number of times a row of L(C) can be repeated in
(89] is of the form 27.

It turns out that a proper utilization of the above two techniques result in significant
improvement, in nonlinearity. We will require (r, m) S-boxes with very high nonlmeamy For
this we propose to use the best known results which we ize in the foll

Definition 56 Let G be an (r,m) S-boz satisfying the following.
1. Ifr <m, G is a constant S-Boz.
2. Ifm < r <2m, G is a mazimally nonlinear S-Boz [36].
3. Ifr > 2m and r is even, G is a perfect nonlinear S-Boz [84].
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4. If r > 2m and 7 is odd, G is concatenation of two perfect nonlinear S-Bozes(see
Section 2.2).

Then we say that G is a PROPER S-boz.

The following result summarizes the best known results on the nonlinearity of PROPER

S-boxes

Proposition 57 Let G be an (r,m) PROPER S-box. Then

1. Ifr <m, nl(G) = 0.
2. Ifm < < 2m, then nl(G) = 27~ — 2% ifr is odd and nl(G) > 27! — 25 ifr is even.
3. Ifr > 2m, then nl(G) = 2"~1 — 25 if r is even and nl(G) = 2"~} — 27" if r is odd.

Now we are in a position to describe a new construction of resilient S-boxes. The construction
has two parts. In Part-A, we compute the number of rows of L(C) to be used and the
number of times each row is to be repeated. The output of Part-A is a list of the form list =
{(n1, R1), (2, R), -+ -, (nx, Ry)) which signifies that n; rows of L(C) are to be repeated R;
times each. Part-A also computes a variable called effect which determines the nonlinearity
of the S-box (see Theorem 58). In Part-B of the construction, we choose PROPER functions
based on list and describe the actual construction of the S-box.

Construction-I.

L Input: Positive integers (n,m) and ¢.
2. Output: A nonlinear (n,m, t)-resilient S-box F.

Part-A

1. Obtain minimum wu such that [u,m,t + 1] code C exists.
2 Case: n—u < 0, then function cannot be constructed using this method.
Hence stop.
3 Case: n—u>0
(a) 0 < n—u < m; list = (2", 1)) and effect = 1.
(b) e < n—u < 2m — 1; list = ((2m~1, 2n-u-m+l)y
and effect= 2n-v-m+1,
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(c) n—u=2m—1; list = ((2™~},2™)) and effect= 2LF1+1.
(d) 2m <n—u<3m.
() n—u=2m+2e; meven; 0 < e <P
list = ((1,2m+2e+1), (2™ — 2,27+2°)) and effect= 2°+1+%.
(i) n—u=2m+2+1;meven; 0<e< 2 —1;

e0<e< -2

list = (2, m+2e+l 4 g2e+l 4 92e) (m _ 3 gmi2etl 4 g2etl))

and effect= 22¢+1 4 22 4 2e+1+F

oe="—1; list = ((2™"1,2%™)) and effect= 2™.
n-—u=2m+2+1;modd;0<e< 2] -1
list = ((1,2m+20+2), (2™ — 2, 2m+2¢+1)) and effect= 273
(iv) n —u = 2m + 2¢; m odd; 0 < e < | Z];
list = ((2™ — 2,2M*2¢ 4 22¢+1) (1,2%¢+2))
and effect= 22¢+1 4 =4

(v) n —u=3m—1; m odd;
list = (2™, 2%™)) and effect= 2™.

(€) n—u>3m.

=3m+2+1;e>0;

((2m—1, 22m+2¢+2)) and effect= 2m+e+l.

(i) n — u = 3m + 2¢; (m even; e > Z) or (m odd; 0 < e < |2]);
list = (2, 22m+2e 4 gm+2e | gmedenl) (gm _ 3 ‘gameze 4 gmize))
and effect= 2m+e 4 2¢1+%,

(iii)n—u=3m+2e; meven; 0 < e <
list = (2 — 2, 92m+2e | gmezesl) (1 gm+2et2))
and effect= 2m+e 4 2¢+1+%

(iv) n — u = 3m + 2¢; m odd; e > [ 2]
list = ((2m — 2, 22m+2e | gmizetl) (1 gmze+z))
and effect= 2m+e 4 2e+ 23

(

Part-B

L If List = ((25,27));
o Obtain L(C, 1,2%) from L(C) by selecting first 2° rows of L(C).
o Let G be an (r,m) PROPER S-box.
- Define = G & L(C\1,2).
« This covers cases 3.(a),(b),(c),(d)(ii) second item, (d)(v)
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and e(i) of Part-A.
Case: 3(d)(i) of Part-A
e Let G, and G2 be (m + 2e + 1,m) and (m + 2e,m) PROPER S-boxes.
o Define Fy = G, ® L(C,1,1), F> = G, ® L(C,2,2™ — 1) .
e F is the concatenation of F and F; .
Case: 3(d)(ii) first item of Part-A and e = 0
e Let G, and G be (m + 1,m) and (1, m) PROPER S-boxes.
 Define Fy, = G, ® L(C), F; = G, ® L(C), Fs = L(C, 1,2) .
e F is the concatenation of F}, F; and Fj .
Case: 3(d)(ii) first item of Part-A and e # 0
e Let Gy, G» and G be (m + 2e + 1,m), (2¢ + 1,m) and (2, m) PROPER
S-boxes.
e Define F; = G, @ L(C), F; = G, ® L(C), F3 = Gs ® L(C, 1,2) .
e F is the concatenation of Fy, F> and F3 .
Case: 3(d)(iii) of Part-A
o Let Gy and G; be (m + 2e + 2,7m) and (m + 2e + 1,m) PROPER S-boxes.
o Define Fy =G, @ L(C,1,1), F = G, ® L(C,2,2™ — 1) .
e F is the concatenation of F} and F; .
Case: 3(d)(iv) of Part-A
e Let Gy, G, and G be (m + 2e,m), (2¢ + 2,m) and (2¢ + 1,m) PROPER
S-boxes.
e Define F; = Gy & L(C,1,2™ — 2), F = G2 ® L(C, 2™ — 1,2™ — 1),
Fy=Gy®L(C,1,2™ — 2) .
e Fis the concatenation of Fy, F» and Fj .
Case: 3(e)(ii) of Part-A
e Let Gy, G and G3 be (2m + 2e,m), (m + 2e,m) and (m + 2e — 1,7m)
PROPER S-boxes.
o Define Fy = G, ® L(C), F; = G> ® L(C), F3 = G3 ® L(C, 1,2) .
e Fis the concatenation of Fy, F> and Fj .
Case: 3(c)(iii) and 3(c)(iv) of Part-A
o Let Gy, G and G be (2m + 2¢,m), (m + 2e + 2,m)
and (m + 2e + 1,m) PROPER S-boxes.
e Define Iy = G, @ L(C,1,2™ —2), F, = G, @ L(C,2™ — 1,2™ — 1),
Fy=Gs@L(C.1,2m = 2) .
e Fis the concatenation of Fi, Fy and Fj .
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Theorem 58 Construction-I provides a nonlinear (n, m, t)-resilient 5-boz with nonlinearity
= (201 — 2v=1x effect), where effect is as computed in Part-A.

Proof : There are several things to be proved.

(a) The output function F is an (n,m) S-box. (b) F is t-resilient. (c) nl(f) = (2! =24~ x
effect).

Proof of (a) The output of Part-A is a list = ((n1, R1), (n2, R2), -, (n, Ry)). Part-B
ensures that for 1 < i < k, n; rows of L(C) are repeated R; times each. It is easy to verify
that in each case of Part-A we have 35, n;R; = 2"~*. Since each row L;,. of L(C) defines a
(u,m) S-box, ultimately F is an (n,m) S-box.

Proof of (b) Each row L. of L(C) defines a t-resilient (u,m) S-box. F is formed by con-
catenating the rows of L(C) one or more times. Hence F is t-resilient.

Proof of (c) The nonlinearity calculation is similar for all the cases. As an example, we
perform the calculation for Case 3(e)(ii). In this case, Part-A computes

list = ((2,22™+% 4 gm¥2e 4 gmiZesl) (gm _ g grm+2e 4 gmi2e))

Let Ry = 22m+2¢ 4 gmi2e 4 gm+2e=1 and R, = 22m+2 4 9m+2¢ Rows L, . and L. of L(C) are
repeated R, times each and each of the rows Ly.. to Lom_1,. is repeated R, times each. Part-B
uses three PROPER functions G1, G» and G3 to construct S-boxes Fy, I and Fj respectively.
F is the concatenation of Fy, F» and F3. We have to show that if v is a non constant m-
variable linear function and A is an n-variable linear function, then d(voF, \) > (271 —2""!x
effect). We write A as

Ay1s s Ynmws B1,7 0, Tu) = MY 75 Ynou) B Ao (@1, Tu)-
Let v(z1,-++,zm) = ((c1,- -+, €m), (21, -, 2m)) for some non-zero vector ¢ = (c1,-++,¢m) €
IFy'. The Boolean function v o F is a ion of Boolean ions v o Fy, voIF, and

voFy. For1<i<

voF, = (veGi) @ (L(C)")

and
voFy=(roGs)® (L(C,1,2)cT).
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Using Proposition 55, we know that all the entries of the column vector L(C)c” are distinct
u-variable linear functions. Let L(C)c” = [uy, - - -, tzm_1]7- The function v o F is a concate-
nation of the p;’s and their complements. Further, x; and p, are repeated R; times and
W3, -, pam_y are repeated Ry times in the construction of vo F. If A & {4y, -+, piam_y} then
d(Az, 1) = 2“~1 for each 1 < i < 2™ — 1 and hence d(v o F, A) = 2°~%(2*"1) = 2"~1. Now
suppose Ay = p; for some 7 € {1,---,2™ — 1}. In this case d(v o F, A) will be less than 27!
and the actual value is determined by the repetition factors R, and R,. There are two cases
to consider.

Case 1: Ay = py or pp. Without loss of generality we assume A, = s, the other case
being similar. Since Ay = 111, we have d(Az, s15) = 21 for 2 < i < 2™ — 1. The function u,
is repeated R, times and each of the functions g, - - -, uom_; is repeated R, times. So the
total contribution of pu, 13, - -, em 1 to d(v o F, A) is 24~ 1(Ry + (2™ — 3)R;). We now have
to compute the contribution of 4, to d(v o F,A). The function s, is repeated in v o F, by
XORing with v o G;. Hence the contribution of x; to d(F, ) is equal to

2%(nl(v 0 G1) + nl(v 0 Ga) + nl( 0 Gy)) = 2%(nl(G1) + nl(G2) + nl(Ga))
since nl(v o G;) = nl(G;). Each G; is a PROPER function whose nonlinearity is given by
Proposition 57.
Hence,
dvoF,A) = 297 (Ry+ (2™ — 3)Rp + 2(nl(G)) + nl(G2) + nl(G))
= 272" — (R~ 2(nl(G1) + nl(G2) + nl(G3))))
= 2" = 2% (R, — 2(nl(Gy) + nl(G2) + nl(Gs)))
From the given conditions, it is easy to verify that effect = R, — 2(nl(G}) + nl(G2) + nl(Gy))
and so d(v o F,A) = (27! — 241 effect).
Case 2: Ay = pi; for some i € {3,---,2™ — 1}. In this case we proceed as in the previous
case to obtain
d(vo F,)) = 2'"Y(2R; + (2™ — 4)R,) + 2“(nl(Gy) + nl(Ga))
= 227N2R, + (2™ — Ry + 2(nl(G)) + nl(Ga))
= 297127 — Ry + 2(nl(Gy) + nl(Gy))
2771 = 27 Y(Ry — 2(nl(G)) + nl(G2)))
> 2771 — 2471 effect

since effect = Ry — 2(nl(G1) + nl(G2) + nl(Gs)) > Ry — 2(nl(G)) + nl(Ga)).
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By Case 1 and Case 2 above it follows that nl(v o F) = 2n~1 — 2u=1x effect. Hence
nl(F) = 2n=1 — 2u=1x effect. .

7.4 Nonlinearity Comparison Based on Construction-I

We compare the nonlinearity obtained by Construction-I to the nonlinearity obtained in
Theorem 4 of [89]. The nonlinearity obtained in [89] is better than the nonlinearity obtained
by other methods. Hence we do not compare our method with the other methods. It is
to be noted that in certain cases the search technique of [63] provides better nonlinearity
than [89].

Our first observation is that the nonlinearity obtained by Construction-I is at least as
large the nonlinearity obtained in [89]. The intuitive reason is that we use all the rows of the
matrix L(C) and hence the repetition factor is less than that of [89]. The detailed verification
of the superiority of Construction-I over [89] is straightforward but tedious. In the next table
we summarize the cases under which Construction-I yields higher nonlinearity than [89).

Case ]___Nonlinearity of [89] | Construction-1 nonli
—u<am-3. meven | 271 mingz [2 A e a
2m<n-u<im-3, 2 20 -+ an L pmtumme1)73 . gn-am o
Tm S u<dm -8 wedd | ZTC FRT e, [5)
T w=—sm 3 T AT 2T~ a0 (a)
T T+ ] ®
uzsmoo r—" 7
2 3m. x 0dd ot ot gz gy
Table 1 - Comparison of Construction-I nonlincarity with the nonlinearity of [89].

We list the different cases of Part-A corresponding to the different rows of the table.

(1) Case 3(d)(ii)first item; (2) Case 3(d)(iv); (3) Case 3(d)(i) and Case 3(d)(iii); (4) Case
3(d)(ii)first item; (5) Case 3(e)(iii), m > 2 and Case 3(e)(ii), m > 2; (6) Case 3(e)(iv),
m > 1.

In Tables 2 to 4 we provide some concrete examples of cases where the nonlincarity
obtained by Construction-I is better than that obtained by [89]. Each entry of Tables 3 to
5 is of the form (a,b), where a is the nonlinearity obtained by [89] and b is the nonlinearity
obtained by Construction-I.

The linear codes used in Table 2 are [5,4,2],(7,4,3] and [8,4,4]). The 2nd, 4th, and
6th rows give the nonlinearity of (n,m,t)-resilient functions corresponding to the codes
(5,4,2], (7,4, 3] and [8, 4, 4] respectively for different values of n.

107



T
(O S NOMER ! Ed)
13
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T
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Table 2 : Son of Gomstrction-T nonlincarity with “[86] for m = 4 and resiliency
=1,2,3.

The linear codes used in Table 3 are [6,5,2],[9,5,3] and [10,5, 4].

5 o= w T T
I [ et et (e e S [ @ ES FAJ)
5 e o7 1 7
AR i W LA N Wi EX: BN NE 1
= £ T
N EA IE ) -2 | e - ) [ e — 27
Table 3 Comparison of Construction-T nonlincarity with 189] Tor 1 = 5 and resiliency

=1,2,3.

The linear codes used in Table 4 are [7,6, 2], 10,6, 3] and [10, 6, 4].

T
E N MO IR -{)‘(z PN MG

@ T [T, —g{z"uu I MCAEEAIN —Hz |
L I S M) NSl

o7 N ]
Table 4 Comparison 6f Construction-1 nenlincarity with [89] Tor m =6 and resiliency

=1,2,3.

Nonlinearity of (36,8, ¢) resilient S-boxes has been used as very important examples in [70,
63, 89]. Now we compare our nonlinearity with those.

t 7 6 5 4 3 2 ]
[70] | 2% — 277 | 2% — 277 2% 2% | 2% — 255 | 295 021 | 0% _ 98 | 9% 2% |
[63] | 2% — 222 B 295 9B | 9% _ 927 [ 9% _ 9% | % B | 9% 71 |
[(89] | 2% — 25 | 2% — % 295 9% | 9% _ 2% | 995 _ g% | 95 320 | g% _g1® |

Ours | 2% = 277 | 295 — Bog71 | 9% — 13979 [ 2% — 272 | 2% — 9% | 9% — 2% | 2% —2®

- 16
Codes | [20,8,8] | [19,8,7] [17,8,6] | [16,8,5] | [13,8,4] | [12,8,3] | [9,8,2] |

Table 5 : Comparison of nonlinearity of (36,8, {)-resiliont S-boxes using different methods

The results of [63] are not constructive. They show that resilient S-box with st
cter ex Note that, except for resiliencies of order 1 and 3 our nonlinearity is better than
nonlinearity of [89]. It should also be noted that in all the cases we provide construction
with currently best known nonlinearity.

ch param-
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7.5 Conclusion

In this chapter we considered the construction’of nonlinear resilient S-boxes. We proved
that the correlation immunity of a resilient S-box is preserved under composition with an
arbitrary Boolean function. Our main contribution is to construct methods for nonlinear
resilient S-boxes. Our construction is based on concatenation of small affine function to
build nonlinear resilient S-boxes. We sharpen the technique to construct (n,m, t)-resilient
S-boxes with the currently best known nonlinearity.
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Chapter 8

Software Implementation of Resilient
Maiorana-McFarland S-Boxes

In this chapter we consider impl ion of resilient Mai, -McFarland S-boxes. Such
S-boxes have application in the design of stream ciphers and their efficient software imple-
mentation is important for software implementation of the corresponding stream ciphers.
Most papers on construction of resilient Malorana McFarland S-boxes provide mathematical

fficient for i ion purposes. M , the math t-

descriptions which are not
ical descriptions do not bring out the fact that in most cases such S-boxes can be efficiently

implemented using a small amount of memory. Our work shows that these S-boxes can be
implemented using a small amount of memory and the output of an S-box can be evaluated
using very little computation.

8.1 Applicability of Resilient S-boxes in Nonlinear Com-
biner Model

In the nonlinear combiner model (see Section 2.3.1 of Chapter 2 ) we can use S-boxes in
place of Boolean functions to increase throughput. (Note that the criteria of re iency is
perhaps not that important for the nonlinear filter model and hence we do not consider this
model in this chapter.) Now we provide some justification as to why we can use S-boxes as

multioutput combining functions.
We consider the composition of an (n,m) S-box and an m-variable Boolean function
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The Walsh transform of the composition is already proved in the Theorem 16 of Chapter 4.
Let f: {0,1}* = {0,1}™ and g : {0,1}™ — {0,1}. Then for any w € IF},

Wgon (w) = —21; %,.. Wo(v)Wityor) (w)
eIF;

where I, = (v,z) and (Iy o f)(z) = (v, f()) -

Corollary 59 Let f : {0,1}* — {0,1}™ be a balanced S-boz. Let g be an m-variable Boolean
Junction. Then (g o f) is balanced if and only if g is balanced.

= 0 for all nonzero v € FJ.

Proof : Since f is balanced, W, op(
Thus Wor(0) = 55 W, (0)2™ = W,(0).
Remark: It is possible for (g o f) to be balanced even when either only f is unbalanced or
both f and g are unbalanced. We present examples for these cases. Let f : {0,1}* — {0,1}2
be an unbalanced S-box and fi, f; are component functions.

(a) Let fi(z1,Z2,%3) = 1 © T2 ® 71T @ T1%3 ® 712273 and fo(21, T2, T3) = Ty B 7,7, S
2,73 @ 2173 @ 217225 and g(21,72) = 21 ® z2. Here f is unbalanced but g is balanced.
Observe (g0 f)(z1,22,23) = f1(w1, T2, 73) ® fo(T1, T2, T3) = 1  To23 is balanced.

(b) Let f1(z1, T2, 3) = 2307122212273 and f2(Z1, T2, T3) = T,BT3DT) T BT, T3T) ToT3
and g(1,72) = 2172. Here both f and g are unbalanced. Observe (g o f)(z1,2s,73) =
fi(@1, %2, 23) f2(21, T2, T3) = T3, which is balanced.

Theorem 16 and Corollary 59 provide the following theorem.

Theorem 60 Let f be at-resilient S-bozx and g be any arbitrary Boolean function then (go f)
is t-CI. Further (g o f) is t-resilient if and only if g is balanced.

Theorem 60 shows that correlation immunity of an (n, m, t)-resilient S-box is preserved under
composition with an arbitrary m-variable Boolean function. This is an important security
property for the use of resilient S-boxes in stream cipher design. Thus to obtain correlation
between an arbitrary combination of the output variables and a non trivial linear function
of the input variables, we must choose at least (¢ + 1) input variables.

The work of Zhang and Chan [121] provide an upper bound on the
a linear combination of input variables and any arbitrary (i.e., not nec
bination of the output variables. This upper bound is 2% times more than the correlation
determined by the nonlinearity of f (sce [121, Theorem 4]).

correlation between
arily linear) com-
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Theorem 4 of [121] states: Let F be a (n, m) S-box and c(f, g) is the correlation coefficient
of f and g. Let maximum correlation coefficient between F and linear function £, be defined
as

Cr(w) = maxc(go F L)
where Q,, is set of all m-variable Boolean functions. The Walsh transform of I, o F at point

w is defined as
We(v,w) = > (—1)@F@ewe)
2eTF}

Then

om/2
max [Wr(v, w)|. (8.1)

C <
r(w) < o s

Thus, as observed in above theorem, the value of m must be small compared to that
of n. Increasing the value of m will leak extra information about the input. On the other
hand increasing the value of m increases throughput. So as stated in [121] there is a trade-
off against correlation attacks and throughput of the keystream sequences in the design of
S-bozes for stream ciphers.

In the example we describe in Section 8.4, we have n = 16 and m = 4. The correlation
between any nonzero linear combination of at least (¢ + 1) input variables and any nonzero
linear combination of output variables is at most 4. If we choose any arbitrary combination
of the output variables, then from Equation 8.1, the upper bound for the correlation is 1.
which is not significantly more than 1}. There is also a related issue, which we discuss next.

The resistance of the system to correlation attacks depends not, only on maximum corre-
lation coefficient but also on the lengths of the LFSRs. Thus to achieve a target resistance
one has to correspondingly choose the lengths of the LFSRs. Now we compute the amount
by which the length of LFSRs are to be increased to get same level of security considering
the increase in value of maximum correlation coefficient. Let N be the number of key bits
required to successfully carry out correlation attack as has been done in [26]. From [26] we
have
N= %.(%J!lnz)f.ﬁ*z,z%,
where k, j are algorithm parameters, L is effective length of LFSRs and § = max,,cjp» Cr ()
is the bias. In the attack of [26] the complexity of the precomputation phase is approximately
N10=1/21 and requires N10=1/2) memory. The number of parity check equations that need to
be stored is roughly 57.27(*=%. To successfully carry out the attack the values of N1G-1/2'

and 57275 should not be very large and hence the value of j is small (< 6).
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Now consider the effect of replacing a Boolean function by an S-box. Let 8’ > f8 be the
modified bias. To keep the required number of ciphertext bits N same for both Boolean
functions and S-boxes, suppose L is increased to L. Then

B x 25 = (87 x 27,
and from this L' = L + 2j.log, 4. In our example of Section 8.4, we have § = 4. So for
same value of N we have L’ = L +4j < L + 24. Thus if we increase the effective length of
LFSR by just 24 bits, we get same level of security. In our example ¢ = 2 i.e., the S-box is
2-resilient. To carry out correlation attack at least 3 LFSRs have to be taken. So length of
each LFSR should increase by ’T‘ = 8 bits. As n = 16, total increase in length of LFSRs
will be 8 x 16 = 128 bits and throughput will increase m = 4 times. So there is a trade-off
between increase in length and increase in throughput.

8.2 Algebraic Attacks

Algebraic attacks (28, 29] are a new type of attacks on stream cipher. It recovers the secret
key by solving an overdefined system of multivariate equations. These attacks exploit the
fact that even if a function may have high degree it may have a low degree multiple. It is
shown in [28] that if f be any Boolean with n inputs then there is a Boolean function g # 0
of degree at most [2] such that f g is of degree at most [2].

So we can get multiple of a Boolean function which has multiple of degree at most [%].
In [77] it is shown that Maiorana-McFarland class of n-variable Boolean functions inherently
has an annihilator of degree (n —r+1), where 7 is the number of variables of affine functions
which are concatenated to construct the n-variable Boolean function. If r is very close to n
then (r —7 +1) is small and the attacker gains. If 7 > 3 the annihilator has degree < 2. On
the other hand, if r < [3], the degree of annihilator of [77] is > [2]. In such a situation,
the multiplier of (28] is more useful, since its degree is at most [2].

In our construction in Chapter 7, generally r < } and hence degree of annihilator is > 2.
In our example n = 16, 7 = 7 so n — r + 1 = 10 which is greater than ¥ = 8. So by just
sidering inherent annihilator of degree (n — r + 1) (as in [77]) one cannot conclude that
Maiorana-McFarland constructions are prone to algebraic attacks. To apply algebraic attack
on Maiorana-McFarland class of S-boxes one has to find low degree multiple as with other

classes of Boolean functions.

o
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8.3 Maiorana-McFarland Construction for S-boxes

A description of Maiorana-McFarland resilient S-box in Chapter 7 consists of the following

information.
1. The matrix L(C). ( For definition of L(C) see Theorem 54 in Chapter 7. )

2. A list ((n1, R1), (n2, Rz),- - -, (nk, Ri)) which signifies that n; rows of L(C) are to be
repeated R; times each. For 1 < i < Kk, either n; = 27 or m; = 271 + 22 or
iy = M 4 27 4 27,

3. For 1 < ¢ < k if n; = 2%, then G; is a nonlinear (r;,m) S-box otherwise Gi; is a

nonlinear (rij, m) S-box where 2 < j < 3.

The method described in Chapter 7 consists of around 15-20 different cases depending on
the values of the parameters n, m and ¢. The cases are chosen to maximise the nonlinearity.
Each case consists of a description of the above form. Hence the actual implementation
method for any specific function can be described by a general method. In the next section,
we illustrate this general method by idering a specific le, which is sufficientl
general enough to cover all the cases mentioned in Chapter 7.

8.4 A Concrete Example

In this section we provide description of the construction of a (16,4, 2) S-box. The purpose of
this example is to illustrate the methodology behind the general description provided later.

8.4.1 Construction of L(C)

We use (7,4, 3] linear Hamming code C. Let co = 1101000, ¢; = 1010100, c; = 0110010, c3 =
1110001 be a basis of C. Let 3 be a root of primitive polynomial z* +z +1 and (1, 8, 82, 8°)
be a polynomial basis of GF(2Y). Any element v of GF(2') can be written as v = 7 +
B+ 712B8% + 138% where ¥, 71, 72,73 € {0,1}. We define a bijection ¢ : GF(2%) — C by (see
Lemma 7 in [63])

#(ao + arf + a2 + as8*) = aoco ® 101 ® azcy B ascs.
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Then
#(1) = 1101000,  $(B) = 1010100,  $(8%) = 0110010, $(63) = 1110001, $(B*) = 0111100,
$(6°) = 1100110,  $(B°) = 1000011, $(87) = 1001101,  ¢(B®) = 1011010, $(5°) = 0100101,
#(B1°) = 0001110, H(B') = 0010111, @(A'2) = 1111111, (') = 0101011, (™) = 0011001.
We have constructed the 15 x 4 matrix D as given below (see Theorem 54 and Lemma 7

in [63]).

#(6) ¢(1) 48 (8
As defined after Theorem 54 we have a 15 x 4 matrix L(C)) whose entries are 7 variable linear
functions.

2 @12 @ Ty 71 ® 73D 25 T2 ® T3 @ T6 T @12 ® T3 D37
711305 T2 ® T3 ® Te 1 ®1, 823017 T20730T4DT5
o B T3 D T 1@ ®130T7 T20730T4DT5 T OT2OT5 D Te
T @T®r3DT7 T:0T3BTIOT5 T1OT2DT; D Te T ®z6 D T7
2013074 DT5s  T1OT2OTs D To T, © T6 O T7 71 @4 ®T5 D T7
T1 D T2 D T5 D T 1 @ 6 ® T7 11 OT DT BT  T1DT3O T DTe
71 ®T6 D TT T ®TsDrs BT T1DT3BTLO T T2 ® x5 D T7
10T ®T5 07 T OT3IOTLDTp o 5 ® T7 T4 @ 75 O Tp
71923 DT D T6 Ty @ T5 S T7 T4 @ T5 ® Tp 3@ T5 D6 O 7
L(C) = T2 @ 75 © 77 24 @ T5 © Te 2305 DT DTr T DT O T3 O 14D
T5 D 16 D T7
T4 ® 75 © Te T3 DT DT D7 T1OT2DT3B TS 2B T4 DT D7
5 @ 76 © T7
30T DT D7 T OT20T3DTD T2 DT4DT6 D7 T30 T4 D7
T5® T B T7
1 OTOT3DTD T2 D T4 DT DT 3@ T4 B T7 T DT DTy
5 @ Te D T7
T2 @ T4 B T6 O 27 T3 ® T4 © 27 7122 @ Ty 71 D23 D T5
T3 D T4 B T7 T BT D Tq 1 DT3P TS Ty ® T3 D T6

8.4.2 Construction of (16,4,2) Resilient S-Box

Following Chapter 7 the description of a (16,4, 2)-resilient S-box is as follows (see Case:
3(d)(ii) first item of Part-A and Part B in Chapter 7.
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1. Matrix L(C) as constructed above.

2. The list ((2,2™+! 42! +2°), (2™ — 3, 2™+ +21)) = (2,25 +2! +2), (24— 3,25+ 21)) =
{(2,35), (13,34)). This implies that 13 rows (along with their complements) of L(C)
are to be repeated 34 times each and 2 rows (along with their complements) are to be
repeated 35 times each.

3. A nonlinear (5,4) and an (1,4) S-Box G; and G2 respectively as described below.

We construct a maximally nonlinear (5,4) S-box Gy. For this we define a bijection on
GF(2°) by @ + &° (see [36]). We represent this bijection as a map from {0, 1}* to {0,1}4
by representing GF(2°) using the primitive polynomial 2%+ z + 1. The S-box G, is obtained
by dropping one bit of the output of this bijection. Let Gi,1,G1z,Grs, Gra be the four
component functions of Gi. Each Gy is a 5-variable Boolean function as given below.

Gy, - Y1 D 11Y3 D 1195 D Yoy D Y24 O Y2us D Ysya D Yays D Yavs
Gy, = 200 Oy Oy O iys D ysys D ysys

Gua(yr, -« = U DU1Y2 © U1Ys D Y2¥s D Y1Ys O Ysvis D Yalis

Gra(ys, - = LOUOY Y1y D v1va D Yays

The output of G, is given by a 4-bit string which can be represented as a hexadecimal digit.
We can write Gy as a 32-tuple of hexadecimal digits having the following form:

G1=(0,0,4,7,5,F,B,2,D,C,1,3,8,F,2,A,7, 9,B,6,C,8,A,D,1,E,5,9,6,3,8, D)

This representation of G, is useful for a table look-up implementation.

The (1,4) S-box Gj is taken to be the constant function Gs(ys) = (0,0,0,0). Thus the
four component functions G2;(ys) (1 < j < 4) are single variable constant functions. We
now define

Fiy, -, y5,21,--,27) = Gi(yi,--.,u5) ® L(C)
Fy(ys,z1,...,27) = Galys) ® L(C)
Fy(zy,...,27) = L(C,1,2)

116



Thus Fy(41, .- -,Ys, @1, - -, 1) is of the form.

Gri@m @@ Ci2021 @205 Gi3@r2@x @0 Cr4®m 0002
1@ B3 @5 Gil2 @20 230, Gl3®=1 G2 @23 D21
Gil1 ® 2@ 23 © = Gli®m @203 @2r Cls@e1@rs®es®as
Gl @z @ @@=  Cla® 1@ @ei@rs Crs@e O @25 e
Gi1©2 @220 @25 G120z 0 @zs®x  Gis @ Ozo®
i1 @21 @22 025@2z0 Gr2@m @xe@zr Gla®m @ OOy
Gi1 @21 @20 @27 G120 @@z @27  Gi3®z1 @23 @ e Do
Gl1 @ @@ @27 G120 @z@4@za Gra@z2 015027
Gil1®z1@23@z4@z6 G120 s Ozr Gils @@ 2s
Gliemne 7 Gil2@z4@zs @z Giiemernerex
25 @ 26 @27
Cr1®z4 @25 @0 12023025020 @27 G110 00200 Ci @@z ®e @7
25 ® 20 & =
C1162302 020027 C1202102050m8 C130:202 000  Cli0nomnen
s ® e @27
Gpemenemese Siiemerieon  Cili05nes @ Cra®n @m0z
25 Bzo &=
a.,wwx.oe.sx, Ci2@z2 @201 Gi3@21 @22 @ xa Gragmienen
Gili@n e, R E e [ER- ey ey s®s0

We have Fy(ys,z1,...,77) = L(C), where each entry of L(C) is treated as degenerate
function of ys. Lastly F3(z1,-..,z7) is defined as
T1 T2 DTy T BI3DTs T2 @ T3 D Te z, D T2 D T3 D T7
T DT DTs T DT DT T DT @T3 DT T BT3 DT D5 |
Remarks :
1. Each entry in the 15 X 4 matrix F is a 12-variable Boolean function. This accounts
for 32 repetitions of each of the 15 rows of L(C).
2. Each entry in the 15 x 4 matrix F3 is an 8-variable Boolean function. This accounts
for 2 repetitions of each of the 15 rows of L(C).
3. Each entry in the 2 x 4 matrix Fj is a 7-variable Boolean function. This accounts for
1 repetition of each of the first two rows of L(C).
Thus the first two rows of L(C) are repeated 35 times and the next 13 rows of L(C) are
repeated 34 times. The desired (16,4,2) S-box F is the concatenation of Fy, > and Fj as
we explain below. We use the notation F;; to denote the (i,7)th entry of matrix Fx and
Fy.;i to be the ith row of matrix Fi. For a binary string ay, . . ., ax, we define 8(ay,---,ax) =
@2% + @261 4+ -+ ap 12 + ax + 1. We write T = (z1,...,%7), § = (%1,-..,¥s) and
Z2=(z1,.-322)8
FETE) = P @) ifZ#(1111)
= Frswypwsan (s, F) if 2= (1111) and (y1, 92, ys,y4) 7 (1111) (8.2)
= if 2 = (y1,y2,y3,94) = (1111)
The above defined F is our (16,4,2) S-box. Next we explain how to implement the above
(16,4, 2) S-box efficiently and to compute the 4-bit output when 16-bit input is given.
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8.4.3 Implementation
For implementing the S-box we need to store the following.

1. A 15 x 4 table D whose each entry is a 7-bit binary vector. Thus each entry of D
represents a 7-variable linear function.

2. An array G of length 32 whose each entry is a 4-bit vector.

Thus the number of bits of storage required is 15 x 4 X 7 + 32 x 4 = 488 bits.

Remark : Note that the number of bits required to store the representation is only 488 bits
which is much less than directly storing F as a look-up table of size 4 x 216 = 218 bits.

8.4.4 Computing the Output

The question now is the following: Given the ion of F as defined in Section 8.4.3,
how to compute the 4-bit output when a 16-bit input is given? Here we provide the answer
to this question. Let the input be (21, 22, 23, 24, Y1, Y2, Y3, Y4, ¥s, T1, T2, T3, T4, Ts, T, T7). We
will denote the kth row of D by Dy and the kth entry of G by G. Note that Dy is a 4-tuple
of 7-bit strings and Gy is a 4-bit string. By Dy, (1 < 7 < 4) we will denote the (k,j)th
entry of D.

1. If (21, 22, 23, Za) = (Y1, ¥2,¥3,%a) = (1111) then the output is the 4-bit vector given by
({Dys,1,Z), (Dys 2, T), (Dys 3, T), {Dys 4, T))

The cost is one table lookup for D, 4 inner product computations and one comparison
to check z1222324y1¥2yays = 11111111

~

T (21, 22, 25, 24) = 1111 and (31, %2, s, y4) # (1111) then we compute k = 5(y1, vz, ys, ys)
and the output is the 4-bit vector given by

(D1, T), (Dr2 T), (Dr,3, 7Y, { Dic s T))-

The cost is one table lookup for D, 4 inner product computations and two comparisons
to verify (21,22, 73, 24) = 1111 and (y1, 2, y3, ya) # (1111).
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3. If (21, 22, 23, 24) # (1111) then we compute k = 8(z1, 22, 73, 24), I = 8(y1, Y2, Y3, Y4, ¥s)
and the output is the 4-bit vector given by

G1® ({Dx,1,7), (Dk,2, 7), (D3, T), ( Dk, T))-

The cost is one table lookup each for D and G, 4 inner product computations, one
XOR of 4-bit strings and one comparison to check (z1, 22, 23, 2¢) # (1111).

The maximum cost occurs in the last case, which is 2 table look-ups, 4 inner product com-
putations, one XOR and one bit string comparison. Alternatively, if F' is stored directly as
a look-up table of 4 x 2'® bits then the cost is one table look-up. However, this table look-up
is into a large table (of size 4 x 2'° bits) whereas the two table look-ups into D and G are

into much smaller sized tables.

8.5 General Methodology

The example in Section 8.4 illustrates the method for software implementation of the resilient
S-boxes described in Chapter 7. The basic points behind the example generalize quite easily.
In this section, we briefly describe this generalization.

As mentioned in Section 8.3, a description of an S-box constructed using the method of
Chapter 7 consists of the matrix L(C), the list of pairs indicating repetition pattern of linear
functions and the required nonlinear S-boxes Gi’s and/or G ’s.

The matrix L(C) is stored as a ((2™ — 1) x m) matrix D whose each entry is a u-bit
vector. Thus storing L(C) requires u x m x (2™ — 1) bits. Each G; is an (r;,m) S-box and
each Gy is an (r;;,m) S-box. Storing these as look-up tables require m x 27 and m x 27
bits respectively. Nothing else requires to be stored. Since the r;’s and the r;,’s are much
smaller compared to n, the total amount of storage space required will be much smaller than
m x 2" bits

The constructed S-box F' can be expressed as in (8.2). The strategy for evaluating the
output of I depends on the nature of this expression. Moreover, it is clear that such a
strategy can be formulated as described in Section 8.4.4. The of evaluating the output
computation of u-bit strings; one table look-up into matrix D; a

will be m inner product
few table look-ups into the Gy’s and the G| ;’s and some bit vector comparisons to determine
the case which is applicable for the given input vector. Given a particular S-box, the actual
strategy is casy to design as discussed in Section 8.4.4.
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Maiorana-McFarland construction consists of concatenation of linear/affine S-boxes. The
order of concatenation does not affect the construction. Thus in general one can consider any

permutation of the fons to be We will permute the rows of matrix D to
achieve this task. The method of changing the order of ion is simple. We will take
an array A[L,...,2™"1] of length 2. In array A the desired permutation of {1,...,2™"'}

is stored. Considering the matrix D as described in Section 8.4.4 we will take D 4f;),; instead
of D;; in computing the output. Thus we see that with this simple data structure using
an array A of length 2m~1 we can get (2™~!)! different S-boxes. Another way of doing this
has been described by Nyberg [83] for Maiorana-McFarland perfect nonlinear functions. The
implementation for an (n,m) S-box require one 2 bit shift register and need m inner product

computations and (m — 1) shifts.

8.6 Conclusion

In this chapter, we have described a method for soft impl. ion of resilient Mai
McFarland S-boxes from Chapter 7. The main features of our implementation are small
amount of memory and fast evaluation of the output. These features show that Maiorana-
McFarland S-boxes are suitable candidates for use in software implementation of nonlinear
combiner model of stream ciphers.
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