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Abstract

Symmetric key cryptographic primitives are essential tools used extensively in daily digital
interactions. These primitives are mainly designed to provide three key services: ensur-
ing data confidentiality, maintaining data integrity, and verifying the authenticity of data
sources. The primary types of symmetric key primitives that deliver these services include
block ciphers, stream ciphers, hash functions, message authentication codes, and authenti-
cated encryption with associated data. This thesis mainly explores the security analysis of
hash functions, several block ciphers, and stream ciphers using some advanced cryptanalytic
techniques.

We begin by examining the collision security of a hash function, specifically under the
assumption that the underlying compression functions are collision-resistant. This charac-
teristic is termed the collision-resistance preserving property of a hash function. Notably,
this property is present in both the Merkle-Damgard and Merkle tree hash structures. This
makes us wonder if it is possible to lower the number of calls to the underlying compression
function while still maintaining the property. In pursuit of this question, we prove that
for an ¢n-to-sn-bit collision-resistance preserving hash function, designed using r tn-to-n-bit
compression function calls, it must hold that r» > [(¢ — s)/(t — 1)], assuming all operations
other than the compression function are linear. Shifting our focus, we delve into advanced
techniques for enhanced cryptanalysis of block and stream ciphers. Initially, we concen-
trate on the impossible differential (ID) and zero correlation (ZC) attacks, which are pivotal
cryptanalytic methods for block ciphers. We introduce an advanced, unified constraint pro-
gramming (CP) approach based on satisfiability for identifying ID distinguishers in ARX and
AndRX ciphers alongside a similar method for pinpointing ZC distinguishers. Furthermore,
we extend our novel model to formulate a unified optimization problem that incorporates
the distinguisher and key recovery for AndRX designs. Our approach not only enhances 1D
attacks but also unveils new distinguishers for various ciphers, including SIMON, SPECK,
Simeck, ChaCha, Chaskey, LEA, and SipHash. Another significant cryptanalytic technique,
particularly applicable to the analysis of block and stream ciphers, is the division prop-
erty—an advanced version of integral cryptanalysis. Here, we explore the feasibility of the
MILP method for the bit-based division property using three subsets (BDPT) propagation
in ciphers with complex linear layers. We apply our novel method to discover integral dis-
tinguishers based on BDPT for the SIMON, SIMON(102), PRINCE, MANTIS, PRIDE, and
KLEIN block ciphers. The integral distinguishers identified by our method are superior to or
consistent with the longest existing distinguishers. Finally, we investigate the cube attack, a
powerful cryptanalytic technique against stream ciphers. We study the NIST lightweight 3rd
round candidate Grain-128AEAD through the lens of division property-based cube attacks.
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Initially, we introduce some effective cubes and construct an algorithm to identify condi-
tional key bits for these cubes in Grain-128AEAD. Subsequently, we employ the three-subset
division property without unknown subset based cube attacks to recover precise superpolies
for Grain-128AEAD in the weak-key setting, yielding improved results.
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e a>ba;>b,foralli=01,...,(n—1).

e a 3} b: There exists at least one i € {0,1,...,n — 1} such that, a; < b;.
e alr: (ap,aq,...,a,_1) satisfying a; = 1, if i € I, and a; = 0, otherwise.
e S—a §=S8u{a}, where S € F}.

e S—a §=3S\{a}, where S € F}.

e |S|: The cardinality of the set S.

e ¢;: The ¢-th unit vector in F7.

«0=0"1=1"

e wt(a): The hamming weight of a vector a
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a < 1: The vector a is shifted left by ¢ bits.

a < 1: The vector a is rotated left by 7 bits.
e AT: Transpose of the matrix A (also used with vectors).
e span(S): The subspace spanned by a set of vectors S.

e rank(S): The maximum number of linearly independent vectors in the set S.

Symbols that are not listed are either standard or only used once.
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Chapter 1

Introduction

Cryptography, a term originating from the combination of the Greek words kryptos, which
translates to “hidden secret”, and graphein, meaning “to write”, refers to the field dedicated
to secure communication when faced with potentially harmful individuals. Cryptography
is strongly associated with contemporary electronic communication, but its roots can be
traced back to ancient times. Examples of early cryptography can be found around 2000
B.C., during the era of ancient Egypt, where non-standard hieroglyphics were employed as a
means of secretive communication. Additional notable instances of cryptography throughout
history include the Caesar and Vigenere ciphers and the German Enigma machine used
during World War II. While these earlier encryption methods were considered effective at the
time of their use, they were eventually broken through mathematical analysis, cryptanalytic
techniques, and human ingenuity, well before advances in modern computing power made
cryptanalysis significantly more efficient.

Cryptography has undergone significant evolution in contemporary society, emerging as
a distinct field at the crossroads of mathematics and computer science. Upon examination,
it becomes evident that the broader term is cryptology rather than cryptography. Cryptology
encompasses two primary branches:

e CRYPTOGRAPHY refers to the scientific practice of concealing the intended message’s
meaning through secret writing.

e CRYPTANALYSIS involves the scientific and sometimes artistic pursuit of deciphering
cryptosystems. As cryptanalysis is crucial for verifying the security of a cryptosystem,
it plays an essential role within cryptology.

In the present era, cryptography has transformed and evolved into what we now refer to as
modern cryptography. This discipline draws heavily from intricate mathematical theories,
including but not limited to integer factorization, discrete logarithms, and the utilization of
one-way functions. For example, recovering a secret key hidden in a large search space with
exponential complexity is essential to cryptography. In this exposition, we aim to give a
thorough overview of the main issues in modern cryptography and explore its key areas.
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1.1 Modern Cryptography

Imagine a scenario where Alice and Bob possess a confidential key, denoted as k, and Alice
intends to send a message, represented as m, to Bob through a network. However, the primary
concern is to ensure the confidentiality of m, especially in the face of potential interception
by an adversary, referred to as Eve. In the scenario where Alice transmits the message
m to Bob, it leaves the message vulnerable to interception by the adversary, Eve, who can
easily access the content of the plaintext. Eve could exploit this vulnerability by altering
m into m’ and forwarding it to Bob. Notably, Bob remains oblivious to this modification,
making it impossible for him to discern whether the message originated from Alice or Eve.
Moreover, neither Alice nor Bob can refute the authenticity of the received message. Hence,
the primary challenge within modern cryptography revolves around mitigating these vul-
nerabilities to ensure secure communication across inherently insecure channels. Achieving
secure communication requires focusing on four distinct objectives.

e CONFIDENTIALITY safeguards information, ensuring only authorized individuals can
access it. Secrecy and privacy are often used interchangeably with confidentiality,
denoting protecting sensitive data. For example, only the sender (Alice) and the in-
tended recipient (Bob) should have access to the content of the message m, ensuring
complete confidentiality during transmission. Various methods exist to maintain con-
fidentiality, ranging from physical security measures to using complex mathematical
algorithms that encode data, making it incomprehensible to unauthorized parties.

e DATA INTEGRITY is a critical service that focuses on preventing unauthorized mod-
ifications to data. Preserving data integrity involves the ability not only to detect
but also to respond to any unauthorized alterations made by parties without proper
authorization. These alterations can encompass a range of actions, including inserting
new data, removing existing data, or substituting legitimate data with false or mislead-
ing information. For example, preventing an active adversary, who alters the message
from m to m’, from having m’ accepted is essential. Put differently, any modifications
made to the exchanged messages should be readily detectable by either Alice or Bob,
ensuring the integrity of the communication. Maintaining data integrity is essential for
ensuring data reliability, accuracy, and trustworthiness within systems and databases.

e AUTHENTICATION is a service closely linked to the identification process. It encom-
passes both entities involved in a transactions and the information being exchanged.
When two parties engage in communication, they must establish each other’s identities
securely. Specifically, Alice and Bob need to discern whether the exchanged messages
originate from themselves or an adversary, ensuring the security of their communica-
tion. Moreover, any information transmitted over a channel must undergo authentica-
tion procedures to verify its source, the time of origin, the content, and the time it was
sent. To address these requirements, cryptography often divides authentication into
two main categories: entity authentication and data origin authentication. Notably,
data origin authentication inherently ensures data integrity, as any modification to a
message would change its source.
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e NON-REPUDIATION is a crucial service that prevents an entity from disavowing prior
commitments or actions. When conflicts arise from an entity refusing to acknowl-
edge specific past actions, it becomes essential to have mechanisms to address and
resolve such disputes. For instance, a scenario might involve one entity authorizing
another to purchase property, only for the authorizing entity to later deny granting
such authorization. In the scenarios discussed above, we’'ve assumed Alice and Bob
are trustworthy, with Eve as the adversary. However, if Alice or Bob were to become
adversarial, it’s critical that any denial of their commitments regarding the exchanged
messages can be readily identified. This ensures accountability and integrity within
their communications. In such cases, a formal procedure involving the intervention of
a trusted third party is necessary to facilitate resolution and establish the authenticity
of the commitments or actions in question.

A primary objective of cryptography is to manage the aforementioned four security services,
both theoretically and practically, effectively. Cryptography is primarily categorized into
symmetric cryptography and asymmetric cryptography, depending on the secret key distri-
bution among the parties involved. A third category, often referred to as cryptographic
protocols, utilizes both cryptographic methods as foundational elements. Below, we provide
a detailed explanation of each category.

1.1.1 Symmetric Cryptography

Symmetric cryptography involves two parties using a shared secret key to encrypt and de-
crypt messages. Historically, from ancient times until 1976, all cryptographic methods were
symmetric. Symmetric ciphers continue to be widely utilized, particularly for encrypting
data and verifying the integrity of messages. Symmetric cryptography can be best under-
stood through a simple scenario: Imagine two individuals, Alice and Bob, who wish to
exchange information over a channel that is not secure. The term channel broadly refers
to any medium through which communication occurs, such as the Internet, the air used in
mobile or wireless LAN communications, or any other conceivable medium. The core issue
arises when an unauthorized individual, Eve, gains access to this channel, a practice known
as eavesdropping. In many cases, Alice and Bob would prefer their conversations to remain
private, away from Eve ’s prying ears.

In this context, symmetric cryptography serves as an effective strategy. Alice sends her
message m, encrypting it into ciphertext ¢ with the help of the key k using a symmetric
encryption method. Bob then receives this ciphertext and decrypts it using the same key k,
effectively reversing the encryption process.

What is the benefit?

With a robust encryption algorithm, the ciphertext appears as nothing more than random
bits to Eve, essentially providing no valuable information to her. The system requires a
secure method for distributing the key between Alice and Bob. In this scenario, we address
the issue of confidentiality, which involves concealing the message contents from an eaves-
dropper. However, cryptography offers a range of other capabilities, including safeguarding
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against unnoticed alterations to the message by Eve (message integrity) and ensuring that
the message indeed originates from Alice (sender authentication).

Symmetric key algorithms encompass various types, including stream ciphers, block ci-
phers, hash function, message authentication codes (MAC), and authenticated encryption
(AE). Stream ciphers and block ciphers serve the purpose of ensuring data confidentiality.
Typically, block ciphers employ the secret key to encrypt a plaintext block into ciphertext.
In contrast, stream ciphers encrypt the plaintext through X0R operations with a keystream
generated using the secret key. A cryptographic hash is an unkeyed function that accepts
messages of any length as input and produces a concise fixed-length digest of the message as
output. MAC ensures data integrity by creating a tag on the sender’s side, which is verified
on the receiver’s end. Encryption modes are employed to encrypt messages of variable lengths
using block ciphers. AE algorithms offer both data confidentiality and integrity by encrypt-
ing messages of any length and generating tags. With the increasing use of cryptography in
devices with limited resources, lightweight cryptography has gained prominence.

1.1.2 Asymmetric Cryptography

Symmetric cryptography has a long history, having been in use for over 4000 years. In con-
trast, asymmetric cryptography is a relatively recent development. It was first introduced
to the public in 1976 by Whitfield Diffie, Martin Hellman, and Ralph Merkle. Asymmetric
cryptography was developed to overcome the limitations of symmetric cryptography, partic-
ularly the need for a shared secret key between parties. In symmetric cryptography, both
the sender and the receiver must use the same key for encryption and decryption, which re-
quires securely exchanging the key beforehand—a challenging task, especially over insecure
communication channels. Even after addressing the key distribution challenge, managing
a potentially vast number of keys remains an issue. To address these limitations, Diffie,
Hellman, and Merkle introduced a groundbreaking concept: the key used by the sender to
encrypt the message does not need to remain secret.

More precisely, asymmetric cryptography differs from symmetric cryptography by intro-
ducing the concept of both a secret key, similar to symmetric cryptography, and a public
key. As an illustration, when Alice intends to transmit a confidential message to Bob using
RSA encryption, she employs Bob’s public key for encryption. Consequently, only Bob, pos-
sessing his private key, can decrypt and access the message. In addition to enabling secure
communication, asymmetric cryptography offers significant benefits, such as the ability to
create digital signatures. Digital signatures verify the authenticity and integrity of docu-
ments or messages, ensuring that they were indeed sent by the claimed sender and have not
been tampered with.

The security of asymmetric cryptography relies on computational problems that are hard
to solve without the private key, such as factoring large numbers (in RSA) or solving dis-
crete logarithms (in Diffie-Hellman and Elliptic Curve Cryptography). By addressing these
challenges, asymmetric cryptography has become the foundation for secure internet commu-
nications, including HTTPS, email encryption, and blockchain technologies.
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1.1.3 Cryptographic Protocols

A cryptographic protocol is a set of guidelines that relies on symmetric and asymmetric
techniques to ensure secure communication. An example is the Transport Layer Security
(TLS) protocol, which is used in all modern web browsers. When you visit a secure website
(such as those with “https” in the URL), TLS activates. First, it uses asymmetric methods
to establish a secure connection and exchange keys. Then, it switches to symmetric cryptog-
raphy, using the established keys to encrypt and authenticate the messages being sent back
and forth between your browser and the website’s server. This ensures the data stays safe
from prying eyes while it travels over the internet.

1.1.4 Cryptanalysis

Cryptanalysis plays a crucial role in evaluating the security of cryptographic systems, as it
helps identifying weaknesses that could be exploited by attackers. According to the Kerck-
hoffs’ Principle,

“A cryptosystem should be secure even if the attacker knows all details about the system,
with the exception of the secret key. In particular, the system should be secure when the
attacker knows the encryption and decryption algorithms.”

So, cryptanalysis involves techniques and methods to decipher encrypted messages with-
out knowledge of the key. Cryptanalysts typically aim to find weaknesses or vulnerabili-
ties in cryptographic algorithms, protocols, or implementations to exploit them and gain
unauthorized access to encrypted data. In addition, cryptographers use the insights from
cryptanalysis to design more robust and resilient cryptographic algorithms and protocols.
Cryptanalysis is divided into two primary categories: mathematical cryptanalysis and imple-
mentation attacks. The first focuses on the mathematical foundation of the cryptographic
system, while the second utilizes side-channel data, such as power usage or timing, to break
into a cryptosystem. For both types of attacks, an attacker needs specific resources—data,
time, and memory storage, which are referred to as metrics of attack complexity. The effi-
ciency of these complexity metrics enhances the effectiveness of an attack. As detailed in the
following section, various methods can be used to perform cryptanalysis on cryptographic
systems.

1.1.5 Tools for Cryptanalysis

As a result of Kerchkoffs’ principle, a cryptographic algorithm must be constructed in such a
manner that even if an attacker possesses complete knowledge of the scheme’s structure, they
cannot compromise its security without access to the key. Therefore, developing symmetric
primitives and schemes is a challenging and frequently time-consuming endeavour, necessi-
tating significant cryptanalysis efforts. The rise of cryptographic competitions has become
a popular approach for cultivating concentrated efforts, pinpointing the most prospective
candidates, and improving overall confidence in their security. United States National Insti-
tute of Standards and Technology (NIST) or ECRYPT, a European Union-funded Network
of Excellence, initiate public competitions for specific types of cryptographic schemes. The
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global cryptographic research community can suggest candidate ciphers and collaboratively
analyze them over several years.

Numerous cryptographic algorithms undergo standardization processes, such as the Au-
thenticated Encryption Standard (AES) [1], [2], Secure Hash Algorithm 3 (SHA3) [3], the
CAESAR competition [4], the New European Schemes for Signatures, Integrity, and Encryp-
tion (NESSIE) [5] project, eStream [6], the Lightweight Cryptography (LWC) [7] competition
and others. Algorithms submitted to these competitions are publicly disclosed and subjected
to a thorough analysis over several years. Following public scrutiny, a single algorithm or
a suite of algorithms is standardized, depending on the competition’s criteria. Therefore,
creating cryptographic schemes alone does not fulfil the requirements for establishing a se-
cure system. A thorough analysis of these systems is essential to instil confidence in their
reliability and suitability for practical applications.

The effectiveness of these competitions relies significantly on the comprehensive eval-
uation of all participants. This task becomes increasingly challenging as the number of
contenders continues to rise. The complicated structure of certain candidates and design
methodologies that are less amenable to manual cryptanalysis have led to a significant re-
liance on automated cryptanalysis tools. In addition, performing cryptanalysis on various
cryptographic schemes can be time-consuming and potentially error-prone when approached
manually. Furthermore, cryptanalysis often involves computationally intensive tasks, such
as searching for vulnerabilities or optimizing parameters. Automated tools leverage com-
putational power to tackle these tasks more effectively than manual methods by framing
the procedure as search or optimization problems, leading to faster discoveries and advance-
ments in cryptographic techniques. Such challenges are often tackled using existing tools like
satisfiability (SAT), mixed-integer linear programming (MILP), and constraint programming
(CP) solvers, or specialized tools integrating techniques from related fields. Additionally,
automated tools provide consistency and reproducibility in cryptanalysis. Results obtained
through automated processes can be easily verified and replicated by other researchers, en-
hancing the reliability of findings and facilitating collaboration within the cryptographic
community. Widely utilized applications include techniques such as differential cryptanal-
ysis, linear cryptanalysis, the division property, and others. In summary, these tools for
cryptanalysis are indispensable for advancing cryptographic research, improving security,
and ensuring the robustness of cryptographic systems in an increasingly digital world.

1.2 Thesis Outline and Contribution

The thesis predominantly focuses on analyzing the security of symmetric-key cryptographic
primitives through advanced cryptanalytic techniques. While the primary goal is to develop
and apply new cryptanalysis methods, a complementary aspect explored in Chapter 3 in-
volves a provable security analysis of hash modes. The interplay between provable security
and cryptanalysis is fundamental in modern cryptography. Cryptanalysis aims to identify
weaknesses in cryptographic designs by actively searching for attacks, whereas provable secu-
rity seeks to establish formal security guarantees under well-defined theoretical assumptions.
While these two approaches may seem distinct, they are inherently interconnected: crypt-
analysis provides empirical validation by testing whether a cryptographic scheme holds up
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against practical attacks, while provable security offers a rigorous framework to reason about
security under idealized models. Together, they create a more comprehensive understand-
ing of cryptographic strength—provable security sets necessary conditions for security, and
cryptanalysis assesses whether these conditions hold in real-world scenarios.

In particular, the investigation of collision-resistance preserving properties in Chapter 3
aligns with the overarching theme of assessing symmetric-key security. By proving lower
bounds on the number of compression function calls necessary for preserving collision resis-
tance, this work contributes to understanding fundamental limits in hash function design.
This analysis, though distinct from direct attack methodologies, ultimately serves the same
goal as cryptanalysis: evaluating and strengthening the security of symmetric-key schemes.

On the other hand, this thesis also explores the cryptanalysis of various symmetric-key
primitives, including block ciphers and stream ciphers, using classical techniques. Addition-
ally, it introduces novel automated methods to enhance the efficiency of cryptanalysis across
a wide range of symmetric-key cryptosystems. Thus, the study introduces sophisticated
techniques—ranging from automated attack frameworks to theoretical security bounds—all
aimed at deepening our understanding of symmetric-key cryptographic security. The primary
research of the thesis is organized as follows.

e In Chapter 2, we commence with a concise overview of symmetric cryptographic primi-
tives, particularly emphasizing block ciphers, stream ciphers, and hash functions. Sub-
sequently, within this chapter’s latter section, we provide a brief exposition of fun-
damental cryptanalytic methodologies, which will be further explored in subsequent
thesis chapters. Furthermore, we briefly describe all symmetric cryptosystems, includ-
ing block ciphers and stream ciphers, subjected to cryptanalysis within this thesis.

e In Chapter 3, we put our focus on the collision security of a hash function, specifically
under the assumption that the underlying compression functions are collision-resistant.
This property of a hash mode is called collision-resistance preserving property. No-
tably, both the Merkle-Damgard and Merkle tree hash structures exhibit this property,
prompting the question of whether it is possible to reduce the number of underlying
compression function calls while maintaining the collision-resistance preserving prop-
erty.

While Merkle-Damgard and Merkle tree hash mode can process ¢ block messages by
making ¢ or (¢ — 1) calls to the underlying 2n-to-n bit compression function, in [§],
[9] two important hash modes T5, and ABR have been proposed which can handle an
extra message block than Merkle-Damgard and Merkle tree while maintaining same
count of compression function calls. Moreover, in [8], [10], the collision security of Tj,
and ABR hash mode are discussed under the ideal model assumptions of the com-
pression functions. However, it is an open problem to establish the collision-resistance
preserving property of these hash modes.

In pursuit of this question, first, we prove that T5 and ABR hash mode do not possess
the collision-resistance preserving property. Additionally, we provide a lower bound
on the compression function calls of a collision-resistance preserving hash function,
assuming all the operations other than the compression functions are linear in the
hash mode. Precisely, we prove that, for an ¢n-to-sn-bit collision-preserving hash
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function, designed using r tn-to-n-bit compression function calls, it must hold that
r = [({—s)/(t—1)]. This result shows that Merkle-Damgard and Merkle tree hash are
indeed optimum constructions in the light of collision-resistance preserving property.
This work is published in [11].

Chapter 4 focuses on the essential cryptanalytic strategies of impossible differential
attack (ID attack) and zero-correlation attack (ZC attack), which are fundamental for
evaluating block ciphers. To thoroughly investigate impossible differential (ID) and
zero-correlation (ZC) attacks on block ciphers, one must go through two key phases:
firstly, identifying a distinguisher, and secondly, recovering the key using that dis-
tinguisher. This approach requires meticulous tracking of how differences (or linear
masks) propagate at the word or bit level within the cipher. Attempting this manu-
ally can be extremely time-consuming and is prone to errors. Notably, in [12], [13],
the authors introduced both word-based and bit-oriented CP-based models for ID /ZC
attacks based on the satisfiability of the CP model, extendable to a unified constraint
optimization model for key recovery, applicable to strongly /moderately aligned designs
like SKINNY, and weakly aligned designs such as Ascon. While the methods in [12],
[13] improved the best-known ID/ZC attacks on several SPN ciphers, their applica-
tion to an essential category of block ciphers, i.e., Addition-Rotation-XOR (ARX) and
And-Rotation-XOR (AndRX) designs, was left for future work.

In this chapter, we extend the methods proposed at EUROCRYPT 2023 and ToSC 2024
for finding ID attacks [12], [13] from different aspects. First, we provide a CP-based
model based on satisfiability to find ID distinguishers for ARX and AndRX ciphers.
We also show the applicability of our new CP models for finding ZC distinguishers.
Next, we show how to extend the CP-model for key recovery in [12], [13] for bit-
wise designs, particularly for AndRX designs. Lastly, we put our new models for
distinguisher and key-recovery parts into a unified CP model for finding the complete
ID attacks, including the key recovery evaluations.

To show the usefulness of our methods, we apply them to find ID distinguishers/attacks
on several ARX (SPECK [14], ChaCha [15], Chaskey [16], SipHash [17], and LEA [18]) and
AndRX (SIMON [14], and Simeck [19]) ciphers and improve the best previous results.
We provide ID distinguishers for ChaCha, Siphash, SPECK-96, and SPECK-128 for the
first time, along with that, we provide several new ID distinguishers for Chaskey and
SPECK with truncated input/output differences. Additionally, we improve ID attacks
on SIMON-64-96, SIMON-64-128, SIMON-128-128, and SIMON-128-256 by one round,
and SIMON-128-192 by two rounds. This work is published in [20].

In Chapter 5, we concentrate on another significant cryptanalytic technique, particu-
larly applicable to the analysis of block ciphers and stream ciphers, which is the division
property- an advanced version of integral cryptanalysis.

In [21], one of the most advanced variants of the division property, known as the bit-
based division property using three subsets (BDPT), was introduced. Later, in [22], the
authors proposed the variant three subset division property (VTDP), which they used to
enhance some integral distinguishers, though it did so at the expense of some accuracy
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of BDPT. To address this, in 23], the authors introduced a method for modeling
the propagation of BDPT. More recently, in [24], the authors proposed a model set
method for searching integral distinguishers based on BDPT. These approaches have
been applied to block ciphers that feature a simple bit permutation as their linear
layer.

To broaden the applicability of BDPT, we introduce a method to accurately determine
BDPT propagation through complex linear layers. We then develop an advanced au-
tomatic search algorithm for BDPT to identify integral distinguishers for block ciphers
with complex linear layers. For the first time, we apply BDPT to block ciphers with
complex linear layers, enhancing integral distinguishers for PRINCE [25], MANTIS [26],
KLEIN [27], and PRIDE [28| by one round. Additionally, our model is applied to all vari-
ants of SIMON, including SIMON(102) block ciphers. The distinguishers we discover
are consistent with the previously longest distinguishers [24], but our tool operates
faster than previous tools [24], [29]. This work was published at [30].

In Chapter 6, we examine the cube attack, a potent cryptanalytic method introduced by
Dinur and Shamir in [31], known for its effectiveness against symmetric cryptosystems.

Given that Grain-128AEAD [32] is a finalist of the NIST lightweight cryptography
competition, its cryptanalysis is a significant area of research. By applying division
property-based cube attacks, exact superpolies for the 190, 191, 192-round versions of
Grain-128AEAD have been effectively recovered, enabling key-recovery attacks [33]-[35].
However, these cube attacks involve relatively high cube dimensions.

In this context, we initially search for efficient cubes with lower dimensions than pre-
vious division property-based cube attacks, aiming to recover superpolies effectively.
We introduce several cubes with dimensions 91, 92, 93, and 94 for Grain-128AEAD. We
propose an algorithm that sets specific conditions on key bits based on cube variables.
To apply our method, we utilize the three-subset division property without unknown
subsets to accurately recover the superpoly of Grain-128AEAD in a weak-key setting.
We successfully determine exact superpolies for 192-195 rounds of Grain-128AEAD in
this setting, marking the best results for Grain-128AEAD in the weak key setup best
known to us. This work was published in [36].

Chapter 7 provides a summary of all the findings presented in this thesis and discusses
potential avenues for future research.
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Chapter 2

Preliminaries

2.1 Symmetric Cryptographic Primitives

Symmetric key cryptographic primitives are essential tools used extensively in daily digi-
tal interactions. They play a crucial role in ensuring secure communications across various
platforms, including TLS (Transport Layer Security) versions 1.2 and 1.3, IPSec (Internet
Protocol Security), SSL (Secure Socket Layer), as well as in numerous other applications
such as online and chip-based payment systems, wireless networks, and RFID (Radio Fre-
quency Identification) technology. These primitives are primarily designed to provide three
essential services: ensuring data confidentiality, maintaining data integrity, and verifying the
authenticity of data sources. The primary types of symmetric fundamental primitives that
deliver these services include stream ciphers, block ciphers, hash functions, message authenti-
cation codes, and authenticated encryption with associated data (AEAD). Below, we provide
a broad overview of block ciphers, stream ciphers, and hash functions relevant to this thesis.
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Figure 2.1: Iterated construction for a block cipher

2.1.1 Block Ciphers

A block cipher consists of a deterministic algorithm, denoted as € = (F, D), which manages
the encryption and decryption processes of a block of bits. Here, E represents the encryption
algorithm, while D represents the decryption algorithm. If we consider the key space of €
as IC and the message space as X, then & = (F, D) is a block cipher designed for use over
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the domain (K, X).

The encryption algorithm, denoted as E, operates as a function £ : KxX — X. This means
that for each key k € K, the function Ey : X — X yields a permutation. Symmetrically,
the decryption algorithm, D, functions as the inverse permutation of Ej, ensuring that
Dy(Ex(z)) = « for all inputs 2 € X and keys k € K. This condition of correctness ensures
that after encryption followed by decryption, the original message is obtained, maintaining
the integrity of the data.

Generic Structures of Block Ciphers

A prevalent approach to creating a block cipher involves the iterative modification of an
internal state initially set by the plaintext. This process entails the repeated application of a
fundamental transformation known as the round function to the internal state. Concurrently,
a key schedule algorithm is implemented to generate subkeys derived from the original secret
key. These subkeys are incorporated into the internal state, ensuring the key influences the
round functions. Having examined the encryption and decryption processes utilizing a block
cipher, we then discuss the structural specifics of the encryption and decryption algorithm.
One common approach to designing the round function involves the Feistel structure or
the Substitution Permutation Network (SPN). These configurations determine the specific
operations executed in each block cipher round, shaping the encryption and decryption
processes.

SPN round function. In the SPN round function, each round processes all bits simulta-
neously, incorporating both a linear and a non-linear layer. The non-linear layer generally
includes multiple small permutations, known as S-boxes, which work concurrently on dif-
ferent segments of the internal state. On the other hand, the linear layer involves a linear
operation that blends the S-box outputs, typically through matrix multiplication. The sub-
key is combined with the internal state using an XOR operation.

Figure 2.2: Block Cipher Utilizing Substitution-Permutation Network (SPN) Round Func-
tion
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A prominent instance of an SPN round function is observed in the AES [2] (Advanced Encryp-
tion Standard), where the block size is 128 bits and the S-boxes operate on 8-bit segments.
The linear transformation in AES consists of the ShiftRows and MixColumns operations.
Additionally, lightweight block ciphers like PRESENT [37] and GIFT [38] also utilize SPN
structures but with smaller parameters: block size of 64 bits and S-boxes operate on 4 bits,
respectively, where the linear layer is implemented as a bit permutation. These examples
highlight the adaptability of SPN designs to different security requirements and hardware
constraints, making them suitable for various encryption tasks.

Feistel round function. In a Feistel round function, only one-half of the total bits are
processed during each round. This structure divides the block into two halves; during each
round, the operation applies transformations to one half while the other remains unchanged,
allowing efficient and effective data mixing. Here, the round function uses a keyed function
Fy,; and splits the internal state into two branches L; and R;. It can be defined as:

Ljy = R,

Rj1 = L; @ Fy, (R))
This type of round function is simple to reverse, which enables both the encryption and
decryption processes to utilize the function Ff, in the same direction, negating the need for
Fk, to be a permutation. The former NIST standard, the Data Encryption Standard (DES)

[39], is the most well-known block cipher that employs this architecture. Other important
and famous examples are SIMON [14] and Simeck.

R;

Lijto Rjyo

Figure 2.3: 2-round Feistel structure

2.1.2 Stream Ciphers

A stream cipher is an encryption algorithm that encrypts data one bit or byte at a time.
Unlike block ciphers, which encrypt data in fixed-size blocks (typically 64 or 128 bits), stream
ciphers work with continuous data streams, making them suitable for environments where
data arrives unpredictably or where it is impractical to handle data in large blocks. From a
mathematical perspective, a stream cipher is described as a function F' that, upon receiving
a secret key k and an initialization vector (IV'), produces a sequence of keystream bits,
denoted zp, 21, ... like this. The encryption and decryption are constructed using bitwise
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XOR operation such as y; = x; ® z;, and x; = y; @ z;, respectively. In this context, it is
assumed that with a constant key k, the initialization vector I'V should not be reused with
the same key to prevent the repetition of the keystream.

The security of the keystream largely hinges on the selection of F'. Firstly, the keystream
should appear as random as possible to an observer. Secondly, even if they have some
keystream bits, they shouldn’t be able to predict the next bit with any significant accuracy.

The function F' typically operates in two steps. In the first step, named key initialization
step, we prepare the system with the key and initialization vector. Therefore, we go through
a setup process without outputting any bits. Finally, during the keystream generation step,
we produce the keystream bit by bit while updating the system. We keep doing this until
we have enough keystream bits.

Examples. One of the most famous stream ciphers, RC4, has historically been used in
protocols like WEP (Wired Equivalent Privacy) and TLS (Transport Layer Security). How-
ever, it has fallen out of favour due to security vulnerabilities. Another important example
is ChaCha20, a modern stream cipher that provides high-speed encryption and has been
adopted in various security protocols, including TLS and disk encryption, in some systems.
Other notable instances of F' encompass systems like Grain, Trivium, Lizard, Acorn, and others.
These are founded on Non-Linear Feedback Shift Registers (NLFSRs) or a blend of Linear
Feedback Shift Registers (LFSRs) and NLFSRs coupled with a filtering function. Stream
ciphers are designed to be fast and efficient, especially in constrained environments. How-
ever, they require careful implementation and management to ensure security, particularly
in generating and handling the keystream.

2.1.3 Hash Functions

Cryptographic hash functions are widely used in cryptography and mainly used in various
protocols. They generate a digest of a message, which is a concise, fixed-length string of
bits. Its digest or hash value acts as a fingerprint for any message, uniquely characterizing
it. In cryptography, hash functions have multiple applications: They are a fundamental
component of digital signature schemes and message authentication codes.

Security Requirements of Hash Functions

In contrast to other cryptographic algorithms, hash functions lack the concept of keys. The
inquiry now revolves around identifying the attributes necessary for a hash function to ensure
security. Therefore, a hash function H should satisfy the following three properties to be
secure:

e Preimage Resistance: Finding an input message z that satisfies z = H(z), where H
denotes a hash function, should be computationally impractical when provided with a
hash output z.

e Second Preimage Resistance: For a given message x1, generating a distinct message
xo with x; # x5, but with equal hash values H(z1) = H(xs), is computationally
difficult.
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e Collision Resistance: A hash function is called collision resistant when it becomes
computationally challenging to locate two distinct inputs, represented as x; and wo
(x1 # x3), such that their hash values, H(z1) and H(z3), coincide.

a; b; C; d; €;

| B
—| <5 H
<
H— K

» 7

Figure 2.4: SHA-1 step function

Overview of Hash Algorithms

Cryptographic hash functions are fundamental to modern cryptography, providing essential
functionality in ensuring data integrity, authentication, and digital signatures. Their design
has evolved over time, driven by the need to address emerging security challenges, efficiency
requirements, and the increasing complexity of cryptographic applications.

The primary purpose of hash functions is to transform variable-length messages into
fixed-length outputs, or digests, which act as unique fingerprints of the original data. This
enables the detection of even the smallest modifications to a message. Hash functions are
indispensable in digital signature schemes, message authentication codes, and many crypto-
graphic protocols due to their efficiency and reliability.

However, designing secure hash functions is challenging. The earliest hash functions, such
as MD5 and SHA-1, were designed using the Merkle-Damgard construction, which relies on
iterative processing of fixed-size input blocks with a compression function. These designs
were effective for many applications but eventually became vulnerable to practical collision
attacks as cryptanalysis techniques improved. This vulnerability underscored the need for
more secure and flexible designs. To address these shortcomings, alternative approaches were
explored:

e Dedicated Hash Functions. These algorithms are purposefully designed and opti-
mized to fulfill the role of hash functions, ensuring they meet the necessary requirements
for securely converting variable-length inputs into fixed-length outputs.
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e Block Cipher-based Hash Functions. In scenarios where dedicated hash functions
were unavailable or unsuitable, block ciphers like AES were adapted to construct hash
functions. Techniques such as the Matyas-Meyer-Oseas and Davies-Meyer construc-
tions offered a way to leverage existing cryptographic primitives, ensuring efficiency
and reusability in resource-constrained environments.

e Sponge-based Hash Functions. The sponge construction introduced a paradigm
shift, offering a unified framework for both hashing and authenticated encryption. By
absorbing input data into an internal state and squeezing out the desired output, this
design addressed many limitations of earlier constructions. SHA-3, the most prominent
sponge-based hash function, provides enhanced flexibility and strong security proper-
ties, making it suitable for diverse applications.

Each construction reflects a response to specific challenges or limitations, illustrating the
continuous evolution of hash function design. A detailed explanations can be found as below.

Dedicated Hash Functions. Over the past twenty years, numerous constructions within
this category have emerged. In practice, the SHA family of hash functions, including vari-
ants like SHA-256 and SHA-3, is commonly used across various cryptographic applications.
However, older hash functions such as MD5 and RIPEMD, are largely obsolete and rarely
used today.

Hash Functions from Block Ciphers. Block cipher chaining techniques offer another
avenue for constructing hash functions. Among the famous constructions arising from block
ciphers is the Matyas-Meyer-0Oseas scheme. To construct this hash function, we start by
splitting the message = into fixed-size blocks x;. Each block z; is then encrypted using a
block cipher E, with the key being the previous chaining value H; ;. Suppose the encryption
of the plaintext block x; is y;. Therefore, to generate a new chaining value H;, y; is XORed
with the plaintext block z;.

H; = Eym,)(z:) @ x;

Two other well-known block cipher-based hash function designs are the Davies-Meyer and
Miyaguchi-Preneel constructions.

Sponge-based Hash Functions. The operation of a sponge-based hash relies on a sponge
construction, which absorbs input data into a fixed-size state and then squeezes out the
output data. The function starts with an initial empty state, divided into the rate () and
the capacity (c¢). To ensure the input data fits the rate section properly, the input message
is padded, and the padded message is absorbed in blocks the size of the rate. This phase
is called absorbing phase. Once all input data is absorbed, the hash value is produced by
outputting data from the rate section in blocks. This squeezing continues until enough data
has been output to meet the desired hash length. This method is distinguished by its ability
to absorb input data and then squeeze out the desired output, making it highly effective and
secure for cryptographic purposes.
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Figure 2.5: Sponge construction

2.2 Basic Cryptanalytic Techniques

Classical cryptanalysis typically employs algorithms to recover either the plaintext m from
the encrypted message ¢ or to deduce the key k used in encryption from the encrypted mes-
sage c. As previously discussed, cryptanalysis is generally categorized into two main types:
mathematical cryptanalysis and implementation attacks. In mathematical cryptanalysis, at-
tackers often use the encryption method’s internal structure or brute-force attacks, which
consider the encryption algorithm as a black box and systematically test all potential keys.
This section first outlines various attack objectives and then discusses different strategies for
breaking encryption algorithms.

2.2.1 Attack Models

To evaluate the security of block ciphers, we need to consider both the definition of security
and what the attacker can do. The attacker’s capabilities, known as the attack model, are
typically categorized based on the information the attacker can access.

e Ciphertext only attack. The attacker is limited to viewing the ciphertexts only.

e Known plaintext attack. The attacker can see both the original messages and their
encrypted versions.

e Chosen plaintext attack. The attacker can select any message for encryption by the
system and subsequently observe the resulting ciphertext. A chosen plaintext attack
is more powerful than a known plaintext attack.

e Chosen ciphertext attack. The attacker can choose any ciphertext to be decrypted
by the system and then see the resulting message.

e Adaptively chosen plaintext attack. In this attack model, the attacker can choose
the plaintexts based on the previously obtained plaintext-ciphertext pairs.
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e Adaptively chosen ciphertext attack. In this attack model, the attacker can
choose the ciphertexts based on the previously obtained plaintext-ciphertext pairs.

In all the attack models described earlier, the attacker can only get the matching ciphertext
(or plaintext) for a known or chosen plaintext (or ciphertext) by making the system generate
an output. The system processes requests termed as queries, and an entity that responds to
these requests is designated as an oracle. Additionally, the attacker can have the following
model:

e Single Key Attack. In this model, the attacker acquires the data related to a fixed
secret key.

e Related Key Attack. In this model, the attacker can get several ciphertexts (resp.
plaintexts) for a single plaintext (resp. ciphertext), and these are encrypted (resp.
decrypted) using different keys. It is important to note that the attacker knows how
these keys are related.

2.2.2 Goal of the Attacker

Once the adversary has collected an ample amount of data relevant to a specific scenario
and within a defined framework, their objective is to pursue one of the following goals:

e Distinguishing attack: The distinguishing attack targets the differentiation between
data acquired from an actual encryption or decryption oracle and that from an idealized
oracle. The idealized oracle generates a fixed-length string chosen uniformly at random,
challenging the attacker to discern distinct output characteristics.

e Key Recovery Attack: In this scenario, the attacker tries to retrieve the secret key
used to encrypt the messages.

Complexity of Cryptanalysis.

Three crucial factors Data, Time, and Memory [40] are employed to assess the effectiveness of
an attack.

e Data Complexity. The total number of queries made to the encryption (or decryp-
tion) oracle to execute an attack in any attack model defines its data complexity.

e Time Complexity. The total number of operations required to execute an attack,
which includes both online operations (interactions with an oracle or system) and offline
computations (such as analysis or search operations). Time complexity captures the
overall computational effort needed for the attack to succeed.

e Memory Complexity. The total amount of memory required to store all intermediate
values, state variables, or data needed for the attack. This includes temporary storage
used for calculations and any necessary data structures. For statistical attacks, it
typically involves on-the-fly generation of data rather than storing large sets, such as
plaintext-ciphertext pairs.
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2.2.3 Differential Cryptanalysis

Differential cryptanalysis is widely recognized as a powerful technique for analyzing symmet-
ric key algorithms. It was originally introduced by Biham and Shamir [41] and was initially
employed in the analysis of the block cipher DES. Since then, this method has been utilized
to scrutinize various other cryptographic algorithms. In essence, differential cryptanalysis
focuses on the discrepancies between two distinct computations.

Figure 2.6: General definition of a differential

Basic Concept and Definitions

The difference between two values x and 2/, denoted as dx, is defined by 0x = @ 2’. When
these values = and 2’ undergo processing by the function f, the resulting output difference
0y is expressed as:

oy = f(z)® f(a').
This formulation illustrates how dy represents the difference in the outputs of f for inputs x
and z’. Differential cryptanalysis involves comparing differences in input and output values
of a block cipher Ej. It then assesses the probability that the event dx By 0y occurs when x

is randomly chosen from a uniform distribution, where dz is the input difference, and dy is
the output difference. More formally, we have the following definition:

Definition 2.1 (Probability of Difference Propagation [40]) Consider a function F
such that n denotes the bit-length of its input. The probability that a specific input difference
ox yields a specific output difference oy via the function F is determined by

_ #{rxe{0,1}" | F(zr)®F(x@ox) = 5y}'

Pr[oz 5 6y] o

This probability quantifies how often the difference dx in the input of F causes the difference
0y in its output.

47



Differential Propagation

This section details how differences propagate through the fundamental operations commonly
used in block ciphers.

Proposition 2.1 (Differential Propagation through Linear Functions) Consider L
as a linear function, and let dx denote any input difference. Then, the following probabilities
hold:

1. For any difference dx, we have
Pr[6z -2 L(6z)] = 1

This states that the input difference dx always propagates to L(dx) through the linear
function L.

2. For any difference éy where dy # L(0x),
Pr[oz 2 6y] = 0

This indicates that any other output difference 0y apart from L(dx) cannot result from
the input difference dx through the linear function L.

It is crucial to emphasize that for any sequence of linear computations, the resulting
output difference can be deterministically computed from the input difference. However,
when a function f does not adhere to the linearity property, meaning there exists a pair
(a,b) such that f(a) + f(b) # f(a + b), no efficient method is currently known to derive
high probability differential propagation. Therefore, it is necessary to consider all potential
scenarios as defined in the probability of differential propagation (Definition 2.1).

Proposition 2.2 (Differential Propagation through S-box) Let S be a n-bit S-boz,
and 6z, 0y are the input and output differences w.r.t the function S. Then, we have,

Ds(0z,0y) = {x € Fy : S(z) ® S(z @ dz) = dy}|
where Dg is a 2™ x 2" table (Difference Distribution Table) to capture the distribution of the
differences w.r.t the function S-box.

Differential Distinguisher and Key Recovery Attack

Let E denote an n-bit block cipher, and consider an r-round differential (dx¢,dx,) with
probability p. Differential cryptanalysis is typically a chosen plaintext or ciphertext attack.
The attack can be divided into two main phases: the distinguishing phase and the key
recovery phase.
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Distinguishing Phase
e The attacker chooses a random plaintext Fy = o and constructs P = z( = o @ dxo.
e The encryption oracle is queried with ) and P}, producing the ciphertexts Cy and CJ.

e This process is repeated N times to obtain N plaintext-ciphertext pairs (P;, C;) and
(P!,C!), where i =1,2,..., N.

e Out of N pairs, approximately Np pairs are expected to satisfy C @ C’" = dx,., where
dx, is the expected ciphertext difference.

Key Recovery Phase. To extend the r-round differential distinguisher into a (r + k)-
round key recovery attack, the attacker exploits the additional rounds to deduce partial
information about the subkey(s) involved. This process can be generalized as follows:

¢ Adding Rounds: The attacker can add key recovery rounds either before or after the
r-round differential, depending on the cipher’s structure and the differential’s propaga-
tion properties. The number of key recovery rounds (k) is not limited to 1 and depends
on the cipher’s design and the attacker’s strategy.

e Plaintext-Ciphertext Collection: The attacker collects N plaintext-ciphertext
pairs (P, C;) and their corresponding difference pairs (P! = P; @ dxg, C}), ensuring
that the ciphertext differences are analyzed for possible key candidates.

e Subkey Guessing: For each additional round:

1. The attacker guesses a portion of the subkey K, where j denotes the specific
round’s subkey.

2. Using the guessed subkey, the attacker partially decrypts (or encrypts) the ci-
phertext (or plaintext) to reverse the added round and check if the differential
holds.

3. A counter mechanism can be employed to track the number of valid guesses for
each key candidate, where the most frequent candidate is identified as the correct
subkey.

e Master Key Recovery: The subkey guesses are combined to recover the full master
key or a significant portion of it. If the cipher uses the same subkey for all rounds (i.e.,
subkey size equals the master key size), the attacker may require alternative strategies,
such as exploiting weak keys or structural properties of the cipher, as storing all possible
pairs may not be feasible.

Example: A Simplified Key Recovery Scenario. To illustrate the concept, consider
a simple (r + 1)-round key recovery attack:

e The attacker collects N plaintext-ciphertext pairs (P, C;) and (P! = P; @ dxg, C}).
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e Assuming K, is the subkey for the last round, the attacker guesses K, and partially
decrypts C; and C! through the last round. Specifically, for every guessed value of K,
and for each pair (P;, C;) in the collected plaintext-ciphertext pairs (P, C;) and (P; @
dxg, C!), the attacker performs decryption using K, 1, computing z, = f~{(C;® K, 1)
and o/, = f~HC!® K, 11).

e The attacker initializes an array named counter where each element counter|[i] is set
to 0 for i = 0,1,...,2% — 1, with s representing the bit-length of the r + 1-th round
key K,.1. Now, if z. @ z/. = 0x,, the attacker increments the corresponding counter
counter|[K, 1] by 1. Eventually, one of the counter values will significantly surpass
the others (specifically reaching c¢), indicating the correct candidate for K,,;. It is
important to note that, using a counter is one of the possibilities.

Note: The example provided here is deliberately simplified to explain the core concept.
In practice, key recovery attacks can involve multiple rounds, more complex differential paths,
and additional considerations such as memory constraints and optimized search techniques.

2.2.4 Impossible Differential Cryptanalysis

Impossible differential cryptanalysis, a variant of differential cryptanalysis, utilizes a dif-
ferential propagation that can never occur. The basic definition of impossible differential
characteristics is as follows:

Definition 2.2 (Impossible Differential Characteristics [40]) Let dz and oy denote
the input and output difference of function F. A pair (dz,dy) is termed an impossible dif-
ferential for F if

Pr[oz 5 6y] = 0

Example. A trivial example of an impossible differential characteristic is that a non-zero
input difference cannot propagate to a zero output difference through a bijective function F.

Brief Overview. Lars Knudsen [42] first employed the impossible differential attack
against the 128-bit block cipher DEAL. Furthermore, in [43], the authors used the term
impossible differential and demonstrated a technique for constructing an impossible differ-
ential over 27 rounds using two r-round differentials with a probability of 1. In this method,
the initial differential converts the difference dx to §z in one direction, while the subsequent
differential converts dy to 0z’ in the opposite direction. Should the differences fail to align,
the 2r-round differential dx — dy is identified as an impossible differential. This technique is
known as the miss-in-the-middle approach. Figure 2.7 illustrates an example of miss-in-the-
middle attack on AES. Although we illustrate this example using AES, a similar structure
for the meet-in-the-middle attack can be observed in other AES-like block ciphers. The
variations may arise primarily from differences in the branch number of the MixColumns
operation and the specifics of the ShiftRows operation. An impossible differential attack
leverages impossible differential characteristics within a cipher to deduce the correct key,
eliminating incorrect keys that lead to this improbable differential. In detail, the attack
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Figure 2.7: Overview of miss-in-the-middle concept on AES

methodology starts by finding an r-round impossible differential. We enhance the impos-
sible differential attack by incorporating additional rounds before and after. If a potential
key produces the impossible differential during partial encryption or decryption of a given
pair, that key is discarded to narrow down potential matches. The objective is to eliminate
as many incorrect keys as feasible before conducting a systematic search to find the correct
key.

Key Recovery and Complexity Analysis in Impossible Differential Attacks

Let us consider a block cipher E with a block size of n bits and a key size of k bits. We
consider pairs (X, X’) with X, X’ € F% and denote their difference by A = X @ X’. Then,
Pr(A, — A,) denotes the expected differential probability that an input pair (X, X’) with
X @® X' = A, yields an output pair with E(X) ® E(X’') = A,, where F is implicit from
the context. More generally, we use the same notation to denote bitwise truncated differ-
ences A < F7, and the corresponding probabilities averaged over all input differences in
the set. Given a (truncated) input difference A, we refer to the least truncated output
difference A, such that Pr(A, — A,) = 1 as propagation with probability one or deter-
ministic propagation. If Pr(A, — A,) = 0, we write A, - A, and call this an impossible
differential. Suppose there exists an impossible differential A, - A, for r, rounds of F
(denoted as Fy,). To perform key recovery, as illustrated in Figure 2.8, we extend the dis-
tinguisher by a few rounds at both ends. Let E; and FE, represent the rounds added before
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and after E,, respectively, with r, and r. denoting their respective numbers, such that
E = E,o0E,oE,. Subsequently, we propagate the difference A, (and A,) through E;! (and
E.) with probability one to obtain the truncated difference Ay (and Ay). Here, |Ag| and
|Ar| denote the number of non-fixed bit differences in A, and Ay, respectively. Assume that
Pr(A; — Ay) = 27% and Pr (A, « A;) = 27%. In the context of (impossible) differential
key recovery, c¢; and ¢, are typically referred to as the number of bit filters that should be
satisfied for differential transitions A, — A, and A, <« A;, respectively. As illustrated in
Figure 2.8, assume that the key bits k; U k. are involved in deriving the difference A, and
A, from Ay and Ag, respectively. With these parameters established, we divide the key
recovery of an ID attack into three steps:

e Pair Generation. In this step, we generate N plaintext pairs (P, P’) such that
P® P e Ay and E(P) ® E(P') € As. The problem of finding such pairs is
known as the limited birthday problem. The complexity of this step is (see [44])
Ty == maX{minAe{AB,AF} {4/N2n+1—|A\}’ N2n+1f|AB\*\AF|}_

e Guess-and-Filter. In this step, we eliminate the incorrect candidates for k; U k. by
checking whether a candidate for involved key bits yields the impossible differential for
at least one of the NV pairs. We typically use the early abort technique to perform this
step [45]: we split kg U k; into several subsets and guess them one by one. At each step,
we check some new bit filters and discard a portion of the pairs that do not satisfy
the bit filters. The correct key guess never suggests an impossible differential for any
pairs. Thus, we perform N partial encryptions/decryptions for the correct key guess.
However, a wrong key guess may suggest an impossible differential for some pairs.
The more pairs we have, the more likely a wrong key guess suggests an impossible
differential for at least one of the pairs. A lower bound for the complexity of this step
is (see [44]) Ty + Ty = N + 2wkl N partial encryptions.

2cB+cr

e Exhaustive Search. The probability that an incorrect key succeeds in the guess-and-
filter procedure is P = (1 — 2—(CB+cF)>N , which means the expected number of wrong
keys that pass the guess-and-filter step is P -2/k“%| Considering that & — |k, U k| key
bits are not involved in the guess-and-filter step, we should brute-force a key space of
size Ty = 26~ lkshel . poolkskel — P 9% t6 uniquely retrieve the correct key.

Suppose we assume that Cg represents the cost of executing F, and Cpg represents the
proportion of the cost for executing E, and FE, relative to the entire encryption process. In
that case, the overall time complexity of the impossible differential key recovery is: Tio =
(To + (T1 + T) Cgr + T3) C. If we consider the number of encryption queries as the data
complexity, then Tj represents the data complexity. To ensure that the data complexity
remains below the size of the entire code book, one should have Ty < 2", and to keep the
time complexity less than brute force, one requires Ti; < 2°.
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Figure 2.8: Overview and parameters of impossible differential attacks.

2.2.5 Linear Cryptanalysis

Matsui [46] introduced linear cryptanalysis as a novel known-plaintext attack on DES. This
method, presented at Eurocrypt 1993, utilizes probabilistic linear relations or linear approx-
imations. The foundational idea of linear approximations was initially applied in [47].

Let F5' be the finite field with 2™ elements, and ‘+’ denote the addition in this field.
Let F : F' — I’ be an iterative permutation. Now, in linear cryptanalysis, the attacker
attempts to find masks u,v € FJ* such that vTF(x) = uTz holds significantly more or less
often than is expected for an ideal cipher where uTz = )" w;x;. Hence, (u,v) is called a
linear approximation of F. Now, the bias ¢ of a linear approximation is as follows:

1
e = Pr[vT F(z) = uT2] — 3
where z is uniformly distributed on F7'. In this context, we can define the correlation of a

linear approximation of F as ¢ = 2¢. Therefore, the correlation c satisfies
c=2Pr[vTF(z) = u"z] - 1
x

In linear cryptanalysis, the goal for the attacker is to identify a linear approximation where
le| is maximized. Discovering an appropriate linear approximation for a block cipher F
directly provides a known-plaintext distinguisher. Calculating |e| is generally challenging
because the set of plaintexts F1* is extremely large for m > 64. However, if F = F.o0...0F,
where each function F; is relatively straightforward to analyze, linear approximations can
be evaluated round-by-round using linear trails. A linear trail refers to a sequence of linear
approximations that describe how biases in input-output correlations propagate through
the individual rounds of a cipher. The biases, or deviations from uniform probability, are
tracked for every round, providing a way to evaluate the overall effectiveness of a linear
approximation across multiple rounds. Linear trails are the backbone of linear cryptanalysis,
much like differential trails or characteristics are for differential cryptanalysis.

In the context of differential cryptanalysis, a differential trail tracks how specific input
differences propagate through the cipher to produce output differences, with each step cor-
responding to a specific probability. These trails are used to assess the cipher’s vulnerability
to attacks based on these probabilities. Similarly, in linear cryptanalysis, a linear trail tracks
how specific linear approximations propagate through the rounds, with the bias (deviation
from uniform probability) associated with each round being a key parameter.
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Furthermore, Matsui proposed the following lemma to calculate the correlation of the
combined approximations.

Lemma 2.1 (Piling-up Lemma [46]) For all independent random variables zy, z3, . . ., 2,
on Fy with ¢; = 2Pr[z; = 0] — 1, it holds that

2Pr [iziz[)] -1 zﬁci
i=1 i=1

Let x;11 = F(x;), for : = 1,2, ...r with z; uniform random on F3", and (v1,...,v,,v.41) be
a linear trail. Therefore, the attacker can apply Lemma 2.1 with z; = v | F;(z;) + vlz; to
estimate the correlation of the linear approximation (vq, v,41). This lemma assumes that the
random variables z; are independent, and we have

T

T T
Z 2 = Up 1 Fr(@r) + 07 21
i—1

Furthermore, in [48|, the authors presented an alternative description of linear cryptanal-
ysis using the concept of correlation matrices. First, the authors in [48] define correlation
coefficients as follows:

Definition 2.3 (Correlation coefficient [48]) The correlation between two Boolean func-
tions f, g : FJ' — Fy is the quantity

C(f.9) = 2Pr[f(z) = g(x)] =1

for x uniformly distributed on FZ3'.

Given a function F : FJ* — F7*, the authors in [48| define a real matrix C¥ with entries

C’fu =C(l, o F,l,)

where £, (z) = uTx, with u € Fp. C7 is called the correlation matrix of F. Now, if

F  F3' — F3' is an iterative permutation such that F = F, o... o Fj, where F; : ' — Fy
fori=1,2,...r, then
C}—:C}—T N XC}-I

A linear trail V' = (vq,...,v,41) is the concatenation of r 1-round linear approximations,
where (v;,v;41) is the approximation of F;. The correlation of a linear trail V is defined as

Cy = [Ct,, o Fit)

=1

A linear approximation (a, ) of a block cipher is called a linear hull which is defined as
follows:

C(lgoFola)= > Cv.

Vivi=a,vr41=8
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Correlation over basic operations

We begin by examining the correlation of approximations over four fundamental operations
frequently found in block ciphers: the XOR operation, the branching operation, the linear
mapping, and the S-box.

Proposition 2.3 (Approximation of Branching) Let f : Fy — Fy x Fy such that f(x) =
(z,z). Then,

C(lyo f,ly,) #0 if and only if u = vy + vo mod 2

where u and v = (vy,v9) are binary variables corresponding to input and output linear masks,
respectively.

Proposition 2.4 (Approximation of XO0R) Let f : Fy x Fy — Fy such that f(xy,2z5) =
1 @ xo. Then,

C(ly o folwuy)) # 0 if and only if uy = uy = v

where (uy,us), and v are binary variables corresponding to input and output linear masks,
respectively.

Proposition 2.5 (Approximation of a linear map) Let f : F} — FY be a linear map
such that f(x) = Mx. Then we have,

1, ifu=MT
Cltyo ftn) = {0 Tu=M
0, ifu#M*v
where u = (uy, Us, ..., u,) € FY, and v = (v1,vq,...,v,) € FY are corresponding to input and
output linear masks, respectively.

Proposition 2.6 (Approximation of S-box) Let S be a n-bit S-box and u, v is the input
and output linear masks w.r.t the function S. Then we have,

Ls(u,v) = |[{z e Fy : Tz =0TS(x)}| — 2"

where Lg is a 2™ x 2™ table (Linear Approximation Table) to capture linear approrimation
w.r.t the function S-box.

Zero-Correlation Linear Distinguisher

The zero-correlation linear hull concept was first introduced in [49]. As explained in [49], the
attacker designs zero-correlation linear hulls where Cy, = 0 for every linear trail V' within
the hull and all-round functions that depend on the secret key in a block cipher. Multiple
zero-correlation cryptanalysis was introduced in [50], where a new distinguisher was pro-
posed based on numerous zero-correlation approximations in vulnerable ciphers. Later, [51]
presented an even more powerful tool, the multidimensional zero-correlation distinguisher.
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Since this thesis does not utilize these methods, they are not explained in detail here. For
comprehensive information on these topics, please refer to [50], [51].

Zero-correlation linear distinguishing attacks aim to identify linear approximations with
zero correlation, enabling the distinction between a block cipher and a random permutation.
These attacks are the counterpart to impossible differential attacks in linear analysis. Hence,
one can build the zero-correlation linear distinguisher based on the miss-in-the-middle ap-
proach. In [52], the authors used the matrix method for finding zero-correlation linear
approximation based on miss-in-the-middle attack. They examined the linear patterns of
input and output masks in the intermediate rounds to determine if any linear characteristics
with non-zero correlation were present. To recover the key using a zero correlation linear
approximation distinguisher for part of the cipher, one can employ a technique similar to
Matsui’s Algorithm 2 [46]. This approach involves partially encrypting or decrypting from
the plaintext or ciphertext up to the limits of the identified property. This key recovery
approach is mainly used in most zero-correlation attacks. This thesis limits our focus to
identifying zero-correlation linear distinguishers for AndRX ciphers. Therefore, we do not
provide a detailed explanation of the key recovery process in zero-correlation attacks.

2.2.6 Integral Distinguisher

In [53], Daemen et al. introduced integral cryptanalysis for evaluating the security of the
SQUARE block cipher. The purpose of integral cryptanalysis is to leverage various properties
that are highly likely to occur in the common computations used in block ciphers. More
precisely, integral cryptanalysis involves tracking a subset of input bits and a corresponding
subset of output bits to ensure that the sum of ciphertexts exhibits a balanced property in
some of these output bits. This means that the sum is zero for certain output bits, given
that a group of input messages takes every possible value for the selected input bits while
the remaining input bits are kept constant but arbitrary. Here are the definitions of four
fundamental integral properties.

ALL (A): The multi set shows each value the same number.

BALANCE (B): The XOR of all texts in the multi set is 0.

CONSTANT (C): For all texts in the multi set, the value is fixed by a constant.

UNKNOWN (&/): The multi set cannot be differentiated from an n-bit random value.

To better understand how these properties propagate through the operations in a block
cipher, let us consider a simplified example of an integral distinguisher for a 3-round AES
(Figure 2.9). AES operates as a byte-oriented cipher, meaning that its round function pro-
cesses data at the byte level. For integral analysis, we consider a collection of 256 plaintexts
where one byte takes all 256 possible values, while all other bytes remain fixed to the same
value across these plaintexts. Let this set of plaintexts be denoted as P. In this case, the
first byte of the set P exhibits the ALL property, whereas the remaining bytes display the
CONSTANT property (see Figure 2.9). AES consists of several operations in each round, such
as SubBytes (S-box), ShiftRows, MixColumns, and AddRoundKey. These operations impact
the properties of the input bytes and their propagation as follows:
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AddRoundKey (ARK) operation: The ARK operation X0Rs the state with a round
key. By XORing an unknown or known constant for each of the texts in the set,

e the byte with ALL property still satisfies the ALL property

e the byte with CONSTANT property still satisfies the CONSTANT property

SubByte (SB) operation: The SB operation applies a non-linear S-box to each byte of
the state. By applying the S-box for each of the texts in the set,

e the byte with ALL property still satisfies the ALL property

e the byte with CONSTANT property still satisfies the CONSTANT property

ShiftRows (SR) operation: The SR operation cyclically shifts the rows of the state,
which affects the positions of the bytes. Hence, this operation never affects the property
inside a byte.

MixColumns (MC) operation: The MixColumns operation mixes the columns of the
state by multiplying them with a fixed matrix.

e If there is exactly one byte with the all property in each column, then four output
bytes from each column will have the all property.

e [f the number of bytes with the all property is exactly four in each column, then four
output bytes from each column will have the all property

2.2.7 Division Property

At Eurocrypt 2015, Todo introduced the Division property [54], a groundbreaking technique
for discovering integral characteristics that aid in identifying integral distinguishers within
block cipher architectures, including Feistel and SPN structures. The author investigated
how the division property moves through different operations in block ciphers and formulated
generalized algorithms to detect integral distinguishers. This method focuses exclusively
on the algebraic degree of the block cipher’s nonlinear components. Moreover, at FSE
2016, Todo and Morii [21] presented two varieties of bit-based division properties, namely
conventional bit-based division property (CBDP) and bit-based division property using three
subsets (BDPT). The definitions for these properties are as follows.

Definition 2.4 (CBDP [21]). Consider a multi set X < Fy, and a set K containing n-
dimensional bit vectors. The multi set X possesses the division property DE", if it adheres to
the following conditions:

D" -

zeX

unknown, if there exists k € K such that u > k,
0, otherwise.
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Figure 2.9: Integral distinguisher for 3-round AES. [ : ALL property. []: CONSTANT property.
[] : BALANCE property

Definition 2.5 (BDPT [21]) Consider a multi set X < F}'. Suppose K and L are two
subsets of F3'. The multi set X is said to have the division property DﬂlgL iof it meets the
following criteria:

unknown, if there exists k € K such that u > k,

(—Dx“ =41, if there exists £ € I such that u = ¢,

X .
e 0, otherwise.

If there exist k € K and k" € K such that k& > &’ in the CBDP Dg", the vector k is considered
redundant and can be eliminated from K. This process is referred to as Reduce0(K).
Additionally, if there exist £ € L. and k € K where ¢ > k, then ¢ is also redundant. This
elimination process is denoted as Reducel(K,L). These redundant vectors in K and LL do
not influence the parity of z* for any wu.

In CBDP, the handling of K follows similar principles in BDPT. This chapter introduces
explicitly and explains these rules as they pertain to BDPT. For additional insights, the
readers are requested to refer to [21], [23].

BDPT Rule 2.7 (COPY [21]) Let F : Fy — Fy* such that F(wo,...,T,1) =
(0, Toy -+, Tp_1). Define multi sets X and Y as follows: X satisfies DﬂlgL, and Y satisfies
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Dﬂlgll,. The sets K and L' are defined by:

K’ - (0707k17k27 s 7kn—1)7 Zf kO =0
(170ak17k27 cee 7kn—1)a (Oa 17k17k27' . '7kn—1)7 kaﬂ =1
]L’ - (Oa 07617627' .. 7671—1); ZfEO =0
(1,0,01, 00, ... 0n1),(0,1, 01,00, ... 0n1), (1,1, 01,00, ... . Lhq), iflyp=1

where k = (k‘o,k’l, .. .,knfl) eK and ( = (60,61, R 7£n71) el.

BDPT Rule 2.8 (XOR [21]) Let F : F} — F2! be defined as F(xo,1,...,Tn 1) =
(xo ® x1,T9,...,Tn_1). Define multi sets X and Y as follows: X satisfies DﬂlgL, and Y

. n—1
satisfies D where:

KL

e K' is computed from K such that (ko, k1) € {(0,0),(1,0),(0,1)}:

K — (ko + k1, ko, ks, .. k).

o L' is computed from LL such that (£y, 1) € {(0,0),(1,0),(0,1)}:
L' <& (Co + b1, o, s, ... by1),

where I < ¢ denotes:
L [ruies e
| L\{@}, ifeel.

BDPT Rule 2.9 (AND [21]) Let F : F} — Fy~! be defined as F(xg,71,...,00_1) =

(xo A T1,T9,...,Zy_1). Define multi sets X and Y as follows: X satisfies DﬂlgL, and Y
satisfies DHIQ:LI,, where:

o K' is derived from K such that:

/ ko + k
K < q 0; lw,kg,kg,...,kM),

for k= (ko,]fl, RN ,k’n_l) e K.

o L' is derived from L such that:

for 0 = (Lo, ty,...,0,1) €L, where (£, 1) € {(0,0),(1,1)}.
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BDPT Rule 2.10 (XOR Operation with Key [21]) Let F, : Fy — TF% such that
Fr(xo,...,xh-1) = (z0,...,2; ®k,...,x,_1), where k denotes the secret key. Define multi
sets X and Y as follows: X satisfies D]}gﬂﬂ and Y satisfies Dﬂlgyl,. The sets K and L' are
defined by:

L' —¢ fortel,

K —k forkek,

K «— (bo,01,...;liv 1, ... l,_y) forlel with ¢; = 0.

BDPT Rule 2.11 (S-box Characteristics [23]) Consider an S-boz that maps Fy to F3,

where x = (xg,...,Zn_1) and y = (Yo,...,Yn_1) denote the input and output variables,
respectively. Fach output bit y;, for i € {0,1,...,n — 1}, is expressed as a Boolean function
of the input bits (zo, 1, ...,Tn_1). Assuming the input BDPT of the S-box is Dﬂlgnﬂl:{e}, the

corresponding output BDPT is D};duceo(K) Reducel (K, L)’ where

K= {ueF} : for anyue K, ify* contains any term x° with v > u},
L={ueF} : y* contains the term x'}.

Let D%{,LL:{ZO _____ -1 and DHIJL, denote the input and output BDPT of the S-box, respectively,
where €' = (€, ..., 6, ;) for alli=0,...,(r —1). The output BDPT Dy, , is derived from
the corresponding input BDPT Dﬂlgnlz{ei} fori=0,1,...,r —1. Thus,

L' ={¢ : ¢ appears an odd number of times in sets Ly, ..., LI_}.

2.2.8 Cube Attacks

The cube attack was proposed by Dinur and Shamir [31] in 2009. Let f(x,v) be a Boolean
function where one can write secret variables x = (zg,z1,...,2,_1) and public variables
v = (vg,V1,...,Um_1). The Algebraic Normal Form (ANF) of the Boolean function can be

expressed as follows:
fla,v)= @ da(a]o)"

n+m
uely

Let Z = {i1,i2,...,i7} denote a subset of indices, which one can call cube indices. Define
the monomial {7 for these indices as t7 = v;, - v;, -+ v ;. Now, f(z, v) can be written as:

f(a:,v) =1z -p(a:,v) + Q(xv U).
[t is important to note that, p(z,v) is a polynomial that does not contain any common vari-
able with t7, and each term in g(x,v) excludes at least one variable from {v;,, vi,, ..., v }.
Let C7 denote the cube determined by indices Z. This cube encompasses 217! combinations
of values for variables {v;,, v;,, ... Uiz, }, while the remaining variables are fixed. The sum of
f(z,v) over all configurations in cube C7 is expressed as:

(;Bf(x,v) = @(tI -p(x,v)) + (—Dq(x,v) = p(x,v).

C T CI
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This outcome arises because t7 = 1 for exactly one configuration within C7z, while each
term in ¢(z,v) excludes at least one variable from {v;,,vi,,...,v;,}. The cube attack pri-

marily focuses on determining the function p(x,v), referred to as the superpoly of the cube
Cz.

Cube attacks and division property.

The division property evolved as a more detailed aspect following the integral property, ini-
tially employed to scrutinize the integral distinguisher. The discussion that follows explores
the connection between the public functions” ANF and division property:

Definition 2.6 (Three-Subset Division Property without Unknown Subset [33])
Consider the multi sets X, and L whose elements are in FY. The multi set X is said to have
the three-subset division property without an unknown subset (’77L1) if it meets the following
criterion:

@x“ {1, if w appears an odd number of times in L

2eX 0, f u appears an even number of times in L

Building on this definition, the authors introduced the concept of a three-subset division
trail and detailed the propagation rules for the COPY, XOR, and AND operations in [33].

Proposition 2.12 (COPY [33]) Let F : Fy — Fy x Fy such that F(x) = (yo,y1) where
Yo =11 = x, and u — (vo, v1) be a three-subset division trail w.r.t the function F. Then, the
valid three-subset division trails satisfy

Y+ v =U
COPY(u, vy, v1) : { u > 1
U = U

where u, v; are binary variables, for all 0 < 1 < 1, representing the input and output three-
subset division property without unknown subset w.r.t the COPY function.

Proposition 2.13 (XOR [33]) Let F' : Fy — Fy such that F(xzo,x1,...,2,—1) = y where
y=x90 ® ... ® xy_1, and (Y, Uy, ..., U,_1) — v be a three-subset division trail w.r.t the
function F. Then, the valid CBDP trails satisfy

XOR(up, U, -y Up—1,V) U — Uy — U — ... — U1 = 0.

where u;, v are binary variables, for all 0 < i < (n — 1), representing the input and output
three-subset division property without unknown subset w.r.t the XOR function.

Proposition 2.14 (AND [33]) Let F' : Fy — Fy such that F(xg,x1,...,2,—1) = y where
Yy = /\?:_01 x;, and (g, U, ..., U,—1) — v be a three-subset division trail w.r.t the function F.
Then, the valid three-subset division trail satisfy

AND(ug, U1, -y Uy1,) U= w;, for alli€ {0,1,n— 1}.

where w;, v are binary variables, for all 0 < i < (n — 1), representing the input and output
three-subset division property without division property w.r.t the AND function.
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Recovering ANF Coefficients for Public Functions: Algorithm Description [33].

Let f denote a Boolean function defined on an n-bit string x = (z¢,%2,...,%,_1). This
function is structured through iterative applications of fundamental public operations. The
ANF of f is presented as follows.

f(z) = @D ala”

n
uely

We intend to determine a/ for a specific u. This requires constructing a MILP (Mixed In-
teger Linear Programming) model that embodies the three-subset division property without
an unknown subset of the function f. In their work [33], the authors introduced Algorithm
1, aimed at recovering a coefficient af from the ANF of f. Initially, the three-subset divi-
sion property without an unknown subset is defined by u, and the MILP solver enumerates
feasible solutions. The performance of Algorithm 1 hinges on the quantity of these solutions.

Algorithm 1 Algorithm for retrieving an ANF coefficient [33|

1: Input: The vector v, the MILP model M, represents the propagation of three-subset
division property without unknown subset of the function f.

2: Output: The value of a/.

3: Let x; represent an MILP variable from M that corresponds to the i-th input of f
4: M.con < x; = 1 for all indices 7 such that v; =1

5. M.con « x; = 0 for all indices ¢ such that v; =0

6: Execute the MILP model M and enumerate all possible solutions

7: if the count of feasible solutions is even then

8: a{ =0

9: else

10:  af =1

11: return a{f

2.3 Overview of Cryptanalytic Techniques

Cryptanalysis of symmetric-key cryptosystems involves a diverse set of techniques, each
exploiting different structural, statistical, or algebraic properties of a cipher. While these
aforementioned techniques (differential cryptanalysis, impossible differential cryptanalysis,
linear cryptanalysis, integral cryptanalysis, division property, and cube attack) have been
developed independently, they can be classified into broader categories based on their un-
derlying principles. In this section, we categorize, compare, and analyze the relevance of
various cryptanalytic methods to provide a cohesive understanding of their applicability.

2.3.1 Classification of Cryptanalytic Techniques

To better structure the discussion, we classify the major cryptanalytic techniques into three
broad categories:
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1.

Statistical Attacks: These methods exploit biases in the distribution of ciphertexts
or intermediate values to distinguish a cipher from a random permutation or to recover
the key.

e Differential Cryptanalysis

e Impossible Differential Cryptanalysis

e Linear Cryptanalysis
Structural Attacks: These techniques focus on the internal structure of the cipher,
such as its S-boxes, key schedule, or state propagation properties.

e Integral Cryptanalysis

e Division Property

Algebraic Attacks: These methods model the cipher using algebraic equations and
attempt to solve them to extract key information.

o Cube Attacks

Each of these categories serves a different purpose and has distinct strengths and limita-
tions. In the following subsections, we provide a comparative discussion and highlight their
relevance.

2.3.2 Comparative Analysis of Cryptanalytic Techniques

Each cryptanalytic technique is best suited to certain cipher structures and attack models:

Differential Cryptanalysis is highly effective against Feistel networks and SPN
structures, especially those with weak diffusion.

Impossible Differential Cryptanalysis become useful when standard differential
trails are too probable, and they work well on ciphers with long diffusion layers.

Linear Cryptanalysis is often used when an S-box exhibits linear biases that can be
exploited for key recovery.

Integral Cryptanalysis is applicable when the cipher exhibits strong structural pat-
terns that allow certain sums of state values to be predicted.

Division Property-based Attacks extend integral cryptanalysis to cases where clas-
sical integral properties do not hold, making them useful for analyzing ciphers with
complex linear layers.

Cube Attacks leverage algebraic properties and are effective against ciphers with
polynomial structure, particularly certain stream ciphers and lightweight block ciphers.
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2.3.3 Summary

By structuring these techniques into broad categories and comparing their applications, we
provide a more systematic understanding of symmetric-key cryptanalysis. The choice of
technique depends on the target cipher’s structure, the available attack model, and com-
putational feasibility. The automated techniques developed in this thesis build upon these
classical cryptanalytic methods, enabling efficient attack construction and security evalua-
tion of modern symmetric-key primitives.

2.4 Cryptosystems Mentioned in the Thesis

In this thesis, we employ several cryptosystems as targets for attacks to highlight their
vulnerabilities. This section provides descriptions of these cryptosystems.

2.4.1 SIMON

SIMON is a family of lightweight ciphers designed by the National Security Agency (NSA)
in 2013 [14] to provide high security and efficiency for use in constrained environments. It
is based on a typical Feistel design, where each block is divided into two halves and consists
of bitwise AND, rotation, and XOR operations. SIMON has several variants on n-bit words
and the block size is 2n bits for n € {16,24,32,48,64}. The key size is a multiple of n by
m, for m € {2,3,4}. Each variant can be denoted as SIMON2n/mn. The number of rounds
depends on the block size and key size, according to Table 2.1.

Variant Block size 2n  Key size mn  Word size n Key words m Round T
SIMON32 32 64 16 4 32
72 3 36
SIMON438 48 96 24 4 26
96 3 42
SIMONG64 64 198 32 4 14
96 2 52
SIMON96 96 144 48 5 54
128 2 68
SIMON128 128 192 64 3 69
256 4 72

Table 2.1: SIMON parameters

Figure 2.10 illustrates the operations of the round function. Let L;, R; represent the left and
right n-bit input words to the i-th round of SIMON, the output of i-th round L;,q, R;y1 is
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computed as:

Ri+1 = Lr
Li+1 = Rr @ Kz @ ((Lz < 8) ® (Lz 3¢ 1)) &) (L,L < 2)

<g
<1

K9

D ki

—

Tit+1 Yivr1

Figure 2.10: Round function of SIMON

The key schedule function of SIMON is linear. Depending on the size of the master key, the
subkeys are derived from the mn-bit master key, which is divided into m words, each of n
bits. A more detailed specification can be found in [14].

2.4.2 Simeck

Simeck is also a family of lightweight Feistel block ciphers introduced in CHES 2015 [19] that
combines the most advantageous features from both SIMON and SPECK. The Simeck block
cipher with a 2n-bit block is denoted Simeck2n/4n, where n € {16,24, 32}, with a 4n-bit
key. More specifically, there are 3 variants of Simeck, namely Simeck32/64, Simeck48/96 and
Simeck64/128. The corresponding rounds for these variants are 32, 36, and 44, respectively.

As shown in Figure 2.11, the round function of Simeck is also composed of three operations:
AND, rotation, and XOR, slightly modified from SIMON.

Z; Y
__9
- &

= L,

—

Tit1 Yi+1

Figure 2.11: Round function of Simeck
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Figure 2.12: Round Function of SPECK

Let L;, R; represent the left and right n-bit input words to the i-th round of Simeck, the
output (L;y1, R;y1) of the i-th round is computed as:

Ri+1 = Lr
Liyi=R®K,®(L;O(L; <1))®(L; <2)

The key schedule of Simeck uses an LFSR procedure. A given master key generates the
subkeys. For more details of Simeck key scheduling, we refer the reader to [19].

2.4.3 SPECK

The lightweight block cipher SPECK [14] was announced by the NSA in 2013. SPECK2n/mn

has a block size of 2n bits and a key size of mn bits, where n can be 16, 24, 32, 48, and 64,
and m can be 2, 3, or 4.

The round function of SPECK is defined in Figure 2.12 with the rotation parameter

(o, B) = (7,2) if the block size is 32, and (8, 3) otherwise. Let (z?,x}) be the input of the
1

i-th round and (22, z},,) be the output. In each round, the state is updated as follows:

(@741, %i1) = Ru(af, 1) = (2] > ) Ba;) @K, (2; < B) @ (27 > o) Ba;) ®K'))

where k' is the round key. The key schedule reuses the round function to generate round
keys.

244 LEA

LEA (Lightweight Encryption Algorithm) [18] is a block cipher developed by the Korea
Internet & Security Agency (KISA) to provide lightweight encryption in resource-constrained
environments. LEA encrypts data 1.5-2 times faster than AES, the most popular block
cipher. Operating on 128-bit blocks, LEA supports key lengths of 128, 192, and 256 bits.
The round’s numbers are 24, 28, and 32 for 128-, 192- and 256-bit keys, respectively.
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Figure 2.13: LEA

The encryption algorithm of LEA divides a plaintext of four 32-bit words (z, z{, 3, z3)

into a ciphertext (z,z}, 22, 23), where r represents the number of rounds. The round func-

1)y ey e

tion for round r,r = 0,...,n — 1 is defined as follows:

m (2@ (rf ®K)) <9
m —((zlOEYB @I ®K)) > 5
o (@ OKH)B (2} ®k))) > 3
3 0

Liyr <2

where k; = k¥, k} k2, k3, k} kD is the round key generated by the key schedule. One round

729 "y Yy 17 71T

of LEA can be seen in Figure 2.13.

2.4.5 ChaCha

Chacha [15] is a stream cipher designed by Daniel J. Bernstein. It belongs to the family
of ciphers known as Salsa20. ChaCha operates on 512-bit blocks, which are divided into 16
words, and supports key lengths of 128 or 256 bits. The state of ChaCha can be presented
as a 4 x 4 matrix:

Zo T i) T3 Ch C1 Co C3

Ty X5 Tg X7 ko ki ko ks
X == fr—

Ty T9 Tio T11 ks ks ke Ky

Ti2 T13 T4 Tis to t1 vy v

In the initial matrix, the first row contains four fixed constants: cg, ¢y, o, c3. The following
two rows contain eight key elements each: ko, k1, ..., k7. The last row starts with the block
counter and is followed by the nonce.

An operation called a quarter-round updates the rows and columns, transforming a four-
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Figure 2.14: Quarter-round function of ChaCha

word vector (a, b, c,d) into (a”,V", ", d") via an intermediate vector (', V', ¢, d'):

a =aM@b,
d = (d®d) < 16,
d =cHd,

V=(0bdd) <12,
a" =d @y,
d"=(d®d") <8,
d=d@md,
V= @) <T.

Figure 2.14 illustrates the round function of ChaCha.

2.4.6 SipHash

SipHash is a family of pseudorandom functions introduced by Aumasson and Bernstein at
Indocrypt 2012 [17], designed specifically for short message inputs. SipHash has an internal
state size of 256 bits, uses a 128-bit key, and produces a 64-bit tag. SipHash variants are
denoted as SipHash-c-d where ¢ is the number of Compression rounds processing each message
block and d is the number of Finalization rounds. The 64-bit tag is computed as follows:

e Initialization: Four 64-bit words of internal state vy, vy, v and vs with the 128-bit key
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Figure 2.15: SipHash

K = ky||ko are initialized as

vg = ko @ 736 646570736575
v; = k1 @646 72616646 f6d
vy = ko @ 6c7967656€657261

vy = k1 @ 7465646279746573

e Compression: SipHash-c-d processes the b-byte string m by parsing it into 64-bit little-
endian words. Each word is processed iteratively, first with v3® = m;, then through c
iterations of SipRound, and finally with vo® = m;.

e Finalization: Once all message blocks are processed, the constant £f is xored with wvs.
Then d iterations of SipRound are executed, and SipHash-c-d yields the 64-bit value:

Vo D v D v D U3

The round function of the SipHash is shown in Figure 2.15.

2.4.7 Chaskey

Chaskey is a permutation-based MAC algorithm presented by Mouha et al. in 2014 [16],
inspired by Siphash. Chaskey processes an arbitrary-sized message M and a 128-bit key K.
The message M is divided into blocks my, ma, ..., my of 128 bits each. In case the last block
is incomplete, padding is applied. It generates a t-bit tag 7 (where ¢ < n) to authenticate
the message M. The core function is a permutation constructed using the ARX design as
depicted in Figure 2.16.
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Figure 2.16: Chaskey

2.4.8 PRINCE

PRINCE [25] is a block cipher that operates on 64-bit blocks and uses a 128-bit key. This
key is divided into two 64-bit segments, denoted as

k = ko||k:
and then expanded to 192 bits through the transformation
(kollk1) — (Koll(ko > 1) @ (ko » 63)[|k1) = (Kol[kg|[k1)

In this structure, the first two subkeys, ko and k{, function as whitening keys, while k; serves
as the 64-bit key for a 12-round block cipher which we will refer to as PRINCE,,,... The whole
encryption procedure of PRINCE,,,. is illustrated in Figure 2.17.

| RCy RCi1 RCy RC3 RCs RCs RCs RC; RCs RCy RCiy RCiu 0

N S I A A A N S N A A A

— Ro— Ry = Ry = Rz = Ry = Rs - sn'y M’l‘)SR—} Ry = R} = Ry = Ry = Ry~ Ry, —
,’/kch,; \\\\ //’// RC,;kl\\\

P \
4>M'1 > S-l

|
|
!
!
S — — \ |
|
|
|

Figure 2.17: Structure of PRINCE cipher

In PRINCE,,,., each round involves adding a secret key, applying S-boxes, performing a
linear layer transformation, and adding a round constant. During this process, the 64-bit
state undergoes an XOR operation with a 64 bit subkey. The cipher employs a single 4-bit
S-box, as detailed in Table 2.2. In the Linear layer (also known as M, and M’ layer), the
64-bit state is multiplied with a 64 x 64 matrix M (resp. M’). The M’ layer is only used in
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r |01 23 45 67 8 9 abcdef
S)|b £ 3 2 ac 9 1 6 7 8 0 e 5 d 4

Table 2.2: PRINCE S-box

the middle round, and we construct the M layer by combining the M’ layer with a Shiftrow
(SR) operation as follows:

(0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15) — (0,5,10,15,4,9,14,3,8,13,2,7,12,1,6,11)

Additionally, we can write M = SRo M’. Now, we can use the following four 4 x 4 matrices
as building blocks for the M’ layer.

0000 100 0 1000 1000
0100 0000 0100 0100
MO_0010’Ml_0010’M2 0000’M3_0010
000 1 000 1 000 1 0000
This yields M° and M?, as shown below.

My M, My M, M, M, Ms M,

MO = My, M, Ms M, M= My Ms M, M,

My My My M, | My My, M, M,

My My M, M, My M, M, My

Finally, we construct a 64 x 64 block diagonal matrix M’ with
M = (MO7M17M17M0>

For more details, please refer to [25].

2.4.9 MANTIS

Since the structures of the block ciphers MANTIS [26] and PRINCE are similar, the whitening
keys are employed both preceding and following the main components. Using 64 bit subkeys
ko and ki, the 128-bit key is initially split into kg, and k. Subsequently, after spliting the
key is extended to the 192-bit key

(kollk1) — (koll(Ko > 1) @ (ko » 63)][k1) = (ko[ k||k1)

m = mg||mal|---||mis is the plaintext that the cipher is given; the m; are 4-bit cells. In
addition, I.S; = m; is set for each 7 € {0,1,...,15}, which initiates the internal state of the
cipher. An additional tweak input is sent to the cipher, which is T' = to||t1]] . . . ||t15-
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Round Function. One round R; of MANTIS operates on the cipher internal state depend-
ing on the round tweakey tk as

MCoPCo AT o ACo SC

where MC, PC, AT, AC, and SC are, respectively, mixcolumn, permutecell, addtweakey, addcon-
stant, and subcell. The elements of the round function are explained as follows: The four-bit

S-box used in MANTIS is the same as the MIDORI S-box Sby;. The S-box is described as
follows:

T /001 2 34567 89 abcde f
Sbp(z) [c a d 3 e b £ 7 8 9 1 5 0 2 4 6

Table 2.3: MANTIS S-box

The round constant RC; undergoes a XOR operation with the state during each round,
and the constants are determined in a manner similar to the method used in PRINCE. During
round R;, the complete round tweakey state h'(T) @ k; is XORed with the cipher’s internal
state. Conversely, in the i-th inverse round, R; ', the tweakey state h'(t)®k,®a is XORed with
the internal state, where o = 0x243f6a8885a308d3. The tweak permutation h is defined as
follows:

h =(6,5,14,15,0,1,2,3,7,12,13,4,8,9,10,11).

Additionally, the cells of the internal state are permuted according to the MIDORI permuta-
tion
P =(0,11,6,13,10,1,12,7,5,14,3,8,15,4,9, 2).

Finally, each cipher internal state array column is multiplied by the binary matrix used in
MIDORI and shown below.

_ == O

1
0
1
1

—_ O = =
O~ = =

For more details, please refer to [26].

2.4.10 KLEIN

KLEIN is a family of block ciphers [27] at RFIDSec2011. Due to its compact implementation
and low memory requirements in both software and hardware, this cipher family is well-
suited for resource-constrained devices like RFID tags and wireless sensors. Using 64-bit
blocks, KLEIN functions as a Substitution-Permutation network (SPN). It is available in
three variants: KLEIN-64, KLEIN-80, and KLEIN-96. These variants utilize key lengths of 64,
80, and 96 bits, respectively, and operate through 12, 16, and 20 rounds in their encryption
process. In each round, four distinct layers are executed sequentially: Add Roundkey, Sub
Nibbles, Rotate Nibbles, and Mix Nibbles. Initially, the state undergoes Add Roundkey,
combined via XOR with the round key. Subsequently, the resulting output is segmented into
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sixteen parts of 4 bits each, referred to as nibbles. Each nibble undergoes transformation
through an identical involutive 4 x 4 S-box.

r |01 2 3 456789 abcdef
Sx)|7 4 a 9 1 f b 0 c 3 26 8 e d5

Table 2.4: KLEIN S-box

Then, Rotate Nibbles shifts the state by rotating two bytes to the left, and Mix Nibbles
implements Rijndael Mix column transformation independently to different parts of the
state. The resulting output comprises 4 bytes obtained through multiplication with a speci-

fied matrix.
02 03 01 01

01 02 03 01
01 01 02 03
03 01 01 02

After the process, a final whitening key is added, which means the encryption routine uses one
additional key compared to the number of rounds. Using an algorithm called Key Schedule
that is based on a Feistel structure, the round keys are obtained from the Master Key.
Please refer to [27| for more details.

‘ Initial State (64 Bit) ‘

|

@ +— Round Key

‘ Rotate Nibbles ‘

.

I R

‘ MixNibbles ‘ MixNibbles ‘

~.,

‘ Output State (64 Bit) ‘

Figure 2.18: One-round structure of KLEIN
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2.4.11 PRIDE

The 64-bit block cipher PRIDE uses a 128-bit key that adheres to an SPN structure. Add
Roundkey, Sub Cells, and Linear Layer are the three operations that make up the round
function. The cipher consists of 20 rounds, of which the first 19 are the same, and the final
round’s linear layer is skipped. The PRIDE S-box is as follows:

r |01 2 3 4567 89 abcdef
S(z)y|[o 4 8 £ 1 5 e 9 2 7 a c b d 6 3

Table 2.5: S-box of PRIDE

The block cipher PRIDE incorporates a linear layer L that comprises a permutation P,
a matrix M, and the inverse permutation P~!. The matrix is M is formed by the product
Ly x L1 x Ly x Lz. The permutation P of PRIDE as follows:

x |1t 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
P(z)|1 17 33 49 2 18 34 50 3 19 35 51 4 20 36 52
x |17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32
P(x)|5 21 37 53 6 22 38 54 7 23 39 55 8 24 40 56
x |33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
P(x)|9 25 41 57 10 26 41 58 11 27 43 59 12 28 44 60
x |49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64

P(x)‘l?: 29 45 61 14 30 46 62 15 31 47 63 16 32 38 64

Table 2.6: Permutation P of block cipher PRIDE

2.4.12 Grain-128AEAD

In the NIST LWC standardization process, Grain-128AEAD |[32] is a finalist, and it incor-
porates several features initially introduced in its predecessor, Grain-128a [55]. However,
there are four distinct differences between Grain-128AEAD and Grain-128a: increased MAC
sizes, absence of a mode dedicated solely to encryption, enhanced security measures during
initialization, and restrictions on keystream usage.

The internal state of Grain-128AEAD consists of two 128-bit registers denoted as b and s.
The first register b is initialized with a 128-bit key £, while the second register s is initialized
with a 96-bit initialization vector I'V. The initial states are specifically detailed as follows:

b=k
{s =1V | 1 (with all other bits set to 1 except for the final bit)
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‘ Input State (64 Bit) ‘

|

@ +— Round Key

Figure 2.19: One-round structure of PRIDE

The set IV is represented by the notation IVy, IV;, ..., [Vys. Here is the pseudocode out-
lining the update procedure during the initialization stage.

fg < bo + bag + bse + bo1 + boe + b3ber + b11013 + b17b1g + barbsg
+ baobas + be1bes + besbss + bsgboaboszbos + bazbasbos + brobrsbsa,
J < 80+ 87+ 838 + S70 + Sg1 + Sog,
{ < b12sg + S13520 + bosSa2 + Se0S79 + b12bg5 S04,
z <« h+ 893 + by + bis + bsg + bas + bgs + byg + bgg,
(bo, b1, ..., b127) < (b1,...,b127,9 + S0 + 2),

\(80,81, .. .,8127) <« (51, Ce ,8127,f + Z)

The setup phase involves sequentially updating the state 256 times without generating any
output. Following this, a change is implemented in the update mechanism to introduce an
initial key stream output z. This adjustment presupposes that the first bit of the pre-output
key stream becomes observable afterwards. These specifications outline how Grain-128AEAD
differs from its predecessor and how its internal state is initialized and updated during setup.
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Chapter 3

Lower Bound on Number of
Compression Calls of
Collision-Resistance Preserving Hash

Hash functions serve as fundamental components in cryptography, and the task of designing
a hash function that is both secure and efficient is a longstanding challenge in the field.
Hash functions can be classified based on their internal construction, and while many hash
functions are based on compression functions, there are also hash functions that do not
rely on a distinct compression step, such as sponge functions [56] (these are a class of hash
functions that absorb input data and then “squeeze” out the hash value), polyhash [57] (this
is a polynomial evaluation-based hash function that operates by evaluating a polynomial
over the input data), etc.

The process of creating a hash function based on a compression function can generally
be broken down into two steps. The first step involves constructing a compression function,
which takes inputs of a fixed length and generates smaller outputs than the inputs. The
primary goal of a compression function is collision resistance, which means it should be
computationally infeasible to find two different inputs that result in the same output.

Historically, block ciphers and permutations have been widely utilized in constructing
compression functions [58]-[62]. Initially, block ciphers stood out as the preferred primitives
for building compression functions, exemplified by the foundational designs of MD5, SHAT,
and SHA2 hash functions. Notably, among the domain-extending algorithms, the Merkle-
Damgard [63], [64] (MD) and Merkle tree constructions are the most prominent examples.

The Merkle-Damgard hash function technique involves creating collision-resistant cryp-
tographic hash functions by utilizing collision-resistant compression functions. Merkle trees
were introduced by Ralph Merkle in 1980 as a method for verifying large public files [65].
Since then, they have found wide-ranging applications in cryptography. These include but
are not limited to parallel hashing, ensuring the integrity of large files, long-term data stor-
age, various signature schemes [66]-[69], time-stamping mechanisms [70], protocols based on
zero-knowledge proofs [71], [72], and even in the development of anonymous cryptocurren-
cies [73]. These applications demonstrate the versatility and importance of Merkle trees in
modern cryptographic systems.

A collision-resistant hash function is one of the earliest primitives with plenty of crypto-
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graphic applications, starting from digital signatures [74], [75], proof of membership (Merkle
trees [64]), encryption, authentication, etc. The Merkle-Damgard construction gained pop-
ularity because Merkle and Damgard demonstrated that if the compression function used
is resistant to collisions, the resulting hash function will also be collision-resistant. We can
call this property collision-resistance preserving property. Merkle-Damgard and Merkle tree
hash have the collision-resistance preserving property, i.e., if the compression function is
collision-resistant, then so is the hash function constructed using it. The number of com-
pression function calls for both constructions is the same. For example, we can process £
block messages by making ¢ or (¢—1) calls to the underlying 2n-to-n bit compression function
for both constructions. The question of “How can the Merkle-Damgard hash construction
be improved by processing the same number of messages with fewer compression calls?"
addresses an important aspect of cryptographic efficiency. Compression function calls are
the core operations in hash constructions. Each call requires processing input blocks and
applying cryptographic algorithms, which can be computationally expensive. By reducing
the number of compression calls, the overall computational effort required to hash a message
is minimized, leading to faster performance. Moreover, a hash mode that processes the same
amount of data using fewer calls can achieve higher throughput, making it more suitable for
applications requiring rapid data processing, such as secure communication protocols and
blockchain systems.

Now, an improvement in the context of cryptographic hash constructions is not merely
about reducing computational costs but achieving a better balance between efficiency and
security. For a revised construction to qualify as an improvement the new construction must
provide the same or better security guarantees as the original Merkle-Damgard and Merkle
tree. In summary, an “improvement" in this sense ensures that the same cryptographic
objectives are met with less computational effort, making the construction more appealing
in terms of both performance and practicality while maintaining robust security guarantees.
Hence, the question arises:

Can we improve Merkle-Damgard and Merkle tree constructions?

In a recent publication [8], the authors introduced a novel 5n-to-n bit hash function
denoted as T5. This function utilizes three 2n-to-n compression functions, surpassing the
current standards set by Merkle-Damgard and Merkle trees. Therefore, T5 construction
is more efficient than the Merkle-Damgard construction when processing 5 message blocks
because it requires only three compression function calls, compared to the four calls needed
by Merkle-Damgard and Merkle Tree. Hence, T5 achieves the same goal of processing the
message while reducing the number of compression function calls, as fewer calls translate
to lower computational costs, making T5 more resource-efficient. Moreover, in [9], a perfect
binary tree hash function (ABR) of height ¢, which processes (2¢ + 2! — 1) message blocks
using (2¢ — 1) calls to underlying 2n-to-n-bit compression function, was introduced. The
collision security of T, and ABR hash function with height 3 (a hash function that processes
11 blocks of message using seven calls to 2n-to-n bit compression functions) was proved
under the ideal model assumption of the compression functions in [8], [10]. The authors in
[9] claimed optimal birthday-bound collision resistance of ABR hash of height ¢ for any ¢
under the random oracle model. However, the proof is incorrect and reported [10], and the
claim is still unproven.
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In the ideal model, Stam [76] conjectured that for an ¢n-to-n bit hash function using r calls
to tn-to-n bits compression functions, the minimum number of compression function calls
required to achieve optimal birthday security is given by r > (2¢ — 1)/(2t — 1). This bound
is popularly known as Stam’s bound, and it was later proven in two works by Steinberger
[77] and by Steinberger, Sun and Yang [78|. In these works, the authors used an ideal oracle
and proved that one can break the constructed primitive in unbounded time but with a
bounded number of queries. Therefore, in the extensively researched scenario where ¢ = 2!,
the established minimum value is r = (2¢ — 1)/3 as a lower limit. This results in a 1.5 times
efficiency gap compared to the efficiency of Merkle-Damgard and Merkle tree.

Are we done?

Investigating the potential for the most optimal /n-to-n bit collision-resistant hash func-
tion becomes an exciting research direction, presuming the underlying compression functions
possess collision-resistant properties. This examination aims to discern whether there are
opportunities for enhancing the Merkle-Damgard and Merkle tree constructions within such
a framework. We already know that for a general hash function based on a compression
function, Steinberger, Sun, and Yang [77], 78] proved a lower bound on the number of
compression function calls to achieve birthday-bound collision security in the random oracle
model conjectured by Stam [76], which motivates us to propose some lower bound on the
number of compression function calls to achieve collision-resistance preserving property for
a general hash function. Hence, the following questions remain open.

Main Problem of the chapter: Can we propose any collision-resistance preserving hash func-
tion tmproving over the state-of-the-art Merkle-Damgard and Merkle-Tree hash? What about
the lower bound on the number of compression function calls for collision-resistance preserv-
ing hash functions?

3.0.1 Our Contributions

To address the problem, we investigate the collision-resistance preserving properties of var-
ious hash modes such as T5, ABR hash mode, and the extended version of Shrimpton-
Stam Hash [79]. Our findings reveal that these modes do not have the collision-resistance
preserving property. Given the significance of collision-resistance preserving properties in
cryptographic hash modes, this chapter aims to establish a lower bound on the number of
compression function calls required for collision-resistant hash modes, assuming that the
underlying compression functions are collision-resistant.

COLLISION-RESISTANCE PRESERVING PROPERTY: LOWER BOUND. The above results mo-
tivate us to think about the lower bound on the number of underlying compression function
calls to achieve the collision-resistance preserving property of a hash mode. Analyzing the

In many hash function designs, the compression function is a 2n-to-n bit function (¢ = 2). This is because
the compression function typically takes two blocks of input: one block representing the intermediate hash
value (or chaining value) and the other block representing the current message segment. This structure is
a standard design choice in hash modes like Merkle-Damgérd. Cryptographic hash functions such as SHA-
1, SHA-256, and others based on the Merkle-Damgard construction use 2n-to-n bit compression functions.
Analyzing t = 2 directly provides insights into the security and efficiency of these widely deployed algorithms.
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structures of various hash modes, including the well-known Merkle-Damgard and Merkle
tree constructions, as well as the recently proposed T5 and ABR constructions, we observe
that all functions, apart from the underlying compression functions, are linear in these hash
modes (e.g., Figure 3.6, Figure 3.2). We refer to this category of hash modes as linear hash
modes. A detailed description is provided in Subsection 3.2.3. Notably, to the best of our
knowledge, all existing hash modes fall into the category of linear hash modes. Consequently,
our initial focus is determining a lower bound on the number of compression function calls
required to achieve the collision-resistance preserving property in a linear hash mode. In
particular, we prove the following statement:

Let H be an fn-to-n bit linear hash mode using r many tn-to-n bit compression function
calls, satisfies either

(@) r<[(—1)/(t-1),ift>2
(i) £=>2, ift=1

with (tr + ¢+ 1) < 2". Then H is not collision-resistant, only assuming that the underlying
compression functions are collision-resistant.

Our objective is to demonstrate that a hash mode H, which is an ¢n-to-n bit linear hash
mode utilizing r calls to tn-to-n bit compression function does not possess the collision-
resistance preserving property under specific conditions. Specifically, if r < [(¢ —1)/(t —1)],
ift>2o0rf>2ift =1 and (tr + ¢+ r) < 2", then H fails to be collision-resistance
preserving. To prove this, it suffices to construct a collision-resistant compression function f
and show that H7 is not collision-resistant?. Specifically, we establish that for a linear hash
mode H meeting the specified conditions, a particular type of collision-resistant compression
function f exists such that H/ is not collision-resistant. Constructing such an f requires the
assumption that collision-resistant hashes exist. We state and prove Theorem 3.2 in Section
3.3.

As we already know, Merkle-Damgard and Merkle tree hash functions process ¢ block mes-
sages using [(¢ —1)/(t —1)] many tn-to-n bit compression function calls with ¢ > 2, and they
have collision-resistance preserving property, which implies that we cannot improve the con-
struction of Merkle-Damgard and Merkle tree hash function in light of the collision-resistance
preserving property. Hence, these two constructions are optimum while considering the class
of linear hash mode.

As of the second contribution of our chapter, we also prove that if an ¢n-to-sn-bit linear
hash mode is designed using r many tn-to-n-bit compression function calls with (tr+/¢+7r) <
2" and t,s = 2 then r > [(¢{ — s)/(t — 1)] to achieve collision-resistance preserving property.
More precisely, we prove the following statement:

Let H be an {n-to-sn bit linear hash mode using r many tn-to-n bit compression function
calls, satisfies r < [(¢ — s)/(t — 1), with t,s = 2, and (tr + £+ r) < 2". Then H does not
have collision-resistance preserving property.

2Tt is important to note that a collision-resistance preserving mode must ensure a secure hash for all
collision-resistant compression functions (e.g., Merkle-Damgard hash), not just random ones.
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We state and prove Theorem 3.7 in Section 3.5. It is important to note that all existing
hash modes are linear, which is best known to us. This indicates that the linear hash
modes represent a substantial class of hash functions, reflecting the importance of our results.
Although we can consider simple non-linear functions apart from the underlying compression
function, we do not know how to get a lower bound on those constructions, which looks pretty
hard.

Organization of the Chapter. In Section 3.1, we provide a mathematical background
of hash function and collision security (both in uniform and non-uniform setup). We also
describe white-box and black-box reductions of collision security for hash modes. In Section
3.2, we describe the linear hash mode and its security. In Section 3.3, we state and prove
our main result Section 3.2. In Section 3.4, we provide proof of Lemma 3.3, which is used
in proving our main theorem. Finally, in Section 3.5, we extend our lower bound results for
linear hash modes with more than one output block.

3.1 Background

In this chapter, n € N is considered to be a security parameter. We call the elements of {0, 1}"
blocks. For any nonempty subset £ < N, we write {0, 1} = (J,..{0,1}'"3. Let F := Fon
denote the Galois field over {0, 1}" with bitwise addition a + b and field multiplication a - b.
We write 0 := 0" and 1 = 0" '1 (the additive and multiplicative identities of the field,
respectively). For a statement P(m) we write Y*m P(m) if there exists a positive integer M
such that for all integers m > M, P(m) is true (the notion V*m represents for all sufficiently
large m). In other words, P(m) is true for all sufficiently large m. A non-negative function
e(+) is called negligible if Vk, V*m, e(m) < m~*.

COMPLEXITY MODEL. We fix a reasonable computational model (polynomial equivalent
to the Turing machine), and the runtime of all algorithms is computed under that model.
The runtime also includes the size of the algorithm’s description, which would help to avoid
storing arbitrarily large advise strings implicitly. It also includes reading the input and
writing its output. Any algorithm A has an input set of the form U,en({1"} x D,,) for some
D,, < {0,1}*. The run time of A is said to be t(n) if the runtime for computing A(1", z) is
at most t(n) for all x € D,,. If t(n) is a polynomial, we call the algorithm A and the function
A(-) realized by the algorithm polynomial time computable (or simply “efficient”).

3.1.1 Hash Function

A most general hash function is defined over {0, 1}*. In the first step, an appropriate padding
rule is applied to the message so that the size of the padded message is a multiple of n. Then,
the hash computation is applied to the padded message with the help of some other building
blocks. For the sake of simplicity, we ignore the padding rule and restrict the domain of

3Precisely, {0,1}" represents one block, and {0,1}’" represents ¢ many blocks, where ¢ is an integer.
However, instead of £, it could be a set £ which is a subset of N. In this case, each element in £ depicts
the possible number of input blocks. For example, if £ = {2}, then {0,1}*™ means there will be two input
blocks and n represents the size of each block.
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our hash functions to {0, 1}~ for an appropriate set £. We also restrict the hash output to

n-bit or a multiple of n-bits.* An algorithm or function A is called (D, R)-function if for all
re D, A(x) € R.

Definition 3.1 An L-to-s computation F (or simply c-to-s computation when L = {c})
is an efficiently computable function F such that for all n € N, F, := F(1",:) is a
({0,1}4™ {0, 1}¥™)-function.

Generalized Hash Mode. A hash mode is a computation that uses some building blocks

(a relatively smaller domain) as oracles. A tuple of functions H = (g1,...,9,g) is called
(¢,r,t)-mode if

e g, called a final output function, is a (¢ + r)-to-1 computation, and
e g;'s, called intermediate processing functions, are (¢ + i — 1)-to-t computations, i € [r].

An (¢,r,t)-mode induces an ¢-to-1 computation by applying r executions of ¢-to-1 compu-
tations as oracles. More formally, given » many ¢-to-1 computation oracles Oq,...,O,, we
define the /-to-1 computation H%" as

HOI,...,OT(ln’ M) = g(ln’ 1'17 . ,errr)

where M = (x1,...,2,) € F¢ and for i € [r], y € F*, 2;,, € F (called intermediate chaining
inputs and outputs, respectively) are calculated as follows (see Figure 3.1):

fori=1tor

- y(Z) = gl(lna M7 Lo41y--- ,$£+7j—1);

= T = O;(17, (i));

We also write the intermediate chaining outputs as oUT9" " (M) = (21,..., xs,) (when-
ever understood, we skip the notation H). For notational simplicity, we write O" to denote
r-tuple of oracles (Oy,...,0,) and we skip 1" (whenever n is understood or fixed in the
context).

For fixed t-to-1 functions fi,..., f., Hf»/" is a f-to-1 hash function. A hash mode
essentially transforms several small domain hash functions into a larger domain hash function
(provided ¢ is larger than t).

3.1.2 Collision Security

UNIFORM VS. NON-UNIFORM COLLISION FINDER. We call A uniform collision-finder (or
simply collision finder) if for all n, it returns a pair (M, M’) of polynomial-bounded size. In
notation, (M, M') «— A(1™). Let o, € D,, be a fixed string for each n. We call A non-uniform
collision finder with an advise string (ay,), if for all n, (M, M’) «— A(1", a,). We also denote
a non-uniform algorithm by a pair (A, (ay,)). When «, is constant for all n, it becomes

4One can similarly consider other sizes of hash outputs and a similar analysis of our chapter would follow.
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Figure 3.1: General Hash mode with ¢ message blocks based on r calls to underlying ¢-to-1
oracles.

a uniform collision finder, and we skip the notation () because it can be hard-coded in
constant size inside the description of A.

COLLISION SECURITY OF A HASH FUNCTION. In the following we adopt the definition
from [80]. A hash computation or hash function is also a computation whose collision
security is considered. For an £-to-s hash computation H, we define the collision advantage
of A (uniform) as

CPy,(A) =Pr[(M,M') — A1™), H(1", M) = H(1", M")].
We similarly define the collision advantage for non-uniform collision finders as
CPu.(A, (an)n) = Pr[(M, M) «— A(1", v,), H(1", M) = H(1", M")].

We say that (A, « := (ay,)n) (or simply A in the case of the uniform algorithm) is a successful
collision finder of H if A runs in polynomial time and CPp, (A, «) is non-negligible. We
write

CPu,(t,a) = max CPun(A ), CPp,(t) = max CPy.(A)
where the maximum is taken over all ¢(n)-time collision finder A.

Definition 3.2 (Collision-Resistant Hash Function) A hash function H is called
(t(n),e(n), ) non-uniform collision-resistant if CPp,(t(n),a) < e(n) V*n. We call
H collision-resistant against an advise string (o) if for all polynomial t(n), CPg,(t, o) is
negligible. (In other words, there is no efficient successful (non-uniform with the advise string
«) collision finder of H.) When «, is constant we call H uniform collision-resistant and
we skip the notation a,.

Collision Security Model and Assumption. Informally, a hash function H is called
collision-resistant if it is hard to find a collision pair (M, M’) of H (i.e., M # M’ and
H(M) = H(M")). It is easy to see there is no meaningful way to formalize the notion of
collision resistance for a single hash function. Every function H with domain size larger
than range (we call those functions compression functions) must be non-injective; hence, a
collision pair exists. So, a short and fast program that outputs (M, M’), which are hardwired
in the program, finds a collision pair. In other words, an efficient collision finding algorithm
always exists, even if we currently may not know how to write it down. To overcome this
issue, one may consider a family of hash functions H = {Hx : K € K}, and the definition
says that when a uniformly random public key is used, no adversary can find a collision with
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non-negligible probability. Another possibility is to consider a sequence of hash functions
written as H(1™,-), which is associated with each choice of a security parameter n, and
so there exists collision-resistant hash function against a uniform adversary as one cannot
simply hardwire all collision pairs into a uniform adversary for all n. So, we must assume
existence of collision resistant hash function against uniform adversaries.

CLASSICAL COLLISION-RESISTANCE ASSUMPTION. There exists a 2-to-1 collision-resistant
function against all uniform collision finder algorithms. Using known collision-resistance pre-
serving modes such as MD Hash, we can also assume a collision-resistant c-to-1 compression
function H exists for every ¢ > 2. We prove our main result (Theorem 3.2) in the uniform
setting under this classical collision-resistance assumption. Then, we discuss our result in
the non-uniform setting (Theorem 3.5) as well.

Note that for any hash function H (so a collision pair (M,, M]) exists for all n), a non-
uniform algorithm based on the advise string (M,,, M!),, can return a collision pair for all n.
In other words, a collision secure hash function cannot exist against all non-uniform collision
finders. However, till now, any universal advise string (o) is known such that for every
H there exists A (depending on H) so that A(1",«;) finds a collision pair for H for all n.
This motivates us to pose the following assumption (a general assumption than the classical

assumption).

COLLISION-RESISTANCE ASSUMPTION AGAINST NON-UNIFORM COLLISION FINDER. For
every advise string (), a collision-resistant 2-to-1 compression function H against (o)
exists. When «, is constant, this is the same as the classical collision-resistance assumption
for uniform adversaries.

COMPARISON OF OUR MODEL WITH RANDOM ORACLE MODEL. In [8], and [10], the authors
provided collision security bound in a random oracle model (i.e., the underlying compression
functions f of hash mode T5 and ABR are assumed to be ideal, which means the compression
functions act like a perfect random function). For this kind of model, the assumption is
that a random oracle exists, which is definitely a strong assumption. In this context, our
security assumption is that a collision-resistant compression function exists against different
kinds of adversaries (for example, uniform adversaries), which is a practically more feasible
assumption compared to random oracle model assumption.

3.1.3 Reduction of Collision Security

In [80], the author explained that, if a cryptographic protocol II employs a hash function
(keyed or unkeyed) H, then to prove the security of IT using a reduction-based approach, one
can demonstrate the statement in existential form (CO): If there is an effective algorithm A
for attacking protocol 11, then there’s an effective algorithm B for finding collisions in H.
For the unkeyed hash function H, this statement is trivially true. Therefore, the author in
[80] stated constructive reductions defined as follows:

Code-Constructive Form (C1) [80]: If you know an effective algorithm A for attacking
protocol 11 then you know an effective algorithm B for finding collisions in H.

Black-Box-Constructive Form (C2) [80]: If you possess effective means A to attack
the protocol 11, then you have effective means B to find collisions in H.
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BLACK-BOX AND WHITE-BOX REDUCTION FOR COLLISION SECURITY. Based on our
current knowledge, it is infeasible to prove unconditionally that a hash function is collision-
resistant or to prove the collision-resistant assumptions. However, we can prove a reduction
that shows collision security of H given that H’ is collision-resistant, where H’ is used to
define H. In particular, we consider two types of reduction, namely black-box reduction (C2
form) and white-box reduction (C1 form) as defined below.

Definition 3.3 (Black-box and White-box Reduction) Let H, H' be some hash func-
tions and o, o be some advise strings.

1. We call collision security of H is a black-box reduced to Hi,..., H] if there is an
efficient algorithm A such that for any sequence of collision pairs (M, M) of H(1",-),
A1, (ap, My, M)),) is a successful collision finder of H!(1™",-), for some i € [r].

2. We call collision security of H is (a, o) white-box reduced to Hy, ..., H, if there is an
efficient algorithm A such that for any successful collision finder A'(1", &) of H(1",-),
A(1", (CODE(A"), an, al)y) is also a successful collision finder of H!(1",-) for some
i € [r], where CODE(A’) represents the algorithmic description of A’.

We skip the notations o and o whenever these are constant.

A black-box reduction algorithm (C2) finds a collision of H whenever a collision pair of H' is
given to it. Whereas, a white-box reduction (C1) algorithm finds a collision of H whenever
a code of an efficient collision-finder of H' is given. So, the existence of black-box reduction
implies the existence of white-box reduction. For example, it is very well known that the
Merkle-Damgard hash function, Merkle tree hash function, etc., are collision-resistant given
that the underlying compression function is collision-resistant. This is essentially a black-box
reduction. Those reductions can be easily converted to white-box also.

Remark: 1 According to the general definition of black-box reduction, a hash function H
is considered black-box reduced to H' if an efficient algorithm B can attack the protocol H,
enabling the construction of an algorithm A to find collisions in H'. In this specific context of
collision, we simplify the definition of black-box reduction. If there is an efficient algorithm
B to find collisions in H, B simply returns the collision pairs for H. The efficient algorithm
A then wuses those collision pairs from H (provided by algorithm B) to construct collision
pairs for H'.

3.1.4 Input-Output Fixing Collision-Resistant Compression Func-
tion

An nput-output fizing function f is a function that maps a fixed set of inputs to a fixed
set of outputs. Let a = (ay,...,0,) € DP and 8 = (f4,...,5,) € RP, consisting of distinct
values for some fixed p. A function f: D — R is called a — ( input-output fixing mapping
if for all 4, f(a;) = B;. We now extend this definition to an asymptotic setup. Let o = (o, )
and 5 = (8,)n where oy, = (a1, .., anyp) € ({0,1}") and B, = (Bpas-- - Pup) € ({0,1}7)P
consist of distinct values for all n. We call any such pair («, 3) (¢,p) in-out pair. A (t,p)
in-out pair is called computable if there is an efficient algorithm G such that G(1™) returns
(o, By) for all n.
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Definition 3.4 (Input-Output Fixing Function) Let (o, 3) be a (t,p) in-out pair. A
t-to-1 function f s called an o — [ input-output fixing mapping, if

f(A", i) = B, for allie [p],neN.

In other words, for all n, the function f, := f(1",-) is ay, — B, input-output fixing mapping.

Proposition 3.1 Let (o, 3) be a (t,p) in-out computable pair. There is a o — [ input-
output fixing collision-resistant compression function provided the classical collision-resistant
assumption is true.

Proof. Let ¢ > 2t be some fixed integer. Suppose b’ is a c-to-1 collision-resistant compression
function (it exists by our classical collision-resistant assumption). For all sufficiently large n,
we define k := |n/2] > [logp| and n’ = n — k. Suppose g € {0, 1}* is different from the last k
bits of all 3, ;’s and be the smallest possible value among all £-bit values when considered as
an integer (note that it can be computed efficiently as we can compute «,, and 3, efficiently).
Now we define

B s(17,2) — {f:” . - if x = (.)zm, for all 7 € [p] (3.1)

(1", z |0 )|l ¢ otherwise

Clearly, hqp is a a — (3 input-output fixing mapping. Now, we prove that h, g is collision-
resistant. The function h, g is easily seen to be efficiently computable.

We now provide a black-box reduction. Let an adversary A on the collision resistance
of h,p be given, which returns a pair (M, M’). Now, whenever (M, M’) is a collision pair,
then both M, and M’ can not be a,;, Vi € [p] as a,, and (3, are two tuples of distinct
values, for all n. Moreover, it can not be possible that M is one of a,; for some i € [p], and
M’ is other than «y, j, Vj € [p] as ¢ is different from the last &k bits of all §,;’s. Therefore,
(M | orle=t=ck A" || 0le=D=k) is a collision pair of A _,. o

3.2 Linear Hash Modes

3.2.1 Linear Algebra Lemma

Vectors. Given two m-dimensional vectors @ = (uy,...,uy), U = (v1,...,0,) € ™, we
compute the dot-product

m

— —>

u - v I:ZUZ"’UZ'.
i=1

Given a set of m-dimensional vectors V), we denote the following terminologies widely used
in linear algebra:

e span(V): the set of all vectors which are linearly dependent on the vectors of V;

e null(V): the set of all m-dimensional vectors @ such that @ - 2@ = 0 for all ¥ € V;
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e rank(V): the maximal number of linearly independent vectors in V;

We note that rank(span(V)) = rank(V). The rank-nullity theorem says that
rank(V) + rank(null(V)) = m.
A function f : F™ — F* is called m-to-t function.

Lemma 3.1 (Linear Algebra Lemma) Let S,N' < F"™\{0™} be two nonempty sets such
that (i) N and span(S) are disjoint and (i) |N'| < 2"™. Then,

there exists i € null(S) such that Vv e N, T -4 # 0.
Equivalently, 37 € null(S)\ U null(S u {77}).

Proof.Note that for all @ € N, rank(S v {7T}) = r + 1 < m where r = rank(S). So, by
rank-nullity theorem |null(S)| = (2")™" and |null(S U {7 })| = (2")™ ! for all v € N.
Hence,

null(S)\ | null(S U {T])] = 2 — |prjgrmnrn s g [1 _ M] 0.

2n
TeN

This shows that the above set is nonempty and hence the proof follows. O

Remark: 2 Given the set of vectors S, N, in order to find such

7 € null(8)\ U null(S U {7}),

TeN

it is sufficient to find a basis of null(S), and null(S n {T}) for all @ € N. A basis of the
null space of a set of vectors may be computed by Gaussian elimination or may be computed
by the Bareiss algorithm [81], which may work more efficiently than Gaussian elimination.
The efficiency of this algorithm depends on the cardinalities of S and N .°

Let @ € F™, W € F™ and Z < [m]. We write @|z = (v}, ..., ) where u} = u; for all

i ¢ Z, otherwise u, = 0. We call @|z, Z-projected vector of @. Note that

forall @ e ™, W|z 7T =uz-7z.

5In our main proof, where we use the results of Lemma, 3.1, the cardinality of S and A is upper bounded
by approximately tr + £+ r, where the linear hash mode processes ¢ blocks of messages using r many tn-to-n
bit compression function calls.
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3.2.2 Linear Functions and Tuples of Vectors

m-to-1 Linear Function. To each vector @ € F™, we associate a m-to-1 linear function
u, defined as u(7) = @ - @. For i € [m], the linear function e;(x1, s, ..., z,) = z; has an
equivalent vector representation e;, called the i'* coordinate vector, whose i*" element is 1,
and all the remaining elements are 0. It is well known that every linear function over F can
be uniquely represented by a function wu(-) as defined above for some @ € F™. So, we use
the convention @ to denote the corresponding vector for a linear function v and vice-versa.
For u:F* — F and v : F* — F, we define the joint linear function

(u | v):F*" - F, T u(zy,...,z0) + v, .., 700,), T eFT

_—
Note that u | v = @ | ¥, hence the concatenation notation | is consistent in both vector
and linear function representation.

m-to-t Linear Function. An m-to-t linear function u = (uy,...,u,), can be represented
by a t-tuple of vectors W := (ug,...,u;) € (F™)" such that for 77, we have
uw(?)=(w -7,...,u T):=(w(T),...,u(7T)).

Note that a pair of vectors (uy,us) is different from the concatenation u || us as they
correspond to two different linear functions.

For k € [t], we write u; = (ug1, ..., Ukm) € F™ (indices corresponding to components of
vectors appear at the end). We use bold letters like u to denote m-to-t linear functions and
vector arrow over bold letters like W to denote t-tuples of m-dimensional vectors.

Tuple of m-to-t Linear Function. Now, we further generalize and consider a r-tuple of
m-to-t linear function U := (uV,... ,u™), ie., for i € [r], u® is a m-to-t linear function.
This actually induces a linear function, abusing notation, U : F™ — (F*)", such that for all
T e ™,

U) = (u(l)(?), e ,u(”)(T)).

We use calligraphic fonts to denote such tuples of m-to-t linear functions. We write

—_— = = ==

u® = (. u), Wl = @) e T e [r] g e [E].

Definition 3.5 (Triangular-Dependent) An m-to-t linear function u and its vector rep-

resentation W@ = (uy,...,u;) are called i-onward independent if ug; = ... = U, = 0, for
all k € [t].
Let r <m. A r-tuple of m-to-t linear functions U := (u(l), e ,u(”) 1s called triangular-

dependent if for all i € [r], w9 is (i + (m — r))-onward independent. We call U ({,r,1)-
triangular-dependent where € = m —r.

If u is a m-to-t i-onward independent linear function then for all 7,7 € F™ with z; =

Yiy .-y Tio1 = Yi—1, we have u(@) = u(7y). In other words, u(zy,...,z,,) is functionally
independent of z;, . .., x,,. This justifies the term “i-onward independent". So, for 1 < i < m,
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any (¢ — 1)-to-t linear function u’ is equivalent to a m-to-t i-onward independent linear
function u such that

u(xy,...,ry) =u'(xy,...,0;_1), VT €F™

CONVENTION. Suppose u' ¥ is (£ 47— 1)-to-t linear function, i € [r]. As discussed above, we
can equivalently represent u' ) by i-onward independent m-to-t u® linear function. Hence,

we equivalently represent U’ := (u'(l), e ,u'(r)) by a triangular dependent r-tuple of m-to-t
linear functions U := (u(l), e ,u(r)). We follow this convention while we define linear hash
mode.

3.2.3 Linear Hash Mode

(£, r,t)-Linear Hash Mode. Linear Hash Mode is a generalized hash mode (g1, ..., ¢, ¢
where the intermediate processing functions g;(1",-)’s and the final output function g(1", -
are linear for all n. We equivalently represent a linear hash mode by a pair H(1",) := (U, :
(u®, ..., u"), g(1",)) where U, is a triangular dependent r-tuple of m-to-t linear functions
and ¢ is a m-to-1 linear function, where m = ¢ + r. We sometimes skip the notation 1" for
the sake of simplicity.

~— —

1. We call H simple if g(z1,...,2,) = x,. A simple linear hash mode is defined by
U, := (uV,...,u™)), and denoted as SLHy,.

2. On the other hand, we call H non-simple linear hash mode if
g(T1,. .., Ty) = 171 + CoTo + ... + CTm

where ¢, # 0, and there exists at least one i € [m — 1] such that ¢; # 0. A non-simple linear
hash mode is defined by (U, g), and is denoted as CLHy,g).

Example 1 (Merkle-Damgard Hash Function) Let f : F* — F be a t-to-1 compression
function. The Merkle-Damgdrd (MD) hash function derived from f, denoted (MD)! is a hash
function defined over F using r = [(¢ — 1)/(t — 1)], t-to-1 compression function calls that
works as follows:

(MD)f(m07m17 B 7m£fl) = f( T f(f(m07ml7 SR Jmt71)7mt7 SR 7m2t72>7 T 7m€fl)
Here, m; € F, for all 0 <1 < { — 1. Merkle-Damgdard hash is simple linear hash mode.
Example 2 (Merkle Tree Hash Function) Merkle-tree variant for a binary tree (based
on a 2-to-1 compression function) is a hash function using (£ —1) compression function calls

where { = 2¢ for d € N. Like Merkle-Damgdrd, Merkle tree hash is also simple linear hash
mode.
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Figure 3.2: Merkle-Damgard hash mode processing ¢ block messages with (¢ — 1) 2-to-1
compression function calls
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Figure 3.3: Merkle tree hash mode of height 3 processing 8 block messages with 7 2-to-1
compression function calls

(a) T5 hash mode with 5 message blocks and 3 (b) ABR hash mode of height 2 with 5 message
compression function calls. blocks and 3 compression function calls.

Figure 3.4: The structures of 75 and ABR hash modes.

Example 3 (Ts & ABR Hash Function) 75 hash function, described in [8], is designed
to handle a message input consisting of five blocks, which requires three 2-to-1 compression
function calls. As discussed in [9], the ABR hash function operates as a perfect binary tree
hash with a height denoted by £. It processes a total of m = (2°+2°~1 —1) message blocks and
executes (26 — 1) = (m — 2¢71) 2-to-1 compression function calls. It is important to highlight
that both are non-simple linear hash modes.

Example 4 (Shrimptom-Stam Hash Function) Shrimpton-Stam construction [79] is a
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2n-to-n bit compression function based on three n-to-n-bit non-compressing primitives. Now,
using three 2n-to-n-bit compression functions, we can compress five message blocks, adding
one block for each compression function (trivially extended version® of Shrimptom-Stam con-
struction). It’s worth noting that Shrimpton-Stam hash mode falls under the category of
non-stmple linear hash modes.

3.3 Owur Main Result

In this section, we present our main result, which establishes the lower bound on the number
of compression function calls required to achieve collision-resistance preserving property in
an (¢,r,t)-linear hash mode.

Theorem 3.2 [Main Theorem| Let H be an (¢,r,t) linear hash mode satisfying either (i)
t=2,r<[(l—=1)/(t=1)], or (i)t =1, =2 with (tr + { +r) < 2". Then, there exists

e t-to-1 collision-resistant compression functions fi(1",-),..., f-(1",-)" and

In other words, the white-box (and hence black-box) reduction from H to (fi,...,f,) does
not exist.

We already know (¢, r,t) linear hash mode having Merkle-Damgard and Merkle tree hash
structures are collision-resistant assuming underlying compression functions are collision-
resistant, and in this case r = [(£ — 1)/(t — 1)], for ¢ = 2°. The above result says we cannot
have a more efficient collision-resistance preserving hash mode than Merkle-Damgard and
Merkle tree hash mode. Recently, T5, ABR hash were shown to be collision-resistant in
the random oracle model [8], [9]. The above theorem shows that it is impossible to prove
the collision security of ABR and T5 based on only the collision security assumption of the
underlying compression function. We present the detailed attack on T5 in Subsection 3.3.1.
For the detailed attack on ABR hash mode, please refer to Subsection 3.3.2. It is important
to note that Shrimpton-Stam construction also does not have collision-resistance preserving
property. Similar reasoning can be applied as we do for T constructions.

SNote that this construction has not been proposed formally.

"The phrase "there exists t-to-1 collision-resistant compression functions" refers to a specific category of
collision-resistant compression functions for which we can prove that H is not collision-resistant, rather than
any arbitrary collision-resistant compression function. To demonstrate the existence of this particular type
of collision-resistant compression function, we must rely on the assumption that collision-resistant hashes
exist.

81t is possible to design a linear hash mode H that processes ¢ block messages under the following
conditions: either H uses r > [(¢ — 1)/(t — 1)] t-to-1 compression function calls (¢ > 2), or £ < 2 with ¢-to-1
compression function calls (¢ = 1), ensuring that H remains collision-resistant, provided the underlying hash
function is also collision-resistant. For instance, consider a linear hash mode H that processes 5 message
blocks using 5 2-to-1 compression function calls, defined as

H(mo, . 7m4) = f(MD(mO, e ,m4)7m0),

where M D is the Merkle-Damgard hash mode processing 5 message blocks with 4 compression function
calls, and f is a 2-to-1 compression function. It can be shown that if the underlying compression function is
collision-resistant, H is also collision-resistant.
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3.3.1 Absence of Collision-Resistance Preserving Property in Tj

Our goal is to prove that T5 does not have collision-resistance preserving property, i.e., there
exists some collision-resistant compression function f, such that Tg is not collision-resistant.
We start our proof by establishing an observation on T5 hash mode. We notice that, if the
underlying compression function f of the T5 hash mode satisfy the following constraints:

f(0,A)=A, f(0,0)=0 (3.2)

then, two messages (0,0,0,A,0), and (0,A,0,A, A) with non-zero message difference
(0,A,0,0,A) construct a collision pair for Tg (see Figure 3.5). It is important to note that
the conditions written in Equation 3.2 are not sufficient to conclude the collision-resistance
property of the underlying compression function, but we need the underlying compression
function to have the collision-resistance property (i.e., there may or may not exist collision-
resistant compression function satisfying Equation 3.2, but ultimately we need the underlying
compression function have to be collision-resistant and satisfy Equation 3.2). Hence, we have
to design a collision-resistant compression function, say F', which satisfies Equation 3.2, and
identify a message pair that produces a collision in the TL hash mode.

00 0 A 0 A 0 A
Vo Vo Vol Vo
f f f f
0 A A A
§< 0 SP) Ci< A €
! f
A 0
¢ ¢
A A
(a) Processing of message m = (0,0,0,A,0) (b) Processing of message m’ = (0,A,0,A, A)
through Tg through Tg

Figure 3.5: Processing of non-zero message difference (0,A,0,0,A) through Tg , where f
satisfies Equation 3.2

Based on this observation, we define a 2-to-1 compression function F' as follows:

0 if z=1(0,0)
Fz) =< A if ==(0,A) (3.3)
f'(z | 0m=3%) | ¢  Otherwise

where f’is a 3-to-1 collision-resistant compression function (it exists by our classical collision-
resistant assumption) and ¢ € {0, 1}¥\{0*} is different from the last k bits of A, and is the
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smallest possible value among all k-bit values when considered as an integer with k := [n/2].
It is noteworthy that, in Equation 3.3, f’ takes an input of 3n’ bits and generates an output
of n’ bits, where n’ = n — k.

For instance, F' can also be seen as h, s defined as in Equation 3.1 for a = (o, ) €
{0,1}*" such that a; = (0,0), and as = (0,A), and 8 = (f1,32) = (0,A) € {0,1}*", with
p =t =2, c = 3. Therefore, using Proposition 3.1, we can easily conclude that F' is collision-
resistant. Finally, for the T5 hash construction using F' as its compression function, i.e., for
TE . if one process M = (0,0,0,A,0) and M’ = (0,A,0,A, A) in TL, then

TE(M) = TE(M') = A # 0.

Remark: 3 To prove the general lower bound on linear hash mode H to achieve collision-
resistance preserving property, mentioned in Section 3.0.1, we have to construct some partic-
ular type of collision-resistant compression function f, a similar construction is necessary as
described in Ts. Hence, we establish such construction generally in Equation 3.1 (Subsection
3.1.4) and also prove that such construction is collision-resistant in Proposition 3.1. This
construction we call an input-output fixing compression function (Definition 3./).

3.3.2 Absence of Collision-Resistance Preserving Property in Gen-
eral ABR Hash

ABR [9] mode of height ¢ with 2¢ leaf message inputs, with 7 = 2¢ — 1 compression function
calls and a total of (2 + 21 — 1) input blocks. Therefore, we represent the input message
blocks as my, ma, ..., Mg 9e-1_1, While the compression functions are denoted as f; ;. Here,
i ranges from 1 to ¢, and for a given value of 4, j takes on values from 1 to 2°~¢ (£ = 3 case
is illustrated in Figure 3.6). Here, we would like to prove that the general ABR hash does
not have black-box reduction.

In order to do this, first, we prove that ABRy does not have black-box reduction. Similarly,
in ABR; hash mode, we notice that two different messages with non-zero message difference
say (0,0,0,A,0) would be a collision pair, provided the underlying compression function f
satisfy certain input-output patterns (f(0,A) = A, f(0,0) = 0) for some A # 0. There-
fore, if we process M = (0,A,0,0,A), and M’ = (0,A,0,A,A) in ABRL" where 2-to-1
collision-resistant compression function F is defined as in Equation 3.3), then ABRY (M) =
ABRI(M’) = A. Hence, we conclude that ABRy does not have black-box reduction.
Therefore, we can extend this attack to ABR hash mode of height ¢ for any integer ¢ > 3.
Now, the general ABR hash mode of height ¢ using F as its compression function calls where
2-to-1 collision-resistant compression function F' is defined in Equation 3.3, can be written
as

ABRE (my,ma, ... My oe1_y) = H(ABRL (mq, ma, m3, my, Mae_ 1), M5, ..., Maryoe-1_1)

(3.4)
where H is a hash function that takes an input of (2° + 2! — 5) blocks and outputs one
block, and it uses F' as its compression function calls (¢ = 3 case is illustrated in Figure
3.6, where the dotted line implies the function ABRy). Specifically, H contains all the other
functions of ABR} except the leftmost ABRZ. If we consider the case of £ = 3, H is a hash
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Figure 3.6: ABR mode of height 3 with 11 message blocks based on 7 calls to underlying
2-to-1 compression functions.

function which includes all the functions of ABRE except the dotted part in Figure 3.6. This
implies H takes input as ABRg(ml, My, Mg, My, My), M5, Mg, M7, Mg, M1, M1, and outputs
h = ABR?{(ml, . ,mll).
Now, as we know, (M, M’) is a collision pair of ABRL" as defined above, then we can construct
a pair (M, M’) defined as follows:

{mjzmj,m;:m; forj=1,2,3 4,2 +1 55

mj = m; =0 otherwise

Therefore, from Equation 3.4, using Equation 3.5 we can conclude that (M, M) is a collision
pair of ABR!" which implies the general ABR hash mode of height ¢ does not have collision-
resistance preserving property.

Remark: 4 As elaborated in Example 4, the extended version of the Shrimption-Stam con-
struction involves the processing of five message blocks through three calls to 2n-to-n bit
compression function. It is crucial to recognize that demonstrating collision resistance for
this construction based solely on the collision-resistant property of the underlying compres-
sion function is unattainable. Similar reasoning can be applied as we do when establishing
the impossibility of collision reduction for Ts and ABR constructions.

3.3.3 Proof of Theorem 3.2

In this section, we demonstrate the proof of Theorem 3.2. First, we state and explain some
necessary definitions and results to finally prove the Theorem 3.2.

94



DIFFERENCE PROPAGATION THROUGH (¢, 7,t) LINEAR HASH MODE. Let H be an (¢,r,t)
linear hash mode where U := (u,... u). Suppose we process two messages M =
(z1,...,2¢) € FY, and M’ = (2}, ...,2}) € F* through H®" and let the intermediate chaining
outputs and inputs be

oUTY (M) = (21, ..., 2m), UE) =Y = (D, y™)
ouTy (M) = (a,...,a), U )=V =D, .. 40

Let m =€+, dx; = x; ® ) for all i € [m]. Clearly,

u(i)(éa:l, e 0y,) = Sy® =y @y @

Note that

—

Sy =0 = 6z,., =0, Vie [7]
(zero differences in inputs of the oracles would lead to zero difference in the output). However,
to avoid collisions in the inputs and outputs of the oracles, we also need non-zero differences
in the inputs to lead to no