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Abstract

In the context of modern day embedded safety-critical systems and low-resource
edge devices in particular, Sigma-Delta Neural Networks (SDNNs) offer a promising
alternative to traditional Artificial Neural Networks (ANNs) by leveraging event-
driven, sparse computations inspired by biological neural processing. This energy-
efficient paradigm makes SDNNs well-suited for neuromorphic hardware and real-
time applications, particularly in scenarios with temporal redundancy, such as video
processing. However, as neural networks become integral to safety-critical systems,
ensuring their robustness against adversarial perturbations is an absolute necessity. In
this work, we propose an end-to-end framework for formal modeling and verification
of SDNNs using Satisfiability Modulo Theory (SMT). Unlike empirical robustness
evaluations, SMT-based verification provides formal guarantees by encoding SDNN
behavior and adversarial robustness properties as mathematical constraints. We
introduce an SMT-based formulation for encoding SDNNs with SMT constraints and
define a robustness property motivated by video stream processing. Our approach
systematically examines how well SDNNs can handle adversarial attacks, ensuring
they work correctly in safety-critical applications. We validate our framework through
experiments on temporal version of the MNIST dataset. To the best of our knowledge,
this is the first formal verification framework for SDNNs,; bridging the gap between
neuromorphic computing and rigorous verification. We also focus on applying the
proposed SDNN verification methodology to a real-world deep learning system-—

PilotNet, an end-to-end model for steering angle prediction in autonomous vehicles.

1X
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Chapter 1

Introduction

In recent times, Neural networks are being extensively used in safety critical embedded
systems such as autonomous vehicles [1] and airborne collision avoidance systems [2].
This has mandated the need for rigorous methods to ensure correct functioning of
neural network controlled systems. Formal verification offers a great promise in that
direction by being able to derive strong guarantees of correctness by exhibiting a
proof. Formal verification of neural networks has been studied actively in recent
years. [3, 4, 5, 6, 7].

Traditional deep networks rely on dense computations, leading to high energy
consumption. A promising alternative is Spiking Neural Networks (SNNs), inspired
by the brain’s event-driven processing, which operate asynchronously and can signifi-
cantly reduce power consumption [8|. These energy-efficient models hold potential
for neuromorphic hardware and embedded real-time edge applications. The need for
ensuring their smooth and trustworthy integration into the embedded system design
flow has inspired research on safety verification and bound analysis for SNN [9, 10, 11].

In this dissertation, we first explore Sigma-Delta Neural Networks (SDNNs), a
variant of SNNs, that is inspired by principles of efficient communication and spar-

sity [12]. Much like how our brains process only the most critical changes in sensory
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Chapter 1. Introduction 2

inputs, SDNNs compute only the differences—quantized, discrete changes—between
consecutive states. This revolutionary approach reduces computational burdens,
making SDNNs a compelling alternative to traditional deep learning frameworks
for scenarios with temporal redundancy, such as video processing. By focusing on
changes rather than redundancies, SDNNs promise a path towards energy-efficient Al
without compromising performance. As demonstrated by their application to tasks
such as the Temporal-MNIST classification [12], SDNNs can process data efficiently
while preserving accuracy, unlocking a new frontier for sustainable Al for safety
critical embedded systems.

As SDNNs get widely adopted in the embedded safety critical systems context [13],
the question of their trustworthiness and correctness becomes pertinent. This is
what we aim to address in this dissertation. In particular, we address the question of
robustness of SDNNs against adversarial attacks. As shown in the context of Artificial
Neural Networks (ANNS), subtle yet carefully crafted perturbations can cause neural
networks to mispredict, undermining their reliability in critical applications [14,
15, 16|. Verifying the robustness of such systems is no longer a luxury but a
necessity, particularly for networks designed for safety-critical environments. Neural
networks, as universal function approximators [17], must be rigorously analyzed to
estimate their robustness. Significant progress has been made on formal verification
of traditional ANNs [4, 5, 6, 7|, but the integration of such techniques with SDNNs
remains a challenge. The intersection of efficiency, correctness and robustness to
perturbation forms the crux of our exploration into formal methods-based modeling
and verification of SDNNs—a journey to unlock their full potential while safeguarding
their deployment. Our main contribution is an end-to-end framework for modeling
and verification of SDNNs against adversarial attacks using SM'T constraints.

Satisfiability Modulo Theory (SMT) is a powerful modeling formalism for formal

verification that extends Boolean satisfiability (SAT) by incorporating constraints

+ iThenticate Page 32 of 104 - Integrity Submission Submission ID trn:oid:::3618:100574651



+ iThenticate Page 33 of 104 - Integrity Submission Submission ID trn:oid:::3618:100574651

Chapter 1. Introduction 3

from various mathematical theories such as linear arithmetic, real numbers, and
bit-vectors [18]. SMT solvers efficiently determine whether a given formula defined
over a theory is satisfiable, making them a valuable tool for verifying the correctness
and robustness of complex systems, including neural networks. In the context of
SDNNs, SMT-based verification offers a principled approach to ensure their reliability
against adversarial perturbations. Unlike heuristic robustness evaluations, which
often rely on empirical testing, SM'T provides formal guarantees by exhaustively
analyzing the network’s behavior within defined constraints. Given SDNNs’ unique
event-driven processing and temporal dependencies, classical verification methods
developed for ANNs are not directly applicable. On the other hand, SMT with its
capability to encode discrete state transitions and sparsity constraints emerges as a
compelling framework for analyzing SDNNs against adversarial and safety-critical
conditions. While SMT encodings for SNNs [11]| can model temporal dynamics of
signals, novel neuron types of SDNN require new SMT encoding tailored to the
unique operational semantics of these neurons. By leveraging SMT, we aim to bridge
the gap between energy-efficient neuromorphic computing and formal verification
approaches for deriving robustness guarantees, ensuring that SDNNs can be deployed
with confidence in real-world applications.

This dissertation brings together two core contributions in the realm of SDNN
verification, as presented in our recent research. The first contribution presents a
symbolic modeling and verification framework for SDNNs, utilizing SMT to encode
their dynamics and formally reason about their behavior under adversarial pertur-
bations. Unlike traditional empirical testing methods, our SMT-based verification
approach offers mathematically rigorous guarantees, ensuring that the network ad-
heres to desired specifications even in the presence of input perturbations. To this
end, we define a novel robustness property tailored to temporal data and develop a

scalable encoding of SDNN execution semantics. Our framework is validated through
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experiments on the temporal version of the MNIST dataset.

Building on this foundational work, the second contribution focuses on applying
the proposed SDNN verification methodology to a real-world SDNN-based deep
learning system— PilotNet, an end-to-end model for steering angle prediction in
autonomous vehicles [1, 13]. PilotNet traditionally relies on dense convolutional
networks to process video frames captured by dashboard cameras. Given the temporal
continuity inherent in driving scenarios, we use a re-engineered PilotNet as an SDNN-
based model to exploit temporal sparsity and reduce redundant computation. We
then develop an abstraction-refinement-based SMT verification framework to model
the symbolic execution of this SDNN-based PilotNet. This instantiation not only
demonstrates the practical relevance of our general framework but also highlights
how domain-specific architectures can benefit from SDNN-based reformulation.

To the best of our knowledge, this dissertation presents the first unified approach
for symbolic modeling and robustness verification of SDNNs; including their integra-
tion into large-scale vision-based models like PilotNet. By bridging the gap between
neuromorphic efficiency and formal correctness, our contributions pave the way for
safe and reliable deployment of energy-efficient neural networks in real-world systems.

The structure of the dissertation is as follows: Chapter 2 surveys related work
in formal verification of neural networks. Chapter 3 introduces Sigma Delta Neural
Networks, its architecture and temporal processing capabilities. Chapter 4 details our
symbolic SMT encoding of SDNNs, laying the foundation for verification. Chapter 6
describes the SDNN-based PilotNet system, explaining their architecture and tem-
poral processing capabilities. Chapter 7 explains the verification of PilotNet using
the abstraction-refinement framework. Chapter 5 presents experimental results and

verification outcomes on benchmark datasets. Chapter 8 concludes this dissertation.
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Chapter 2

Related Work

In this chapter, we highlight some relevant works in the domain of modeling and
verification of traditional ANNs as well as Convolutional Neural Networks (CNNs)
and SNNs. Also, we explain Satisfiability Modulo Theory (SMT), which is required

as a preliminary methodology for this dissertation.

2.1 Formal Verification of Neural Networks

Formal verification of neural networks has emerged as a vibrant research field, with a
particular focus on ensuring robustness [4]. Constraint-based verification approaches
rely on the principles of SMT to analyze the behavior of neural networks. This
theoretical framework provides a structured way to reason about the properties of
the network, ensuring rigorous evaluation and validation. [5] expanded the simplex
method to enable the verification of neural networks with ReLLU activation functions,
which are widely used in deep learning architectures. Building on this work, [19]
developed the Marabou framework by extending support to arbitrary piecewise linear
activation functions, broadening its applicability in neural network verification. More

recently, o, S—CROWN |20, 21, 22| has emerged as a fast and scalable neural network
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verifier with efficient bound propagation, significantly improving verification perfor-
mance through optimized linear relaxation techniques. Constraint-based methods
leverage SMT solvers, which are well-suited for handling discrete activations, making
them a more adaptable choice for verifying SNNs and SDNNs. In recent years, SMT
solvers are gaining widespread popularity because of their ability to handle a wide

arsenal of theories.

2.2 Formal Verification of CNNs

While numerous techniques exist for the formal verification of general Deep Neural
Networks (DNNs), verifying Convolutional Neural Networks (CNNs) introduces
additional challenges due to their unique structural components like convolution and
max-pooling layers. These layers significantly increase the complexity and scalability
concerns when traditional verification methods designed for fully connected networks
are applied.

Some work has explicitly targeted CNN verification, proposing reachability based
approaches, either complete [23] or incomplete [24, 25, 26]. In [27], the authors
proposed a specialized framework, CNN-Abs, which employs an abstraction-refinement
approach tailored for CNNs. The method over-approximates the network by removing
convolutional connections, creating a simpler fully connected abstraction. If the
abstraction fails to verify the property, it incrementally refines the network by
restoring previously removed neurons and connections. This approach allows existing
verification backends (e.g., Marabou) to scale more efficiently, leveraging the reduced

network size during the verification process.
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Chapter II. Related Work 7

2.3 Formal Verification of SNN

As SNNs gain attraction in modern times, it becomes crucial to ensure their robustness
against adversarial attacks. Recognizing this challenge, [11] introduced an SMT-based
encoding framework tailored for SNN verification. Their approach adapts quantifier-
free linear real arithmetic constraints to capture the mathematical operations of
SNNs. To assess adversarial robustness, they formulated logical constraints that
account for potential perturbations in the input data. By leveraging SMT solvers,
they demonstrated the feasibility of this method for robustness verification.

The mathematical models for SDNNs differ substantially from those for ANNs
and SNNs due to their event-driven and time-varying nature. SDNNs operate on
real-valued inputs, allowing them to capture more precise temporal and spatial
information from the real world. This real-valued representation provides SDNNs
with a unique advantage in applications requiring fine-grained signal processing,
making them distinct from both conventional ANNs and third-generation SNNs.
Despite the growing interest in neural network verification, most existing methods
focus on ANNs and SNNs, leaving SDNNs largely unexplored. Given the complexity
introduced by the Sigma-Delta mechanism, verifying the correctness and robustness of
SDNNs requires new approaches. In this work, we introduce an SMT-based modeling
framework specifically designed for SDNN verification, marking a significant step
forward in the formal verification of event-driven neural networks. To the best of our
knowledge, this is the first research effort for modeling SDNNs within an SMT-based
framework, filling a critical gap in the field. Further, we address the question of

adversarial robustness in the context of SDNNs with a completely new definition.
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2.4 Satisfiability Modulo Theory (SMT)

Satisfiability Modulo Theory (SMT) is a decision problem that extends the classical
Boolean satisfiability problem (SAT) by incorporating background theories such as
linear arithmetic, bit-vectors, arrays, real numbers, and uninterpreted functions [18].
An SMT solver determines whether a logical formula is satisfiable under a given
theory, making it a powerful tool for formal verification of complex systems. Unlike
SAT solvers that operate over Boolean variables, SMT solvers reason about richer
structures, enabling more expressive modeling of system behaviors.

In the context of neural networks, SMT has been successfully employed to
verify properties such as robustness, safety, and fairness by encoding the network’s
operations and properties as logical constraints |28, 29]. Our work leverages the
expressiveness of SMT to model the unique temporal dynamics of Sigma Delta Neural
Networks (SDNNs), capturing both their quantized communication and temporal
sparsity. By formulating adversarial robustness verification as an SMT satisfiability
query, we obtain formal guarantees of correctness that go beyond empirical testing.
Furthermore, the modularity of SMT encodings allows us to extend our framework to
domain-specific models such as PilotNet, demonstrating the generality of SMT-based

verification in neuromorphic architectures.

2.4.1 SMT-Based Verification of Neural Networks

Satisfiability Modulo Theories (SMT) solvers have been extensively used for formal
verification of neural networks due to their ability to reason about arithmetic, logical,
and structural constraints. Among the SMT solvers, Z3 [30] developed by Microsoft
Research, has emerged as one of the most widely adopted tools in the domain of
program verification and symbolic reasoning. Z3 has also been employed in the

context of deep learning verification to reason about piecewise-linear activations,
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such as ReLU, and input-output relations of neural models [29]|. Frameworks like
Reluplex, Marabou [31], and others internally rely on SMT-based reasoning or similar
abstractions to establish formal properties.

While traditional SMT applications target static feedforward neural networks,
recent work has begun exploring their applicability to temporal and spiking neural
architectures. In this line of research, our work leverages Z3—specifically its Python

interface Z3Py—for encoding and verifying Sigma-Delta Neural Networks (SDNNs).

Adversarial Robustness

Pixel matrix
10.10.00...

Reference Image ‘ i0_5 0.07... t Any 28X28 image

Xo whose pixel values

) are within £ 0 of xo

: @ o O

Input Image © o O °

with slight ® : : : : ®

change but ® ® ® ® ® »

very close to x, @ p< ® ® ®
© O © O

&

Score of yg is highest
FIGURE 2.1: Adversarial Robustness example for an image xg of size 28 x 28 with

label yq

Adversarial robustness refers to a neural network’s ability to maintain consistent
predictions in the presence of small perturbations to its input. For image classification

tasks, this means that if an image is altered slightly—such that each pixel deviates
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by no more than a small value § from a reference image xo—the network should still
assign the same label to the perturbed image. To formally verify this, we define the
0-neighbourhood of x as:

[ = zollec <&

This constraint ensures that all pixel values in the perturbed input x remain within
44 of the corresponding pixels in xg.

Verification is performed using constraint solvers to check whether all such z
within the d-ball yield the same classification as xy. The condition to be satisfied

can be expressed as:

\/ Wlio] < yli])

where ylip] is the output corresponding to the correct label. If the solver returns
UNSAT, it implies no input within the J-ball leads to a misclassification, and thus, the
network is adversarially robust for the given ¢.

This setup provides a principled approach to verifying robustness and forms the

foundation for more comprehensive robustness guarantees.

Local vs. Global Adversarial Robustness.

In SDNN verification, robustness is categorized as local or global. Local robustness
ensures that small input perturbations do not alter the network’s output, crucial for
defending against adversarial attacks. If an SDNN is locally robust, its predictions
remain unchanged within a small neighborhood of any input. Global robustness
evaluates stability across the entire input space, ensuring reliable predictions for all
possible inputs. Although more challenging to achieve, it guarantees broader model
reliability. In SDNN verification, checking local robustness helps assess how well the
model can withstand minor variations, whereas verifying global robustness provides a

comprehensive guarantee of the network’s reliability under all conditions. Both play
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a crucial role in determining the trustworthiness and safety of SDNNs in real-world

applications.
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Sigma Delta Neural Network

e e T T

m
ouftput
nodes

input
nodes

W T

#

FIGURE 3.1: Sigma Delta Neural Network (N)

A Sigma Delta Neural Network (SDNN) is a specialized type of neural network
having an architecture similar to feedforward neural networks, however, differing
in the semantic operation. An SDNN processes changes in activation between
consecutive inputs rather than recomputing the entire activation. The architecture

of an SDNN N depicted in Figure 3.1 consists of the following components:

e Input Layer: The network starts with n input neurons. Rather than feeding
the raw input values, SDNNs operate on the temporal difference of inputs, i.e.,

Axr; = xy — x4_1 where x; and x;_; denote the values of the input x at time

13

« iThenticate Page 43 of 104 - Integrity Submission Submission ID trn:oid:::3618:100574651



©® 6

+ iThenticate Page 44 of 104 - Integrity Submission Submission ID trn:o0id:::3618:100574651

Chapter III. Sigma Delta Neural Network 14

steps t and t-1 respectively.. This allows the network to focus on changes in

input over time, enhancing computational efficiency.

e Hidden Layers: The network includes a number of fully connected hidden
layers ((4 in the figure above) consisting of Sigma-Delta neurons. These layers
propagate the delta information forward. Due to the sparsity of the deltas,
many neurons may remain inactive unless there is a significant temporal change,

reducing the number of computations required per timestep.

e Output Layer: The final layer comprises of m output neurons. These neurons
perform the Sigma operation, which accumulates the incoming deltas from the

last hidden layer to reconstruct the full output activations over time.

This architecture is particularly beneficial for processing time-varying data such as
video streams or event-based sensor readings, where only a subset of the network
needs to be activated at any given moment, thereby saving power and improving
efficiency. This is achieved through two key mechanisms: temporal difference and
temporal integration, which focus on detecting and accumulating changes in the
input over time. Additionally, SDNNs use quantization to encode changes in input
signals as discrete values, improving computational efficiency and enabling effective
processing of temporal data. We first define the temporal difference (Ar) and

temporal integration (37) modules in the procedures below.

Procedure Temporal Difference(Ar)

Internal: Z, € R+ 0
Input: ¥ € R?
Output: yA € R?

I YA = T — Tlast

2! Tlast < T

3: return ya
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Procedure Temporal Integration(X7)

Internal: 35, € R% <« 0
Input: ¥ € R?
Output: 75 € R?

L ys < ys + 7

2: return ys,

Temporal data refers to data recorded or observed over time, where the order and time
intervals between observations are important. Unlike static data, which represent a
snapshot at a single point in time, temporal data capture how values evolve over a
sequence of time steps. Temporal data can be processed efficiently using the A and
Y7 modules, capturing changes rather than raw values, making them energy efficient
for time-dependent applications.

A SDNN consists of neurons that process temporal data. It begins with an input
signal that is rounded to the nearest quantized level using the function Round(z).
The rounded input is passed through the A module, which computes the temporal
differences to capture changes over time. The output of Az is weighted by w(x) to
model synaptic interactions. Subsequently, the weighted output is processed by the
Y7 module, which performs temporal integration to accumulate information over
time. The integrated signal is passed through a nonlinear activation function h(x),
such as ReLU or sigmoid, to introduce nonlinearity and model complex patterns.
Finally, the processed signal is output for the desired task. The final output is an
aggregation of the output sequence (for example, majority voting of the values
over the sequence length). Figure 3.2 is a simple flowchart to understand different
operations and modules of SDNN. An SDNN with multiple layers of nodes may use
thresholding and residual states within the neurons. In this work, we do not consider

thresholding and residual states.
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Input %Rﬂund(}{]H At H w(x) H It H h(x) }—» Qutput

FI1GURE 3.2: Working principle of one neuron in Sigma Delta Neural Network

To illustrate the processing of temporal data by a SDNN, we define a temporal
dataset consisting of a sequence of inputs observed over a temporal window of length
T. An SDNN processes an input & € R™7T and outputs § € R™*”, where R denotes
the set of real numbers and n, m are the number of inputs and outputs respectively.
In the SDNN, each vector of size n at a given time step ¢ € [1,...,7T] in the input

layer is referred to as a frame in the input sequence.

Definition 3.1 (Temporal Window). A temporal window is a fixed-length sequence
of consecutive time steps extracted from temporal data, preserving the order and
time intervals between observations. Each observation within a temporal window is

known as a frame.

The following example explains the philosophy behind working of an SDNN on
temporal data.

Example 1: Consider a simple SDNN with 3 input features, 1 hidden layer, and
1 output feature, shown in Figure 3.3. Let for input & € R3*”, that is, at each time
step ¢ € [1,T], the system receives a 3-input vector 7; = [x}, 2%, 2] € R? consisting
of three input features. The output at time step ¢ is denoted as o;. For simplicity
of illustration and ease of explanation, we consider a simple activation function
h(x) = x and zero bias in each node in each layer. The SDNN processes the changes
in these inputs using the A7 and Y7 modules as described above. Table 3.1 presents
an example sequence of input values over a temporal window of 5, demonstrating
how SDNN captures temporal dynamics through the difference and integration

mechanisms. Note for any SDNN, each input layer node has only the A7 module
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and each output layer node has only the Y7 module. All hidden layer nodes have

both Ar and Y7 modules as described in the procedures above.

Time(t) 1 2 3 4 | 5
g 1.2 | 32 | 33 | 29 | 4
T2 0.2 | 1.1 | 0.9 -1 1
T3 0.3 0 0.1 0 0
Yt 1 7 7 -1 3

TABLE 3.1: Sample temporal data with features x1, z2, 3, and output y over a
temporal window of 5.

FI1GURE 3.3: SDNN example

At ¢t = 0, for all layers, we initialize Tjas < 0, 45 < 0 corresponding to the Ar
and X7 modules described above.
At t = 1, the input & = (1.2,0.2,0.3) is first rounded to (1,0,0). Then Az of the
input layer returns [(1,0,0) — (0,0,0)] = (1,0,0) and updates its .5 < (1,0,0). It
propagates through the corresponding weights. As a result X7 of the hidden layer
gets [(2-14+5-04+(-3)-0),(1-1+2-0+2-0)] =(2,1) as input. Then X of

the hidden layer returns [(2,1) + (0,0)] = (2, 1) and updates its ys < (2,1). After
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Time(t) | Input(si) | Round(z}) z Tiast YA w(YA)
1 (1.2,0.2,0.3) (1,0, 0) (1,0,0) | (0,0,0) | (1,0,0) (2, 1)
2 (32,1.1,0) | (3,1,0) | (3,1,0) | (1,0,0) | (2,1,0) | (9,4)
3 (3.3,1.1,0.1) (3,1,0) (3,1,0) | (3,1,0) | (0,0,0) (0, 0)
4 (2.9,-1,0) (3,-1,0) (3,-1,0) | (3,1,0) | (0,-2,0) | (-10,-4)
5 (4,1,0) (4,1,0) (4,1,0) | (3,-1,0) | (1,2,0) | (12,5)
TABLE 3.2: A- Computations at the input layer
Time(t) Z Ysi 1 sy h(yx) | Round(zt) z Tlast YA w(yA)
L ey ooley ey ey |eyloonl ey | o
2 (9, 4) (2,1) | (11,5) | (11, 5) (11, 5) (11,5) | (2, 1) (9, 4) (6)
3 (0, 0) (11, 5) | (11, 5) | (11, 5) (11, 5) (11, 5) | (11, 5) (0, 0) (0)
4 (-10,-4) | (11,5) | (1, 1) | (1, 1) (1,1) (1,1) | (11,5) | (-10,-4) | (-8)
5 (12,5) | (1,1) | (13,6) | (13,6) | (13,6) | (13.6)| (1L1) | (12,5 | (9

TABLE 3.3: ¥ — A Computations at the hidden layer

Time(t) | & |yse—y | y5¢ | B(y2) | ¥
1 WO O O o
2 &, O 1O O O
3 OO O 0O O
4 8] M )] Y Y
5 @) @] B8 |6

TABLE 3.4: - Computations at out-
put layer
passing through the activation function, we get (hq, ho) = (2,1). Then (hy, hy) after
rounding remains (2, 1). Next, A of the hidden layer returns [(2,1) — (0,0)] = (2,1)
and updates its Z.s < (2,1). It propagates through the corresponding weights and
the resulting 7 of the output layer gets [(2-2 + (—3) - 1)] = 1 as input. Then
Yr of the output layer returns [(1) + (0)] = (1) and updates its ys, < (1). After
passing through the activation function, the final output is y7 = (1) which is the
output at frame 1. At ¢ = 2, the input & = (3.2,1.1,0) is first rounded to (3, 1,0).
Then Ar of the input layer returns [(3,1,0) — (1,0,0)] = (2,1,0) and updates its

Tlast < (3,1,0). It propagates through the corresponding weights, and as a result
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Yp of the hidden layer gets [(2-2+5-14+(=3)-0),(1-24+2-1+2-0)] =(9,4) as
input. Then Y7 of the hidden layer returns [(9,4) 4 (2,1)] = (11,5) and updates its
ys, < (11,5). After passing through the activation function, we get (hq, he) = (11,5).
Then (hq, he) after rounding remains (11, 5). Next, Az of the hidden layer returns
[(11,5) — (2,1)] = (9,4) and updates its Tp.s < (11,5). It propagates through the
corresponding weights, and as a result Xp of the output layer gets [(2-9+(—3)-4) = 6]
as input. Then Y7 of the output layer returns [(6) + (1)] = (7) and updates its
ys, < (7). After passing through the activation function, we get y5 = (7) as the
output at frame 2. At ¢ = 3, the input ¥ = (3.3,0.9,0.1) is first rounded to (3, —1,0).
Then, Ar of the input layer returns [(3,1,0) — (3,1,0)] = (0,0,0) and updates its
Trast < (3,1,0). It propagates through the corresponding weights, and as a result,
Y7 of the hidden layer gets [(2-04+5-04(—3)-0),(1-0+2-—2+42-0)] = (0,0) as
input. Then, Y7 of the hidden layer returns [(0,0) + (11, 5)] = (11,5) and updates its
ys, < (11,5). After passing through the activation function, we get (hy, he) = (11,5).
Then (hy, he) after rounding remains (11,5). Next, A of the hidden layer returns
[(11,5) — (11,5)] = (0,0) and updates its Zj.s < (11,5). It propagates through the
corresponding weights, and as a result, X of the output layer gets [(2:04+(—3)-0)] =0
as input. Then, Y7 of the output layer returns [(0) 4+ (7)] = (7) and updates its
ys, < (7). After passing through the activation function, we get the final output
ys = (7). Here, we observe that when there is no significant change in the input
features, the output of the SDNN remains unchanged, demonstrating its resistance
to perturbations. This makes SDNNs popular. For ¢t = 4 and 5, following the same
process shown in tables 3.2, 3.3, 3.4, we obtain y4 = —1, y5 = 8. Thus, the complete
output sequence over the temporal window is {y;}._, = {1,7,7, —1,8}. Now after
the majority voting computation, we get majority voting(y) = 7.

Extending this to an SDNN with multiple neurons in the output layer will give

us multiple outputs—one from each neuron. To determine the final outcome, we pick
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the neuron with the highest value at each time step, treating it as the most dominant
response. Now, consider a classification task where our goal is to assign a label to
an input sequence observed over a temporal window. Instead of making a decision
at every instant, we could adopt a more robust approach-—majority voting. Over
time, as the SDNN processes the evolving sequence, each output step contributes a
potential label, and by the end, we select the most frequently occurring label as the
final decision. This ensures that even if the network’s predictions vary slightly at
individual time steps, the overall classification remains stable and reliable, capturing

the essence of the temporal patterns in the input.

3.1 Verification Problem in SDNN

For a classification problem with m-classes, we can design an SDNN N with m
output neurons. The SDNN predicts a class y for a given input sequence v where y is
the class corresponding to the neuron with the maximum vote in the output sequence
nie. n=N(y) Ay =majority voting(n). An SDNN N trained for classification
is adversarially robust with respect to a given input vy when small perturbations to

v do not lead to a change in the predicted class yo = majority wvoting(ny) where

Mo = N(%)-

Definition 3.2 (SDNN Verification Problem). For a SDNN N : 7 € R™*T —
y € R™T an input property P(Z) and an output property Q(%), the falsification
problem is to find an input 7y with output go = N (%) , such that 7, satisfies P
and gy satisfies @) where P(Z) characterizes the inputs we are checking and Q(%)
characterizes the undesired behavior (i.e. violation of the requirement) for those

inputs.

The outcome of the verification problem can be interpreted as follows:
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e If no such input Z, is found (i.e., the search is unsuccessful), the result is
UNSAT, indicating that the network satisfies the desired property and the

property holds.

e If such an input is found, the result is SAT, indicating that the output exhibits

unsafe behavior, and the input Z, serves as a counterexample.

Note that the dimensions of z and 7 are as mentioned earlier. For the verification
framework, we need to encode a formula P(y) A N(v) = n A =Q(n) where P(v)
states that 7 is a perturbation of a given -, with label yo, and Q(n) states that
majority voting(n) = yo. We now define our notion of adversarial robustness in

SDNN.

3.2 Adversarial Robustness in SDNN

In the context of SDNN, adversarial robustness poses unique challenges due to the
time-dependent nature of the inputs and the internal state of the network. Traditional
adversarial perturbations, designed for static inputs, fail to capture the temporal
dynamics present in temporal sequences. Hence, we introduce a formal notion of
perturbation tailored specifically for SDNNs that respects both the temporal and

spatial constraints of the input.

Definition 3.3 (A-Perturbation). For given non-negative integers A, d, e, the
A-Perturbation of a temporal input sequence 7y with temporal window 7" refers to
changing it by at most A frames within 7', where each frame can change by at most
d-many values within the frame, where each changed value within a frame can change

by at most +e.

This definition allows us to model adversarial perturbations in a manner that aligns

with the operational principles of SDNNs. By bounding the number of altered frames
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(A), the number of values modified within each frame (§), and the magnitude of
each change (¢), we ensure that the perturbation remains subtle yet potentially
adversarial. This formalism serves as the foundation for analyzing and verifying

robustness properties in SDNNs.

3.3 Interval Bound Derivation

In the following discussion, we present a mechanism to derive bounds on the values

that any X unit can take.

Lemma 3.4. For an SDNN, consider consecutive A and Y neurons at layers i and
j =i+ 1 respectively. Let x}, A} be the input and output of the A-neuron, and ¥} be
the output of the X-neuron at time t. Assume ¥Vt > 1, zt is bounded as a < zt < 3.

Then, Z; 1s bounded as below:
S wyratt by <N wy-Bteb;, VE>1

Proof: We know for an SDNN, at t = 0, all 2} = 0, X9 = 0, and for all timesteps

t > 1 the following holds.

Al = gt — gt (3.1)

SE= wi - Al 4 b+ 50! (3.2)

where w;; is the weight between node i and node j, and b; is the bias corresponding
to node j.

Base Case: at t =1, for any a <z} < 3, we get a < A} < 3 using eqn. 3.1. Then,
eqn. 3.2 gives

Zsz]Oé—i‘b]SElelemﬁ—i‘bj
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Induction Hypothesis: Let the statement be true for t = k for £ > 2, i.e.,
Zwij-aw-bj <k < Zwij.ﬁM-bj.
Induction Step: We need to show that the statement is true for t =k + 1 i.e.
Zwij-aﬂkﬂ)-bj < phtH ngzjﬁﬂkH)-bj.
At t = k + 1, by the assumption of the lemma:
a <zt <p

Then, by eqn. 3.1, (a — ) < AF! < (B —a).
By eqn. 3.2,
E;ﬁ_l = Z wij . A;H_l + bj + Z;ﬁ

So,att=Fk+1,

D wi (o= B)+b;+ T <> wy - A 4 b 4+ X8

<§:w” B—a)+b;+3h
OrZwU B) +b; +wa B4k-b; <wa AR 4 p,
+E’“<wa —a) +b; +wa a+k-b;
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Or, Y wi- (= B+p)+ (k+1)b; <> wi;- A +b; + 55

<Y wy-(B—a+a)+(k+1)b

Or,Zwij - o + (lf + 1)bj S Z;?—H S Zwij : ﬂ + (k? + 1)bj

Hence, by the principle of mathematical induction, the lemma is true for all ¢ > 1.

These bounds provide a structured framework for reasoning about adversarial per-
turbations in SDNNs. In Chapter 4, we leverage these bounds to derive the symbolic
modeling of SDNNs for the purpose of verifying their adversarial robustness proper-

ties.
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Symbolic Modeling and Verification
for SDNN

Symbolic modeling of SDNNs is one of our core contributions to address the adversarial
robustness problem. Our framework takes two inputs: an SDNN and a property
that needs verification. With these in hand, it sets out on one of two possible paths.
On one path, the framework rigorously examines the SDNN and declares that the
property holds true for all possible inputs. This assurance extends to inputs without
restrictions as well as those constrained by specific input conditions defined in the
property. On the other path, the framework uncovers a counterexample—an input
where the property fails. This counterexample serves as a critical piece of evidence,
showing exactly where the SDNN falls short. Thus, the framework acts as a certifier,
either proving the reliability of the SDNN or revealing a vulnerability that demands
attention. Through the SDNN verification problem, one can check for various system

properties, such as adversarial robustness.

25
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4.1 SMT Encoding of SDNN

The SMT encoding of a given SDNN A involves encoding the execution semantics of
the internal and output neurons. Towards this, we first introduce the real variables
used in our SMT encoding. For all input neurons N;, let x;; be the real variable
denoting the value of the input corresponding to N; at time t. For all other neurons
N;, let the variable z;, denote the real output of N; at time . We present a modeling
formalism for a given SDNN using SMT.

Constraints

For a given SDNN;, let w; ; € R represent the weight of the synapse between the

adjacent neurons (/V;, ;). For all neurons N; € N, we define
inSynapse(N;) = {(N;, o) | (N, N;) € W},

where inSynapse(N;) represents the incoming edges of N; in the SDNN graph, ¥
denotes the edge set, and N denotes the vertex set of the SDNN graph. Furthermore,

we introduce the following notation for each neuron N; at time t:
e 7;;: rounded real outputs for neuron N;.
e d,;;: output of the A module for neuron NV;.
e y,.: value of the integral of the ¥ module for neuron ;.
&o: Inatialization : The input, output, quantized value, integral for each neuron

are initialized to 0 at timestep 0.

&)(i, O) é (LU@O =0A Tio = 0N yi,() = 0)
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&1: Quantization : For each neuron, the quantized value of the quantity stored in

that neuron is calculated at timestep t.
fl(l,t) £ (xi,t — [:L‘i,t] > 0.5 = Tit — [:Ei,t] + 1)/\(1’1’15 = [xi,t] <05 = Tit = [l‘iﬂg])

& — &40 Encoding the X — A semantics: The output of the A module for each

neuron is calculated at timestep t.

52(7;7 t) = (di,t =Tt — Ti,t—1)

During each timestep, when neuron N; receives an input from the A module of
neuron IN;, the product of the synaptic weight w;, (connecting N; to IV;) and the

input is used to update the integral value of the ¥ module of neuron N;.

&(i,t) & | yiy = Z (dje - wii) +bi + Yz

j€inSynapse(N;)

We consider the activation function as the ReLU activation in our model. So, the

output of the activation function for each neuron is calculated at timestep t.
E1(i,t) = Wiy >0 = 01y =Yix) A (Yiy <0 = 0;, =0)

We use the constraints &, &1, &9, &3,&4 to model the SDNN verification problem

discussed in Chapter 3.

4.2 Verifying Adversarial Robustness of SDNNs

For given non-negative integers A, 9, ¢, the A-Perturbation of a temporal input

sequence 7y with temporal window 7' refers to changing it by at most A frames
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within 7', where each frame can change by at most dJ-many values within the frame,
where each changed value within a frame can change by at most +e. If 7 is obtained
from the input vy of temporal window of size T', then after A-perturbation, we have

Frame Perturbation Constraint:

T
Zf(w#vom) <A (4.1)
=1

This ensures that at most A frames in the sequence =y, are modified. The indicator
function I(y[)4yp) returns 1 if the i-th frame ~[i] is different from ~o[i], and 0
otherwise. The summation guarantees that the number of perturbed frames does not
exceed A.

Value Perturbation Constraint:

T

/\ Tyl #ola)) - Z I < 0 (4.2)

i=1 j=1

This condition applies to each frame in the temporal window of size T (i = 1 to
T). The term n represents the total number of values in a frame, corresponding to
the n inputs of the SDNN. The term Z?zl T2l Teturns 1 if the j-th value
of the i-th frame ~[i][j] is different from 7[i][j], and O otherwise. It counts how
many values have changed in the i-th frame. The inequality ensures that at most &
values are modified in each perturbed frame. The term I(,;£,,[) ensures that this
constraint applies only to frames that were already identified as changed in the first
condition. This applies more to temporal image datasets as shown later.

Value Intensity Constraint:

A N VAT =l < e (4.3)

i=1j=1

This ensures when a value in a frame is perturbed, its change is bounded. The

+ iThenticate Page 58 of 104 - Integrity Submission Submission ID trn:oid:::3618:100574651



+ iThenticate Page 59 of 104 - Integrity Submission Submission ID trn:oid:::3618:100574651

Chapter IV. Symbolic Modeling of SDNN 29

absolute difference between the jth value of the ith perturbed frame i.e. ~[i][j]
and the jth value of the ith original frame i.e. 7[i][j] is at most e. This prevents
extreme modifications, ensuring that the extent of perturbation is bounded. The
standard perturbation definitions in robustness analysis often focus on per-instance
perturbations, these apply a global e-bounded perturbation to all input dimensions.
Our A-Perturbation framework introduces a new constraint structure, as described
in the following:

Temporal constraints: We impose a frame-level restriction on perturbation count
using A.

Frame group restrictions: Instead of unrestricted per-frame perturbations, we
control the number of values changed in a frame using the upper bound of §.
Limited per-value changes: We ensure that perturbed values do not exceed an
intensity variation of e.

For most real-life applications, the sequences generated by sensors are more
susceptible to errors where there are missing intended values of pixels in frames or
more values of pixels in frames than expected. So, we prefer to use the notion of
A-Perturbation for adversarial robustness. Hence, the corresponding SMT encoding

of the input property P(v) is denoted as Fp:

Fp 2 | D Toli=no) < A A
=1
n ‘Ninp‘
N | Tati=om © D, Tomi=votis) < 0| A
i=1 j=1
n |Ninp|
A\ I = vl < e (4.4)
i=1 j=1
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In order to formalize Q(n), Vt € [1,...,T], weencode y; = arg_max(yit, Y24, - - - Ym,t)

corresponding to the t-th column of n as:

Fargimaac(n[t]a yt) é (yt = j) A (yj,t Z yi,t) \V/Z,j S {]-a s 7m}

and the function y = majority voting(y1,ya,...,yr) as
T
A
Foo(y1,92, - yr,ue) = N\ (Frea(ys) > frea(y))
t=1

where freq(yx) denotes the frequency of the class . in the output sequence 1. Recall
in the notation used before, majority voting(n) = yo. Therefore, the encoding of

Q(n) can be described as:

T
77 yO é /\ arg_ mam ] t)) N Fmv<y1? Y2,...,yr, yO) (45)

While the SMT formulation above does not assume any bounds except the domain
bounds on the inputs, the derivation of interval bounds discussed in Chapter 3 gives
an interesting result that helps us expedite the SMT even further by narrowing
down the search it has to carry out while looking for a solution. This is another key
contribution from us to SDNN literature, in addition to the symbolic modeling above.
This scales up our SMT model even further as we show through our experiments in
the following section.

We add the SMT encoding of the interval bounds of the ¥-unit in SDNNs for each
node. If the bias is zero for any layer, then the corresponding bound on the ¥ unit
becomes constant.

¢s: Bound Constraints : For each neuron, the integral value of its X-unit at

timestep t can be encoded as:
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f5<i,t) = Yit > Z Wy, ¢ +t- bj /\

j€inSynapse(N;)
Yip < Z wji - B+t
j€inSynapse(N;)
Collecting the formulas &, &1, &, &3, &4 and &5, we define the SMT encoding Fr of a
given SDNN as below:

By £ (/\@(@@) A

€N

A\ A GG A& ) AL t) A&ali,t) AEs(it) | (4.6)
te[1,T)ien

To verify the adversarial robustness property of an SDNN, we send the verification
query (Fp A Fxy A —Fg) to our verification framework. If no input 7 satisfies this
formula, the result is UNSAT, indicating that the SDNN upholds the desired
property under the given values of A, §, and ¢; in other words, the property holds.
Conversely, if a satisfying input is found, the result is SAT, signifying a violation of
the property. In this case, the corresponding input v constitutes a counterexample

that demonstrates unsafe behavior of the network.
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Chapter 5

Implementation and Results

In this chapter, we present the results of our experiments on the temporal version of
the MNIST dataset under 3 distinct experimental setups based on the parameters
defined in Definition 3.3. Figure 5.1 illustrates an overall workflow of our proposed
framework. Given an SDNN to check for adversarial robustness, a given temporal
sequence vy defined over a temporal window 7', and a triplet of values A, J, € we run
our adversarial example search by creating all possible A, J, € perturbations around
o and check for robustness in each case using our SMT formulation. The framework
outputs Robust if the set of constraints is Unsatisfiable, indicating that no such
perturbation exists around the given =, for which the SDNN outputs a different
result. If the set of constraints is found satisfiable, it returns the counterexample
giving us a valuation of A, J, € that can help us create a perturbed temporal sequence
honoring the A, 9, € constraint around = for which the given SDNN is non-robust, i.e.
it outputs a different value. A third outcome is possible as well. If no counterexample
is found within the specified time limit, the solver returns a timeout and the result
of our analysis is inconclusive. Evidently, more the value of the time limit, more are

the chances for deducing a conclusive result.

33
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Targeted Symbolic
SDOMNN — % Modeling
Hobust
Robustness » Froperty Counter
Froperty Check Example
Timeout

FIGURE 5.1: Our Proposed Framework

We now describe the implementation details followed by the experimental results.
We used the MNIST dataset [32] to create temporal sequences. MNIST is a well-
established benchmark dataset with simple yet diverse digit patterns, making it
ideal for studying sequential transformations. Its gray-scale images allow for easy
computation of pixel-wise similarities, enabling the creation of meaningful temporal

sequences based on L1 distance [12].

5.1 Temporal MNIST

Temporal versions of the MNIST dataset [32] can be designed to facilitate testing
and benchmarking models that require sequential data, such as SDNNs or SNNs.
In [12], a variant of temporal MNIST is presented to test the SDNN. Here, we
present a variant that is more suited to our definition of robustness. The dataset
emphasizes spatio-temporal relationships by creating sequences of images based on
their pixel-wise similarity, measured using the minimum L1 distance (sum of absolute

pixel differences between images a,b, i.e. |a —b|,, = >, |a[i] — b[d]]).

Creation of Temporal MNIST

The original MNIST dataset is partitioned into m buckets, where each bucket contains

images corresponding to a specific digit (0-9) based on their labels. We create a
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buffer of size N to generate the temporal sequences. To initialize the buffer, we
perform sampling without replacement, selecting % unique images for each class from
the corresponding bucket. This ensures that no duplicate images are included within
a bucket, preserving diversity while maintaining a balanced distribution across the
classes. The generic algorithm behind our approach of temporal sequence generation

is depicted in Algorithm 1.

Algorithm 1: Temporal Sequence Generation

Input: Dataset D containing m classes, Size of buffer N, Size of Temporal
Window T’

Output: Temporal sequence with its label
1: sequence « {}

2: Partition dataset D into m buckets: bg, b1, ..., b,_1 based on labels.

3: Initialize buffer B <— {By, By, ..., B;,—1} where B; < Randomly select %
unique images from b;, i € {0,...,m — 1}.

4: Randomly select an image ¢ with label p from B.

5. for t < 1 to 1" do

6:  sequence <— sequence U1

7:  Replace ¢ with j in B such that ¢, j € b, and j is chosen randomly.

8: 14— arg mingecp ’Z — ]{I|L1

9: end for

10: label < Vi € sequence, majority voting(label(7))
11: return sequence, label

In our implementation, with values m = 10, N = 1000, and T = 16, the generated
Temporal MNIST dataset consists of sequences with a temporal window of size
16. Each frame in a sequence refers to a single grayscale image sampled from
the original MNIST dataset. Note that, line 8 in Algorithm 1 selects the image
k from the buffer B that has the minimum [L; distance from the current image
i. This operator, argmin, returns the argument (image k) that minimizes the
distance. It ensures that the new image i selected for the next time step is the most
visually similar (i.e., has the least pixel-wise difference) to the current image, thereby
preserving temporal smoothness and enabling gradual transitions between frames

in the generated sequence. Figure 5.2 shows a sample temporal image sequence of
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length 16 with label 9 (outcome of majority voting), providing a visual representation

of the dataset and aiding in the understanding of Algorithm 1.

glal7z1419l7]l7191lal9le149]2191719

FIGURE 5.2: Sample temporal sequence with label 9 from the MNIST dataset

5.2 Results on Adversarial Robustness

We utilize the SMT solver Z3 [30] (specifically, Z3 for Python Z3Py) to implement
SMT encoding of SDNNs for verification. The verification framework requires
three inputs: a pre-trained SDNN, an input sequence, and a triplet (A, d,¢). In this
dissertation, we report our evaluations on the Temporal MNIST dataset with temporal
window sizes of 4, 8, 16, and 32. For our experiments, we employ SDNNs pre-trained
on the Temporal MNIST dataset with the aforementioned temporal window sizes.
The classification accuracies of these models are 92.32%, 92.71%, 93.85%, and 94.77%,
respectively. If a counterexample is identified within the predefined timeout period,
the framework reports the corresponding triplet (A, d, €) for which a counterexample
to robustness is found.

Consider F) in Equation 4.6. We use the term wvanilla SMT to refer to Fy
without the interval bound constraint 5. As mentioned earlier, the version with the
interval bound constraint is more efficient since the ¥ units are bounded. For each
of our experiments, we run both vanilla SMT and our SMT with Interval Bounds on
a machine with 128 GB RAM and Ubuntu 22.04.

In our experiments, we set the timeout period to 1 hour. Each adversarial robust-
ness experiment is conducted on 10 distinct sequences from the Temporal MNIST

dataset, where the robustness of each such sequence is examined. The average time

v iThentiCQte Page 66 of 104 - Integrity Submission Submission ID trn:oid:::3618:100574651



+ iThenticate Page 67 of 104 - Integrity Submission Submission ID trn:oid:::3618:100574651

Chapter V. Implementation and Results 37

required to reach a result over all 10 sequences is reported for each experiment, only
considering the cases where a conclusive result (no timeout) is reached. We perform
3 distinct experimental setups based on the parameters defined in Definition 3.3.
During our code implementation, all the fractional values corresponding to frame

drops and frame perturbations are rounded in the following experiments.

5.2.1 Complete Frame Drop

In this set of experiments, one or more frames within the temporal window are
removed entirely, and all values in each of the removed frames are set to zero. In
this experiment, we fix the number of frames dropped (A) taking the other two
parameters ¢ and € as 100% in our model, to verify the robustness property. We
then assess the robustness of the SDNN under these perturbation constraints. The
results of this experiment are presented in Table 5.1, where the number of complete
frame drops is expressed as a percentage.

Table 5.1 demonstrates that, for a fixed A, an increase in the temporal window size
results in a decrease in the number of adversarial examples identified in SDNNs.
Additionally, the SMT with Interval Bounds Framework outperforms the vanilla SMT
in terms of average computation time, particularly for larger temporal sequences. The
average time is computed as the mean of the times required to determine robustness
or non-robustness across all 10 distinct sequences. The symbol "-" denotes instances
where the result for each distinct sequence is inconclusive, leading to a timeout.
Additionally, Table 5.1 shows that the SMT with the Interval Bounds Framework
identifies more counterexamples within the timeout period when the sequence length
is large. Furthermore, for small temporal window sizes, it detects counterexamples

faster than the vanilla SMT framework.
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Size of Complete Frame Adversarial Robustness with avg. time
Femporal Window | Drop ()| Rohust | Non-Robust Avg. time (s) Timeout
10 10, 10 0,0 21.36,21.17 ¢ 0,0
A 20 4,4 6, 6 84.31, 24.08 ¢ 0,0
30 4,4 6,6 82.91,24.33 ¢ 0,0
40 3,3 7,7 82.97,23.71 ¢ 0,0
10 10, 10 0,0 85.91,85.11 ¢ 0,0
g 20 10, 10 0,0 166.16, 141.68 ¢ 0,0
30 10, 10 0,0 241.82,163.52 ¢ 0,0
40 6,6 4,4 342.57,264.79 1 0,0
10 10, 10 0,0 314.46, 277.34 1 0,0
16 20 10, 10 0,0 328.90, 277.68 1 0,0
30 10, 10 0,0 426.95, 339.04 ¢ 0,0
40 6, 6 4,4 580.47,341.83 ¢ 0,0
10 10, 10 0,0 219.24,149.68 ¢ 0,0
29 20 10, 10 0,0 635.70, 541.83 ¢ 0,0
30 0,0 1,2 3271.0, 2660.0 1 9,8
40 0,0 0,2 -, 3096.5 10,8

TABLE 5.1: Performance on Temporal MNIST using vanilla SMT and SMT with
Interval Bounds with different perturbation levels for various temporal window
sizes. In each case, the average time has been calculated in seconds and the

of our model w.r.t. vanilla SMT is reported.

5.2.2 Partial Frame Drop with Complete Frame Perturbation

In this experiment, a subset of values within the chosen frames is set to zero instead
of removing the entire frame, evaluating the network’s response to partial occlusion.
In this case, we fix 2 parameters- the maximum number of frames to be partially
dropped A and the number of inputs perturbed in those frames (§) taking e as 100%
in our model, to verify the robustness property. The results of this experiment is
shown in Table 5.2, where the number of partial frame drops and the number of
complete frame perturbations are expressed as percentages.

Table 5.2 demonstrates that, for the number of perturbed frames less than or equal to
A and a fixed 9, an increase in the temporal window size results in a decrease in the

number of adversarial examples identified in SDNNs. In this case as well, the average
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Size of Partial Frame | Complete Frame Adversarial Robustness with avg. time
Temporal Window |  Drop (%) | Perturbation (%) | Robust | Non-Robust Avg. time. Timeout
10 10 10, 10 0,0 12151, 82.66 1 [.0x 0,0
10 15 10, 10 0,0 121.65, 82.69 1 1.5x 0,0
10 20 10, 10 0,0 151.27,92.28 1 1.6x 0,0
10 25 10, 10 0,0 222.04,183.36 1 1.2x 0,0
20 10 10, 10 0,0 22447 183.64 1 T.2x 0,0
20 15 10, 10 0,0 227.05,194.97 1 1. )\ 0,0
20 20 10, 10 0,0 282.10,267.19 1 1.( \ 0,0
4 20 25 10, 10 0,0 326.56, 282.09 1 1.2 0,0
30 10 10,10 0,0 341.90,293.97¢1 1. )\ 0,0
30 15 10, 10 0,0 447.68,372.91 1 1.2x 0,0
30 20 10, 10 0,0 496.59, 443.84 1+ 1. 1x 0,0
30 25 10, 10 0,0 636.67, 564.71 1 1. 1x 0,0
40 10 10, 10 0,0 612.22,423.83 1 1.1x 0,0
40 15 10, 10 0,0 1602.84, 964.96 1 1.6x 0,0
40 20 9,9 11 2609.18, 1574.43 1 1 .6x 0,0
40 25 8 8 0,1 3428.20,2953.46 ¢+ 1.1x | 2,1
10 10 10, 10 0,0 217.39,162.92 1 T.3x 0,0
10 15 10, 10 0,0 284.31, 165.05 1 1.7x 0,0
10 20 10, 10 0,0 204.97, 17441 1 1. 6x 0,0
10 25 10, 10 0,0 362.91, 265.96 1 1.1x 0,0
20 10 10, 10 0,0 421.17,266.53 1+ 1.0x 0,0
20 15 10, 10 0,0 480.47, 365.79 1 1.3x 0,0
20 20 10, 10 0,0 635.69, 469.63 1 1.3x 0,0
8 20 25 10, 10 0,0 728.89,502.31 1 1.1x 0,0
30 10 10,10 0,0 635.72,4606.73 1 T.4x 0,0
30 15 10, 10 0,0 893.96, 563.95 1 1.6x 0,0
30 20 10, 10 0,0 922.04, 684.06 + 1.3x 0,0
30 25 10, 10 0,0 1326.55, 866.2 1 1.5x 0,0
40 10 10, 10 0,0 780.46, 669.44 1 T.7x 0,0
40 15 10, 10 0,0 926.94, 768.21 ¢ l.l\ 0,0
40 20 9,9 11 2602.18, 1890.54 1+ 1 1x 0,0
40 25 6,7 2,2 3486.98,329549 1 1.1x| 2,1

TABLE 5.2: Performance on Temporal MNIST using vanilla SMT and SMT with

Interval Bounds with different perturbation levels for various temporal window

sizes. In each case, the average time has been calculated in seconds and the speedup
of our model w.r.t. vanilla SMT is reported.

time is computed in the same manner as in the previous experiment. The symbol "-"
denotes instances where the result for each distinct sequence is inconclusive, leading
to a timeout. We observe that this experiment requires more computational time

compared to the previous one, indicating a higher complexity, which is expected.
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5.2.3 Partial Frame Drop with Partial Frame Perturbation

and Partial Pixel Perturbation

In this experiment, selected pixels within the dropped frames are perturbed within a
predefined range ¢, further testing the network’s robustness to fine-grained modifica-
tions. We fix 3 parameters-the maximum number of partially dropped frames (A),
the maximum number of inputs perturbed in those frames (0) and the range of the
perturbations (€) to the model to test the network’s robustness to more fine-grained
perturbations. The results of this experiment is shown in Table 5.3 (for temporal

window of size 4) and Table 5.4 (for window size 8).

Adversarial Examples vs. Temporal Window Size

=@ Vanilla SMT
—— SMT with Interval Bounds

Number of Adversarial Examples
o
(==

75
50
== a
25 bt — — 1 TSme
~-—o
4 8 16 2

Size of Temporal Window

FI1GURE 5.3: Result on Temporal MNIST for Experiment 1

Table 5.3 shows that when the temporal window size is small, the SMT with Interval
Bounds detects counterexamples faster than the vanilla SMT framework. In this case,
the average time is computed in the same manner as in the previous experiments.

We also observe that this experiment requires more computational time compared

+ iThenticate Page 70 of 104 - Integrity Submission Submission ID trn:oid:::3618:100574651



« iThenticate

+ iThenticate

Page 71 of 104 - Integrity Submission Submission ID trn:o0id:::3618:100574651
Chapter V. Implementation and Results 41
Partial Frame Partial Frame Partial Pixel Adversarial Robustness with avg. time
Drop (%) Perturbation (%) | Perturbation (¢) | Robust | Non-Robust Avg. time Timeout

10 10, 10 0, 0 221.35, 221.17 T 1.0x 0, 0

10 20 10, 10 0, 0 221.49, 220.95 1 1.0x 0, 0

30 10, 10 0,0 922,02, 221.16 1 1.0x 0,0

40 10, 10 0,0 991,64, 220.84 1 1.0x 0,0

10 10, 10 0, 0 221.13, 220.89 1 1.0x 0, 0

15 20 10, 10 0,0 221.41, 220.87 1 1.0x 0, 0

30 10, 10 0, 0 221.56, 220.93 1 1.0x 0,0

10 40 10, 10 0,0 991.42, 221.03 1 1.0x 0,0
10 10, 10 0, 0 222.04, 221.50 1 1.0x 0, 0

20 20 10, 10 0,0 991.51, 221.16 1 1.0x 0,0

30 10, 10 0,0 221.37, 221.06 1+ 1.0x 0,0

40 10, 10 0,0 991,64, 220.84 1 1.0x 0,0

10 10, 10 0, 0 221.82, 220.98 1 1.0x 0, 0

%5 20 10, 10 0,0 221.49, 221.00 1 1.0x 0, 0

30 10, 10 0,0 9221.32, 220.85 1 1.0x 0,0

40 10, 10 0,0 921.05, 221.64 1 1.0x 0,0

10 10, 10 0,0 525.27, 493.96 1 1.1x 0, 0

10 20 10, 10 0,0 626.73, 583.69 1 1.1x 0,0

30 10, 10 0, 0 728.74, 683.08 1 1.1x 0, 0

40 10, 10 0, 0 823.70, 782.77 1 1.1x 0, 0

10 10, 10 0, 0 768.21, 681.94 1 1x 0, 0

5 20 10, 10 0, 0 919.23, 783.63 1 1.2x 0,0

30 10, 10 0, 0 1164.54, 882.75 1 1.3x 0, 0

20 40 10, 10 0, 0 1602.83, 983.74 1 1.0x 0,0
10 10, 10 0,0 982.10, 87116 T 1. 1= 0,0

20 20 10, 10 0,0 1580.48, 1021.51 4 1.5x | 0,0

30 10, 10 0,0 2194.98, 1621.50 1 1.3x | 0,0

40 10, 10 0, 0 3196.50, 2620.85 1 1.2x 0, 0

10 10, 10 0,0 9210.25, 1721.63 1 1.3x | 0,0

. 20 10, 10 0,0 3071.15, 2420.94 1+ 1.3x | 0,0

30 5,7 2,2 3096.49, 2721.64 1 1.1x 3,1

40 0,0 0,1 -, 3251.2 10, 9

TABLE 5.3: Performance on Temporal MNIST with temporal window of size 4

using vanilla SMT and SMT with Interval Bounds with different perturbation

levels. The average time has been calculated in seconds. The speed up in the
performance of our model w.r.t vanilla SMT is shown.

to the previous two experiments, indicating a higher complexity, which is expected.
Additionally, Table 5.3 shows that the SMT with Interval Bounds identifies more
counterexamples within the timeout period when the value of A is large. This
highlights the greater efficiency of the SMT with Interval Bounds compared to the
vanilla SMT framework. Table 5.4 also shows that when the temporal window size

is small, the SMT with Interval Bounds Framework detects counterexamples faster

than the vanilla SMT framework. However, for temporal window sizes of 16 and
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32, both the vanilla SMT and the SMT with Interval Bounds timeout for all test

sequences.
Partial Frame | Partial Frame Partial Pixel Adversarial Robustness with avg. time
Drop (%) Perturbation (%) | Perturbation (§) | Robust | Non-Robust Avg. time Timeout

10 10, 10 0,0 521.51, 463.49 T 1.0x 0,0

10 20 10, 10 0,0 621.49, 520.95 1 1.2x 0,0

30 10, 10 0,0 692.02, 571.16 1 1.2x 0,0

40 10, 10 0,0 721.64, 620.84 1 1.2x 0,0

10 10, 10 0,0 525.26, 471.15 T 1.1x 0,0

15 20 10, 10 0,0 680.46, 649.67 1 1.0x 0,0

30 10, 10 0,0 847.64, 782.75 1 1.1x 0,0

10 40 10, 10 0,0 1094.31, 983.73 1 1.1x 0,0
10 10, 10 0,0 982.08, 772.56 1 1.3x 0,0

% 20 10, 10 0,0 1121.41, 877.06 1 1.3x 0,0

30 10, 10 0,0 1267.53, 983.63 1 1.3x 0,0

40 10, 10 0,0 1571.14, 121925+ 1.3x | 0,0

10 10, 10 0,0 921.48, 883.64 1 1.0x 0,0

o 20 10, 10 0,0 994.30, 921.50 1 1.1x 0,0

30 10, 10 0,0 1083.64, 1017.21 + 1.1x | 0,0

40 10, 10 0,0 1702.82, 1560.01 1 1.1x 0,0

10 10, 10 0,0 621.32, 593.95 T 1.0x 0,0

10 20 10, 10 0,0 720.85, 625.28 1 1.2x 0,0

30 10, 10 0,0 971.18, 823.69 1 1.2x 0,0

40 10, 10 0,0 1081.24, 1019.09 1 1.1x | 0,0

10 10, 10 0,0 882.78, 721.63 1 1.2x 0,0

15 20 10, 10 0,0 945.70, 820.95 1 1.2x 0,0

30 10, 10 0,0 999.34, 920.25 1 1.1x 0,0

90 40 10, 10 0,0 1291.62, 1051.19 1 1.2x 0,0
10 10, 10 0,0 830.58, 768.20 1 1.1x 0,0

20 20 10, 10 0,0 923.49, 871.15 1 1.1x 0,0

30 10, 10 0,0 1016.29, 963.50 1 1.1x 0,0

40 10, 10 0,0 1820.69, 1420.95 1 1.3x | 0,0

10 10, 10 0,0 934.20, 820.26 T 1.1x 0,0

o5 20 10, 10 0,0 1156.29, 971.17 1 1.2x 0,0

30 10, 10 0,0 2023.68, 1521.50 + 1.3x | 0,0

40 8, 10 0,0 3499.67, 2621.69 1 1.3x | 2,0

TABLE 5.4: Performance on Temporal MNIST with temporal window of size 8

using vanilla SMT and SMT with Interval Bounds with different perturbation

levels. The average time has been calculated in seconds. The speed up in the
performance of our model w.r.t vanilla SMT is shown.

As we can see from the results, the SMT formulation with the interval bound
constraints performs better than vanilla SMT. The speedup increases as we move to
more complex perturbations and greater temporal window sizes. Another interesting
observation coming out from our first set of experiments is shown in Figure 5.3. As

the size of the temporal window increases, the number of adversarial examples found
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in SDNNs decreases. This indicates that SDNNs become more robust to adversarial
attacks when larger temporal contexts are considered, suggesting that temporal

dependencies help to improve the stability and security of the network.
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Chapter 6

PilotNet - An Advanced SDNN with

Convolution Operation

In the previous chapter, we formally defined the verification problem for Sigma-Delta
Neural Networks (SDNNs) by characterizing it as a constraint satisfaction problem
(CSP). We discussed how properties over temporally varying input-output sequences
can be used to express safety requirements, and how falsification attempts to identify
unsafe counterexamples that violate these requirements.

Building on this foundation, we now introduce PilotNet, an advanced SDNN
architecture specifically designed for processing high-dimensional visual inputs using
convolutional layers. While basic SDNN models demonstrate temporal sparsity and
efficient event-driven processing, they typically rely on fully connected layers and
are limited in their ability to process spatially structured data like images. PilotNet
addresses this limitation by incorporating convolution operations into the SDNN

framework, enabling it to efficiently process spatio-temporal features over time.

In this chapter, we make the following contributions:

e We describe a modified Delta module with an adaptive thresholding mecha-

nism that regulates the firing of spikes based on signal variation and ensures

45
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better temporal precision.

e We explain the Convolution Operation used within the Sigma-Delta paradigm,
detailing how it extends standard convolutional layers to operate on spike-coded

inputs.

e We present the PilotNet architecture and discuss its significance as a
benchmark SDNN for visual tasks, particularly in the context of autonomous

driving and perception modules.

e We propose a symbolic bound computation strategy for PilotNet, enabling
formal reasoning over its output in the presence of temporally evolving inputs.

This allows verification of temporal properties and robustness guarantees.

e We perform the SMT-based symbolic encoding of the PilotNet architecture,
translating its sigma-delta procedures and convolution operation into logical

constraints suitable for formal verification.

The introduction of convolution operations in SDNNs not only enhances their
expressiveness and applicability but also presents new challenges in verification. The
increased complexity in spatio-temporal representations necessitates more refined
abstractions and efficient formal analysis methods, which we explore in the subsequent

chapters.

6.1 Modifications to Sigma-Delta Neural Networks

In many real-world applications, inputs and intermediate activations in neural
networks are temporally correlated. Traditional ANNs, however, process each input
independently due to their stateless design, which leads to considerable redundant

computation—especially when dealing with time-series or streaming data.
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Sigma Delta Neural Networks (SDNNs) mitigate this inefficiency by encoding only
the changes in data over time. Instead of transmitting raw values, SDNNs communi-
cate temporal deltas, exploiting the inherent redundancy between successive frames
or time steps. This selective communication significantly reduces computational
overhead and energy consumption.

The delta module transmits a graded spike s[t] at time ¢, only if the deviation of
the current value z[t] from the previous reference value x|t — 1] exceeds a predefined
threshold 7:

slt] = (@ft] — weetlt = 1]) - H(|2[t] — wreilt = 1] — 1) (6.1)
l’ref[t] = .'L'ref[t = 1] + S[t] (62)

where H(-) is the Heaviside step function |[33]. The thresholding mechanism enforces
sparsity by ignoring insignificant variations.

The modification introduced in the following Temporal Difference procedure lies
specifically in the calculation of the delta module, where thresholding and a residual
accumulator are integrated into the computation. Unlike the SDNN framework
described in Chapter 3, which may not explicitly include residual tracking, this
formulation ensures that any sub-threshold variations are preserved and accumulated
over time. This guarantees that even small changes eventually contribute to the
output once they surpass the threshold 7, thereby maintaining fidelity while enforcing

sparsity more effectively.

6.2 Convolution Operation in PilotNet

Convolution is a fundamental operation in Convolutional Neural Networks (CNNs),

commonly used to extract spatial hierarchies and features from input data such as
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Procedure Temporal Difference(Ar)

Internal: 7. € R? 6, Tresidual € R 0
Input: 7 € RY, threshold (n)

Output: A € R?

o delta + T — C(f_:lamst + fresidual

YA < delta if |delta| > n,else 0
fresidual < delta — y_A

flast — T

return ya

images. The convolution process involves sliding a small matrix called a kernel (or

filter) over the input tensor to produce a corresponding feature map.

Key Parameters of Convolution Operation

e Kernel (or Filter): A small-sized matrix (e.g., 3% 3, 5x5) used to compute dot
products with overlapping regions of the input. The kernel contains learnable

weights that are optimized during training.

e Stride (s): The number of pixels by which the kernel is moved across the
input. A stride of 1 means the kernel moves one pixel at a time. Larger strides
downsample the output feature map. The output dimension (in 1D) is given

by:
Input size — Kernel size

Stride

Output size = L

e Padding (p): Padding adds extra pixels (typically zeros) around the border
of the input to control the spatial size of the output. It helps to preserve the

spatial resolution. Common types include:

— Valid padding: No padding, resulting in a smaller output.

— Same padding: Padding is added to keep the output size equal to the

input size.
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e Dilation (d): The spacing between the elements of the kernel. A dilation
rate of 1 represents a standard convolution. Larger dilation increases the
receptive field without increasing the kernel size. It is useful in dilated (or

atrous) convolutions for capturing multi-scale context.

e Input and Output Channels: The input to a convolution layer has a certain
number of channels (e.g., 3 for RGB images). The number of filters used
determines the number of output channels or feature maps, where each filter

learns a different feature representation.

e Receptive Field: The region in the input space that influences a specific
value in the output feature map. Larger receptive fields enable the network to

capture more contextual information.
In summary, there are two inputs to a convolutional operation:
1. A 3D volume (input image) of size (ni, X ni, X channels)

2. A set of k filters (also called kernels or feature extractors), each of size (f x

f % channels), where f is typically 3 or 5.

The output of a convolutional operation is also a 3D volume (also called an output

image or feature map) of size (Nout X Nout X k).

The relationship between n;, and ngy is as follows:

Nin + 2p —
o = [—pr 1

where:
e n;,: number of input features

® ng.: number of output features
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e f: convolution kernel size

e p: convolution padding size

e s: convolution stride size

Filter W1 (3x3x3)
wlf:,:,0])

0 1 -1
0 -1 0
0 -1 1
wlf:,:,1)
-1 0 0
1 -1 0
1 -1 0
wl[z,:,2]
-1 1 -1
0 -1 -1
1N (08 [0

Bias bl (1x1x1)
bl(:,:,0]
0

(92) Convolution operation can be visualized in Figure 6.1.
Input Volume (+pad 1) (7x7x3) Filter WO (3x3x3)
xX[t,2,0 wo[:,:,0
Ofjlo oo o 0 O 10 11
— = =
Ofjo o1 o 2 0 0o 11
=
Offt o |2 o 1 0O | I-l 1
01 0 2 2 0 0 wi[s,:,1
0200200 LYo
0l 23 0 2 2 0 1!

0 0 0 0 0 e

=y wl[ o772
offofo o o !
e 1 0
02 |1 1 i
e -1]fo
E_,. 1]2 1
o = N - Bias b (1x1x1)
0 1 2 2 2 0 b{:,:,0)]
00 L2 0 1
0 0 0 0

1,1,2

0 yo 0 00

241 |1 0 0

1 ||0 1 0 O
0 01 0 0 0 O
0 1 0 2 1 0 O
0 2 21 1 1 0
0O 0 0 0O 0 0 O

+ iThenticate

Output Volume (3x3x2)
ofz:,:,0]
[2]3 s
a8 7a 13
8§ 10 -3

oft,2,1)
Il 6] B3

31 0
SIG=

FI1GURE 6.1: Convolution with 3 input channels, 2 output channels, 2 filters f = 3,
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6.3 PilotNet

PilotNet is an end-to-end deep learning system developed for autonomous driving,
designed to predict a vehicle’s steering angle from dashboard-mounted RGB cam-
era input [1, 13]. Driving scenarios typically involve high temporal continuity i.e.
consecutive frames are visually similar with only small differences. This makes
PilotNet an ideal candidate for sigma-delta sparsification. By integrating sigma-delta
encapsulation into the network, we can minimize redundant processing of similar
frames, thereby improving computational efficiency without degrading the prediction
accuracy much. This work leverages the synergy between SDNNs and PilotNet to

explore robust, sparse, and temporally efficient neural computation in safety-critical

domains.
x5 X Y 7 Scalar
input —» A& F2Ay W0, 5a —8p W), 5a =83 W30, —> Output
X ¢ o '
Input Conv. Conv Qutput
Block Block Block Block

FIGURE 6.2: SDNN based PilotNet example

The following example explains the philosophy behind working of an SDNN based

PilotNet architecture:

Example 6.1. Consider a simple SDNN based PilotNet model with 5 X 5 input
features, 1 input block, 2 convolution blocks, 1 output block, 1 output feature shown
in Figure 6.2. The input block consists of a single A operation and outputs Xa of
size 5 x 5. The convolution blocks includes the convolution operation followed by
one set of X and A operations which output Ya, Za of size 5 X 5, 3 x 3 respectively.
In the output block, there is an element-wise dot product followed by a > operation
that outputs o;. The first convolution block performs the convolution operation with

padding=1, stride=1 while, the second convolution block performs the convolution
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operation with padding=1, stride=2. Let for input ¥ € R>*®*T that is, at each time
step t € [1,T], the system receives an input vector &; € R consisting of the input

features. The output at time step t is denoted as o, € R.

0010 2 0.2 03 09 0.7 1.8 02 05 1.3 04 19
10201 1.2 1.2 0.8 0.1 1.0 14 12 0.8 0.1 1.1
Xj=110220 Xo=10.0 0.5 1.3 1.9 0.0 X3= 103 0.5 1.3 1.9 0.0
20020 1.0 0.0 0.1 2.0 0.0 1.0 0.0 0.1 2.1 0.0
21220 21 09 20 20 0.1 22 09 20 25 0.1

FIGURE 6.3: Three input matrices: X1, X5, and X3

Three consecutive inputs, which are given to the model shown in Figure 6.2, are
shown in Figure 6.3. The threshold values for the A operations are 0.5, 1.0, and 1.0
i the input block and two convolution blocks, respectively. Note that the threshold
value is compared element-wise in the A operation. The weight matrices Wy, W,
used in 2 convolution operations, and W3 used in the output block are shown in

Figure 6.4.

FIGURE 6.4: Three weight matrices: Wy, Wa, and W3

At t =1, the input X, is first processed by the input block which returns X\ with
the exact values of X1 as initially the value of Xog and X,esiqguar are zeros and all
the values of X; > 0.5. The first and second convolution block returns YA and Z)
respectively after doing the convolution, ¥ and A operations shown in Figure 6.5.
The output block returns —2.

At t = 2, the input Xy is first processed by the input block which returns X%
followed by the first and second convolution block which return Y2 and Z% respectively

shown in Figure 6.7. The output block returns 2.8.
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[0 0 1 0 2] [0 5 0 8 O]
1 0 2 0 1 09 2 8 2 14 23 6
XA=11 02 2 0] YA=1]09 6 3 4| Zi=125 3 -10
2 0 0 2 0 1 8 9 2 4 14 —4 -2
2 1 2 2 0] 2 6 7 2 2

FIGURE 6.5: Intermediate matrices at t = 1: Xa, YA, and Za

0 0 0 072 12 =12 26 =12 0
0 12 -12 0 1 2.9 —4.1 24 —1.9 0 —82 —9.6 —1.9
X3 =|-1.0 05 =07 2 0| Y2=[22 —46 0 0 0| Zi=|-104 0 1.9]
—10 0 0 0 0 0 —17 0 0 0 -1.7 17 0
0 0 0 00 0 0 0 0 0

FIGURE 6.6: Intermediate matrices at t = 2: XA, Ya, and Za

At t = 3, the input X3 is first processed by the input block which returns X3,
followed by the first and second convolution blocks which return Y3 and Z3 respectively
shown in Figure 6.7. The output block returns 2.8. Here, we observe that when there
18 no significant change in the input features, the output of the above SDNN based
PilotNet model remains unchanged, demonstrating its resistance to perturbations.

This makes SDNNs popular to be used in PilotNet.

0 05 0 0 O 1 0 0 0 O
O 0 0 0 O 0O 0 0 0 O 0 0 O
X3=10 0 0 0 0O Y3=]|0 00 0 0Of ZX=1(0 0 0
O 0 0 0 O 0O 0 0 0 O 0 0 O
0 0 0 05 0] 0 0 1 0 0
FIGURE 6.7: Intermediate matrices at t = 3: Xa, YA, and Za
02 03 —-0.1 0 =02 0 0 0 0 0.7
0.2 0 0 0.1 0 0 0 0 0 0 0 0 0
Xresidual = 0 0 0 —0.1 0 Y;”esidual = 0 005 —-07 0 Zresidual =10070
0 0 0.1 0 0 050 0 0 0 0 0 0
0.1 -0.1 0 0 0.1 0 0 0 0 0

FIGURE 6.8: Residual matrices at t = 2: X, esidual, Yresiduals Lresidual
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We can compute the residual matrices for each of the A operations used in the
input and the convolution blocks. For example, att = 2, after each block’s A operation,

the residual matrices are X, esiqual; Yresidual, Zresidual Shown in Figure 6.8.

Extending this setup to an SDNN based PilotNet model with multiple convolution
and dense layers will give us a single output i.e. the steering angle of the vehicle at a

particular time step.

6.4 Bound Propagation through PilotNet

In this section, we formally analyze how input perturbations affect the outputs of
each module in the PilotNet architecture. The objective is to establish provable
bounds on the network’s activations under bounded uncertainty, which is a key step
in formal verification. We begin with the A-module, which introduces nonlinearity

and sparsity into the temporal encoding.

6.4.1 Bound Propagation through the A-Module

The A-module emits an output only when the change in the input signal exceeds
a threshold. This introduces conditional behavior that can impact the sign and
magnitude of the output under perturbations. Understanding how bounded pertur-
bations affect the sign of A-outputs is critical in preserving decision robustness in

downstream layers.

Assume that the values in the input sequence 7y are bounded such that
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Let the threshold of the A-module be a nonnegative scalar u > 0. Then, in the

absence of perturbation, the output A? of the A-module is bounded as:

(Aj=0)V((a=B+p) <A< —p)V(n<Aj<(B-a+p)  (6.3)

To reason about the robustness of the A-module under input perturbation, we now

state the following lemma:

Lemma 6.1 (Sign Invariance under Perturbations). Let the perturbation on
the input be bounded such that € < p. Then, for any time step t and any index j, the
output A; of the A-module cannot change its sign due to the perturbation. In other

words, a negative A§- cannot become positive, and vice versa.

Proof Assume there exists an output A§» that is originally negative and becomes
positive under a perturbation € < pu.

Let Af = —p (maximum negative value emitted by the A-module). For this to
flip sign and become positive, the net increase due to perturbation must exceed 2u.
This is because both the current value x[t] and the reference value [t — 1] could
shift in opposite directions, leading to a total change of at most 2e.

But since € < pu, we have:
t —
Al +2e=—p+ 2 < p.

Thus, the value remains strictly less than the threshold required for a positive spike
and cannot cross zero.

Similarly, a positive output A; = u cannot become negative:
t _
Al —2e =y —2e > —p.

Hence, sign flips are impossible when e < pu.
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Therefore, under any perturbation bounded by € < u, the sign of the outputs of the
A-module remains invariant. This ensures that the sparsity pattern (i.e., whether a

spike occurs and its polarity) is robust to small perturbations.

As a result, the output A; under such perturbation is constrained within the following

refined bounds:
<—p)V(p <A< (B—a+p+2e)) (6.4)

These bounds are essential in propagating interval constraints through the SDNN

and ensuring safe approximation in formal analysis.

6.4.2 Bound Propagation through the Convolution Module

To compute the bounds of the output from the convolutional operation, we analyze
how a set of bounded input values xé € Xa, obtained from the A-module, propagates
through the convolution layer.

A convolution operation involves applying a kernel (also known as a filter) over a
local region of the input. Each output neuron in the feature map is computed as a
weighted sum of a local patch in the input, followed by a bias term. Let the kernel
weights be denoted as w;;, where 7 indexes the output channel and j indexes the
position in the kernel.

For the purposes of abstraction, we categorize each element of the kernel into

three cases:
e w;; > 0 (positive weights)
e w;; <0 (negative weights)

e w;; =0 (zero weights, which do not contribute to output)
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Based on these cases and the bounds on each input 3:;, we can propagate the
upper and lower bounds of the convolution output by applying the interval arithmetic
accordingly. This forms the basis for computing sound over-approximations of the

activation ranges post-convolution.
e Case 1: All weights w;; > 0

— To compute the maximum output:
* For x% > 0, substitute z with § — a4 pu
* For x% < 0, substitute z with —pu
— To compute the minimum output:
* For x% > 0, substitute } with p
* For x% < 0, substitute 2} with a — § — p

e Case 2: All weights w;; <0

— To compute the maximum output:
* For x% > 0, substitute ) with p
* For 2! < 0, substitute 2% with o — 3 —
— To compute the minimum output:
* For x% > 0, substitute «} with § — a4 pu
* For x% < 0, substitute z} with —pu

e Case 3: Mixed weights w;; € R

— For w;; > 0, apply Case 1

— For w;; < 0, apply Case 2

In formal verification, it is essential to conservatively approximate the output range

of each neuron under input uncertainty. The above rules allow us to do that for
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convolutional layers using only the input bounds and the sign of each kernel element.
These symbolic bounds can then be propagated further through ReLLU, pooling, or
fully connected layers in a modular fashion.

Such symbolic bound propagation also enables pruning unreachable output regions
early, improving SMT solver efficiency and making verification of SDNNs like PilotNet

more scalable.

6.4.3 Bound Propagation through the >-Module

We now analyze the bound propagation through the >-module in the convolutional
block of PilotNet. Suppose the output of the convolution operation lies within the
range [p, q]. The Y-module accumulates the output across time steps and applies a
spike-based integration mechanism based on a threshold parameter 1 and weight

norm || (the sum of absolute values over each convolutional kernel weights).

Definition 6.2 (Accumulated Range). Let Y denote the output of the X-module
at time ¢. The accumulated range refers to the total range of possible values that Y
can attain across t time steps, taking into account the maximum and minimum inputs

from convolution and the maximum possible decay or reset due to thresholding.

Lemma 6.3 (Accumulated Range Bounds). Let 2* € [p, g be the bounded convolution
output at each time step, and let the threshold be . Then the output of the X-module

at time t, denoted as Y3, is bounded as:

tp+(t=1) Wl p<Yg<t-g—(t=1)- W[ p

Proof: Base Case (t =1):

For t = 1, the ¥-module directly accumulates the convolutional output, so:

p<Ys<q.
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Thus, the inequality holds as:

e

Lp+0-|[Wl-p=p<Yg<qg=1-¢-0-[W| p

Induction Hypothesis: Assume that the inequality holds for some t = k£ > 1, i.e.,

kept (k=1 W[ p<YE<k-qg—(k—1)- W[ p

® 0 6

Induction Step: We need to prove that the inequality holds for t = k + 1:
k+1)p+k- W - p<YEHr<(k+1)-q—k-|W| p

At t = k + 1, there are two possible cases:

e Case 1: A spike occurs. In this case, the integral resets after threshold
crossing, and the new input to the Y-module becomes [p+ |[W |- u, g — |[W|- u].

Adding this to Y produces YE’““, which satisfies the bounds as shown below.

kept (k=1 Wl p+p+ Wl p <Y < kg (k=1)-[W|-p
+q— W] p

(7] Or,Ygt e [(k+1)-p+k- W[ -pu, (k+1)-q—Fk-[W|-pn].

e Case 2: No spike occurs. The Y-module accumulates the next convolutional

output, which lies in [p, g], without any thresholding. Adding this to Y&

@ kp+k=1)- W] p+p<YET'<k-q—(k—1)-|W| pu+q]

Or,[(k+1) p+(k—=1)- W - p<YE!T <(k+1)-q—(k—1)- [W| pu].
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Since this interval contains the desired bound:

(E+1)-p+k-[W| -pu, (k+1)-q—k-|W|-py]

Clk+D)-p+ k-1 [W[-p, (k+1)-q—(k—=1)-[W]-p].

In other words, the inductive bound still holds.

Therefore, by the principle of mathematical induction, the bounds on Y{ hold for

all t > 1.

6.5 Symbolic Modeling of PilotNet

We extend the symbolic modeling of SDNN discussed in Chapter 4 to model the
PilotNet archirecture along with the following SMT-based symbolic modeling to

encode the convolution operation.

SMT Encoding of Convolution Operation

We formally encode the convolution operation of the PilotNet architecture into a

symbolic representation suitable for SMT-based reasoning using solvers like Z3.

Consider a convolution layer with input tensor X € R%»*HxW = Ykernel weights
W € RCutxCinxKnxKu and bias vector b € R%ut where C;, denotes number of input
channels, C,,; denotes number of output channels, H, W denotes the height and
width of the input, K, K,, denotes the height and width of the kernel. The symbolic
convolution output at location (4, j) in output channel ¢ Y, ; is given by:

-1 Kp—1K,—-1
Cl,] Z Z Z Wc dmmn "’ c’ Ji+m,j+n + bc (65)

/=0 m=0 n=0

To encode this expression in SMT, we proceed as follows:
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e Bach input value Xy ;1 j+n is modeled as a symbolic variable o ;4 jin € [I,ul,
where [[, u] represents the interval bounds propagated from the previous layer

(e.g., the A-module).
e Each weight W, ., is a constant, loaded from the trained model.

e Fach output Y, ; is introduced as a symbolic expression computed using

equation (6.5).

We define the SMT constraint for each output neuron as a linear arithmetic expression

over its inputs:
02 (Yot~ S5 W i 1. 6

Further, to ensure correctness under perturbations, we constrain each symbolic input

with its respective bound:

57 £ (lc’,i+m,j+n S Ll itm,j+n S uc’,i+m,j+n) (67)

This symbolic encoding of the convolution operation enables reasoning over all
possible input configurations within their bounds, without enumerating them.

By chaining together the SMT encodings of the convolution, ReLLU, 3, and A modules,
we construct a complete symbolic representation of the PilotNet SDNN. This enables

end-to-end verification of its safety properties.
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Chapter 7

An Abstraction Refinement based
verification approach towards

PilotNet Verification

Verifying deep neural networks (DNNs) often involves significant computational
complexity. This is due to the substantial increase in constraints that must be encoded
when translating such architectures into a format suitable for solvers. To mitigate
this computational overhead, we introduce a heuristic that leverages abstraction-
refinement principles to improve verification efficiency. Our method systematically
simplifies the network while preserving soundness guarantees [34].

To illustrate our approach, consider the example network A/ depicted in Fig. 7.1(a),
which comprises only weighted sum layers. Assume we are interested in verifying
whether the output y satisfies a property @, given that the input z lies within [—2, 2].
It is easy to see that for this network, hg = h; = x and y = 0, with intermediate
values hg, hy constrained to [—2,2].

Now, consider the network N4 in Fig. 7.1(b), where neuron hy has been removed

and h; is treated as an input neuron with range [—2,2]. Since the functional

63
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relationship between h; and y remains unchanged, A4 can produce all outputs that
N can. Therefore, if the verification query (P A (h; € [—2,2]), N4, Q) is unsatisfiable,
the original query (P, N, Q) must also be unsatisfiable. In this setting, N4 is referred
to as an abstraction or over-approzimation of N.

As a concrete case, let P = (=2 <z <2)and Q@ = (y > 5). Then (PA (-2 <
hy < 2),Na, Q) is clearly unsatisfiable, as y cannot exceed 4. This implies that
(P,N, Q) is also unsatisfiable.

22,

(a) (b)

FIGURE 7.1: Illustrative example: (a) Original Network A/, (b) Abstracted Network
N4 with neuron hg removed.

Formally, given a verification query (P, N,Q), we aim to determine whether
there exists an input  such that P(z) A Q(N(x)) holds. Let ¢ be a predicate, and
define X, = {z | ¢(z)}. We construct an abstract network A that shares the
same outputs as N but includes a superset of its input neurons. A predicate Pg is

defined to bound the additional input neurons introduced in the abstraction such

that NV (Xp) C Na(Xpap,)-

Lemma 7.1. Let (P,N,Q) be a verification query. Let Ny be a DNN with the
same output neurons as N' and an input layer that includes all input neurons of N

along with additional ones. Suppose Pg is a constraint on the added inputs such that
N(Xp) € Na(Xpapy). Then, if (P N Pg,Na, Q) is unsatisfiable, (P,N,Q) must

also be unsatisfiable.

This insight leads to an abstraction-based verification algorithm. First, solve

(P A Pg, N4, Q). If this is unsatisfiable, we conclude that the original query is also
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unsatisfiable. Otherwise, we obtain a candidate counterexample z € Xp,p, such

that M4 (z) satisfies Q. We then verify whether N (x) satisfies Q:

e If it does, a valid counterexample is found.

e If not, the counterexample is spurious, having resulted from the abstraction.

To eliminate such spurious counterexamples, we refine the abstract network.
Let Ny be a refined abstraction such that its input set is more restrictive, i.e.,
Ni(Xpapy) C Na(Xpapy). We then repeat the verification process on N with
updated bounds.

This refinement process continues until either:

e an unsatisfiable result is produced for some abstraction, implying the original

network is also unsatisfiable, or
e a true counterexample is found that satisfies the original query.

This iterative abstraction-refinement loop is guaranteed to terminate under the
assumption that the original network will eventually be restored through successive

refinements. Figure 7.2 illustrates the abstraction-refinement framework.

Na

s Compute ) Check
Abstraction Abstraction

F Y

f UNSAT
J\- Property
<>—" Satisfied
Refine Mot Check SAT
N Feasible Feasibility
lFeasibIe
Report
Counterexample

FIGURE 7.2: Abstraction-Refinement Framework for Original Network N, Ab-
stracted Network N 4.

(f1 LI LT D]
isaseseNi
iasesasi
(11T Y]]
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Lemma 7.2. If the abstraction-refinement process operates over a sound and complete
verification backend and terminates with the original network after finitely many

refinements, then the overall framework is also sound and complete.

The soundness ensures that false positives are not accepted, while completeness

ensures that true counterexamples are eventually discovered if they exist.

The described framework is general and adaptable to different neural network

architectures. However, its practical utility hinges on two key factors:
1. The method used to generate the initial abstraction.
2. The strategy employed during each refinement step.

In subsequent sections, we introduce a concrete instantiation of this framework

tailored for PilotNet and demonstrate its efficacy through experimental results.

7.1 Abstraction Strategy for PilotNet

The abstraction strategy begins with identifying a subset of neurons or operations
in the SDNN-PilotNet model that can be safely approximated. In the context of
sigma-delta dynamics, this typically involves omitting intermediate ¥ (integrator)
computations and representing the resulting A (spike) outputs as bounded symbolic
variables. These symbolic abstractions are then constrained using bounds derived
from static analysis or interval propagation techniques as discussed in Chapter 6.
Once such an abstracted model Ny is constructed, we remove any redundant
network components, such as neurons or layers that become disconnected from the
output due to abstraction. The resulting abstract model is then verified against the
conjunction of the original input constraints P and the abstraction-induced bounds

B, forming the new query (P A B, N4, Q).
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FIGURE 7.3: Abstraction Example

In the example shown in Figure 7.3, we illustrate a fragment of the SDNN-PilotNet
model, where computation proceeds from the input layer (green nodes labeled x|,
to x}) through a sequence of intermediate neuron layers (blue nodes), eventually
producing the final output y. The network consists of several hidden layer neurons
c, rh,ms), fl. The edges are annotated with weights, assuming bias equal to zero for
all layers.

To construct the abstraction, we select one or more neurons close to the output
layer—specifically, the neuron m/ and remove all incoming edges to these neurons.
This operation effectively disconnects them from the prior computation chain and
treats them as symbolic variables rather than computed values. We then con-
strain these symbolic neurons using suitable bounds derived through static analysis
techniques such as interval propagation, as discussed in Chapter 6. The resulting
abstracted network, denoted Ny, is thus a simplified version of the original network

N, where some neurons are no longer computed but abstracted.
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This simplification reduces the computational burden of verification while pre-
serving soundness by ensuring that all possible outputs of N are included within the
behavior of 4. The final verification query is then posed over the abstract network
using the original input constraints P along with the abstraction-induced bounds B,
resulting in the query (P A B, N4, Q).

If this abstract query is determined to be unsatisfiable (UNSAT'), we can soundly
conclude that the original PilotNet satisfies the given safety property. Otherwise,
if a counterexample is discovered, it must be validated on the original PilotNet.
If the counterexample also violates the specification in the concrete model, we
return a satisfiable result (SAT), indicating a real safety violation. However, if the
counterexample is spurious—i.e., an artifact of over-approximation—we refine the
abstract model by reintroducing the omitted 3 or A operations and reconstruct a
more precise version N.

This process is repeated iteratively until a conclusive result is obtained. Due
to the event-driven and sparse nature of spike-based encoding in SDNNs, and the
temporal accumulation inherent to PilotNet’s structure, well-chosen abstraction
layers (such as the final ¥ stage before output) often yield compact yet semantically
faithful over-approximations. This significantly improves verification tractability
while preserving soundness guarantees.

In future work, we aim to develop guided heuristics for refinement that are both
structure-aware and property-driven. Building on the above-discussed abstraction
policy, these heuristics will guide the refinement process in a way that minimizes
unnecessary expansion of the abstract model, while maximizing the potential to
uncover genuine counterexamples. We plan to apply this approach in experiments
focused on verifying the complex PilotNet architecture, thereby evaluating the

effectiveness of our verification methodology.
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Chapter 8

Conclusion

In this dissertation, we present a symbolic SMT-based model for adversarial robustness
verification of a given SDNN. Further, we show how simple bounds can be derived
on the ¥ units that can expedite SMT solvers. We address a novel definition
of adversarial robustness well suited for temporal sequences. Through rigorous
verification, we systematically analyze SDNNs’ ability to handle adversarial attacks
and validate our framework on temporal versions of standard datasets. In future,
we can extend our framework to verify other possible definitions of adversarial
robustness in the context of SDNNs. We believe our work can pave the way towards
wider adoption of SDNN models going ahead. We also present a symbolic SMT-
based model for adversarial robustness verification of a given SDNN based PilotNet.
Additionally, we extend our SMT-based approach to verify SDNNs deployed in real-
world architectures such as PilotNet. Owing to the temporal and event-driven nature
of SDNNs, direct verification with vanilla SMT solvers often results in timeouts due
to exponential search space growth. To address this, we introduce an abstraction-
refinement framework that over-approximates the network and prunes redundant
structures, significantly easing the verification burden. As future work, we plan to

explore heuristics to improve the refinement procedure in PilotNet verification.

69
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