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Abstract

Digital signatures, as a strong cryptographic primitive, ensure the authenticity and integrity of signed

messages. On one hand, no one can forge a verifiable signature without knowing the secret key, on the
other hand, any correctly formed signature is always verifiable under the public key of the signer. Besides
signing digital data, they serve as foundational components in more advanced cryptographic systems,
including blind signatures, group signatures, direct anonymous attestation, e-cash, e-voting protocols,
adaptive oblivious transfer, anonymous credential schemes, Policy-Compliant Signatures, etc.
Policy-Compliant Signatures (PCS) enable the enforcement of joint policies between the signer and the
verifier. A signature of this type is valid if not only it is correctly signed by the actual signer but also the
attributes of both the signer and verifier fulfill a predefined policy. A PCS scheme allows a central authority
to enforce a global policy by issuing keys tied to user attributes without revealing the attributes or policy.
Unlinkable PCS (ulPCS) strengthens PCS properties by ensuring that signatures generated by the same
signer remain unlinkable. However, both PCS and ulPCS rely on a single issuer, which introduces a single
point of failure.
In this thesis, we study the concept of Threshold-Issuance Unlinkable PCS (TI-ulPCS). This cryptographic
primitive builds on threshold cryptography to distribute the trust among multiple issuers, ensuring that a
predefined threshold of issuers must collaborate to issue keys, without any single issuer having full control.
We begin by defining and constructing Threshold-lssuance Predicate Encryption (TI-PE), which supports
both attribute-hiding and blind-issuance of credentials. We achieve blind-issuance through commitment
schemes combined with zero-knowledge proofs. For signing, we use Non-interactive Threshold Structure-
Preserving Signatures on Equivalence Classes (NI-TSPS-EQ) and employ a threshold digital signature
instead of a single-signer digital signature.

Keywords. Digital Signature; Policy Compliant Signature (PCS); Threshold Structure Preserving Signature
(TSPS); Threshold Structure Preserving Signature on Equivalence Class (TSPS-EQ), Unlinkable Policy
Compliant Signature (ul-PCS).
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CHAPTER 1 .

Introduction

1.1 MOTIVATION

With the emergence of our current digital era, people use the Internet on a regular basis to perform many
things such as socialization, business, education, entertainment and finance. With online life, concerns
about privacy, security, and the authenticity of information have become more pressing. One of the biggest
challenges is ensuring that all types of messages and transactions on the Internet are both trustworthy
and privacy-preserving for users. This is where cryptography becomes important. It offers techniques and
tools for the protection of data, enabling us to protect our own data. As we share more and more personal
information on the Internet, be it through social media, banking applications for our mobile phones, or digital
profiles, the need for its protection grows. This is an issue that is commonly called data privacy.

To protect the user’s data governments have tried to respond with legislation. For example, the General
Data Protection Regulation (GDPR) [KBDD20] was enacted to give people more control of personal data.
In India, for example, despite not having a strong privacy law, massive breaches have exposed biometric
information of Aadhaar (India’s national ID), which is reportedly being sold for less than 6 euros on Whatsapp.
Even in regions where data protection laws exist, as is the case with Facebook, huge amounts of personal
information have leaked and been made public in disregard for such laws [Inf25]. Apparently, we need more
than legislation—we need privacy by design [Sha12]. That is, building systems from scratch with privacy
as a design element and not an afterthought. Traditional sanctions like fines are unproductive in bringing
big tech to book. What we need are solid cryptographic methods that keep information secure by default
and provide users with control of their own information. We require cryptographic mechanisms that provide
privacy by design, where the system incorporates privacy from the onset. Outdated measures like fines are
not typically effective at stopping huge technology firms from misusing information.

When it comes to online finance, traditional banks have a big weakness — all the user data is stored
in one place, making it easier for someone to collect or misuse it. As people want more control over how
their financial data is used, decentralization has become an important tool in shaping modern financial
systems. One major example of this is Bitcoin [Nak09], a digital currency that runs on a decentralized
network. Rather than directly opposing the traditional banking model, Bitcoin offers an alternative framework
in which users can transact openly and directly with one another, without relying on intermediaries. However,
this openness introduces significant trade-offs. Despite common assumptions, Bitcoin does not guarantee
strong privacy. Its public blockchain records all transactions permanently, making them accessible to
anyone. Over time, through network analysis and external data, it is often possible to link pseudonymous
addresses to real-world identities. This raises critical concerns related to privacy, defined as control over
one’s personal information, and anonymity, the ability to act without revealing one’s identity. In this regard,
widely used cryptocurrencies such as Bitcoin and Ethereum [But13] fall short of providing meaningful
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privacy or anonymity guarantees.On the other hand, systems that give people more privacy also tend to
make it harder for the authorities to monitor things and enforce the law. For example, Tornado Cash [Wik25]
ensured powerful privacy through decentralized smart contracts [DZP"22] and zero-knowledge proofs
[For87, GMW87]. But hackers abused these anonymity features to do mass money laundering. Most of the
users employed a centralized interface with no protection, which left them vulnerable to sanctions [NS23].
This tension creates challenges for regulators, auditors, and compliance professionals, especially when
such systems are used to conceal illicit activity.

To address this issue, the concepts of accountability and auditability must be introduced into decentralized
financial systems [CBC21]. Accountability within anonymous payment systems is making sure that people
can stay private and still be held accountable should they break the rules, using special cryptographic
tools to be able to do so. Auditability ensures that, within a given legal framework, authorized parties
can request verifiable information about particular transactions. These mechanisms aim to preserve the
benefits of decentralization while enabling necessary oversight and trust in financial applications. Practically,
auditability needs to work after the fact, only enforced if a transaction breaks the system’s normal rules. This
is the idea of accountable privacy [CBC21, GGM16]—a system which attempts to balance user privacy
with auditing and legally justifiable inspection of some activity. This also comes with some trade-offs. The
same technology used to allow regulators to spot bad actors can be used to monitor good users at a cost
that undermines the privacy guarantees for all parties. In response, new cryptographic primitives have
developed that seek to "curb the auditor’s powers" without giving up verifiable monitoring. For instance,
"zero-knowledge proofs (ZKPs)" allow users to prove compliance with a policy without revealing underlying
transaction data. Similarly, "functional commitments" [LRY16] can be employed to commit to transaction
metadata so that specific attributes (e.g., compliance flags) are selectively disclosed under exactly specified
legal conditions. Another enticing primitive is the use of "traceable ring signatures” [FS07] that provide
anonymity in a group but deanonymization in the event that a member is shown to have acted in a way that
was problematic. Although such cryptographic tools are hard to apply practically in an efficient way, one
useful method that has been introduced is Policy-Compliant Signatures (PCS) [BMW21], put forward by
Badertscher et al. in 2021. PCS allows a transaction to be verified only if sender and receiver attributes
satisfy a globally specified policy, providing fine-grained control on who may exchange.

In the broader privacy and compliance environment, PCS have been a future cryptographic candidate for
balancing user anonymity with enforceable policies. PCS is not applicable to fully anonymous decentralized
anonymous payment (DAP) [GGM17] protocols like Zcash [KYMM18] or Monero [BFV19]—where
transactions are made specifically unlinkable—but does suit very well in compliance-based decentralized
payment protocols, where some form of identity or policy linkage is acceptable. PCS breaks the traditional
trade-off between supporting user privacy and providing legal or institutional requirements. It allows users
to assert compliance with specific policies—e.g., transaction size limitations, blacklisted destination limits,
or jurisdictional boundaries—without revealing personal identifiers or transaction contents.

The method is particularly valuable in systems where regulators require assurances of legal behavior but
where users still demand minimal disclosure. PCS enables the enforcement of such policies directly at the
cryptography level without relying on third-party auditors or revealing sensitive metadata. Such assurances
are not, however, cost-free. As Badertscher et al. [BSW24] explain, linking a user public key to credentials
from an authority introduces a linkability problem: multiple transactions using the same credential can
be linked, which can make it possible for observers—perhaps even auditors—to build behavioral profiles
or deduce patterns of behavior. This is a limitation on PCS-based systems that claim to support strong
anonymity. In opposition, recent work is exploring unlinkable credential systems, transient key schemes,
and anonymous attestation methods to divorce identity from transaction metadata without compromising
policy adherence.
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The Unlinkable Policy-Compliant Signature (ul-PCS) scheme presented by Badertscher, Sedaghat,
and Waldner [BSW24] builds on the PCS system immediately by addressing its most extreme privacy
limitation—linkability. While PCS links transactions to long-lived user credentials to enable policy compliance,
this design allows multiple operations from the same user to become linked. ul-PCS prevents this issue by
enabling users to create new, unlinkable public keys for each transaction while their credentials continue to
satisfy pre-specified policies. This innovation is designed to provide accountability without third-party verifiers
or centralized control. Policy compliance is cryptographically verified in each signature, without the need for
external validation. Users are therefore able to prove a transaction meets regulatory requirements—e.g.,
jurisdictional limits or size limits on transactions—without revealing identity or attribute values. Through this
process, ul-PCS is true to the design principles of DAP systems: privacy-preserving, non-custodial, and
regulation-aware.

Lastly, ul-PCS argues for privacy-by-design systems that can enforce sophisticated compliance burdens
without sacrificing user anonymity or decentralization—a significant step towards bridging cryptographic
privacy and real-world policy enforcement. One key innovation of ul-PCS is that users can re-randomize
their public keys on a per-transaction basis, such that every action is unlinkable but still associated with a
single set of verifiable credentials. Crucially, this re-randomization is non-interactive—no requirement to
go back to the issuing authority in order to maintain unlinkability, and thus no scalability or centralization
issue. Through co-multiplying credential-bound policy into signature generation, ul-PCS enjoys fine-grained
enforcement without permanent identifiers. Although ul-PCS does not immediately improve today’s privacy
coins like Monero or Zcash, it is a huge step towards building future decentralized payment systems that
can meet users’ privacy requirements and regulations and rules. It demonstrates that accountability and
unlinkability are not mutually exclusive—and that privacy-preserving payment systems can be made to
meet real-world compliance demands.

While ul-PCS strengthens the privacy-accountability trade-off for decentralized payment systems, it still
assumes the presence of a centralized credential authority distributing user attributes. A such central
trust point may become a weak spot—censorship threats, compromise, or misuse. To eliminate this
bottleneck, threshold cryptography [DF90] offers a powerful extension: distributing the credential issuance
process over a number of independent entities. In a threshold credential system, the master signing key
with which credentials are emitted is shared among n issuers, and a credential is validly generated only
when a threshold ¢ They all participate together. This ensures that no single issuer can issue, deny, or
forge credentials on its own, thereby excluding centralized control without weakening privacy guarantees.
Credentials remain interoperable with the ul-PCS infrastructure, so users can still prove compliance with
policies without revealing identity—but now with the added security and censorship resistance provided by
distributed trust. By pairing threshold-issuance with policy-compliant signatures that are unlinkable, the
system is not just accountable and privacy-preserving, but also decentralized and resilient. This gets us
one step closer to cryptographic infrastructures where trust is minimized by design, as opposed to simply
required by law or institutional promises.

1.2 OVERVIEW OF CONTRIBUTIONS

We introduce an enhanced cryptographical primitive called threshold issuance unlinkable policy compliant
signatures (TI-ulPCS), a stronger version of ul-PCS. We aim to combine the privacy benefits of ul-PCS with
the security of threshold cryptography. Unlike the original ul-PCS model, which depends on a single issuer to
provide user credentials, our new scheme uses a fixed set of issuers who work together to issue credentials.
This allows us to keep the unlinkability and policy enforcement features of ul-PCS while removing the
central authority. It is designed to give users strong privacy and security guarantees, even in decentralized
environments. Unlinkable Policy-Compliant Signatures (ul-PCS) enable the enforcement of policies with
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different complexity and scope towards the objective of accountable privacy. The policies are of different
structures and enforcement types, for which ul-PCS is designed.

Generic Policies allow for arbitrary joint checks between sender and receiver attributes on the basis of
a predicate F'(x,y). The inner-product (IP) predicate is most quoted as an example, and this predicate
can express complex conditions such as set membership, conjunctive or disjunctive normal form (CNF
or DNF) formula, and threshold clauses. Separable Policies adopt a more formalized approach, with the
predicate splitting into distinct sender and receiver independent factors: F'(z,y) = S(z) A R(y). A common
example might be that a sender must be passed Know Your Customer (KYC) checks, S(x), whereas the
receiver can be simply alone with R(y) = 1. This form is particularly handy to define transaction types
in systems like Zcash based upon the abilities or roles of each participant. Role-Based Access Control
(RBAC) Policies define permissible interactions between roles using a matrix whose entries indicate if one
role can transact with another. For more expressive policies based on predicate encryption, RBAC can be
efficiently implemented under cryptographic accumulators, particularly pairing-based signatures.

These diverse policy types are accommodated in ul-PCS in the sense of embracing a modular crypto-
graphic model. Generic policies are typically enforced with predicate encryption (PE), digital signatures,
pseudo-random functions (PRFs), and non-interactive zero-knowledge (NIZK) proofs. A common instanti-
ation involves the use of inner-product PE due to expressiveness in policy logic. For separable policies,
using regular public key encryption instead of PE improves efficiency without impacting functionality. RBAC
policies employ accumulators instead of PE to guarantee enforcement.

Security and privacy are offered by various NIZK proof systems like Sigma protocols, Groth-Sahai
(GS) proofs, and range proofs. Dodis-Yampolskiy PRF is used for its security and performance, and
structure-preserving signatures and BLS are used if there is a need for compatibility with GS-friendly
relations. This modular and adaptive approach allows ul-PCS to offer high performance across a wide
spectrum of policy requirements, making it deployable in a wide array of privacy-preserving systems. To
extend the functionalities of ul-PCS into a threshold setting, we propose distributed counterparts of the
underlying cryptographic primitives. Specifically, instead of relying on digital signatures (DS) from a single
issuer, we construct threshold digital signatures (TDS), enabling a set of signers to jointly issue signatures,
tolerating partial corruption. This threshold approach is systematically applied to all required primitives: we
introduce non-interactive threshold structure preserving signatures on equivalence class (NI-TSPS-EQ)
to replace structure preserving signatures on equivalence class (SPS-EQ), threshold issuance (predicate
only) predicate encryption (TI-PE) which is a modified version of predicate encryption from [OT12]. These
constructions collectively enable the design of a Threshold-Issuance unlinkable PCS (TI-ulPCS) in chapter 4
with robust security in the presence of partial trust. Notably, we go beyond TSPS-EQ and construct a more
advanced non-interactive TSPS-EQ (NI-TSPS-EQ) in chapter 3 achieving, to the best of our knowledge, the
first such construction in the literature.

1.2.1 Non-Interactive Threshold Structure-Preserving Signatures on Equivalence Class

In the state-of-the-art on threshold structure-preserving signatures (TSPS) [CKP ™23, MMS ™24, ANPKT24]
and structure-preserving signatures on equivalence-classes (SPS-EQ) [FHS14, KSD19], only a few
schemes incorporate efficiency, privacy and strong security guarantees. A key challenge in thresholdizing
structure-preserving signatures over equivalence-classes (SPS-EQ) is maintaining non-interactivity, which
is critical for efficiency and composability in advanced protocols. Our construction overcomes this barrier
by achieving a non-interactive variant of TSPS-EQ, where signers can independently contribute to a joint
signature without requiring interaction or sequential communication. Some schemes demonstrate robust
security but are inefficient for users, while others offer better efficiency at the cost of significant security
compromises. Moreover, while some schemes are proven secure in the Generic Group Model (GGM)
[FHS14], others provide security proofs in the standard model [KSD19, CLPK22].
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Note. Given the recent impossibility result by Bauer et al. [BFR24a] showing that equivalence class
signatures can’t be proven secure under non-interactive assumptions, the construction by Fuchsbauer et
al. [FHS14] now seems impossible to prove secure in the standard model. Although their approach uses
the CRS model, which is a weaker assumption than the standard model, the CRS doesn’t help in verifying
class membership.

However, even though more than ten years have passed since the introduction of TSPS and SPS-EQ, the
literature still lacks Threshold Structure-Preserving Signatures on Equivalence-Classes in non-interactive
setting (NI-TSPS-EQ) as a natural extension. We start by finding a good foundation for building an SPS-EQ
that avoids non-linear operations, so it can later extend to a TSPS-EQ without extra communication. Our
initial attempt involved the schemes in paper [MBS™25], but we found it unsuitable for threshold settings
due to its reliance on multiplication operations on the shared values, which are not easily avoided. We
experimented with using monomials to build commitments, but this led to trivial forgery attacks. Attempts to
add randomness to mitigate this issue ultimately circled back to the same threshold-incompatibility. We
then explored an indexing-based approach, as examined in previous works such as [CKP™23]; however,
this introduced challenges with the random oracle model, particularly when trying to define a monomial set
without relying on a single fixed basis. Also it relies on indexed Diffie-Hellman message spaces and does
not operate on equivalence-classes, which is a key requirement for our construction. Subsequently, we
examined a paper [MBG™23] proposing a multi-issuer signature scheme, but it was not threshold-friendly.
Abe et al. [ANPKT24] built on the original scheme from [FHS14] and used a multiparty protocol to create
signatures. While their approach achieved TSPS-EQ in an interactive setting, the verification process
requires interacting with each signer, which makes it inefficient for our use case. We then turned our
attention to the paper [MMS™24], which presents another SPS scheme that works well with threshold
settings. The main challenge we faced was enabling signing over equivalence-classes. This scheme is
based on an extended version of the KPW15 SPS scheme, with some small changes to avoid non-linear
operations. However, since it doesn’t currently support signing over equivalence-classes, we had to make
additional changes.
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Figure 1.1: NI-TSPS-EQ Related Works.

To summarize, refer to Figure 1.1: the branches on the left illustrate the evolution of signatures on
equivalence-classes, while the branches on the right depict the development of threshold structure-
preserving signatures over the years.

1.2.2 Threshold Issuance Predicate Encryption (TI-PE)

Our initial attempt for the threshold issuance predicate encryption starts with reviewing the existing construc-
tions from the literature. While most of the constructions are doing multi-authority predicate encryptions
(PE) [vdKPJ20] or attribute based encryptions (ABE) [BSWO07], where the system has more than one central
authority, and each of them can give the users a secret key for some specific attribute. For our proposed
TI-ulPCS schemes we need one (predicate only) PE which will be similar to threshold signatures. Our
scheme should have multiple authorities and a sufficient number of them is required to generate a valid key.
Let’s assume that the user has attributes (x1, z9, ..., ;) in a (¢,n) setting, the users gets a valid key iff
at least t of issuers agree on that. As described in [vdKPJ20], Kamp et al. have achieved multi-authority
PE (MA-PE) by introducing a multi-authority admissible pair encoding scheme (MA-PES). Based on this
encoding, they showed that with a general conversion algorithm, different kind of predicate encryptions can
be seamlessly combine into a MA-PE framework. While having a freedom of using various predicates, this
construction uses composites order group elements. Based on our signature scheme, using composite
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order group elements for predicate encryption will not be compatible for TI-ulPCS scheme.

We then turned our attention to the construction of [OT12] (predicate only) PE which is used in the
original ul-PCS scheme. While this construction is suitable for single authority case in ul-PCS, we have
modified it for multiple authorities. To modify it into threshold issuance setting we have to employ multi-party
protocols (MPC) for the interactions between all the certifications authorities (CA). Having said that, as there
are no constructions for TI-PE without interaction among the CAs so far, this remains an open problem in
the literature.

1.3 OUTLINE OF THIS THESIS

This thesis consists of the following chapters:

Chapter 2 introduces the notation adopted throughout the thesis and revisits the definitions of key crypto-
graphic primitives along with their corresponding security properties. It also examines the mathematical
assumptions underlying the hard problems that form the basis for the constructions presented in the
following chapters.

Chapter 3 talks about the contributions of concerning non-interactive threshold structure-preserving signa-
tures on equivalence class(NI-TSPS-EQ). This is the one of the key building blocks of this thesis.

Chapter 4 presents the main contributions of this thesis concerning threshold issuance unlinkable pol-
icy compliant signatures (TI-ulPCS) and its use cases. It starts by discussing the motivation for these
constructions, identifies the key design challenges.

Chapter 5 concludes the thesis and outlines potential directions for future work.
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CHAPTER 2 .

Preliminaries

In this section, we begin by presenting key background concepts that are essential for understanding the
main contributions of this thesis. Next, we examine several well-established cryptographic primitives and
their security properties, which serve as the foundational building-blocks for the constructions explored in
the following chapters.

2.1 BASIC NOTION

Let k € N be the security parameter, and its unary encoding is given by 1*. An algorithm A is considered
to be running in probabilistic polynomial time (PPT) if there is a polynomial p(-) such that the execution time
of the algorithm is less than or equal to p(|z|) for any input . A function negl : N — R™ is called negligible
if for all polynomials f(x) with positive coefficients, there exists a threshold z( such that for all = > z, it
holds that : negl(x) < 1/f(x). For the sake of clarity, the parameter x may be omitted when the context

allows. We use the notation [1, n] to denote the set {1, ...,n} for any positive integer n, and {0,1}* to
refer to the set of all finite binary strings. The symbol “=" to signify equality, and the value assignment is
represented by “=". Random sampling of a probabilistic algorithm A is represented as a < A, omitting the

internal randomness of A. When two distributions D, and D, are computationally indistinguishable by any
efficient algorithm, we say D; ~. D,. Vectors and matrices are represented as 7 and A, respectively. Let ¢
be a prime number of x-bit length. We define Z, = Z\¢Z as the ring of integers modulo ¢, and its group of
invertible elements is written as Z;. The polynomial ring over Z, is denoted Z, [X]. Consider a cyclic group
G = (G) of prime order ¢, generated by an element G, with the identity element represented by 1g. The
set G* contains all non-identity elements of G, i.e.,G\{1g}.

In this thesis, group operations are traditionally expressed in additive notation. We employ an implicit
notation for group elements: for a scalar « € Z, and a group element M ¢ G, the implicit values of « with
respect to M is denoted by,

[alm = aM € G.

It is extended naturally to matrices. For a matrix A = («;) € Zy*", its implicit representation in the group
G with respect to M is denoted by [A]n , and we have

011,1M s Oq’nM

ag M - ag M
[Alv = : . :

amiM oy, M

To simplify, when M is a generator of G, i.e. G, we use [«] instead of [a]q.
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2.2 BILINEAR GROUPS

Pairings, or bilinear maps [BMSO03], are efficiently computable functions defined over three cyclic groups
G1, Go, and G, all of prime order p. These groups are typically subgroups of elliptic curve groups or their
extensions, with corresponding generators P, € Gy, Py € Go, and P € Gr.

Note. A pairing is said to be symmetric or Type-I pairing if G; = G, otherwise asymmetric. If G| # Go
but there exists an efficiently computable homomorphism ¢ : Go — G; then we call it type-Il pairing.
Lastly, type-lll pairing if G; # G2 and there is no known homomorphism between G; and Go.

In this thesis, we focus exclusively on asymmetric pairings, particularly those instantiated over Type-ll|
bilinear groups.

Definition 1 ( Bilinear Groups). Formally, an asymmetric bilinear group generator ABSGen(1") outputs a
tuple G := (p, G1,Go, Gy, P1, P2, e), where G1, Go, and Gr are cyclic groups of the same prime order p.
Moreover, there is no efficiently computable homomorphism between G, and G+, which characterizes the
setting as Type-Ill. Py and Py are the generators of G1 and G, respectively, wheree : G1 x Go — Gr is
an efficiently computable (non-degenerate) bilinear map with the following properties:

- Va,b € Zp, e([a]1, [b]2) = [ab]r = e([b]1,[a]2) ,
-Va,beZy e(la+bli,[1]2) = e(lali, [1]2)e([b]1, [1]2) ,

where we use an implicit representation of group elements, in which for ¢ € {1,2, 7"} and an integer o € Z,,
the implicit representation of integer « in group G is defined by [a]¢ = aP: € G¢, where Pr = e(P1, P2).
To be more general, the implicit representation of a matrix A = («;;) € Z;"*™ in G is defined by [A]; and

we have:
a1 Pe o Py
A= |
am1Pe o amnPe

For two matrices A and B with matching dimensions we define e([A]1, [B]2) = [AB]r. To be more precise,

aiPr - o nPy a1,1iP2 - a1 mPa
ag1P1 -+ a9, P ag1P2 - a9, P2

6([A]1, [B]2) =e . . : . . = [AB]T
Qm,1 P1 e Oém,nPl Qn,1 P2 te CVn,mPQ

2.3 CRYPTOGRAPHIC ASSUMPTIONS

Security is usually based on the idea that certain problems are very hard to solve. These problems, called
hardness assumptions, come in different types such that some are more commonly used, some are easier
to check, and some involve interaction while others don't.

In cryptography, a standard assumption refers to a computational hardness assumption that has been
extensively analyzed and validated over time, often serving as the foundation for the security of numerous
cryptographic primitives and protocols. Traditionally, such well-established assumptions have been classified
into two broad categories: generic assumptions, which are defined within idealized models, and concrete
assumptions, which rely on specific hardness problems in standard computational settings.
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Generic and Concrete assumptions. Historically, cryptographic schemes have been proven secure
based on a few well-established computational assumptions. These assumptions can be partitioned among
two groups, generic and concrete. While generic assumptions refer to the existence of primitives such as
one-way functions, one-way permutations, and trapdoor functions, concrete assumptions are more specific
and include, for example, the universal one-way function [Gol01], the Factoring and RSA assumptions
[RSA78, Rab79], the Discrete Logarithm assumption in various groups [DH76], the Decisional Diffie-
Hellman (DDH) assumption [DH76], and the Learning With Errors (LWE) assumption [Reg05], among
others.

Beyond this traditional classification, cryptographic assumptions have been categorized through various
other frameworks. For example, Naor [Nao03] introduced a distinction between falsifiable and non-falsifiable
assumptions, whereas Goldwasser et al. [GK15] proposed a classification based on search complexity and
decision complexity.

Falsifiable and non-falsifiable assumptions. Naor [Nao03] introduced the concept of falsifiable
assumptions, which intuitively refers to assumptions that can be constructively shown to be false, if indeed
they are. He proposed three levels of falsifiability: efficiently falsifiable, falsifiable, and somewhat falsifiable.
Non-falsifiable assumptions are those where a challenger can not effectively check if the adversary has
achieved their goal.

Below is a list of assumptions, which we’ll use as the basis for the methods explained in the next chapters.

Definition 2 (Discrete Logarithm (DL) based problem). Let a cyclic group G = (P) of prime order p, the DL
problem is hard if for all PPT adversaries A, we have

PrvZ«+ G|z<+ A(P,Z): Z = [z]] < negl(k)

Definition 3 ((¢1, g2)-Discrete Logarithm Assumption). Given an asymmetric bilinear group description
G := (p,P1,P2,Pp,P1,Pa,e) + ABSGen(1%), the (q1, q2)-discrete logarithm assumption holds if for all
PPT adversaries A, we have:

Prz 752 « AG,[z..., 2%y, [z,...,2%],) : 2 = z] < negl(k).

Decisional Diffie—Hellman Assumption. The hardness of computing discrete logarithms in large fi-
nite groups has underpinned many cryptographic protocols over the past decades, beginning with the
Diffie—Hellman key exchange and extending to encryption, digital signatures, and more.

A fundamental assumption closely tied to the Diffie—Hellman key exchange is the Computational
Diffie—Hellman (CDH) assumption.

CDH Problem : Given a group G, a generator P of G, and two elements a = P*, b = PY € G, where z
and y are unknown, compute the value ¢ = P* € G.

And the assumption is that, any probabilistic polynomial time (PPT) algorithm solves the CDH problem
only with negligible probability.

While the CDH assumption is a fundamental cryptographic assumption, it often falls short for proving
strong security guarantees in some groups. CDH captures only a limited aspect of the problem’s hardness,
motivating the introduction of the Decisional Diffie—Hellman (DDH) assumption.

Definition 4 (Decisional Diffie-Hellman Assumption [Bon98]). Given a cyclic group G of prime order p
with generator P, the Decisional Diffie-Hellman (DDH) assumption holds if for all PPT adversaries A, and
uniformly random integers x,y, z < Z,, , we have:

AdvRPH (k) == |e; — €] < negl(r),
where eg = Pr[A([z], [y], [vy + Bz]) = 1].

Definition 5 (Collision Resistant Hash Function (CRHF) [PGV93]). For a given security parameter k. and
a family of functions H : {0,1}™%) — {0,1}™%), where n(k) > m(x). H is a family of CRHF, if for any
H € H itis difficult to find a pair (X1, X2) such that X1 # Xo and H(X;) = H(X3).
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Matrix assumptions.

Definition 6 (Matrix Distribution). Letk,/ € N* s.t. k < {. We call D, ;. a matrix distribution if it outputs
matrices over Zf,Xk of full rank k in polynomial time. W.l.0.g, we assume the first k rows of matrix A < Dy,
form an invertible matrix. For { = k + 1, we write Dy, in short.

Next, we recall the Matrix Decisional Diffie-Hellman assumption, which defines over G for any ( = {1, 2}
and states two distributions ([A]¢,[Ar]¢) and ([A]¢,[ulc), where A < Dy, r « ZE u « Zf are
computationally indistinguishable.

Definition 7 (D, ,-Matrix Decisional Diffie-Hellman (D, ,-MDDH) Assumption [EHK"17]). For a given
security parameter k, letk, ¢ € N* s.t. k < ¢ and Dy, be a matrix distribution, defined in Definition 6. We
say Dy ,-MDDH assumption over G for { = {1,2} holds, if for all PPT adversaries A we have:

AdvPPPE. (k) =| Pr[A(G, [Al¢, [Ar]e) = 1] = Pr[A(G, [Al¢, [ul) = 1] | < negl(x) ,

where G < ABSGen(1%), A < Dy, r < ZF andu «+ Z.

Definition 8 (Dj-Kernel Matrix Diffie-Hellman (Dj-KerMDH) Assumption [MRV16]). For a given security
parameter , let k € N* and Dy, is a matrix distribution, defined in Definition 6. We say Dj-KerMDH
assumption over G¢ for ( = {1,2} holds, if for all PPT adversaries A we have:

AdvSHOU (k) = Pr e € orth(A) | [c]s—¢ + A(G, [A]))] < negl(x)

The Kernel Matrix Diffie-Hellman assumption is a natural computational analog of the MDDH assumption. It
is well-known that for all £ > 1, Dy-MDDH = Dj-KerMDH [KPW15, MRV16].

2.4 DIGITAL SIGNATURE

Digital Signatures (DS) [RSA78] are the digital analogue of handwritten signatures, which are traditionally
employed to indicate consent, approval, or acknowledgment in various societal and legal contexts. For
example, individuals may sign a physical document to authorize a financial transaction or to confirm the
receipt of a delivered item. As the world increasingly shifts toward digital platforms, many of these physical
interactions have been replaced by their electronic counterparts.

Definition 9 (Digital Signatures (DS)). More formally, a DS over message space M consists of the following
PPT algorithms:

 pp < DS.Setup(rk): The setup algorithm takes the security parameter r as input and returns the set
of public parameters pp as output.

* (sk,vk) «— DS.KeyGen(pp): The key generation algorithm takes the public parameters pp as inputs.
It then returns secret/verification keys (sk, vk) as output.

« o < DS.Sign(pp, sk, M): The signing algorithm as a probabilistic algorithm, takes pp, secret key, sk,
and a message M € M as inputs. It then returns a signature o as output.

« 0/1 < DS.Verify(pp, vk, M,o): The verification algorithm as a deterministic algorithm, takes pp,
the verification key, vk, and message M € M along with a signature o as inputs. It then returns 1
(accept), if the aggregated signature is valid and 0 (reject), otherwise.

A digital signature (DS) is considered secure if it meets two key properties: Correctness and Existential
Unforgeability under Chosen Message Attack (EUF-CMA). Correctness ensures that any valid signature
can be verified using only the signer’s public key. EUF-CMA, on the other hand, guarantees that only the
signer can generate valid signatures, and any attempt to alter the signature or the associated message can
be easily detected.
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Definition 10 (Correctness). A digital signature is correct for all public parameters pp < DS.Setup(1%),
key-pairs (sk,vk) <— DS.KeyGen(pp) and messages M € M, if:

Pr[DS.Verify(pp, vk, M, DS.Sign(pp,sk, M)) = 1] > 1 — negl(k)

Definition 11 (Existential Unforgeability against Chosen Message Attack (EUF-CMA) [GMR87] ). Given
the security parameter r, public parameters pp, verification key vk such that (sk,vk) <— DS.KeyGen(pp),
and oracle ©OP35ien(M) _; » the goal of the EUF-CMA game for a DS, i.e. GEVF—-CMA s to find a pair
(M*,0*) such that

« Verify(pp, vk, M*,c*) = 1, and
« M* ¢ Q, where Q is the list of queried messages to oracle OPS-Sign("),

A DS is called EUF-CMA-secure if for all PPT adversaries A:

AdvEVF=CMA(y . pr[GEUF=CMA () = 1] < negl(k).

Note. A signature scheme is strongly unforgeable if an adversary cannot produce a valid signature on
any new message, nor generate a different valid signature on a previously signed message, even after
seeing a valid signature for it.

2.5 UNLINKABLE POLICY COMPLIANT SIGNATURES

An ul-PCS [BSW24] scheme consists of five PPT algorithms: Setup, KeyGen, RandKey, Sign, and
Verify. The Setup algorithm generates the system parameters, KeyGen generates user key pairs encod-
ing attributes, RandK ey re-randomizes keys for unlinkability, Sign creates signatures compliant with defined
policies, and Verify checks signature validity against those policies. The scheme ensures existential
unforgeability, attribute-hiding, and unlinkability, making it suitable for privacy-sensitive applications.

Definition 12 (Unlinkable Policy-Compliant Signatures). Let { X} en be a family of attribute sets and
denote by X, the powerset of X,. Further let F = {F\} en be a family of sets F) of predicates
F: X\ x X\ — {0,1}. Then an unlinkable policy-compliant signature (ul-PCS) scheme for the functionality
class F) is a tuple of four PPT algorithms ULPCS = (Setup, KeyGen, RandKey, Sign, Verify):

Setup(1™, F'): After taking a unary representation of the security parameter n and a policy F' € F) the
algorithm a master public and secret key pair (mpk, msk).

KeyGen(msk, z): After taking the master secret key msk and a set of attributes x € X, the algorithm a
public and secret key pair (vk, sk).

RandKey(mpk, sk) After taking the master public key mpk and a secret key skthe algorithm a new public-
secret-key pair (vk',sk’).

Sign(mpk, sks,vkr, m): After taking the master public key mpk, a sender secret key skg, a receiver public
key vkr and a message m the algorithm either a signature o or .

Verify(mpk, vks, vkr, m, o): After taking the master public key mpk, a sender public key vks, a receiver
public key vkr, a message m and a signature o the algorithm either 0 or 1.

Additionally, ul-PCS schemes must satisfy correctness, detectability, existential unforgeability, attribute-
hiding, and unlinkability to ensure both security and privacy.
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Correctness.

A ul-PCS scheme is called correct if for all efficient adversaries A = (A;,.A3) in experiment CORR specified
in Figure 2.1, the probability Pr[CORRY-P<S (1%, A) = 1] is negligible in the security parameter.

CORRULPCS (12, 4) Ogen():

(F.sT)  A(1Y) cectl

(msk, mpk) « Setup(1}, F); ¢+ 0 (sk, vk) <= KeyGen(msk, x)

((i,5), (k, €),m) < ASCemOrekand (5T mpl) | Qc < [(sk, vk, z)]

(Sks,vks,xs) — Qz[ ] Return (Sk,vk)

(skr,Vkr, zR) + Qi[/] OReRand(J):

b < Verify(mpk, vkg, vkg, m, If j > creturn L

Sign(mpk, skg, vkg, m)) (sk, vk, z) < Q;[|Q;]]

Return b # F(xg,xR) (sk’,vk') +— RandKey(mpk, sk)
Qj A Qj||(5k,7Vk,7x)
Return (sk’, vk’)

Figure 2.1: Correctness Experiment of a ul-PCS scheme [BSW24].

2.5.1 Adversarial Capabilities in the Security Games

Before presenting the notions of unforgeability, attribute-hiding and unlinkability, we describe the adversarial
capabilities in the different security games.

To keep track of all honestly generated keys, corrupted keys and the list of generated signatures we define
the initially empty sets QKC, QC and QS, respectively.

Key-Generation Oracle QKeyGen(-): On the i-th input of an attribute set z;, generate (vk? sk¥) <
KeyGen(msk, 2;), add ((4,0),vk?, sk?, 2;) to QK and return vk.

Left-or-Right Key-Generation Oracle QKeyGenLRg(+,-): On the i-th input of a pair of attribute sets z; ¢
and ;1, generate (vk?,skY) < KeyGen(msk,z; 3), add ((i,0),vk?,sk?, z;0,2;1) to QK, and re-
turn vk?.

Key-Randomization Oracle QRandKey(-): After taking an index ¢, if QXC contains entries
((,0),vkY, sk?, . .), ..., (i, i), vkS, sk&i, . . . ), then compute (vk& T sk ™) < RandKey(mpk, sk).
Add ((4,¢; + 1), vk§ T k&) to QK and return vkGit!

Corruption Oracle QCor(-): After taking an index 4, if QK contains entries ((i, j), vk, sk!,...) for0 < j <
c; for some ¢; > 0, then copy these entries from QK to QC and return the list (sk, . . ., skf*).

Signing Oracle QSign(-,-,-): After taking an index pair (i, j) (or a single index i respectively), a public
key vk’ and a message m, if QK contains an entry ((i, j),vk/,sk’,...) (or an entry (i, vk;, sk;, .. .)
respectively), then compute o <+ Sign(mpk, sk] vk',m) (or o « Slgn(mpk,ski,vk/,m) respectively),
add ((7,j ),vk{,vk ,m, o) to QS and return the signature.

Randomization-Challenge Oracle QRandKey; On receiving a query, do the following: if 3 = 0 then set
(vk’,sk’) «<— RandKey(mpk, sk), and if 3 = 1 set (vk’, sk’) < KeyGen(msk, z) where (i, sk, ... ) is the
last entry of QK. Finally, add (i + 1,vk’, sk’) to QK and return vk’.

For notational ease, if the set QK contains the sequence ((i,0),vk?,sk?,...), ..., ((i,¢c;), vkt skit, L)
we denote by QK; the corresponding sequence of keys [(vk?, sk?), ..., (vk§, sk{*)] for party i.
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2.5.2 Detectibility.

Let Detect be an algorithm that takes as input the master public key mpk, a candidate key vk*, and a
list consisting of sequences of key pairs (Q1,...,Q.), and outputs an index or L. A ULPCS scheme
is said to have the detectability property if there is an efficiently computable algorithm Detect such that
for all efficient adversaries A = (A;,.As) in experiment DTCT specified in Figure 2.2, the probability
Pr[DTCTULPCSS(12) A) = 1] is negligible in the security parameter.

detYtPCS (12 4) OGen(z):

(F,sT) « A1 (1Y) cc+1

(msk, mpk) < Setup(1*, F) (sk,vk) < KeyGen(msk, z)

c=0 Q. + [(sk, vk)]

(i, j) + ASCenOreRand (T mp) Return (sk, vk)

(sk™, vk™) <= Q7] OReRand (/)

i* ¢ Detect(mpk, vk*, (Q1,...,Q.))| f7>c, return L

Return i* # i (sk, vk) < Q;[|Q,]
(sk’,vk") +— RandKey(mpk, sk)
Qj + Q;lI(sk’, vk')
Return (sk’, vk’)

Figure 2.2: Detectability Experiment of a ul-PCS scheme [BSW24].

Unforgeability.

Definition 13 (Existential Unforgeability of a PCS Scheme). Let ULPCS = (Setup, KeyGen, Sign, Verify)
be a ul-PCS scheme that satisfies the detectability property. We define the experiment EUF-CMAYLPCS
in Figure 2.3, where all oracles are defined as in Section 2.5.1. The advantage of an adversary A = (A1, As)
is defined by

Advip @M (A) = PrEUF-CMAYPS (14 4) = 1.
Such a ul-PCS scheme ULPCS s called existential unforgeable under adaptive chosen message attacks or
existential unforgeable for short if for any polynomial-time adversary A = (A1, As), there exists a negligible
function negl such that: Adviipca'a (A) < negl()). We further call a ul-PCS scheme Trana-unforgeable if
the number of key rerandomization queries q is less than Trand, i-€. ¢ < TRand-

EUF-CMAYLPCS (17| A)
(F,s") « A (1")

(mpk, msk) < Setup(1*, F)
(Vk, Vk*, m*, 0'*) “ A2QKeyGen(-),QRandKey(~)QCor(~),QSlgn(~,-,-) (ST, mpk)

Let imax be the number of queries made to QKeyGen(+)
S < Detect(mpk, vk, (QK1,..., 9K ..))

R < Detect(mpk, vk*, (K1, ..., 9QKi...))

Let zg and i denote the attributes in case S, R # |
Output: Verify(mpk, vk, vk*, m*,o*) = 1 A

[[3(7'.{7), Sk, (1 )y s (1, ]), vk, sk, 1) € QK \ QCA

((ilvj/%\/k?\/k*?m*a(f) g QS] v [(S 7& J—) A (R 7é J—) = F(SCS,-'I:R) = O]]

Figure 2.3: Unforgeability Game of ULPCS. [BSW24]
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Attribute-Hiding.

AHLBJLPCS(].n,A)
(Fa ST) < Al(ln)

(mpk, msk) < ULPCS.Setup(1*, F)
o ASKeyGenLRB(~,~),QRandKey(~),QCor(~),QSign(~,‘,~)(S—r’ mpk)

Output: o

Figure 2.4: The Attribute-Hiding game for ULPCS. [BSW24]

Definition 14 (IND-Based Attribute Hiding). Let ULPCS = (Setup, KeyGen, Sign, Verify) be a ul-PCS
scheme that satisfies the detectability property. For 3 € {0,1}, we define the experiment AHg-"<>
in Figure 2.4, where all oracles are defined as in Section 2.5.1. The advantage of an adversary A = (A1, As)
is defined by

Advithes 4(A) = [ PIAHEPCS (1A, A) = 1] - PrARYPCS (14, 4) = 1))

We call an adversary valid if all of the following hold with probability 1 over the randomness of the adversary
and all involved algorithms, where i.,., denotes an upper bound on the number of queries to QKeyGenLRg:

- for every ((/f,j),vk‘g, sk{,xi,o,mi,l) € 9QC and for all ((k:,(ﬂ),ka, skf.,xk,o,xk,l) € QK we have z; o =
xi1 = x; and F(x;, x0) = F(x;, 2p1),

« and for all ((i,j),vk{,vk, m,o) € QS, R <+ Detect(mpk,vk, (QKq,...,QK;. ..)), and
((i,j),vk,j,Sk,j,%‘l"()?.??i’l) S QIC, we either have R = L or otherwise F(CCZ'7(),CCR70) = F(xi71,xR71)
holds.

Such a ul-PCS scheme ULPCS s called attribute hiding if for any valid polynomial-time adversary A =
(A1, Az), there exists a negligible function negl such that: Adv(jipcs 4(A) < negl()). We call a ul-PCS
scheme TRrang-attribute-hiding if the number of key rerandomization queries q is less than Trand, I.€.
q < Trand- Finally, we call a ul-PCS scheme outsider-attribute-hiding (outsider-AH) if the adversary does
not have access to the corruption oracle.

Unlinkability.

Definition 15. Let ULPCS = (Setup, KeyGen, Sign, Verify) be a ul-PCS scheme that satisfies the detectabil-
ity property. For 3 € {0, 1}, we define the experiment Linkg-" in Figure 2.5, where all oracles are defined
as in Section 2.5.1. The advantage of an adversary A = (A1, As) is defined by

AdviiiScs 4(n) = | PrLink§ "< (1, A) = 1] — Pr[Link{-" (14, A) = 1]].

We call such a ul-PCS scheme ULPCS unlinkable if for any polynomial-time adversary A = (A, Az, As),
there exists a negligible function negl such that: Adviyscs 4(A) < negl()).

We call a ul-PCS scheme Trang-unlinkable if the number of key rerandomization queries q is less than
TRand, i-€. ¢ < TRand-
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Link§-P<S (17, A)
(F, Stl) — Al(n)
(mpk, msk) < Setup(1™, F)
(2, sta) KeyGen(msk,-) (
(

vk, sk) KeyGen(msk x)
KeyGen(msk,-),QRandKey 5,QSign(-,-,-)

mpk, sty)

— Ay
Output. e

( k,Stg)

Figure 2.5: Single-Challenge Unlinkability game of ULPCS. [BSW24]

2.6 THRESHOLD SIGNATURE

While traditional Digital Signatures (DS) involve a single signer, an (n, t)-threshold signature scheme
enables collaborative signing among n participants. In such a scheme, any group of at least ¢t members can
jointly produce a valid signature, whereas groups with fewer than ¢ participants cannot.

Threshold signatures, introduced by Desmedt in 1989, were designed to distribute trust across multiple
signers and enhance key availability [Des90]. Since then, substantial progress has been made in improving
the security and efficiency of these schemes [GJKR01, MR01, GGN16, Lin17, DKLS18, DKLS19]. With
the emergence of cryptocurrencies, blockchain technology, and self-sovereign identity systems, threshold
signatures have garnered increased research attention [Bol02, KG21, CGG 20, KMOS21, CKM23]. More-
over, a standardization initiative in the broader field of threshold cryptography is currently being undertaken
by NIST [BDV20].

Definition 16 ((n, t)-Threshold Signatures). Given a security parameter . and a message space M, an
(n, t)-TS contains the following PPT algorithms:

* pp < TS.Setup(1%): The setup algorithm takes the security parameter r as input and returns the set
of public parameters pp as output.

* ({ski, Vki}ic[1,n]> vk) <= TS.KeyGen(pp,n,t): The key generation algorithm takes the public parame-
ters pp along with two integers n,t s.t. 1 <t < n as inputs. It then returns secret/verification keys
{ski,vk;} fori € [1,n] along with a global verification key vk as output.

* 0; + TS.ParSign(pp, sk;, M): The partial signing algorithm takes pp, the i'" party’s secret key, sk;,
and a message M € M as inputs. It then returns a partial signature o; as output.

« 0/1 « TS.ParVerify(pp, vk;, M, 0;): The partial verification algorithm as a deterministic algorithm,
takes pp, the it verification key, vk;, and a message M € M along with partial signature o; as inputs.
It then returns 1 (accept), if the partial signature is valid; O (reject), otherwise.

» 0 < TS.CombineSign(pp, T, {c;}icT): The combine algorithm takes a set of partial signatures that
already satisfy the TS.ParVerify algorithm o; for i € T along with T C [1,n] and then returns an
aggregated signature o as output.

« 0/1 < TS.Verify(pp, vk, M, o): The verification algorithm as a deterministic algorithm, takes pp, the
global verification key, vk, and message M € M along with an aggregated signature ¢ as inputs. It
then returns 1 (accept), if the aggregated signature is valid and 0 (reject), otherwise.

Definition 17 (Correctness). An (n,t)-TS scheme is called correct if we have:
pp < TS.Setup17), ({ski, ki }ic[1,n), Vk) <= TS.KeyGen(pp,n,t),M € M,
Pr | o; «+ TS.ParSign(pp, sk;, M) fori € [1,n],¥Y T C [1,n],|T| > t, =1.
o < TS.CombineSign (pp, T, {0s};cr) : TS.Verify (pp, vk, M, o) = 1
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Unforgeability. As defined by Cremers et al. [CPZ24] we have defined threshold Unforgeability as
TS-UF-0, TS-UF-1, TS-UF-2, TS-UF-3 and TS-UF-4. As our signature scheme is fully non-interactive the
TS-UF-0 and TS-UF-1 unforgeability are needed to show. In particular, the TS-UF-0 notion is the weaker
one and prohibits adversaries from querying the signing oracle for partial signatures on the challenge
message, i.e., the message corresponding to the forged signature. The stronger TS-UF-1 notion, which will
be our main focus, allows adversaries to query the signing oracle up to ¢ — |CS| times for partial signatures,
even on the challenge message. Here CS with |CS| < ¢ denotes the set of (statically corrupted) signers.

2.7 STRUCTURE-PRESERVING SIGNATURES ON EQUIVALENCE CLASSES

First, we will discuss structure-preserving signatures (SPS), and then go deeper into the notion of SPS on
equivalence classes(SPS-EQ). For the rest of this thesis, we use the same equivalence relation used to
partition the message space (G*)* as described in [FHS14], defined as follows:

Ri={(M,M) € (G})’ x (G1)' | 3u e z;: pM =M}

Therefore, [M]r represents the set of all M’ = yM, where 1 € Z;.

Structure-preserving signatures (SPS) [AFG™10] are pairing-based signatures where all the messages,
signatures and public keys are group elements, and verifying signatures only involves deciding group
membership of the signature components and evaluating Pairing Product Equations (PPE).

Definition 18 (Structure-preserving signature). A structure-preserving signature scheme SPS is defined as
a triple of probabilistic polynomial time (PPT) algorithms:

* (vk,sk) < Gen(1%): The probabilistic key generation algorithm returns the public/secret key (vk, sk),
where vk € G™* for some n,; € poly(r). We assume that vk implicitly defines a message space
M = G" for some n € poly(k).

« o + Sign(sk, M): The probabilistic signing algorithm returns a signature o € G" forn, € poly(k)

* 0/1 < Verify(vk, M, 0): The deterministic verification algorithm only consists of pairing product
equations and returns 1 (accept) or 0 (reject).

Now, we recall the definition and the security model of SPS-EQ scheme.

Definition 19 (Structure-Preserving Signatures on Equivalence classes [FHS14]). Given an asymmetric
bilinear group, a SPS-EQ over message space M = (G;k)" consists of the following PPT algorithms:

* pp + Setupy (1*): A probabilistic algorithm that takes the security parameter X in its unary represen-
tation as input, and outputs public parameters pp.

* (sk,vk) < KeyGeng (pp, ¢): A probabilistic algorithm that takes the public parameters pp and a vector
length ¢ > 1 as inputs, and outputs the key-pair (sk, vk).

« 0 < Signg (pp, sk, M): A probabilistic algorithm that takes public parameters pp, secret key sk and a
representative message M € M for class [M|r as inputs. It outputs the signature o on message M.

* 0/1 < Verifyx (pp, vk, M, o) A deterministic algorithm that takes public parameters pp, a verification
key vk, representative message M € (G;)K , a signature o as inputs, and outputs 1 if the signature o
is valid for M, and 0 otherwise.

* (0/,M') + ChgRepgx(pp,M, 0, u,vk): The change representation algorithm is a probabilistic al-
gorithm and takes public parameters pp, a representative message M &€ (G;‘)Z, a signature o, a
scalar j € Z,, and the verification key vk as inputs. It outputs a randomized signature o’ on a new
representative message M’ = M.
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Security Properties The primary security requirements for a SPS-EQ scheme are correctness and
existential unforgeability against chosen message attack, which are defined as follows:

Definition 20 (Correctness). A SPS-EQ scheme over M is called correct, if for a valid setup pp, any
message M € M, any (valid) key pair (sk, vk) in the support of KeyGeng (pp, ¢), and any scalar i € 7,

we have:
Verify (pp, vk, ML, Signg (pp, sk, M)) = 1 A

Pr | Verify (pp, vk, uM, =1.
Cthep’R(Ma Slgn’R(ppa Ska M)7 K, Vk)) =1

Definition 21 (Existential Unforgeability). A SPS-EQ over M is called adaptively EUF-CMA-secure if for all
PPT adversaries A with access to the signing oracle Os;gn (-) we have:

pp  Setupg (1), (sk, vk) < KeyGeng (pp, ),
Pr (M*,U*) — AOSign(')(pp’ Vk) : S negl()\) 5
M* ¢ odien A Verify (pp, vk, M,0") =1

where the signing oracle Osign () takes a message M € M as inputthe algorithms Signy (pp, sk, M) and
updates the query set Q58" = Q5" U {[M]z }.

Additionally, an SPS-EQ achieves Class-Hiding (cf. Definition 22) and Perfect Adaptation (cf. Definition 23).

Definition 22 (Class-Hiding [FHS14]). A relation R is called class-hiding if for all PPT adversaries, A, and
£ > 1 we have:

‘ ) [M<— (G*)", My + (G*)f, My + [M]%] L) < negl(n)

b {0,1},0 + AM,M,) | b=V 2

2

Definition 23 (Signature Adaptation). An SPS-EQ scheme over message space M perfectly adapts sig-
natures if for all tuples (sk, vk, M, o, 1), where (sk, vk) <— KeyGen(pp, £), M € (G})* and Verify(pp, vk, M,
o) = 1, the two distributions o (pp, sk, M*) and ChgRepx (pp, M, o, vk, 1) are identical.

2.8 THRESHOLD STRUCTURE-PRESERVING SIGNATURES ON EQUIVALENCE CLASS

First, we recall the definition of the threshold structure-preserving signatures on equivalence classes
(TSPS-EQ) from [ANPKT24] and their main security properties: correctness, threshold unforgeability and
perfect adaption. In this thesis, we assume the existence of a trusted dealer who shares the secret key
among the signers. However, there are straightforward and well-known techniques in particular distributed
key generation (DKG) protocols (e.g., [Ped92]) without such an assumption.

Definition 24 (Threshold structure-preserving signatures on equivalence classes). Given an asymmetric
bilinear group and the relation described in Equation (2.1), a TSPS-EQ over message space M = (G;‘)e
consists of the following PPT algorithms:

* pp < Setupy (1%): The setup algorithm takes the security parameter  as input and returns the set of
public parameters pp as output.

* ({ski, Vki}icp1,n), Vk) < KeyGeng (pp, n,t): The key generation algorithm takes the public parameters
pp along with two integers n,t s.t. 1 <t < n as inputs. It then returns secret/verification keys
{ski,Vvk;} fori € [1,n] along with a global verification key vk as output.

* 0; + ParSigny (pp, sk;, M): The partial signing algorithm takes pp, the i'" party’s secret key, sk;, and
a message M € M as inputs. It then returns a partial signature o; as output.
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* 0/1 < ParVerifyy (pp,Vvk;, M, 0;): The partial verification algorithm as a deterministic algorithm,
takes pp, the it verification key, vk;, and a message M € M along with partial signature o; as inputs.
It then returns 1 (accept), if the partial signature is valid; O (reject), otherwise.

* 0 « CombineSigny (pp, T, {oi}icr): The combine algorithm takes a set of partial signatures that
already satisfy the ParVerify algorithm o; for i € T along with T C [1,n]| and then returns an
aggregated signature o as output.

« 0/1 < Verifyx (pp, vk, M, o) : The verification algorithm as a deterministic algorithm, takes pp, the
global verification key, vk, and message M € M along with an aggregated signature o as inputs. It
then returns 1 (accept), if the aggregated signature is valid and 0 (reject), otherwise.

« (M, ") « ChgRepx(pp, vk, M, 1, o): The adaptation algorithm as a probabilistic algorithm, takes
pp, the global verification key, vk, message M € M and a scalar i < Z,, along with an aggregated
signature o as inputs. This PPT algorithm then returns M’ € [M]|g, and a randomized signature o .

Correctness. Correctness guarantees that a signature obtained from a set ' C [1,n] s.t. |T'| > ¢t of
honest signers always verifies.

Definition 25 (Correctness). An (n,t)-TSPS-EQ scheme is called correct if we have:
v pp < Setup'R(lH)a ({ski7Vki}i€[1,n]7Vk) A KeyGenR(pp7 n, t): M e M7
Y, < ParSigng (pp, ski, M) fori € [1,n],¥YT C [1,n],|T| > t,
Y < CombineSigny (pp,T, {Ei}ieT) : Verify (pp, vk, [ m],>) =1
A Verlfy’]?,(ppa - Ma CthepR(ppa M7 E? L, Vk)’ Vk) =1

Unforgettability. As discussed in the Section 2.6, the following defines the unforgeability for TSPS-EQ

Definition 26 (Threshold Unforgeability). Let TSPS = (Setup, KeyGen, ParSign, ParVerify, CombineSign, Verify)
be an (n,t)-TSPS scheme over message space M and let prop € {TS-UF-b,adp-TS-UF-b},c(o 13- The
advantage of a PPT adversary A playing described security games in Figure 2.6, is defined as,

AdVESE (k) = Pr [GFEP (x) = 1]
A TSPS achieves prop-security if we have, Advigps 4(+) < negl(x).

Definition 27 (Signature adaptation under malicious keys). Let ¢ > 1. An SPS-EQ scheme on (G;-k)f
perfectly adapts signatures if for all tuples (sk, pk, M, o, i) with

M € (G}) Verifyz (pp, vk, M, o) = 1 w € Z,

We have that the output of ChgRepx (pp, M, o, 1, vk) is a uniformly random element is the space of signature
space, conditioned on Verifys (pp, vk, uM, o’) = 1.

Definition 28 (Class-hiding). Let ¢ > 1 and G} be a base group of a bilinear group. The message space
(G?)* is class-hiding if for all PPT adversaries A there is a negligible function (.) such that

(b =b —

b+ {0,1}, BG + BGGeng,M + (G})’,
. < e(k)

MO — (G, MDY« Mg, b* + ABG,M, M)

N | =

2.9 SECRET SHARING SCHEME

Secret sharing schemes enable a secret to be distributed among multiple parties such that only a predefined
number of parties can collaboratively reconstruct it. In this thesis, we utilize Shamir’s secret sharing scheme
[Sha79], a well-established method based on Lagrange interpolation 2.
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r a
-UF- dp-TS-UF-0
G (9] [T

B
pr — Setup(f”

(n,t,CS,stg) + A(pp)

HS = [1,n]\ CS

(vk, {ski}ic[i,n]s {Vki}ie[,n]) < KeyGen(pp,n,t)

OPSign( ). OCorrupt .
(im], 2, str) = A7 sk iecs. kidiegna)
return (Verify(pp,vk, [m*], %) A |CS| <t A

dp-TS-UF-1
GaTstA (k)

(Su(me)) =07 v [S1(im )| < [CS]))
OPSign (i, [m]) OCorrupt(k):
Assert ((m] e M A i € HS) | ke CS:
Y; « ParSign(pp, sk;, [m]) return L
Y #£ L :CS «+ CSU {k}
S1([m]) <= Si([m]) U {i} HS « HS\ {k}
return (%;) return (skg)

notions of threshold signatures. [MMS*24]

In a (n,t)-Shamir Secret Sharing scheme, a secret s is encoded as the constant term of a randomly
chosen polynomial of degree t — 1, and n shares are generated by evaluating this polynomial at n distinct
nonzero points. To recover the secret, one uses Lagrange interpolation .

Definition 29 (Lagrange’s Interpolation). If S is a subset of F with | S| > t — 1 and h(x) is polynomial of
degree at mostt — 1, then by Lagrange’s interpolation we can find a unique polynomial h(x) such that,

h(X) =Y h(@)Ai(X)
ieS
where \;(X) is the degree t polynomial such that, for alli,j € S, \;(i) = 0ifi # j and \;(j) =1, ifi = j.
In other words,
Y
M) = ] )

jecgi (= J)

In this work, we use Shamir Secret Sharing to secret share a matrix of size a x b, i.e., we use ab-many
parallel instances of Shamir Secret Sharing. To keep our exposition simpler, we however assume that we
have an (n, t)-Shamir Secret Sharing scheme (Share, Rec) which operates on matrices. Since, our work
here uses Shamir Secret Sharing quite generically, it is convenient to make such abstraction without going
into the details.

Definition 30 (Secret Sharing). For any two positive integers n,t < n, an (n,t),.~»-secret-sharing scheme
P

over ZZX” for a,b € N consists of two functions Share and Rec. Share is a randomized function that takes a
secret M € Z2*" and outputs (M, ..., My) < Share(M, Z3*", n, t) where M; € Z3*" Vi € [1,n]. The
pair of functions (Share, Rec) satisfy the following requirements.
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 Correctness: For any secret M € ZgXb and a set of parties {i1, s, ...,i;} C [1,n]| such thatk > t,
we have

Pr[Rec(M;,, ..., M;, : (My,...,M,) + Share(M, Z2** n,t)) = M] = 1.
« Security: For any secret M € Z2*" and a set of parties S C [1,n] such that |S| = k < t, for all

information-theoretic adversary A we have

(My,...,M,) + Share(M,ZZXb, n,t)
Pr|S = {ii}icny ANM*=M|S + A() =1/p.
M* .A(Mil, . 7Mzk)

We follow standard nomenclature to call this “selective security”. In case of “adaptive security”, A
adaptively chooses i; € [1,n] to get M;; one at a time.

2.10 PSEUDORANDOM FUNCTION

We recall the definition of a pseudorandom function (PRF) as it has been defined in [GGM86].

Definition 31 (Pseudorandom Function). A pseudo-random function is a keyed function PRF : {0,1}" x
X — ), where evaluation is done via an efficient algorithm PRF.Eval(k, x). For 5 € {0, 1}, we define the
experiment INDZR™ in Figure 2.7, where the oracle O is defined as:

(2) PRF.Eval(k, x) if3=0
€Tr) =
RF(z) if=1
with RF(x) denoting a random function. We define the advantage of an adversary A in the following way:
AdvERE 4(A) = | Pr[INDGRF(A, A)] — Pr[INDFRF(A, A)]] .

A pseudorandom function PRF is secure, if for any polynomial-time adversary A, there exists a negligible
function negl such that: Advige_4(A) < negl()).

INDERF(), A)
k<« {0,1}"

o+ A0 (1Y)
Output: «

Figure 2.7: Security Games for PRF. [BSW24]

2.11 PREDICATE ENCRYPTION

To allow for oblivious policy evaluations, we also recap the notion of predicate-only predicate encryption as
it has been introduced by Katz et al. [KSWO08].

Definition 32 (Predicate-Only Predicate Encryption). Let F = {F)} en be a family of sets F) of predicates
f: X\ — {0,1}. Apredicate-only predicate encryption (PE) scheme for the functionality class F) is a tuple
of four algorithms ABE = (Setup, KeyGen, Enc, Dec):

« Setup(1*): Takes as input a unary representation of the security parameter A and outputs the master
public key mpk and the master secret key msk.
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« KeyGen(msk, f): Takes as input the master secret key msk and a function f € F, and outputs a
functional key sk ;.

« Enc(mpk, z): Takes as input the master public key mpk and an attribute © € X\, and outputs a
ciphertext ct.

* Dec(sky,ct): Takes as input a functional key sk and a ciphertext ct and outputs 0 or 1.

A predicate-only predicate encryption scheme ABE is correct if for all A\ € N, for all (mpk, msk) in the
support of Setup(17), all functions f € Fy, all secret keys sk in the support of KeyGen(msk, f), and for all
attributes x € X, we have

Pr[Dec(skys, Enc(mpk, z)) = f(z)] = 1.

In the initial work of Katz et al. [KSWO08], the authors only introduce the notion of selective security.
The corresponding indistinguishability based adaptive security notion for predicate encryption has been
introduced in [OT12]. We present a modification of this definition where the adversary has access to a
challenge oracle to which it can submit multiple challenges instead of being able to only submit a single
challenge. This security definition directly follows from the standard security definition using a simple hybrid
argument.

Definition 33 (Indistinguishability-Based Attribute Hiding). Let ABE = (Setup, KeyGen, Enc, Dec) be a PE
scheme for a function family F = {F)} en as defined above. For 5 € {0, 1}, we define the experiment
AH%BE in Figure 2.8, where the left-or-right oracle is defined as:

QEncLRg(-,-): After taking two attribute sets x and x1the algorithm ct <— Enc(msk, z3).
The advantage of an adversary A is defined as:
AdVARE 4(A) = [ PrIAHGPE (1%, A) = 1] — PriAHPE(1%, 4) = 1]].

We call an adversary valid if for all queries (o, x1) to the oracle QEncLRs(-,-) and for any function f
queried to the key generation oracle KeyGen(msk, -), we have f(xz¢) = f(x1) (with probability 1 over the
randomness of the adversary and the involved algorithms).

A predicate-only predicate encryption scheme ABE is called attribute hiding if for any valid polynomial-time
adversary A, there exists a negligible function negl such that Advage 4(A) < negl()).

AHZPE(1", A)
(mpk, msk) ¢ Setup(1*)
o (_AKeyGen(msk,~),QEncLR5(-,-)(mpk)

Output: «

Figure 2.8: Attribute-Hiding game of ABE. [BSW24]

2.12 NON-INTERACTIVE ZERO-KNOWLEDGE PROOFS

In this section, we introduce the notion of non-interactive zero knowledge (NIZK) proofs [For87, GMW87].

Definition 34 (Non-Interactive Zero-Knowledge Proofs). Let R be an NP Relation and consider the language
L = {x| 3w with (z,w) € R} (where z is called a statement or instance). A non-interactive zero-knowledge
proof (NIZK) for the relation R is a triple of PPT algorithms NIZK = (Setup, Prove, Verify):

« Setup(1*): Takes as input the unary representation of the security parameter \ and outouts a common
reference string CRS.

CHAPTER 2. PRELIMINARIES 23




TI-ULPCS

Threshold-Issuance Un-linkable Policy-Compliant Signatures KU LEUVEN

* Prove(CRS, z,w): Takes as input the common reference string CRS, a statement x and a witness w,
and outputs a proof .

« Verify(CRS, z, 7): Takes as input the common reference string CRS, a statement = and a proof ,
and outputs 0 or 1.

A system NIZK is complete, if (for all \ € N), for all CRS in the support of Setup(1*) and all statement-
witness pairs in the relation (z,w) € R,

Pr[Verify(CRS, z, Prove(CRS, z,w)) = 1] = 1.

Besides completeness, a NIZK system should also fulfill the notions of soundness and zero-knowledge,
which we introduce in the following two definitions:

ZkN1ZK (12 A, Sim) zZkNZK (17 A, Sim)

CRS « Setup(1*) (CRS, 7) « Simy(1*)

o 4 AProve(CRS)(CRS) | o +— ASIM'(CRS:T)(CRS)
Output: « Output: «

Figure 2.9: Zero-knowledge property of NIZK. [BSW24]

Definition 35 (Zero-Knowledge). Let NIZK = (Setup, Prove, Verify) be a NIZK proof system for a relation
R and the corresponding language L, Sim = (Simy,Sims) a pair of algorithms (the simulator), with
Sim’(CRS, 7, z,w) = Sim2(CRS, 7,2) for (z,w) € R, and Sim’(CRS, 7,z,w) = failure for (z,w) ¢ R.
For 8 € {0,1}, we define the experiment zk)}'*" (1", A) in Figure 2.9. The associated advantage of an
adversary A is defined as

Advilizi asim(A) = | Pr[zk)' (17, A, Sim) = 1] — Pr[zk'"#¢ (1", A, Sim) = 1]| .

A NIZK proof system NIZK is called perfect zero-knowledge, with respect to a simulator Sim = (Simy, Sima),
if Advifizi 4. sim(N) = 0 for all algorithms A, and computationally zero-knowledge, if Advjizk 4 sim(A) <
negl(\) for all PPT algorithms A.

Besides zero-knowledge and soundness, we rely on the notion of extractability [CKLM12].

Definition 36 (Extractability). Let NIZK = (Setup, Prove, Verify) be a NIZK proof system for a relation R
and the corresponding language L, Ext = (Exty, Exte) a pair of algorithms (the extractor). We define the
extraction advantages of an adversary A as

Advyivk 4 = | Pr[CRS + Setup(1™); 1 +— A(CRS)] — Pr[(CRS,st) + Ext;(1*);1 + A(CRS)]|

)

and

' Verify(CRSgxt, , m) = 1A

Ad Extract — P CRSEy, Steyt) < Ext 1)\,
VNizk.A(1) 1 | (CRSExt, Stexc) 0 (1%) R(x, Exta(CRSExt, Stext, 7, 7)) = 0

A NIZK proof system NIZK is called extractable, with respect to an extractor Ext = (Exty, Exts), if
AdvRivk 4 < negl(n) and AdvRZey(n) < negl(n). Additionally, we call an extractable non-interactive
zero-knowledge proof a non-interactive zero-knowledge proof of knowledge (NIZKPoK).
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2.13 UPDATABLE COMMON REFERENCE STRINGS

As defined in [GKM™ 18] updatable common reference strings (CRS) guarantees security if at least one of
the users updates the CRS honestly.

Definition 37 (Updateable CRS). An updatable CRS scheme can be define by PPT algorithms Setup,
Update and a DPT algorithm Veri fyC RS that behave as follows:

« Setup(1*): Takes as input the unary representation of the security parameter \ and outouts a common
reference string CRS and a proof of correctness p.

« Update(1*, CRS, (p;)-,): takes as input the security parameter, a common reference string, and a
list of update proofs for the common reference string (p;)i,. It outputs an updated common reference
string CRS’ and a proof of the correctness p’ of the update .

« VerifyCRS(1%, CRS, (pi)i_,): Takes as input the security parameter, a common reference string, and
a list of proofs. It outputs a bit indicating acceptance, b = 1, or rejection b = 0.

Definition 38 (Correctness). An updatable CRS scheme is perfectly correct if,
« forall (CRS, p) < Setup(1*) we have VerifyCRS(1*,CRS, p) = 1;

» for all (1*,CRS, (p;)™_,) such that VerifyCRS(1*, CRS, (p;)™,) = 1
we have for (CRS', p" 1) < Update(1*, CRS, (p;)_, ) that VerifyCRS(CRS', p™+1) = 1.
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CHAPTER 3 .
NI-TSPS-EQ

The use of SPS-EQ is crucial in the UL-PCS scheme for unlinkability, as it reduces dependency on heavy
Zk-SNARKSs and Zk proofs. As it is primarily needed in the UL-PCS scheme for transferring the issuance of
attributes in generic policy schemes and when dealing with role-based policies (RBAC). In RBAC policies,
SPS-EQ is utilized to handle the structure of attribute management and re-randomization differently than in
the separable or generic policy schemes. As in the generic scheme signing the functional keys, instead the
scheme signs witnesses for an accumulator that holds roles. SPS-EQ can keep the witnesses intact while
enabling the re-randomization of public accumulator values, which is crucial for maintaining unlinkability
[1.2]. In the context of the generic UL-PCS construction, SPS-EQ is used for the transportation of attribute
issuance from a central authority to re-randomization. An initial encryption of attributes often done by a
generalized version of pedersen commitments, is issued by the authority along with an SPS-EQ signature
is provided on a vector related to these attributes. Combining homomorphic properties of commitments and
the signature adaptation or unforgeability properties of SPS-EQ, a user can then generate a commitment to
a scaled vector of its attributes and verify that this is done correctly.

Imagine having all the features in threshold setting. We can distribute all that trust between n number of
authorities by using TSPS-EQ. To add extra efficiency in the system our proposed schemes requires no
interactions among the authorities. So, it is possible to have a non interactive TSPS-EQ ? In this chapter we
tried to answer this question in a positive manner.

As mentioned earlier, we begin with an observation about the threshold structure-preserving signature
(TSPS) scheme proposed by Mitrokotsa et al. [MMS™24]. Their construction is a slightly modified version
of the scheme by [KPW15], which results to the first TSPS scheme for general message spaces in the
standard model that remains secure against adaptive adversaries. In this scheme, signature consists of
four components and each issuer generates the first and second components of their partial signature on a
message [m]; € G{ as follows:

randomized PRF

MMS*24: (01,00):= | [(1 mT")], K;+r] [BT(U—i—T-V)L,[riTBT]l :
—_—————
SP-OTS

where K, A, B, U and V are random matrices of appropriate dimensions.
Here, 7 is a fresh random integer, and r is a newly sampled random vector of appropriate dimension.

"Here, we follow the group notation by Escala et al. [EHK'17]. See Definition 1 for more details.
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Additionally, the secret key for partial signing and verification keys are sk; := K;, for all i € [n] (where
n is total number of signers) and vk; = [K;A],. Accordingly, the global verification key is defined as
vk = [KA],.
Building on this scheme, our main concern is to make it TSPS-EQ. As in SPS-EQ, signing an equivalence
class involves signing any representative, from which signatures on other representatives can be derived
without the secret key. Obviously, this scheme does not support controlled malleability, as it is secure under
standard EUF-CMA.

To overcome this challenge, the signer must sign the message [m'|,, instead of [(1 mT)]l. By
removing [1],, as observed by [KPW15], the resulting scheme produces a homomorphic signature.® To
achieve controlled malleability in our signature scheme, we introduce an additional secret key (namely, [L],),
along with the corresponding verification key (namely, [L A],). These modifications to the signature scheme
of Mitrokotsa et al. [MMS™24] impacted the signing algorithm. Specifically, we had to adapt it by adding an
extra component (the fifth component o5) to the signature. Consequently, the verification algorithm now
requires three pairing product equations instead of two.

To be more precise, this adjustment involves defining the secret key as sk := (sk"), sk(?)) := (K, L) and
transferring the remaining parameters to the set of public parameters, i.e.,

pp := ([A]2, [UA]y, [VA]y, [B];,[B'UJ1,[B'V]1)

We then adjust the SP-OTS part of the signature from ([(1 m")] K) to ([m'K + L] ) which
supports controlled malleability for equivalence class messages and the verification key is defined as
vk := (vk®) vk@) := ([KA], , [LA],). This rather simple structure allows to obtain the first TSPS-EQ for
general message spaces in the standard model and can be proven secure in the TS-UF-1 model.

Similar to [MMS*24], consider the following setting. Imagine there are n signers, each equipped with their
own signing key, either obtained through the involvement of a trusted dealer or by conducting a distributed
key generation (DKG). Their collective objective is to generate a signature for a given message [m}; GY.
To have a linear structure of the SP-OTS { [mTKi + TLZ'] 1},'65' and a randomized PRF in respective spaces
for each signers we employ a collision-resistant hash function (CRHF), H(.), to derive 7 from [m],. This
gives the basis of our construction, where each signer i € [1, n] computes a partial signature on [m}, as

(01, 00) = ([mTKi+TLi]1+r;r [BT(U+T.V)]1, [rIBTL) .

Here the signer i is holding the secret share sk; := (K;, L;) and chooses a random quantity r; of appropriate
size and uses 7 = H([m],). ltis easy to verify that this signature can be aggregated in a non-interactive
manner. Looking ahead, as a first step we prove that this construction achieves TS-UF-0 security, relying
on the well-established and non-interactive standard assumption, i.e., the MDDH assumption.

In the following section, we provide a detail discussion of each algorithm that is defined in Definition 24.
we have talked about each algorithm focusing on its correctness, ensuring that it functions as intended
under all specified conditions and it’s security properties, which assess the algorithm’s ability towards
attacks.

3.1 NON-INTERACTIVE TSPS-EQ

There are seven algorithms, we need to discuss namely Setup, KeyGen, ParSign, ParVerify, CombineSign,
and ChgRep.

2A signature is called homomorphic if one can generate a valid signature on the span of all signed messages, without any
control over the equivalence classes.
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The Setup. Having taken input of the security parameter « the algorithm Setup (1%) runs ABSGen(1%)
and sets G := (p, Gy, Go, Gt, P1, P2, e). We are going to use asymmetric bilinear pairing [see 1], where
Gy and G4 are two different groups and Gr is the target group. All three groups are cyclic groups of
order p, where P; and P, are generators of G; and G» respectively. After randomly taking matrices A,
B from the matrix distribution D, [see 6] and matrices U, V from the space Zz(,kﬂ)x(kﬂ), it outputs the
public parameter pp as pp := ([A],,[UA],,[VA],,[B],,[B"U],, [B"V],). One can observe that no
matrices are in the plain, A is in group G2, B is in group G1, and so on. This is the reason that having these
matrices as public parameter won’t leak any extra information to the adversary. Adversary can compute U
by inverting A and doing product with U A on the right hand side. But she can only do a pairing product
between G; and G» to have the result in Gt, not in the plain.

Key Generation. The algorithm KeyGeny (pp, 2, t) takes input the public parameters pp, and two positive
integers n and t. The number n is the number of signers that are participating in the protocol and ¢ is the
threshold value for the corrupt signers in the protocol. To generate secret keys sk, first randomly taking two
matrices K and L of size ¢ x (k + 1) and 1 x (k + 1) respectively from the space Zﬁx(kﬂ) and Z},X(Hl).
To have partial secret keys sk;, the algorithm uses shamir secret sharing [ Definition 30 ] on those matrices
K and L. So it outputs all the shares of the secret key and corresponding partial verification keys vk;, as
well as verification key vk. It outputs vk := (vk(!), vk(?)) := (KA],,[LA],), sk; = (skgl),skl@)) = (K;, L)
and vk; := (vkgl),ka)) = ([K;A],, [L;A],). The correctness of secret sharing ensures that with sufficient
number of shares of secret one can obtain the actual secret by using Rec. For the security of secret
sharing, having all the shares that are under influence of the adversary, they can reconstruct the secret with
negligible probability.

Partial signatures. Each signer runs algorithm ParSigny (pp, sk;, [m], ), which takes inputs the public
parameter pp, their share of secret key sk;, and the message [m],. Given a collision resistant hash
function, #: {0,1}* — Z,, [ Definition 5] and message space M := G¢, each signer can produce the
partial signatures. First it takes one randomness r; from the space Z’;, then it creates a tag 7 := #H([m],).
Creation of these tags helps all the signers to have a common randomness among themselves, without
doing any extra interactions between them. So, the partial signatures on message [m], done by ith
signer is ¥; = (01,092,03,04,05) S.t. 01 = [mTKi + 7'LZ-]]L + rZT [BT(U + TV)]l, o9y = [r;rBT]l,
o3 = [Tr;—BT]l, o4 = [T]y, 05 = [7],;. Loosely speaking, having common randomness  for all the
signers makes the signature scheme threshold friendly 3. Observe that first signature component o;
has product of 7 and i*" share of secret key component L;, still it fulfills the requirements of threshold
friendliness.

Partial Signature verification. In threshold signatures, verifying each partial signatures produced by
each signers is crucial for early error detection in the system. To verify the partial signatures 3J; produced by
it" signer, the algorithm ParVerifyx (pp, vk;, [m], , ;) takes public parameters pp, partial verification keys
vk;, the message [m|, and the partial signature ¥;. This algorithm essentially checks three pairing product
equations (PPE) and outputs 1 if the checks hold, otherwise outputs 0. The left hand side of the first PPE
has first component of the signature o1, and the right hand side takes 09,03, and o5 along with the public
parameters [UA], and [V A],. Let us observe the mathematical identity of the PPE for correctness,

3Three Requirements to call a SPS threshold friendly, (i) SPS should not have inversion on randomness (%) and/or on secret
shares(i). (if) SPS should not have multiplication operations between randomness and secret shares (r; - sk;). (i) SPS should
not any non-identity powers (r;’) on randomness and/or on secret shares.
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(01,[A],) =e (:mTKz‘ + TLi] +r [BT (U+7V) ]1 )
— —e (:mTL , [KiA]Q) e ([rLil,, [A]y) - e ([r B ] Al, ) e ([TJBTL , [VA]Q)
— = e(|mT] KAL) e (7], 1 [LiAly) - (02, [UA],) - € (03, [V A])
— —e (:mTL k() e (0—5,vk§2>) - e (02, [UA]) - (03, [VA],).
Next PPE checks the pairings between o5 and o4 with o3 and identity element of Go.
e (02,04) = ([x/BT] .1r,)
s e (| BT] .11],)
— = ¢(o3, [1],).

The last PPE checks consistency between o4 and o5. One can observe that those two components are
same in value while being in different groups. So, checking this PPE will be invariant in target group Gr.

e (a5, [1],) =e([7]1,[1])
= =e((1];,[)
= =e([1];,04).

Combining Partial Signatures. Given that the algorithm ParVerify outputs 1, and having sufficient number
of partial signatures X; one can combine the partial signatures into a signature X for the message [m],. For
asetS C [1,n] such that |S| > t of honest signers having {sk; },cs always combines to correct signature
>.. To achieve non-interactivity, during the partial signing phase the tag should be the hash of message
m, to make sure that every signer picking the same tag, which is important for the reconstruction. First,
the algorithm parses ¥; as (0;,1,042,043,04,05) for all i € S. As one can observe that the fourth and
fifth components of partial signatures are consistent as 7], and [7],. So, in the combined signature those
components are o4 := o4 and 75 := o;. Let us look at other three components o1, o2, and o3. Combining
these components by using Shamir secret sharing [ Definition 30] in the exponent. So, raising shares of
each components by its corresponding lagrange coefficients \; [ Definition 29] and then doing product over
all the shares indexed from the set S. We will get,

61:=[] o} = lmT D OAK+7Y AL

€S €S (Ish

+> ] [BT(U+7V)
1 €S !

= - [mTK + TL] ! [BT(U + TV)} 1
Similarly for 52 and o3,

09 = Haf‘é = [Z i rTBT

€S €S
_ [rTBT]

g
And

03 = Hajg = [Z TN rTBT

€S

. = |:TI‘TBTj|

.
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Here we are relying on the correctness and security properties of the Shamir’s Secret Sharing Scheme.

Verification. To verify the combine signature X the algorithm Verifyx (pp, vk, [m], , ) takes public pa-
rameters pp, verification key vk, the message [m]l, and the combined signature .. The algorithm checks
same PPEs as it has checked in ParVerify. Here using combined signature instead of partial signature and
using verification keys instead of shares of them.

Signature adaptation. The probabilistic algorithm ChgRep gives TSPS scheme a controlled form of
malleability, which is necessary for TSPS-EQ. By controlled form of malleability, we meant that knowing
a signature for any message M from message space will make sure knowing the signatures of all the
corresponding messages that are in the same class of M. Here we will call M as representative of its class.
The algorithm ChgRepy (pp, vk, (m]; , 11, ) takes a scaler m = (mi)l_,, public key vk, representative
message m from message space (G{)’ , corresponding signature X as inputs and outputs a signature X’
corresponding to the new representative m’ <+ y - (mi)ﬁ-zl. Since, we are treating the collision resistance
hash function as random oracle one can observe that the distributions of algorithms "ParSign, ParVerify,
and CombineSign" together and the distribution of ChgRep algorithm is indistinguishable to a PPT adversary
4. So, the perfect adaptation holds. The verification for the adapted signature will happen by the Verify
algorithm using the product of scaler ¢ and hash of m, not the hash of um as the new tag.

Non-Interactivity. To combine these algorithms in one signature scheme, one signer (say, P;) who wants
to sign a message m will do the following. After getting the secret key sk; := (skl(.l), skl(.Q)) from the trusted
dealer, it signs the message and outputs the partial signature ¥;. The party who wants to have the signature
will collect t number of correctly produced (correctness will be checked by ParVerify) partial signatures and
compute the aggregated signature X by running CombineSign. As one can observe that no interaction is
required among the signers. In the next section we have discussed the construction in details.

3.1.1 Threshold SPS-EQ: Construction

Given a collision resistant hash function, #: {0,1}* — Z,, and message space M = G!, we present our
(n,t)-TSPS-EQ construction in Figure 3.1. This consists of seven main PPT algorithms: Setup, KeyGen,
ParSign, ParVerify, CombineSign, Verify and ChgRep, as defined in Definition 24. Similar to the settings of
Bellare et al. [BCK'22], we also assume there is a dealer who is responsible for generating key pairs for
all signers and a general verification key.

*Indistinguishable as long as the adversary don’t know the scelar .
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Setupyp (17):
1: G = (p,G1,Ga,G1,P1, Pa,e) < ABSGen(1%).
2: A,B < Dy, U,V « zxE+D),
3. pp = ([A],,[UA],,[VA],,[B],;,[B'U],, [B"V])).
KeyGeng (pp,n, t):
10 K« 2,7,
2 Lz ",
3: Ky, ..., K, < Share(K, Z{/TV**TD 4,
4: Ly,...,L, < Share(L, le(kﬂ),n,t)
5: Set vk := (vk(M), vk®?) := ([KA],, [LA],), sk; == (sk'") sk!?) := (K, L) and vk; == (vk{", vk{?) :=
((KiAly, [LiAly).
ParSignyx (pp, sk;, (m];):
1. 1; Z’;.
2: 7= H([m],).
3: Output X, = (01, 02,03,04,05) S.t.
o1 = [mTKi + TLi]l —H';r [BT(U + TV)]l, o9 = [rZTBT]l, o3 == [TrZTBTL, o4 = [Ty, 05 == [7];.
ParVerify (pp, vk;, [m]; , 3;): Output 1 if the following checks hold; else output 0.

1 efor, [Aly) = e ([mT], . vk") - e (05,9 ) - ¢ (02, [UAL) - € (03,[VAL).
2: e(02,04) = e(03, [1],).
3 e(0s, [11) = e([1]; . ou).
CombineSignz (pp, S, {2i }ies):
1: Parse ¥; = (04,1,042,0:3,04,05) forall i € S.
2: Compute Lagrange polynomials \; for¢ € S.

~ AN A A A

= 1I 011 = [mT YAK T )\iLi:| + Y A [BT(U+7V)], = m'K+7L], +
€S €S €S 1 €S
[BT(U +7V)],,

oo = ]] 0172 =1> N rTBT} =[r"BT],,
ies i€S 1

o3 =] Uz'):é [Z TN rTBT = TI'TBT] 04 = 04,and o5 == 05 .
ieS i€s 1

Verify (pp, vk, [m], , X): Output 1 if the following checks satisfy; else output 0.

1 e(@1,[Aly) = ([mT], k) - e (35,k®) - ¢ (32, [UAL) - e (33, [VAL).

2: e(02,04) = e(03, [1],) -

3: €(05, [1]5) = e([1]; , 04).
ChgRepx (pp, vk, [m]; , 1, X2): On input a representative m = (m;)!_, € (G})! of equivalence class [m]z,
corresponding signature ¥, p € Z5 and vk = (vk),vk®), returns L if Verifyr (pp, vk, [m]; , ) = 0.
Otherwise return (m’, X’), where X/ < (uo1, puoa, pos, poy, pos) is the the updated signature for the new
representative m’ <y - (m;)L_;.

Figure 3.1: Our proposed TSPS-EQ construction
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3.1.2 Threshold SPS-EQ: Security

First we prove our proposed scheme achieves TS-UF-0 security for the TSPS part and then we will prove
the signatures on equivalence class part by using updatable CRS model.

Theorem 1. Under the D,-MDDH Assumption in Gy and D,-KerMDH Assumption in G+, the proposed
Threshold Structure-Preserving Signature construction in Figure 3.1 achieves TS-UF-0 security against an
efficient adversary making at most q partial signature queries.

Proof. We prove the above theorem through a series of games and we use Adv; to denote the advantage
of the adversary A in winning the Game i. The games are described below.

Game 0. This is the TS-UF-0 security game described in Definition 26. As shown in Figure 3.2, an

adversary A after receiving the set of public parameters, pp, returns (n, t, CS), where n, t and CS
represents the total number of signers, the threshold, and the set of corrupted signers, respectively.
The adversary can query the partial signing oracle OPS‘g"(-) to receive partial signatures and ¢
represents the total number of these queries. In the end, the adversary outputs a message [m*]; and
a forged signature >*.

Game 1. We modify the verification procedure to the one described in Figure 3.3. Consider any

forged message/signature pair ([m*|;,%* = (61,02,03,04,05)), Where e(d2,04) = e(3,[1]2),
e(Ts, [1]a,) = e([lla,,04), [CS| < t and S1([m*];) = 0. It is easy to observe that if the pair
([m*];, *) meets the Verify*(+) criteria, outlined in Figure 3.3, it also satisfies Verify(-) procedure,
described in Figure 3.2. This is primarily due to the fact that:

(@1, [Al2) = ¢ ([m"T]1, (KAL) - (55, [LAL) - (G2, [UAL) - (5, [V Al2)
= (51, [1]2) = e([m™ |1, [K]2) - (35, [L]2) - (T2, [U2) - (@3, [V]2)

<:>€(31, [1]2) e([m*TK + T*L]l, [1]2) . 6(32, [U + T*V]Q).

Assume there exists a message/signature pair like ([m*];, ¥* = (61, 02,03, 04, 05)) that satisifies
Verify(-) and not Verify*(-), then we can compute a non-zero vector c in the kernal of A as follows:

c=5; — ((m*"K + 7°L]; + 52U +53V) € Gix(kﬂ).

According to D-KerMDH assumption over G, described in Definition 8, computing such a vector c is
considered computationally hard. Thus,

[Advo — Adv| < AdvSMOR ().

Verlfy*(ppv vk, [m*h? E*)
1: Parse ¥* as (01, 092,03,04 = [7*]2,05 = [7*]1).
2: return (6(31, [1]2) = e (m*TK + 7*L]q, [1]2) - (T2, [U 4+ 7*V]3) A

e(02,04) = €(03, [1]2) Ae(0s,[1]2) = 6([1]1a34))

Figure 3.3: Modifications in Game;

Game 2. On receiving a partial signature query on a message [m;];, the query list is updated to include

the message [m;]; along with its corresponding tag, 7; := H([m;]1). The challenger aborts if an
adversary can generate two tuples ([m;]i, 7;), ([m;]i, 7;) with [m;]; # [m;]; and 7; = 7;. By the
collision resistance property of the underlying hash function we have,

|Adv; — Advs| < AdvSRHF (k) -
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Go(/@):

G + ABSGen(1%),

A, B« Dk,

UV « Z](3k+1)><(k+1).

pp = ([A]z, [UAJz, [VA]3, [B]1, [BTUJ1, [BTV]).
(n,t,CS,stg) «+ A(pp).

Assert CS C [1,n].

Sample K « 75+,

Sample L « 7, **Y),
(Ky,...,K,) < Share(K, Zf,x(k+1), n,t).

(Ly,...,Ly,) < Share(L, Z)**™ n ).

: vk = (vkM,vk?)) == ([KAJy, [LA]).
: fori € [1,n]:

sk; = (skiM sk} = (Ky, L) vk = (vk!Y vk?) = ([K; Ao, [LiA);

- ([m7]y, %, st1) < AP (sto, vk, {skiiccs, {vki bief1m])-
15:

return (Verify(pp, vk, [ m*];,X*) A |CS| <t A Si([m*]1) = 0)

©PSign (i, [m]l):

1
2
3:
4

N o o

8:
Verify (pp, vk, [m*];, ¥*):

: Assert ([m]; € M A i € HS).
DTy — Z’;.
7= H([m)y).
to1:=[m'K;+7L; +r/[BT (U +7V)]] 1
o9 = [r] BT,
o3 = [rr] BTy,
oy = [T]a.
o5 = [T]1.

Y, = (01,09,03,04,03).
DI
S1([m]1) = S1([m]y) U {i}.

return X;

~ A A A A

2: return (e(&l, [A]y) = e ([m*"],,[KA]s) - e(G5, [LA]2) - (2, [UA]s) - (03, [VA]s)

A €(02,04) = €(03,[1]2) A €(05, [1]2) = 6([1]1754))

Figure 3.2: Gamey
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OPSign*(i, [m]l):
1: Assert ([m]; € M A i € HS).
201 « 2,7 ="H(m1), u < Zy.
3 o1 = [m"K; + 7L; + pat +r, BT (U +7V)]y,
o9 =[x/ BT]y,

o3 = [TrZTBT]l,
04 = [T]Q,
o5 =[] .
4: ¥; = (01,02,03,04,03).
5. % 75 1:
6:  Si([m]y) == Si([m]y) U {i}.
7: return X;

Figure 3.4: Modifications in Games

Game 3. In this game, we introduce randomness to the partial signatures by adding pa' to each partial
signature, where 1 is chosen uniformly at random and the vector a'- is a non-zero vector in the kernel
of A. The new partial signatures satisfy the verification procedure as a- A = 0. Figure 3.4 describes
the new partial signing oracle, OF5&"" (.).

Lemma 1. |[Advy — Advs| < 2qAdvYRM 5 (k) + q/p.

Proof. We prove this lemma through a reduction to the core lemma, Lemma 2. Let us assume there exists
an adversary A that can distinguish the games Games and Gameg, we can use it to build an adversary
B1, defined in Figure 3.5, which breaks the core lemma, Lemma 2. The adversary B; has access to four
oracles, Init(-), Op(-), O*(-), O**(-), however in this reduction, we only use the first three oracles, defined
as follows:

Oracle Init(-): The oracle Init provides the set of public parameters pp.

Oracle O(-): On the i-th query to this oracle on [r],, it outputs ([bpa®t + /BT (U +7- V)], [r;BT])
depending on a random bit b.

Oracle O*(-): Oninput [7*]a, it returns [U + 7*V]a.

When the lemma challenger selects the challenge bit as b = 0, it leads to the game Game,, and when
b = 1, it results in the game Games. All the other values are simulated perfectly. Thus, |Advy — Advs| <
AdvE"Agscen 5, () holds and therefore we have

|Advy — Advs| < 2¢AdvYPBM 5 (k) + q/p. O

Game 4. In this game, we apply the modifications described in Figure 3.6. Shamir secret sharing (see
Definition 30) ensures that (K1, ..., K;) & (L1,...,Ly,) in Games and (K1,...,K;) & (L1,...,Ly)
in Gamey4 have identical distributions respectively. W.l.o.g, K; & L; in G~ame3 and K;&L; in Gamey
are identically distributed respectively. In Game,, on the other hand, K; and K; = K; — u;a’ are
identically distributed as well as f,i and L; = fJi —v;at. Combining these observations, it follows that
K, & L; in Games and K; & L; in Game, are identically distributed for all i € [1, n]. Consequently, it
can be deduced that K in Games and K + ugat in Game, are identically distributed as well as for
the case of L in Games and L + voa’ in Gamey. Therefore, this change is just a conceptual change
and we have,
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Bllnit(-),Ob(J,O*('),O**(‘):

1: Assert ([m]; € M A i€ HS).

(A,UA,VA,[B];, [ B'U];, [BTV];) + hit().

pp = ([A]2, [UAJs, [VAL,, [B]1, [BT U1, [BTV])).
(n,t,CS,stg) < A(pp).

Assert CS C [1,n].

Sample K « z5**),

Sample L « 7,***Y),

(K1, ...,K,) < Share(K, Zﬁx(kﬂ), n,t).

(Ly,...,Ly,) < Share(L, Z)**™ n ).

vk = (vk, vk := ([KA]s, [LA]5).

: fori € [1,n]:

sk; = (sk!? sk'?) = (Ki, Ly); vk = (vk{P vk i= ([K;Aly, [LiA).
L if (m*, 2%, sty) — AT (stg, vk, {ski biecs, {vki biep1.n) then

~ A A A A

@ 0 N g kDb

Y
-
O
=
»
@
™
*
o
7
)
=
Q
o
Q
@
Q
-
Q
at
S~—

?

0

-
a

result := Verify*(pp, vk, [m*];, ¥*) A |CS| < t A S1([m*];)
: end if

-
(o2}

17: return b « A(result)
OPSign* (i, [m]1)3

: 7= H([m]y).

2: (valy,valg) < Oy(T).

3: 01 = [mTKi =+ TLi]l -valy.

—_

o9 = vals,
o3 = [1]1 - vala,
o4 = [T]2
o5 = [T]1.
4: %, = (01,09,03,04,03).
5. X; # L:
6:  Si([m]1) == Si([m]y) U {i}.
7

: return X;

P N NN

2: return (e (@1,[1)2) = e ([m*TK + 7*L] . [1]2) - e(72,0%(d4))

N e(02,04) = e(03,[1]2) Ae(Ts,[1]2) = e([1]1,84)>

Figure 3.5: Reduction to the core lemma in Lemma 2

CHAPTER 3. NI-TSPS-EQ

36




TI-ULPCS

Threshold-Issuance Un-linkable Policy-Compliant Signatures KU LEUVEN

Ga):. |Gulr):
11 G « ABSGen(1%),
2: A,B + Dy,

3 U,V « gD,

4: pp = ([Al2, [UAJ, [VAJ, [B]1, [B" U1, [BTV]y).

5: (n,t, CS,stg) < A(pp)-

6

7

8

: Assert CS C [1,n].

. Sample K « 75 *FY.

. Sample L « 7, **Y),

r--—-—-—>"""">">"~"=7"~" " =" " °" """ " T—-°-"=°-7"°-°-°77 a

Sample ug < Z! and vo + Z,

(ug,...,u,) Share(uo,Zf;,n,t)

(Vi,...,Vp) < Share(vg, Zy,n,t)

(I~(1, ... ,IN{n) < Share(K, Zf,x(k+1),n, t)

(L1, ...,Ly) < Share(L, ZL** ™ n. 1)

K, =K, + wat,Vi e [1,n] and L; := L; + viat,Vi € [1,n]
11: vk == [KAJy, and vk = [LAJs.

12: for i € [1,n]:

130 sk = (sk\Y sk = (K, Ly); vk = vk vk?) = (KA, [LiAL).
14: ([m*]y, 5%, st1) < A% (sto, vk, {sk; }iecs, {vki }ie[1n])-

15: return (Verify*(pp,vk, m*];, X*) A |CS| <t A Si([m*]1) = @)

Verify* (pp, vk, [m*]1, ¥*):
1: Parse ¥* as (61, 09,03, 04 = [T*]2,05 = [7*]1).
2: return (6(31, [1]5) = e ([m*T(K +lugal ) + (L + | voat )L , [1]2)
¢ (G2, [U + 7V1]o) A e(62,54) = (53, [1]2)
el k) = el(1h 1)

Figure 3.6: Modification from Games to Gamey
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‘AdV3 - AdV4’ =0.

Now, we give a bound on Adv, via an information-theoretic argument. We first consider the informa-
tion about ug (and subsequently {u; };ci1.n)\cs) and vo (and subsequently {v;};cp »)\cs) leaked from
vk (and subsequently {vkgl)}ie[lyn]) and vk® (and subsequently {sz('Q)}ie[l,n]) respectively and
partial signing queries:

o vk = [KA], = [RA]Q and k! = [K/A], = [R,-A]Z forall i € [1,n].
. k@ = [LA], = [IZAL and vk'? = [L;A], = [iiA]Q forall i € [1, n].

« The output of the j* partial signature query on (i, [m],) for [m], # [m*], completely hides
{ui}ien n\cs (and subsequently ug as the adversary has only |CS| many u; with |CS| < )
as well as {v;};c1,n)\cs (and subsequently vo as the adversary has only |CS| many v; with
|CS| < t), since

mTKi +7L; + ,ujal = mTKi + Tf:i + TViaJ' + mTuiaL + ,UJ]'aL.

distributed identically to mTK; + 7L; + u;a’. This is because y;a' already hides (m T u;a’ +
Tv;at) for uniformly random g < L.

The only way to successfully convince the verification to accept a signature >* on m*, the adversary
must correctly compute m* " (K + upa’) + 7*(L + voa’) and thus m*"uy and 7*v,. Observe
that, {u; }ic(1,n)\cs (and thereby ug) also {v;};c[1,,\cs (and thereby vo) are completely hidden to the
adversary, m* " ug and 7*v, are uniformly random from Z,, from the adversary’s viewpoint. Therefore,
Adv, = 1/p?.

O

Impossibility Result and updateable CRS model. Recent work by Bauer et al. [BFR24b] (AC’24)
pointed out flaws in the security proofs of constructions of well known SPS-EQ in the literature. In a follow-
up [BFR24a] (PKC’24), the same authors proved an impossibility result: SPS-EQ schemes cannot achieve
security under standard assumptions using current techniques. That is achieving both unlinkability and
unforgeability for SPS-EQ is impossible. The reason behind it is that if challenger wants to have unlinkability
and provide the signatures to adversary, after getting response from the adversary the challenger has to
make sure that the claim of the adversary is falsifiable [see Section 2.3]. To show that the unforgeability
game is falsifiable, we meant that the challenger can determine if the forgery is coming from equivalence
class of the previously queried messages or not. If the challenger can efficiently determine whether
response from adversary for forgery is from equivalence class of the previously queried message will
weaken the concept of unlinkablity property.

To solve this dilemma we enforce the updateable CRS [ Definition 37] model for the threshold setting. In
this scenario, we just need to run multiple extraction processes to get the trapdoors. The key point here is
that one of those involved parties in the update phase should be following the protocol honestly. Making
sure that at least one party updated the CRS honestly is important, because in real world setting any user
can contribute, not just the signers. To make the unforgeability game falsifiable the challenger should extract
the scaler . to identify the class of forged message.
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CHAPTER 4

TI-ulPCS

In this chapter we will be looking at the main content of this thesis. Having a secure non-interactive
TSPS-EQin Chapter 3, next we need is a (predicate only) predicate encryption in threshold setting. As
discussed in Section 1.2.2, our predicate encryption uses a multi-party protocol.

4.1 THRESHOLD ISSUANCE PREDICATE ENCRYPTION

The (predicate-only) predicate encryption is used to have fine-grained control over the attribute and privacy
over the attributes of the users. Also, it is important for attribute hiding and policy compliance. Let us look
into what we briefly refer to as OT12 scheme [OT12]. We briefly describe the basics behind public-key gen-
eration, encryption and decryption. Assume we are in a bilinear group setting pp := (G1, G2, GT, p, €, P1, P2)
as before. We describe the predicate-only version already adapted to the asymmetric pairing case. This
description can be found in [BSW24].

Public key and master secret. We first sample an invertible matrix X of dimension N = 4n + 2 (where
n is the number of attributes) with elements in Z;; and consider the matrix ¢ - X~ for a random, non-
zero field element . For syntactical purposes only, the transpose is actually considered, i.e., we define

V=9 (xH.
For notational purposes, we define basis vectors a@; = (1g,, .- -, lg,, P2, 1g,,-- -, lg,) and
a = (1g,s---,1g,,P1,1g, .- -, 1g, ). Fora an element c € Z, the notation ca; is shorthand for
i1 NZi

(1655 +++ 165, P5, 16, - - -, 1g,)- And for two vectors b = (B, ..., By) € Giand ¥/ = (By, ..., By) € Gy
we write b© b == (B1Bj,..., ByBY).

Finally, a pairing operation continued for vectors is defined: let ¢ = (Cy,...,Cy) € GY and & =
(C,...,CN) € GY, then é(¢,@) =[], e(Ci, CY).

Having these matrices X = (z;;) and Y = (y; j), we now define the public key and the master secret
key: the public key B = (51, . ,EN) consists of N vectors b; = @;V:l x; ;d;. The master secret key
B* = (b3,...,by) consists of N vectors b} :== O, y; ;a.
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We observe that there is the following relationship between B and B* that follows from the definition of
matrices X and Y':

e(bt,bj) = e(Py, Pg)Tit¥iteizys 2t toiny;N — e(P1,P2) =t Pr, ifi=7,
v lg,, ifi#j.

Key generation. For an attribute vector ¢ € Z; \ {0}, one first samples o « Z, and 7i < Z,, at random.
We then form the vector z* = (1,0,0,...,0,7,0). The key for attribute ¥ is defined as k= @N n
——

=11 71"

2n

Encryption.  For encryption, which is done relative to attribute vector 7' € Z \ {0}, one samples random
values w, ¢ + Z, and defines the helper vector 2 .= (1,wZ,0,...,0,¢). The ciphertext is defined as
N——

3n

-

C:= @7{\;1 Zibi.

Decryption. In the predicate-only case, a key k* decrypts a ciphertext ¢ 'iff é(E*, é) = Pr.

We observe, for correctness, that due to the above relation between B* and B, the operation é in fact com-
putes the inner product of the vectors z* and Z'in the exponent of Pp. That is, é(E*, &) = e(Py, Py) 1w (@),
and therefore é(k*, @) = Py when the inner product (7, 7) is zero.

We refer to [OT12] for the proof that this scheme is attribute hiding in the sense defined in Section 2.11.

So the main question here is that can we have a TI-PE by modifying the above construction from [OT12].
To answer this question, lets try to construct one scheme on our own. Given that there are n number of
certificate authority (CA) in the system. We are assuming a trusted dealer to share the secret among the
CAs. Also we can use well known DKG protocols pederson92 for this. So by using Shamir secret sharing
Definition 30 to make n shares of the matrices X and Y, such that,

XM XM Share(X,ZZJDVXN, n,t),
and
YO, Y™ Share(Y,ZéVXN,n,t).

Recombination will be done by Rec algorithm.

Partial Key generation. Having the shares of the matrices X and Y. Lets say k*" CA has the public key
B*) and master secret key B**) of the form, B(*) := (55’“), o ,551\;)) where, b1) = oOx, xg’k-)a:j.

J
Similarly, B**) = (b?‘gk), e b?*g\’;)) consists of N vectors zf*ﬁ’“) = @;.Vzl yg“j)c?;.

For an attribute vector v’ € Zj; \ {0}, the k" CA generate partial secret key by the following steps,
« o™ 7, and ik « 77

« Forms the helper vector 7:® (1,0 . 5.0,...,0,7%)0).
® N, o 0F®

(2

* computes =

Observe that

N k) . _ (k) _ .
= (k) k) = (k) o+ (555 + (75 Y+ (@G0 + (759
B = O Wp® o (gt T g .
1=1
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In our case, we are distributing the power of the key generation in the system. So that the encryption and
decryption remains as it has been described above. We can also achieve our goal of threshold issuance,
because any user and the centralized authority generating the attributes for the receiver, but since the
sender’s power is being distributed we are relaxing the trust assumptions on the sender’s side. One can
observe that without having one part of the system the policy will not be fulfilled.

So, any party who wants to encrypt certain ciphertext relative to attribute vector € Zj \ {6} will need to
combine the secret keys first. After getting all sufficient number of shares from correspondlng certificate

authorities. For a set S C [1,n] such that |S| > t of correctly generated {k* }zeg [4.1] it will do the
following,

* using lagrange’s coefficients \;,

S A+ T Ao @)+ 5 x(G0-5) AN+ X o@D @EFO)+ 3 A GO -50)
b o— Gzes €S i€S Gzes = i€S

Observe that the recombination is not trivia here, the term S° \;0() (7)) doesn’t support homomorphism
=

as it has a non-uniform term ¢ for all i € S (similarly for 7()). To remove these randomnesses from the

exponent and reconstruct using Rec, each party needs to agree on an uniform randomness o (also, 1)

before the protocol begins. For this need of agreement in the protocol we need to employ an efficient MPC

protocol.

4.1.1 Instantiation of MPC protocol

Lets assume that there are n number of parties participating in the key generation phase as before. In
this instantiation of the MPC protocol, we need each party to contribute. Because if any party does not
participates, others can collude their information and leak some information.

This protocol should satisfy some properties,

. Consiistency/Agreement. Each honest party should have some common output. i.e. the combined
key k*.

« Termination/Liveness. Every party obtains an output in some feasiable time, such that the output is
not going to leak any information about individual shares.

Each party inputs their shares of secret key and the randomness i.e. party p; WI|| input k:*( ? o™ and
7). After one round of communication the protocol will output desired secret key k* and every party will
agree for one randomness o. We need this key generation going to be done in distributed manner. Observe
that this not an efficient way to generate key for predicate encryption. Although (Predicate only) predicate
encryption is only needed for ul-PCS for generic policies. UI-PCS for separable policies and RBAC policies
are still efficient.

4.2 THRESHOLD ISSUANCE-UNLINKABLE POLICY COMPLIANT SIGNATURE

As described in Section 1.2 we are going to give methods to achieve threshold-issuance ul-PCS for each
policies. Lets start with TI-ulPCS for generic policies, then move on to more efficient schemes like generic
policies and RBAC policies.
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4.2.1 TI-ulPCS for generic policies.

We begin with explaining how the generic UL-PCS scheme of Figure 4.1 and its instantiation from OT12’s
inner product predicate encryption [OT12] has been decentralized. The master secret key, mskagg, of the
predicate encryption scheme and its signing key sk;?g are kept by the Certification Authority (CA). All users,
however, receive the PRF seed k, a predicate encryption secret key sk, and a root signature key-pair
(sksig, Vksig ). To enable distributed generation of these secret material, one can proceed as follows.

CA-side setup: As we have established the OT12 IP-PE scheme in Section 4.1, we can generate the
keys in a distributed way. Each CA maintains its own signature key-pair. Registration of a client for attributes
T

Each CA generates a random seed k; and a public key share vk;. The CAs produce additional shared
randomness in anticipation of generating the secret functional key. They compute a sum-sharing of n + 1
random elements 7. They execute a multiplication protocol to obtain a sharing of selected matrix elements:
r1Y;2,...,mY; 41 (those are the generation indices for a scaled vector of attributes) and r;Y; 3,1 ; for
1 < j £ n+1 (those are the indices where random exponents must be used).

In OT12, the functional key sk is a vector whose ith component is ]_[ﬁ.\[:1 PIY”'Z". We observe that every CA
can compute an useful share skj} by carrying out this computation as a function of attribute x and of the
share of elements Y;;, respectively r,Y;; (for those indices where additional randomness is needed). The

CA signs the triples (k;, ), (k,sk%), and (k, vk;).

Aggregation step: Functional key shares are summed by component-wise product of the vectors Skif-
Incorporating the exponent gives the expression in the functional key definition definition, as everything has
already been computed as a sum-sharing. Seed shares are summed as k = ), k;. Root key pairs are
summed as well (e.g., taking a simple DL-based signature scheme into account).

Lastly, the pairs sky, (k, ), and (k, vksig) aggregated together are certifiable. In either language £, and L,,
instead of proving knowledge of a signature from the CA, one would have to prove that the aggregation is
done properly according to signed shares by each CA. Though a conceptually achievable step, one can
even push more computational effort to the registration phase, as discussed below.

Alternative solution (optional extra round): Alternatively to the above certification, one can incorporate
an extra round of interaction in which the client commits to every aggregated pair, verifies their well-
formedness with a NIZK, and receives a threshold signature on the commitments. In this instance, each
pair is certifiable in the first and second NIZK languages by incorporating one extra commitment and a
signature upon it. We utilize our TSPS-EQ proposed in Chapter 3 for further efficiency. In this case, each
CA has its own SPS signature key-pair, and many issuers need to obtain a valid signature (with respect to
the aggregated public key).

Furthermore, the simplifications are possible based on the adversary model. We may observe that the base
key pair (sksig, Vksig) for the party is never kept by the party in any process. Thus, in an honest-but-curious
setting, we may simply have one server decide on this key-pair.

4.2.2 TI-ulPCS for separable policies

Similarly, we will disclose the generation of secret keys for the TI-ulPCS scheme with separable policies. In
this scheme, the PE functionality is implemented in terms of a plain public key encryption (PKE) scheme
with keys (vkpke, skpkg). Furthermore, signature keys are used to sign receiver and sender predicates.
This scheme is far less complex than the generic scheme shown previously. Advance distributed key
generation is possible, and each Certification Authority (CA) possesses its own signature key-pair. We now
very briefly describe how the registration process of the user is actually carried out.
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Setup(1*, F):

CRSRand < NIZK, .Setup(1™)

CRSgig <— NIZK,.Setup(1™)

(sk;‘,‘g,vk;‘,‘g) < DS.Setup(1™)

(mpkagg, mskage) <— ABE.Setup(1™)

mpk = (TRand, F, CRSRand; CRSqig, kg, mpkage)
msk = (F Sk5|g7 mskABE)

Return (mpk, msk)

KeyGen(msk, x):

Parse msk as defined above

k<« {0,1}"

(Sksig;Vksig) — DS.Setup(l”)

skf < ABE.KeyGen(mskagk, fm)
s,g « DS.Sign(skdy, (k, z)), 02, < DS.Sign(sky, (k, vksig))
S|g «— DS. Slgn(sk;‘g, (k sky,))

usk := (k, vksig, Sksig, 02 e S2|g, Slg,x sky,)

Return (vko, skg) <— RandKey(mpk, (usk, —1, 1))

RandKey(mpk, sk):

Parse mpk, usk as defined above and sk = (usk, ctr, -)
ctri=ctr+1

If ctr > TRang: return L

IDctr = PRF.Eval(k, ctr)

(VKEE skSH) < DS.Setup(1™)

sigr 2Ksig
Octr — DS.Sign(sksig, (VkSig, ZDetr))
Ctetr ¢+ ABE.Enc(mpkagg, =)
Tetr < NIZK£1 Prove(CRSRand; (TRandychtra ngitgra Ctetr, Vks[,/ilga mpkABE)a (USk, Uctr))
VKer == (IDctn Vks|g7 Cletr, 71'ctr)

Return (chtHSkctr = (USk ctr Skgltgr))

Sign(mpk, sk, vkg, m):

Parse mpk, sk := (usk, ctr, skct) and usk as above
If VerifyPK(mpk, vkg) = 0 : return L

IDg = PRF.Eval(k,ctr)

If ABE.Dec(sky,,ctr) =0 : return L

75 < NIZKz, .Prove(CRSgig, (IDg,ctg, vki
o < DS.Sign(sketr, (M, vkg, 7s))

Return (75, 0)

S|g) Sk)

Verify(mpk, vkg, vkgr, m, o):

Parse mpk as defined above and o = (m, ¢”)

If VerifyPK(mpk, vks) = 0 or VerifyPK(mpk,vkg) = 0, return L

Return (NIZK, .Verify(CRSsig, (vks, vkg), ™) A DS.Verify(vks, (m,vkg, m),0"))

Figure 4.1: The algorithms of the unlinkable PCS scheme for generic policies. [BSW24]
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CA-side setup: Each CA receives a random PRF seed k; < Z,, and public key share vk;.

Registration of a client for attributes x: Every CA signs the value (k;, vk;, m), where m € {0, 1} is a bit. If
m = 1, the client also receives a signature on (k;, sk;). The client then uses standard aggregation to derive
all the relevant values, namely sk of all sk;s and global PRF seed k of all k;s.

Certification is once more available either by a non-interactive zero-knowledge proof (NIZK), or in a further
round of interaction, as described above.

4.2.3 TI-ulPCS Role-based (RBAC) policies

The process of signing on behalf of role-based TI-ulPCS is also as defined above. With particular care,
however, given to values that would infringe on privacy—i.e., the accumulator witnesses (possibly exploitable
to check against which attributes a given public key is signed) and the PRF seed values. To promote privacy
in this case, the following need to occur:

CA Setup: Since accumulator witnesses are essentially signatures on roles with an associated accu-
mulator value, we employ a threshold signature scheme for their production. Every Certification Authority
(CA) possesses a share of the signature of a role i on an accumulator A, where the latter is routed by its
signature verification key.

Client registration for Attribute set z: The CA each select a random PRF seed k and generates a
public key share. The CAs give partial signature shares to each client, combines them, and calculates
a full witness for his/her role. The client derives the whole PRF seed, the aggregate signature key pair
(vksig, sksig ), and collects all witnesses required.

Certification: This is possible either via a non-interactive zero-knowledge proof (NIZK) or otherwise via
an additional interactive round, as detailed above.
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CHAPTER 5 .

Conclusion & Future Directions

Here, we present Threshold Issuance Unlinkable Policy-Compliant Signatures (TI-ulPCS), an enhanced and
more secure cryptographic building block that extends the existing unlinkable policy-compliant signature
(ulPCS) schemes by integrating threshold cryptography. Our construction addresses a critical flaw in
standard ulPCS constructions—the centralized issuance of credentials—that necessarily creates a single
point of failure and violates the security and trust assumptions within decentralized environments. By
distributing the issuing process over a steady set of issuers with threshold techniques, we eliminate any
point of trusted authority, thereby increasing the resistance of the system to compromise, increasing fault
tolerance, and placing it more in the spirit of the goals of privacy-preserving decentralized identity systems.
In order to attain this construction, we utilize the non-iterative threshold structure-preserving signatures
on equivalence class (NI-TSPS-EQ) specified in Chapter 3 such that secure threshold signing with the
algebraic structure that supports efficient cryptographic computation is enabled. For enforcing policy,
we utilize the threshold predicate encryption scheme described in Section 1.2.2, with respect to which
decryption—and, as a consequence, signature verification—is feasible only upon the fulfillment of access
policies by a set of valid issuers. In addition to this, we employ pseudorandom functions (PRFs) to provide
unlinkability as well as effective key derivation in the protocol.

The full instantiation of the TI-ulPCS scheme is given in Chapter 4, where we demonstrate its application
for three various kinds of policies. While our construction supports generic policies, we observe that such
implementations may lead to inefficiencies in real-world scenarios due to the computational and structural
cost involved. Therefore, in a more efficient and practical deployment, we recommend the use of separable
policies or role-based access control (RBAC) policies that supplement the threshold structure to enable
scalable efficient enforcement of the access rules without compromising security or unlinkability.

Future Work. One of the most important aspects for future research is to push the challenge of adding a
secure Multi-Party Computation (MPC) protocol to the threshold predicate encryption system described in
Chapter 4. The current protocol takes one round of interaction from all Certificate Authorities (CAs), and
this need for full participation renders the system non-threshold tolerant to failures. Schemes based on
other policies(separable and RBAC), however, are efficient and practicable. The construction of an efficient
Threshold-Issuance Predicate Encryption scheme is a hard problem which so far has not been explored
thoroughly in the literature. Thus it is an interesting and promising research direction. Also one can observe
that we only described the key generation in distributed manner, generating cipher text in distributed manner
can also be good problem statement to have on mind.
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CHAPTER A

Appendix

Lemma 2 (Core Lemma). Let the game G5 \gscen (k) be defined as Figure A.1. For any adversary A with
the advantage of Adv%‘;;eABSGen’ (k) = | Pr[G%:iABSGen(E)] — 1/2|, there exists an adversary B against

the Dy,-MDDH assumption such that with the running time T(.A) ~ T(B) it holds that
AdvE \gscen.a (k) < 2¢AdVEPRN 5(k) + /p,

where q is a bound on the number of queries requested by adversary A for oracle Oy(-). Note that A can
only query the other oracles only once.

Init(): O*([7*],):
k1) x (k+1 ~ L 27
A,B< D, U,V FZI(’ P return [U + 7*V],
vk = (A, UA, VA, B],,[BTU], [BTV]1)
b+ {0,1}
Letat « 7, sych that at A = 0 it r
q = 0 Qta — (Z) m
TR return [BT(U +7*V)],
return vk
Op([7]y):

u(—Zp,reZ’;,q::q—i-l
Qtag = Qtag U {T}
return ([bpat +r"BT(U + TV)]l ,[r"BT] 1)

Figure A.1: Game defining the core lemma, G5 \gsen (). [MMST24]

Proof. We proceed through a series of games from Game, to Game,. Note that, Init outputs the same in
all the games. In Game;, the first i queries to the oracle Oy(-) are responded with ([uat +r"BT (U +
7V)]1, [r "B T];) and the next ¢ — i queries are responded with ([r ' BT (U + 7V)]1,[r"BT];). The inter-
mediate games Game; and Game; ;1 respond differently to the i + 1-th query to Oy (+). The Game; responds
with (£ "TBT(U + 7V)]y, [r'BT];) whereas Game; 1 responds with ([uat +r"BT (U +7V)];, [r ' BT];).
We compute the advantage of the adversary in differentiating the two games below. The advantage of
the adversary in Game; is denoted by Adv; for i =0, ..., q. On querying Oy(+), Game; picks r <« Z’; and
responds to ¢ + 1-th query with
(r"BT(U + V)1, k"B ]),

We define a sub-game Game; ; where [Br]; is replaced with [w];, [w]; « G’f*l. From the MDDH
assumption, a MDDH adversary cannot distinguish between the distributions ([B];, [Br];) and ([B], [w]1).
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Thus,
(r"BT(U+ V)1, [t ' BT) ~c ([w " (U +7V)]1, [W]).

All the other values can be perfectly simulated in the reduction by choosing U and V from the appropriate
distributions. In the next sub-game Game; 2, we introduce the randomness pa' to [w' (U + 7V)]; and
proceed to use an information-theoretic argument to bound the advantage in this experiment. As shown
in [KW15], for every A, B < Dy, 7 # 7%, the following distributions are identically distributed

(vk, [w (U +7V)]1,U +7°V) and (vk, [pat +w' (U +7V)];, U +7*V).

with probability 1 — 1/p over w. The values [B'U]; and [B'V]; are part of the public values vk :=
(A,UA,VA,[B];,[B'UJ;, [B"V];) and anyone can compute [BT (U 4+ 7*V)]; corresponding to a 7*.
Thus, for 7 # 7%, we have the two following identical distributions:

(vk, [w (U +7V)]1,[U 4+ 7*V]y, [BT (U + 7*V)];) and

(vk, [pat +w (U 4+ 7V)]1, [U + 7*V]o, [BT (U + 7°V)]y). (A1)

From Equation (A.1), the subgames Game;; and Game; o are statistically close. We use the MDDH
assumption again in the next sub-game Game; 3 and replace [w]; with [Br];. The resulting distribution is

(vk, [pat + 1 BT (U +7V)]1, [U 4+ 7*V]y, BT (U + 7°V)]1),

which is same as Game;;. Thus, from the two MDDH instances as well as the information-theoretic
argument,
|Adv; — Adviyq| < 24dvy RN 5(k) + 1/p. O
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