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Answer any part of anv question. The maximum marks vou can get is 50. The question is of

(A

6.

60 marks.
Write the part answers of each question at the same place.
(a) Write down an efficient algorithm to caleulate the Lowest Common Multiple (LCM)
of two positive integers, each of size n bits.
(b) What is the time complexity of your algorithm? Clearly explain each step of your
calculation.
(c) While you write an actual program in C, will your algorithm work for all pair of
inputs if the uusigned integer is n-bit long? 4+1+2=10]
(a) Write down the Pseudo Random Generation Algorithm (PRGA) for RC4.
(b) How would you trauslate the algorithm with C Codes?

(¢) Theoreticallv how many clock cveles vour C code should spend to generate one
bvte?

(d) How would you incorporate instructions in your C code to estimate the number of
clock cycles to produce each byte? B+3+2+42=10]

Coonsider the implementation of AES using C' programming langnage.

(a) How would you design the data structures to store the plaintext and ciphertext?
(b) How would vou handle the different kev sizes for implementation?

(¢) How would you implement the 8-bit input 8-bit output S-box?

(d) Then how the Sub Bytes operation will be iiplemented? [34+2+3+2=10]
Consider that n = pg, where p. ¢ are primes of equal bit size. Explain the outcome of both
Solovay-Strassen and Miller-Rabin algorithms while testing primality of n. [5+ 5 = 10]

Consider n = pq, where p, ¢ are 1024 bit primes. These primes are already available in
vour program. Explain how would vou generate the private and public keys of RSA in

C language, with a suitable librarv of vour choice. [10]
Consider the operation ¢® mod n.

(a) How can one calculate this efficiently given a, b.n?

(b) Does the algorithin generate any potential side channel attack during RSA decryp-
tion? Explain. [5+5 = 10]
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