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Abstract

Large Language Models are Machine Learning models that are trained on large
text data, and have the capability to understand and generate human languages.
Cryptographic techniques can be able to protect both the input and output privacy
of the users. Secure Multi-Party Computation (MPC) is a cryptographic technique
that allows multiple parties to compute a function on their secret inputs without re-
vealing any information about their secret inputs. One of the applications of MPC lies
in the domain of privacy-preserving machine learning (PPML). In this project “Make
LLMs Private”, our goal is to choose a large language model and use MPC to make
it private. Here we choose Bert model, which is a large language model and using
different MPC protocols we construct an efficient combined MPC framework to eval-
uate Bert. Here our focus is only on the inference of Bert model. To achieve this, we
require MPC protocols for multiplication, comparison, truncation, softmax, division,
normalization operations. There are different MPC protocols for multiplication, divi-
sion, comparison operations in ABY? [10], Falcon [I7] between three parties. Function
secret sharing based protocols have smaller communication costs but larger compu-
tation costs. In Sigma [6], they introduce different MPC protocols for multiplication,
comparison, exponential, truncation, maximum using function secret sharing in two
parties. In a 3-party setup, MPC becomes increasingly faster, enabling practical de-
ployment even for larger Machine Learning models. In MPC computing exponential
is very expensive. In SecureML [I2], the exponential is replaced by relu in an efficient
way, and papers Puma [5], Bolt [I3], approximate the exponential by polynomials. In
Bicoptor [19], they introduce 2 round MPC protocols for multiplication, comparison,
maximum with no pre-processing. Here we use those techniques to protect the Bert
model. We integrate various basic MPC protocols to construct MPC protocols for
complex functions, such as the softmax function, and optimize for both the number
of rounds and communication costs. We propose combined MPC frameworks tailored
for different scenarios in the Bert model, involving three parties.
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Chapter 1

Introduction

In this project, our goal is to make the Large Language Models private. A Large
Language Model is a deep learning model that is trained on large text data so that
it can be capable enough to understand and generate human language. The project
title is “Make LLMs Private”. But the question that comes to mind is why we need
to do so. The reason behind this is that using LLMs like ChatGPT, users send their
queries to the server, which takes that query as input and executes this to return the
answer. However, this process exposes both the query and the answer to the LLM
server, so it compromises the privacy of the user. For example, if a user might want
to use ChatGPT for spelling correction or grammatical error correction on a research
paper that is not yet published, it should not be considered a safe platform to use.

There are already many works on privacy-preserving machine learning and one of
the applications of MPC lies in this domain. One way to make the LLM private is
using an MPC framework. Suppose the LLM server distributes its trained parame-
ters among n computing parties using some secret sharing scheme and there exists
some MPC framework to execute that LLM model. When any user wants to use that
LLM, instead of sending its query directly to the server it just breaks its query into n
parts using some secret sharing and then sends each part of its query to each of the
computing parties. After getting a partial query from the user then the computing
parties execute some MPC framework to execute that LLM model and each party
finally outputs some value and sends it back to the user. After getting outputs from
each of the computing parties then the user just combines them to get the final out-
put. This is a way to make LLMs private. There are many papers on ML models
like linear regression, logistic regression, neural networks and using MPC frameworks,
they make it possible to train and execute these ML models privately.

In this project, we examine the Bert model, which is a large language model that
means it is trained on large text data so that it can be capable enough to understand
and generate human language. Bert is a stack of Transformer Encoders. Encoder is a
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Deep Learning model and it has four layers. The first layer is a multi-head attention
layer, the second layer is add and normalization, the third layer is a two-layer neural
network with Relu as an activation function and the fourth layer is another add and
normalization layer. The Bert Base model is a stack of 12 encoders and Bert Large
model is a stack of 24 encoders. Our goal is to make the Bert model private using
MPC protocols.

In these papers SecureML [12], ABY? [10], Falcon [17], they introduce MPC protocols
for various operations. In these papers Sigma [6], Puma [5], Bolt [13], there are works
on making the transformer-based model private. In the Bert model, the softmax func-
tion is used, and executing it with MPC is quite challenging because it is significantly
more computationally expensive. In SecureML [I2], they replace exponential with
ReLu and then compute softmax but they use it for classification purposes. There
are papers Puma [5], Bolt [I3], that approximate the softmax function using polyno-
mials. In Sigma [6], they use function secret sharing to execute different operations
in a shared setup, these protocols require less communication in the online phase but
have larger computation costs.

We analyze the communication costs and number of rounds required for both the
online and offline phases for executing different operations required in the Bert model
and then combine those techniques for executing the Bert model using different MPC
protocols.

1.1 Motivation

Bert is one of the most widely used LLMs due to its state-of-the-art performance
on various natural language processing tasks. Its versatility in handling tasks such
as text classification, question answering, and named entity recognition makes it an
ideal candidate for demonstrating privacy-preserving techniques. Bert’s extensive
use in real-world applications, such as search engines, customer service chatbots, and
content recommendation systems, underscores the importance of ensuring privacy in
its computations. Protecting user data while maintaining Bert’s high performance
is crucial for practical deployment. There are papers Puma [5], Bolt [I3], that pro-
vide different MPC protocols for privately executing transformer-based models. In
Sigma [6], they introduce protocols for GPT inference models using the function se-
cret sharing scheme. Training large language models requires a vast amount of data,
making the process significantly more expensive in a shared setup. Therefore, our
focus here is solely on the inference of the Bert model. In this thesis, we analyze
the communication costs and the number of rounds required to perform various op-
erations across different frameworks. We then integrate multiple MPC frameworks
to run the Bert model, utilizing conversions between 2-party and 3-party protocols
within the same framework to achieve optimal runtime in specific scenarios.
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1.2 Owur Contribution

In this thesis, our contributions are summarized as follows. We analyze various MPC
frameworks, determining the communication costs and rounds required for each pro-
tocol. Then we combine these protocols to construct an efficient framework for the
Bert model, identifying which protocols are best suited for specific scenarios. To op-
timize the frameworks, we alternate between 2-party and 3-party protocols, utilizing
replicated secret sharing to enable conversion from 2-out-of-3 sharing to secret shar-
ing between two parties. FSS-based protocols, which provide lower communication
costs but demand substantial computational power, are selectively used to enhance
the online phase when adequate computational resources are available. The only
drawback is their offline phase, which incurs high communication costs and signifi-
cant computational power requirements. By using efficient basic protocols, we build
complex frameworks and correct some communication costs.

1.3 Thesis Outline

e In Chapter 2, we cover the prerequisites for this thesis. We provide a brief
overview of various cryptographic primitives, the architecture of the Bert model,
and fixed-point arithmetic.

e In Chapter 3, we explore different MPC protocols from various MPC frameworks
that facilitate executing Bert in a shared setup.

e In Chapter 4, we propose four combined MPC frameworks tailored to different
scenarios and provide a theoretical cost analysis.






Chapter 2

Preliminaries

2.1 Notations

In this section, we clarify all the notations used in the thesis. Here we use (i + 1) to
represent the next party and (i — 1) to represent the previous party. For example,
in a 3-party scenario, (3 + 1) refers to the 1st party and (1 — 1) refers to the 3rd
party. We use (r)?4 = {x1, 22} to denote the 2-out-of-2 arithmetic sharing of z, where
T = 11 +T9, with each of the two parties holding one share. Similarly, (z)? = {z1, 2o}
denotes the 2-out-of-2 binary sharing of x, where x = x1 @ x5, with each of the two
parties holding one share. We also use [x]4 = {z1, 75,73} to denote the 2-out-of-3
arithmetic sharing of x, where x = x; + 29+ 3, with each of the three parties holding
two shares. Similarly, [2]? = {1, 2, 23} denotes the 2-out-of-3 binary sharing of z,
where x = 11 @ x9 @ x3, with each of the three parties holding two shares.

2.2 Cryptographic Primitives

2.2.1 Multi-Party Computation (MPC)

Multi-party computation is a cryptographic scheme that enables multiple parties to
calculate a public function on their secret inputs without revealing any information
about their private input. This means f is a public function of n variables, with n
parties, where party-¢ holds x; as a secret input, then MPC allows parties to compute
f(zx1, ..., z,) without revealing any information about their secret input.

2.2.2 Secret Sharing
Replicated Secret Sharing

Let z be a secret value in the finite ring Zox. Now take x1, x5 randomly from Zq» and
set x3 = x — 11 — x9. Let there be 3 parties and the first party gets x1, x9; the second

11
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party gets w9, x3 and the third party gets x3,z;. That means each party has two
shares of the secret value x, this is known as replicated secret sharing or 2-out-of-3
sharing.

Function Secret Sharing

Function secret sharing scheme is a pair of algorithms, in which one algorithm is used
for key generation and another is used for evaluation. Let f be a secret function,
then FSS protocol breaks this secret function into two parts fi, fo and gives f; to
party-t. Now, for any point x, each party can evaluate the partial function on the
point = and party-i gets f;(x) and the relation fi(x) + fo(z) = f(x) holds for all x.
The functionality of function secret sharing is given in Figure [2.1}

Definition 1 (Function Secret Sharing (FSS) [6]) A two-party function secret shar-
ing scheme is a pair of algorithms (GEN, EVAL) where

e GEN is a probabilistic polynomial time algorithm, it takes the secret function
and security parameter as input and gives two keys ko, k1.

e FEVAL is the other probabilistic polynomial time algorithm, it takes key and a
point x as input and outputs iy,

GEN(1,f) ko,ky

EVAL(b, kyy X) >y,

Yoty,=f(x)

Figure 2.1: Functionality 2-Party FSS

2.2.3 Distributed Point Function
A point function is a function f, 3 : X — Y such that

hﬂ@:{ﬁ if 2 = a

0  otherwise

Any Function Secret Sharing protocol (Genj, Evaly) for a point function is known as
a Distributed Point Function (DPF). Using PRG a construction of DPF is introduced
by Boyle et al. [1].
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2.2.4 Distributed Comparison Function

Any comparison function can be written as f; 5 X — Y such that

;”B(x):{ﬁ if r < a

0  otherwise

Similar to DPF, any Function Secret Sharing protocol (Geng, Evaly) for a compar-
ison function is known as a Distributed Comparison Function (DCF). Using DPF a
construction of DCF is introduced by Boyle et al. [I].

2.2.5 Oblivious Transfer

An oblivious transfer is a protocol between a sender and a receiver. In this protocol,
the sender has two messages mg, m; and the receiver has a selection bit b € {0,1}
and it is such that after execution of this protocol, the receiver gets the message
my without knowing about any information about the other message and the sender
don’t get any information about the selection bit b. The functionality of OT is given

in Figure 2.2

mg,m «
> (2,1)-0T Receiver

¥

Sender

Figure 2.2: Functionality of a (2,1)-OT

2.2.6 Garbled Circuit(GC) 2PC

Garbled Circuits are first introduced by Yao [I8]. Using 2PC GC two parties can
evaluate a boolean circuit with their private inputs and do not learn any information
about others inputs. One party is called the garbler and the other is called the
evaluator. Garbler, with input x, and Evaluator with input y, have a circuit C. The
protocol is as follows

e The Garbler encrypts the circuit C' to C and encrypts its private input x to &

e Then it sends the garbled circuit C and encrypted private input z to the Eval-
uator
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e To evaluate C, Evaluator also needs to encrypt its input y. Using OT, the
Evaluator gets the corresponding encrypted g for its private input y

e Evaluator evaluates the circuit C' and gets the encrypted output

e Both parties communicate to learn the output

2.2.7 Garbled Circuit 3-PC

In the paper by Mohassel et al. [I1], they first extend Yao’s Garbled Circuit protocol
into a three-party setting with one corrupt party. In this protocol, two parties work
as garblers and one party works as an evaluator. The high-level idea of this protocol
is basically the two garblers exchange a random seed, which is used to generate all
the randomness used in this protocol, and the two garblers separately generate the
garbled circuit and then send their copy to the evaluator. Here one party is corrupt,
therefore at least one of the garbled circuits is always correct. The Evaluator can also
check honest garbling behavior by checking equality of these two garbled circuits.

2.3 Large Language Model

Nowadays LLMs are very popular tools and have a lot of use everywhere, such as
creating human-like text for content creation, storytelling, converting text from one
language to another, rewriting text in different words while preserving the original
meaning, automating responses to customer inquiries, providing instant support and
improving user experience, and other creative writing tasks. They are basically deep
learning models and these models are trained on large text data, so that have the
capability to understand and generate human languages. LLMs belong to the field
of Natural Language Processing, an intriguing area that explores how humans and
computers can communicate using Artificial Intelligence. LLMs have large number
of training parameters and also large training data, so LLMs are able to capture the
context from complex sequences of texts and these large scales make LLMs much
more accurate. The training process helps LLMs to understand grammar, contextual
meaning, some common sense knowledge. LLMs can be used for different natural
language processing tasks such as text generation, question-answering, translation,
sentiment analysis etc.

2.3.1 Transformer

Transformer is a deep-learning model and is introduced in the paper “Attention Is
All You Need” by Vaswani et al. [I5]. It consists of two parts, encoder and decoder.
Here first each word is converted into a vector, called a token, and then positional
embedding is added to make the tokens contextual. Both the encoder and decoder
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consist of attention layer and feed-forward network layer. The architecture of the
transformer is given in Figure

Output
Probabilities

Feed
Forward

s | ~\ I Add & Norm ;

Add & Norm 3
(LAdd.& o } Mult-Head

Feed Attention
Forward 7 I ) N

I Add & Norm :

MNx 1
Add & Norm e
Multi-Head Multi-Head
Attention Attention
tr t
— v \. —
Positional D @ Positional
Encoding Encoding
Input Output
Embedding Embedding
Inputs Cutputs

(shifted right)

Figure 2.3: Architecture of Transformer (Diagram taken from [15])

The advantage of Transformer is that the full sentence is passed at the same
time, therefore it requires less time than recurrent network models. The attention
mechanism is the most important thing in this architecture. Here attention implies
the importance of each word in the whole sentence. Later we discuss the attention
mechanism of the Transformer briefly in Section [2.3.2 Transformer is used as a
building block of many LLMs.

Unlike recurrent neural networks, Transformer does not require sequential processing
of the input data, allowing for parallelization during the training phase, which speeds
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up the training phase. The self-attention mechanism helps this model to capture the
correlation between distant words in a sequence of input sentences. The accuracy
can be scaled up by increasing the number of layers and attention heads and this
improves the performance for various natural language processing tasks.

2.3.2 Attention

An attention is a function that takes query, key, value vectors as inputs and outputs
the attention vectors. It enables the model to give more focus on the important part
from a sequential data to extract the context accurately.

Scaled Dot-Product Attention

The input sequential data is converted in three vectors query(Q), key(K), value(V),
where the dimension of Q, K is d; and the dimension of V is d,. Scaled dot-product
attention is given in Figure [2.4] First taking the dot-product between the set of
queries and keys, it is scaled by 1/dj, and then again the dot-product with the set of
values is taken. The formula for scaled dot-product attention is:

Attention(Q, K, V) = softmaX(Q—\/Ig)V .

t
MathMul
JI.. 4
SoftMax
[
Mask (opt.)
1

Scale

1
Mathul

t1

Q K. V

Figure 2.4: Scaled Dot-Product Attention (Diagram taken from [15])

Multi-Head Attention

In the case of Multi-Head Attention (MHA), multiple scaled dot-product attention
functions are used and then we concatenate all the outputs to get the final output.
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Multi-head attention is given in Figure [2.5| Here linear projections of the query, key,
and value are taken, and then with that projected query, key, and value, each of the
scaled dot-product attention is performed and all the outputs are concatenated. After
that, we take linear projection, resulting in final outputs. Here, dimensions of query,
key and value are dj,,dy,d, respectively and h is the number of attention heads.

MHA(Q, K, V) = Concat(head;, heads, ....., head,)W?,

where head; = Attention(QW<, KWX, VW) and the linear projections are the pa-
, WZK E Rdedk’ le 6 Rdmxdv and WO e thvxdm

rameter matrices W2 € Rm >
| Linear

-~

[ Concat

JKT.

p
Scaled Dot-Product n
Attention '

(18 1 il

1 P i
Linear l] Linear l] Linear D

i

Figure 2.5: Multi-Head Attention (Diagram taken from [15])
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2.3.3 Encoder

Encoder is a deep learning model and consists of 4 layers. The first layer is a Multi-
head attention layer, the second layer is Add & Norm, the third layer is a feed-forward
network and the last layer is Add & Norm. In the third layer, the feed-forward network
is a two-layer neural network model in which the activation functions for the first layer
is ReLu and the second layer is linear. The architecture of the encoder is given in
Figure [2.6

"

ADD & NORM

g

—

Feed Forward
Network

A

|

ADD & NORM

D

e A Ty s N

Multi-Head
Attention

- =%

Figure 2.6: Architecture of Encoder

Now we discuss the four layers of an encoder:

First layer

In this layer, Multi-head attention is computed. Here the size of input X is N x d,,,
where N is the length of the input sequence and d,, is the dimension of each token.
To compute multi-head attention we take ), K,V all equal to X. The output of this
layer is X with size N X d,,,. In this layer, there are (5h + 1) matrix multiplications,
Nh softmax operations and hN? division operations.

Second layer

In this layer, first X, = X 4+ X, is computed and then X, = normalization(X5') is
computed. In this layer, there are N normalization operations of size d,,.
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Third layer

In this layer, X3 = max(0, b; + XoW7)Ws + by is computed, where Wy, Wy are weight
matrices of size d,, X dyss, dss X d,, repectively and by, by are biases. In this layer, there
are 2 matrix multiplications and Nd;s comparison operations.

Fourth layer

In this layer, first X, = X3 + X, is computed and then X4 = normalization(X,) is
computed. In this layer, there are N normalization operations of size d,,.

2.3.4 Bert

Bidirectional Encoder Representation from Transformer (Bert) is a natural language
processing model and is introduced in the paper Bert [4]. It has significant use in
various natural language proceesing tasks and has a robust method for pre-training.
Generally, language models read the text data either from left to right or right to
left but Bert processes the text in both directions simultaneously. This bidirectional
approach helps Bert to understand the context of each word based on its position in a
sentence and that gives Bert to get a deep understanding of that language’s grammar.
Bert is based on Transformer architecture and it is a stack of Transformer’s Encoders.
The Base model is a stack of 12 encoders and the Large model is a stack of 24 encoders.
The architecture of Bert is given in Figure [2.7]

Pre-Training

In the pre-training phase of Bert model two tasks are performed: Masked Language
Modeling and Next Sentence Prediction.

e Masked Language Modeling;:
In this task random words from a sentence are masked and then this sentence
with masked words is given as input to the model and the model is trained to
predict the masked words using the context of the neighbor words. This method
makes Bert to achieve the bidirectional representation.

e Next Sentence Prediction:
In this task the model is given two sentences at a time and is trained to predict
whether one sentence follows the other. This task makes Bert to understand
the correlation and association between sentences.

Fine Tuning

The pre-training phase makes Bert to understand the language. After that, Bert
can be fine-tuned on specific tasks with relatively smaller data than the pre-training
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Figure 2.7: Bert Architecture

phase’s data. This makes the model more accurate on specific tasks like question-

answering, sentiment analysis, etc.

2.4 Mathematical Operations

In this section, we discuss the different types of mathematical operations required to
execute a Bert model. Our goal is to execute all the operations in a shared setup so
that we can execute Bert in a shared setup and that makes Bert private. We divide
all the operations into two classes: linear operations and non-linear operations.

2.4.1 Linear Operations

e Addition

e Matrix Multiplication
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2.4.2 Non-Linear Operations
e Division
e Rectified Linear Unit
e Exponential

e Square-root

The dataset of the LLMs consists of real numbers, but MPC protocols are compatible
with ring structures. To use MPC protocols for executing the above-mentioned op-
erations where the input consists of real numbers we use fixed-point representation.
In the next section, we discuss that.

2.5 Fixed-Point Arithmetic

Fixed-point representation is a method to represent a real number by storing a fixed
number of digits for the fractional part. In MPC we transform the fixed-point number
to an integer by scaling it according to its precision.

For example, let’s consider the number 1.234, therefore, the fixed-point representation
of 1.234 with 2-digit precision is 1.23, now multiplying by 100 we get an integer 123.
In our case we consider = to be a fixed-point binary number with f bits fractional
part, therefore multiplying by 2/ with x, we get & = 2/, which is an integer. Let &
is a k bit number, so now T € Zgx.

For our case, we take integers in the domain (—2%,2%), where I, < k — 1 and we
represent it in an element of Zyx as follows:

T if z € [0,2')
xrx =
2k —|z| if x € (—2%,0)

2.6 Pseudo-Random Function (PRF)

Given a function F': K x X — Y, where X, Y, K are input space, output space and
key space respectively, F' is a Pseudo-Random function if the following conditions

hold :
e Vk € K, Fy(.) is a deterministic function

e [t is computationally infeasible for any efficient algorithm to distinguish between
Fi(.) and a truly random function without knowing &

We use Fi(.) to represent a PRF F' with key k.
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2.7 Security Model

2.7.1 Semi-Honest Security

Let’s consider a cryptographic protocol among n parties and in this model assume that
all parties strictly follow the protocol honestly without deviating from the prescribed
steps of that protocol. However, parties may try to learn additional information about
the other parties’ private input from the transcript of the execution of this protocol.
If the transcript is such that it is computationally indistinguishable from uniformly
random transcript then no party learns any additional information, such notion of
security is known as semi-honest security.

2.7.2 Honest-Majority Security

Honest Majority security for a MPC protocol refers to the security assumption that if
a majority of the participating parties in this protocol are honest and correctly follow
the protocol, then this protocol is secure.



Chapter 3

MPC For Different Operations

In this chapter, we explore various MPC protocols used to perform addition, multipli-
cation, matrix multiplication, division, ReLu, softmax and normalization operations,
all of which are essential for running the Bert model in a shared setup.

3.1 2-Party share to 3-Party share conversion

This is a 3-party protocol for converting a 2-party share into a 3-party share. Here P,
has input (z)?4 = z; for i € {1,2} and P, P, have shared key for a public PRF and
using that they generate two random values rq, 7. The complete protocol is given
below:

e Setup : 3-Party
e Input : Arithmetic sharing of x in 2 parties

e Output : Replicated secret sharing of x

Algorithm 1 I1,_,, 3

1. P sets z; := x1 — r1 and sends this to P;
2. P sets z3 := 9 — 79 and sends this to P;

3. P17P2 set 29 :=11 + 19

This protocol takes 2k bits of communication in 1 round. Here, we consider a semi-
honest setup with an honest majority, meaning at most one party can be corrupted,
and that party may attempt to learn additional information. In this protocol, there
are no incoming messages for P, and P, so they do not obtain any information. If P

23
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is corrupted, it tries to extract additional information from the protocol’s execution
transcript. However, Pj receives the transcript T := {x; — r1, 29 — 3}, which is
computationally indistinguishable from a uniformly random distribution. Therefore,
P35 learns nothing, ensuring the protocol’s security in this setup.

3.2 Addition

In this section, we discuss 2-party and 3-party protocols for addition operation. Our
goal is to combine different frameworks and make an efficient framework, therefore
we need both 2-party and 3-party protocols for addition and that helps us to execute
addition in both 2-party and 3-party setups.

3.2.1 3-Party case

The 3-party addition protocol is given below:
e Setup : 3-Party
e Input : Replicated secret sharing of x,y

e Output : Replicated secret sharing of x +y

Algorithm 2 Addition : IT?,44

1. P, locally computes z; = x; +y; and 2z;41 = 11 + Yir1

2. Each P, has 2-out-of-3 sharing of = +y

So, this 3-party addition can be done locally, with no need for communication.

3.2.2 2-Party case

The 2-party addition protocol is given below:
e Setup : 2-Party
e Input : Arithmetic secret sharing of x,y

e Output : Arithmetic secret sharing of = + y
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Here P; has x;,y; as inputs for ¢ = 1,2 such that x = x1 + x2 and y = y; + s.

Algorithm 3 Addition : 12,44

1. P; locally computes z; = x; + v;

2. Each P; has arithmetic sharing of = + y

So, this 2-party addition can be done locally, with no need for communication.

3.3 Multiplication

In this section, we discuss MPC protocols for multiplication in two cases, in the first
case both inputs are in arithmetic sharing and in the second case one input is in
arithmetic sharing and the other is in binary sharing.

3.3.1 Case 1: When both inputs are in Arithmetic Sharing

This MPC protocol is based on 3-party setup and inputs are replicated secret sharing
of x and y and the output is replicated secret sharing of xy.

This multiplication with truncation protocol is taken from ABY? [I0], which is an
efficient multiplication with truncation. Parties P;, P», P3 have 2-out-of-3 shares of
inputs z,y, where * = x1 + x5 + x3 and y = y; + y2 + y3. Each party P; has keys
ki, k;y1 and a public PRF F' for the parties to generate zero sharing at each time.
Suppose till J — 1-th zero sharing is generated. The complete protocol is given below:

e Setup : 3-Party
e Input : Replicated secret sharing of z,y

e Output : Replicated secret sharing of xy
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Algorithm 4 Multiplication with Truncation : Iy,

1. Each P, locally computes o = F,(J) — Fy,,, (J)
2. P; locally calculates z; = z;y; + Y1 + i1y +
3. Each P, sends z; to P,_;

4. Py, P; locally calculate a random element r € Zyx by using PRF Fy,() and set
mg:=r

5. Py, P3 locally compute m; := rightshift(z;, f) and P, computes my = 2F—
rightshift (28 — (29 + 23), f) — 7

6. P sends my to Py

7. Parties output [zy]4 := {my, my, ms}

So here we need 2 rounds and a total 4k/3 bits of communication per party in the
online phase and nothing is required in the offline phase. This protocol is secure in a
semi-honest setup with an honest majority.

3.3.2 Case 2 : When one input is in Arithmetic Sharing and
the other is in Binary Sharing

This protocol is taken from ABY? [I0]. In semi-honest setting, to compute [a]4[b]® —
[ab]?, it is same to do z[b]® — [2b]* two times with taking values of x as a; and ay+as,
where a = a; + as + as.

e Setup : 3-Party

e Input : Replicated arithmetic sharing of a and replicated binary sharing of bit
b

e Output : Replicated arithmetic sharing of ab

Therefore first we go through the protocol for computing z[b]® — [zb]4.
Suppose here party 3 knows the value z. The protocol is given below:
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Algorithm 5 : z[b]® — [2b]4

1. Parties 1 and 3 locally sample ¢; <~ Zor and parties 2 and 3 locally sample
C3 < ZQk

2. Party 3 defines two messages m; := (i @ by @ b3)x — ¢ — 3

3. Party 3 uses these messages as inputs of three-party OT and party 3 works as
sender of this OT and parties 1 & 2 work as receiver and helper of this OT
respectively with input by and party 1 gets message co = my, = b —c1 —c3 and
sends it to party 2

This protocol takes a total of 4k bits of communication in 2 rounds due to the
three-party OT from ABY? [10].

Since a[b)? = a;[b)P+(az+a3)[b)?, therefore using the above protocol twice, [a]4[b]? —
[ab]?* is computed and for a;[b]® part party 1 can play the role of sender and for
(as +a3)[b]? party 2 can play the role of sender. We denote this protocol by Ilyua5-
Hence total of 8% bits of communication are required over 2 rounds in Il,/,;; 45, which
implies 8% /3 bits of communication per party in 2 rounds. This protocol is secure in
a semi-honest setup with an honest majority.

3.4 RelLu

Rectified Linear unit (ReLu) is a popular activation function used in neural networks
and deep learning. It is defined as follows : ReLu(z) = max(0,z). The derivative of
the ReLu, commonly referred to as DReLu, is used in the backpropagation process
during neural network training. It is defined as follows:

0 ifx<O

DReLu(z) = {1 if 2> 0

Here we discuss some MPC protocols for computing ReLiu in a shared setup.

3.4.1 Using ABY? Framework

e Setup : 3-Party
e Input : Replicated secret sharing of x

e Output : Replicated secret sharing of ReLu(x)
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This protocol uses ABY? framework and is one of the efficient MPC protocol for
computing ReLu in a shared setup. The high-level idea of this protocol is first the
parties convert the arithmetic sharing into binary sharing, so they get the binary
sharing of the sign of x and after that, they execute multiplication protocol for doing
multiplication where one input is in arithmetic sharing and the other is in binary
sharing.

In ABY? [10], they mention the Bit Decomposition protocol that converts [x]* into
[z]? and this protocol takes total (k + klogk) bits of communication for each party in
(1 + logk) rounds. Using this protocol the parties get binary sharing of the sign bit
b of x.

After that, they use Iysuiap to do [z]A[b]® — [zb]* and this takes 8k/3 bits of
communication per party in 2 rounds. This gives the replicated secret sharing of
ReLu(x).

Therefore to compute Relu, this protocol takes ( % + klogk) bits of communication
per party in (3 + logk) rounds. This protocol is secure in a semi-honest setup with
an honest majority.

3.4.2 Using Bicoptor Framework

This MPC protocol is introduced in the Bicoptor framework [I9] and the key aspect of
this protocol is that it requires a constant number of rounds to compute the ReLu in
the online phase and no offline phase is required. Therefore, when greater efficiency in
terms of the number of rounds is required, this protocol is superior to the previously
mentioned protocol using ABY? framework.

This protocol uses truncation protocol between two parties from SecureML [12] and
we use the notation TRC(x, f) to represent the truncation of the last f bits from z.
Consider two parties, P; and P,, each holding the arithmetic sharing of a secret value
2 which means P, has z; such that x; + o = z. This truncation is done as follows:

e P, computes y; = TRC(z, f); = rightshift(xy, f)
e P, computes yo = TRC(z, f)o = 2F—rightshift(2¥ — z, f)

This truncation is used in their protocol. Bicoptor modifies the Strawman DReLu
protocol using masking by random value and then extends that protocol for computing
ReLu. This protocol is in an unbalanced 3-party setup which means two of the three
parties hold the share of the input and one party holds nothing. The output of this
protocol is the secret sharing of ReLu in 2 parties. The complete setup of this protocol
is given below:

e Setup : 3-Party Unbalanced model Py, P, P;

e Input : Arithmetic sharing of = between 2 parties
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e Output : Arithmetic sharing of ReLu(z) between 2 parties

For computing ReLu, Bicoptor needs 2 rounds and a total of (2l + 9)k bits of com-
munication in the online phase, and no preprocessing is required.

Since this protocol gives output as secret sharing of ReLu(x) in 2 parties but we need
replicated secret sharing at each level of operation so we modify this protocol a little
bit by adding an extra step in the last to make the output 2-out-of-3 sharing and for
that, we add the conversion protocol Il5_;,_3, which needs 2k bits of communication
in 1 round. So in total, the modified protocol for ReLu takes (2[; + 11)k bits of com-
munication in 3 rounds in the online phase without preprocessing. Here we take input
as replicated secret sharing between 3-party and any 2 parties can directly convert
this share into 2-party sharing. This protocol is secure in a semi-honest setup with
an honest majority. The modified protocol is given below:

e Setup : 3-Party model Py, Py, P3
e Input : Arithmetic sharing of = between 2 parties

e Output : Replicated secret sharing of ReLu(x)

Algorithm 6 ReLu : Hgﬁiioptw

1. Py, P53 generate aq, by, c; from seed;3 and P», P3 generate ao, by from seedgs
2. Parties execute the DReLu protocol [19] and P, P, input {x)# to this protocol
3. Py sends d; := 21 —a; to P, and P» sends dy := 29 — as to P;

4. Ps gets DeReLu(z) from execution of DReLu protocol and computes ¢y :=
(a1 + a) (b1 + b2) — ¢1 and e := DeReLu(z)" — (b + b2) and sends e to P;, and
e,cy to Py

5. P, Py set d = d; + dy and compute the shares z; = { ReLu(x))* = (1 — 2t)(de +
d(b)* + e(a)* + (c)*) + t(x)?

6. All parties execute Ily_;,_3 with secret inputs 21, 29 to get 2-out-of-3 sharing

3.4.3 Using Sigma Framework

In Sigma framework they introduce an FSS-based 2-party DReLu protocol and this
protocol gives the share of DReLu. For a k-bit value x € Zyx the DReLu of x is
written as :

DReLu(z) = 1{z < 2¥"1} =1 ® MSB(z) ,



30 3. MPC For Different Operations

where {z < 27!} is an indicator function, equals to 1 if x < 2871, otherwise 0. Since
in FSS-based protocol, the input is masked by random value r;, and output is masked
by random value r,,, so the offset function can be written as:

DReLul"m 7o) (3) = DReLu(z — 7in) @ Tout
=1® MSB(Z — ripn) ® Tout -

They use the logic from CrypTFlow2 [I4] to compute the MSB over secret shared
value. Let = zg + 21 mod 2* and 2y = 2o mod 2¥7!, z; = 21 mod 2¥7!, then

MSB(z) = MSB(z) @ MSB(x1) ® 1{z + 2z > 2F7'}.
Using this above form they rewrite DReLu as follows:

DReLul"mmoutl (1) = MSB(Z — i) @ T'out @ 1
= MSB(2) @ MSB(2F —rip) @ 1{2" ' — 20 — 1 < 21} B row @1,

where 2o = & mod 27! and z; = 2¥~' — r;,, mod 2F~1.

In their protocol they compute this expression to get the DReLu. In the key gener-
ation algorithm, they use the key generation function of DPF and in the evaluation
algorithm, they use the evaluation algorithm of DCF. This DReLu protocol is non-
interactive and gives the masked output of DReLu.

To construct the FSS protocol for ReLu, we use the select protocol from the Orca
paper [§] with the above protocol for DReLu. The select protocol’s functionality is
to take two inputs, a selector bit s and a number x, and output z if s = 1, otherwise,
it outputs 0.

To compute ReLu using the function secret sharing, we execute the following pro-
tocol:

e Setup : 2-Party
e Input : Arithmetic secret sharing of x
e Output : Arithmetic secret sharing of ReLu(x)

The cost analysis of this protocol is given in Table
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Algorithm 7 ReLu : 11555,

1. Two Parties execute the DReLu protocol from Sigma and get the shares of the
masked output of DReLu(x) and reconstruct the masked output of DReLu(x)
using interaction

2. Two Parties use select protocol from Orca [§] to get the masked output of

ReLu(x)

3.5 Division

This is a 3-party MPC protocol and it is introduced in Falcon [I7]. The high-level
idea of this protocol is first the parties find out the bounding power a for b such
that 2* < b < 2°™! using Bounding Power protocol Ip,, from Falcon [17] and then
transform b by taking «+ 1 bits as precision of the fixed-point representation so that
b € [0.5,1) and after that they use approximation of % = wo(1+ €)(1 4+ ¢€) from [3]
and then the parties execute multiplication to compute a+. This protocol is secure

b
in a semi-honest setup with an honest majority. The complete protocol is given below:

e Setup : 3-Party
e Input : Replicated secret sharing of a,b

e Output : Replicated secret sharing of ¥

Algorithm 8 Division : Ilp,,

1. Parties run the IIp,, protocol to find a such that 2¢ < b < 2°*! and transform
b — x such that = € [0.5,1) by taking a + 1 bits of precision in the fixed-point
representation

2. Parties compute wqy := 2.9142 — 2z
3. Compute ¢ := 1 — 2wy and ¢ := €}

4. Outputs awp(1 + €)(1 + €;)

This division protocol takes (5k? + k + klogk + Tk) bits of communication in (5% +
klogk + 7) rounds in the online phase and (5k* + k?logk) bits of communication in
(2+logk) rounds in the offline phase. In this Falcon paper there we find some mistakes
in the calculation of communication costs in some protocols and we update that and
use the modified communication costs in this division protocol.
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3.6 Softmax

The softmax function f : R”™ — R"™ takes an n-dimensional vector & = (x1, s, .....7,)
as input and outputs another n-dimensional vector ¥ = (y1, Y2, ..., Yn)-

where y; = E]"i% ,forie {1,2,.....,n}.
Since X' ;y; = 1, the outputs can be considered a probability distribution. This
function is used as an activation function in the neural network models. In Bert, this
function is used for calculating the attention vectors for each token. In this project to
make Bert private we need MPC protocol for calculating softmax in a shared setup
and here we discuss MPC protocols for softmax using different frameworks that we
use later for different requirements.

3.6.1 Using Puma Framework

In Puma [5], they introduce MPC protocol for calculating softmax using basic MPC
protocols for comparison, multiplication, truncation, square and use the underlying
protocols as black-box manner.

The high-level idea of this protocol is that first they represent the softmax function in
such a way that all power of the exponentials are negative and then they approximate
exponentials using the Taylor series with a simple trick given below:

negExp(z) = {0 ot ?f 7 < Leap
(1+ %) if © € [Tepp, 0]

To compute the negExp, parties use comparison protocol to compare x < T,,, and
get binary shares of that comparison. After that using truncation protocol 5 can be
computed. Then parties use square protocol ¢ times to get (1 + %)2t. After that,
parties use multiplication protocol between arithmetic and binary sharing to get the
exponentiation values and sum all the exponential. Then using reciprocal protocol
parties calculate the inverse of that sum and finally multiply this value by all the
exponentiation to get the softmax. This protocol is secure in a semi-honest setup
with an honest majority. The complete protocol is given below:

e Setup : 3-Party
e Input : Replicated secret sharing of &

e Output : Replicated secret sharing of Softmax ()
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Algorithm 9 Softmax : TIZ7¢

softmax

1. Parties jointly compute [b]® which is the sign of x — T,,, using comparison
protocol and the maximum component [Z,,q,]? in &

A A

2. Parties locally compute [§]* = [F]* — [7ae]? — €

3. Parties jointly truncate t bits from ¢ using truncation protocol and then increase
it’s value by 1 and set that value in [z]*

set [2]* = [2j-1.25-1]4
end for
5. Parties locally compute [Z]4 = X7 [2[i]]*
6. Parties jointly compute the inverse [Y]4 := # using reciprocal protocol

7. Parties jointly compute [2.Y]* using multiplication protocol

8. Using arithmetic and binary sharing multiplication parties compute [y]* :=

[b].[2Y]4 as output

The cost analysis of the above protocol is given in Table |3.4]

3.6.2 Using Sigma Framework

In Sigma framework MPC protocols are based on FSS. To compute softmax of & =
(x1, ....x,) this framework uses three operations, which are maximum, exponentiation
of negative values and inverse. Softmax function can be written as the following way:

y - eTi—Tmax
i n x
Ej:1€

where y = (y1, ...., yn) = softmax(7) .

j~Tmax )

The high-level idea is here first they use maximum protocol to find out z,,., in Z.
Then the parties locally subtract x,,,, from each component of #. After that, they
use exponentiation protocol to get the exponentiation of negative values and get z;
and then compute locally z = ¥7_;z;. After that, they invoke inverse protocol to
obtain z7! and then compute 7; := 2;,.2~! with truncation to get the final result ;.

The overall protocol is a combination of multiple FSS-based protocols. They use
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their own DReLu protocol [6] for DReLu operation and Truncation protocol [6] for
truncation. They also use multiplication protocol from [2], Select protocol from Orca
[8], Look-up-Table protocol from Pika [16]. This Multiplication is a non-interactive
protocol with keysize 3k. The Select protocol is a non-interactive FSS-based protocol
and the keysize is 4k. The look-up-table protocol takes 2k bits of communication in 1
round. Combining those protocols they provide an overall FSS-based framework for
softmax.

Maximum
To calculate the maximum ,,,, from & they use their comparison protocol [6] (n—1)
times and Select protocol 2[logn] times.

Negative Exponential

To get the exponential they introduce an FSS-based negative exponential protocol
[6], this protocol takes input as & = x + 7, which is masked by random value 7,
and gives output, which is also masked by random value r,,. This protocol is a
combination of multiple FSS-based protocols: DReLu, Select, Truncate-Reduce [6],
look-up-table, Multiplication, GapARS [6].

Inverse

To obtain 27! they use look-up-table of the chosen size. Since the dimension of 7
is n and each z; € [0,1] and at least one of z; is 1, that implies z € [1,n]. They
use look-up-table protocol from Pika [I6] in an efficient way to get the inverse with
appropriate bitwidth.

The cost analysis of this protocol is given in Table

3.7 Normalization

In Bert model, we need normalization operation in the second and fourth layers of
each encoder block. The normalization of & = (1, ....., x,) is done as follows:

Normlization(¥) = VEEFB

where p is the mean and o2 is the variance of 7.
In Puma [5], they introduce a protocol using basic MPC protocols to compute nor-
malization operation.

The high-level idea of this protocol is initially parties hold 2-out-of-3 sharing of 7
and then they locally compute share of mean p := E:Tlx and jointly compute the
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n )2
variance o2 = Zi=lEM- - Thep parties use InvertSqrt protocol from [9] to get %

from variance 0. After that parties jointly compute (z; — u)% using multiplication
protocol from ABY? [I0] and then multiply this value with ~ using multiplication
protocol from ABY? and add 3 to get the final output.

This protocol is secure in a semi-honest setup with an honest majority. Here P;, P, P3
are the 3 parties holding shares of input . The complete protocol is given below:

e Setup : 3-Party
e Input : Replicated secret sharing of ¥

e Output : Replicated secret sharing of Normalization(Z)

Algorithm 10 Normalization : [IP¥me

norm

—_

]A _ ISP [t

- n

. P1, Py, P3 locally compute [u

Z?:1(xi_li)2 ] A

2. Parties jointly compute [0?]* = [Z=15

3. Parties jointly compute [oc1]* using InvertSqrt protocol from [9J]

4. Parties jointly compute [2;]* = [(2;—p).c 1A for all i € {1,2, ..., n} using Iy

(Algorithm [

5. Parties jointly compute [s;]4 = [2,.7]4 for all i € {1,2,...,n} using I3z (Algo-
rithm [4))

6. Parties locally compute [y;]4 = [s;]* + [8]# for all i € {1,2,...,n} as output

The cost analysis of this protocol is given in Table
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3.8 Cost Analysis

In this section, we describe the online and offline cost analysis of different operations
using various MPC protocols in the form of tables. In Table [3.1] we mention the cost
of Multiplication with Truncation, Matriz Multiplication with Truncation and Divi-
siton operations using different frameworks. In Table [3.2] we mention the costs of
ReLu and Maximum operations using various frameworks. In Table |3.3] we mention
the number of AES calls required to evaluate ReLu, Softmazx, Mazximum using Sigma
framework. In Table [3.4] we mention the cost of Softmax, Normalization operations
using different frameworks.

Mult. Matrix Mult.
With with Truncation Division
Truncation [(z xy), (y X z)]
Frameworks Phase | Rnd Com. Rnd Com. Rnd Com.
SecureML (2-party) [12] Online | 1 ilzk - L | (@4 z)yk — —
Offline | 1 )2 1 | zyzk(k+XN)/2 | — -
Online | 2 i 2 Az — —
ABY? (3-party) 0] e 50 00 - -
5k + | bk*+k+
: 4k dkzz
Falcon (3-party) [17] Online | 2 3 2 3 l;logk: + l;]l{;ogk: +
. 5k +
Offine | 0 | O 0 |0 2+ logk k2logh
. Online | 2 o5k 2 Tztirytyz — —
Bicoptor (3-party) [19] Ofifne 10 03 O 3 — —
. kz[‘r(Nngl) +
Cheetah (2-party) [7] Online | — 1 — L ]T\L’?y] B B
Offline | — | — 0 0 — —
Online | 0 0 - | - — —
Boyle (2-party) [2] Offine 11T 3% — — —

Table 3.1: Cost analysis of MPC protocols for Multiplication, Matriz Multiplication,
Division operations

Here “Mult.” stands for multiplication, “Rnd” stands for the number of rounds, and
“Com.” stands for average communication cost per party in bits. Here k is the bit-size
of the ring element, n is the size of vector input, n;, is input-window size.
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ReLu Maximum (n)
Frameworks Phase | Rnd Com. Rnd Com.
: Online 1 1 2[logn] | n—1
Sigma (2-party) [0] 1+ 4k + (n—D[1+ 21+
: 20+ (A + A+2)(k—1-—
Offfine L [k —1-— L loglh + 1)) +
log(A+1)] 8k[logn]
: 34+ | 1k B _
ABY? (3-party) [10] Online logk | 3 +klogh
Offline 0 0 — —
Online 5+ Sk+1+ | B
Falcon (3-party) [17] logk logk
: 2+
Offline logh ok + klogk | — —
Online 2 2l +9)E 92 k[n*(2+1,) +n(3—1)]
Bicoptor (3-party) [19 3 3
tcoptor (3-party) [19) Offline 0 0 0 0

Table 3.2: Cost analysis of MPC protocols for ReLu and Mazimum operations

Here “Rnd” stands for the number of rounds, and “Com.” stands for average com-
munication cost per party in bits. Here k is the bit-size of the ring element, n is the
size of vector input, and A\ is security parameter.

Relu Softmax (n) Maximum (n)
(n—=1)k—1—v]+n[k—1+
8+ f+ (287 —1)(k—v)—
U]+ [f =6 — v+ (27 -
1)(k —v) +nlk — 2v]

[k —1—1log(A+1)] (n—1[k—1—1log(A+1)]

Table 3.3: Number of AES calls required to evaluate different operations using FSS
protocols in Sigma.

Here X is security parameter and v = log(A + 1), k is the bit-size of the ring
element, n is the size of vector input.
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Softmax (n)

Normalization (n)

Frameworks Phase | Rnd Com. Rnd Com.
. 17 + | 30n + 8nk + 6 + 2k —
: Online — _
Sigma (2-party) [0] 2[logn]| | nf +log(n+1)
A[16A + 115 + (A +
2)2k+m+ f+22—
: 8v)+ 17k —2f]+ 21 +
Oftline | 1 2%k +3log(n+1)+17+ | — B
(A+2)[k+ f+log(n+
1) —1—3v]+8k[logn|
p
144+ (14 | 5k2 + 12k + X0k 4 1 op 4 flfk i
Puma (3-party) [5] Online gzligg k+ gﬁz(zl) +n1(?3]f§f)]gk * 2];ltg<l?;+ dk(n +
3 logk)
Offline | 2 + logk | 5k2 + K2logk 2t logk | O
k2logk

Table 3.4: Cost analysis of MPC protocols for Softmaz and Normalization operations

Here “Rnd” stands for the number of rounds, and “Com.” stands for average
communication cost per party in bits. Here k is the bit-size of the ring element, f
is the number of precision in fix point representation, n is the size of vector input, A
is security parameter, v = log(A + 1), m = k — f + 1 captures effective bit-width in
Sigma [6] and here we use Bicoptor framework for computing maximum in Puma’s

Softmax protocol.




Chapter 4

Efficient Frameworks For Different
Scenario

In this chapter, we propose different combined MPC frameworks for Bert correspond-
ing to different requirements.

4.1 Proposed 1st Framework

In an environment, where there is sufficient time for the offline pre-processing phase
and network bandwidth is limited, then reducing the amount of communication costs
in the online phase can significantly improve the performance and reliability. In this
framework, our primary focus is on minimizing the communication costs in the online
phase. We mainly select the function secret sharing scheme based on protocols from
the Sigma framework to achieve this. This is a 3-party semi-honest setup with an
honest majority.

Below, we outline the protocols chosen to execute Bert in a 3-party setup to reduce
online communication costs:

e Multiplication: ABY?

Division: Falcon

ReLu: Sigma [7]

Softmax: Sigma [3.6.2

Normalization: Puma [10

39



40 4. Efficient Frameworks For Different Scenario

4.2 Proposed 2nd Framework

Consider an environment where we have high network bandwidth and sufficient time
for the offline phase, then reducing the number of rounds in the online phase can
significantly improve the performance and reliability and also decrease the overall
latency. This setup leverages the offline phase for huge computation and ensures
fast output in the online phase. For example, a University conducting online exams
can use this framework to execute a Bert model for plagiarism checking in Univer-
sity exams. This efficient framework can process the pre-processing data in advance
before the exam, ensuring that during the exam, plagiarism checking can be done
securely without compromising the answer sheets of the students. That’s why in this
framework, we focus on reducing the number of rounds in the online phase. This is a
3-party semi-honest setup with an honest majority. This framework sets itself apart
from the first proposed framework by parallelizing the three-party OT procedure,
which necessitates multiplication between arithmetic and binary shared values.

Below, we outline the protocols chosen to execute Bert in a 3-party setup to reduce
the number of rounds in the online phase:

e Multiplication: ABY?

Division: Falcon

ReLu: Sigma [7]

Softmax: Sigma [3.6.2

Normalization: Puma [10

4.3 Proposed 3rd Framework

In environments where bandwidth is limited or expensive (e.g., satellite communica-
tions, and remote areas with poor internet infrastructure), minimizing the amount
of data exchanged is crucial. Here, reducing communication costs can significantly
improve the feasibility and performance of MPC protocols. This is important for
applications running on devices with limited data plans or where data transfer costs
need to be minimized. In this proposed framework, we aim to reduce the overall
communication cost, including both online and offline phases. To accomplish this,
we utilize MPC protocols from various frameworks and integrate them into a com-
prehensive solution. We select protocols from different frameworks that minimize the
overall communication cost for each operation required to execute the Bert model.
Our approach considers a 3-party semi-honest setup with an honest majority, where
all parties are involved in both the online and offline phases.
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Below, we outline the recommended protocols in this framework for each operation
required in Bert:

Multiplication: ABY?

Division: Falcon

ReLu: ABY? B.4.1

Softmax: Sigma [3.6.2

Normalization: Puma [10

4.4 Proposed 4th Framework

In scenarios where we have high network bandwidth, reducing the number of rounds
is crucial. Each round involves synchronization among all participating parties, and
fewer rounds translate directly into lower latency. To achieve this, in this proposed
framework we focus on reducing the number of rounds in both online and offline
phases. We select protocols from different frameworks that minimize the number of
overall rounds for each operation required to execute the Bert model. Our approach
considers a 3-party semi-honest setup with an honest majority, where all parties are
involved in both the online and offline phases.

Below we outline the recommended protocols in this framework for each operation
required in Bert:

e Multiplication: ABY® [

Division: Falcon

ReLu: Bicoptor [f

Softmax: Sigma [3.6.2

Normalization: Puma [10

4.5 Theoretical Results

In this section, we mention the theoretical costs of executing Bert using these proposed

frameworks. For computing theoretical costs we take the values k = 64, [, = 32,1 =
5, N =100, f =16, A = 128,d,,, = 512,dsy = 2048, h = 8, d}, = d,, = 64. We compute
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this on a stack of 12 encoders. Since we do not implement any of these proposed
frameworks, therefore if these frameworks are implemented then it may be possible
to do more optimizations.

e In the first framework, we get that each party communicates 213.34 MB in
the online phase in 18408 many rounds and this framework takes 5 GB of
communication per party in the offline phase in 8 rounds.

e In the second framework, we get that each party communicates 213.36 MB
in the online phase in 18384 many rounds and this framework takes 5 GB of
communication per party in the offline phase in 8 rounds.

e In the third framework, we get that each party communicates 369.34 MB in the
online phase in 18480 many rounds and it takes 2.7 GB of communication per
party in the offline phase in 8 rounds.

e In the fourth framework, we get that each party communicates 656.88 MB
in the online phase in 18384 many rounds and this framework takes 2.7 GB
communication per party in the offline phase in 8 rounds.



Chapter 5

Conclusion

In this thesis, we explore how to enhance the privacy of the Bert model using various
MPC protocols. Our approach involves a comprehensive investigation into different
MPC frameworks, aiming to identify and analyze the communication costs and the
number of computational rounds necessary during both the online and offline phases
of the protocols. Ultimately, we propose four MPC frameworks by integrating differ-
ent protocols to meet specific requirements and theoretically compute the overheads
associated with these frameworks. In summary, this thesis contributes to the field by
proposing innovative MPC frameworks that enhance the privacy of the Bert model.
Through a meticulous investigation of existing protocols and a theoretical evaluation
of our proposed solutions, we lay the groundwork for future research and practical
applications in privacy-preserving machine learning.
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