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Abstract

The thesis presented here analyses the security of certain selected symmetric key ciphers -
The ciphers analyzed are the 2 and 3-round Confusion-Diffusion Network, the 3-round Cascade

Cipher with two independent keys, and the Feistel Construction with 7 and 8 rounds.

Substitution Permutation Networks (SPNs) are widely used in the design of modern sym-
metric cryptographic building blocks. Attacks against the 2-round Confusion-Diffusion Network
construction have been exhibited by Dodis et al. (2016a) in their Eurocrypt 2016 paper titled
‘Indifferentiability of Confusion-Diffusion Networks’, and by Da, Xu and Guo (2021b) in their
paper ‘Sequential Indifferentiability of Confusion-Diffusion Networks’. Both attacks mentioned

above were incomplete/erroneous. As part of our first result, we provide a corrected attack

on the 2-round NLCDN. Our attack on the 2-round CDN is primitive-construction-sequential,

implying that the construction is not secure even in the weaker sequential indifferentiability
setting of Mandal, Patarin and Seurin (2012a).
The second part of our first results focuses on Cascade Ciphers. We present an attack on

the 3-round cascade construction employing any 2n-bit to 3n-bit non-idealized key scheduling

function, generalising the heuristic attack based on ’certain’ stronger key schedules as described

by Guo, Lin and Liu (2016) in ‘Revisiting Cascade Ciphers in Indifferentiability Setting’

Next, as a follow up of the above work, we show that the 3-round Confusion-Diffusion Net-
work construction with linear diffusion layers is indifferentiable from an ideal permutation. This,
in conjunction with the previous negative result, shows the tightness of our indifferentiability

result.

The final work in this thesis explores the Feistel construction. There have been a series of
studies on whether an ideal cipher can be built from a random oracle using a Feistel network.
We present a general proof framework that lets us prove the indifferentiability of 7 or more

rounds of Feistel. In particular, this is the first indifferentiability proof for 7-round Feistel, and

in addition, the 8-round proof is considerably simpler than the previously-known proof.
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Chapter 1

Introduction

To begin the thesis, we take a brief look at the history of Cryptology, starting off as a practical
tool in the human utility belt, evolving to what it is today, a field of cutting edge academic
research and real world applications. Subsequently, we attempt to put the thesis into context,

and give a brief description of the motivation behind the included works.

1.1 Motivation of the Thesis

In a nutshell, this thesis focuses on how various symmetric key modes perform under the indif-
ferentiability paradigm. Broadly speaking, the idea of indifferentiability aids us in making two
types of deductions:

e On the equivalence of different constructions, and

¢ On the domain extending capabilities of a construction

Rigorously demonstrating that a construction ‘does its job securely’ is an essential compo-
nent of cryptographic protocol design. Introduced by Maurer, Renner and Holenstein (2004a),
indifferentiability is the natural extension of the indistinguishability security notion, and is based
on the ideas from the Universal Composition framework first proposed by Canetti (2000) and on
the model by Pfitzmann and Waidner (2004). What makes indifferentiability a stronger security
notion than classical indistinguishability is that, in the indifferentiability game, an adversary
has access to the primitive as well. Intuitively, this widens the scope of adversarial information,

and hence any construction secure in this notion provides ‘greater’ security.



Equivalence of Constructions. Coron et al. (2005b) famously proved that it is possible to
replace a random oracle (taking arbitrary long inputs) by a block cipher-based construction at
Crypto ’05. Using the indifferentiability framework, Coron et al. (2005b) formally defined the
idea of ‘indifferentiable construction’ of one ideal primitive (e.g, a random oracle) from another
ideal primitive (e.g, an ideal block cipher) by exhibiting a block cipher based Merkle-Damgard
that mimics a random oracle. Generally speaking, they showed that given a construction H
satisfies this security notion, any scheme that is secure in the former ideal model remains secure
in the latter model, when instantiated using 7. The other side of the coin, i.e., constructing an
ideal cipher from a random oracle, was first proposed by Coron, Patarin and Seurin (2008a) at
Crypto ’08. They showed that 6 rounds of the Feistel network instantiated with random oracles
is indifferentiable from an ideal block cipher. Unfortunately, Holenstein, Kiinzler and Tessaro
(2011a) pointed out a flaw in their simulator, which reverted the equivalence of the Random
Oracle Model and the Ideal Cipher Model back into the realm of an open question. Eventually,
higher rounds of the Feistel network were shown to achieve this feat of security. Coron et al.
(2016) proved the indifferentiability of 14 rounds of Feistel in 2014, and the following year,
Dachman-Soled, Katz and Thiruvengadam (2015) showed that the same is true for the 10-round
version. The latest results by Dai and Steinberger (2016a) have brought the round complexity

of a secure Feistel to 8 rounds.

Domain Extendability. The notion of domain extendability is relevant in many areas of
cryptography, such as hash functions, pseudo-random functions, and strong pseudo-random
permutations (Luby and Rackoff (1988)). Consider a building block H defined for a small and
fixed bit size domain. Domain extension is essentially the iterative use of H to extend similar
functionalities as that of the building block over arbitrary domain. Domain extenders were
initially studied as collision-resistant hash functions by Damgérd (1990) and Merkle (1990), as
pseudo-random functions by Bellare, Canetti and Krawczyk (1996), as Message Authentication
Codes or MACs by Maurer and Sjodin (2005) and An and Bellare (1999), and as universal one-
way hash functions by Bellare and Rogaway (1997) and Winternitz (1984). It was Coron et al.
(2010) that first described a domain extender for an ideal cipher by exhibiting a construction that
is indifferentiable from a 2n-bit ideal cipher, given an n-bit ideal cipher. From the discussion
above on equivalence of constructions, it is worth noting that one could, in theory, use the
construction proposed by Coron et al. (2005b) to get a random oracle with n-bit output, and
then use the 10-round Feistel by Dachman-Soled, Katz and Thiruvengadam (2015) to obtain an

ideal cipher with 2n-bit input/output. In practice, however, the construction by Coron et al.



(2010) is way more efficient. Taking a step back, it is also pertinent to observe that the results
of Coron et al. (2005¢) double as a secure ‘domain extender’ for the random oracle, which is an
interesting crossover result.

The literature covered in this thesis makes similar contributions, in terms of results. The
(negative) results of the first chapter demonstrate the domain extending (in)capabilities of the 3-
round Cascade and the 2-round Confusion-Diffusion network (or, CDN). Firstly, in conjunction
with the results on the 4-round Cascade by Guo, Lin and Liu (2016), our Cascade result shows
the tightness of the design with respect to the number of rounds required for secure domain
extension. Secondly, the 2-round CDN result considered alongside the (positive) results of the
second chapter on the indifferentiability security of the 3-round CDN, we see that 3 rounds is
necessary and sufficient to build a secure n-bit to 2n-bit domain extender in the Confusion-
Diffusion paradigm. Finally, the (positive) results of chapter 5 on the indifferentiability of 7
rounds of Feistel optimizes the existing literature on building secure 2n-bit permutations from
n-bit random functions by reducing the required number of rounds to 7. Further, the graph
theoretic framework employed for the security proof is highly likely to be adaptable towards
proving the indifferentiability of 6 rounds of Feistel, which, in tow with the negative result of
Coron, Patarin and Seurin (2008a), would close the gap in academic theory with respect to its

indifferentiability from an ideal cipher.

1.2 A Brief Look Through History

1.2.1 Pre-Modern Cryptography

The advent of civilisation from hunter gatherers to farming and metallurgical societies, and
subsequently to the early dynastic period of kings and conflict necessitated the ability of secrecy.
While cryptography took different forms in early civilizations, there is evidence of cryptographic
techniques as early as 1900 BCE Egypt - An inscription carved into the main chamber of the
tomb of nobleman Khnumhotep II. The hieroglyphics used were different than the ‘usual’ ones,
in a process later termed Symbol Replacement. This, however, wasn’t necessarily a secret code.
Rather, the form of writing was changed to make it appear more regal sophisticated. In 1500
BCE, a Mesopotamian scribe used cryptography to conceal a formula for pottery glaze. This
example is the first known use of cryptography to hide secret information. There has been
evidence of use of cryptography in almost every major early civilization. In 500 BCE Greece,
the Spartan military used a substitution cipher called the Scytale, where a strip of parchment

wrapped around a rod would reveal a message when unwound. In 100 BCE, Julius Caesar used



a form of encryption to share secret messages with his army generals at war - What is famously
known today as the Caesar cipher. Modern examples of the cipher’s use range from the Russian
army, which employed it as a replacement for more complicated ciphers which their troops
had trouble mastering, to lovers exchanging secret messages through the personal advertisement
section of The Times (The Codebreakers, David Kahn, 1967). On this side of the world, evidence
of an ancient treatise on statecraft, political science, economic policy and military strategy called
‘Arthashashtra’ written by Chanakya (but likely contributed to by multiple authors) has been
found dating back to the first century BCE, which describes how assignments were given to spies

in ”secret writing”.

Notable mentions in the Common Era include the use of cryptology by Islamic scholars,
notably Al-Kindi, who wrote extensively on cryptanalysis and furthered the field by developing
frequency analysis techniques (850 CE), by European monasteries and religious institutions for
correspondence, and the famous Voynich manuscript, a mysterious fifteenth-century CE codex
belonging to the library of the Holy Roman Emperor Rudolf IT which remains undeciphered
to this day. In and around 1500 CE, the advent of polyalphabetic ciphers developed Cryptol-
ogy further, most famously by Leon Battista Alberti and later refined by Johannes Trithemius.
In 1553 CE, an improvement on the Caesar cipher was described by Giovan Battista Bellaso,
where each letter of the plaintext is encoded with a different Caesar cipher, whose increment is
determined by the corresponding letter of another text, the key (a special case of a polyalpha-
betic substitution cipher). This encryption scheme, albeit easy to understand and implement,
remained unbroken for 3 centuries, and earned the title ‘Le Chiffrage Indéchiffrable’, french for
‘The Indecipherable Cipher’). In the 19th century CE, the scheme was misattributed to Blaise
de Vigenere, and so acquired its present name, the Vigenére cipher. The works of English poly-
math Charles Babbage (Kasiski’s test - later attributed to Friedrich Kasiski) and Dutch linguist
Auguste Kerckhoffs (best known for Kerckhoffs’ principle) in the 19*® century CE advanced
the field of Cryptanalysis greatly. The Hebern rotating machine created by Edward Hebern in
1917 CE, Ilinois marked the first time electrical circuitry was used in a cipher device, as it
combined the mechanical parts of a standard typewriter and the electrical parts of the electric
typewriter. The World Wars saw another leap in the field with the development of mechanical
encryption machines such as the Enigma machine by German engineer Arthur Scherbius, and
the electro-mechanical device used by British cryptologists to help decipher German Enigma-
machine-encrypted secret messages, the Bombe, which in turn was developed from a device
known as the Bomba, designed in Poland at the Biuro Szyfréow (Cipher Bureau) by cryptologist

Marian Rejewski.



1.2.2 Modern Cryptography

Modern cryptography hinges on using specialised algorithms that utilise an additional input -
the ‘key’, to encrypt and decrypt information. Broadly speaking, there are two main types of

cryptosystems -

1. Symmetric Key Systems: Also known as conventional or single-key encryption, they use

the same ‘secret’ key for encryption and decryption. The (random) choice of said key
essentially lends its randomness to the ciphertext. The two main techniques used by
Symmetric Key Cryptography are Substitution (e.g., mono/polyalphabetic ciphers, the
One-Time Pad), and Transposition (e.g., the Rail Fence cipher). Encryption is achieved

by using one of the two following primitives:

e Block Ciphers: A deterministic, length-preserving system that takes on fixed-length
groups of bits (called blocks) as input, and outputs a sequence of blocks of encrypted
data in a specific order. The system has separate algorithms for encryption and
decryption, albeit, using the same key. Famous examples of block cipher-based cryp-
tosystems include the Data Encryption Standard (DES, for short), and the Advanced
Encryption Standard (AES, for short)

o Stream Cliphers: A system that utilises a pseudo-random cipher stream (called keystream),
and a unique randomly generated number (called nonce), to encrypt the plaintext one
bit at a time with the corresponding bit of the keystream to generate the ciphertext

stream. Famous examples include the Rivest Cipher 4, and the Salsa20

2. Assymmetric Key Systems: First proposed in the 1970’s by James H. Ellis, a British cryp-

tographer at the UK Government Communications Headquarters (GCHQ), these systems
use a pair of keys, called the public and private keys, one for encryption, and the other
for decryption. As the names suggest, the public key is common knowledge, whereas the
private key is kept secret by the decrypting entity. Key pairs are generated using hard-to-
invert functions called one-way functions, and it is impossible to figure out the decryption
key just by knowing the encryption key and the cryptographic algorithm. Assymetric

systems address two major challenges faced in symmetric cryptography:

e Public key encryption, i.e., the key used for encryption can be publicly shared and

parties do not require access to the secret key in order to initiate communication, and

o Digital signatures, i.e., a message signed with the sender’s private key and can be



verified by anyone, provided they have access to the sender’s public key - This verifi-
cation proves that the sender is very likely to be the person associated with the public
key (since they had access to the private key), and that the signature was prepared
for that exact message (since a signature that passes verification with the public key

on one message will not pass verification with the public key on other messages)

Examples of well-regarded asymmetric key techniques for varied purposes include the
Diffie-Hellman key exchange protocol proposed by Whitfield Diffie and Martin Hellman in
1976, the ElGamal encryption system described by Taher Elgamal in 1985, and the RSA
(Rivest—Shamir—Adleman) encryption system by Ron Rivest, Adi Shamir and Leonard
Adleman in 1977

The works in this thesis are on the topic of symmetric key cryptography, specifically, on block
ciphers. Going forward, we shall restrict the discussion to block ciphers and their security

aspects.

1.3 Block Ciphers

Length-preserving symmetric-key encryption schemes with a fixed-length input—which go by
the moniker block cipher in cryptographic parlance—have long established themselves as the

fundamental building blocks of symmetric cryptography.

1.3.1 History and Overview

A block cipher FE takes a randomly-chosen secret key k and a plaintext block m and outputs
a ciphertext block ¢ = Eg(m). If E is a ‘strong’ block cipher, we’ll expect ¢ to be almost
uncorrelated with m, and randomly distributed among all possible ciphertext blocks; we’ll also
expect ¢’ = Ex(m’) to be drastically different from c as long as m and m’ differ by even a single

bit. Notable examples of block ciphers include:

e Feistel Networks: Developed in the late 1940’s and early 1950’s by Horst Feistel, it is based

on repeated rounds of substitutions and permutations

e Lucifer Cipher: Developed by IBM in the early 1970s, Lucifer was one of the first practical
implementations of a block cipher based on Feistel’s structure, and was the building block

for the fabled DES



e The Data Encryption Standard: Developed by IBM based on Horst Feistel’s design in
the 1970’s, DES was submitted to the National Bureau of Standards (now, the NIST)
to protect sensitive electronic government data and a modified version was accepted in
1976. In 1977, it became the official Federal Information Processing Standard (FIPS) of
the United States

e The Advanced Encryption Standard: A variant of the Rijndael block cipher developed
by two Belgian cryptographers, Joan Daemen and Vincent Rijmen, AES was the natural
successor of DES, and was adopted by the National Institute of Standards and Technology
(NIST, for short) as its federal encryption standard in 2001

Intuitively, the longer a key is, the more secure is the ciphertext. For example, a brute
force attack would be more difficult to mount owing to the larger size of the key set. With
modern technology developing exponentially, brute force attacks have become more effective
in deciphering ciphertexts yielded by algorithms using smaller length keys. The most famous
instance of such vulnerabilities being exploited is the DES, which uses a symmetric-key algorithm
and has a key-length of 56 bits. It was broken by differential cryptanalysis in 1990 by Eli
Biham and Adi Shamir. In January 1999, distributed.net and the Electronic Frontier Foundation
collaborated to publicly break a DES key in 22 hours and 15 minutes. Other examples of block
ciphers being vulnerable to cryptanalytic attacks include the 1987 design Feistel-based FEAL
which was aimed to replace DES, the Soviet and Russian government standard GOST, another
Feistel-based design that was discovered to have significant flaws in 2011, and the Nimbus block
cipher, a 2000 design by Alexis Machado operating on blocks of 64 bits and consisting of 5
rounds of encryption.

The design of strong block ciphers has been a focal point of research in symmetric cryptog-
raphy for several decades. It was observed early that when designing an algorithm from scratch,
the degree of bit-scrambling desirable for a block cipher is easier to achieve on a smaller number
of bits than would be practical as block length of a block cipher. Thus it was found convenient
to combine such small scrambling functions with an overarching network of weaker functions,
so that enough iterations of this network lead to a satisfactory degree of scrambling over the

entire state. We’ll call the choice of the combining network a design paradigm. Historically,

most block cipher designs have subscribed to one of the following four paradigms:

o Feistel networks (named after Horst Feistel) were widely used in early block ciphers
like Lucifer Sorkin (1984), DES National Institute of Standards and Technology (1977),
Magma National Soviet Bureau of Standards (1989), and FEAL Shimizu and Miyaguchi



(1988) to name a few, and have remained in use through different eras—Camellia Aoki

et al. (2001) was proposed in 2001 and Simon Beaulieu et al. (2015) is quite recent;

o Unbalanced Feistel networks (and its generalisations) were used in Khufu and Khafre Merkle
(1991), MacGuffin Blaze and Schneier (1995), and Skipjack National Institute of Standards
and Technology (1998), among others;

o Lai-Massey networks (named after Xuejia Lai and James Massey)—while less popular than
Feistel networks—have found use in the design of several block ciphers such as IDEA Lai
and Massey (1991), MESH Nakahara et al. (2004), FOX Junod and Vaudenay (2005), and
WIDEA Junod and Macchetti (2009);

 Substitution-Permutation Networks (SPNs) have emerged as the most popular block ci-

pher design paradigm over the last couple of decades, following the remarkable resistance of
Rijndael Daemen and Rijmen (2000) (standardised as AES in 2001) to all known cryptana-
lytic techniques; apart from Rijndael, SPNs have been used in the design of Serpent Biham,
Anderson and Knudsen (1998), PRESENT Bogdanov et al. (2007), RECTANGLE Zhang
et al. (2015), Kuznyechik National Soviet Bureau of Standards (2015), Kalyna Oliynykov

et al. (2015), and many other block ciphers.

Block ciphers account for the bulk of data encryption and data authentication occurring in
cryptography and also play a critical role in the design of hash functions Brachtl et al. (1990);
Hirose (2006); Lai and Massey (1993); Preneel, Govaerts and Vandewalle (1994). They are
typically used in various modes of operation, e.g., Electronic Code Book (or ECB), Cipher Block
Chaining (or CBC), Cipher Feedback Mode (or CFB), Output Feedback Mode (or OFB), and
Counter Mode (or CTR) to provide different properties such as confidentiality, integrity, and
authenticity. Block ciphers continue to face challenges from advances in cryptanalysis, including
attacks on reduced-round versions, side-channel attacks, and potential threats from quantum

computing.

1.4 Contributions

1.4.1 The 3 Round Cascade and The 2 Round Confusion-Diffusion
Network.

The contribution in this chapter is twofold:



1. The attack on CDN3 » provided by Dodis et al. Dodis et al. (2016a) is not sequential (Their
distinguisher may possibly make queries first to the construction, then to the primitive,
and then to the construction again, depending on the primitive query outputs and the
diffusion layer). The security proof by Guo et al Da, Xu and Guo (2021a) establishes
the sequential indifferentiability Mandal, Patarin and Seurin (2012a) of CDN3 ». However,
the corresponding primitive-construction-sequential attack for CDNy 2 given in Da, Xu
and Guo (2021a) makes an incorrect assumption about the class of D-boxes, the non-
cryptographic diffusion layer of the construction (explained in detail in section 4.2.1).
This begs the question if the sequential indifferentiability of CDN2 s is indeed a tight
result, in terms of the number of rounds. We aim to answer this question by exhibiting

a distinguisher making at most 10 queries which succeeds against any simulator with an

advantage of at least 1 — O(¢%/2°"), where gs is the simulator query complexity. This
shows that, even with respect to a weaker notion of indifferentiability (sequential), the
CDNg 2 construction is not secure. This implies that the other security guarantees that
follows from sequential indifferentiability, e.g., correlation intractability Canetti, Goldreich
and Halevi (2004), as shown by Mandal, Patarin and Seurin (2012a), also may not hold
for CDNg 5.

2. The generalisation made on the key scheduling function by Guo, Lin and Liu (2016)
cover a decent range of possible key schedules, the question of indifferentiability is left
unanswered for a substantially wider class of key scheduling functions. They also provided

the indifferentiability security proof for 4-round Cascade using alternating keys.

To that end, we close the gap by showing an attack on the 3-round Cascade construction
with a generalised 2n-bit to 3n-bit non-idealized key schedule. The implication here is
that 3-round Cascade cannot be used for the domain extension of key schedules (from 2n
bits to 3n bits), and have to rely on the 4-round construction. Our distinguisher makes 12

queries and succeeds against any simulator with an advantage of at least 1/2 — O(qs/2%"),

where ¢s is the simulator query complexity.

1.4.2 The 3 Round Confusion-Diffusion Network.

We study the indifferentiability of 3-round CDNs with two independent public permutations

over GF(2") in each confusion layer and identical diffusion layers implementing a very simple



GF(2™)-linear function, defined by
(,y) = @y, z@a-y)

for a fixed « different from the 0 or 1 of GF(2").

Given six public permutations S1,Ss,S3,S4, S5, S¢ over GF(2"), we show that CDN%;("Q"S6
is indifferentiable from a public random permutation M over GF(22") by explicitly exhibiting
a simulator Sim" for § := (S1,...,8¢) which is resistant to indifferentiability attacks, thereby
establishing for the first time that 3 rounds are enough to achieve full indifferentiability. (i.e.,
indifferentiability without sequential assumptions)

Dodis et al. showed that 2-round CDNs with linear d-boxes was not secure via an indifferen-
tiability attack. Further, they studied the indifferentiability of several CDNs with five or more
rounds, and referred to the indifferentiability of 3-round CDNs and 4-round CDNs as an open
problem Dodis et al. (2016b). Subsequently, Da et al. exhibited an indifferentiability attack
Da, Xu and Guo (2021b) on 2-round CDNs with non-linear diffusion layers, also proving the
sequential indifferentiability of a 3-round CDN with non-linear layers. The result pertaining
to 2-round CDNSs in chapter 4 in conjunction with the results of the current chapter show a
tightness of sorts, in terms of the number of rounds required for a secure confusion-diffusion
network.

While our bound is not good, providing only security up to 2/1% queries, we believe these
bounds can be improved by assuming suitable combinatorial properties for the P-boxes. More-
over, we point out that such impractical bounds are not uncommon in the study of indifferen-

tiability, as exemplified by the long line of research on the indifferentiability of Feistel networks.

1.4.3 ‘r’ Round Feistel, r > 7.

We provide a general framework for studying the indifferentiability of ‘r’ rounds of Feistel, and
explicitly prove the indifferentiability security of Feistel Networks with rounds 7 and 8 by ex-
hibiting a simulator that succeeds against any polynomial time adversary with the probability
1 —0O(¢*3/2™). We also introduce the novel idea of ‘line graphs’ which equips us for the gener-
alisation to ‘r’ rounds. Our results bridge the gap in the Feistel literature, with the exception
of the 6-round Feistel.

Previous results show the public indifferentiability of the 6-round Feistel (Mandal et al. Man-

dal, Patarin and Seurin (2012b) ). Coron et al. described an attack on the 5-round construction

which shows that it is not indifferentiable from an ideal permutation Coron, Patarin and Seurin
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(2008b), and also provided a security proof for 6-round Feistel that was famously proved to be
erroneous by Holenstein et al. (Holenstein, Kiinzler and Tessaro (2011b)). The error was due to
unaccounted for dependencies in the internal layers of the round functions due to specific types of
relations in the outer layers. The general line graph framework provided in this work accounts
for such constraints, and enables a simpler viewing of the round function inter-dependencies
through graph theoretic techniques.

In terms of positive results, in what has so far been the latest work in this series, Dai and
Steinberger (2016b) established the indifferentiability of 8 rounds by optimizing their simulator
for 10 rounds from Dai and Steinberger (2015). The indifferentiability of the 6-round Feistel,
however, has remained an open question to this day. The next natural step would be to use the

‘v’ round framework for the indifferentiability of Feistel to prove the security for 6 rounds.
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Chapter 2

Literature Survey

The Indifferentiability Framework. The theoretical foundations of indifferentiability were
established by Maurer, Renner and Holenstein (2004a), thereby providing a formal basis for
evaluating whether a cryptographic construction can securely emulate an ideal primitive, such
as a random oracle or a permutation. The authors also showed through their composition
theorem that any construction indifferentiable from an ideal primitive also shares it’s security
properties when instantiated appropriately. This framework significantly advanced the under-
standing of secure composition in cryptographic systems, and is widely regarded as a watershed
moment in modern symmetric key cryptography. A few notable applications of the indiffer-
entiability framework were demonstrated by Coron, Patarin and Seurin (2008b) (equivalence
of the Random Oracle model and the Ideal Cipher model), Holenstein, Kiinzler and Tessaro
(2011Db) (indifferentiability of the Feistel Network from an ideal cipher), and Coron et al. (2010)
(Domain extension of ideal ciphers). Subsequently, a comparatively weaker notion of security
called ‘Sequential Indifferentiability’ was introduced by Mandal, Patarin and Seurin (2012a),
where the distinguisher either makes all their primitive queries first, and then their construction

queries (making them primitive-construction sequential), or vice-versa.

The Feistel Network. Building on the foundations of indifferentiability, Coron, Patarin and
Seurin (2008b) demonstrated how an ideal cipher could be implemented using a Feistel network
composed of random functions by proposing a proof for the 6-round construction’s indifferentia-
bility from an ideal cipher. However, this result was later shown to contain flaws by Holenstein,
Kiinzler and Tessaro (2010), who also provided a security proof for a much larger round count

(18). This correction reinvigorated research into finding minimal secure round constructions.

12



Mandal, Patarin and Seurin (2012a) showed that a 6-round Feistel network is secure under
their relaxed model of sequential indifferentiability. Later, Coron et al. (2016) achieved a full
indifferentiability proof for 14 rounds, followed by Dachman-Soled, Katz and Thiruvengadam
(2016) for 10 rounds, and Dai and Steinberger (2016b) for 8 rounds. Notably, however, no formal

proof existed for the indifferentiability of a 7-round network until the present thesis.

Confusion-Diffusion Networks. Research on Confusion-Diffusion Networks (CDNs), gener-
alising Substitution-Permutation Networks, was pioneered by Dodis et al. (2016a). They proved
that CDNs with 2 rounds fail to meet classical indifferentiability standards while constructions
with five or more rounds can achieve indifferentiability security with non-linear diffusion lay-
ers. Their work left open the question of CDNs with 3 and 4 rounds. Later, Da, Xu and
Guo (2021a) investigated CDNs with Non-Linear Diffusion layers (NLCDNs) under sequential
indifferentiability, showing that 3 rounds can be secure under this weaker notion while 2 rounds
fail. Complementing this, Nandi, Paul and Saha (2023) corrected earlier attacks on 2-round
NLCDNSs and investigated cascaded block cipher based structures, leading naturally into the
present thesis. Finally, building on these results, the current work proves that 3-round CDNs
with linear diffusion layers satisfy full indifferentiability, conclusively resolving the previously

open case.

Cascade Ciphers. Conceptually introduced by Shannon (1949a), Cascade ciphers were for-
malized by Even and Goldreich (1985) who also analyzed their structural limitations. Lampe
and Seurin (2013) then brought the indifferentiability lens to cascades of ideal ciphers, showing
that 2-rounds of cascades are insufficient for cryptographic security. Guo, Lin and Liu (2016)
extended this work, proving that 4-round cascades with alternating keys are indifferentiably
secure and that the 2 and 3-round constructions are not. This thesis further generalises these
findings by presenting an attack on 3-round cascades with arbitrary 2n-bit to 3n-bit offline key

schedules, reinforcing that at least four rounds are required for classical indifferentiability.

Viewed together, these strands of research delineate the secure design landscape for sym-
metric key primitives. Feistel constructions now have tight bounds showing the sufficiency of
8 rounds and novel results for the security of 7 rounds. CDNs are fully understood, with 2
rounds proven insecure, and 3 rounds secure under classical indifferentiability. The literature
on Cascade ciphers is similarly refined to show that 4 rounds are indeed necessary for security,
while 3-round constructions fail. The present thesis thus synthesizes and sharpens these theoret-

ical developments, filling foundational gaps and setting precise thresholds for secure symmetric
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cipher design.
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Chapter 3

Preliminaries

3.1 General Notations.

We set up the notational structure that will be used in the following sections of the thesis. For
convenience, notations common across the thesis are unified in this section, whereas defining

notations specific to some particular work(s) is deferred to the respective chapter dedicated to

the discussion.

(%] The set of integers {1,2,...,k}, k€N
[a, b] The set of integers {a,a+1,...,b},a <beN
{-} A collection of distinct objects (a.k.a Sets)
) An ordered collection of objects (a.k.a Tuples)
|K| Size of the set/tuple K
n Cryptographic security parameter
N 2m
B {0, 13"
fyg, ... Functions/ Partial Functions
Dom(f)/ Ran(f) Domain/Range of the function f
G(V,E) Unlabelled, undirected graph G with vertex set V'
and edge set E
G(V,E, L) Labelled, undirected graph G with vertex set V', edge set F,
and edge label set L
x|i] The " n-bit block of the bit string =
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3.2 Random Functions.

A (probabilistic) function f : X — Y is said to be a random function if for each 2 € X the value

of f(x) is chosen uniformly at random from ). More precisely,

1

Prif(z) =y | f(z1) = y1, f(x2) = yo, ..., f(xg) =y = m

where |)| is finite and = ¢ {z1,..., 24} and y,41,...,y, € V. 7 : X — X is said to be a random

permutation if for each x € X we have,

1

Pr[r(z) = y | m(z1) = y1,7(x2) = Yo, ..., 7(xy) = yy] = =

where |X| is finite and « ¢ {z1,...,24}, ¥1,...,yg € X and y € X\ {y1,...,yq}

A random function f: X — )Y can be viewed as a function sampled uniformly from the set
of all functions from X to ). A random permutation is similar to a random oracle except that it
is a permutation; one can thus view a random permutation 7 : X — X as a permutation chosen

uniformly at random from the set of all permutation on X.

3.3 Indifferentiability

3.3.1 Overview

At a high level, there are two common approaches to designing symmetric-key cryptographic
systems. The constructive approach is to design cryptographic primitives (such as block ciphers
or compression functions) from scratch. The designer creates a circuit or algorithm and claims
that it possesses certain cryptographic properties, such as resistance to attacks. However, these
claims are typically not mathematically provable; instead, they are supported by heuristic jus-
tifications and must withstand prolonged and rigorous scrutiny from competent cryptanalysts
to gain acceptance in the cryptographic community. In contrast, in the reductive approach, one
builds on previously-designed cryptographic primitives. These primitives, which have under-
gone extensive analysis and scrutiny, are treated as black-boxes. The designer constructs a new

cryptographic system, known as a mode of operation, by utilizing the black-box primitives; such

a design is as a norm accompanied by a mathematical reduction-based security proof based on
some axiomatic idealized property of the underlying primitive.
The most common type of security proof used in the reductive approach is indistinguishabil-

ity. Indistinguishability proofs demonstrate that, as long as certain black-box assumptions about
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the underlying primitives hold, the constructed system is computationally indistinguishable from
an ideal random system with the desired security properties. The concept of indifferentiability,
introduced by Maurer, Renner and Holenstein (2004a), offers a framework for ‘deeper’ security
proofs for such constructions.

We use the term oracle to denote an interface which provides an adversary a black-box access

to a hidden function. An oracle F' providing access to a hidden function ¢ will receive a query x
and respond with ¢(x); we simply denote this response as F(x), and say that F' provides oracle
access to ¢; wherever there is no scope for confusion, we shall refer to F' and ¢ interchangeably.
We will also use the standard notation F¢ to denote that F has access to the oracle G. The
same formalisation can be used to represent oracles that provide several different interfaces,
each providing access to a different hidden function, by expanding the domain to include an
additional input that indicates which interface to use. For instance, for a hidden permutation
7, an oracle can provide access to both 7 and 7—! by accepting an additional input indicating
the direction of query (forward or inverse). We provide the relevant formal definitions in the

following subsection.

3.3.2 Games for Indifferentiability Security

- { DEFINITION: Distinguishing Advantage ]—

For two oracles O, Oy and a deterministic adversary 4, a distinguishing game is played

as follows: the challenger picks a bit b at random and gives A access to Op; A makes a
bounded number of adaptive queries to Oy, and outputs a guess bit b'; A wins if b’ = b.

We define the advantage of A at distinguishing Oy, Oy as

AdvO9(A) = |P1r[AO1 returns 1] — Pr[ A9 returns 1]|.

We consider a more general definition of distinguishing games, where the game G can specify
additional constraints on the queries made by A. Also, after all the queries have been made but
before A outputs the guess bit, O, can reveal some additional information about the hidden
function(s) to .A. We use the notation Advgl’oo (A) to denote the advantage of A in game G

against oracles O, Op.

Indifferentiability. Consider a construction ¥ with oracle access to a public primitive f
trying to emulate an ideal primitive F. In the indifferentiability game (denoted indiff), the

real oracle O; provides interfaces to € and f (which in turn can encapsulate several interfaces
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Figure 3.3.1: The distinguishing game of A in the indifferentiability security game.

as discussed above, like inverse calls), and the ideal oracle Oy provides interfaces to F and a
simulator Sim, which has oracle access to F, and tries to emulate f. Sim does not see the queries

made directly to F by A.

{ DEFINITION: (gg, €)-Indifferentiable ]_

%7 is said to be (gg, ¢)-indifferentiable from F if there exists a polynomial-time simulator

Sim with making at most gg queries to F, such that for any indiff adversary A making

at most g oracle queries in all,
01,0
Advinéiff ’ (A) <€,

where O includes access to the particular simulator Sim in question.

Here, g and € are functions of . We simply call € indifferentiable from F if ¢g is bounded
above by some polynomial in ¢ and € is a negligible function of the security parameter n for any
q. The security parameter we use will be the number of bits needed to represent the output of
F, ie., [logy |Ran(F)|]. In addition to the query complexity, we consider the time complexity
of the distinguisher and the simulator. The composition theorem from Maurer, Renner and
Holenstein (2004a) states that if ¢ is indifferentiable from F, then ¢/ can securely replace F in
arbitrary (single-stage) contexts. Thus, proving that € is indifferentiable from F demonstrates

that all the security properties implicit in F also hold for €.

There are, broadly speaking, two main applications of indifferentiability. When f and F
represent different ideal functionalities, indifferentiability can show that a model which assumes
the existence of f implies a model which assumes the existence of F. This was seen in action
in proving the equivalence of the Random Oracle (RO) model (introduced by Bellare and Ro-
gaway (1993a)) and the Ideal Cipher (IC) model (introduced by Shannon (1949b))—an XOR
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of permutations using ICs was shown to be indifferentiable from an RO by Coron, Patarin and
Seurin (2008b), and a Feistel network using ROs was shown to be indifferentiable from an IC
by Holenstein, Kiinzler and Tessaro (2011b). When f and F represent the same ideal function-
ality but f has a smaller domain, indifferentiability implies that the construction ¢ can be used
for extending the domain of f; this was used by Coron et al. (2010) to demonstrate a domain

extender for the IC.

3.3.3 Sequential Indifferentiability.

In the classical indifferentiability setting, the distinguisher doesn’t need to make its queries
in any particular order with respect to when the construction is queried and when the primi-
tive(s) is queried. A stricter version of the classical indifferentiability is the notion of sequential

indifferentiability, introduced by Mandal, Patarin and Seurin (2012a). A sequential distinguisher

D is primitive-construction-sequential if it first makes all its primitive queries (without querying

the construction), and then follows to make its construction queries (without querying the prim-
itive), in that order. For a deterministic, sequential adversary D interacting with oracles Oy, Oa,

its distinguising advantage is defined identically to the case of classical indifferentiability.

[ DEFINITION: (gg, €)-Sequentially Indifferentiable ]_

€7 is said to be (gg, €)-sequentially indifferentiable from an ideal primitive F if there
exists a polynomial-time simulator Sim with making at most gs queries to F, such that
for any adversary D making at most ¢; primitive queries and g construction queries (in

that order), we have

0,0
Advse;—ingifF(ID) <€

As in the case of classical indifferentiability, ¢s is a function of ¢ = ¢1 + ¢o2, and g¢g, € are
functions of ¢. Sequential indifferentiability is a weaker form of the classical indifferentiability
notion of Maurer, Renner and Holenstein (2004b), in the sense that a sequential adversary
acts in a restricted manner as compared to how an adversary might function in the classical
indifferentiability setting. It is important to note that any sequential adversarial attack is
also applicable in the classical paradigm. This directly implies that if a construction is not

sequentially indifferentiable, then it is not differentiable in the classical sense, either.
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3.3.4 H-Coefficient Technique

The transcript 7 in a distinguishing game is the part of the computation visible to the adversary
at the time of choosing its final response. This includes the queries and the responses, and may
also include any additional information the oracle chooses to reveal to the adversary at the end
of the query-response phase of the game.

We say an oracle O yields 7 to denote the event that A interacts with O (the interaction
denoted by G) and obtains 7 as the transcript. Now, for a transcript to be realised, two things

need to happen:
e The adversary needs to make the queries listed in the transcript;
e The game needs to make the corresponding responses.

Of these, the former is deterministic; the latter, probabilistic. For instance, consider a transcript
for two queries x7 and xo, with outputs y; and ys respectively. This transcript will be realised

only when the following four events occur:
o A begins by querying x; (deterministic, depends only on A);

o O responds to x1 with y; (probabilistic, depends only on G’s randomness after conditioning

on first event);
o A, on examining the output y;, next queries xs (deterministic, depends only on A);

o O responds to xo with yo (probabilistic, depends only on G’s randomness after conditioning

on all earlier events).

Thus when we talk of the probability of O yielding a transcript, we are only concerned with
the responses of O, with the assumption that the adversary’s queries are consistent with the
transcript. For any other adversary, this probability is trivially 0. Thus Pr[O yields 7] depends
only on 7 and the random coin of O, and not on the adversary.

Suppose an adversary A is trying to distinguish between a real oracle O; and an ideal oracle
Oy in a game G. We state below a theorem, due to Patarin Patarin (2009), that we’ll later use
in our proofs. The name comes from the original paper, where the (scaled) probabilities of a

game yielding a transcript were called H-coefficients.

Theorem 1 (H-Coefficient Technique) Suppose we can define an event bad in a game against
Oy, and we call T good if it can be obtained from Oy without encountering bad. Suppose the

following hold:
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o Pr[bad] < ¢.

e For any good T,

Pr[O yields 7] > (1 — e2) - Pr[O¢ yields 7).
Then for any adversary A we have
Advgl’OO (A) < e1 + e

This technique will be used on multiple occasions in this thesis when proving the indifferen-

tiability security of different constructions.
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Chapter 4

The Cascade Block Cipher and
the CDN3 9 Construction

4.1 Introduction

Confusion-Diffusion Networks and Existing Results. Substitution Permutation Net-
works (SPNs) are a class of block ciphers that yield a wn-bit block cipher by iterating three
steps, namely, key addition (XORing a round key with the wn-bit state), substitution (break-
ing the wn-bit state into w n-bit states and applying an n-bit permutation on each of them),
and permutation (passing the entire wn-bit state through a key-less permutation). SPNs can
be viewed as confusion-diffusion networks, where the “substitution” step is akin to “confusion”,
and the “permutation” step is viewed as “diffusion”. Dodis et al. (2016a) initiated the indifferen-
tiability analysis of SPNs and introduced the notion of Confusion-Diffusion Networks (CDNs).
CDNs may be viewed as SPNs without the key addition step. Their CDN models are built upon
public random (n-bit) primitives, typically called S-boxes, and non-cryptographic permutation
layers, typically known as D-boxes. Other than showing an attack on the 2-round CDN con-
struction with a non-idealized key schedule, they proved that, when the D-boxes are non-linear
(and hence achieve more diffusion), five rounds are sufficient for indifferentiability, and that the
security bounds improve with an increase in the number of rounds. They further showed that
when the D-boxes are linear, nine rounds are sufficient for indifferentiability. These results go
a long way in establishing that using non-linear diffusion layers leads to better security. Da,
Xu and Guo (2021a) continued the CDN exploration by analyzing their security in the sequen-

tial indifferentiability paradigm Maurer, Renner and Holenstein (2004b) - a weaker version of
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Maurer’s indifferentiability setting. They proved the sequential indifferentiability of the 3-round
CDN construction (under some moderate conditions on the D-boxes), and exhibit the tightness
of their positive result by showing a primitive-construction-sequential attack on the 2-round

construction.

Cascade Block Ciphers and Existing Results. An ideal (x,n)-block cipher IC[k,n] is a
collection of 2” independent, random, and efficiently invertible n-bit permutations, indexed by
a k-bit key k. A Cascade cipher is a concatenation of block cipher systems. A cascade of [ block

ciphers is called an [-cascade, and is of the form

El(kl7El—1(kl—17 ey EQ(]CQ, El(kl,m)) .. )

for an input message m. Shannon (1949a) showed that the cascade of [ independent ideal (k,n)-
ciphers is a special case of product secrecy system, and is a set of 2! n-bit permutations, but
failed to provide additional insight on the nature and structure of the permutations. Even and
Goldreich (1985) proved that the set of permutations achieved by I-cascade are not independent
and that their behavior could be modeled by conducting only {-2" exhaustive experiments. These
experiments, however, did not allow the adversary to query the underlying ciphers. Lampe and
Seurin (2013) observed that the cascade of two IC(k,n) with two independent keys was not
indifferentiable from IC(2k,n).

Guo, Lin and Liu (2016) addressed the question of the required conditions and sufficient
value of [ in the Ideal Cipher Model, under which an Il-cascade of IC(x,n) will be indiffer-
entiable from IC(x’,n), where ' > k. They showed that, for an alternating key schedule
KS(k1,ke) = (k1, k2, k1, ...), the 4-cascade construction is indifferentiable from IC(2k,n) with
n/6-bit security, whereas the 2-cascade and 3-cascade constructions are not. The existence of
the slide attack by Biryukov and Wagner (1999) rendered the authors incapable of considering
using the same block cipher for an [-cascade under the alternating key schedule, irrespective
of the value of [. The authors, on the request of the EUROCRYPT 2016 referees’ panel, fur-
ther explored the indifferentiability of 3-cascade with the key schedule (kq, ko, k1 @ k2), which
side-stepped the attack on 3-cascade with alternating key schedule given by Guo, Lin and Liu
(2016). They provided a 10-query distinguisher that succeeds against any simulator. They
generalised this attack to cover all key schedules K S(K) = (k1, ko, k3) where m1(K) = (k1, k2),
ma(K) = (k2,k3) and 73(K) = (ks, k1) are efficiently computable 2x-bit permutations, for a
2k-bit master key K.
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4.2 Definition of CDN,,,

NoTATION: General Confusion Diffusion Networks
We write any « € {0,1}*", as « =: (z[1],z[2],-- - , z[w]), with z[i] € {0,1}"™ for i € [w],

that is, by z[i] we denote the i-th n-bit block of x.

Fix integers w,r € N. Consider a collection of rw permutations
P ={F; {0, 1}" = {0,1}" | (i, 7) € [r] x [w]}
and a collection of 7 — 1 permutations,
I ={m:{0,1}*" = {0,1}*" |i e [r—1]}
Given P we define the permutations P; : {0,1}*" — {0,1}*", for i € [r], as follows:

Pi(z)[j] = Py (z[4]), Vi € [w]

The confusion diffusion network based on the collections P and II, is defined as
COND! .= PiomoPyomo---om_10P;

We often refer to this construction as CDN,, ,, whenever P, II is clear from the context.

For the purposes of this thesis, we will be simplifying the notations for CDNg o (likewise, for
CDN3 5 in the following chapter) with ease of the readers in mind.

NoTATION: CDN2 2

Consider the collection of four permutations from {0,1}" to {0,1}",
P= {7)1 = P1,1,P2 = P1,2,7)3 = P2,17P4 = P2,2}
and a permutation 7 : {0,1}?" — {0,1}*", so that

I = {r}
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Input/output pairs for P;,i € [4] will be represented as (u;, v;), (u}, v}), (uf, vf) ete., and

those for the construction C will be denoted as the pair of tuples ((u1,us), (vs,v4)). etc.,

where C(uq,us) = (v3,v4).

Note that for any particular construction input/output pair ((u1,us),(vs,vs)), we have
7(v1,v2) = (ug,uq). These collections of permutations determine the construction CDNg o,

shown in the Fig. 4.2.1.

U1 u3
Vo L1 Uy

Figure 4.2.1: The CDN3 > construction.

4.2.1 Attack against CDNy,

The attack against CDNg 2 proposed in Dodis et al. (2016a) proves that this construction is not
indifferentiable in the classical sense. Guo et al. proposed another attack in Da, Xu and Guo
(2021a) that they claim proves that this construction is not even sequentially indifferentiable.

The attack is as follows:

1. Find v; and vy # v} such that w(vy,v2)[1] = m(vy,v4)[1], where m(x)[1] denotes the first
n-bits of m(x)

2. Query the right oracles to get Py ' (v1) — u1, Py '(va) — ug, and Py (vh) — ub
3. Query the left construction oracle to get C(uy,us2) — (vs,vs) and C(uqg,ub) — (v§,v}))

4. Output 1 if and only if vg = v5.

Error of the Attack. Consider a function 7(u,v) = (u®v,v). Clearly, 7(u,v) = w(u',v") =
u = u',v = v'. Hence, 7 is a permutation. It is pertinent to note that, for such a permutation

m, there does not exist any v and v # v’ such that 7(u,v)[1] = 7(u,v")[1].
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Figure 4.2.2: The top and bottom vertices denote a pair of copies of {0,1}?" = A; - --1J Agn, the
blue edges are between 2n-bit numbers whose first n-bits match, the red edges denote input-output
pairs under 7 restricted to the first n bits.

In fact, there is an entire class of 2n-bit permutations for which the above assumption does
not hold. Consider a partition of {0,1}?" = A; L Ay LI --- LU Ayn where the subset A; = {v €
{0,1}?" | v[1] = (i — 1),,}, where (m), is the n-bit representation of the integer m. Thus for
any 1, all elements of A; have the same first n bits. Now suppose 7 sends distinct elements
of A; to elements of distinct subsets, i.e. for v # v’ € A;, if 7(v) € A; and w(v') € Ay, then
j # k. There are exactly [(2")!]2n such permutations 7 satisfying the above property. For all
these permutations, there does not exist u,v # v’ € {0,1}", such that 7(u,v)[1] = 7(u,v")[1],

and hence for which the above attack does not work.

4.2.2 Proposed Attack

For an easy understanding of our attack, we introduce the notion of a functional graph. Consider

a bijection f : {0,1}?™ — {0,1}?". We define the functional graph G/ for the function f.

- { DEFINITION: Functional Graph. ]_

Let X,Y be two disjoint copies of {0,1}?". The vertex set of G/ is defined as X UY,

and the edge set of G/ is defined as follows:

o Internal Edges: For x,2’ € X, if x[1] = 2'[1], then the edge {z,2'} € G/. For
y,y' €Y, if y[1] = y'[1], then the edge {y,y'} € G

« External Edges: For € X and y € Y, if f(z) = y, then the edge {z,y} € G/.

[ DEFINITION: Alternating Cycle

Let f, G be defined as above. A cycle C = (a1,aq,...,ax,a1) in Gf is called an
Alternating Cycle if, for every internal edge (a;, a;+1), the edges (a;—1,a;) and (a;11,a;12)

are external.
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Basic Idea of Our Attack Let G°™ be the functional graph of the construction permutation.
Any alternating cycle in G°™® represents a constraint, that is a low probability event in the
ideal world. Any alternating cycle in the functional graph, G™, of 7, translates to an equivalent
alternating cycle in G with probability one in the real world. Hence finding an alternating

cycle in G™ constitutes a valid attack on this construction.

The Distinguisher D, Since the permutation 7 is non-idealized, it is available to Dggn
in totality, and the computation required for finding an alternating cycle in G™ can be done

efficiently.

1: Search for either a 4 alternating cycle or 8 alternating cycle in G7.

2: if the 4 alternating cycle (xg,yo,y1,21) is found then
3: Primitive queries to 73;1: zo[1].
Let w1 be the response received.
4: Primitive queries to 7)2_1: z0[2] and z1[2].
Let uz and uf, be the respective responses received.
5: Construction queries: (u1,u2) and (u1,uj).
Let (v3,v4) and (v}, v)y) be the respective responses received.
if v3 = v} then
return 0.

else

return 1.
10: else if the 8 alternating cycle (zo, Yo, y1, 1, Z2,Y2,Y3, z3) is found then
11: Primitive queries to 'Pfl: zo[1] and z1[1].
Let u% and u% be the respective responses received.
12: Primitive queries to P;l: z0[2], z1[2], z2[2] and x3[2].
Let u%, ug, ug, and u% be the respective responses received.
13: Construction queries: (ul,ud), (u?,u2), (u?,u3) and (ul,u}).

Let (vi,v}), (v3,v2), (v3,v3) and (v}, v}) be the respective responses received.

14:  if v} =02 and v3 = v} then
15: return 0.

16: else

17: return 1.
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Figure 4.2.3: Attack with an 8 alternating cycle in G™

In the real world, given that Dy, finds an alternating cycle, it returns 0 with probability
1. In the ideal world, even though the inputs of all construction queries are revealed to the
simulator before Dy, queries the construction, finding a cycle in G is still necessary for the
simulator to respond to the primitive queries appropriately in order to succeed against this
attack. Any simulator making ¢ queries finds a cycle in G with probability (9(2‘2,—1). Thus,
for any simulator making << 2" queries, the distinguisher D.q, can successfully differentiate
between the two worlds, with probability close to 1, by just checking whether the alternating

cycles of G has a corresponding isomorphic copy in G°"S.

4.2.3 Analysis of the Attack

Lemma 1 For any simulator S which can make ¢ many ideal cipher C-queries, the polynomial-

time distinguisher Den succeeds with advantage

¢
AdV(Dcdn) Z 1-— 2%
CDNYF P . .
Proof 1 Let py :=Pr |Dy, = — 0| denote the probability that Dy, returns 0 when inter-

C
acting with the construction CDNE’Q73 and primitives P, in the real world. Let py := Pry [Dfd’ns — O}

denote the probability that Deyn returns 0 when interacting with ideal cipher C, and simulator
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SC, in the ideal world. Thus Adv(Degn) = |p1 — p2|. In Lemma 2 we show that G™ will contain
either an alternating cycle of length 4 or 8 and hence Deyn will find it. Thus p1 = 1. In Lemma
3 we show that the probability of the simulator finding a cycle of any length in G, by making
q ideal cipher queries is q*/2*". If and only if, S can find an alternating cycle of length 4 or 8
in G = GC, can it reply to the distinguisher’s primitive queries such that it returns 0. Thus

p2 < Pr(S finds a cycle in C).

AdV(Dcdn) = |P1 - p2|

>1—Pr(S finds a cycle in C)

O

Lemma 2 For any bijection 7 : {0,1}?™ — {0,1}2", the functional graph G™ either contains an

alternating cycle of length 4, or an alternating cycle of length 8.

Proof 2 Let G™ := G[X,Y]. For any x € X, let Nx(z) := N(z) N X, that is the neighbourhood
of x in G|x. Similarly for any y € Y, we write Ny (y) := N(y)NY. We extend the definition of
Nx for any subset X' C X, as Nx(X') := U,cx Nx(z). For any Y' CY, we define Ny (Y’)
similarly. Note that for any x € X andy € Y, |[Nx(x)| = |Ny(y)| =2" — 1.

We take any zo € X, and let yo = m(zo). If Nx(zo) N 7 (Ny(yo)) # 0, then let
21 € Nx(zo) and y1 € Ny(yo) be such that m(x1) = y1, which implies that (xg,yo,y1,21)
is an alternating cycle in G, and we are done. So we assume the contrary, that Nx(xo)
and 7Y (Ny (o)) are disjoint. Now if there is an internal edge between any two vertices
z1,22 € m Y(Ny (y0)), then there exists y1,y2 € Ny (yo) such that w(z1) = y1 and 7(z2) = ya,
which implies (x1,y1,Y2,T2) s an alternating cycle in G™. Similarly, if there is an internal
edge between any two points in w(Ny(xo)), then also we end up with an alternating cycle of
length 4. So we also assume that m(Nx(z0)) and 7= *(Ny (yo)) are independent sets. In that
case [Ny (1(Nx(20)))| = [Nx(7 ' (Ny(y0)))| = [m(Nx (7~ (Ny(y))| = (2" — 1)*. Since
Ny (m(Nx(20))), 7(Nx (771 (Ny (y0)))) € Y and |Y| = 22, this leads us to the conclusion
that Ny (m(Nx(x0))) N 7(Nx (7~ 1(Ny(y0)))) # 0. Let ya belong to this intersection. Since
ya € T(Nx (7Y (Ny (y0)))) there exists y1 € Ny (yo) and xa € Nx (1), with x1 :== 7w~ (y1), such
that m(x2) = yo. Since y2 € Ny (m(Nx(x0))), there exists x3 € Nx(xo) with y3 = w(x3), such

that yo € Ny (y3). In this case (o, Yo, Y1, %1, %2, Y2,Y3,Z3) form an alternating cycle in G*. O
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Lemma 3 Let C be an ideal 2n-bit permutation and let S be any algorithm making at most q

oracle queries to C. Then,
Pr(S finds an alternating cycle in P) < ——

Proof 3 We denote the transcript of S after i sessions as 7; == {(x,y)| C(x) = y}. Let G; be
the functional graph of the transcript 7;, which is a subgraph of G¢. Assuming that G; is acyclic,
Pr(S finds a cycle after the (i + 1) session) < Pr(y;41[1] = y;[1]] (-, y;) € Ti) = 5=. Then,

Pr(S finds a cycle in P) = z Pr(S finds a cycle after the i'" session)
i€[q]
< q x Pr(S finds a cycle after the ¢'" session)

2
<

l\D‘bQ
3

The second line of the inequality is obtained by applying the Union Bound. ]

4.3 Attack on Three Round Cascade Cipher
K —{/— w

k1 ko ng
e[

Figure 4.3.1: The 3-Cascade construction for a key schedule f (taking 2n-bit input K and providing
a 3n-bit output (k1, k2, k3)), and n-bit block ciphers E1, Es, Ejs.

4.3.1 Preliminiaries

CAscADE BrLock CIPHER. For ¢ > 2, let Fq,---, E; be £ independent ideal block ciphers,
E; : {0,1}F x {0,1}" — {0,1}", i € [{]. Let & = (Ey,---, Ey). Let KS: {0,1}* — {0,1}* be
a function, called key-scheduling function, which basically derives ¢ round keys from a master
key K € {0,1}*". Then the /-round cascade cipher construction based on E¢ and key-scheduling
function KS is a block cipher with key space {0, 1}k' and message space {0,1}", defined as

follows:

CCE (K, 2) = Eylke, - Bo(ria, By (k1,2)) ),

where KS(K) = k% = (k1, K2, , k) € ({0,1}F)¢ and z € {0,1}"™.
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{ DEFINITION: Left/Right Colliding Keys
A pair of distinct keys (K := (k1, ko, k3), K’ := (K, k5, k%)) is said to be left-colliding if
k1 = ki, and are called right-colliding if ks = k5. We define the sets of left-colliding and

right-colliding key pairs as C| and Cr respectively.

kY = kY=

—ko = k3

"o o=
kf% - ]<‘47

Figure 4.3.2: 4 Chain at left:
(1{17 1{2, K:;, f&’4), where
K; = (ki, K}, k), satisfying the equalities
in the figure. Figure 4.3.3: Double Intersecting 4 Chains:
(K1, Koy Ks, K1) and (1, 502, 523, 521), where K; = (ki, ki, k')
and s; = (ki, K5, k7 ), satisfying the equalities in the figure.

{ DEFINITION: 4-Chains (at left) ]_
A 4-tuple (K, Ko, K3, K4) of keys is said to form 4-chain at left if

o (K1,K3), (K3,K4) € Cr and

. (Kg, K3) S CL

We can similarly define a 4-chain (K7, Ko, K3, K4) at right in which (K4, K3),
(K3, Ky4) € CL and (K3, K3) € Cr. See figure 4.3.2 for an illustration of 4-chains. We denote the
set Cq := {(K1, K2, K3, K4)| K1, K, K3, K4 form a 4-chain at left}.

{ DEFINITION: Double Intersecting Chains

A pair of distinct key tuples (K1, Ko, K3, K4), (K1, K}, K5, K}) € Cy are said to be

double intersecting (or simply, intersecting) if Kjo = Kj,, ¥V j € [4], where K; =
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(ijl, Kj72,Kj,3) S {0, 1}3n

For an intersecting pair of 4-chains (K, Ko, K3, K4) and (k1, ko, K3, k4), we denote
(ki,x}) as the starting pair and call (k},x}) the ending pair, where K1 = (ki,-,-),

k1 = (K}, ), K4 = (K),-,-), and k4 = (K], -, ) (See figure 4.3.3).

4.3.2 The Distinguisher D

We assume that D efficiently finds a starting pair (k7, x}) and an ending pair (k, }) such that
there are O(22") intersecting 4-chains connecting them, the existence of which will be shown in
the analysis section. From the above-mentioned set of paths, D selects a path uniformly and at
random. Let (K7, Ko, K3, K4) and (K1, ke, k3, k4) be the randomly chosen intersecting 4-chains
with F(K;) = (kj, k/,k!") and F(k;) = (k},&], k"), i € [4]. D samples y1,y2 <5 {0,1}" and

executes the following query routine:

1: Primitive queries to El_lz (k1,y1) and (K, 91).
Let x1,x2 be the respective responses received.
2: Construction queries to E: (K1,z1) and (K1, z2).
Let a1,as be the respective responses received.
3: Construction queries to E~1: (K2,a1) and (k2,a2).
Let 7, z}, be the respective responses received.
4: Construction queries to E: (K3,x]) and (k3,x}).
Let a, al, be the respective responses received.
5: Construction queries to E~1: (K4, a}) and (k4,a}).
Let z/, zf be the respective responses received.
6: Primitive query to E1: (kfj,zY).
Let y} be the response received.
7 b«s{H,T}.
8: if b= H then

9: Primitive query to E1: (s}, z}).
10: else
11: z* 5 {0,1}" (If * = ], sample again)
12: Primitive query to E1: (k},z*).

Let yy be the response received in either case.
13: if [b =H and y] = yé/] Or [b =T and y} # yé’} then
14: Return 0
15: else
16: Return 1
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In the Real World, if b = H, then y{ = y4 with probability 1, and if b = T, then vy} # yi
with overwhelming probability. Whereas in the Ideal World, these conditions are satisfied with
negligible probability, which will be analyzed in detail in the following section.

Figure 4.3.4: The Distinguisher samples a pair of Double Intersecting 4-Chains as depicted above,
and forces a collision in E; at y. Making forward and backward construction queries from z; and 2
with appropriate keys, it obtains 7 and x4, which, in the real world, must exhibit a collision in E; at
y"”. (The corresponding keys for the primitive and construction queries are implied from the sampled
pair of Double Intersecting 4-Chains)

4.3.3 Analysis of Attack

Let f: A — B. A collision pair of f is a pair (a, a’) of distinct elements such that f(a) = f(a').

Let Cy denote the set of collision pairs for the function f. We also write Cy = |Cy]|.

Lemma 4 Let f: A — B be any function where |A| =k - |B|, k > 2. Then,
Cy > k(k—1)-|B]

Proof 4 Fiz a function f. There is no loss to assume that B = {1,2,...,b} and |A| =k x b.
Let (A{7A£, . .,A{f) be a partition of A such that A{ = f7L(i) (which may be the empty set).

33



Let |Al| = a;, i € [b]. Clearly, > iep) @i =k x b. Thus,

Of = Z ai(ai - 1)
1€ D]

v

1

3 % Z a; | — Z(ai) [Cauchy-Schwartz Inequality]
1€[b] 1€[b]

[(k x b)?

= b—kxb}:k(k—l)x|B|.

Note that the equality achieves if and only if a; = k V i € [b] (i.e. f is a regular function).

Key Schedule Analysis. Let F := {0,1}>" — {0,1}3" be a key scheduling function for the

3-round Cascade cipher
E((k, k'), ) = E3(ks, Ea(k2, Er(k1, %)), F(k, k') = (k1, k2, ks),

E1, FE>, E5 are independent n-bit block ciphers and x € {0,1}". In order to explain how the
attack works, we first take a detailed look at the key schedule F. Throughout the section, keys
will mean the 3n-bit outputs of the function F. We also assume that F' is injective and hence
there are exactly 22" many keys. When F is not injective (suppose F(K) = F(K')) a simple
attack can be employed by querying the construction with the same input with the keys K and
K’. In the ideal world, they yield the same output with negligible probability, whereas this is
true with probability 1 in the real world.

Let F3 := {0,1}*" — {0,1}" be a function defined as F3(k,k’) = k3, where F(k,k') =
(K1, k2, ks). Applying lemma 4 to the function Fj, the number of right-colliding key pairs is at

least 2™(2™ — 1) x 2™. A similar argument applies to right-colliding key pairs. Hence,
o] > 222" — 1), Crl = 227(2" 1), (1)

Lemma 5 The number of 4-chains at left (and similarly at right) is at least 2°™ /4 for alln > 2.

Proof 5 Letm; :=Cgr — {0,1}"™ be a function defined as w1 (K = (k1, ke, ks), K" := (k{, kb, k3)) =
k1. Now, consider any collision pair (K2, K1), (K3, K4)) of 1. So, by definition of w1, (K2, K3)
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is a left-colliding pair. Hence, (K1, Ko, K3, K4) is a 4-chain. Thus, the number of 4-chains (us-
ing lemma 4 once again, and the Eq.1) is at least 2" x (22 — 27)(22" — 2" — 1) which is more

than 2°"=2 qs n > 2.

So, the above result says that [Cs | > 25" /4. Once again due to the lower bound of the collision

pairs, the number of intersecting 4-chains is at least 26" /8.
Lemma 6 The number of intersecting 4-chains is at least (26" — 257+3) /27,

Proof 6 Let F.oo := CLgr — {0,1}*" be a function defined as

Fooo(K1, K2, K3, Ky) = (F2(K1), Fla(K2), Fio(K3), Fl2(Ky4)), where Flo(K) is defined as
above. For sufficiently large n, |Cig| > 25"73 [from lemma 5]. Using lemma J and noting
that |Dom(Fooo)| > 2773 x |Ran(Fooo)|, we get that the number of intersecting 4-chains in

F> % x [Ran(Fooo)| = Wgﬁ — 027,

Note that there can be a maximum of 24" combinations of starting and ending pairs. By
applying the Pigeon Hole Principle, we get that there exists at least one starting pair (k,k’)
and one ending pair (K", k") such that there are 22"~3 distinct intersecting 4-chains connecting
them. It is this information that the distinguisher eventually leverages when executing the

attack.

4.3.4 Probability Analysis.

Let gs be the number of queries allowed to the simulator S. Recall that D randomly selects an

22n—7 _ 2n—4

intersecting pair of 4-chains from > possible choices (from lemma 6). Let Zy be the

event [[b=H|N[y! =5 U[b=T]N[y) #v5]]. Also, let ZW be the event that D interacts
with the Ideal World and RW be the event that D interacts with the Real World. Then,

Pr(Zo| RW) = Pr([b = H| N [y} = y5]| RW) + Pr([b=T] N[y} # y5]| RW)
=Pr(b= H).Pr(E;(k},2)) = E1(k),x5)| RW) +
Pr(b="T).[1 — Pr(E1(k),2)) = E1(kl, %) RW)]

11
=-+:[1-0=1
5 T51=0

In the Ideal World, every intersecting 4-chains of keys connecting the starting pair (k}, }) and

the ending pair (kj}, k}) is visible to S. It is but a question of whether S is able to identify
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the exact path chosen by D. Let P := P o)y wy) = {(K,K')| K,K’ € Cir} be the
set of all intersecting 4-chains with starting and ending pairs (k7, x}) and (kj, k}) respectively,
and each K is a four-tuple of keys. For an element (P, P’) € P, let E(P,z) denote the ideal
cipher query sequence E~1(Ky, E(K3, E~1 (K3, E(K1,1)))), where P = (K1, Ka, K3, K;) and
P'|= (K1{,K}, K}, K})] are a pair of intersecting 4-chains. Let (Pp,Pj) € P be the path
randomly chosen by D. For simplicity, when S makes any query of the form E(P, z) as described
above, we will associate 1 query cost with it, instead of 4. Let X¢ be a random variable
that denotes the path (P, P’) € P chosen by S. We will assume that if S observes, for some
(P,P") € P, that E(P,z1) = 2 and E(P’,z2) = z} (or vice-versa), then S responds to the
query FEi(k),x4) with the value y{. Then,
[E(P, x2) = 5] N [(Po, ) # (Pp, Pp)l, (Po, PY) € P.

Pr(Zo|ZW) = Pr([b = H] N [yy = y5]| IW) + Pr([b = T] N [y’ # 51| IW)

< Pr(b=H) x [Pr [E(Pp,a1) = o, E(Pp,w2) = 23| X5 = (Pp, Pp)|

» Pr [XS - (PD,P{D)}

+ Pr [E(P,xl) = ll, E(P',22) = 2| X5 = (P, P)

X Pr| XS = (P,P') # (Pp, Pp)|

+ Pr(b=T)
1 ds 1 1 1
< 2[1 X Sgn7 _on—d T 45X 55p X [1_ 22n—7_2n—4:| T3
1 ds 1 s
=gt 2%*7—2%4[1_%} T o

Hence, the indifferentiability advantage of the distinguisher D against any simulator S with

query bound ¢s is

AdVE75(D) = |PI‘(I()‘RW) - PI‘(Z()‘IW”

1 1
L PR S R qs]

>1- 22n—T7 _ 9n—4 B 22n 2771
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1 | qs 1 qs
T 9 | 92n—8 _9n—5 [1 o 2@} + 22n+1]

- (B o]+ ] 25

Y
I
|

9 22n T 920 92n+1

1 [22xgs 22xqs 1 gs ]
— — X —_
2 922n 24n 2 22n

- (29+1)qs_29><qs]

2 22n 24n

Theorem 2 The indiffirentiability advantage of the distinguisher D against any simulator S
with query bound qs is given by

— €

Adve s(D) >

N | =

29 x
Where € = (29 + %) e — Tpras.

ILLUSTRATION OF THE ATTACK FOR A LINEAR KEY SCHEDULE. For the 3-round Cascade
Cipher, consider the key schedule f(ki,k2) = (k1,ko, k1 @ k2), ki1,ka € {0,1}". Choose
(K1, k2), (K}, kS) € {0,1}2" such that k; # k7. Define the 3n-bit keys K1, Ko, K3, K4, K, Kb, K}, K}

as follows:
o Ky = f(ki,ka) = (K1, k2, k1 @ k2)
o Ky=f(k1®ka @KL, kL) = (k1 D ko @KL, kb, k1 D ka)
o Ky=f(ki®ky@®kh ko) = (k1 @ ko @ kb, ko, k1 @ k)
o Ky = f(k1,k3) = (k1, k5, k1 @ k3)
o Ky = f(k1, ko) = (K1, ko, Ky & k2)
o K= f(K @k @KL KY) = (k] D ke @Ky, kb k] & ko)
o K}= f(k, ®ko®kh ko) = (K ® ko ® kb, ko, k) DKL)
o Kj= f(ky,ky) = (K1, ko, Ry @ Ka)

We note that both the four-tuples (K3, Ko, K3, K4) and (K1, K4, K}, K}) form 4-chains, on top
of which, the two 4-chains are intersecting. This means, for a fixed starting pair = ending pair
= (k1,k}), we have 22" choices for the pair (ko, kb), giving us 22" intersecting 4-chains with the

given starting and ending pair (k1, k]). Thus, for a given (ki, k}), a distinguisher D can select
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one of 22" choices of the pair (kq, k5), define the keys K;, K/, i € [4], as described above and

proceed in the same fashion as our attack approach for a generic 2n-bit to 3n-bit key schedule.

The 3-round Cascade construction with the linear key schedule given above has already been
shown to not be indifferentiable with an Ideal Cipher by Guo et. al., in their 2011 paper
'Revisiting Cascade Ciphers in Indifferentiability Setting’ The two attacks for this key schedule
are almost identical (barring the ’coin toss’ modification), and the two distinguishers exploit the

same limitation in the capabilities of a simulator.

4.4 Conclusion

Our attack on 2-CDN shows that the construction is not indifferentiable in the sequential setting,
which is a weaker notion of security as compared to classical indifferentiability. This, combined
with Guo et al’s indifferentiability analysis on 3-CDN Da, Xu and Guo (2021a) solidifies the exact
number of rounds required for the confusion-diffusion network to be sequentially indifferentiable
as 3. This is better than the number of rounds required for full indifferentiability, as found by

Dodis et al. Dodis et al. (2016a).

Lampe and Seurin’s results on the indifferentiability of the 2-Cascade construction Lampe
and Seurin (2013) indicate that the use of underlying sub-keys is pertinent with respect to the
question of a cascade of block ciphers being indifferentiable from an ideal block cipher of larger
key space. In that regard, our attack on the 3-Cascade construction with a generalised 2n-
bit to 3n-bit non-idealized key schedule shows that key reuse by considering domain extending

bijections do not lead to a secure construction in the indifferentiability setting.
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Chapter 5

The CDN3 9 Construction

5.1 Introduction

To start the second chapter off, we take a look at Substitution-Permutation Networks, touch

briefly on its history, and discuss an variant of SPN’s called Confusion-Diffusion Networks.

5.1.1 Substitution-Permutation Networks.

Each round of a Substitution-Permutation network consists of a substitution layer, a permutation
layer, and a round-key addition; the permutation layer is often skipped in the last round. A
substitution layer consists of w non-linear invertible public functions applied in parallel; these
functions are called S-bozes, denote Si,...,S,. Many common S-boxes have the same width
n for the input and the output, and we’ll restrict our attention to such S-boxes. n is usually
small enough to implement the S-box as a lookup table. The i-th permutation layer consists of a
single invertible public function P; with wn bits of input and output which has no ‘cryptographic’
strength; we’ll call this a P-box. The archetypal P-box is a bit permutation (hence the name),
but more generally they can be linear (in GIF(2")) or simple non-linear functions.

The plaintext is processed through r rounds. In round ¢, the wn-bit input z of the sub-
stitution layer is split info n-bit words as z1|...[lzw, and the output is then computed as
S(x) = S1(z1)]| .- - ||Sw(®w). When ¢ < r this goes into the i-th permutation layer and comes
out as P;(S(x)). Finally, it gets added to the round key k;, so that the final state at the end of
the round is P;(S(z)) @ k;. While the permutation layers can be different for different rounds,
we assume all the substitution layers to be identical, though we allow the S-boxes within each

round to be different. Fig. A.2.1 in Appendix A.2 shows an example of an r-round SPN with
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n =4, w = 8, and bit-permutations as P-boxes.

While S-boxes and P-boxes are often used as design components in other design paradigms
too (e.g., in designing the Feistel round function in DES), SPNs have been found to be ex-
tremely effective in achieving the properties of confusion and diffusion which Shannon Shannon
(1949b) noted to be desirable in strong cryptographic systems. Informally, confusion refers to
the cryptographically strong scrambling which breaks the correlation between input and output
bits, and diffusion refers to the spreading of the effect of each input bit and key bit over a
large number of output bits. The structural simplicity which SPNs retain while still introducing
sufficient confusion and diffusion in the design has led to its wide popularity among block cipher

designers.

5.1.2 Provable Security aspects.

While concrete block cipher designs rely on a large part on competent cryptographers to test
their security by throwing at them everything in their arsenal, there is also a parallel stream of
research dedicated to finding mathematical proofs that the high-level architecture is somehow
inherently weakness-free. Such analysis is typically carried out by making some pseudorandom-
ness assumption on some underlying components and showing by reduction proofs that this
pseudorandomness carries over to the block cipher as a whole. Such proofs, when found, imply
that the design is potentially that of a good block cipher, as long as the underlying function is
strong enough.

Luby and Rackoff Luby and Rackoff (1988) famously showed that a Feistel network can
yield a pseudorandom permutation in as few as three rounds when the round function is a
pseudorandom function; and a similar analysis was carried out by Vaudenay Vaudenay (1999)
for Lai-Massey networks. Later Hoang and Rogaway Hoang and Rogaway (2010) analysed the
provable security of several kinds of unbalanced and generalised Feistel networks. What these
networks have in common is a round function with large enough input and output so that pseu-
dorandomness assumptions on it makes sense. For SPNs, it was unclear for a while whether such
a straightforward reduction makes sense—assuming an entire round to have pseudorandomness
makes the analysis trivial for the lack of any combining function as such, and an individual
S-box is too small (typically a byte or less) for a straightforward reduction proof to make sense.

In spite of this, several approaches have been suggested for studying the security of SPNs—
Naor and Reingold Naor and Reingold (1999) modified a Feistel network into an SPN round with
a non-linear P-box and showed it security; Chakraborty and Sarkar Chakraborty and Sarkar

(2006) looked at SPNs as a mode of operation; Baignéres and Vaudenay Baignéres and Vaudenay
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(2006) analysed the security of the SPN structure used in AES; Iwata and Kurosawa Iwata and
Kurosawa (2001) studied SPNs with the specific P-box used in Serpent. In all of these works,
the S-box is assumed to be secret and random. Dodis et al. (2017) first studied the security of
SPNs in the public permutation model by modeling the S-boxes as public permutations which
the adversary has access to. Their work was extended to show beyond-birthday bound security
of SPNs, first for non-linear P-boxes by Cogliati et al. (2018), and later for linear P-boxes by
Gao et al. (2020).

Some works have also looked at the security of SPNs using approaches not typical in provable
security research. Keliher, Meijer and Tavares (2000) analysed the resistance of SPNs to linear
cryptanalysis using approximate linear hulls, Miles and Viola Miles and Viola (2015) adopted
a complexity-theoretic approach, and Liu et al. (2023) did a statistical analysis of the t-wise

independence of SPNs under various assumptions on S-boxes.

5.1.3 Confusion-Diffusion Networks.

If we view S-boxes as public permutation, a different angle of looking at SPNs is as domain exten-
ders for public permutations. For this purpose, Dodis et al. (2016¢) introduced the Confusion-
Diffusion paradigm. It may be helpful to mention first that today, the terms confusion and dif-
fusion have slightly different connotations than how Shannon used them—confusion layers now
typically consist of strong cryptographic functions of small domain used for localised scrambling,
while diffusion layers consist of linear or simple non-linear functions whose role is to spread out
the randomness over the entire state. While confusion layers and diffusion layers have played
key roles in all the design paradigms discussed earlier, and the term Confusion-Diffusion Net-
work was used by Feistel (1970), it was only in 2015 that Dodis et al. (2016¢) formalised the
notion of a Confusion-Diffusion Network (CDN), which consists of alternating confusion layers
and diffusion layers with idealised functionalities.

Dodis et al. saw the CDN as an idealised abstraction of unkeyed SPNs—in their paradigm,
confusion layers are made up of parallel calls to public S-boxes, and diffusion layers implement
a linear P-box represented by a dense matrix to achieve a high degree of mixing. They showed
that 2-round CDNs with linear diffusion layers cannot be indifferentiable, by exhibiting an
attack. They then went on to analyse the indifferentiability of several CDNs with five or more
rounds, with a passing remark that the indifferentiability of 3-round CDNs and 4-round CDNs
remain an open problem. Later, an indifferentiability attack was provided by Da, Xu and
Guo (2021b) on 2-round CDNs with non-linear diffusion layers, and they further showed the

sequential indifferentiability of a 3-round CDN with non-linear layers. Subsequently, Nandi,
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Figure 5.1.1: The CDN3 > construction. ® represents multiplication in GF(2"), ) eee
represent six public permutations over GF(2") making up the three confusion layers, and the
highlighted zones mark the two linear diffusion layers.

Paul and Saha (2023) pointed out a flaw in this attack, and repaired it to produce a sequential-
indifferentiability attack on 2-round CDNs with non-linear layers, thus ending the hope that

2-round CDNs can achieve even a weaker notion of indifferentiability.

5.2 Preliminaries

p { DEFINITION: Partial Injective Functions ]_

A partial m-bit injective function is a subset P C {0,1}™ x {0,1}" such that for any

two distinct (z,y), (¢/,y’) € P, we have © # 2’ and y # y/.

For two partial m-bit injective functions P; and Ps, we say that these are disjointified if

we disjointify the sets, i.e., we view P; as a subset of {i} x {0,1}™ x {0,1}"™ for i =1, 2.

The first number 1 or 2 identifies which partial injective function we are considering. Sim-
ilarly, one can use more identifiers if there are multiple disjointified partial functions. For the
sake of notational simplicity, we ignore the symbols which are used for disjointification. On the
other hand, we use different reserved fonts to denote elements of disjointifed partial injective

functions.

5.3 Main Result

Notation.
S = (81,...,86) will denote the six public permutations, and CDN3 s will denote the 3-round
CDN built upon them, defined as

We briefly recall from Sec. 4.2 the notation we use to describe the CDN we study.

CDN3 o(z,y) := (S5(S3(S1(2) @ S2(y)) ® Sa(S1(x) © a - 82(y))),
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S6(S3(81(x) & 82(y)) ® a - 84(S1(x) & - 82(y))))-
We'll commonly use (u;, v;) to denote an input-output pair of 8; for i =1,...,6.

Main Result. Now we state the main result of this chapter.

Theorem 3 CDNj3 o is (g1, qo, ¢s, €)-indifferentiable from a 2n-bit random permutation MM with

e=0((q1 +q0)'"/2") and ¢s = O((q1 + g0)*)-

We prove Theorem 3 by defining a simulator Sim and showing that for any indifferentiability

adversary A making up to ¢ queries in all, Sim makes at most O(g*) queries to N, and

15

A ((s, CDN3.0); (Sim", n)) -0 (q2n> .

5.3.1 The Simulator

For each ¢ € [6] we'll use a partial injective function P; to keep track of the query-response
pairs revealed for S;. We’ll consider Py, ..., Ps to be disjointified—an entry (u;,v;) € 8; will
implicitly be represented as (i, u;, v;); when there’s no scope for confusion we’ll not make this
disjointification explicit. P will denote the (disjoint) union of Py,...,Ps. We will also consider
six disjointified collections of pairs of n-bit variables, V;,i € [6]. An entry (u;,v;) € V; represents
a placeholder for a query-response pair for S; that may or may not have been revealed yet.
Obviously P; C V; for i € [6], the pairs in P; are those variables pairs in V; that have been
assigned n-bit values. In addition, we’ll use a 2n-bit-to-2n-bit partial injective function C to

keep track of the query-response pairs revealed for I1.

p [ DEFINITION: Chains ]—
A 6-tuple ((u1,v1),...,(us,v6)) € V1 X -+ x Vg is called a chain if at least one of the

following three conditions is satisfied:

1 1 vy us 1 1 v3 Us

1 « Vg Uy 1 « V4 Ug

3. ((u1,u2), (vs,v6)) € C.

A chain will be called a primitive chain if either condition 1 or 2 holds, but not 3. A

chain is called a construction chain if condition 3 holds.
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A chain will be called a P3-chain if for one of the following index sets of size 3,

Ie{{1,2,3},{1,2,4},{3,5,6},{4,5,6},{1,2,5},{1,2,6},{1,5,6},{2,5,6}}

we have the corresponding query-response pairs in the respective partial functions, i.e.,

(ui,vi) e P; foriel.

A chain will be called a P*-chain if for one of the following index sets of size 4,

Ie{{1,2,3,4},{1,2,5,6},{3,4,5,6}}

we have the corresponding query-response pairs in the respective partial functions, i.e.,

(ui,vi) € P; foriel.

A chain is called a P-complete chain if all the six query-response pairs are in the respective

partial functions, i.e., (u;,v;) € P; for all i € [6].

Chain Completion. Note that every almost-(P, C)-complete chain can be deterministically

extended to a complete chain as follows: Suppose (u;,v;) € P; fori € {1,2,3,4} and ((u1, u2), (vs,v6)) €

us 1 1 U3 .
C, then set = . Similarly, if (u;,v;) € P; for ¢ € {1,2,5,6}, then set
Ug 1 « V4
—1
us 1 1 V1 U3 11 Us
= , and =
Uy 1 « Vg o 1l « Ug

Note that any P*-chain can be converted to an almost-(P, C)-complete chain by just making
the corresponding construction query. Also, every P3-chain can be extended to a complete
chain by first converting it into a P4-chain by making a primitive query (in the ideal world the
simulator achieves this by uniformly sampling a random number), converting this 7P*-chain into

an almost complete chain and then extending it into a complete chain as described above.
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[ DEFINITION: C-consistency, P-completeness ]_

We'll call a P-complete chain {(u1,v1),..., (us, vs)} C-consistent if ((u1,us2), (vs,ve)) €

Conversely, we'll call ((u,u),(v,v')) € C P-complete if there exists a P*-chain
((u1,v1), ..., (ug,v)) such that uy = u,us = u',v5 = v,v5 = v'. We say C is P-complete

if every element of C is P-complete.

We now define certain notions of saturation of a transcript. These would help us understand

the structure of adversary and simulator views, as will be explained later.

{ DEFINITION: Consistently Saturated Transcripts ]_
The transcript (P, C) is called consistently saturated if the following conditions hold:

1. All P-complete chains are C-consistent;

2. Every almost-(P, C)-complete chain is a P-complete chain.
If in addition, all P*-chains are P-complete chains too, then we call (P,C) a strong

consistently saturated transcript.

We next define an even stronger notion of saturation. Consider disjointified partial injective
functions Pj, ..., P§ and their union P’ such that P’ C P; the disjointification then implies that
P, CP;fori=1,...,6.

{ DEFINITION: Preemptively Saturated Transcripts ]—
Given a transcript (C,P) and P’ C P, we say that (C,P) is preemptively saturated with

respect to P’ if the following conditions hold:
o (P’,C) is consistently saturated;
e Cis P-complete;

 Every (P’)3-chain and P’-internal chain is P-complete
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DEFINITION: Surely Revealed Construction Queries ]_

A construction query-response pair ((u,u’), (v,v")) € C is called surely revealed with

respect to P if:

1. Either, three of the following four conditions hold: (i) v € Dom(Py), (ii) v’ €
Dom(Ps), (iii) v € Ran(Ps), (iv) v' € Dom(Ps);

2. Or, there exists ((u1,u}), (v1,v])) € Csuch that one of the following two conditions
holds: (i) w,u; € Dom(P1),u,u} € Dom(Ps) and either v = v; or v/ = v{; (ii)

v,v1 € Ran(Ps), v, v] € Dom(Pg) and either v = uy or u' = uj.

Adversary and Simulator view. Let us denote the transcript maintained by the adversary
as (P4, CA). As we have seen above that the adversary can extend its almost-(P*, C4)-complete
chains into complete chains deterministically, we assume that the adversary transcript is consis-
tently saturated.

The simulator, on the other hand, maintains a transcript (P, C®) along with a sub-list of

primitive query-response pairs, P4 C P such that the following conditions are satisfied:

o« PAIS is the smallest super-set of P4 such that (PAIS, CS) is strong consistently saturated.

o (P,C%) is preemptively saturated with respect to PAIS,

We call PAIS the exposed primitive transcript. PAIS is obtained by the transcript recursively by

first completing all (P*)*-chains obtaining a primitive transcript, say ’PA/, and then completing
\

all (PA")4-chains, and so on. This recursive process is later denoted as Extend””'” (Q), where Q

is the query made by the adversary.

{ DEFINITION: Well-Approximated ]_

7

Let (P4, C4) be the adversary transcript and (P, CS, PAIS) be the simulator transcript,

then we say that CA is well-approzimated by CS if the following conditions hold:

1. For any ((u1,uz), (vs,vs)) € CA\ CS both the following conditions hold:

)

o u & Dom(Pqu) or us & Dom(P;“S)

o u5 & Ran(P;‘ls) or vg & Ran(Pé‘lls).

2. Constructions chains corresponding to surely revealed queries in both C* and C°

are respectively P*A-complete chains and P-complete chains.
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’ ’ u u
The graph G,. We consider a graph with vertices M ((%u):(v:v7)) — for all ((u,v), (v,v")) €
v v

C and add an edge between M ((4:4):(v:0)) and N ((w1:u1).(v1.01)) if either u = uy, v/ = ul, v =1,

or v/ =vj.

Simulator Description. Our simulator Sim, in effect, preemptively completes the adversary
N queries that have been surely revealed till that point in their interaction. In addition, Sim
maintains complete chains in its transcript for every primitive pair in 77?;4 IS % Pf IS, Note that
such chains are not revealed to the adversary upon completion. The reason for this is two-
fold: Firstly, it simplifies the graphical structure that aids Sim in its actions (more precisely,
it eliminates the need for maintaining graphs w.r.t primitive pairs in 7354 IS % 73;4 IS as far as
component completion is concerned). Secondly, it greatly reduces the algebraic complexities of
the diffusion layers (on account of their non-cryptographic nature) that would otherwise make

the security analysis very cumbersome.

The Sim module captures what the simulator does. In case of any primitive query, if the
corresponding query-response pair is already set by the simulator then Sim just returns the
already set response, and extends the exposed primitive transcript P4 by running the sub-
module ExtendPA‘S. If however the response is not yet set, then in case of inward queries to
S1, 89, Sgl, Sgl, Sim identifies the component of G, that is surely revealed by the TraceG, pro-
cedure, and completes the corresponding construction chains by the FillG,; procedure. In case of
outward queries to Sl_l, 82_1, S3, 53_1, S4, SZl, S5, Sg, if the response is not yet set, then Sim ran-
domly generates the response, say R, and if P’ = PU{(Q, R)}, then it identifies all (P’)3-chains

and completes them by the FillPrimChn procedure. See 5.3.1 for details.

Extendpms (z). This module hardly requires any explanation, and we provide a gist of it here,
in words. For an input € {uy,...,vs}, this module finds all P%-chains in P containing z,
completes them, and adds the completed chain to PIS in the entirety of its primitive contents.
Each time there are new entries to P15, the sub-module is run again, and recursively identifies

pr\S

all such P* chains till a stagnant is reached.

Lemma 7 For the simulator Sim described above and any (q1, qo)-query indifferentiability ad-
versary A,

A4 ((8,CDNgp) ; (Sim™,M)) < ((2(]1;3%)15)
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Figure 5.3.1: The CDN3 2 simulator algorithm

Sim(-
Inpu(t:) Tj = (CS,P = (P1,.. .,’Pe),'PAl‘S), z € {u1,v1,...,u6,V6},
Output: z’
if £ =uq if 2 =v1 if z = ug
if u1 € Dom(P1) if v1 € Ran(P1) if ug € Dom(P3)
Run ExtendpAls Run E><tend’PA‘\S Run ExtendPA‘S
Return v Return uq Return v3
else else else
Run TraceGr (u1) Run FillPtimChn(v1) Run FillPtimChn(us)
FillGx (u1) Return u1 Return v3
Return vy endif endif
endif endif endif
endif

Theorem 3 follows immediately from Lemma 7.

5.4 Proof Sketch

In this section we provide a sketch of the proof of Lemma 7, using the “Coefficient H” Technique.

The graph G"(P). Consider a primitive transcript P. For (us,vs3) € Ps,

(ug,v4) € Py, we can define the 2 X 2 matrix with n-bit entries as

B-(o-uz®ug) B-(us®uy)

V3 D vg V3 B - vy

M (us5v3),(ua,00) —

Based on this we define
V(P) = {M(“3’”3)’(“4’”4) : (us,v3) € Ps, (ug,v4) € Py}

G"(P) is a labeled graph with vertex set V(P). The edge { M (us:v3),(va.va)
M (u3:3)-(u3v) 1 ig included in G'™(P) if they collide on one of the four entries, i.e., when one of

the following holds:
o «a-uz®uy = - uy Sul, in which case it has label 1;

o uz @ uy = uj @ uj, in which case it has label 2;
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FillPrimChn(-)
Input: 7 := (C,P :=(Py,...

77)6)7PA|S)7 HAES {Ul,UQ,Ug,Ug,U4,U4,U5,'LL6},

ﬁ = (1 + O‘)ila

Output: 7':= (C',P":= (Py,...,P5))

C+C PP cont.
if z = us if z = vy

vz +s$ {0,1}", PAIS  pAIS Yy (us,v3)
foreach (u4,v4) € PAIS A P4
if (u1,v1) € Pyst. B (a-us ®ug) =01
if (u2,v2) ¢ P2 st. B (uz @ ug) = v
v2 = B (uz O ua)
us <+ {0,1}"
endif
elseif (uz,v2) € P2 s.t. B (uz ® ua) = va
vy B (- uz D ug)
uy < {0,1}"
else
v+ B (a-us ®ua)
vz = B (us © ug)
uy,ug <8 {0,1}"
endif
((us, vs), (ug,ve)) + SetL3((u1,v1),. ..
C' ' U ((u1,uz2), (vs,ve))
foreach i € {1,2,5,6}
P, P; U (ui,v;)

endforeach

s (ua,v4))

foreach (ui,v1) € PAIS A P, (u2,v2) € PAIS A Py

if v1 vy = us
Uy — V1 P - v2
vy 3 {0, 1}"
((us,vs), (us,ve)) « SetL3((u1,v1), ..., (ua,v4))
¢« C' U ((u1,uz2), (vs,ve))
foreach i € {4,5,6}
771( — 'P; U (i, i)
endforeach
endforeach

endif
return 7’ := (C', P’)

foreach (uz,v2), (ug,v3) € P st. v1 G ve = ug
Ug — V1 B - v2
vy <% {0,1}"
((us, vs), (ue,ve)) « SetL3((u1,v1),...
C' « U ((u1,u2), (vs,vs))
P P U {(ug,v4), (us,vs), (us, ve)}
endforeach

s (ua,v4))

foreach (uz,v2), (u4,v4) € Pst. v1 ® - v = ug
uz < v1 P vz
vy <% {0,1}"
((us, vs), (ue,ve)) « SetL3((ui,v1), ..., (us,v4))
¢« C' U ((u1,u2), (vs,v6))
P’ P U {(us, v3), (us,vs), (us, ve)}
endforeach

Return 7" := (C’', P’)

SetL1()

Input:  (u;,v;) € Py, Vi € [3,6],
Output:  (u;,v;) € Py, Vi € [2]
(u1,uz) < N~ (vs, ve)

v < B (- uz © uag)

v = B (uz @ ua)

Return ((u1,v1), (u2,v2))

Setl2(.)
Input:  (u;,v;) € Py, Vie{1,2,5,6},
Output:  (u;,v;) € Py, Vi € [3,4]

uz < v1 @ vg

Ug < v1 G a-vo

vz < B (- us © ue)

v < B (us D ug)

Return ((ug, v3), (w4, v4))

SetlL3 is symmteric to SetL1
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TraceG, (")
Input: 7

= 7)1,...,7)6),7)"4'8),.’26 {ul,’LLQ,’U5,’U6},
Output: 7':

&

b
C«C cont.
if z=wu foreach (usz,vz), (u},v}), (uh,vy) € P
foreach (uz,v2), (us,vs) € P (vs,v6) + M(u1, uz)
if (vs,v6) = M(u1, u2) (vg,vg) « M(ul,ub)
c <—C'U((u1,u2),(v5,v5)) if vg :'ug or vg :vé
Run TraceG. (7' := (C',P), ve) ¢« ¢ U{((u1,u2)(vs,v6)),
endif <<u;,u;><vg,vg>>}
endforeach ,

(' = (', P),
Run Tracegw(r/ (C ”P),ve
Run TraceG, (1’ := (C', P), 1)5
Run TraceG. (7' := (C', P),v

Run TraceG (7" :=
foreach (uz,v2), (ug,vs) € P

if (vs,ve) = M(u1, us)
C' « U ((u1,us2), (vs,vs))
Run TraceG (7' := (C', P), vs)
endif
endforeach
foreach (us,vs), (ue,vs) € P
if (w1, uz) = N (vs, ve)
'« C"U((u1,u2), (vs,vs))
Run TraceG. (7" := (C', P), uz)
endif

endforeach

o V3 B g = v4 B Yy, in which case it has label 5;
o U3 B - vy = vy P a- vy, in which case it has label 6.

Clearly, G'™(P) is a simple graph (i.e., with no parallel edges and self-loop). We denote the
edges having label 1 or 2 as left edges, and the edges having label 5 or 6 as right edges.

- { DEFINITION: Valid Ordered ]—
We call G"(P) valid ordered if for every connected component C = {Mj, ..., M,} there

exists 01, ,d5 € {1, —1} such that for all 1 < <s,

o if §; = +1 there is no left edge between M; and Mj, for all j < i;
o if §; = —1 there is no right edge between M; and Mj, for all j < 4.

We call ((My,01),...,(Ms,0ds)) valid ordering of C.

In other words, the vertices of a connected component C' can be ordered as My, ..., My such
that all M; can have either only left edges or only right edges with all other previous vertices.

Note that if G'"(P) is valid ordered then every subgraph of G"(P) is valid ordered, as the
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FillGx(-)
Input: 7 := (C,P = (Py,... ,776),73“4‘3), C CG,,

OUtPUt: T i= (Clvp/ = (Piv s aPéDv ’P‘A‘S,

'« C, P« P, PAS  pAIS cont.

foreach ui,us € C foreach M = ((u1,u2), (vs,ve)) € C
if u; ¢ Dom(P1) : vy < {0,1}" endif ((us, vs), (ua,v4))
if ua ¢ Dom(P2) : va < {0,1}" endif «— SetL2((u1,P1(u1)), (UQ,PQ(U2)),
AlS/ Als!
P «P U {(u1, v1), (uz, v2)} (P;l(v5)7v5) (Pgl(vﬁ),ve))
P — P U {(u1,v1), (uz,v2)}

PAIST  PAIS U {(us, vs), (ua,va)}

P’ P U{(us,v3), (ua,v4)}

endforeach

endforeach

foreach vs,vg € C
if v5 ¢ Ran(Ps) : us +s {0,1}" endif
if ve ¢ Ran(Po) : ug <5 {0,1}" endif Return 7’ i= (C', P'), PAIS’
PAIS" — PAIS U {(us, v5), (us, ve)}
P’ P U {(us,vs), (us, ve)}

endforeach

restricted ordering would work.

[ DEFINITION: Good Transcript

A transcript (C,P), preemptively saturated with respect to P’ C P, is called a good
transcript if both G (P) and P, are valid ordered.

Description of Bad Events. Let the simulator transcript after i query sessions be (C, P, PAIS).
Let C4 be the list of construction queries made by the adversary. After a query to the simulator
or to I is resolved, let the updated simulator transcript be (CS/,P’ 773“4‘5/). Before describing
our bad events, we first identify three distinct types of simulator queries (so that all the rest are

symmetric to one of the three):
1. A queries u; to S1, and Sim responds with vy;
2. A queries v1 to S;l, and Sim responds with uq;
3. A queries u3 to S, and Sim responds with v3.

In each of these cases, if the query comes from a stored query-response pair in P, then the
response is deterministic, and no bad events occur. So we can assume for the purpose of the
bad events that the queries are ‘fresh’, in which case following the query Sim adds a primitive
input-output pair, and possibly a collection of P-complete chains to its transcript. This can

lead to the following bad events:
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1. Injectivity Loss in P: For some (u;,v;) € P, \ P;, 3 (u},v;) or (u;,v}) € P; where

i
i # g, vi # U

2. Accidental Equality in Diffusion Layer: 3 a P3 or P4-chain in (C5’,P’) that is not

complete in P’;

3. Hitting in G': For a query of the form vy, v, us3, or uy (i.e., from the first diffusion
layer), 3 M € G"(P")\ G"™(P), M’ € G"(P’) such that M, M’ are connected by a 5 or
6 labelled edge (Similarly for a query of the form vs, vy, us or ug, or the second diffusion

layer);

4. Hitting in M: For some forward M query ((uy,us), (vs,vs)) € (CS U CA)\ (CS U
CA), 3 v, 05 € Ran(P) or 3 (v,), (- v5) € Ran(CS" U CA) \ {(vs,v6)} such that ei-

ther vs = vi or vg = vg (Similarly for some backward M query);

We write bad to denote that one of the above bad events has occurred. Then we can show

the following, the proof of which is given in Appendix A.1.

Lemma 8 For an adversary A making at most ¢ combined queries,

214q15

271

Pr(bad) <

Lemma 9 Suppose (CA, PA) is the consistently saturated adversary transcript and the simulator
transcript, (CS,P), preemptively saturated with respect to PAS C P, is a good transcript such
that CA is well-approzimated by CS. Suppose the adversary queries Q and gets the response R.
Let (CA, PA") = (CA, PA)U(Q,R), and (CS/,?’,PA‘SI) = Sim(CS, P, PAIS. Q) and assume bad
does not occur on query Q. Then (CS/,P’) is preemptively saturated w.r.t. (PAS) and is a

good transcript. Also cA' s well-approximated by cs'.

Proof 7 Keeping in mind that C* is well approzimated by C°, we make the following observa-

tions upon an adversary query.

CcA' is well approximated by CS. Consider a non-redundant II query made by A with input
(u1,us) and output (vs,ve). Without loss of generality, we assume that it is a forward query.
Since we assume that no bad events occur, we have (us,vs), (ug,vs) ¢ P, and there doesn’t
exist ((u},uh), (vi,vg)) € CAUCS such that vs = vl or ve = vfy. Hence, C*U ((u1,us2), (vs,vs))

is also well approximated by CS.
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(Cs/, P’) is preemptively saturated w.r.t PA . Since (CS,P) is preemptively saturated
w.r.t PA, each entry in PA/\PA belongs to a P-complete line already, given that no bad events
have occurred. Since P already contains each element in ’PA,\’PA, Sim can identify exactly the
primitive pairs to be added to P4 (i.e., the primitive pairs that A can calculate without querying
Sim). Once PAI\PA, is correctly captured, the fact that (CS/, P’) is preemptively saturated w.r.t

PA" is maintained by the definition of Sim.

G'"t(P’") is valid-ordered. Since the event EHq does not occur, then for any (C,c),(d,d) €
(P'\'P) x P)U (P x (P'\'P)), either no 12-edge or no 56-edge is incident on M (#s:v3):(wa,04),
Hence the valid ordering of G'™(P) can be extended to a valid ordering of G'"™(P’) by assigning
the direction +1 to the new vertex of M(48:v3):(va:v4) " if no 12-edge is incident on it, or assigning

the —1 to it if no 56-edge is incident.

Finally, we can show the entropy matches in the ideal and real worlds. Since in the ideal

world, all simulator samplings are done with replacement, we have the following lemma.

Lemma 10
Pr ((p,CDNS ,) = (f, P))

Pr ((Simy,N,) = (f, P))

Thus by H-coefficient technique we have our main result.

5.5 Conclusion

In this chapter we showed that 3-round CDNs with two S-boxes in each layer can be indiffer-
entiable with linear diffusion layers without assuming special combinatorial properties on said
diffusion layers. Possible future work can extend this to more S-boxes in each layer, and to

improve the indifferentiability bound for specially designed diffusion layers.
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Chapter 6

The Feistel Construction

6.1 Introduction

Motivation of Ideal Permutation. We commonly see proofs in ideal models (e.g., random
oracle model introduced by Bellare and Rogaway (1993b) and the ideal cipher model introduced
by Shannon (1949b)), where the unkeyed primitive is replaced by a function with certain ide-
alized properties; while such proofs do not provide the reduction guarantees of proof in the
standard models, they are still seen as a commonly accepted framework of arguing that the
mode does not have any inherent structural weaknesses.

An ideal cipher is a function that, given a key space K and a domain Dom, behaves like a
family of independent random permutations over Dom indexed by the keys from K. Thus, for a
fixed key, an ideal cipher boils down to an ideal permutation or random permutation model. One
question of interest to researchers has been whether a proof using random oracles and a proof
using ideal permutation are two different assumptions, or whether instead, they are equivalent.

The former of these questions was settled by Coron et al. (2005a), who showed that an ideal
cipher is enough to build a random oracle, by building a hash function from an ideal cipher that
is indifferentiable from a random oracle. The latter, however, proved to be trickier and led to a

long and interesting line of research, the history of which we briefly recap below.

Indifferentiability of Feistel Permutation. The Feistel mode, first used by Horst Feistel
as a design component of Lucifer Feistel (1973), is a widely popular transformation for building
a permutation from a sequence of functions known as the round functions. As such, it is a

natural choice for building an ideal cipher out of a random oracle, and was first studied in this
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context by Coron, Patarin and Seurin (2008b), who also remarked that it is enough to build
a random permutation from a random oracle, because we can always turn this into an ideal
cipher by inserting the key as an additional input to the random oracle (which makes the round
functions, and thus the permutation, keyed).

An r-round Feistel network W, is constructed by composing r Feistel permutations ¥, each
built from a single round function f over GF(2") as follows: ¥/ (z,y) := (y,z + f(y)). The
(independent) round functions can be implemented from the random oracle by inserting the
round number as an additional input. The problem of building a random permutation from a
random oracle using a Feistel network thus reduces to choosing an appropriate number of round
r, building a simulator for ¥,., and demonstrating that this simulator achieves indifferentiability.

The authors Coron, Patarin and Seurin (2008b) showed that five rounds of Feistel are
not enough to build a random permutation, by demonstrating an indifferentiability attack on
Uy that works against any simulator. To complement this, they also produced a proof of
indifferentiability for W4 with a simulator that detects and preemptively completes 3-chains.
Later, Seurin in his PhD thesis Seurin (2009) provided a simpler proof of indifferentiability for
Py, using a simulator similar to that in Coron, Patarin and Seurin (2008b). Unfortunately,
on closer scrutiny by Holenstein, Kiinzler and Tessaro (2010), both proofs were revealed to be
flawed, and this set off a series of follow-up works on this topic. In Holenstein, Kiinzler and
Tessaro (2010) the authors also demonstrated an attack against the simulator of Coron, Patarin
and Seurin (2008b), thus showing that this simulator is too simple to fool an indifferentiability
adversary; they went on to describe a stronger attack on Wg that works against a large class
of “natural” simulators, thus casting doubts on whether six rounds is at all enough to achieve
indifferentiability. Later, Seurin himself found an attack Seurin (2015) on ¥ against the
simulator in Seurin (2009).

On the proof side, it seemed prudent to start with less ambitious targets. An early version
of Holenstein, Kiinzler and Tessaro (2010) proposed a simulator for ¥yg that achieved indiffer-
entiability, and in a later revision this was changed to a simulator for W14. Next, two concurrent
works by Dai and Steinberger (2015) and Dachman-Soled, Katz and Thiruvengadam (2016) both
proved indifferentiability of Wqg, the former by repairing the flawed ¥,y simulator from Seurin
(2009), and the latter by modifying the ¥4 simulator from Holenstein, Kiinzler and Tessaro
(2010). Finally, in what has so far been the latest work in this series, Dai and Steinberger
(2016b) established the indifferentiability of ¥g by optimizing their simulator for ¥y from Dai
and Steinberger (2015). The indifferentiability of ¥g, however, has remained an open question

to this day.
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Our Main Result. In this work, we show a proof approach for the indifferentiability of r
rounds of Feistel for » > 7. Concretely, we descibe simulators Simg for » = 8 and Simy; for r = 7,

which achieve the following bounds.

Theorem 4 (Main Theorem) For the simulators Simg and Simz,
Ad v ; 13 /9n
Vn i A | Simg) < O(q™°/2"),
vy ; 13 /9n
Advp g A | Sim7) < O(q/2").

Related Results. Feistel networks have been the subject of a host of studies in the context of
various security notions. Luby and Rackoff Luby and Rackoff (1988) first showed the indistin-
guishability of W3 from a random permutation in the chosen-plaintext setting up to the birthday
bound (for no. of queries not exceeding the square root of the round functions’ range-size). Later
works in this direction include improved indistinguishability proofs Maurer and Pietrzak (2003);
Patarin (2003) and a characterisation of Feistel networks with repeated round functions Nandi
(2010).

Mandal, Patarin and Seurin (2012b) showed the public indifferentiability of Vg, which is
a modified indifferentiability game where the simulator can see all the construction queries by
the adversary. Coron et al. (2010) showed the indifferentiability up to the birthday bound of a
modification of the Feistel network that uses tweakable random permutations as round functions,

and later Bhaumik, Nandi and Raychaudhuri (2021) improved this bound.

Roadmap of the chapter. Firstly, we introduce a chain structure among the underlying
primitive query-response pairs, which captures all the interdependencies among these pairs as
necessitated by real-world realisability. Following that, we describe certain desirable properties
that the simulator intends to maintain in its transcript, which in turn, ensure the correctness
of the simulator and prevents the adversary from mounting attacks that succeed with negligible
probability. Finally, we illustrate a simulator which maintains said desirable properties by

updating its transcript as required, following each adversary query to the simulator.
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6.2 Preliminaries

6.2.1 Feistel Mode

Given a function f : B — B, the single-round Feistel permutation W based on f acting over B2

is defined as

U (z,y) = (y.x + f(y)).

It is easy to see that this is a permutation, with inverse defined as U/ ~1(y,2) = (z + f(y),%).
Given r functions fi,...,f, : B — B, the r-round Feistel permutation Wt~/ based on
fi,-.., fr is defined as the sequential composition of the single-round Feistel permutations
Ui U e,
\Ilfl""’fr =Ufro. . oUN,

As a shorthand, we can replace f1, ..., f,- by a single function f which takes an additional index
i from [r] as input and behaves like the corresponding f;. This allows us to denote r-round

Feistel permutation based on f as simply ¥/.

6.2.2 Minimal Fixed Point Set

Suppose elements of X are sets. To each function f : D — X, g : D? — X, we associate
fY9% + 2(D) = X mapping A C D to U,ep f(u) and U, ,cp g(u,u’) respectively. We
sometimes abuse the notation f or g to denote fY or g“ respectively, which would be clear from
the nature of the input of the function. We also write g(u, u) as g(u). We call g a symmetric

function if g(u,v) = g(v,u) for all u,v.

{ DEFINITION: Increasing Function and Fixed Point ]—
We call f: X — X increasing if for all A € X, A C f(A).

We call a set A fixed point for f if f(A) = A. We write A, := f.(A) to denote the

smallest fixed point set for f containing A.

If f is an increasing function defined over a finite set X then for any A € X, then
Au = fM(A)

for some integer m > 0 for which f(™) (A) = f(™+1(A) where (™) denotes the self-composition
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of f applied m times. Such an m exists as f is an increasing function and X is a finite set. !

Closed Set of Points and Lines. We fix a set D whose elements are called points. For ¢ :
D? — (D) (called a point function), the function g™ (V) =V U ¢“(V) is called accumulating
function based on g. A set A is called closed w.r.t. g or g-closed if for all u,v € A, g(u,v) C A
(equivalently, g*(A) = A, a fixed point set of g7). We write g.(4) := g5 (A4) to denote the

smallest g-closed set containing A (equivalently, smallest fixed point set of g™ containing A).

Line Function. Let us fix a function Bd : £ — (D) and we call elements of .Z lines and
elements of Bd(¢) boundary points of the line £. A function L : D? — (%) is called line
function if for all u,v, V(u,v) := Bd(L(u,v)) contains u and v. The point function V maps to

all boundary points of the lines mapped by the line function. We write L(V.(A)) as L.(A).

An algorithm for Computing Smallest Fixed Point Set. Suppose a subroutine S(v,v’)
computes L(v,v") for all v,v" € D. Now we define an algorithm S, (u) which computes L, ({u})

and V. ({u}).

1. S, maintains global variables initialized as ToVisit < {u}, Visited < () and L «+ 0. Let

V be always identical to ToVisit U Visited.
2. While ToVisit # ) it runs the following step (3).

3. Computes AS + U S(v,w) and updates the following:

veV
weEToVisit

(a) L+ LUAS;
(b) AV <« Bd(AS);
(c) Visited + Visited UToVisit;

(d) ToVisit <+~ AV \V;
4. Finally, it returns (V, L).

It is easy to see that if S, ({u}) returns (L, V) then L,({u}) = L and V.({u}) =V.

1By induction on n, we show that f(">(A) C B for all n where B is any fixed point set containing A. Hence
Ay is the smallest fixed point (which contains A).
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Well Approximation of V,,L,. Let %,,.%; C % and there is a function d : .£,, — %, such
that for all £ € £, Bd(d,) C Bd(¢) with |Bd(¢) \ Bd(d¢)| = 1 where d(¢) := d;. We fix the
collections %, and %, and the function d(-). We call elements of %, (resp. %;) maximal wrap-
around (resp. direct) lines. The maximal direct line d; associated with a maximal wrap-around

line ¢ may have fewer boundary points.

p { DEFINITION: Approximation ]—

A collection of lines % is called an approxzimation of %, if
1. for every £ € £\ L, we have dy € % and

2. conversely, for every ¢/ € % \ 4, we have £/ = d, for some £ € 2.

For any ¢ € .%,, we call the point v € Bd(¢) \ Bd(dy) leaf w.r.t. L if L(v) = {¢} and for all

w # v, L(w,v) = 0. In this case, we call £ leaf line.

[ DEFINITION: Well-Approximation

Let (L',V") and (L,V) be pairs of associated line and point functions. We call (L,V)

is a well-approzimation of (L',V') if, for all L := L(u,v) # L'(u,v) := L', L is an

approximation of L’ and all £ € L'\ L' is a leaf line.

It is straightforward to see the following result.

Lemma 11 If (L,V) is an well-approzimation of (L',V') then for all u, L.({u}) is an approxi-
mation of L ({u}).

6.2.3 View and Transcript

Let A be a deterministic algorithm interacting with either RW := (URF RF) or IW := (I1,Sim")
where Sim is a simulator and RF is a real-world primitive oracle which is based on a random
function RF (abusing notation). We call the first oracle construction interface, that grants access
to both forward and backward queries. We record a backward construction query y € B2 with a
response z € B? as (z,y) (i.e., in the forward direction only). The second oracle, called primitive
interface, however, may return additional query responses (there is no loss as it can only increase
the advantage to the distinguisher) which must include a pair (z, ), where z is the current query
and & represents the primitive response of x. In addition to the pair, it also responds to some

additional queries based on the current transcript. Thus, all responses collectively to A are
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represented by a pair

0:=(PF)
where

e P is a 2n-bit partial injective function?, called construction view (representing query re-

sponses of the construction interface), and

o Fis a Bpm to B partial function, called primitive view (representing query-responses of

primitive interface).

We call all such pairs § = (P, F) views. We also assume that after ¢ queries, the distin-
guisher reveals all construction queries to the primitive interface, and a post-query phase view
§* = (P*,F*) is obtained. So, the second oracle or primitive interface (both for the real and
ideal world) returns a view. Revealing more information to the distinguisher and revealing all
construction queries by the distinguisher to the primitive interface after all designated queries

are over can only increase the distinguishing advantage.

p [ DEFINITION: View and Transcript ]_

Let 0* := (6P, 6F") denote the collection of all query responses obtained on t'" query
x¢. Then the view of A at time ¢ € [g], where ¢ is the number of queries by A, is defined
as

Vi(A®) =1t = (P = 6P, F' = J6FY).

i<t i<t
We define the transcript of A as

TRANSC(AC) = 7 := (z1,7%, 22,7%, ... 2g, 79, ), T = (PIUP* FIUF¥)

where §* = (P*, F*) is the post-query phase view.

6.3 Lines, Segments and Views for Feistel Construction

In this section, we introduce lines, segments and different types of views for a general r-round

Feistel construction where r > 7. Sometimes some terminologies are based on the cases where

2 A partial function f from D to R, denoted as F': D --» R, is a subset of D x R such that for all (z,y), (z, 2) € f
we have y = z (and the common value is denoted as f(z). Let Dom(f) = {z € D : Ty, (z,y)} and for all
z & Dom(F).
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r = 2k (even umber of rounds) or r = 2k — 1 (odd number of rounds) for some integer k.

Notation on Point Tuple. We call the set [0..r + 1] shore number set and {i} x B is the set
of all points placed at shore 4. The point set [0..r + 1] x B is also regarded as the block set B,
implicitly incorporating shore numbers through the suffixes used in the notation. For instance,
l;, 0, etc., denote elements of both B and {i} x B, discernible from the context. A tuple
a = (ag,...,as) is called non-repeating if a;’s are distinct, and in this case, we write the set of
all elements in the tuple as («) (also as «, abusing notation). We call a non-repeating « passes
through z if € a. For a collection of non-repeating tuples &7, we write (&) = Ugew (o). Let
i,j € [0..r + 1]. We define a non-repeating tuple of contiguous shore numbers and contiguous

point tuple as follows:

(direct) IR E (Zj) = (Z,Z+ 1,... ,j), g(z]) = (&,Zi_}rl,. .. a£j)~

(wrap-around) r > i > j > 1z (i..j) = (i,i+1,...,7+1,0,1,...,5), LG5 = (i, .., bryr, Loy ba,y - -

We write (i..5)¢ := [0..r+1]\(i..j). If £ := £(; ;) is a contiguous point tuple we write sh(£) := (i..j)
and £, to denote the k shore point of ¢, k € (i..j). We write Bd(¢) = {¢;,¢;} and we extend
Bd(.Z) := UpexBd(¢) for a collection of contiguous point tuples .. We call £ complete if
sh(€) = (0..r +1). For any contiguous shore tuple (i..j) and £; ;) we call

INT(i..7) = ((G..5) N [r]) \ {i, 5}, INT(€) := {lx : k€ INT(i..j)}

the set of interior primitive shore numbers and points respectively. If (i'..5) C (i..j), we also
write £(;s. j») to denote the sub-tuple restricted at the tuple of contiguous shore numbers (i'..5").
Two contiguous point tuples £ and ¢ are said to meet at shore i (resp. at point £;) if £N¢' = {¢;}.
In this case, ¢; is called the meeting point. We say that £ passes through a point v if v € (£).
Similarly, we define ¢ passing through more than one point. With respect to this work, we
restrict ourselves to a class for which no two distinct point tuples intersect at more than one

point.

Segments and Lines. Let 7 = (P, F') be a view throughout this section. A point v € DF is
called a F-defined point. All points of ([r] x B) \ DF are called F-undefined points.

[ DEFINITION: Segments and Lines

A contiguous point tuple £(; ;) with |[i — j| > 1, is called a (i..7) (or (i..x) or (x..5))

7-segment (we skip (4..7) or 7 or both whenever it is not relevant or does not lead to any

ambiguity) if
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F(ly) = ly—1 ® lgy1, ¥V k € INT(i..5), P(lo,¢1) = (£, ¢r11) for a wrap-around

The segment £; ;) is called direct (resp. wrap-around) if (i..j) is direct (resp. wrap-

around).

A segment £; ;) is called line if £;,; ¢ DF, otherwise we call non-maximal segment. The

elements of Bd(¢) := {¢;,;} are called boundary points of .

. J

A segment captures the computation of Feistel. For example, if W' (¢y,01) = (,,4,41)
where f1,05,...,¢,. are the r consecutive inputs of the underlying primitive functions then
(Lo, 01,...,¢-41) is a complete line. In the case of a partial computation, a line captures the

maximal possible computation of ¥ can be made. Suppose £(;..j) is a direct line then
UG ligr) = (61, 45).

In case of wrap-around line £(; ;), we have

UGy (G ) = (b ),
‘I’{E).,i) (lo, €1) = (bi—1,0s),
TF (o, 1) = (Lr, brgr).

Hence, we should have \1]571..341)(61’*1’&) = (¢;,4j11). However, the internal computation of

this is unknown from the given view.

Value Points and Boundary Points. We call a segment ¢ Gen-k (resp. Gen-k+ or Gen-k—)
if the number of F-defined points in £ is k (resp. at least k or at most k). We call £ Gen-i/j
line (and similarly extend for more than two choices) if it is either Gen-i or Gen-j line. Let
Z (1) (resp. Z (7)) be the collection of all lines (resp. segments) excluding all Gen-1 direct line
(resp. segment) £(; ;19) such that both ¢;, £;; 2 are not boundary points of a wrap-around or
Gen-2 segment. The elements of VAL(7) := (Z (7)) UDF (resp. Bd(r) := Bd(.Z(7))) are called
value points of 7 or 7-value points (resp. boundary points or 7-boundary points). Note that
Bd(7) € vaL(7) \ DF and if v € vaL(7) \ (Bd(7) U DF) then it must be from shore 0 or r + 1

(lying on a wrap-around line, not as a boundary point).
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Line-class Notation. We use wa, dir, Gen-x, x € {k, k+,k—}, (i..j) in the suffix of Z(7) to
denote the corresponding class of lines.> For example, LGen-2+,dir(T) denotes the collection of all
Gen-2+ direct lines. Given a set of boundary points Bd, we write Bd; (resp. Bd;/;) to denote the
set of all boundary points from Bd with shore i (resp. i or j). For example, Bd; /.(7) denotes

the set of all boundary points of 7 at shore 1 or r.

NOTATION: Line Collection Through a Point and Their Boundary Points.

£, denotes the set of all lines of .2 passing through v. We write oP ¢ (v) := Bd(Z,)\{v}.

For a set of boundary points B, we write .Z(u x B) to denote the set of all lines passing

through u and v, for all v € B. Note, .Z], is identical to £ (v x 0P (v)).

Fresh Point. A point v is Z-fresh (resp. fresh) if |.Z],| =1 (vesp. [-Z(7),| = 1).

Meeting at Boundary (Intersection). If segments ¢ and ¢’ meet at shore i such that ¢; is
a boundary point then we denote £ % ; £/ or £ X, ¢/ and we call £, ¢ intersect at shore i (the
meeting point ¢; is also called intersection point). We also write £ X ¢ to denote that £ x; ¢/
for some ¢ € [r]. A collection of lines .Z is called untangled if two lines from .Z can only meet

at an F-defined point.

Forcing and Mixed Forcing Intersection. A 4-set of lines

L= {g((r—l)/r..l)a k(B..l)a kEB..l)v fl((r71)/r__1)}

such that (i) £ X1 k& X3 K %1 ¢, and (ii) o ® €y = ko ® kj ® k4 & Kk is called a forcing
intersection set at shore 1. We similarly define the forcing intersection at shore r. Let £g be
the collection of all forcing intersection sets. A 3-set of lines L' := {{((—1)/r.1), k(gul),ﬂza_i)}
fori € [6..1] £ X1 k %3¢ and &y @ ) = ko @ ky is called mixed forcing intersection set at shore
1. We similarly define it for shore r and let £mp be the collection of all forcing intersection sets.

The lines ¢, ¢ described above in L, L’ are called side lines. Let £ %, k X k' x ¢ (or forced
mixed intersection ¢ %, k X ') and .Z be a collection of lines such that ¢ € £, ¢ & & then

we call £ 2-step line at u for .Z.

3For line collection .Z(7) etc., we skip T whenever there is no ambiguity (e.g., no specific line collection .Z is
present or not more than one view is present in the same context).
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6.3.1 Types of Views

Feistel View. For (i'..5') C (i..j) and a segment £; _jy, {(y. j»y is said to be extended to £(;
(and £(;s. jy is said to be a sub-segment of £). It is easy to see that every direct segment can
be extended to a unique line (the longest segment containing the segment). So, for any two
contiguous shored u, v with at least one F-sampled point, there is a unique line, denoted as uw,
containing u,v. A segment { is called 7-complete if it extends to a complete line, otherwise, it
is called 7-incomplete. It is also easy to see that a wrap-around segment cannot be extended to
multiple lines. However, it is not guaranteed that every wrap-around segment can be extended

to a line. Whenever a wrap-around segment ¢ is extended to a line we denote it as /.

{ DEFINITION: Feistel view

We call a view Feistel if every Gen-2 wrap-around segment £ is extended to a unique line

£. This unique line is either a wrap-around or a complete line.

If 7 is Feistel then ¢ can be extended to a unique wrap-around line or a complete line, denoted

as {. For a collection of segments .7 C .7(7), we write
ITi=ST={l : LS}

Lemma 12 If 7 is not Feistel view then there is a Gen-(r - 2) wrap-around T-incomplete segment.
Equivalently, if every incomplete T-segment has at most (r — 3) F-defined points, the view is

Feistel.

Proof 8 Let {;. ;) be a wrap-around segment with r — 3 F-defined point and {;,¢; € DF and so
i=j4+r—4. Now, {;_1 = F(gz) S5 éi—i—l,gj-i-l = F(éj) @fj_1 ¢ DF. Hence, 6(1;1“];%1) s a

wrap-around line. Hence T is a Feistel view. O

Internally Complete View. Contiguous points u;, u;41 (similarly for three or more con-
tiguous points) are called completed if there is a complete line passing through w;,u;11. Let
L je1(T) (resp. L r41(7)) consist of all direct lines passing through u € DFy U DFy 41 (resp.

u € DFj, and v € DFy4;.

1. A view is called (k, k+1)-complete if every pair (uy, ug+1) € DFp x DFy1 is completed (i.e.,
l € &y p+1 is a complete). A view is called (k, k + 1)-semi-complete if any 7-incomplete
line ¢ passing through uy, ur41 € DF is a (k — 1.k + 2) line. Equivalently, ¢ € .2, 11 is
either a complete line or (k — 1..k + 2) line.

2. A view is called (k— 1, k, k + 1)-complete if every triple (ug—_1, uk, ug+1) € DFp_1 x DFj x

DF+1 is completed. In this case, every incomplete line ¢ € Z5,_1  (resp. £ € Ly k+1) is
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a (x..k + 1) line (resp. (k — 1..%) line.),
A view is called internally complete if it is either (k,k + 1)-complete (when r = 2k) or
(k—1,k,k+ 1)-complete (when r = 2k — 1). For even r, the internally semi-complete view is a

(k,k + 1) semi-complete view.

Boundary Fresh View. A (0..x) or (x..r + 1) (resp. (r..x) or (*..1)) Gen-2+ 7-incomplete
line is called direct (resp. wrap-around) boundary line. Let Zyir ppry(7) and Zq_sory(7) be the

set of all direct and wrap-around boundary lines, respectively. Let
ReV(T) = Bdl/r(gwa,BDRY(T))

and points of the above set are called revealed-boundary points. Let Z(; 1)y ., (T€SpP. L1 i)xra)
be the collection of all £(; 1y (resp. £(, ;)) lines intersecting at a revealed-boundary point at shore

1 (resp. 7).

[ DEFINITION: Boundary Extendable Lines and Boundary-Fresh View. ]—

A (0..x) (resp (*..r 4+ 1)) direct line is called 7-extendable if (¢y,¢1) € Dom(P) (resp.

(4r,0r+1) € Ran(P)). Let ZLiirppry«(7) be the set of all 7-extendable direct boundary

7 is called boundary-fresh if
BF1: Zyasory = Ldirsorys (€very non-maximal (r — 1..2) segment is 7-complete) and

BF2: every revealed-boundary point v lies on exactly one boundary wrap-around line,

denoted as £(v). So,

Zwasory () = {£(V)}, OPg (V) = BA(£(v)) \ {v}.

“Note that Luwa_sory (T) € Ldir_sory« (7). For example, a (p..r+1) direct line (p < r) can be extended
to a (p..1) boundary line or a (p..2/--- /p — 2) non-boundary line.

Good View.

r = 2k: A view is called good (resp. semi-good) if it is boundary-fresh, Feistel and (k, k + 1)-
complete (resp. (k,k + 1)-semi-complete).

r =2k —1: A view is called good if it is boundary-fresh, Feistel and (k — 1, k, k 4+ 1)-complete.
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6.3.2 Extensions and Completion of Views

A view 7/ = (P’, F') is called an extension of 7 = (P, F), denoted 7 C 7/, if

PCP, FCF.

- [ DEFINITION: Completion of Collection of Lines ]—
Let . be a collection of lines for a view 7 = (P, F'). Let 7/ = (P, F' := CUF) be a view.

o We say that & is completed by C if every ¢ € ¥ is 7'-complete.

e Moreover, we call C' or 7 Z-completion if .£ is completed by C, and C' contains
only those elements of the primitive view required to define ¢ for all £ € £. If
&L = Lj-1.k+2) then ZL-completion is also called (k, % 4 1)-completion (or an

internal completion when r = 2k).

We write N := NEW(7 — 7’) to denote the set of all segments ¢ € #(7') (called new

segments) such that no sub-segments of ¢ is a 7-segment.

We call 7/ £+ (k, k+1) completion (or .Z-internal completion for r = 2k) of 7 if there is

a view 7" (intermediate view) which is . completion of 7 and 7’ is (k, k + 1)-completion

of 7.

Different Types of Extension of Lines Let 7/ be an extension of 7 and a 7-line £ is extended
to ¢/ in 7/. We call £ has one-step extension if § := [¢/\ ¢| = 1 or 2, with INT(¢') \ INT(¢) C Bd(¥).
It is called one-sided if 6 = 1, or both-sided if § = 2.

A wrap-around line £(; 1y or £(, ;) undergoes two-step extension if £ is extended to (i..3) or
(r—2..4) line. A direct (3..7) or (i..r —2) line undergoes two-step extension if the line is extended

to (1..4) or (i..r) line.

- { DEFINITION: Valid collection of lines ]—

Let &4 C Z(7) \ £ be all lines sharing at least one common boundary point with a

given collection of lines .. Let B := Bd(.¢). Suppose we have the following:
1. .4 doesn’t have any (3..1) or (r..r —2) or (r — 1..2) line.
2. If { € £ with Bd(¢) C B then it is either a direct line or a Gen-0 line.

3. If ¢ € £, is a boundary wrap-around line with v as a revealed-boundary point then
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v ¢ B.

4. If a shore-1/r intersection of Gen-14+ wrap-around lines ¢ %, ¢ with v ¢ Bd(.Z)
then both £, ¢’ cannot be in .%.

5. A 2-step wrap-around line w.r.t. .Z is a Gen-0 line.

6. If £,m are 2-step intersecting lines w.r.t. £ then ¢, m must intersect at the 2-step
point only. If a 2-step line ¢ intersects at m € £ then it must intersect at a 2-step

point.
7. For r =2k: If { € £ is a (k — 1..x) Gen-1+ direct line then ¢;_1 & B.
8. Forr=2k—1: If £ € £ is a (k — 2..x) Gen-2+ direct line then ¢;_5 & B.

We call £ walid if it satisfies the above conditions. We say that £ completes u if
u € Bd(Z). The smallest collection of 7-lines which is valid and completes u is denoted

as Z(u | 7).

\. J

It is easy to see that £ (u | 7) exists and it is unique (Namely, it is the intersection of all
collections of lines which are valid. The complete collection is a trivial valid collection and hence
the collection of valid line collections is not empty). Suppose 7/ is .Z-completion of 7 for some
% (Note that 2] is not completed). Moreover, assume that a 2-step line for . undergoes 2-step
extension. If % is not valid then 7’ is not good. This can be verified by considering 1-7 points

of a valid collection one by one.

1. Suppose point 1 is not satisfied then say £(3.1) is extended in 7’. However, then £ must be

7/-complete. A similar argument holds for the other choices of lines.
2. Suppose point 2 or 3 is not satisfied then 7/ does not satisfy BF1.
3. Violation of point 4 leads to a violation of BF2.

4. Violation of point 5 leads to a violation of BF1 (as the number of F-defined points are

increased by 2).
5. Violation of point 6 leads to a violation of BF2.

6. Violation of points 7 or 8 leads to the violation of internally complete property.
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{ DEFINITION: simple extension ]_

Let 7/ = (P, F' := FUC) be a Z-completion of 7 such that the following holds:

S1 All ¢ € £ is extended to a complete line ¢’ such that (¢ \ £) N VAL(T) = 0 (we call
¢ freshly extended). This implies that Dom(C) N VAL(T) = Bd(.¥).

S2 Every 7-line £ € % is freshly and one or two steps extended to ¢ in 7" (i.e.,

'\ ) nvaL(r) = 0).
S3 ¢ € £ has two steps extension if and only if it is a 2-step line for .Z.
S4 When r = 2k — 1, there is no new (k — 2..k + 2) segment.
S5 When r = 2k (even), every new segment £(,_1 p12) is a (k — 1.k + 2) line.

We call 7/ a simple Z-completion. When r = 2k and 7’ is a simple Z{,_1. j42)(7)-

completion, we call it a simple internal extension.

Let 7/ be £ + (k,k + 1) completion of 7 with an intermediate view 7”. We call it
a simple extension if 7" is a simple .Z completion extension of 7, and 7’ is a simple

internal extension of 7”.

An extended view 7 = (P U {((a,b), (¢c,d))}, F) is called a simple construction view
extension if b & VAL(7) (for a backward query) or ¢ ¢ VAL(7) (for a forward query). So,

at least one of b and c¢ is not a T-value point.

The following lemma is straightforward from the definition of simple extension as defined

above.

Lemma 13 r = 2k: Let 7 be a good view and 7' be a simple £ -completion of T for an valid
collection £, then T’ is a semi-good view. Let 7' be a semi-good view and 7" be a simple
internal extension of T, then 7' is a good view. Hence, for any good view T and an valid

L, if 7" is a simple £ + (k,k + 1) completion then 7" is a good view.

r =2k —1: Let T be a good view and ' be a simple £ -completion of T for an valid collection
£, then 7 is a good view.

If T is a good view and 7' is a simple construction view extension then T’ is also a good view.
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[ DEFINITION: Boundary BAD Random Permutation. ]_

Let 7 = (P, F) be a good view, .Z be a collection of lines and u be a F-undefined point.
Let Dom’ = DFUBA(.Z) U {u}. A P-conditioned random permutation I (i.e., 1 2 P) is

called boundary bad w.r.t. (7,.Z,u) if one of the following holds:

case v,_1 € Dom’,v, € DF,(v,,v,41 = v,_1 © F(v,)) ¢ Ran(P): Hz_l(vr,vrﬂ) €

VAL U {u};
case vy € Dom’,v; € DF, (vg := F(v1) ® v2,v1) ¢ Ran(P): 111 (v, v1) € VAL U {u};

case u,v; € DF,ug,v2 € Dom’,(ug := F(uy) ® ug,u1) ¢ Dom(P): II;(ug,u1) =
II; (vo, v1);

case u,,v, € DF u,_1,v,_1 € Dom/,(up,urr1 = u,—; ® F(u,)) ¢ Ran(P):

H2_1(u7“7 uT+1) - H2_1(UT’ UT+1);

6.4 Indifferentiability Analysis of » round Feistel

Let 7t denote the view at time ¢t and 7° = () which is a vacuously good view. Now, at time ¢, an

t—1

adversary A makes a query x; which is a deterministic function of 7t~! (assuming the adversary

is deterministic).

{ DEFINITION: Good Sequence of Transcripts

We call (71,...,79,7%) good if 7t is %+ simple completion of 7i=! where & =

Ly | 7071 and 7% is Lya(79) simple completion.

Suppose 7 = (P, F) is a good view and 7* = (P, F'*) is a completion of all wrap-around lines
(also called P-completion). Then, P C U, For a good 7 := (71,...,7%,7% = (P*, F*)), all 7*
are good view and 7* is also a good view containing no wrap-around lines (i.e., P C ¥¥ ) For

any such good transcript 7, we have
Pr(r) = 27"
Pr(7)

as the transcript is completely determined by F*. Now we compute the probability of realizing
a good transcript in the ideal world. Let Sim™ be a simulator which returns é¢ for all ¢ and 6*

in the final phase. Suppose Sim has primitive view F*~! and on query x; it works as follows:
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Find Phase: Sim"(z, | F'~!) finds a collection of lines .%,. It extends F'~' to F* just by
completion of .%;. It Returns 6 = F*\ F'~! to the adversary.

Final Phase: In the final phase in which P! is revealed to the simulator, it also extends F'¢ to

F* by completing all lines corresponding to P!. It returns 6* = F* \ F49,

{ DEFINITION: Good Simulator ]—

A simulator is called (1, e3) good if it satisfies the following:

(i) &4 = ZL(x; | 7t71) for all t+ whenever the random permutation is not boundary bad
(and the probability that a random permutation is a bad boundary is at most ¢1).

(ii) it defines a simple .%;-completion for all ¢ with probability at least 1 — e5.

(ii) It samples s = |F*|—2|P?| many points randomly during the updation of the primitive

view including the final phase.

Bad Event for the Ideal World. We call bad; holds if 1 is a bad boundary random permu-
tation at any point of time in the query response process. We call bad, holds if the simulator
does not make simple completion at any point of time. For a good (€1, €2) simulator, we have
Pr(bad;) < ¢,Pr(bads) < €. If it is not bad then we have seen that % = Z(x; | 707 1) for
all t. Thus, the simulator finds £ (z; | 7¢71) for all ¢ correctly with probability at least 1 — ¢;.
Moreover, all completions are simple and hence the transcript is good. So a transcript is bad in
an ideal world and happens with probability at most e es.

1

Now, for any good transcript 7 := (7%,..., 7%, 7%),

— (9—n|F~] — (972 . —n|S]|
Pr(r) = (2717, Pr(r) = (277) o x 2

where S is the points in which it samples during the updation of the primitive view including the
final phase. If the simulator is good then |S| = |F*| — 2|P*|. Hence, we apply the H-technique

and we obtain our main result.

Theorem 5 If there is a (e1,€3) good simulator, then (71

1 —q(q*er + €2).

yeo oy 79I T*) ds good with probability

We prove this result particularly only for eight rounds at the end of Subsect. 6.4.1. The

statement can be proved analogously for r rounds.
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6.4.1 Simulator for 8 Rounds

Simulation Closed Line Collection.

1. For a shore 2 F-undefined point u, Ly (u) := Z{s..2)x p, (T)}u is a collection of (8..2) lines. If
¢ € Ly(u) then £ is a (8..2) line such that fo = u and ¢ x g ¢ for a boundary wrap-around
line. So, if u happens to be a F-defined point then ¢ is extended to a boundary wrap-
around line and hence boundary fresh property gets violated. So we must complete ¢ (and

also ¢'). Similarly, for a shore 7 boundary point u, we define L (u) := Z(7. 1) v o, (T)}u-

2. For a shore 2 or 7 F-undefined point u, La(u) = Z{7.2)(7)u, a collection of (7..2) lines.
Every ¢ € La(u) is (7..2) line with w = ¢5 or ¢7. Hence, if u happens to be F-defined
then the boundary fresh property gets violated. This justifies the definition of Lo(u) that
needs to be completed whenever u is completed. We finally define L(u) = L;(u) U Lay(u), a

collection of wrap-around lines with one boundary shore 2 or 7.

3. For a revealed boundary point u (at shore 1 or 8), we define L(u) = {¢(u)}, the only
wrap-around boundary line passing through ¢ (whenever 7 is boundary-fresh). Note that
whenever u is completed, the boundary fresh property would be violated, and so ¢(u) must

be completed too.

4. For a shore 4 or 5 F-undefined u, let V(u) = OPgMS(T)W(u) \ Bo/g. Note that any wrap-
around line £ € .Z /5(7)|,, is a (4..1) (vesp. (8..5)) line if u is at shore 4 (resp. 5). Let L(u)
consists of all lines from .Z} /5(7)|,, except that all wrap-around (4..1) (resp. (8..5)) lines
are replaced by (4..9) (resp. (5..9)) direct lines. If ¢ € L(u) and » happens to be completed
then the segment ¢ has F-defined points both at shore 4 and 5. So we must complete ¢ to
keep (4,5)-complete property.

5. If u is F-undefined and v’ is a boundary point, both at shore 2, we define

Lu,u') ={ls.2) ¢ Ls.a) X5 b {la, 6o} = {u,W}}.

Let V(u,u’) be the set of all £5 points. We similarly define L(u,u') and V(u,u’) for shore

7 points (u,u’). For any pair of distinct points, we define

L(u,u') = {{ € Lyagen1 : Bd(¥) = {u,u'}}.
6. For all other cases, we define L(u) = L(u,u’) = ). For all u, we define V(u) = oP(,)(u).
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Well Approximation of V(u), V(u,u’), L(u) and L(u,v’) by Simulator. Let 7 = (P, F)
be a good view and let 1 be a P-conditioned random permutation. We define Sim?md(u | F) as
follows for a boundary point u with shore ¢ and we define Sim?md(u, u'|F) for boundary points

u,u’ of shore 2 or 7 as follows:

Sim',a(u | F):

i = 1: For all uy,ug € DF check whether M~ (ug, uy ® F(ug)) = (ug,u) for some ug € B.
In such a case £(u) = (vg,v7,vs, Vg, Vo, u), where vg = vg @ F(vy) and vg = vy ®

F(’Ug).
i = 2: Maintain two collection of lines, initialized as .%; + 0, % « 0.

For every uy,vy,ve € DF, if My (u @ F(uy),u1) = My (vy & F(v1),v1) = us, set
ogl — gl U (US,UQ,’U,O,U]_,U),

where ug = Mo (u @ F(u1),u1) and ug = u ® F(uy).

For every uy,ug € DF, check if M(u @ F(u1),u;) = (us, ug) for some ug € B. If so,
Ly — LU (ur, us, ug, g, U1, ),

where uy = ug @ F(us), up = u ® F(uy).

Finally, ¥ = %4 U %.

1 = 4: Maintain collection of lines initialized as .Z,.%’ < 0.

For every us,ug € DF, where ug = u @ F(u;5) and uy := us U F(ug) ¢ DF,

L+ L U{(u,us,up,ur)}, L + L U{(u,us,ug,ur)}

For every us,ug,u7 € DF, where ug = u @ F(us), ur = us ® F(ug), and ug :=

ug U F<U7> ¢ DF,

L+ L U{(u,us,ue,ur,ug)}, &L + L U{(u,us,ue,ur,us)}

For every ws,ug,ur,us € DF, where ug = u ® F(us), uy = us ® F(ug), ug =
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6 S3) F(u7)7

£+ L U{(u,us,us, ur, ug, ug, ug, u1) },
L+ LU {(u,us,ug, uy, ug, ug) }
where ug = u7 U F(ug) and (ug,u1) = M~ (ug,ug). *
1 =15,7,8: Symmetric to ¢ = 4,2, 1, respectively.
If i # 4,5, return Sim?mdv(u|F) := OP»(u) and Sim?mdL(u|F) =Z.
If i = 4,5, return OP »(u) and .Z".

Sim?md(u, u'|F') at shore i.

Maintain a collection of lines .# and points V initialized as &,V « 0.

1 = 2 For every vy, v] € DF,
My(ud F(v1),v1) = vs := vg := My (v & F(v)), )

= Z + L U{(vs,v9,v0,v1,u), (vs, vy, vy, v1,u’ )}, V < V U {vs}

i =7 Symmetric definition for shore 7.

Return Sim?mdv(u, u'|F) =V, Sim?mdL(u,u’|F) =2Z.

However, the simulator Sim has no way to know whether (ug,ug) € Ran(P) or not.

.

where vg = u® F(v1),v9 = v @ F(v}), (vs,v9) = M(vg, v1) and (vs, vy) = M(vf, v}).

“Note that if (ug,ug) ¢ Ran(P) then (u,us,...,ug) € Ext(u), otherwise (u,us,...,u1) € Ext(u).

J

Lemma 14 (Correctness of Sim at Each Step) Let 7 = (P, F) be a good view and u is a

F-undefined point. Let £ := £-(u) and Suppose a P-conditioned IN is not boundary bad w.r.t.

(r,u). Then, (Sim?indv,Sim?mdL) is a well-
approzimation of (V,L).
Moreover we have that,

Pr[P-conditioned N is not boundary bad w.r.t. (1,u)] >1— O(¢®/2")

The proof is given in Supplementary Material B.1.
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Description of Simulation Closed Completion. Let 7 be a good view. Let £ be a

simulation closed collection of lines and let
SAMP(Z) = {((,k) : £y €2, ke 0.9\ ({i —1,j+1}UINT(())}.

Every direct line £ € £ either passes through u € DF4 (¢ is called forward) or u € DF5 (£ is
called backward) but not both. Let CONS_SAMP(.Z) be the set of all pairs (¢, k) € saAMP(.Y)
such that & € {8,9} for a forward line ¢ or k € {0,1} for a backward line ¢. Let SIM_SAMP(.Z) =
SAMP(.Z) \ CONS_SAMP(.¥). Let .4 C Z(7) \ .Z be all lines sharing a common at least one
common boundary point with a given collection of lines .Z. Let % be all other lines (no common

boundary points). We define

SET(L) = {(i = 1,0), G+ 1,0) : La.j) € L}

=
SET1_ (&) :={(i —1,{) : {4 j) € L,{; € Bd(L)}
=

SET1+($) = (j + 1,5) : g(z]) S .,2”1,63- S Bd(g)}

We define SET; (.£) = SET;_(Z) USET14(.Z). So, for all £ € .Z, (¢, k) is either from SET(.Z) or
from SAMP(.Z) or ¢;, € DF. So after completion, ¢) is F’-defined for all £ € [8]. We now sample

elements from B randomly for each element SIM_SAMP(.Z):

1. @+ B,Vu € Bd(.2).
2. 4 < B, V(¢ k) € stMm_saMP(¥) \ Bd(.Z).

3. For a forward ¢, define ({g,ly) < M(£p,¢1). Similarly, for a backward ¢, define
(Lo, £1) = N1 (¢, by).

For all (£,i — 1) € SET(.Z) USET;(.Z), we define £; 1 = £; ® {;11 and £j 4, = {; ® £;_;. We

define F/ = FU{(4;,4i—1 ® Li+1),Vi € [8],£ € £}. This defines .Z-completion.
[ DEFINITION: Bad Sampling. ]_

We call above sampling GOOD (otherwise, we call BAD) if the following holds:
good;: All ¢, for (¢, k) € saMP(Z) \ Bd(.Z) are distinct and different from VAL(7).
good,: All ¢y, for (4, k) € SET(Z)USET;(.Z) are distinct and different from VAL(7).

goods: For all (¢,k) € SET(L) USET1(Z), (¢',m) € SAMP(ZL), by, # £),,.
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good,: If /(3 ¢) is a new segment then both /3, (¢ & DF'.

We define the bad events corresponding to the sampling procedure as the complements
of the good events defined above:

bad; = goodS,i =1,2,3,4

K2

Lemma 15 If the sampling defined above is GOOD then the completion is a simple extension.
Similarly, if P-conditioned random permutation T is boundary good w.r.t. (7, (z,y,+)) then a

construction query completion is simple.

Proof Sketch. This can be very easily seen from the fact that, good; implies S1, good; A goody A
good, implies S2. S3 is vacuously true since there are no two-step lines in case of eight rounds,

as 7 is (4, 5)-complete. Finally good, implies S5. O

(4,5)-Completion. Let 7 = (P, F') be a semi-complete view. Let £ := Z[3 ) be the collec-
tion of all (3..6) lines and SAMP(¥Z) = £ % ([0..9]\{2,4, 5,7}). Let CONS_SAMP(.Z) = ¥ x{8,9}
and SIM_SAMP(.Z) = SAMP(.Z) \ CONS_SAMP(.Z) = .¥ x {0, 1,3,6}. Let £ C .Z(7)\ Z be all
lines sharing at least one common boundary point (equivalently, exactly one common boundary

point) with .Z. Let % be all other lines (no common boundary points). We define

SET(L) = {(i = 1,0), G+ 1,0) : Lu.j) € £}

= {
SET) (L) = {(i—1,0) : {, ;) € %0 € BA(L)}
= {

SET1+($) = (] + 1,6) : f(z]) S fl,fj € Bd(f)}

We define SET;(.Z) = SET;_(-¥) USET14(.Z). We now sample elements from B randomly for

each element SIM_SAMP(.Z):

1. @ < B,Vu € Bd(.Z).
2. 4 <8 B,VY({, k) € stMm_saMP(.¥) \ Bd(.Z).

3. For all ¢, define (g, £y) < M(£g, ¢1).

\. .

For all (i — 1,£) € SET(.Z) USET, (%), we define £;_y = {; ® l;1 and £;,, = ; ® ;1. We
define F' = FU{(¢;,£;—1 ® ¥;41),Vi € [8],£ € £}. This defines .#-completion.
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[ DEFINITION: Bad Sampling for (4,5)-Completion ]_

We call the above sampling GooD (Otherwise, called BAD) if the following conditions
hold:

good;: All ¢ for (¢,k) € stM_SAMP(.¥) \ Bd(¢) are distinct and different from

VAL(T)

goody: All 4, for (¢, k) € SET(Z) USET1(.Z) are distinct and different from vAL(7)

We define the bad events corresponding to the sampling procedure as the complements

of the good events defined above:

bad; = good{,i = 1,2

Lemma 16 If the sampling defined above for (4,5)-completion is GOOD, then the completion is

a simple extension.
Here, as before, S1 and S2 follows from good; A good,.
Lemma 17 Pr(sampling is BAD) < O(q%/2").

The proof is given in Supplementary Material B.2.

Proof of Theorem 5 for 8 rounds. From Lemma 14 we have that whenever P-conditioned
random permutation I is not boundary bad (Simyinar,Simyingy) is a well-approximation of
(L, V) Now since Simy;,qr, and Simy,qy find at least one new line and at least one new vertex
every time it is run, it can be executed at most ¢* times until it finds the minimal fixed point
set. The collection of lines obtained in each such execution is a well-approximation of the
corresponding execution of L, implying by Lemma 11, that Simg;,qr«(z:) is an approximation
of Ly(z). Since L (z) is a valid collection of lines, so is its approximation Sim finqr«(2). Now
by Lemma 15, for good sampling the Simf;nqr«(2¢)-extension is a simple extension. Now, by
Lemma 13 we have that the simple Sim ipqr«(2¢|7—1)-extension 7’ is semi-good. Now 7, will
be the (4, 5)-completion of 7/, which is good by Lemma 13 if the sampling is good, since then

the (4, 5)-completion is a simple extension by Lemma 16. a
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6.4.2 Simulator for 7 Rounds

Forced-Intersection and Mixed Forced-Intersection Lines.
1. Let £¢ be the collection of all size 4 sets of lines:

o {l/7.1) €3 1),5(’3 1) Z”éﬁ 1 } such that £ X1 £ x5 £” %1 0" and £y & £ B L) &
0y @), @ L] = 0™ Moreover, if ¢ (resp., ") is a (7..1) line, then ¢7 (resp., £}') is a

revealed boundary point.

» We similarly define for the other side boundary point. {£(7.2/1), 6’(7”5),
Ul sy U oy} such that € X7 € X5 €7 X7 €7 and ls @ G @ 05 @ (4 © 0 @ ¢ = 0"
Moroever, if ¢ (resp., £') is a (7..1) line then ¢; (resp., £{’) is a revealed boundary

point.
and the following size 8 sets:

Tt 11t it 1
. {£(7 1204 5),6(7 5),6(7“1)%(7 a1y lrsy birsy 1/2)}suchthat AR AL AL
Cxy 0 x B xs M o tand ool olTeodiod =t oot e
Eén @Kﬁi @Eﬁ“ = 0". Moreover, if £1 (resp., ¢*) is a (7..1) line then ¢ € Z7.1) % ke
(resp., fi S $(7-~1)XRev(1))'

i T Tt L 1
° {6(6/7..1)78(3..1)’6(3..1)7€(7~-1)’£l(7..1)’6(3.,1)76(3..1)’

Cxy 0 Xt X, and ool ofiTadiaod =t oledle
5 @ 8 @ 01 = 0. Moreover, if £1 (resp., £F) is a (7..1) line then (T € Z7.1) % re)

61(:6/7__1)} such that €7 %1 £1T x5 #1117 x4

(resp., gi S "%7-41)‘“%\,(7))'
Let fﬂ = ULEEH L
2. Let £mr be the collection of all size 3 sets of lines:
. {6(6..1);6/(3“1),6/(13_1.)}, i€{6,...,9,1} such that £ X1 ¢’ X3 ¢" and €y ® [ =0} ® L.
. {E(T,g),E’(7“5),€’(’j“5)}, Jj€{1,2,3,7} such that £ X7 ¢ x5 ¢" and bz @ L =0, D LY.
Let fMH = ULEEMH L

A line £(6/7..1) (resp., 8(7_1/2)) is said to have a forced-intersection/mixed forced-intersection
structure at shore 1 (resp., 7) if there exist lines £(5 1), €05 1), €57 1y (7 5), (7 5 0(7 1 /2)) such

that €o @ L) = €, DLy D L) @ L] (resp., by L =, DU DLy L))
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Simulation Closed Line Collection.

1. For a shore 2 or 6 F-undefined point u, we define L(u) := Ly (u) U L2(u), where L;(u) are

defined as follows:

(i) Li(u) = Z..2)(T)u, & collection of (6..2) lines.

il u 1s a shore 2 point, Lo(u) = 7.9 % re (T) 1w, & collection o . ines incident
i) If w i hore 2 point, L L17.2) % ree (T)) llecti f(7..2) li incid
on revealed boundary points. Similarly, for a shore 6 boundary point u, La(u) :=

Z6..1) % ges (T -

2. For a revealed boundary point u (at shore 1 or 7), we define L(u) = {¢(u)} is a collection

wrap-around boundary lines. For any other F-undefined shore 1 point u, L(u) = 0.
3. For a shore 3 or 5 F-undefined u, let L(u) = L34 /45(7) u-
4. For F-undefined boundary points, u in shore 6 and v in a shore 1, let £g(u,v) = {L €

Lr: Lg.1) € Ll = u, {1 = v}, and define

L(u,v) = U L

Lef(u,v)

We similarly define Lg(u,v) for a pair of F-undefined points (u,v), where u is in shore 7

and v is in shore 2.

5. For F-undefined boundary points, u in shore 7 and v in a shore 1, let £¢(u,v) = {L €
Lr: L7y € L by = u,f1 = v}, and define

L(u,v) = U L

LeLr(u,v)

6. If v is F-undefined and u’ a boundary point, both at shore 2, we define

Li(u,u') = {lz.2) + Lgay x7 b {l, 05} = {u,u'}}.

We also define £¢(u,v') :={L € £r: L = {£g7..2)’EE[;.5)74;.T.5)>€(7~1)’6/(7..1)7

Eg.i.l)’Eﬁ..s)vﬁ%.z)}’@ = u,fé = u'} Then

Lo (u,u') = U L

LeLr(u,u’)

Finally, define L(u,u') = Ly (u,u’) U La(u, u').
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We similarly define L(u, ') and V(u,u') for shore 6 points (u,u’).

7. For F-undefined pair of points (u, ) € Revy(7)2\ Bdg(.Z (7)), we define, £ (u,u') =
11
{LEQFI = {£(7 1) (3 1),63 1),5(7 1) 57 1)76(3 B 7£(3 1y
i = —
6(6/7..1)}756/7 = U756/7 =u } Then

L(u,u') = U L

LeLr(u,u’)

We define L(u,u) analogously for (u,u’) € Revy (7)1 \ Bdy(.Z(7))2.

8. For an F-undefined point u in shore 2 and a boundary point ' in shore 3, we define

Lwri(u, u') = {ig 5 * .2y X7 k5 x5 0, {2, l5} = {u,u}}.

We similarly define Lyg(u,w’) for a pair of points (u,u'), where u is a shore 6 point and

u’ is a shore 5 point. (Similarly defined when v’ is a shore 1/2 point)
9. For any pair of distinct points we define L(u,u’) = {£ € Lys Gen-1 = Bd(€) = {u,u'}}.

10. For any pair of distinct boundary points u,u’ from shores 3 and 5 respectively, we define

L(u,u") = {€ € ZirGen1 = Bd(l) = {u,u'}}
For all other cases, we define L(u) = L(u,u') = 0. For all u, we define V(u) = oP(,)(u)

Computation of V(u), V(u,u'), L(u) and L(u,v') by Simulator. Let 7= (P, F) be a good

view. We define Sim?ind(u | F) as follows for a boundary point u with shore i:

It is important to note that for an input u from shore 4, other than the forced-intersection/mixed
forced-intersection cases, computation of V(u), L(u) for 7 rounds is analogous to their computa-

tion for 8 rounds. These include:
1. For ¢ = 1, finding the unique Gen-2+ line with boundary point u

2. For 1 =2,

« Finding all pairs of lines (7 5) %7 Z’(7“i)7 i € [3,5] such that 5 = u

 Finding all lines £y such that {5 = u
3. For ¢ = 3, finding all direct lines ¢5_;, j € [7,8] such that {3 = u

4. Symmetrically, for 1 =5,6,7
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It is easy to see that these lines can be identified by the Simulator in much the same way with
minor adjustment to the shore numbers, the details for which are omitted. We now describe
the computation of L(u,u'),V(u,u’) for a pair of inputs u, v’ from shores i, j respectively. Like
in case of the single input, (a part of) the computation of V(u,u’),L(u,u’) is analogous to 8
rounds, namely, for i = j = 2 (vesp., i = j = 6), finding Gen-1 lines /(7 9, %7 627__2) such that
ly = u,ly = u' (resp., all Gen-1 lines £ 1) %1 61(6..1) such that lg = u,l; = v'), the details
for which are omitted. We now describe the additional computation steps for V, L for a pair of
inputs. We will assume that any Gen-2+ direct or wrap-around line is already in possession of
the simulator, hence no computation is required on that end and the information available to

the simulator can be readily used.

Sim?md(u, u'|F) at shore i.

Maintain a collection of lines .Z and points V initialized as £,V <« ().

i=2,7="7. For every v; € DF, check if there exist lines £(7 5y X35 6’(7“5) such that

Case 1:

o My(F(v1) ® u,v1) = €7, and

o N5 (¢, v}) € DF, where vg = £g © £ @ MNa(F(v1) @ u,v1) © by & L,
If found, then .Z + £ U {(vz,vs,v9,v1,u), (5, v§, v, v ,u)}, V < VU
{vh,v7, 0%}, where vg = F(v1) @ u, (vr,vs) = M(vg,v1),vh = €7, (v),v]) =
N~ (v7, v8), v3 = vp & F(v1)
Case 2:

o My(F(v1) ® u,v1) = €7, and

o N5 (05, vh) = ¢} for some Gen-2+4 wrap-around line €(;.1): 1 € [3,5], where

vg = g © Ly @ £y @ £} ® N2(F(v1) © u,v1)

If found, then £ «+ £ U {(vr,vs,v0,v1,u), (V5 v, v5,u)}, V «— V U
{v], vy, 0%}, where vg = F(v1) & u, (v7,v8) = M(vg,v1),vh = €5, (vh,v]) =

N~ (v7, v5)

i = 6,7 = 1. Identical to the above case
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i = j = 2. For every v;,v] € DF, check if there exist lines £(7.5) X5 627.‘5),14;(7“5) X5

kE7._5) such that

o My(F(v1) Bu,vy) =4y, M(F)) du,v)) =kyr
o N4, up) = Nyt(kh,vh), where uj = ly @ £y @ £y @ £} & Na(F(v1) @ u,v1),

and vg = ks D ki @ ka @ k) © Mo (F(v]) ® v/, v])

If found, then .Z < £ U {(v7, vs, vo, v1,u), (v5, v§,vh,u'),

(wr, ws, wo, wy ), (Wh, ws, wh,w1)}, V + V U {vr,vh, wy,wr,wh}, where v

F(v1) @ u, (v7,vs) = M(vg, v1),v5 = F(v}) @, (vh,vf) = M(vj,v),wr = L, wh =

k/7a (wﬂvwl) = nil( %,Ué), (w(l)7w/1) = nil(k/%rué)
i = j = 6. Identical to the above case.

i=2,j€{1,2,3,7} For every v; € DF, check if there exist lines £(7 5) X5 6’(j”5) such
that
o My(F(v1) ®u) =¥z, and
o gD uvg =Ly DL, where vg = [y(F(v1) & u)
If found, then & «+ £ U {(vr,vs,v0,v1,u), (vj,...,u')}, V < V U {vr}, where
(7)77”8) = |_|(F(v1) @u),vé = E;p(u/)

i=6,7 € {1,5,6,7}. Identical to the above case.

Return Sim?mdv(u,u’|F) =V, Sim?mdL(u,u’|F) =Z.

Lemma 18 (Correctness of Sim at Each Step) Let 7 = (P, F) be a good view and u is a
F-undefined point. Let £ := £-(u) and Suppose a P-conditioned N is not boundary bad w.r.t.
(t,u). Then, we have (Sim?mdv, Simjrc'mdL) is a well-approzimation of (V,L).

Moroever, we have
Pr[P-conditioned N is not boundary bad w.r.t. (1,u)] >1—¢e;

where g1 = O(¢g%/2").

The proof is given in Supplementary Material B.3.
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Description of Simulation Closed Completion. Let 7 be a good view and let £ be a
simulation closed collection of lines. Every direct line ¢ € £ either passes through (us,u4) €
DF3 x DFy4 (£ is called forward) or (ug4,us) € DF4 x DF5 (£ is called backward) but not both. Let
CONS_SAMP(.Z) be the set of all pairs (¢, k) € SAMP(.%) such that k € {7,8} for a forward line
¢or k € {0,1} for a backward line £. We describe the sampling/setting function for different
categories of lines in .Z below.

We defer the detailed description of the completion to Supplementary Material B.5.

We now sample elements from B randomly for each element SIM_SAMP(.Z):

1. @<+ B,Vu € Bd(.Z) USETSAMP(.Z).
2. 4 < B, V(¢ k) € stMm_saMP(Z) \ Bd(.Z).

3. For a forward ¢, define (¢7,¢g) < M({p,¢1). Similarly, for a backward ¢, define
(Lo, £1) = N1 (7, lg).

This concludes our sampling definition that our simulator employs for any .Z-completion.
{ DEFINITION: Bad Sampling ]_

We call the above sampling good (Otherwise called bad) if the following conditions hold:

good;: All ¢y, for (¢, k) € saMP(.Z)\Bd(.Z) are distinct and different from VAL(7)U

SETSAMP(.Z).

goody: All 4y, for (£, k) € SET(ZL)USET, /2(Z) are different from VAL(7)USAMP(Z)U
SETSAMP(Z). Further, if £ = £}, for some (¢, k) # (¢, k) € SET(Z) U SET; 2(Z),
then either (¢,-,¢') € Ly or (£,-,-,0') € LF.

goods: If (¢, k) = (¢, k) € SETSAMP(.Z), then (¢,-,-,0') € L.

good,: No /(5 ) segment exists in Z(7).

We define the bad events corresponding to the sampling procedure as the complements

of the good events defined above:

bad; = good;,i =1,2,3,4

Lemma 19 If the sampling defined above is GOOD then the completion is a simple extension.
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Similarly, if P-conditioned N is boundary good w.r.t. (7,(x,y,+)) then a construction query

completion is simple.

Proof Sketch. This is also quite straightforward, noting that good; implies S1, good; A good,
implies S2 and S3. Finally good, implies S4. ]

Lemma 20 Pr(\/, ., bad;) < ¢, where e = O(¢%/2").

The proof is given in Supplementary Material B.4.
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Chapter 7

Conclusion

The notion of Indifferentiability is a foundational concept in modern cryptography, and serves
as a powerful framework to evaluate whether a given construction can securely emulate an
ideal primitive, such as a random oracle or an ideal permutation. This thesis has undertaken a
comprehensive study of the indifferentiability properties of various symmetric key cryptographic
constructions, yielding both positive and negative results. For the positive results, the thesis
describes Simulators which succeed against the best polynomially-bounded adversaries for each
specific construction. For the negative results, the thesis demonstrates cryptographic attacks
that succeed with overwhelming odds against any Simulator in the indifferentiability game. The
investigations carried out herein contribute both novel insights and significant refinements to

existing literature in this area. The study was centered around three key classes of constructions:

Confusion-Diffusion Networks: The thesis first addresses the indifferentiability of 2-
round and 3-round Confusion-Diffusion Networks. It corrects existing errors in previously
proposed attacks against the 2-round construction CDNjy o by providing a more rigorous
and general attack strategy, thereby conclusively demonstrating that CDN3 o is not secure
even under the weaker notion of sequential indifferentiability. Conversely, a positive result
is established for the 3-round construction CDNj3 o with linear diffusion layers, which is
shown to be indifferentiable from an ideal permutation. This establishes a tight bound
on the number of rounds required for achieving provable security in this construction

paradigm.

Cascade Ciphers: The thesis presents a generalised attack against the 3-round Cas-

cade Cipher construction CCES, which works for a broad class of non-cryptographic key
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scheduling functions. This extends prior negative results, which relied on more specific
key schedules. The result underscores the limitations of cC® and supports the necessity
of using at least 4 rounds for achieving indifferentiability, thus reaffirming and extending

the existing consensus on the topic.

Feistel Networks: The final component of the thesis introduces a general proof frame-
work for analyzing the indifferentiability of Feistel constructions. Within this framework,
new indifferentiability proofs are provided for both 7-round and 8-round Feistel networks
(U, and g, respectively). Notably, the result for ¥y is the first of its kind, and the Wg
proof simplifies prior approaches, making it more accessible and adaptable. The frame-
work further shows promise for future work aimed at closing the gap for W4, the security

proof of which remains an open problem in the field.

In summary, these results enhance our theoretical understanding of symmetric key primitives
under the indifferentiability paradigm. The findings provide tighter bounds on the rounds re-
quired for security and extend the existing literature. While some of the security bounds achieved
are not tight from a practical implementation standpoint, they provide a solid foundation for

future optimizations and improvements.

Future Research Directions. The resolution of the 6-round Feistel Network remains an
open research area, and is a natural extension of the work done on Feistel Networks in this
thesis. Another area of exploration is the Cascade cipher with arbitrary number of rounds ‘¢’

and using an offline (¢ — 1)n-bit to £n-bit key scheduling function.
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Appendix A

Supplementary Material for
CDN3 2

A.1 Proof of Lemma 8: Probability bound of bad events

Proof 9 First we claim the following bound on |P| which will lead to the probability bounds.
Lemma 21 For any adversary A making at most q queries,

o [PAIS| is bounded by 4q> + 12q;

e |P| is bounded by (4¢* + 12q)?;

o |CS| is bounded by 3(4¢* + 12¢)% + q.

o Since [P| < (4¢° + 12q)?, we get

Pr(Injectivity Loss in P) < (4¢* + 12¢)*/2"

o Using the bound for |P|, we get
Pr(Accidental Equality in Diffusion Layer) < (4¢* 4 12¢)®/2"

(Note that this probability is dominated by the accidental formation of a P3-chain)
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o Using the bound for |P| once again, we get

Pr(Hit in G"™) < q[|V(G"™)| x |P| x |[New Prim Pairs|] /2"
< q[(44” +129)* x (4¢° +12¢) x (4¢° +129)]

< q(4¢° +12¢)7 /2"

o Since |CAUCS| < 3(4¢? +12q)? + q and using the bound for |P|, we get

Pr(Hitting in 1) < (3(4¢* +120)* + ) (4(4¢* + 12)* +q) /2"

Combining the above probabilities, we get the required result. O

Proof of Lemma 21. PAIS is composed of primitive queries made directly by the adversary,
pairs that Sim obtains through revealed adversary construction queries, and lastly, additional
pairs that Sim may obtain in order to keep (PAIS, CS) consistently saturated. The first two cases
may contribute at most 6q pairs each, whereas the third case contributes at most 4¢> pairs (2q
choices for each of P1,Pa, Ps and Pg) This gives us the required bound.

Neat, note that the growth of |P| is dominated by the the fact that Sim maintains complete
chains in its transcript for every pair (of primitive pairs) in (PAS NP3) x (PAIS NPy). From
the bound of |PAIS| given above, we obtain the required bound for |P|.

Finally, recall that Sim makes a construction query for each pair (of primitive pairs) in
(PAIS N P3) x (PAS N'Py). This gives us the first term of the bound. The second term is
due to the fact that the adversary is forced to complete all their construction queries by making

appropriate primitive queries after the q queries afforded to the adversary are exhausted. O

A.2 TIllustration of a Substitution-Permutation Network

Fig. A.2.1 shows an illustration of an r-round SPN with 8 4-bit S-boxes in each substitution
layer, and bit-permutations as P-boxes. KS represents a key-schedule which takes a master key

and outputs the round keys.
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Figure A.2.1: Example of a Substitution-Permutation Network over 32 bits. (Adapted from an
example in Jean (2016).)
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Appendix B

Supplementary Material for
Feistel

B.1 Proof of Lemma 14

Toke any F-undefined point u belonging to the shore i. We show that Simyinar(u) is a well

approximation of L(u).

i =1: For a revealed point u, let £ := £(u), then €7,ls € DF and ((¢s,{y), (£o,¢1)) € P C I
Thus from definition of Sim?ind we have that £(u) € Sim?md(u\F). Now there cannot be
any other line £' in Sim?md(u\F), since then we will have Ny (€, ly) = Ny (04, 4y), for

62*..9) ¢ Lyir_sory, Which violates the boundary goodness of .

i=2: Let Lg.2y € Vi(u). Then g is a revealed boundary point, which implies there ex-
ists a Gen-24 wrap-around line ¢ with ¢ xg ¢'. Thus we have ¢1,01,¢, € DF and
((€o, 01), (€s,49)), ((£5,01), (4s,€5)) € P C M, and hence by definition of Sim?ind it fol-
lows that £ € Sim?md(u\F).
Now, suppose £(g. ) € Sim?md(u|F)\V2(u), Then there exists E/(o..*) such that My (L, 1) =
My (€5, 44). N is bad with respect to (P, F') if either (€o,¢1) & Dom(P) or (£, ;) ¢ Dom(P).
If both (Lo, £1), (Lo, ¢1) € Dom(P), then £ € V1(u), a contradiction.
Let £(7.9) € Va(u). Then we have £1,{g € DF with ((fo, (1), ({s,49)) € P C T, implying
that ¢ € Sim?ind(u|F). Now suppose £7.2) € Sim?indL(u\F) \ La(u). Then (o,¢1) ¢ P,
implying that €. 4 is a F'-line in Lyic_spry(T") \ Liv_sory«(T") for which Ny (Lo, {1) € DF,

implying that T was bad with respect to T/, a contradiction.
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i =4: It follows from the definition of Sim?ind that L(u) \ L(u)..9) € Sim?ind(u|F). Also for
any (4..9) line €, the simulator will find a (4..1) line £ such that £ = d(¢'), which will also
be a leaf line if T is not boundary bad. Any line in Sim?md(u|F) \ L(u) cannot be direct
by definition. If L4 1) € Sim?indL(u|F) \ L(u), then we must have {5, 0s,l7,0s € DF but
(Ls, l9) ¢ Ran(P), which would imply d(£) is a T-boundary direct line.

So we have proved the case for i = 1,2, shored points v,v' and shore 4 point w,
Sim?mdL(U|F) =L-(v), SimjrflmdL(Uavl|F) =L (v,7"),

Siminay (0, V'|F) = Ve (v,0"), Sim{ gy (w|F) 2 Vo (w).

Moreover, every v € Sim?mdv(w|F) \ Lr(w) is a Zr(u)-fresh point. Similar results hold for
the rest of the shores that will follow symmetrically. We can show in a similar fashion that

Sim?mdL(v,v’|F) = LT(U,U’),Sim?mdv(v,v'|F) =V, (v,v"). Hence, the result follows.

Probability Bound for Boundary Bad 1. We derive the probability bounds for cases 1
and 3. Cases 2 and 4 are analogous. Let bad';I be the event v,_, € Dom’, v, € DF, (U, Upg1 =
v_1 ® F(v,)) ¢ Ran(P) : T, (v,,vr41) € VAL(T) U {u}, and bad} be the event uj,v; €
DF, uz, vy € Dom’, (ug := F(u1)®uz,u) ¢ Dom(P): I (ug,u1) = Il (vo,v1). Define badgl7 badg
similarly. Note that |VAL(T)| for shore 2 (resp., r — 1) is of the order ¢* instead of q*. This is
because |DF3|, |DF4| < 2q (resp., |DF,_3]|,|DF,_2| < 2q). We refer to the value points at shore

2/r —1 as VALg ,—1(T)

Pr(bad}) = [|VALy,—1(7)|* x |DFy,[]/2"
<O(¢%)/2"

Pr(bad}) = [|VALy,,_1(7)| X |DFy,[]2/2"
<O(¢*/2")

Hence, we get Pr(\/ie[4] bad]') < O(g®)/2" -
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B.2 Proof of Lemma 17

Let T be a good view. We start by establishing the size bounds for VAL(T) and £. We know
that |DF4, DF5| < 2q. Further, due to (4,5)-completion, we have |DF;| < 4¢2, i € {1,2,3,6,7,8}
This implies that the number of direct lines in £ is bounded by 16¢*. Thus, |.Z(T)| < q + 16¢*.

Taking into consideration the adversary query bound q, we have
|VAL(7)| < |DF| 4 2| Lwa ()] + 2| Lair(7)| < (24¢° + 4q) + 2¢ + 32¢* < 32¢* + kq?, k € N.

Next, note that | Lai| < 4q¢°, using |DF4|, |DFs| < 2q (since any direct line in £ passes through
points in DF4, DF5). Hence, we have |.L| < |Lua| + |Lair]| < q+4q°. Hence, |saMP(ZL)| < 4|.Z),
and |SAMP(Z) \ Bd(Z)| < 3|Z|. We are now equipped to find the desired probability bounds.

Pr(bad,) < Pr (ek =y (6]) # (€, m) € saMP(2) \ Bd(Z) )+
( ) € SAMP(ZL) \ Bd(Z),v € VAL(T))
< (912 ()] +3[L(7)] x |var(r))|/2"

< 9(q+4¢*)%/2" + 3(q + 4¢%) (32¢* + kq®) /2" < 38445 /2" + k1¢° /2"

Where k1 € N. Next, observe that |SET(.L)| < 2|.Z|, and |SET1(ZL)| < 2|.Z(7)|, which gives
us [SET(ZL)USET; (L)| < 2|.L|+2|L(7)| < 2(q+4¢* +q+16¢*) < 32¢* + kag?, ke € N. Hence,

Pr(bads) < (ek =0, (6,k) # (¢',m) € SET(L) U SET (.z))+
0 =, (k) € SET(L) USET1(Z),v € VAL(T))

4(Z]+12(n))? +2(2] + 12 (7)]) x [vaL(r)]) /2"

v
—
/\ /\ — *—U

32¢* + k2q®)? /2" + (32¢* + kaq?) (32¢* + kq?) /2"

< 1024q8/2" + k3q®/2" (ks € N)

Pr(bads) < Pr (zk =0, (L,k) € SET(L) U SET(Z), (¢',m) € SAMP(DQ”))
< (|SET(Z) U SET1(ZL)| x |samP(Z)|) /2"

< 2(Z]+ 2] x 42]) /2"
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< 4(32¢* + k2¢°) (g + 4¢%) /2™ < 512¢°/2" + kaq® /2" (k4 € N)

Finally, observe that |DF’'| < |DF| + 6|.Z| < 24¢% + 4q + 6(q + 4¢®) < 48¢® + 10q. Define
Ly ={ly | L € L}, and similarly, L5

Pr(bady) = Pr(¢3 or £ € DF’, {(3..6) s a new segment)
= Pr({3 or £s € DF', at least one of £4,l5 € DF'\ DF)
<2 x Pr(fs € DF', ¢4 € DF'\ DF, #5 € DF)+
2 % Pr(ls € DF, {4,05 € DF'\ DF)
< 2(|DF'| x |Z4| x |DF]) /2" + 2(|DF'| x |.Z4| x |Z]) /2"
< 2((48¢% + 10q)(q)(24¢° + 4q) + (48¢° + 109)q°) /2"

< 1152¢° + ksq* (ks € N)

Combining the above, we have Pr(V; bad;) < 1024¢%/2" + kgq® /2", where k¢ € N.

B.3 Proof of Lemma 18

Stmilar to 8 rounds, we will split the proof for a single input u from shore i, and a pair of
inputs u,u’ from shores i,j respectively. With respect to the single input case, identification of
wrap-around lines (for i = 1,2,6,7) and identification of direct lines (for i = 3,5) are identical
to 8 rounds, the details for which are omitted. We direct our arguments towards proving the

lemma for a pair of inputs u,u’.

i=1,7 = 6. From the definition ofSim?MdL(u, u'), the simulator finds all size 4 sets (£, .1y, k, k', 626/7“1))
such that {1 = u,lg = u’ using the condition ko ® ki ® Lo ® £, = ks @ k), and leveraging
the fact that the simulator is readily able to identify the (3..1) lines from DF. If I is not
boundary bad, elements from Lr are exactly identified, and the direct boundary lines in L

are accounted for in Sim?mdL)(u,u’) as wrap-around boundary leaf lines.
1= 2,7 =7. Analogous to the above case.

1= 2,7 = 3. This case refers to the identification of Lymr, the arguments for which are similar

to the case for ZLr described above.

i =7 = 2. This case refers to the identification of size 8 sets in Lr. This, too, is very similar
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to the first case. For a size 8 set (5(7_,2),47“5),E'(’7“5),k(7”1),k27“1),

627_'5), 61(37”5), 62’7/__2), the simulator can readily compute lines ¢/, 0" 0T 0%, use the linear con-
dition for forced intersection to obtain lines k, k' such that ki = kj. If T is not bad, then
the size 8 sets are exactly identified, with the only exception being the direct boundary lines

in L which are represented as wrap-around boundary lines in Sim?mdL)(u,u’)

Hence, (Sim?mdv(u, u'), Sim?mdL(u, u')) is a well-approzimation of (V,L). O

B.4 Proof of Lemma 20

We begin by establishing some preliminary size bounds for £ = ZL(1). We know that the
adversary queries are bounded by q. In order to obtain a probability bound for the above described
bad events, we need to find size bounds for the following:

(i) vAL(T), and

(ii) Any simulation closed component £ C Z(1)

Note that primitive pairs in F;,i € [3,5] originate either directly from adversary primitive queries
on shore i, or from completion of adversary Il queries. Let T be a good transcript. Since
number of wrap-around lines in £ is bounded by q, we have |F;| < 2q, i € [3,4,5]. This
means that, at any stage of the interaction, | L. 5)(T) U Ls.6)(1)| < 2¢*. Hence, |F;| <
2q + 2¢%, i € [1,2,6,7], which in turn implies that |F| < 6q + 6q + 6¢°> < 12q + 6¢>. Further,
| Lair(T)] < (29 + 2¢%)? and | L(7)| = | Lo (T)] + | L (T)| < g + (2 + 2¢%)?. This gives us our
bound for |[VAL(T)| = |F|42|La (7)|+2| L (7)| < 12¢+6¢*+2q+2(2g+2¢%)? < 8¢*+kq3,k € N.
Also, | L] < | Lywa(T)| +|L2.5)ULs.6)| < g+ 8¢?, which implies SAMP(Z), SET(Z) < q+ 842,
and SET (L) < | L (7)| < ¢+ (29+2¢*)?. SETSAMP(Z) is trivially bounded by twice the number

of wrap-around lines (2q). Now, we bound our bad events.

Pr(bady) = [|sSAMP(.Z)| x (|vAL(T)| 4 |sETSAMP(Z)])] /2"
< 0(¢°/2")

Pr(bads) =
[(|SET(L)| + |SET1 (L)) % (|VAL(T)| + [SAMP(.Z)| + |SETSAMP(Z)])] /2"
<O(¢*/2")
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Pr(bads) = |SETSAMP(.Z)|? /2" < ¢* /2"

Pr(bady) = 2Pr({(z. 5 € L(7), U5, lg == ls @ {5 € DF')+
2Pr(us € DF, uy, us, ug := uy ® s € DF', uz = 1y © us)+
Pr(us, us, us € DF' ug = 1iy @ us)
< [21Lir(7)] % |SAMP(ZL) U SET(.L)| + 2|DF3| x [saMP(.£) U SET(.ZL)|?
+ |samp( L) U SET(Z)|?] /2"

< 0(¢°/2")

B.5 Details of 7-round simulator

Wrap-Around Gen-4 lines. For the sub-collection of Gen-4 lines 3.1y (resp., Z(7..5)), define

( ) ) 2 L) € L3yt
SET(L(3.1)) = {(£,2) : L3.1) € Lsn)s
( ) ) Lz.5) € L5}
( ) ) L5y € Lirs) )

Wrap-Around Boundary Gen-2/3 lines. For the sub-collections of Gen-2/3 boundary lines

-ipWA,BDRY, Gen-2, 2 WA_BDRY, Gen-3, define

SAMP(a%VA,BDRY, Gen-3

: é(i..j) S gWA,BDRY,Gen-B',k € {]71}}7

) =A{(

SET(Zwa_ppry,Gen-3) = {(
) =A{( Ly € Luwasory,Gen-3k € {7,7 +2,i}},
) ={(

)

( )t Lg) € Lwasory,Gen-3, k € {j + 1,0 —1}},
SAMP(Lya_pory, Gen-2 )
( )

gWA,BDRY,Gen—2 : g(i..j) € jWA,BDRY,Gen—27 ke {] +1,0— 1}}

(6..2) lines. For the sub-collection of Gen-2 lines L. 2y, define
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SAMP(ZL(6..2)) = { (L, k)
SET(Z(5..2)) = {({, k)

: é(G.‘Q) € "Z&.Q)vk € {27476}}5
s l.2) € Le.2), k€ {3,5}).

Forced-Intersection and Mixed Forced-Intersection Gen-0/1 lines. Let
Lri, Lr1, Ly, Lmrr be defined as before. Let Ly 7.2y, Lumri(r..2) (resp., ZLri(6..1)
ZLuiFi6..1)) be the set of all (7..2) (resp., (6..1)) lines in L, Lumr1, respectively. Define

SAMP(ZLri7..2)) = {(L,K) + Li7.2) € Luri(r.2), k € {2,4}],
SET(LyiFi,7..2)) = {6, k) = L7.2) € LuirFir.2), k € {3,5,6}},

SAMP(ZLyiFi,6.1)) = {6, k) = Le.1) € Lumrie.1), k € {4,6}},
SET(Luri6..1)) = {6, k) Ls.1) € Lumrie.1), k €1{2,3,5} )

Since a line lya, Gen-1 may belong to Lri Gen-1 N LMEI,Gen-1, We consider the wrap-around,

Gen-1 lines that are exclusively a part of L. Let £, (7.2) = ZLri(7.2) \ Lwmrir..2) (resp.,

Lh6.1) = ZLFi6.1) \ LmFi ..

n)-

SETSAMP(ZLpy (7. 2)) = {(£,6) : L(7.2) € LFy (7.0},
SAMP(ZLYy (7. 9)) = {6 k) + Liz.2) € Lhy 7.9y, k€ {2,4}},
SET(LEy (7.2) ={(6,k) : L.2) € Lhy7.9), K €{3,5}},

SETSAMP(ZLp; 5.1)) = {(£,2) * L6.1) € Lhy6.1)}
SAMP(Lpy 6.1)) = {(6, k) + L6.1) € Lrs.1), k€ {4,6}},
SET(LH 6.1)) = {(L:k) + L1y € L 6.1y, k€ {3,5}}

Let Ly 7.1y, Lmrir..1) be the set of all (7..1) lines in L, Ly, respectively. For any
Liz.1y € ZLrir.a)YULmrir..1), we must have £y, 7 € Rev(Z). As before, since a (7..1) line
£ may be included in Ly 7.1y N LmFi(7..1), we must first categorise the lines in L 7.1y U
ZLuiFi(7..1) before defining the sampling/setting functions for them. We call a (7..1) line
0 € Lri7.1) U LuyFi(7.1) two-side forced if there exists a forced-intersection/mized forced-
intersection structure at both shores 1 and 7. If not, £ is called one-side forced Neut,

consider the following sets:
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o Lure, ) = ey + L€ Lurir.ay, L is two-side forced}

o Lurrr.) = L.y 2 L€ Lurr.1) \Lure,r.1), L s two-side forced} (We further
divide this collection into Lyr i (7..1),1 and Lyri i r..1),7 where lines in Ly Fr7..1),i

contain o mized forced-intersection structure at shore i, i € {1,7})

o Zrpr.y =y + L€ Lra.ay \ [Lure,7.1) Y LuFLFLr.1)], ¢ is two-side forced)

It is clear that .,?(T;Fl = Lure,7.1) Y LmrF ) U Lre 7.1 is the disjoint union of all
two-side forced (7..1) lines in LU Lpr. Now, define

SAMP(ZLyirp (7..1)) = {(6,4) - L€ Lyre 1)}
SET(Lyre,(7.1)) = {6 k) + L€ Luyrp (7.1),k € [L, 7]\ {4}},
SETSAMP(ZLyiFiFi,(7.1),1) = {(£,6) : £ € Lyrp (7.1)}
SAMP(ZLurrFr7.1)1) = 1(6,4) © L€ Lyre 7.1}
SET(LwrrFi7.1), 1) = {(L,k) + L€ Lyrp r.1), k €1{2,3,5}},
SETSAMP(ZLyiFiFi(7.1),7) = 1(£,2) : L€ fMF/?,(7..1)}7
SAMP(ZLyiFrFi7.1),7) = 1(6,4) + L€ Lyrp 7.1)}
SET(LuriFi7.1),7) = 16, k) + €€ Lyrpp,r.1),k € {3,5,6}}.

Note that f(‘;SFl = [Lri7.1) YU L r.1)] \iﬂ(Tfpl) is composed of one-side forced lines
only. Let Ly 7.1)1 C .,?(?Fl (resp., LurFi(7..1),7) be the set of one-side forced (7..1)
lines £ such that ({43 1,05 ;) € Lmr (Tesp.,

(@, €(7 5) A s) € Lmrr) for some U 0", Similarly, let Ly 7.1y, C ,,2”(7 D \ LuFr7.1),1
(resp., ZLri(7..1),7) be the set of one-side forced (7..1) lines £ such that (¥, 6'3 1) E”S 1),5’”) €
L (resp., (¢, 5(7 5); L 5y ") € L) for some U070, and £ ¢ Lyry 7.1y, (resp.,
¢ -ZMF/,(7..1),7)- Define

SAMP(Lier7.1),1) = 16, k) = Ler1y € Luvrr.yas k € 14,5, 71,
SET(Lwrr7.1),1) = 16, k) = Ler1y € Luvrr.ya,k €1{2,3,61),
SAMP(Lier7.1),7) = L, k) = Ler1y € Lz, k € {1,3,41),
SET(Lyri7.1),7) = {6 k) = Lz.1) € Lurrr.a),7,k € {2,5,6}}.

and
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ey € Lrraya

D7y € Lriraya, ke {4,5,71H
D A1) € Durra s k€ {3,6}),
1) € Lri(7.0),7)

s ) € Lriroay k€ {1,3,4}1 ),

D ey € Lriray k€ {2,51

Other Wrap-Around Gen-1 lines. Let ,,2”(6 1) (resp., .,2”’7 2)) be the sub-
collection of Gen-1 lines such that £ € ,ZG ) = £ %1 6(3 1 and l € L\ [Lr U Lur]
(resp., { € .32”7 2) = { X7 8(7 5) and L € L\ [ZLr U ZLuyrl). Define

: €(6~1) € °§/ﬂ(l6‘.1)7k € {37476}};

t L) € Lio.1), k € {2,511},

: £(7~2) € "Z%.Q)?k € {27475}}a

Dl € ‘zf/r.z)vk € {3,6}}.

: 6(6..1) € ag(lé,i)
t .1y € L.
2y € Lt o

t le.1) € Lg.1),k € {3,6}}
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Next, for the sub-collection of Gen-1 lines °2ﬂ(/fls..1) = L.\ [LAU ZLup U %6 1 | (resp.,
= Lr.2) \ [Lr U Lun U L ). define

ke {1,3,4,6}},
Jk €{2,5}},
)k €{2,4,5,7}},

Direct lines. Recall that any direct line that may be contained in a simulation-closed line col-

lection £ can either be a (3..5) line (j € [5,7]) or an (i..5) line (i € [1,3]). Define for



SAMP(Lyir,3.7)) = 1(, k) = L7y € Lair,3.7y, k €{0,1,3, 7},
SET(gdir,(&j)) = {(& k) : £(3..7) S D%ir,(?).i)a ke {2a 8}}

and for j € {5,6},

SAMP(Lyir 3.5)) = 16, k) + Ls.j)y € Lains.5),k €1{0,1,3} U {j}U[j +2,8]},
SET(%ir,(B..j)) = {(Ea k) : E(Sj) € Dg/ﬂdir,(?)uj)ak € {2?.7 + 1}}

Similarly define for =1,

SAMP(gdir,(l..S)) = {(& k) : g(l..5) S D%ir,(l..f))a ke {L 5a 7) 8}}a
SET(Lyir,(1..5)) = {6, k) = L5 € Liir,(1.5), k € {0,6}}.

and for i =2,

SAMP(,,%ir’(i“g,)) = {(f, k‘) : f(i“g,) S ,,%i,’(i“g,), ke [O,i — 2] @] {Z} @] {5, 7,8}},
SET(Lyir,i..5)) = 16, k) = L5y € Lairi5), k€ {i —1,6}}.

Extension of .2 Lastly, we define functions SET14,SET1— for the set £1. We divide 2, into

the following sub-collections:

. 92”17(7..1),x1 :
- 3 51(3..1) X 3 ZI(IZS..l) X1 Z/(Ié/7.‘1) € % such that £ x1 €', and by @ Ly B L) ® L) =
U ety or
— L5 0y X3ty 5 €L, JEB,TUL{L} such that by & by = £} & 0]

o A (1.1),x, : Similarly, for opposite shores

Also, let L{ = L1\ [L1,(7.1),x, UL1,(7..1), %, Equipped with these sets, define
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SETo 4 (L1,(7..1), %1 0,2),(6,3) : L€ L (7.1),x1 )

SETy_ (L (7..1),% £,5),(£,6) : L€ L1 (7.1), %715

5,7; — 1) : f(lj) S fl,fi S Bd(.,%)}

Finally, define

SET1/2($1) = SET1+($1) U SET1_($1) U SET2+($1) U SETo_ (.,‘21)
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