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“There are more things in heaven and earth, Horatio, than are dreamt of in your

philosophy.”

— William Shakespeare (Hamlet)



Abstract

The Diffie-Hellman key exchange protocol using elliptic curves is the most wide-spread ap-
proach to the establishment of a secure internet connection. As an important subroutine,
Alice and Bob need to perform multiplications of elliptic curve points by large scalars. The
textbook method for scalar multiplication is the double-and-add algorithm. For the sake of
efficiency, one usually performs z-coordinate only arithmetic using projective coordinates,

and doubling-and-adding is done using the Montgomery ladder.

The advantage of using projective coordinates is that this avoids costly field inversions at each
iteration. However, when Alice (say) uses the double-and-add algorithm for computing her
public key @ = [a] P, it is a bad idea for her to publish the resulting projective coordinates of
Q. Indeed, it was shown in 2003 by Naccache, Smart and Stern that these coordinates leak a
few bits of the secret scalar a. Therefore, Alice must perform a final division deprojectivizing
the coordinates of (), and this division must be done in constant time so that side-channel
analysis does not allow for a reconstruction of these projective coordinates. In 2019 Aldaya,

Garcia and Brumley discovered that many real-life implementations violate this requirement.

New work by Robert from 2024 shows that the leak is much more devastating than assumed
by Naccache et al.: one can easily recover the entire secret. Thus, bad implementations of
elliptic curve scalar multiplication using the Montgomery ladder are a recipe for disaster.
The goal of this thesis is to study the new method by Robert, which he calls “the mon-
odromy leak”. It stems from the deep fact that the set of all possible projective coordinates
for points on an elliptic curve E (called “cubical points”) still comes equipped with a natural
scalar- multiplication map, despite this set not being a group. Robert shows that the cubical
discrete logarithm problem reduces to a discrete logarithm problem in the underlying finite
field, which is known to be easier (index-calculus). He then also shows that the Montgomery
ladder essentially implements cubical scalar multiplication: whence the devastating conclu-

sion.

Besides understanding how the attack works, the goal is also to study the relation between
cubical arithmetic and other projective double-and-add algorithms (such as the standard
double-and-add algorithm for Weierstrass curves, or Edwards curves). Our current conclu-

sion is that the Monodromy Leak is specific to the Montgomery ladder, but not to Mont-

x1



gomery curves : we generalize the attack to Partially-Long Weierstrass curves (PLWC). For
the standard double-and-add algorithm on Edwards curves (as used in EADSA), we report

on some first explorations.

There are also other applications of cubical arithmetic, namely to the efficient computation of
pairings, and to the efficient computation of isogenies. Isogeny-based cryptography is another
booming branch in cryptography, which is supposed to remain hard even in the presence
of quantum adversaries (unlike “classical” elliptic curve cryptography, which is based on
the discrete logarithm problem and therefore broken by Shor’s algorithm). However, these

applications are not touched upon in this thesis.
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Chapter 1
INTRODUCTION

1.1 Outline

Chapter 2 provides the algebraic geometry background necessary to analyze the arithmetic of
elliptic curves in higher-dimensional coordinate models. It introduces non-singular varieties
and local rings, offering a rigorous framework for understanding projective and affine vari-
eties, their regularity conditions, and coordinate transformations. The foundational setup

in this chapter prepares to explore more advanced arithmetic operations used in the thesis.

Chapter 3 moves on to the basics of elliptic curve cryptography, with emphasis on the
Elliptic Curve Diffie-Hellman (ECDH) key exchange protocol. It formalizes the classical
discrete logarithm problem (DLP) and shows how the elliptic curve version, the ECDLP,
underpins the security of elliptic curve protocols. Importantly, it also introduces the MOV/
Frey—Riick attack, highlighting the vulnerability of certain curves to pairing-based reduc-
tions of the ECDLP to finite field DLPs.

Chapter 4 presents the core of the thesis: a detailed exposition of the Monodromy Leak
discovered by Damien Robert. It shows that the Montgomery ladder for scalar multiplica-
tion which is a classical constant-time algorithm inherently carries information leakage, if
projective coordinates would be leaked. This is done using cubical arithmetic, where scalar
multiplication maps can be defined on cubical points that are not part of a group, yet still

support a consistent multiplication mechanism.

Chapter 5 and 6 introduces the new ideas that have been worked out in this thesis.

Chapter 5 generalizes elliptic curves in SHort-Weierstrass form or Montgomery form
to Partially-Long Weierstrass Curves (PLWCs). It studies how the standard addition
and doubling formulas adapt to this new form, including a common generalization of
the Montgomery ladder and the Brier-Joye ladder. These generalizations are crucial in
understanding Monodromy Leak for PLWCs.

Chapter 6 builds a bridge between the cubical arithmetic used in previous chapters and



the theory of Edwards Curves. It does a first exploration of cubical structures in the setting
of Edwards curves. The chapter concludes with a high-level discussion on how the ideas
presented throughout the thesis may contribute to leakage in cubical arithmetic in Edwards

model in elliptic curve cryptographic protocols.

1.2 Project Target

The primary objective of this project is to investigate the newly proposed Monodromy Leak
attack that exploits the leakage in projective coordinate scalar multiplications on elliptic
curves. By analyzing how Montgomery ladder computations effectively realize cubical scalar
multiplication, the project aims to expose the fundamental vulnerability in existing im-
plementations. The goal of this project is build a generalized curve equation from Mont-
gomery curves and Short-Weierstrass curves, calling them ’Partially-Long Weierstrass curves
(PLWCs)’" and understand the action of these curves on a 'Generalized Montgomery Lad-
der’ setting. The arithmetic operations of PLWCs on Generalized Montgomery ladder will
eventually lead us to the theory of Monodromy Leak for PLWCs. The study extends beyond
identifying the attack to understanding the algebraic structure of cubical points and the
resulting implications for the discrete logarithm problem. Furthermore, the project aspires
to connect these insights with alternative coordinate models and arithmetic techniques, po-
tentially influencing the future design of elliptic curve cryptographic systems. A secondary
aim includes examining the relevance of cubical arithmetic in efficient pairing and Edwards

curve computations, offering pathways to novel applications.



Chapter 2

Preliminaries

[Throughout all the sections k will denote a field and the algebraic closure of k will be
denoted by .]

2.1 Non-Singular Varieties

2.1.1 Local Ring and Maximal Ideal

Definition 1. Let X be a variety over a field k, and let P € X (k) be a point on the variety.
The local ring of X at P, denoted Opy(X), is defined as the set

Opi(X) ={f € k(X) : f is reqular at P}.
Furthermore, define the maximal ideal at P as
mp(X) ={f € Opi(X) : f(P) =0} € Opi(X).

When the variety X and field k are understood from the context, we shall often abbreviate
Op’k(X) to Op, and mp7k(X) to mp.
Lemma 1. With the above definitions, we have:

1. Opy(X) is a ring.

2. mpy(X) is an ideal in Opy(X).

3. mp(X) is a mazimal ideal.

4. Op(X) is a Noetherian local ring.

Proof. The first three properties can be argued from the definitions of ring and ideal. For
the fourth point, if X is affine, then Op(X) is the localisation of the coordinate ring k[X],
which is Noetherian, at the maximal ideal m = {f € k[X] : f(P) = 0}. Since localisation
preserves the Noetherian property when localising at a maximal ideal, it follows that Op(X)
is Noetherian. In the projective case, a similar reasoning holds by working within affine charts
that cover the point P. O



It is important to note that for an affine variety X, we always have the inclusions
k C KIX] C Op(X) C k(X),
where k(X)) denotes the function field of the variety.

Remark 1. The definitions of Op(X) and mp(X) depend only on the function field k(X),
not on a specific presentation of the variety. This makes them birational invariants: if
¢ X =Y is a birational map defined at P € X (k), then Opi(X) = Oypyi(Y) as rings,

and likeunse for the maximal ideals.

To study local properties, we can often reduce to the affine case. This is justified by the
fact that if X is projective and covered by affine open sets U;, then the behavior at P € X (k)
can be understood from the affine variety ¢; (X N U;) for suitable i.

2.1.2 Singular Points and Non-Singular Varieties
Lemma 2. Let X C A" be an affine variety defined over k, and let P € X (k). Then:
1. The quotient ring Opk(X)/mp(X) is isomorphic to k.

2. The quotient mp(X)/mpy(X)? is a finite-dimensional k-vector space with dimension

at most n.

The dimension of this quotient vector space provides insight into the local geometry of

the variety at the point P. This leads to a foundational definition:

Definition 2. Let X be a variety (either affine or projective) over k, and let P € X (k). We
say that P is a non-singular point of X if

If this condition fails, then P is said to be a singular point. The variety X is said to be

non-singular or smooth if every point in X (k) is non-singular.

Let X = V(f1,..., fm) € A" be an affine variety defined by polynomials fi,..., fi, €
k[xy,...,x,], and let P € X (k). Consider the Jacobian matrix

dfi
Jxp= ( (P)) )
o Ox; 1<i<m, 1<j<n

4




Theorem 1. Let d; = dimy, (mpy(X)/mpr(X)?), and let dy = rank(Jx p). Then,
d1 + dg =n.

Proof. By translation, we may assume without loss of generality that P = (0,...,0). Let
m = {f € k[X] : f(P) = 0} and note that m/m? = mpy(X)/mp.(X)?. Define a linear

map 0 : k[xy,...,z,] = k™ by sending a polynomial f to the vector of partial derivatives
evaluated at P: o/ o/
0(f)=(=—(P),... P)|.
= (L) 3Em)
Then ker(f) = (z1,...,2,)? and @ induces an isomorphism (x1,...,2,)/(x,...,21,)* = k"
Through this identification, we find that
dimy (m/m?) + dimy (0(1(X))) = n,
and dimy(6(1(X))) = rank(Jx p), so the result follows. O

Corollary 1. Let X = V(f1,..., fm) € A" be an affine variety of dimension d, and let
P e X(k). Then P is a non-singular point if and only if the Jacobian matriz Jx p has rank

equal ton — d.

Corollary 2. Let X = V(f) C A" be an irreducible affine variety defined by a single
polynomial f, and let P € X (k). Then P is a singular point if and only if

g—a‘i(P):() foralll <j<n.

Definition 3. A curve is defined to be a projective non-singular variety of dimension one.

A plane curve is a curve defined by a homogeneous polynomial F(x,vy, z) in P2
Lemma 3. Let C be a curve over k, and let P,Q € C(k). If Opy C Ogy, then P = Q.

Proof. Assume P # (). In affine coordinates, suppose P = (aq,...,a,) and Q = (b1, ..., b,).
Then a; # b; for some i, and the function f = 1/(x; — b;) is regular at P, but has a pole at
Q. Thus, f € Opy, but f ¢ Og, contradicting the inclusion Opj, C Og . O

2.2 Divisors

In the theory of algebraic curves, divisors play a central role as formal sums of points on

the curve, equipped with integer coefficients. The notion captures information about zeros

5



and poles of rational functions, and allows us to formulate many geometric and arithmetic
properties of curves.
We work over an algebraically closed field k, and consider a smooth, projective, irreducible

algebraic curve C' defined over k.

Definition 4. Let C' be a curve over k. A divisor D on C is a formal finite sum:

D= Y np(P)

PeC(k)
where np € Z, and only finitely many coefficients np are nonzero.

This means that a divisor is essentially a formal linear combination of the k-rational
points of the curve with integer weights, with only finitely many of these weights being
non-zero.

The set of all divisors on C'is denoted by Divy(C').

The zero divisor, denoted 0, is the unique divisor with all coefficients np = 0.

The support of a divisor D, denoted Supp(D), is the set of all points P € C(k) such
that np # 0. That is,

Supp(D) = {P € C(k) : np # 0}.

The notation |D| is sometimes used for the support in the literature.

Given two divisors

D= np(P), D' =) np(P),

their sum is defined pointwise by

D+D'= Y (np+np)(P).
PeC (k)

The additive inverse of a divisor D is defined as:

—D = Z (=np)(P).

PeC(k)
We define a partial ordering on divisors as follows:
D> D" ifand only if np >n’p for all P € C(k).

A divisor D is said to be effective if D > 0, that is, all the coefficients np > 0. These

divisors correspond to finite formal sums of points with non-negative multiplicities.

6



Definition 5. The degree of a divisor D = ZPeC(,;) np(P) is defined to be the integer:

deg(D) = Z np.

PeC(k)

This sum is always finite since only finitely many np are nonzero. The degree is an

additive map from Div(C') to Z. The subset of divisors of degree zero is denoted:
Div?(C) = {D € Div,(C) : deg(D) = 0}.

Lemma 4. The set Div(C) of all divisors on C forms an abelian group under addition.

Moreover, the set of divisors of degree zero, Div®(C), forms a subgroup of Div(C).

Definition 6. Let C' be a curve over k, and let D = Y p ogyne(P) be a divisor. For
o € Gal(k/k), define:
o(D) = > np-(a(P)).

PeC(k)

We say that the divisor D is defined over k if o(D) = D for all o € Gal(k/k).

That is, a divisor is defined over the base field k if it is invariant under the action of the
absolute Galois group Gal(k/k). This corresponds to a natural condition that the divisor
does not “move” under field automorphisms of k, that fix k.

We denote by Divy(C') the set of all divisors on C' that are defined over k. We write
Div)(C) for Div°(C) N Div,(C).

Even though the Galois group Gal(k/k) is generally enormous and abstract, checking
whether a given divisor is defined over k is often computationally manageable. The key
observation is that the coordinates of the finitely many points in Supp(D) lie in a finite
extension k' of k, say k'/k. Let k” be the Galois closure of k'/k, which is then a finite
Galois extension. Since every o € Gal(k/k) stabilizes k”, we only need to verify the equality
o(D) = D for those o € Gal(k”/k), which is a finite group.

2.3 Principal Divisors

This section discusses an important theoretical result concerning rational functions on curves:
namely, that the number of poles and the number of zeroes of a non-zero rational function
(each counted with multiplicity) are both finite and equal. This result is essential because it
ensures that we can express both poles and zeroes as a divisor, and that these divisors belong

to a special class known as principal divisors. Additionally, this balance between zeroes and

7



poles shows that the divisors associated to rational functions lie in the subgroup of divisors
of degree zero.

In this section, we prove the result about the finiteness of zeroes and poles only for plane
curves. The fact that the degree of the divisor of a function is zero will be shown explicitly

for elliptic curves.

Theorem 2. Let C' be a curve over a field k, and let f € k(C)* be a nonzero rational

function on C. Then f has only finitely many poles and finitely many zeroes.

Proof. We prove this in the special case where C' is a plane affine curve. Suppose C' is
defined as V(F(z,y, z)) C P?, where F is an irreducible homogeneous polynomial over k. If
F(z,y,z) = z, then C lies entirely in the plane at infinity, and the finiteness of poles and
zeroes follows directly from known results.

To proceed, we reduce to the affine case C' = V(F(x,y)) C A% Let f = fi(x,y)/f2(z,y),
where f1, fo € k[z,y| are polynomials. The poles of f occur at those points P € C' for which
f2(P) = 0. Therefore, the set of poles of f is a subset of the intersection C' NV (fs).

To show this intersection is finite, we can assume without loss of generality that fy(x,y)
includes a monomial involving . Then we can form the resultant of fo(x,y) and F(z,y)
with respect to x, denoted R, (f2(x,y), F(x,y)). This is a polynomial in y, and as such, it
has only finitely many roots. Hence the variety C' N V(f;) is finite, so f has only finitely
many poles.

A similar argument applies to the zeroes of f, since they are contained in C' NV (f),

which is also finite. Therefore, f has finitely many zeroes and poles. n

Definition 7. Let f € k(C)* be a nonzero rational function on a curve C over k. The
divisor of f, denoted div(f), is defined as:

div(f) = Y we(f)-(P),

PeC(k)

where vp(f) is the valuation of f at the point P. This divisor is called a principal divisor,

also denoted as (f). The set of all such principal divisors on C' is denoted by
Pring (C) := {div(f) : f € k(C)"}.
Lemma 5. Let C be a curve over k and let f, f' € k(C)* be rational functions. Then:
1. div(ff") =div(f) + div(f’),
2. div(1/f) = =div(f),



8. div(f + f') = Yo pmin{ve(f),ve(f)} - (P),
4. div(f™) =n-div(f) for all integers n,
5. For any o € Gal(k/k), div(o(f)) = o(div(f)).

Lemma 6. The set Pring(C) of principal divisors is a subgroup of the group of all divisors
Lemma 7. Let D =" e;i(x; : ;) be a divisor of degree zero on the projective line P*(k),
so that Y e; =0. Then D is a principal divisor.

Proof. Define the function
n
H xzp — z2x;)°
=1

Since the total exponent sum is zero, f(x,z) is a homogeneous rational function of degree
zero (a ratio of polynomials of the same degree). This ensures that f(x,z) is a well-defined
function on P!. Using known uniformizers on P!, it can be verified that for each point
P, = (z; : z;), we have vp,(f) = e;. Thus,

n

div(f) = E ei(x =
=1

O
Lemma 8. Let E be an elliptic curve over k given by the Weierstrass equation y*+ H (x)y =
F(z). Let P = (x;,y;) € E(k) be a non-singular point. Then:

div(z — z;) = (P) + («(P)) = 2(Op),

where ((P) denotes the inverse point of P on the elliptic curve and O is the point at infinity.

Proof. There are one or two points on F(k) having the z-coordinate x;: namely P = (x;,y;)
and ¢(P) = (x;, —y; — H(x;)). These are the roots of the equation x = x; on the curve.
Depending on whether 2y; + H(x;) = 0, the point P could equal +(P).

In the case where 2y; + H(x;) # 0, the function x — z; has a simple zero at both P and

t(P) and a double pole at Og, so its divisor is:
div(z — ;) = (P) + («(P)) — 2(Og).

In the case where P = ((P), x — x; has a double zero at that point and a double pole at Og,

again leading to the same result. O



Theorem 3. Let C be a curve over k, and let f € k(C)*. Then the degree of the divisor of

f is zero:

deg(div(f)) = 0.

Proof. It can be shown that the sum of valuations over all points equals zero, the divisor of

any nonzero function f always has degree zero. m

Corollary 3. Let f € k(C)* be a nonzero rational function. Then for every o € Gal(k/k),

we have:
o(div(f)) = div(o(f)).

Proof. For any automorphism o € Gal(k/k), the valuation at a point satisfies:

vo(p)(0(f)) = ve(f)-

Thus, the divisor transforms under Galois action as:

o(div(f)) = vp(f) - o(P) =D ve1(f) - Q=D wvgla(f)) - Q = div(a(f)).
P Q

Q

O

Definition 8. According to the theorem.3, we get Pring(C) C Div(C). From this property,
the Picard-0 Group is defined as

Div}(C)

. 0 -
Pic,(C) = Pring (C)

Corollary 4. Let C be a curve over k and let f € k(C)*. The following conditions are

equivalent:
1. div(f) = 0,
2. fek,
3. div(f) = 0.

2.4 General Weierstrass Equations

Definition 9. Let aq, as, as, ay, ag be elements of a field k. A Long Weierstrass equation
i1s defined as a projective algebraic set E over k, described by the following homogeneous

equation in projective coordinates (x :y: z):
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yzz +a1xyz + a3y22 = 2° + apr’z + ayx2® + ag2’.

The corresponding affine version of this equation (obtained by setting z = 1) is:

y2 + a1y + asy = x° + ang + asx + ag.

Lemma 9. Let H(z), F(z) € klz] be polynomials where deg(F') = 3 and deg(H) < 1. Then
the curve E(x,y) defined by the equation

y' + H(x)y — F(x)

18 1rreducible over k.

Proof. Suppose by contradiction that E(x,y) is reducible over k. Then it can be factored in
the ring k[z,y| as:

E(z,y) = (y + M(x))(y + N(x)),

for some polynomials M (z), N(z) € k[z]. Expanding this product, we get:

v+ (M(z) + N(z))y + M(z)N(z).

Comparing with y* + H(z)y — F(z), we find that:

M(z)+ N(z) = H(x), M(x)N(z)=—F(x).

But since deg(F) = 3, and the product M (z)N(x) has degree 3, one of M(x), N(x)
must have degree at least 2. Without loss of generality, assume deg(M) > 2 and hence
deg(N) < 1. Then deg(M + N) > 2, which contradicts deg(H) < 1. Therefore, such a

factorization is not possible, and F(z,y) is irreducible over k. ]

Definition 10. Let E be a Weierstrass equation over the field k. Then the point (0 :1:0) in
projective coordinates is always a solution to the Weierstrass equation. This point is referred

to as the point at infinity on E, and we denote it by Og. It plays a key role in defining

the group structure on the curve.

Definition 11. An elliptic curve over a field k is a projective algebraic curve defined by
a Weierstrass equation that s non-singular. That s, the curve has no singular points over

the algebraic closure of k.

11



Lemma 10. Let E be an elliptic curve defined over k by a Weierstrass equation. Then every
function f in the function field k(E) can be expressed as a rational function on the affine
model of E in the form:

a(x) +b(x)y
c(x)

where a(x),b(z), c(x) € k[z]. Conversely, any such expression defines a unique function

flz,y) = (7.5)

on the projective model of E.

Proof. Let U denote the affine algebraic set obtained from the projective curve E by setting
z = 1. Since F is non-singular and projective, it contains at least one affine point, hence
U(k) # (. Then, the function fields k(F) and k(U) are isomorphic. Therefore, we may
restrict attention to functions on the affine curve U.

Any function f € k(U) can be represented as a rational expression in z and y. Because
the defining equation of E expresses 32 in terms of = and y, we can eliminate any higher

powers of y (i.e., y™ for n > 1) using substitutions based on the equation:

y2 = 2° 4+ ap2® + ayx + ag — airy — asy.

By repeated substitution and clearing denominators, every function can be written in
this form. The uniqueness claim refers to the fact that two distinct such expressions will
define the same rational function on the projective curve if and only if their difference is the

zero function in k(FE). O

2.5 Elliptic Curves

Let E be an elliptic curve, and let P, = (x1,4;) and Py = (23, y2) be two points on the affine
part of E. Consider the line [(z,y) = 0 that passes through both P, and P,. If P, # P,
then this is an ordinary chord; if P, = P,, then the line is defined to be the tangent to the
curve at Py (see (1)).

This line will intersect the curve in a third point R, which we count with appropriate
multiplicity. Then, we consider a vertical line v(z) = 0 connecting the identity element O
(the point at infinity) and the point R. The third intersection point of this vertical line with

the curve is denoted S, and we define

P1+PQZ:S.

12
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Figure 2.1: Chord and tangent rule for elliptic curve addition.

\J

Definition 12. Let E(x,y) be a Weierstrass equation for an elliptic curve over a field k.
Let Pl = ($1,y1), P2 = (l‘z,]./g) € E(k) N A2. Then:

o If P = (P), i.e., Py is the additive inverse of Pi, then the line between them is
vertical, given by v(z) = x — x;.

o [f P| # u(P,), there are two subcases:

— If P, = Py, define
- Sx% + 2a911 + a4.
2y1 + a1x1 + as

— If P, # P, define

\ — 92—y1'
To — X1

Then the line between Py and Py is given by:
lz,y) =y — ANz —x1) —y1.
We emphasize that [(z,y) is only defined in the non-vertical case.
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Lemma 11. Let Py, P, € E(k) N A% Then the function l(z,y)/v(z), as defined in Defini-

tion 11, satisfies:

(Uzy) _
div < o(2) ) =(P)+ (P) + (R) — 3(Op),

where R is the third point of intersection (with multiplicities) of the line l(x,y) = 0 with the

curve E.

Theorem 4. Let E be a Weierstrass equation for an elliptic curve over a field k. Let
P, P, € E(k) N A% Define R as the third intersection point of the line through Py and P,
and define S = 1(R), the inverse of R in the group law. Then:

[(P1) — (Op)] + [(P2) — (Op)] = [(S) — (Op)] € Pic)(E).

Proof. We know that the function I(z,y)/v(z) has divisor:

Uy 3
div ( o(2) ) =(P)+ (P) + (R) — 3(Og).

This implies:
(1) + (P2) = 2(0p) = ((R)) — (Op),

since ¢(R) is the third intersection point of the vertical line through R and Op.

Hence, as elements of the degree-zero divisor class group Pic)(E), we have:

[(P1) = (Op)] + [(P2) = (Op)] = [(«(R)) = (Or)] = [(S) = (O)]-

]

Remark 2. The traditional geometric rule for adding points on an elliptic curve coincides
with the group law derived from the theory of divisors. This confirms that the set of points
E(k), together with this addition, indeed forms an abelian group, with identity element Og

and inverses given by t(P).

2.6 Edwards Model

The origin of the Edwards model dates back to Euler and Gauss, who considered the genus
1 curve

2?4yt =1 — 222
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This model was later generalized by Harold Edwards to encompass a broader class of elliptic
curves. Further enhancements were introduced by Bernstein, Birkner, Joye, Lange, and
Peters. The Edwards model has gained prominence due to several desirable properties: it
offers a complete group law over E(F,) for certain finite fields F,, meaning that a single
rational function + : E x E — FE suffices for all possible additions in E(F,) x E(F,).
Furthermore, the addition law in this model can be computed with high efficiency, making

it particularly suitable for cryptographic implementations.

Definition 13. Let k be a field with char(k) # 2, and let a,d € k satisfy a # 0, d # 0, and
a # d. The twisted Edwards model (see (2)) is the plane affine curve defined by:

ax® + y2 =1+ dx2y2.

While Weierstrass models express elliptic curves over k (with char(k) # 2) in the form

y*> = F(z), the twisted Edwards model can also be rearranged as

2
s l—ax

Y =1 a2

suggesting that the natural inverse of a point (z,y) is (x,—y), and the identity element
becomes (z,y) = (1/4/a,0). However, due to historical conventions, it is more common to
reparametrize the curve as

o 11— Y

r = ——F>,
a — dy?

which sets the identity at (0,1), and defines the inverse of a point (x,y) as (—z,y).

Group Law: The group operation in the twisted Edwards model is defined as:

(z1,91) + (22, 42) = ( T1Y2 + ToY1  Y1Y2 — AT1T2 >
| 7 1+ dxyzoyrys’ 1 — daizay1ys

A geometric interpretation of this group law, particularly on singular models, has been
studied by Arene, Lange, Naehrig, and Ritzenthaler (see (3))).

Projective Model: To analyze points at infinity, a projective model of the twisted Ed-
wards curve is introduced. Let ¢(z,y) = (Xo = zy, X7 = x, Xs = y, X3 = 1), mapping the
affine point (z, %) to a projective 4-tuple. The projective variety X is then defined in P? by:

X =V(aX?+ X3 — X2 —dX3, X1X5 — XoX3).
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This variety is irreducible and of dimension 1. The points at infinity correspond to the case

X3 =0, and are given by the tuples:
(1:4y/d/a:0:0), (1:0:+Vd:0).

Lemma 12. Let k be a field with char(k) # 2, and let a,d € k with a,d # 0. Then the
projective twisted Edwards model has four points at infinity over k, each of which has order

dividing 4.

Proof. We consider the map ¢(x,y) as described above and analyze the projective variety
X. Points at infinity correspond to X3 = 0. These yield the points (1 : +4/d/a : 0: 0) and
(1:0:+vd:0). We verify these are non-singular by evaluating the Jacobian matrix:

2aX1 2X2 —2X3
X, X7 -1
at each of these points and confirming that the rank is 2.

The group law in projective coordinates uses the expressions:

S1= X125 + Z1 Xy,

Sy = XoZy — aX 7,
Ss = X323+ dX o2,
Sy = X373 — dXoZy.

Then the group addition is given by:
(XO . X1 : X2 . Xg) + (Zo . Zl . Zg . Zg) = (5132 . 5154 . 5283 . 5354).

It can be checked that (0:0:1: 1) acts as the identity element. Furthermore, by evaluating
the group law at points (0 : 0: —1: 1), (1 : £y/d/a : 0:0), and (1: 0 : £v/d : 0), one
confirms they have order dividing 2 and 4 respectively. O]

Lemma 13. Let k be a field of characteristic not equal to 2, and let a,d € k be such that
a#0,d#0, and a # d. Suppose a is a square in k* but d is not a square in k*. Then the
affine group law given by equation (9.14) is defined for all points over k.

Proof. Let € = dxyxay1y2. Suppose, for contradiction, that e = £1. This implies all

Z1,T2,Y1, Y2 are non-zero. Substituting from the curve equation ax? + y? = 1 + dz?y?,
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one gets:

dziy; (axy + y3) = azi + yi.

Now add +2y/aex1y; to both sides:

(Vaz, £ ey )? = d:v%yf(\/axg + y2)2.

If either v/axy + y2 # 0 or y/axs — yo # 0, then we conclude that d must be a square,
contradicting the assumption. If both expressions are 0, then xy = 0, contradicting the
initial assumption that x5 # 0. Hence, no such € can exist, and the group law is defined for
all k-points. O]

Lemma 14. Let M : By? = 23 + Ax? +x be a Montgomery model for an elliptic curve over
k, where B # 0 and A? # 4. Define

A+2 A-2
goAr2 A2

B

Then a # 0, d # 0, and a # d. The map (z,y) — (X = z/y,Y = (z —1)/(x + 1)) is a

birational equivalence over k from M to the twisted Edwards curve
E:aX’+Y?=1+dX*Y>

Conversely, define A = 2(a + d)/(a — d), B = 4/(a — d). Then the map (X,Y) —

1+Y 1+4Y

=150 = %0 1s a birational equivalence over k from E to M.

2.7 Pairings

2.7.1 Weil Reciprocity

A divisor on a curve C' over a field k is a finite sum D = 3, np(P) (Le., np = 0 for
all but finitely many P € C(k)). The support of a divisor D is the set of points Supp(D) =

{P € C(k):np#0}. If fis a function on a curve and D is a divisor such that the support
of D and the support of div(f) are disjoint, then

) = [ rer
PeC(k)
np#0

Theorem 5 (Weil reciprocity). Let C' be a curve over a field k. Let f,g € k(C) be functions
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such that Supp(div(f)) N Supp(div(g)) = 0. Then
f(div(g)) = g(div(f)).

2.7.2 The Weil Pairing

Let E be an elliptic curve defined over a field k, and suppose n € N is such that
ged(n, char(k)) = 1. Take two points P, @ € E|n], i.e., both are of order dividing n.
We begin by choosing a function f € k(E) whose divisor satisfies:

div(f) = n(Q) — n(Og),

where Op is the identity element on the elliptic curve. Such a function exists because

Q € E[n].
Next, let Q' € E(k) be any point such that [n]Q’ = @, which implies [n?]Q" = Op. We

consider the pullback divisor:

D=[n"((Q) - (Op) = Y_ (Q+R)-(R).

ReEn]

We know that this divisor D is principal. Hence, there exists a function g € k(E) such that:
div(g) = D = [n]"((Q) — (Og)).
Now consider the composition f o [n], i.e., the function [n|*f. Its divisor becomes:

div(f o [n]) = [n]*(div(f)) = [n]"(n(Q) — n(Op)) = nD.

Thus, fo[n| and ¢" have the same divisor, and by multiplying f by an appropriate constant,
we can ensure that f o [n] = g".
Now, choose any point U € E(k) such that [n]U ¢ E[n?]. Then we have:

g(U + P)" = f([n)U + [n}P) = f([n]U) = g(U)",

which implies that the ratio g(U + P)/g(U) is an n-th root of unity in k.

Lemma 15. Let the notation be as above. Then g(U + P)/g(U) is independent of the choice

of the point U € E(k).
Definition 14. Let E be an elliptic curve over a field k, and let n € N be such that
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ged(n, char(k)) = 1. Define
pn ={z €k : 2" =1}

The Weil pairing is the function
en : E[n] x En] — pn,

defined by e, (P, Q) = g(U + P)/g(U), where g is as above with div(g) = [n]*((Q) — (Og)),
and U € E(k) is any point such that [n]U ¢ E[n?.

Theorem 6. The Weil pairing satisfies the following properties:
1. (Bilinear) For Py, P»,Q € E[n|, one has

6n(Pl + P2a Q) = en(Pva) : €n<P27 Q)7 and en(Qapl + PQ) = en(Qa Pl) : en(Qa PQ)
2. (Alternating) For all P € E[n], one has
en(P,P)=1.

3. (Non-degenerate) If e,(P,Q) =1 for all QQ € En], then P = Og.

4. (Galois invariant) If E is defined over k and o € Gal(k/k), then
en(0(P),0(Q)) = o(en(P, Q))-

5. (Compatible) If P € Elnm] and Q € Eln|, then

enm (P, Q) = en([m] P, Q).

Finally, there exists an alternative and often more computationally useful expression for
the Weil pairing. Let P,Q € E[n], and let Dp ~ (P) — (Og), Dg ~ (Q) — (Og), be
degree-zero divisors with disjoint support. Then choose functions fp, fo € k(E) such that:

le(fp) = TLDP, le(fQ) = TZDQ.

Then the Weil pairing can also be defined as:

en(P, Q) =




2.7.3 The Tate-Lichtenbaum Pairing

The Tate pairing, originally introduced by Tate for abelian varieties over local fields, was
further developed by Lichtenbaum, who showed how to compute it for Jacobians of curves.
Later, Frey and Riick adapted the pairing to elliptic curves over finite fields and highlighted
its cryptographic significance. This pairing has become the fundamental component in most
pairing-based cryptographic constructions.

Suppose E is an elliptic curve over the finite field F;, and let n be a positive integer such
that ged(n,q) = 1 and n divides #E(FF,). Define the subgroup

nE(F,) ={[n]Q:Q € E(F,)}.

Then, nE(F,) is a group. Also, we consider the quotient group E(F,)/nE(F,) and the

multiplicative group F;/(IF;)", which are both finite groups of exponent n.
Let P € E(F,)[n] and Q € E(F,). Since n(P)—n(Og) is a principal divisor, defined over
[F,, there exists a function f € F (E) such that

div(f) = n(P) — n(Og).

Choose a divisor D such that its support does not intersect the support of div(f) (i.e., equal
upto a principal divisor) and such that D is linearly equivalent to (Q) — (Og). A typical
choice could be D = (Q + R) — (R) for some R € E(F,) not equal to any of the points

P?Qa_QaP_anE'
Using this setup, we define the Tate-Lichtenbaum pairing.

tn(P, Q) = f(D).

This defines a pairing of the form
tn: E(Fy)[n] x E(F,)/nE(F,) — F,/(F;)".
The pairing is well-defined due to properties of divisors and Weil reciprocity.
Theorem 7. The Tate-Lichtenbaum pairing has the following properties:
1. Bilinearity: For Py, P, € E(F,)[n| and Q € E(F,),

tn(Pl + PZaQ) = tn(Pla Q)tn(P27Q)
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Similarly, for P € E(F,)[n] and Q1,Q2 € E(F,),

tn<P7Q1 + QZ) = tn(Pan)tn(Pa QQ)

2. Non-degeneracy: If F, contains a nontrivial n-th root of unity and P € E(F,)[n]
such that t,(P,Q) =1 for all Q € E(F,), then P = Og. Conversely, if Q € E(F,) and
to(P, Q) =1 for all P € E(F,)[n], then Q € nE(F,).

3. Galois invariance: If E is defined over F, and o € Gal(F,/F,), then
tn(0(P),0(Q)) = o(tn(P, Q))-

Definition 15 (Reduced Tate-Lichtenbaum Pairing). Let k be the embedding degree,
i.e., the smallest positive integer such that n | (¢¥ —1). Then the reduced Tate-Lichtenbaum
pairing is defined by

Z?n(P> Q) = tn<P> Q)(qk_l)/n>

which maps into the group of n-th roots of unity p, C IFZk.

This final exponentiation ensures that the pairing value lies in p,, and uniquely represents

the coset of ¢, (P, Q) modulo n-th powers.
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Chapter 3
ECDH and ECDLP

3.1 Diffie-Hellman Key Exchange on Elliptic Curves

Elliptic curves play a prominent role in modern cryptographic systems, with one of their
earliest and simplest applications being the Diffie-Hellman key exchange protocol. This
protocol allows two parties to establish a shared secret over an insecure channel, such that
an eavesdropper cannot feasibly determine the secret. The security relies on the hardness of

the discrete logarithm problem in a suitably chosen group.

3.1.1 Classical Diffie-Hellman Protocol

The original Diffie-Hellman protocol, proposed by Whitfield Diffie and Martin Hellman in
the 1970s, operates in the multiplicative group (Z/pZ)* for a large prime p. The setup

consists of:

e A large prime number p such that p — 1 has at least one large prime factor (to avoid

attacks by Pohling-Hellman reduction, (see (4)))).
e A generator g € (Z/pZ)* of the multiplicative group.
The key exchange proceeds as follows:
1. Alice and Bob each pick secret integers a,b € (1,p — 1) respectively.
2. They compute their public keys: A = ¢* mod p and B = ¢ mod p.
3. They exchange A and B over a public channel.

4. Each party computes the shared secret: S = B% = A® = ¢ mod p.

3.1.2 Generalization to Other Groups

The protocol can be generalized to any cyclic group G = (g) of known order. The security

hinges on the computational difficulty of the following:
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Definition 16 (Discrete Logarithm Problem). Let G be a cyclic group generated by g. Given
an element A € G, the discrete logarithm of A with respect to g, denoted log,(A), is the
unique integer x € {0,1,...,|G| — 1} such that g* = A.

If an eavesdropper can compute log,(A) or log,(B), they can recover the shared secret.
Hence, the protocol’s security relies on the intractability of computing discrete logarithms
in G.

3.1.3 Elliptic Curve Diffie-Hellman (ECDH)

In the 1980s, Miller and Koblitz proposed using elliptic curve groups in place of (Z/pZ)*,
leading to what we now call Elliptic Curve Diffie-Hellman (ECDH).

Let I be an elliptic curve defined over a finite field IF,,, such that the number of rational
points #E(F,) is a large prime (in practice, a small cofactor is often tolerated). Let P €
E(F,) be a generator of the group.

The protocol proceeds as follows:

e Public Parameters:

— A large prime p (typically with log, p ~ 256).
— An elliptic curve E/F, such that #FE(F,) is prime.

— A generator point P € E(F,).
e Key Exchange:

1. Alice chooses a secret integer a, computes A = [a] P.
2. Bob chooses a secret integer b, computes B = [b]P.
3. They exchange A and B over a public channel.

4. Alice computes [a] B, and Bob computes [b] A; both equal the shared secret [ab]P.

This setup is shown in the following table:

Alice Bob
Pick a € Zypr,) Pick b € Zyp(r,)
Compute A = [a]P | Compute B = [b]P
Send A to Bob Send B to Alice
Compute S = [a]B | Compute S = [b]A
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3.1.4 Security Considerations

No sub-exponential algorithm is known for computing discrete logarithms in elliptic curve
groups over finite fields. This contrasts with (Z/pZ)*, where index calculus methods allow
for faster attacks. As a result, ECDH achieves equivalent security with significantly smaller
parameter sizes (e.g., 256-bit elliptic curve vs 3072-bit multiplicative group).

The strength of the ECDH protocol relies on the hardness of the Elliptic Curve Discrete
Logarithm Problem (ECDLP). To date, no efficient classical algorithm is known that solve
ECDLP in general elliptic curve groups.

3.2 Index Calculus Method

3.2.1 Introduction

In this section, we explore the index calculus method, which is a non-generic algorithm for
computing discrete logarithms in finite fields. This leads to discussions of smooth numbers,
the Canfield-Erd6s-Pomerance theorem, and two integer factorization techniques: the
Pollard p — 1 method (5) and the elliptic curve method (ECM) (6). These methods
form the basis for many cryptanalytic attacks and provide insight into the structure of

number-theoretic problems.

3.2.2 Overview

The index calculus algorithm is a powerful method to compute discrete logarithms in the
multiplicative group (Z/pZ)*. It relies on the idea of representing group elements as products
of small primes, known as smooth numbers, and reducing the problem to solving linear

systems.

3.2.3 Factor Base and Smoothness

Let p be a prime and fix a generator « of (Z/pZ)*. Define a factor base:
Pp = {p; prime : p; < B}

where B is a smoothness bound. An integer is B-smooth if all its prime factors lie in Pg.
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3.2.4 Algorithm Outline

Given § € (a), we attempt to find log, 5 via the following steps:
1. Choose a bound B and construct Pg.
2. Randomly select exponents e and compute a3~ mod p.

3. If the result is B-smooth, factor it and write

Oéeﬁ_l _ Hp;ii

4. Taking logs yields linear equations:
Z e;log, p; +1og, B =e

5. Collect b+ 1 such relations and solve the resulting system to recover log,, S3.

3.2.5 Remarks
e The matrix is typically sparse, aiding fast linear algebra.
e If log, B is not determined uniquely, adding a few more relations usually suffices.

e The method also computes log, p; for primes in Pp, which can be reused.

3.3 Smooth Numbers and Theorem

3.3.1 Smooth Numbers

A positive integer is called y-smooth if all of its prime divisors are < y. Let ¢ (z,y) count
the number of y-smooth integers in [1, z]. The smoothness probability of a random integer

in this range is roughly:
U(z,y)

T

3.3.2 Canfield—Erddos—Pomerance Theorem

Let u = }Oﬂ. Then:
ogy

1/u
Y@ o) wke) yniformly as w2 — o0
X
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This asymptotic estimate is crucial for choosing the optimal B in index calculus and factor-

ization algorithms.

3.4 Optimizing the Smoothness Bound

3.4.1 Expected Time Complexity

Assume smoothness testing dominates computation. The expected time is:

(b+1)-u"-b-M(logN)

e M(log N) is cost per trial division
Ignoring log factors, we simplify to:

Time ~ B2u® = N2ty

3.4.2 Optimal Choice of B

Minimizing this expression leads to:

log N
=] —="" B=NY*=[,[1/2.1/2
u ,/loglogN, ~[1/2,1/2]

Lyla, c] == exp ((c + o(1))(log N)*(log log N)'~*)

3.4.3 Final Complexity
The optimized running time becomes:
LN[1/27 2]
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3.5 ECDLP Reduction to Finite Fields

One of the earliest and most important applications of bilinear pairings in elliptic curve cryp-
tography is the reduction of the elliptic curve discrete logarithm problem (ECDLP) to the
discrete logarithm problem in finite fields. This reduction makes it possible, in certain cir-
cumstances, to attack the ECDLP by solving a potentially easier problem in a multiplicative
group of a finite field. This idea was pioneered by Menezes, Okamoto, and Vanstone using
the Weil pairing, and later refined by Frey and Riick using the reduced Tate-Lichtenbaum
pairing.

The general strategy involves a non-degenerate bilinear pairing e defined on a subgroup
of E(F,) of order n, where ged(n, q) = 1. Suppose we are given an instance of the ECDLP:
given P,Q = [a]P € E(F,)[n], compute the scalar a. By selecting another point R € E(F,)
such that e(P,R) # 1, we can compute the pairing values z = e(P,R) and e(Q,R) =
e([a] P, R) = z*. In this way, the discrete logarithm a is revealed through the logarithm base
z of the value e(Q, R), now entirely within the multiplicative group of a finite field.

The crucial observation is that the target of the pairing, u, C IF:;,“ lies in an extension
field of F,, where k is the smallest positive integer for which n | (¢* — 1); this k is called the
embedding degree. If k is small, then the discrete logarithm problem in sz can be solved
significantly faster using index calculus techniques than the ECDLP in the elliptic curve
group.

This process, often referred to as the MOV (Menezes—Okamoto—Vanstone) ([7) or
FR (Frey—Riick) (8) attack, poses a substantial threat only when the embedding degree is
small. In practice, for a given ¢, one determines the smallest k£ such that the group u,, C sz
contains the image of the pairing. If this &k is small, the security of the elliptic curve group
is compromised.

Interestingly, the original approach by Menezes et al. using the Weil pairing required
finding a point R possibly defined over an extension field of F,. Frey and Rick improved
this by showing that, in the case of the reduced Tate-Lichtenbaum pairing, it suffices to
take R € E(F), where k is the embedding degree. Later, Balasubramanian and Koblitz
demonstrated that even when using the Weil pairing, one can usually stay within the same

extension field F, thereby making the reduction more practical.

Theorem 8. Let E be an elliptic curve over F, and let r be a prime dividing #E(F,).
Suppose 1 (¢ — 1) and ged(r,q) = 1. Then E[r| C E(F,) if and only if v | (¢" — 1).

This theorem justifies the use of pairings for reducing the ECDLP to a finite field DLP
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when the embedding degree k is small. So, it is important for certain special classes of
elliptic curves. In particular, supersingular curves always have small embedding degrees,
which makes them vulnerable to this form of reduction. For this reason, supersingular
curves are often avoided in protocols requiring long-term security against discrete logarithm
attacks, unless the system is designed to exploit pairings directly, such as in pairing-based
cryptography (or in Isogeny-based cryptography, which is not based on the discrete logarithm
problem).

3.6 The MOV /Frey—Riick Attack on the ECDLP

3.6.1 The Attack

Suppose E is an elliptic curve defined over the finite field F, and P € E(F,) is a point of
prime order r, where r is coprime to g. Let () be another point in E(FF,) which is a multiple
of P, ie., Q@ = [A\P for some unknown scalar A. The goal is to recover A, i.e., solve the
ECDLP: find A such that Q = [\]P.

Algorithm 1 MOV /Frey—Riick Attack

Require: Points P, Q) € E(F,) of prime order r, such that @) = [A]P for unknown A.
Ensure: The discrete logarithm A such that @ = [A\|P.

: Construct the extension field Fx such that r | (¢* —1).

: Find a point S € E(F ) such that e(P,S) # 1.

: Compute ¢; < e(P,S5).

: Compute (3 + (@, 5).

. Use index-calculus (or any DLP algorithm) in F;k to find A such that ¢} = (.

: return \.

D O W N

e Step 1: Embedding into a Finite Field. The embedding degree k is the smallest
positive integer such that r | (¢* — 1). This ensures that the r-torsion subgroup of E

can be mapped injectively into the multiplicative group sz using a bilinear pairing.

e Step 2: Pairing Setup. We choose a point S € E(F ) such that the pairing e(P, S)
is non-trivial (i.e., not equal to 1). In practice, a random S will satisfy this condition

with overwhelming probability, so this step is usually straightforward.

e Step 3-4: Compute Pairings. The Weil or Tate pairing is evaluated for the pairs
(P,S)and (Q, S), giving us (; = e(P,S) and (; = ¢(Q, S) = e([\| P, S) = e(P,5)* = ¢}
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e Step 5: Solve DLP in Finite Field. We now need to solve the equation (} =
(o in F;k. This is a standard discrete logarithm problem in a finite field, for which

subexponential-time index-calculus algorithms exist.

3.6.2 Practical Considerations

e The attack’s efficiency hinges on the size of the embedding degree k. While solving the
DLP in I}, is theoretically faster due to subexponential algorithms, the attack is only

practical if k is small.

e A crucial observation made by Menezes, Okamoto, and Vanstone is that supersingular
elliptic curves tend to have small embedding degrees (often k£ < 6), making them more

vulnerable to this type of attack.

e However, there exist ordinary (non-supersingular) curves that are also susceptible. For
instance, some curves over F, with #E(F,) = ¢ — 1 may have r | (¢ — 1), implying that

k = 1 and no extension field is even needed.

Remark 3. When designing secure elliptic curve cryptographic systems, one must choose
curves with large embedding degrees to avoid such attacks, effectively ruling out vulnerable

supersingular and specific ordinary curves (see (9)).
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Chapter 4
Monodromy Leak from Montgomery
Ladder and Cubical Arithmetic

4.1 Montgomery Ladder

The details of Montgomery Ladder can be found in (10)

4.1.1 Introduction to Montogomery Ladder

The Montgomery ladder provides an elegant and efficient algorithm to compute scalar mul-
tiples of points on a wide family of elliptic curves. It operates through a recurrence involving
sequences (X1, Xo,...) and (Z1, Za, .. .), which are constructed from an initial point (X7, Z;)

and a curve parameter A. The method works on Montgomery curves defined by the equation
By? = 2® + Az? + z,

and enables one to compute the scalar multiplication nP with high speed and regularity.

Given the initial point (X7, Z;), the recursive sequences are defined by the relations

Xon = (X2 = 722, Zyp = 4X0Zn(X2 + AX, 2, + Z2),

4<Xan+1 - ZnZn+1)2
Z1 ’

4(XnZn+1 - Zan+1)2
X ’

X2n+1 = ZZn+1 =

for all n > 1. The projective coordinates (X, Z,) represent the multiple nP as a point on
the curve via the ratio X,,/Z,, which corresponds to the affine z-coordinate of the point.
The associated y-coordinate, up to sign, can also be recovered if needed using the curve
equation.

More precisely, under mild assumptions on the parameters and the initial point, the

Xn:l: 1 X3+AX2+X
Zy’ B\ Z3 z2 7z,

gives the affine form of the scalar multiple nP. The ladder structure ensures that at every

expression
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iteration, two points are maintained: one corresponding to kP and the other to (k + 1)P.
This structure allows for a uniform, constant-time algorithm that is particularly beneficial

for cryptographic applications where side-channel resistance is crucial.

A more optimized version of the Montgomery ladder further reduces the number of oper-

ations. By defining A" = #, the ladder can be executed using only 11 field multiplications

per bit of the scalar n. The optimized recurrence relations are:
X2n = (Xn - Zn)2<Xn + Zn)27

Zyn = (X 22 = (X = 2] [(Xu 4 Z)° + A" (K + 2, = (X = Z,))]
X2n+1 = [(Xn - Zn)(Xn+1 + Zn+1> + (Xn + Zn)(Xn+1 - Zn+1)]2 Zlv

Zons1 = [(Xn = Z0) X1 + Zns1) — (X + Z0) (X1 — Znir))* X

4.1.2 The Montgomery Ladder Step

In Projective coordinate, the xz-coordinates of 2P, and P; + P, can be computed as
x(2Py) = X4/Zy and x(P3 + P) = X5/Z5, respectively. These values were derived from the
inputs x(Py) = Xo/Zy, x(P3) = X3/Z3, and x(Ps — P») = X1/Z;, where it is assumed that
X1 #0and Z; #0.

The Montgomery ladder iteratively computes X,, starting from the base values X, and
X4, using one point doubling and one differential addition for each bit of the scalar n. In
this optimized version, the doubling and differential addition are now combined into a single
operation per iteration, which highlights the efficiency gains achieved by merging the two
steps.

To formalize this combined operation, we define a function stepO which, for a fixed pair
(X1, Z1), takes the inputs (Xs, Zs, X3, Z3) and returns the outputs (X4, Zy, X5, Z5), defined
as follows:

Xy = (X2 - 72, Zy=4XoZy( X3+ AXoZy + Z3),
U X9 X3 — ZoZ3)? 7 - U XoZ3 — ZyX3)?
27, T 2X, '

Note that in this context, Z; is fixed and assumed to be 1 for optimization purposes, sim-

X5:

plifying the divisions.

We also define a companion function stepl that simply reverses the roles of the inputs
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for compatibility with bit-serial scalar multiplication. Specifically,
Step]'(X?n ZSa X27 ZQ) = (X57 Z57 X47 Z4>7

ensuring that the ladder remains consistent when updating across iterations.

4.1.3 Constant-Time Ladders

In elliptic curve cryptography, a common operation is computing the scalar multiple nP,

.,22%6 — 1}, The traditional Montgomery

where n is a secret scalar in the range {0,1,..
ladder, though efficient, reveals timing information that can potentially leak the position
of the most significant bit of n, since the number of iterations depends on that position.
This variation in runtime opens up the possibility of side-channel attacks based on timing
analysis.

To mitigate this issue, one approach is to ensure that the scalar n always has a fixed
top bit, which can be achieved by adding a suitable multiple of the order of P. A more
general way is to adopt a version of the Montgomery ladder where the number of steps is
predetermined and does not depend on the bit-length of n.

Crucially, this variant of the ladder must allow computation to begin from the pair
(0P, 1P) instead of the usual (1P, 2P), and it must maintain the correctness of the represen-
tation of the scalar multiple throughout all ladder steps. In this setup, it is essential that
each ladder step follows an identical and constant sequence of operations, regardless of the
value of each bit in n. Any branching or conditional behavior based on secret data must be
avoided to maintain constant-time execution and resist timing attacks.

A key component of this constant-time behavior is the conditional swap operation, de-
noted cswapy,. For a bit b € {0, 1}, the operation cswap,(Xs, Z2, X3, Z3) performs either the
identity operation when b = 0, or swaps the pairs (Xs, Z;) and (X3, Z3) when b = 1. To

implement this without branching, one uses arithmetic expressions such as

CSW&pb<X2, Z27X3, Z3) = (b(Xg — X2) + XQ, b(Zg — ZQ) —+ Z2,
(1= 0)( Xy — Xo) + Xo, (1= 0)(Zs — Zo) + Zs),

or other mathematically equivalent expressions that compute the same effect in constant
time.

When multiple ladder steps are composed, a sequence of operations such as cswap—
step—cswap-cswap-step-cswap naturally arises. It is possible to optimize this by merging

adjacent swaps: for instance, two successive conditional swaps can be reduced to a single
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swap governed by the XOR of the two controlling bits. As a result, a full Montgomery ladder
with many steps can be implemented efficiently using a repeating pattern of cswap-step—
cswap-step-cswap and so on, maintaining both correctness and constant-time execution

throughout.

4.1.4 Completeness of the Ladder

In Montgomery ladder computations, the final step involves calculating xz(nP) as the ratio
X,/ Z,. Typically, when the scalar k is finite, this ratio is computed as X, Z#*~2 where #k
denotes the size of the field. However, when Z,, = 0, this computation outputs 0, whereas
the correct value might be the point at infinity oo. This discrepancy becomes problematic,
especially when the Montgomery ladder receives z(P) = X;/Z; as an input where either
X1 =0or Z; =0, ie., when z(P) =0 or occ.

When the ladder is allowed to accept 0 or oo as input, it yields X, 7, = 0 for all
n. Nonetheless, it does not guarantee that x(nP) = X,,/Z,. In fact, one may encounter
situations where X,,/Z, = oo while x(nP) = 0, or even where both X,, = 0 and Z,, = 0,
making the output ambiguous.

To resolve this ambiguity, we define a modified z-coordinate function, denoted =z :
M(k) — k, where zo(z,y) = z for any affine point, and x¢(cc) = 0. This function es-
sentially treats the point at infinity oo as 0 in terms of its z-coordinate. By adopting zq(nP)
as the output of the ladder instead of x(nP), we merge the cases of 0 and oo and thus
eliminate the need for case-by-case distinctions. Furthermore, using z¢(P) instead of x(P)
as the input also becomes safe, because both inputs 0 and oo yield the same outputs under
this formulation. This idea of utilizing the function zy in the Montgomery ladder context

originates from (LI)).

Theorem 9. Fiz a field k not of characteristic 2. Fix A, B € k with B(A> —4) # 0. Define
M as the Montgomery curve
By? = 2* + Az? + z.

Define xq : M (k) — k as follows: xo(z,y) = x; xo(c0) = 0.
Let P be an element of M (k). Let X1, Zy be elements of k such that Z; # 0 and xo(P) =
X1/Zy. Let ¢ be a nonnegative integer. Let ng,...,n._1 be elements of {0,1}. Define

n = 26_1”0—1 + 26_2”0—2 +-+ 20nO-

Define
(X, Z,X',Z") = step,, step,, - - step,_ (1,0, X1, Zy).
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If Z =0, then xo(nP) = 0; otherwise xo(nP) = X/Z.

4.2 Banegas-Gilchrist-Smith Exponent

4.2.1 Montgomery Arithmetic

Most isogeny-based cryptographic systems, such as CSIDH, operate on elliptic curves given

in the Montgomery form. These curves are typically expressed as
By =a(2® + Ax + 1),

where the parameter A is referred to as the Montgomery coefficient. The group law on these
curves is denoted by @ and ©, representing addition and subtraction of points, respectively.
Given any three among the four values z(P),z(Q),x(P & Q),xz(P & @), the fourth can be

uniquely determined. This property allows us to define a differential addition map
xADD : (z(P),z(Q),z(Po Q)) — (P ® Q),
as well as a pseudo-doubling map
xDBL4 : 2(P) — z([2]P).

In practice, computations on Montgomery curves are usually performed using projective
coordinates. Given points P and ) on E 4, we write their x-coordinates in projective form
as (Xp : Zp) = 2(P), (Xq : Zg) = 2(Q), (Xe : Ze) = 2(P®Q), and (X : Zo) = 2(PEQ).
Recall that the affine z-coordinate corresponding to a projective point (X : Y : Z) is given
by (X : Z) when Z # 0, and defined to be (1 :0) when Z = 0.

Using these projective representations, the differential addition map xADD is computed

via the following relations:

where
= (Xp — Zp)(Xq + Zg),

U
V= (Xp + ZP>(XQ — ZQ)

These formulas are homogeneous and hence compatible with projective equivalence. Specifi-
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cally, replacing (Xp, Zp) and (Xq, Zg) with (ApXp, ApZp) and (A\gXg, A\gZg), respectively,
results in (Xg, Zs) being scaled by a factor of (ApAg)?, preserving their projective equiva-

lence class.

Similarly, the pseudo-doubling operation xDBL 4, which maps z(P) — z([2]P), can also
be computed in projective coordinates. Writing (X[Q] P Yop : Zp p) for the projective
coordinates of the doubled point, the corresponding formulas are:

Xpgp=R-S,
Zypp =T - (S+42T),

where the intermediate variables are defined as

R=(Xp+Zp)
S = (XP - ZP)27
T =4XpZp.

These expressions also behave well under projective scaling. That is, if we replace (Xp, Zp)
with (ApXp, ApZp), then the resulting coordinates (Xp, Zjgp) are scaled by A%, ensuring
projective consistency.

These operations are the foundation for the Montgomery ladder algorithm, which com-
putes scalar multiplications of the form (m,z(P)) — z([m]P) efficiently and securely, using

only x-coordinate arithmetic and without the need for full point recovery.

4.2.2 Division Polynomials

For a non-negative integer m, the m-th division polynomial ¥ ,, associated with an elliptic

curve E plays a crucial role in identifying torsion points. Specifically, we have:
YeEm(z(P),y(P)) =0 <= Pe Em]\{0},

where E[m] denotes the group of m-torsion points on E, and O is the point at infinity.

For a Montgomery curve of the form
By =x(2® + Az + 1),
the first few division polynomials take the following explicit forms:

l/)E,o =0, ?/)E,l =1, @DE,Q =2y,
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and for higher degrees:
VYps =3t + 4A2° + 62° — 1,

Vg4 = 4y(x® — 1)(z* + 242°% + 62% + 242 + 1).

For general m, the division polynomials obey standard recurrence relations. For even

indices 2m with m > 3, the recurrence is given by:

¢%7m_1wE,m¢E,m+2 - wE,m—2¢E,m1/}]2E,m+1

Vppe

¢E,2m -

For odd indices 2m + 1 with m > 2, the recurrence is:
3 3
wE,2m+1 == wEanE,er? - wE,mfle,mJ,-l'

It is important to observe that for any m > 0, the square @/)?Em lies in the polynomial
ring F,[A][z]. In particular, the division polynomial ¢g, itself lies in F,[A][x] whenever m
is odd.

Lemma 16. Letp be a prime. The p-th division polynomial of a Montgomery curve satisfies

Vep(@) = (Vrs()

p=1
2

equal to +£1 when E s supersingular. In particular, the identity

where g () € Fy[A][x] is a polynomial of degree when the curve E is ordinary, and is

V(@) =1

holds if and only if the curve E s supersingular.

4.2.3 The Exponent

Scalar multiplication on an elliptic curve can be expressed using rational functions involving
the so-called division polynomials (see (12)). For a point (x,y) on an elliptic curve F, the

multiplication-by-m map can be written as:

_(65m() wen(ry)
i) = (w%m(x)’ Vhnl0) ) ’
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where the polynomials involved are defined as follows:
¢E7m<x) = xw%7m<x) - wE,m+1<x>wE,mfl(x)7

wem(t,Y) = (4Y) 7" (Veme2 (@)W mo1(2) = YEm—2(2)VF mia (@)

Although the full expression for wg,,(z,y) is included here, it will not be needed for the
purposes that follow.

In Montgomery form, we begin with a point (u : v : 1) € E4. If we apply the Mont-
gomery ladder algorithm to compute the scalar multiple [p|(u : v : 1), then from the above
relation, we know that the resulting projective coordinates (X, Z) must be proportional to
(¢Ep(u),v% (1)), up to a common projective scaling factor. This factor can be explicitly
computed and, in many contexts, can also be normalized or removed. The following propo-

sition makes this relationship precise for general values of m and len(m) := |log, m| + 1.

Proposition 1. On input A, m, and (z, 1), Algorithm 1 (the Montgomery ladder) returns

(Xoms Zim) = (S5 (@) - frn(2), V() - fin())

where
fonl) := ()@,

Proof. The proof is given in Proposition 2 in (13) O

4.3 Overview of Cubical Arithmetic

In this section, we discuss cubical arithmetic, which modifies elliptic curve arithmetic by
preserving extra information contained in affine representatives of projective points. Specifi-
cally, it uses a chosen coordinate function Z to track projective scaling. For a positive integer
n, the coordinate Z,, is chosen as a non-trivial section of the line bundle associated with the
divisor n(0g), and cubical points built using Z,, are said to be of level-n. In practice, we

often set Z,, = Z7', and for this part, we focus on the case n = 1. The details are described

in ((14)).
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4.3.1 Cubical Points of Level 1

Let E/F, be an elliptic curve defined by the Weierstrass equation
y2 =23 + a2x2 + a4x + ag.

We choose a projective coordinate Z;, which is a nonzero section vanishing to order 1 at the

identity point Og. This choice defines the notion of a level-1 cubical point.

Definition 17. Let P = (zp,yp) € E(F,) \ {0Og}. A level-1 cubical point P above P is a

pair (P, Z,(P)), where Z,(P) € Iy encodes a projective scaling.
Remark 4. At the identity Og, the coordinate Z; vanishes, so we define a cubical point above
Og using the ratio Zy/(x/y), which is nonvanishing at 0. We then define Op = (0g,1) by

normalizing this expression.

4.3.2 Cubical Arithmetic

For points Py, P, € E, define the function gp, p, with divisor:
(=P = P) + (0p) = (=P1) = (- P2).
We define the cubical function:

P.
CUbl(Pl,PQ,Pg) = 'QPLQ(S) (41)
9p.,p,(0p)
This quantity is well-defined regardless of the choice of gp, p,, and it can also be expressed

= +(P+ Py) — x(Py)

Cppy(=P3)

CU.bl(Pl,PQ,Pg) =
where (p, p, is the line through P, and P,.
Definition 18. Let Py, P», P; € E, and construct the cube of 8 points:

Op, P1, Py, P3, Py + P, P, + P3, P, + P3, P, + P> + Ps.

We say that their cubical lifts !5Z form a cubical cube if:

Z1(ﬁ1 + 152 + ﬁg) : Z1(ﬁ1)Z1(152)Z1(ﬁ3)

Cubl(Pl,PQ,Pg): = = = = = = ~—.
Zl(OE)Zl(Pl + PQ)Zl(Pl + Pg)Zl(Pg + P3)
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Ps Py 4 Ps

Py P+ P
0 / /
E P,

Figure 4.1: A cubical cube of points in the elliptic curve group law.

Remark 5. Strictly speaking, Equation (4) lacks full definition due to the fact that Z; (6E) =
0, and we evaluate gp, p, at this point. Nonetheless, the equation becomes meaningful once

we multiply both sides by a uniformizer, such as x/y. As previously mentioned, we normalize
0g so that (Zy/(z/y))(0g) = 1.

We note that Z; is a level-1 cubical function with a simple zero at the identity Og, and
x/y similarly has a simple zero at this point. Hence, their ratio yields a cubical function
that remains non-vanishing and well-defined at Og.

From the perspective of line bundle rigidifications, the selection of 05 essentially fixes
a rigidification, allowing us to interpret Z as a local section ¢z € Opgy,, and hence the
quotient ¢z /(x/y) € Of (. becomes well-defined. The normalization condition then ensures
this value at Og is exactly one.

The central and powerful feature provides a mechanism to determine Zl(ﬁl + P, + P3)
from the known values at the seven other vertices of a cube. In essence, given any seven
vertices of a cubical configuration, we can compute the eighth.

Of particular importance in this article is the cube formed by choosing (P, P, P3) =

(P,Q,—Q). This specific arrangement gives rise to a cube with vertices at:
0E7 P7 Qa _Qa P+ Q7 P — Qa OE'7 P.

By applying Equation (4), we derive a key identity involving the cubical values at these
points, leading directly to the following result.

Lemma 17. Given Z,(P), Z1(Q), and the difference x(Q) — x(P), the above cube structure
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yields the following cubical differential addition formula:
2P+ Q) Zi(P - Q) = Zi(P) - Z:(0) - ((Q) — a(P).
Specializing further to the case P = @), we obtain the cubical doubling formula:
Z,(2P) = Z,(P)* - 2y(P).

Proof. To establish the cubical differential addition, we appeal to Definition 2, which

yields: N N N
Z\(P+Q)Z1(P — Q)Z1(08)* _ 9.-a(0k)
Z\(P)Z1(Q)Z:1(-Q) 9a.-q(P)
The equation follows directly from the fact that Zl(—@) = —Zl(@), and choosing

the rational function gg_¢ = 1/(z — x(Q)), which is normalized at infinity such that
(90.—0/(x/y)?)(0g) = 1. The normalization of Oz ensures that (Z2/go._q)(0g) = 1.

For the doubling case, an extra Z; (GE) appears in the numerator, necessitating the com-
putation of the inverse of Z(0g) - gp_p(P). Taking gp_p = 1/(x — z(P)), which is also

normalized at Og, we define ¢’ = t},gp_p, meaning ¢'(R) = gp_p(R + P). Hence,

Z(0g) - gp—p(P) = (¢ - 2/y)(0r).
Analyzing the addition law gives:

N ()&
g-aly  (@—a(P)? —x—2e(P)

leading to the evaluation:
(9" 2/y)(0p)~" = —2y(P).

The result then follows from the fact that Z,(—P) = —Z;(P). O

4.3.3 Properties

Theorem 10 (Cubical Arithmetic Identities). Let Py, Ps, P3, Py € E be points on an elliptic
curve E. Then the following properties hold for the cubical function cub:

1. Neutral Element:
Cubl(OE, OE, OE) =1.
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2. Symmetry: For any permutation o € S3 (the symmetric group on 3 elements),

Cubl(O'(Pl,PQ,Pg)) = Cubl(Pl,PQ,Pg).

3. Associativity: The following multiplicative identity holds:
cuby(Py + Py, Py, Py) - cuby (Py, Ps, Py) = cuby(Py, Py + Ps, Py) - cuby (P, Ps, Py).
4. Anti-symmetry:
cuby (P, Po, — P, — Py) = —1.
Proof. Let gp, p, be a rational function on F with divisor

div(gp,p,) = (=P1 — P») + (0g) — (=FP1) — (= P),

gp,P,

/ (Og) = 1. Then, using the definition of the
r/y

and suppose gp, p, is normalized so that

cubical function from Equation (3),
cuby (P, P2, P3) = gp, p,(P3),
and this identity makes it straightforward to derive each of the properties:

e Neutrality: Setting P, = P, = P; = 0, we have go,0,(0g) = 1 by normalization,
hence Cub1(0E70E70E) =1.

e Commutativity: The symmetry in the arguments arises because, up to projective
equivalence and divisor class, the function gp, p,(Ps3) remains invariant under permu-

tation of its inputs. Thus:

9P1,P2(P3> = 9p,,P; (Pl) = gpr3.P, (P2)7
which implies the cubical function is invariant under any permutation in Ss.

e Associativity: This follows from the identity:

9P +Py,P; P ,P; = 9Py, P>+P3 * GP3,Ps)

which holds since both sides define rational functions with identical divisors and the

same normalization at 0g. Evaluating both sides at P, yields the associativity identity.
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e Anti-symmetry: When evaluated at —P; — P, we find:

gp.p (=P — ) = —1,

which directly gives cuby(Py, Po, =P, — P») = —1.

The proof for commutativity and anti-symmetry, while deduced from the function-
theoretic identities, also aligns with more abstract results involving symmetric biextensions
((15))) and cubical torsor structures on abelian varieties ((L16])). The full exposition can be

found in ((I7)). O

Corollary 5. Let Py, ..., P, € E, and choose cubical points 131-, ]3,—{—153 foralll <i,7 <m.
Then, for ni,...,n,, € Z, we are free to compute a cubical point above the elliptic point

> n;P; using any choice of cubes and inversions: we always obtain the same cubical point

—~—

Note: This result tells us that, regardless of how we combine cubes and use inversions
to compute a linear combination of elliptic points, the resulting cubical point is uniquely
determined. In particular, the cubical representative z% does not depend on the order
in which we perform the additions, nor on the intermediate cubical points we choose. Because

of this uniqueness, it is conventional to denote the cubical point simply as > nllgZ

Proof. In the special case where all n; > 0 and no inversions are needed, the result follows
directly from the associativity and commutativity properties of cubical arithmetic. In the
general case, where n; may be negative, we must account for inversions. Here, anti-symmetry
comes into play.

Specifically, suppose we have a cube with third vertex P; = —P, — P». Then by the

anti-symmetry property and the formula, we obtain the following identity:

ZU(P)Z1(Py) Zy(— Py — Py)
Z1(—P) Zy(—=Py) Z1 (P, + Py)

:CUb1<P17P27_P1 —Pz) =—1,

and the inversion relation Z;(—P) = —Z;(P) confirms the expression is consistent with

anti-symmetry. 0

Remark 6. Fven though ané is uniquely defined in a cubical sense, it still depends on
the specific choices of cubical representatives ID; and their pairwise sums 151 + ]5] Changing

these choices can introduce a projective scaling factor.
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Lemma 18. Let é’, é—kPj’ be other choices of cubical points above Py, Pi+P;. If A\, \; j € F,

are such that

Zl(ﬁi/) = )\z . Zl(é) and Zl(é + P]/) = )\z‘>\j)\i7j : Zl(é + P]),

then
Z (Z nz@) =\ 7 (Z nzé) )
where .
=TT T e
i=1 1<i<j<m

This lemma precisely quantifies the effect of choosing different cubical representatives
for the same underlying elliptic points. The result indicates that all such changes scale the
resulting cubical combination by a predictable factor A € [y that depends quadratically on
the coefficients n;. The formula shows a precise structure resembling bilinear and quadratic

forms, ensuring that any such rescaling is consistent and can be systematically understood.

4.3.4 Translated Cubes
Consider the set of eight points derived from a base point Fy: namely,
Py, PR+P, Pot+P, R+, Pot+bP+P, Pot+bP+DP, Pot+P+DPs,  Po+Pi+P+Phs.

We may express the cubical ratio associated with this translated cube by the formula:

—_— —_ N /S~ /S

CUbl(pl,pQ,p0+P3) _ Zl(p0+P1—|—P2—|—P3>Zl(P0+P1)Zl(P0+P2)Zl(P0+P3)
cuby (P1, By, ) Z\(Py) - Z1(Py+ Py + P3) - Z1(Py + P, + P3) - Zy(Py + P, + P)

This expression is based on analyzing two related cubes: the original cube generated from
points P;, P», P; and the translated one constructed from P;, P, Py + P3. We can interpret

this ratio as the evaluation of the cubical function gp, p, at (Fy + Ps) — Py, so that

Cubl(Pl,Pg,P(] +P3)
CUb1<P1>P2>PO)

=gp.p,((Po+ Ps5) — Fp).

To make the symmetry in the input points more explicit, we may re-parameterize the
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points as follows:

Uh=R+P, U=FR+F U=PFP+P U~=FkK+P+P+P/F;,
W=2FPhb+P+bPb+P Vi=W-U=F+PF+P~F;,
Vo=W-Us=FPy+P+P;, Va=W-U=F+P+P V=W-=-U =Fh.

With this notation, we can express the translated cubical relation in an entirely symmetric

form:

CUb1(U1 - V47 U, — V4, Us) _ Zl(ﬁ;) : Zl(ﬁ;) : Zl(ﬁ;) : Zl(ﬁ;)
cuby(Uy = Vi, Us = Vi, Vi) Z,(V)) - Zy(Va) - Z1(Vs) - Z4 (Vi)

This formulation not only provides elegance through symmetry but also simplifies com-

putations when dealing with translated cubical configurations.

Py+ P + P Py+ P+ P+ P
Py + Ps Py 4 P, + P3
Py + P} Ph+ P+ P

Py + P

Figure 4.2: A cube of points P, P5, P; translated by a base point F.

Remark 7. An even more symmetric form is possible by defining the points Uy = Py + Py,
Uy=PFPy+ P, U3 = Py+ P3, and Uy = Py+ P, + Py + P3, and similarly defining Vi, Vo, V3, Vy.

Then: _ _ _ _
cuby (Uy — Vi, Uy — Vi, Us) _ Z1(U1)Z1(Uz) Z1(Us) Z1 (Uy)

cuby(Uy = Vi, Uy = Vi, Vi) Z,(V)) Z, (Vo) Z1(V3) Z4 (V)
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4.4 Monodromy Leak

4.4.1 Motivation

Let P € E(F,) be a point on an elliptic curve defined over a finite field F,, and suppose that
P is of (-torsion, where ¢ is a prime number. When computing the scalar multiplication [m|P
using projective coordinates, the result is often represented in the form (X (mP) : Y (mP) :
Z(mP)). A subtle yet powerful side-channel vulnerability was identified in the foundational
work of Naccache, Smart, and Stern (I8), where it was demonstrated that leaking these
individual projective coordinates during the scalar multiplication process—what is known as

a projective coordinate leak—can reveal partial information about the secret scalar m.

In their 2004 paper, NSS introduced a novel attack showing that under certain conditions,
even partial leakage of intermediate values like X (mP) or Z(mP) could expose bits of the
scalar m. Though the technique is not strong enough to recover the full scalar directly,
the authors observed that the leak could be particularly dangerous in the context of digital
signatures. In the case of ECDSA, where a new scalar is generated for every signature,
gathering a small number of leaked bits from each scalar allows an attacker to assemble a
system of inequalities. These inequalities can be processed using lattice-based techniques,
such as the Hidden Number Problem (HNP) framework, to reconstruct the long-term private

key.

The danger of such leakage was revisited and further elaborated in the recent work
of Aldaya, Garcia, and Brumley (19). Their research revealed that many cryptographic
libraries and implementations in the wild still fail to properly mask or protect intermediate
projective coordinates, especially when using algorithms like the Montgomery ladder for
scalar multiplication. Unlike traditional double-and-add methods, the Montgomery ladder
was previously assumed to be safer against certain side-channel attacks due to its regular
structure. However, AGB showed that coordinate-based leakage could still be exploited in

this setting if care is not taken during the implementation.

More critically, they demonstrated real-world exploits and presented practical results
showing that the theoretical risks outlined in (I8) by NSS were far from academic. The
Montgomery ladder, although designed for constant-time execution, still involves intermedi-
ate coordinate values that can be inferred through timing, power, or electromagnetic analysis.
Once these values are compromised, the attack techniques by NSS can be adapted to recover

bits of the secret scalar even in supposedly hardened implementations.
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4.4.2 Monodromy from Cubical Arithmetic

In the context of side-channel attacks, the Monodromy Leak attack (see (20])) on the Mont-
gomery ladder is particularly powerful. Unlike other attacks, it can completely recover the
secret key from a single leakage, by reducing the discrete logarithm problem on an elliptic
curve to discrete logarithms in the multiplicative group F;.

To analyze this, we first assume that the group of /-th roots of unity pu, is not contained
in F,. If p, € Fy, then pairings already provide an efficient reduction from the discrete
logarithm problem on E(F,) to one in F;. For simplicity, we will also assume that £ is an
odd prime.

Under this assumption, consider a point P € E[{|(F,). There exists a unique rational
point P, called the canonical cubical lift of P, which lies in the space of cubical points
and still satisfies P = 0. The lift P can be computed efficiently. Starting from any rational
cubical point P lying above P, we define

where the scalar u € Z satisfies the congruences

u=1 (mod/{), uw=0 (modgq—1).

Such a u always exists since £ and ¢ — 1 are coprime by assumption (by Chinese Remainder
Theorem). Furthermore, this canonical lift respects scalar multiplication in the sense that
for any integer m,

— ~

mP =m - P.

Lemma 6.2. Assume that p(F,) = 1, that is, £ is coprime to g—1. Then, for every point
P e E[(|(F,), there ezists a unique rational cubical point P of order , called the canonical
lift of P.
This canonical lift satisfies (P = 0, and for any rational cubical point P above P, we
have
P=u-P,
for some integer u such that v = 1 (mod ¢) and v = 0 (mod g — 1). Moreover, scalar

multiplication commutes with canonical lifting: for any m € Z,

A

n/u\D:m-P.
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4.4.3 DLP with BGS Exponent

It uses the relations:

U = (X(P)— Z(P))(X(Q) + Z(Q)),
V = (X(P)+ Z(P)(X(Q) - Z(Q)),
X(P+Q) = Z(P-Q)U+V),
Z(P+Q) = X(P-Q)(U-V)~

This differs from the cubical differential addition by a multiplicative factor of 4X (P —
Q)Z(P — @), which must be taken into account when analyzing ladder leakage.

As a result, recovering the scalar m from a projective coordinate leakage requires solving
a modified degree-two equation. Let [77/1\]5] denote the cubical point obtained through the

standard Montgomery ladder. Then, according to Proposition 2 from (I3)), we have
(mP] = (4z(P))™E"™=m) P,

where len(m) denotes the bit-length of the scalar m. This relation links the projective and
cubical representations via the action of division polynomials.

Suppose P = M P, @ = mP, and mP = )\T2mAP, then the leaked projective output can
be written as [77/1\]3] = \omP. Since the values P,Q, and therefore P, (), as well as P and

[77/1\]/3], are known through the leakage, one can solve for Ay in the equation
(4 ()T = .

Assuming that the bit-length len(m) of m is also known, we fix a primitive root ¢ € F
and reduce the above relation to a discrete logarithm problem with respect to (. Letting

dlp,(+) denote the discrete logarithm base ¢, we define:
a =dlp;(4z(P)), B =dlp(\1), 7 =dlp:(As).
Substituting into the logarithmic form of the equation, we obtain a quadratic in m:
X%(B — ) +2ma X — 4 =0,

where the integer solution X = m is the unknown we aim to recover.
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Theorem 11. Let P = (X (P), Z(P)) be a known public point of order ¢ on a Montgomery
Kummer line associated to a Montgomery curve E/F, (here we assume that we know not
only P, but X(P), Z(P); in practice, P is normalised via Z(P) = 1). Assume that { is prime
toq— 1.

Let m < {, and let mP = (X(mP),Z(mP)) be computed by the standard projective
Montgomery ladder. Assume that we obtain a projective coordinate leak of mP, i.e., we not
only know x(mP) = X(mP)/Z(mP), but also X(mP),Z(mP).

Let u be the number of distinct prime factors of ¢ — 1. Let P = (X(P), Z(P)) be the
unique canonical cubical rational point above P, N | (¢ — 1) be the multiplicative order of
Z(P)/Z(P), and let v = (¢ — 1)/N.

Then one can recover m by solving three discrete logarithms in F;, (two of which can be
seen as a precomputation depending only on P, not m), followed by an algorithm polynomial

i logq, 2%, and v.
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Chapter 5

Partially-Long Weierstrass Curve
Arithmetic

5.1 Montgomery Form

The Montgomery form of an elliptic curve over a finite field F, is defined as:
Ev:By? =2+ Az* +x

where A, B € F, and B # 0. This form is particularly useful because it supports efficient
computation of scalar multiplication using only the x-coordinates of points. This x-only
arithmetic is more efficient and, importantly, can be implemented in a way that provides

resistance to side-channel attacks such as Simple Power Analysis (SPA).

Let P = (z1,y1) be a point on the curve Ej;. We represent it in projective coordinates
as P = (X;:Y): Z;). For scalar multiplication, we compute [n|P = (X, : Y,, : Z,) using a
ladder-like structure. The formulas used for point addition and doubling in this Montgomery

form avoid computing with y-coordinates entirely.

5.1.1 Addition (n # m)

Let P, = (X, : Z,) and P,, = (X,, : Z;), then their sum P,y = (Xpim © Znm) 18
computed by:

Xntm = Zm—n [(Xm - Zm)(Xn + Zn) + (Xm + Zm)(Xn - Zn)]2
Zovm = X [(Xon = Zn) (X + Z) — (X + Zn) (X — Z0)]

Note that P,,_, is required in the computation, making this formula suitable for struc-

tured ladder algorithms.

49



5.1.2 Doubling (n =m)

Let P, = (X, : Z,), then we compute [2|P, = (X3, : Z2,) as:

4X, 720 = (X + Z2,)* — (X, — Z,)?
X2n == (Xn + Zn)2(XTL - Zn)2

Ton = 44X, 2, [(Xn — Zn)? + (#) (4XnZn)]
In this representation:
e Each addition requires approximately 4M + 25 operations,
e Each doubling needs about 3M + 2S operations.

(M denotes a field multiplication, S a squaring.)

5.1.3 Recovering the y-coordinate

In some applications like digital signatures, it is necessary to recover the y-coordinate from
the computed z-coordinates. If [n]P = (x,,y,) and [n 4+ 1]P = (p41,Ynt1), the following

formula allows us to reconstruct y,:

(r120 + 1) (21 + 20 + 24) — 2A — (21 — )220y
2By1

Yn =

This formula assumes knowledge of P = (z1,4;) and requires z,, and x,,..

5.2 Generalization to Weierstrass Curves

While the Montgomery ladder is most efficient on curves in Montgomery form, Brier and

Joye (21)) extended the idea to elliptic curves in short Weierstrass form:
E:y? =2% + aux + ag

They proposed x-coordinate-based formulas which also make use of projective coordinates

to reduce costly inversion operations.
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5.2.1 Addition (n # m)

Given two projective points P, = (X, : Z,) and P, = (X,,, : Z,»), their sum P, ,,, is:

Xn+m = Zm—n [_4a6ZmZn(XmZn + Xan) + (Xan - a4ZmZn>2}
Zn+m - Xm—n(XmZn - Xan>2

5.2.2 Doubling (n =m)

Let P, = (X, : Z,), then the doubling [2]P, is computed as:

Xgn == (Xz - CL4ZZ)2 - 8a6XnZS
Zoy =42y [ Xn( X2+ a4 Z2) + as Z; |

5.2.3 Cost Analysis

e Addition: approximately 9M + 2S5

e Doubling: approximately 6M + 35

5.2.4 Recovering the y-coordinate

To obtain the y-coordinate for a computed multiple [n]P = (x,,y,) when using the x-

coordinate-only method in this generalized setting, the formula is:

_ 2a6 + (2170 + ag) (21 + 2,) — (21 — xn>2xn+1
B 2y,

Yn

This generalization enables the Montgomery ladder approach to be used even on curves
not initially in Montgomery form. Although it is not as efficient as the native Montgomery

setting, it still retains the benefits of uniformity and side-channel resistance.

5.3 Generalization for Partially-Long Weierstrass
Curves(PLWC)

By the PLWC, we mean the curve,
vy’ = 2°+ Az* + Bx +C
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and for this group of elliptic curves, we have generalized the addition and doubling
formulas. In PLWC, if we input A = 0, we get Short-Weierstrass curves and putting
B =1 and C = 0, we obtain Montgomery curves. So, in our formulas, inputing the con-

stants accordingly, we can obtain the formulas for Montgomery and Short-Weierstrass curves.

We start with the affine coordinates (x,y) on our PLWC and it satisfies the curve equa-
tion.

Starting with two points on the curve (z,,, ) and (x,,y,) and they obey
y2 = a0 + Az’ + Bx,, +C

y2 = 23+ Az + Br, +C

5.3.1 Addition of (z,,,y,,) and (z,,yy,)

As shown in the figure, the addition of two points on elliptic curve will be the reflection
with respect to X-axis of the point where the line joining (z,,,¥ym) and (z,,y,) cuts the

elliptic curve. We call the points to be P,, = (T, Ym) and P, = (2, yn).

From the coordinates, we can get the slope of the line joining P,, and P, will be (calling
it A)
N = (ym B yn)
(Tm — n)
We denote P, + P, = Puin = (Timan, Ymin) under the elliptic curve addition law.
Now, the line joining P,, and P, passes through P,,, so the equation of the line can be

formulated as

Y —ym) = A (= 2m)

which implies

Y = Yn + A (T —20)
= = (ym + A (2 —2p)* = N2? — 2\zw, + B

where h is some constant. Now replacing y? by the curve equation, we get
3 2 2.2
> + Ax* + Bx + C = X — 2\ zx,, + h

= 2® + (A= \)2® + (B+2\z)r + (C—h) =0

But on the other hand, this equation of the line must satisfy the three points P,,, P,
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—Prin = (Tmtns —Ymin). Thus,
(—2m) (. —20) (2 = Tppp) = 2° + (A= XN)2? + (B+2\2,)x + (C—h).
By compairing the coefficient of 22 in above equality, we get
T+ T+ Ty = —(A = N?)

which implies

(Ym — Un)

($m_$n)) — (A+xp + )

Correspondingly, to evaluate x,,_,, we can get this from the addition of the two points
P, and —P, and —P, = (z,,—y,). Thus we can directly compute z,,_, from the above

formula by replacing y,, with —y, which will give us

(Ym + Yn)

(o _xn)) — (A4 + ).

Tm—n = (

From the above two equations we can evaluate

i X 0o = (T = (ot )] (0 — (4t )
_ (—g;__j:))z 2 4 (At T+ 20)% — (A+ T + xn)(—éimjxi’;g)

Substituting y? = a? + Az? + Bx; + C for i € {m,n} and simplying the whole expression we

finally get
—4C(xp + 1,) — 4AC + (21, — B)?

(Tm — )2

Tmtn X Tm—n =

which ensures z-coordinate only addition as desired.

Now, as we want our formulas to be in projective coordinates, we substitute x; = % for
K2

i € {m,n,m —n,m+ n} and replacing them in the equation will give

Koo X [ACGEE + 72) —4AC (3252~ DY
Zm+n Zm—n ()Z(—: — )Z(—:)Q

KXoin Zml=4C 2 20 (X Z + X Z) — 4ACZ2 7% + (X Xy, — BZ,0 Z,)?)
Zern B men(XmZn - Xan)2

—
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Separating the numerator and denominator, we get our targeted projective z-coordinate

only addition formulas to be
Xoin = Zmn|~4CZpZ0(XonZ + X Zp) — AACZ2 7% + (X Xy, — BZy Z)?)

and
Zm+n = men(XmZn _Xan)Q-

Clearly, in this formulas, putting A = 0, we get addition formulas for Brier-Joye ladder and

putting B =1 and C' = 0, we get Montgomery addition formulas.

Another way we can look at the addition formulas by taking x,,,, + Z,,_,, which will

give

(Ym — Yn)
(Tm — )

(Ym + Yn)

(= l’n)) — (A4 + )]

Tman + Tmn = |( )2 — (A4 2+ 20)] + [(
2(ym + Ya)

D A

—2(A 4z + xy).
Upon replacing 2, and y2 by the curve equation, we get

2(xm + x,) (2B + xpzy) + 4(Azpx, + C)

(Tm — 25)?

Lm+n + T =

To make this projective x-coordinate only formulas we replace x; by =¢ and will get

k3

X
Z

Xoin | Xnon _ ZnZal2(Xn ot X0 Z) 2B Zn 2o+ XinX) + HAX Xy + O
Zern men B (XmZn - Xan>2

upon simplifying, we get another addition formulas

Xm+n = _Xm—n(XmZn - Xan)z + QZmZn[(XmZn + Xan>
(2BZpn Zy + Xn X)) + 2(AX 0 X, + CZ Z,)]

and
Zm+n = Zm—n(XmZn - Xan)2
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5.3.2 Doubling of (z,,y,)

As shown in the figure, the double of a point on the elliptic curve will be the reflection with
respect to the X -axis of the point where the tangent at the point (z,,y,) cuts the elliptic
curve. We call the point to be P, = (x,, yn)-

The slope of the tangent at the point P, will be (denoted by )

_ 3a) 4 Az, + B

A
2Yn

The doubling of the point P, will be done by P, = 2P,, under the doubling of the
elliptic curve.
Now, by the same calculation as addition, we get (replacing x,, by z,, and x,,.,, by xa,)
Tp+ Ty + 2oy = —(A—N?)
which implies

322 + Az, + B
2y,

Ton = ( )2 — (A +2z,)

simplifying this, along with substituting from y? from the curve equation, we will get

(z2 — B)*> — 8Cx,, — 4AC
4(x2 + Az + Bx, + C)

Ton =

Finally, as our desired formulas have to be in projective coordinate, we replace x; by %

for i € {n,2n} (homogenization), we achieve

Xon  (X2—BZ2) —8CX,Z3—4ACZ)
Zon  4Z,(X3+ AX2Z, + BX, 72 + CZ3)

which gives the doubling formulas to be

Xon = (X2 — BZ2) —8CX, 73— 41ACZ*

Zom = 4Z,(X3 + AX2Z, + BX, 72>+ CZ3).
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5.3.3 Monodromy Leak from Generalized Montgomery Ladder

Recall that for a point P = (z,y) on an elliptic curve F, the multiplication-by-m map [m|P

[ml(z,y) = (fj :g))f ﬁifx?) |

where the rational functions ¢z, Vg m, we,m are built from the division polynomials. Specif-

can be expressed as:

ically,
¢E,m($) =T ¢E,m(x)2 - wE,erl (x>¢E,mfl(x)>

and Vg, (z) satisfies well-known recursive formulas.

Now, consider using the Generalized Montgomery ladder to compute [m]P with -
coordinate (z : 1) for a point P on a PLWC E, : y* = 2® + Ax? + Bz + C. The out-
put projective coordinates (X,,, Z,,) then correspond to x-coordinates of [m]P in projective

form.

Proposition 2. On input A € F,, m € Z~q, and (x,1), the Generalized Montgomery ladder

returns

(va Zm) = (QSE,m(x) ’ fm(x)7¢E,m<J7>2 ’ fm(x)) )

where

fm<x> — (5 . :L,)m(21en(m)_m),
d =0(A, B,C) is a constant and len(m) := |logy m| + 1 is the bitlength of m.

Proof. Let P be a point on E4 with affine z-coordinate x # 0. The Generalized Montgomery

ladder computes a pair of projective coordinates (X,,, Z,,) such that

From the formula for scalar multiplication, we know that:

(] p) = 20T

B wE,m(x)27

so the ladder must produce (X,,, Z,,) proportional to (¢ (), ¥Em(x)?), up to a common

projective factor f,,(z). That is,

(Xma Zm) - (QbE,m(x) : fm(x)7¢E,m(x)2 ' fm(x))
We aim to determine the exact expression of f,,(x) in terms of x and m. Through
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experimentation and base case analysis:
funlw) = (8 -y,
This is established by induction. For the base case m = 1, the ladder computes:
(X1,2)) = (0-2%6-2),

which matches:

ppi(r) =1, vpi(x)*=1, fi(z)=05 =

For the inductive step, the ladder computes scalar multiples using differential addition
and doubling formulas, which recursively define the next projective factor. The recurrence

relations for f,, and a second factor g, (for m + 1) are:

fom () = fin(2)*,
foms1(2) = 62+ frn(2)® - g(2)?,
Gom+1(7) = 9m($)4-
Assuming the hypothesis holds for m, direct substitution shows that the recurrence is
satisfied and the inductive claim holds. The explicit closed-form expression for f,,(x) is
therefore valid. O

Remark 8. This proof coincides with the proof given in the paper (13), as for the induction
base cases ¢p (), op2(x), Vg, (x) = Ypi(x), v ,(x) remain unchanged and we prove the
proposition by recurssion in the exponent.

More importantly, putting 6 = 4, we retrieve the formula for Montgomery model and for
0 = 1, we achieve the factor for Brier-Joye model. So & will depend on the values of the
parameters A, B, C' in PLWC' but while applying this for Monodromy Leak, the second-degree

equation will involve § in case of PLWC, such as the second degree euqation remains
X%(B — ) + 2o X — 4 =0,

but in this case o = dlp;(d - x(P)).
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Chapter 6
Edwards Curve Arithmetic

6.1 Introduction to Edwards Curves

Let k be a field of characteristic not equal to 2. An Fdwards curve (see (22))) over k is a
special type of elliptic curve, typically described in the projective space P? by the following
system of equations:

zy — 2w = 0,

Ea,d : Y

ar® +y? — 2% — dw? = 0,
where a,d € k\ {0} are distinct constants. The curve is equipped with a distinguished base
point O = (0:1:1:0).

Most literature simplifies this representation by projecting E, 4 onto P? using the map:
7:PP\{0:0:0: 1)} =P (v:y:z:w)— (x:y:2).

To understand the image 7(FE,4), we eliminate w using w = zy/z and substitute into

the second equation, yielding:
T(Eaq) s ax?2® +y?2% — 2 — day® = 0.

Note, however, that this projection is not an isomorphism. Certain points, like (1: 0 : 0)

and (0:1:0), are singular points of 7(E, ), each with two preimages:

PE=(+Vd:0:0:a),
Pf=(0:+Vd:0:1).

Thus, the projection separates branches at these singularities, and away from them, 7w
behaves as a bijection. The base point O remains in the affine chart and maps to 7(0O) =
(0:1:1).

One typically dehomogenizes the projected equation with respect to z to obtain an affine
model:

EZZ cax® 4yt = 1+ day?,
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with affine base point (0, 1). Every point (z,y) on Ejfg corresponds to a point (z:y: 1: xy)
on E, 4, but the exceptional points at infinity are not included in the affine model.

Unlike Weierstrass curves that omit a single point at infinity, Edwards curves miss four
such points. Fortunately, when d and d/a are non-squares in k, these points live in an
extension of £ and do not interfere with computations over k (e.g., k = F, in cryptographic

applications). This is foundational to the completeness of the Edwards group law.

6.2 The Formula and Proof of Exponent

This theorem investigates how the scalar multiplication of a point on an Edwards elliptic
curve behaves under uniform projective scaling. Specifically, it shows that if a point P =
(X :Y : Z:W)is scaled by a constant A, then the m-multiple of the scaled point, denoted
by m(\ - P), is equivalent to the original mP scaled by an explicit power of A, namely A™
where the exponent m’ depends on the binary expansion of the scalar m. The proof proceeds
by induction on the bit-length of m, relying on the recursive structure of the double-and-add
algorithm (denoted SCALMULT) used for scalar multiplication in Edwards curves. The
main technical achievement of the proof lies in the recursive computation of the exponent
m/, showing that it satisfies a specific recurrence relation derived from the structure of the
addition formula. This result plays a critical role in understanding the algebraic behavior of

point multiplication under coordinate transformations.

Theorem 12. Let the projective coordinate of an Elliptic (Edwards) Curve is given by P =
(X :Y : Z: W) and the scaling of the point by X is denoted by A- P = (AX : \Y : AZ : A\W)
and we denote the m multiple of the point P by mP. Then, if m(A-P) =A™ .P, m’ is given
by

T

m = (] +a-) 27+ (A +ar) - apy- 22077,

i=1 Jj=1 i=j

where m = a, -+ - a1qg.

Proof. We will prove this by induction on r (the bit lenth of m).

We use the function SCALMULT to denote the Double and Add algorithm for
Edward’s curve, which is well established and SCALMULT(P,m = a, - --ajay) will give
us the m multiple of point P in the Edward’s Curve Double and Add algorithm.

Now, we observe that, SCALMULT(P,m = a,---ajay) = 2(SCALMULT(P,m =

a,---ay) + agP, where m = a, - - - a; denotes one-bit short expression of m, excluding ay.
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Our goal is to show that,
SCALMULT(A- P,m) = A SCALMULT(P, m),
where m’ is given by the expression in the theorem. But this is equivalent to show that
2(SCALMULT(A- Pm=a,---a1)) +ag(A- P) = L (2(SCALMULT (P, m)) + agP)

= 2)\™ . (SCALMULT(P,)) + ap(\- P) = 2\" - (SCALMULT(P, 7)) + X" - (ayP).

So it suffices to show that :

e Base case, i.e. for r = 0, we have m € {0,1}, we get only ag and agP will be either

exactly point 0 or point P. So, the scaling factor is trivially satisfied.

e For all points P, Q) € E (F is the Edward’s Curve), we have
AT 20 +ag(A- P) = A" - (2Q + aoP)

which is immediate from the above equivalence, replacing SCALMULT (P, m) by the
point @ on E.

Finally, the above equality suggests it is enough to show :

1. If ag = 0, if should follow m’ = 477 ,

2. If ap = 1, it should follow m' = 8m + 2.

Now, from our given expression,

m (H(l +a,)) + Z(H(l Fapy)) - ap_y - 2209
=1 Jj=1 i=j
r—1 r—1 r—1
= (1+a0) 2 ([T ar) 2 4 3 ([T (1 +ari))-ar 2207 - (forj = 1) (1a0)-a0-20

=1 j=1 i=j

r—1 r—1 r—1

=4(1+ ao)[(H(l + a,_;)) - 92(r=1) | Z(H(l ) - 22(7«7])] + (1 + ag) - ag
i=1 =1 i=j

= 4(1 4+ ag)m + (14 ao) - ao.

Clearly, this satisfies the two required condition for ay = 0,1 and thus it verifies the

expression for the exponent is accurate, via induction on the bit length of m. O
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6.3 Group Law on Edwards Curves

On the affine curve Ejfj, the group inverse of (x,y) is (—x,y) (see (23)). In projective

coordinates, this becomes:

—(x:y:ziw)=(—x:y:z:—w).

6.3.1 Cyclic Subgroup of Order 4
Consider the following points on the affine model:
Ry = (1/+/a,0), T =(0,-1), R_=(-1/va,0), O =(0,1).
These form a cyclic group of order 4 under the curve’s group law:
T=2R,, R_=3Ry, O=A4R,.
Their projective versions are:
Ry,=(1:0:a:0), T=(0:-1:1:0), R_=(-1:0:+v/a:0).

The group law has elegant expressions:

(r,9) + Ry = (% —ﬁx) |

($7y> + T = (—ZL‘, _y),

(z,y) + R = (\_/—%\/593) ,

(z,y) + 0 = (,9).
6.3.2 Points at Infinity and Torsion Structure
Points P have order 2, so the 2-torsion subgroup is:
Eoa[2] ={0,T, P/, P }.
Points PyjE have order 4 and are halves of T
Bf =R, + P/
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We have:

R, +0 =Ry,
R.+T=R_,
Ry + Pf =P,
R.+ P, =P,

Translation rules for these special points include:

o= ()
o= (kg 22)

6.4 Function Field of the Curve £, 4

Functions on E, 4 are of the form:

F(z,y, z,w)

G(z,y,z,w)
where F' and G are homogeneous polynomials of the same degree, and all expressions are
modulo the defining equations zy — zw and ax? + y? — 22 — dw?.

The set of such functions forms the field k(E, 4). Each non-zero function f € k(E, 4) has

a divisor:

div(f) = 3 ordp(f)(P),

PEEa,d

where ordp(f) represents the order of vanishing or pole at P. The degree of a function’s

divisor is always zero.

For the function z/x, we find:
div(z/z) = (P,") + (P,;) = (0) = (0"),
where O' = (0:1:—1:0).
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The affine function field is isomorphic to:

k(Eaa) = Frac ( klz,y] ) |

ar? +y? — 1 — dx?y?

via f(z,y,z,w) — f(z,y,1,zy). Under this map, z/x becomes 1/z.

6.5 Divisor at Infinity and Riemann—Roch Space
The intersection of F, 4 with the hyperplane at infinity H., : 2 = 0 yields the divisor:
D= (P1)+(P)+(P)) + (F)),

a symmetric divisor of degree 4.

The Riemann—Roch space associated to D is:
L(D) = {f € k(E,a)\ {0} | div(f) + D > 0} U {0},
a k-vector space of dimension 4. A basis is:
[(D) = (x,y, 1, zy).

Their divisors are:

div(1) =0,
div(z) = (0) + (O') = (P]) = (),
(y) = (0) + (0") = (B)) = (F)),
)
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Chapter 7
CONCLUSION

This thesis began with a comprehensive investigation of the foundational concepts in Ellip-
tic Curve Cryptography (ECC), particularly emphasizing the role of scalar multiplication
in secure key exchange protocols. We analyzed both classical approaches and modern
optimizations, including Montgomery laddering and projective coordinate systems, to
understand their computational advantages and cryptographic implications. These studies

laid the groundwork for exploring deeper vulnerabilities inherent in ECC implementations.

The core contribution of this work was an in-depth examination of the Monodromy Leak,
a powerful attack that exploits structural properties of cubical arithmetic and projective
scalar multiplication. By showing how the Montgomery ladder inadvertently aligns with
cubical scalar multiplication, and by connecting this to the BGS exponent and the function
field of the curve, the thesis demonstrates a critical reduction from the ECDLP to a DLP in
the finite field. This exposes a severe risk in implementations that do not rigorously protect
against coordinate leakage and reinforces the need for constant-time, side-channel resilient

procedures in cryptographic systems.

Beyond the attack itself, the thesis explored how cubical arithmetic could extend to other
models, including Weierstrass and Edwards curves, and its potential applications in pairing
and isogeny computations. These investigations not only highlight the vulnerabilities but
also suggest novel avenues for optimizing and analyzing ECC arithmetic. Overall, this work
provides both a cautionary perspective on cryptographic implementation and a constructive

outlook on the deeper algebraic structures that govern secure computation.

An important direction for future work lies in the open problem of developing a complete
theory of cubical arithmetic for Edwards curves. While translation formulas have been
successfully derived and verified using MAGMA, formal proofs are still pending. Moreover,
the precise connection between the Ed-curve double-and-add algorithm and the Monodromy
Leak remains unproven. A central challenge lies in understanding how to derive the cubical
function—and consequently the cubical scalar multiplication formula, from the divisor at

infinity for Ed-curves. These questions will form the natural continuation of this thesis.
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